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Abstract—Energy efficient policies are being applied to network protocols, devices and 

classical network management systems. Researchers have already studied in depth each of 

those fields, including for instance a long monitoring processes of various number of 

individual ICT equipment from where power models are constructed. With the development 

of smart meters and emerging protocols such as SNMP and NETCONF, currently there is an 

open field to couple the power models, translated to the expected behavior, with the real-

time energy measurements. The goal is to derive a comparison on the power data between 

both of the processes in the direction of detection for possible deviations on the expected 

results. The logical assumption is that a fault in the usage of a particular device will not only 

increase its own energy usage, but also may cause additional consumption on the other 

devices part of the network. A platform is developed to monitor and analyze the retrieved 

power data of a simulated enterprise ICT infrastructure. Moreover, smart algorithms are 

developed which are aware of the different states that are occurring on each device during 

their typical use phase, as well as to detect and isolate possible anomalies. The produced 

results are obtained and validated with the use of Cisco switches and routers, Dell Precision 

stations and Raritan PDU as part of the monitored infrastructure.  
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design; 
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1 INTRODUCTION 

Recently the energy-efficient infrastructures have become a hot topic in the business 

World, as the concept of Green IT strive to reduce the overall operational costs, but in the 

same time also to eliminate the inefficiencies from the enterprises’ IT systems. The ongoing 

research in the field of green computing has helped to change the situation on the market. 

The vendors for the ICT equipment now compete on the power efficiency of their devices 

and also accelerate the process of development by investing into those research fields, hence 

as a result today there are more energy efficient devices. In particular, compared to other ICT 

equipment such as personal computer, laptops or servers, energy efficiency in the networking 

equipment has only recently received much attention [34][2][15]. Thus, as a shared resource 

they have to be constantly available, which exacerbates the sustainability issues. The 

network infrastructures are already massively deployed and even projected to have 

exponential growth [32] due to the evolution of the Internet, user demands and emerging 

topics such as Internet of Things (IoT) [3], digital TV on demand and wearable computers. 

The continued process of development and providing new capabilities to the existing 

technologies, as opposed to the emergence of new ones, is logically causing the growth in 

the number of deployed equipment. Although in the future it is likely to appear new 

technology that will have a significantly impact on this growth. Even without these recent 

trends of expanding the capabilities of the existing technology or without any new promising 

technologies, for instance 3-D printing, we are in the grip of one clearly predictable 

consequence of technological advancement. That is to say, the fact that more users are taking 

advantages of the new possibilities by using more hardware and software products to do 

more activities. Those activities are typically requiring more resources as the user base is 

growing and they become more complex to manage. It seems likely that the evolution of the 

Internet and increased deployment of networking devices, are by far outstripping any 

potential savings made in efficiency improvements within the networking devices on 

hardware or software level. However, if we are to maintain or improve the overall 

environmental balance sheet for emerging technologies and set a bar for energy-efficiency, 

those technologies must deliver significant positive environmental benefits in their own right 

as they grow. We will therefore conclude by considering these benefits and placing them into 

context in this research. 

  In last decade, with the tremendous growth of the Internet traffic [33], the power 

consumption of network devices has taken a large portion of the global power consumption. 

Researchers have recently proposed various network-wide energy management schemes for 

deployment targeting various areas such as datacenters [4], mobile networks [5], WANs [6], 

etc. However, it is quite challenging to tackle the energy efficiency issues within the 

households and from small to large enterprises. There are few issues to be addressed here, 

but one obstacle in making enterprise networks more energy efficient is the range of devices 

from multiple vendors that are deployed on the network, with respect to both the models and 

the age of the device. Also, it is quite difficult to operate with enterprise networks due to 

their unpredictable growth and frequently changed topology and architecture, regarding the 

energy consumption. Network operators demand enhanced ways to configure and manage 

their networks. Conventional networks nowadays typically include integration and 

interconnection of proprietary, vertically integrated equipment. This way of integration does 

not allow the operators to implement high-level network-wide policies using the existing 

underlying protocols and technology, and the only way is by performing manual 

configuration or by using scripts and command-line interface (CLI).  

The purpose of this research is to develop a standalone platform in a form of network 
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management system that monitors the state of the network just by following the energy 

consumption values. Moreover, the platform is able to report for changes in the state and 

detect faulty situations. Current research and developed Network Management Systems 

(NMS) are not fully automated when executing energy efficient policies. Typically they are 

focused on manual configuration per device which may be error prone and unlikely to make 

informed decision for network-wide energy efficiency. Moreover, the classical monitoring 

part of NMS is based on point-to-point communication with every device on the network, 

which creates a great deal of traffic and additional burden. Due to improvements in the field 

of Green IT and smart meters, it is feasible to build a NMS that recons only on power data 

fetched from the power distribution unit. A pattern for augmenting the values extracted from 

the power consumption of the network could provide useful information about different 

network states, for instance detecting changes in the topology. The idea is to use Fault 

Detection and Isolation (FDI) approach to monitor the network state based on the energy 

usage. Figure 1 shows that we need two information, a model representing the expected 

behavior of the devices and the real-time measurements to analyze deviation between the 

two processes. A deviation corresponds to fault detection in the network, which is in a form 

of misconfiguration or improper use of the equipment. This means that monitoring the 

energy consumption could be used not only for Green IT purposes, for raising awareness and 

reducing the electricity costs, but as well for a classical ICT monitoring system. Also, as the 

concept of Smart Grid is making use of digital networks to improve the transportation of 

energy, the work presented in this paper could be explained as the reverse process. How the 

use of energy could improve the data transport. 

 

 
Figure 1. The general approach of the research 

 

1.1 Background 

This section summarizes the concepts and functionalities of the Simple Network 

Management Protocol, Software Defined Networking, Smart Grid, and also describes the 

current ways of monitoring the electricity usage in everyday life. 

 

1.1.1 Simple Network Management Protocol (SNMP) 

A big portion of implementing energy-efficiency in the networks, clouds and 

datacenters falls on the network management systems. For years SNMP was adopted as the 
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main protocol for managing the networks, in terms of the communication between the 

devices to fetch the needed parameters. Established as a standard from 1991 with the 

RFC1213 [35], SNMP is simplistic and easily deployable in various management platforms. 

It includes an application layer protocol, a database schema, a set of data objects, and ability 

to divide the network into managers and managed entities. The managers have the possibility 

to send queries to the devices that support the same protocol and retrieve their information 

and statistics. Central point of SNMP is the database schema which expose the management 

data as variables, organized in hierarchy. The metadata and the hierarchies are organized as 

Management Information Base (MIB), which is present in every managed entity. SNMP is 

not managing the information that is stored in the MIB, but rather it has an extensible design 

and leaves it up to the vendors. When a manager, which is usually in a form of software 

agent, sends a query to a device part of the network, the device will interpret the request and 

return the appropriate value from the MIB. Examples of information stored in the MIB is the 

energy consumed by the device, the routing table, time tics, packet and error counters, etc. 

Since the vendors and the researches can develop their own custom MIBs, there are 

couple of attempts to relate them in energy-efficiency context. A study by [36] developed a 

custom MIB part of the SNMP for a green-aware network management system that work 

with the conventional networks. The values that are part of this MIB are used to make 

decisions that results with energy conservation. Another recent study by [37] suggest a MIB 

that supports Green Usage Monitoring (GUM). This technique is based a learning model by 

recording specific device information that are crucial to the way the device is using the 

energy. The leaning model has a predefined knowledge of different network states that are 

collected through series of different experiments on collecting status information from the 

MIB in a conventional LAN environment. The purpose is to evaluate the power consumption 

of a device that implements the proposed MIB and report the usage. Significant research 

progress was made by [38] which proposes MIBs for virtualized environments. Interesting 

results could be achieved if a device has a physical and virtual representation, and the 

researches successfully separated those two environments regarding the monitoring process. 

This means that the developed MIB by using SNMP can query a virtual port of a router, but 

as well as query an ordinary real port.  

 

1.1.2 Software Defined Networking 

Software defined networking (SDN) is a latest introduced paradigm where a central 

software program, typically named as a controller, manages the overall network behavior. 

The logic of the SDN is to separate the data plane and the control plane, meaning that the 

devices just perform a packet forwarding, while the control logic is part of the controller. 

This enables making network devices, which are part of the data plane, a simple packet 

forwarding devices, while centralized software program does the execution of the logical 

tasks to control the behavior of the entire network. This way of dictating the network 

behavior brings innovations for the network management systems due to the ease of inducing 

new configuration through a software platform, rather than using a fixed set of commands 

in proprietary network devices. Perhaps the most important benefit that comes with SDN is 

the technique of pushing the new configuration to the devices. The legacy methods use point-

to-point communication with every device part of the network, while SDN uses the 

centralized approach making network-wide traffic forwarding decisions in a logically single 

location, the controller, with global knowledge of the network state. 
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Figure 2. Classical SDN architecture 

 

On the figure 2 is illustrated the architecture that is proposed by [39], which basically 

implements the SDN paradigm. The network operator fills the policy language, which is 

basically a validated new configuration that needs to be deployed on the devices. The 

functionality of the policy engine is to parse the network policy which comes from the policy 

language, and also to process the events that come from event sources. Based on the given 

policy language and asynchronous events, the policy engine refreshes its policy state and 

sends the policy functions to the network controller when the policy state changes. The Event 

sources are monitoring the network and dynamically send events that are going all the way 

to the controller. Intrusion detection systems, network bandwidth monitoring systems, and 

authentication systems are good examples of event sources. Simple Network Management 

Protocol (SNMP) is one typical event sources as well. As long as there is a parser in the 

policy engine component that understands such events, any kind of event can be raised. One 

functionality of the network controller is to translate the policies to actual packet forwarding 

rules. The network controller establishes a connection to each OpenFlow-capable switch and 

inserts, deletes, or modifies packet forwarding rules in switches through this connection. The 

OpenFlow protocol will be covered in the section 2.  

Even though the network controller is capable of achieving a reconfiguration of multiple 

devices with just one transaction, the monitoring of the network which is part of the event 

sources are yet using the legacy methods on point-to-point communication with every 

device. The work presented in this research could be used in SDN context for more efficient 

way of monitoring the equipment by using smart sensors.  

 

1.1.3 Smart Grid 

The existing electricity grid is a product of rapid urbanization and infrastructure 

development in various parts of the world in the past century. Despite many attempts to 

change the core of the electricity grid – the distribution process, the basic topology of the 

existing electrical power system has remained unchanged. To make it a smart grid, the legacy 

electrical power grid infrastructure has to implement better efficiency, reliability, integration 

with alternative energy sources and renewable energy. The smart grid needs to offer to the 

utility companies a full visibility and pervasive control over their assets and services. The 

desired functionalities of the smart grid would include: 
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(i) Self-healing 

(ii) High reliability and power quality  

(iii) Resistant to cyber-attacks  

(iv) Accommodates a wide variety of distributed generation and storage options  

(v) Optimizes asset utilization  

(vi) Minimizes operations and maintenance expenses 

 

However, in the recent years with the expansion of the Information Technology (IT), 

there is a possibility to change the way existing electricity grid works with the assistance of 

IT. To allow pervasive control and monitoring, the smart grid is emerging as a convergence 

of information and communication technology with power system engineering. The concept 

of smart grid features three core layers: (i) Power and Energy System, which includes the 

bulk generation, the transmission and distribution of the electricity to the users, (ii) 

Communication, which plays the role of a middleware between the layers, and (iii) IT layer, 

which is developing the abovementioned desired functionalities of smart grid. The IT layer 

offers techniques for Automatic Meter Reading (AMR), Advanced Metering Infrastructure 

(AMI) and Advanced Metering Infrastructure Plus (AMI+) [40].  

The objective of applying digital networks to the electricity grid is to improve the way 

energy is used and transported to the customers in a more efficient way. However, the work 

presented in this research could relate to the reverse of this process. Namely, to improve the 

way digital network operate by following the raw data for the energy consumption of an 

enterprise network. The improvements are supported with the detection of the faulty 

situations that may increase the energy consumption not only of the device causing the fault, 

but potentially of the whole network. This means that a fault in a network usage could be 

detected just by analyzing the power data coming from smart metering sensors.  

 
1.1.4 Monitoring the electricity usage 

The electricity bill in a typical household or enterprise is produced and recorded using 

an electricity meter, which values are retrieved by an employee who is visiting each meter 

and physically writes the consumption. Researchers agree that this is old process that needs 

a replacement, and emerging technologies that tend to take the place of the old fashioned 

electricity meters are the so-called smart meters. The idea for deploying smart meters is to 

have easier access to information related to the power consumption, which allows real-time 

illustration of the usage and the possibility to store the data for further analysis and statistics. 

This means that the users could have detailed description of the energy consumption of their 

household accessible through mobile application for instance. The smart meter among other 

benefits will solve the inefficient and time-consuming physical metering of the energy 

consumption by sending data straight to the energy company. 

Couple of product already exist on the market concerning the smart monitoring of the 

energy consumption, among which are the products from companies such as Ecoisme, TED 

and Neurio. Their solutions are based on attaching a specific sensor to the central energy 

switch, the main energy dashboard, which is able to detect the electricity waves going 

through the wires. Every electronic device creates a unique spectrum of waves which are 

able to be detected by the smart meter via nonintrusive load monitoring and spectrum 

analysis. The smart meter which is part of a whole piece of hardware unit is able to learn the 

electronic waves and benchmark all the electronic devices that are part of a typical 

household. Through an Ethernet cable the meter is connected to the local-area network and 

periodically sends the detected data to the servers, which are communicating with the users.  

This offers new opportunities for the users, to get statistical data of their energy consumption, 
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clear recommendations on how to reduce energy usage or to receive alerts when devices are 

left turned on. 

 

1.2 Motivation 

The main motivation behind the work presented in this research is the sustainability 

aspect and environmental concerns. In this section few facets are described, among which 

are the relationship between the networking and energy consumption is summarized, and the 

concept of sustainable development. Also, a parallel is drawn between the pollution and the 

growth of the ICT sector. 

 

1.2.1 Relationship between networking and energy consumption  

In order to understand why the implementation of energy-efficient policies to the 

network is a problem that needs to be solved by the network management systems, it is 

important to acknowledge the relationship between packets and energy. The communication 

between the end-to-end devices requires energy and more specifically, the transmission of 

the packets from one location to another across the wire will consume energy. This means 

that the sender need energy to generate the packets, but also the intermediate networking 

devices between the end devices require procession power to examine the packets, and 

finally the device at the destination needs energy to process the packets. The knowledge of 

volume and frequency at which packets are transmitted from one place to another leads to 

the appreciation of the fact that simple, pure network communications contribute major 

energy consumption. A study by [31] concludes that the power consumption is proportional 

to the traffic rates.  

Maximum energy efficiency can be gained by having intelligent ways of managing the 

network by dealing with over provisioned devices or with unnecessarily power on devices. 

It is important to recon that power is still consumed at times even when there is no 

transmission of packets, meaning that even if the devices enters in idle mode they still 

maintain some connections. Thus, network devices needs power in both idle and active 

states. In the active state, a device is engaged in packet processing as opposed to being idle 

when packet processing is minimal but the device is still consuming energy. The study by 

[31] reports that the total energy consumption could be quantified in terms of energy use in 

both states. The study provides an equation using the parameters that represent power 

consumption at different states: 

  

 E = PaTa + PiTi  (1) 

 

However, the equation provides just the baseline for the energy consumption. Pa and Pi are 

the parameters for the consumption, while Ta and Ti represents the time during active or idle 

period of a device. This means that the traffic rates are not considered and the energy 

consumption will fluctuate depending how busy the device is. Moreover, the study defines 

different equation which includes the operational frequency (r): 

 

 Pa(r) = C + f(r) (2) 

 

The authors express the power of energy consumption required to work at r as f(r), while C 

is the constant energy consumption. If we combine both of the equations (1) and (2), a 



15 

 

derived assumption is that the energy consumption is dependent on the traffic rate. In the (2) 

the traffic patterns affect the operational frequencies (r) to witch network devices are subject.  

 One example on how to monitor the traffic on a particular device and build an image 

of how the traffic rate is affecting the energy consumption is to pull MIB information from 

the devices, suggested by [41]. For instance, information such as bytes transmitted 

(InOctets), bytes received (OutOctets) and the bandwidth limit (Speed) could be defined and 

pulled out for the interfaces of the networking devices. Also, by coupling parameters such 

as bytes per second and the bandwidth limit, a calculation is possible to determine the 

utilization of the link, which is one of the network attributes that characterize the traffic. 

Assuming that those parameters are retrieved at times now and now+t, the total bytes per 

second transmitted and received from each interface can be calculated as:  

 
Total bytes proceed = (InOctectsnow+t – InOctectsnow) + (OutOctectnow+t – OutOctectsnow) 

Time difference = (now + t) – (now) 

 Bytes per second = Total bytes per second / Time difference (3) 

Utilization = (bytes per second x 8) / Speed 

  

More precise use case on how the transmission of the bits affects the energy consumption 

are provided in the following section, which will combine it with statistical figures for the 

number of connected devices that are currently using the existing network infrastructure. 

 

1.2.2 Number of connected devices 

As already discussed in the previous sections, the number of connected devices on 

the Internet has exponential growth and List 1 provides some facts to support that claim. 

Most of the ICT devices nowadays depend on technologies such as cellular network, mobile 

data or cloud computing to deliver their functionality. However, this creates the premises to 

expand the existing network infrastructure and storage capacity, which increases the 

hazardous impact on the environment. 

 

List 1: number of connected devices 

i) Cisco reports that by 2020 they predict over 50 billion devices to have internet 

connection, which is mostly due to the expansion on IoT [1] 

ii) A study by [42] reported that at the end of 2015 over 1.9 billion units of browser-

equipped mobile devices were in use, as well as 1.8 billion PCs. 

iii) The mobile internet searches surpassed the desktop internet searches in 2014 [43]  

iv) More tablets were sold in 2014 compared to desktop computers [44] 

v) From 2014 there are more cell-phones than people [45] 

vi) By 2020 Ericsson predicts over 6.1 billion smartphone users. [46] 

 

A report by [47] based on evaluating the wired communications gives an estimation that 

overall Internet transmission uses 0.2 kWh per gigabyte of data. This could possibly be 

reduced with innovations in the cables used to transmit the bytes, but however, if we couple 

this with the Cisco report [33] that currently 1 zettabytes are carried through the networks, 

it will give a value of 100TWh of electricity per year. Another study by [48] uses slightly 

differing approach of defining the network traffic, which includes the end devices and a full 

life cycle costing – metrics that are not part of the previous study. The result in this case is 

0.8 kWh per gigabyte of data, which combined with the Cisco report would costs 100 PWh 

of electricity per year. It gets more despairing since Cisco projects 1.6 zettabyte of traffic in 

2018. [33] 
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1.2.3 Monitoring the ICT network 

It is vital for organizations to measure their energy consumption on a regular basis 

in order to identify where the energy is wasted, and to implement preventative measures as 

a result. A study by Council of European Professional Informatics Societies (CEPIS) con-

ducted on more than 350 European enterprises showed that energy efficient policies are lack-

ing in business, and moreover, more than half of the enterprises do not monitor their energy 

consumption [49]. The control of electricity, water or gas consumption is an essential aspect 

in business or domestic installations. An adequate monitoring process allows the detection 

of possible leaks, damages, faults in usage, or even parts of the infrastructure that need 

maintenance and/or replacement. Basically, any process of measurement requires probes and 

standardized protocols to access the needed metrics which are altogether coupled in a mon-

itoring system. In practice, the equipment that is being monitored has predefined manage-

ment information base (MIB) which is a hierarchical structure with properties that needs to 

be pulled out from the equipment, such as storage capacities, bandwidth, load, etc. The in-

troduction of the energy parameter as a MIB, conducted by the Internet Engineering Task 

Force (IETF) [50], is of a significant importance for this research. The monitoring system 

itself is then able to collect, analyze and modify the energy parameters stored in MIB through 

simple network management protocol (SNMP) or other measuring devices so-called smart 

meters, that would be covered later in the next chapters. The concept of the smart meters 

provide an ability for easier access to the information about the consumed energy in real 

time, allowing other processes to include the energy figures in their analysis and as a result 

provide more energy efficient outputs. 

From the other side, many researchers have studied more in depth different individual 

ICT equipment with their behavior under several of circumstances, both with their hardware 

and software components, and already there are proposed models for calculating the energy 

consumption of a particular device, for instance an Ethernet switch [11] or router [12]. The 

models represent the expected behavior of an ICT device. Therefore, the aim of this research 

is to combine the real-time measures with the existing power models. A difference between 

the models and the monitored data can be used to detect anomalies and to anticipate fault 

according to a trend analysis. The first step towards contaminating those two perspectives is 

to consolidate the monitoring process in order to receive accurate data. As part of this 

research, SNMP and Raritan Power Distribution Unit (PDU) will be used for aggregating 

the figures for energy consumption. However, the intuition is that implementing an ordinary 

monitoring system for reporting the energy consumption of each device won’t be enough, 

mostly because the real time data for energy consumption is just a raw value and does not 

contain very rich information. The retrieved power data from such micro scale monitoring 

system is great at providing a detailed characterization of a single device but fail to show 

how the individual data point relates to the whole building energy usage. 

 

1.2.4 Three pillars of sustainable development  

Since the existence of the computer science and network communication, the 

evaluation of their performances is typically emphasized on technical indicators and their 

overall cost. However, the development of the ICT should be focused to facilitate people’s 

lives without undesirably affecting either their health or quality of life, and in the same time 

to preserve the Earth’s resources. Thus, this perspectives have to be as well included during 

the full life cycle of an ICT product. People’s factor has to be considered during the 

manufacturing step of the products, during their use phase, but also during the 

recycling/dismantling process of the products. This retreats an examination of the pollution 
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factor that must be determined for the toxic material rate used in the ICT devices, their carbon 

footprint, etc., that has an impact on the health of the people. Moreover, a correlation has to 

be drawn between the People’s factor and the Earth’s resources, as illustrated on the Figure 

3. The resources of the Earth that are used by the ICT industry must be continuously 

decreasing in order to preserve the quality of life of current and future generations. For 

instance, this reduction could be achieved with the use of renewable energy or automated 

recycling process on the products.  

From the other hand, an estimation for the quality of life as a complex process is related to 

ethical questions for the people as well as for the companies and their profit. It is certain that 

the driving force of the ICT companies is the profit and it is real challenge to motivate them 

to consider the sustainability aspect. A correlation between people’s factor and the profit is 

a key aspect in improving the quality of life and achieving a sustainable development. In 

summary, ICT must be assessed using the three Pillars of sustainable development, as 

depicted on the figure 3, during the engineering process of the target system as a whole by 

balancing people, planet, and profit requirements with the final objective to design green 

ICT solution. 

 

 
Figure 3. The three pillars of sustainable development 

 

Nevertheless, the representation of sustainable development from a triangle is 

restrictive and especially hides the ICT performances corresponding to the fundamental 

activities of the products. The goal of the sustainable development triangle is to force ICT 

engineers to analyze the interactions between the three pillars and to find balanced solutions 

that satisfy all stakeholders. Therefore, for the developed solution presented in this research 

it is important to create a baseline requirements specified in the Service-level Agreement 

(SLA) before the development process starts, which will consider the correlation between 

the three pillars of sustainable development. Besides that, in order to fully interpret the 

sustainability factor during the usage phase, the monitoring process part of the final 

developed product should be added as a separate perspective part of the Figure 3. This means 

that the monitoring process besides the task to follow the behavior of the network, it should 

also in the same time evaluate how the current network state affects the three pillars of 

sustainable development. The monitoring process as a real-time metrics should detect a 

faulty situation in the network infrastructure and also examine the impact of the fault on the 

three standard pillars for sustainable development, as depicted on the Figure 4 [69]. 
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Figure 4. The pyramid of sustainable development 

 

1.2.5 Understanding CO2, Pollution, Carbon emission  

Chapman’s study [51] defined the contamination as an unwanted pollution induced by 

another substance with measurable concentration that are above a predefined levels with 

hazardous biological implications on the environment. The pollution have several of ways 

to cause change in the properties of the air, water and soil, but also to have implications on 

the light and the heat. Several industries and sectors are responsible for generating pollution, 

including the ICT sector on which is the focus of this research. Essential sustainability 

contribution is to identify the cause and effect of the pollution in any industry and to start a 

mitigation process or to eliminate the impact on the environment. The ICT sector with its 

growth in the recent years is gaining sustainability attention because of its technical ability 

to help and influence the mitigation or the elimination process of the pollution. However, the 

ICT products itself are composed of many chemical substances that are having impact on the 

people’s health and in the same time pollute the environment. For instance, cadmium found 

in the properties of the rechargeable batteries is toxic for people’s health, Brominated flame 

retardants (BFR) used in mobile phones are neurotoxic, beryllium used in relays is dangerous 

for workers manufacturing this electronic equipment, incineration releases heavy metals and 

ashes into the air, etc. This is important especially during the recycling and dismantling 

process of the devices regarding the end-of-life product cycle, because such chemicals could 

be in touch with humans and the environment if they are not managed properly.  

Carbon dioxide (CO2) is the primary greenhouse gas emission that comes both from 

human and natural factor, and is heavily related to the planet pillar of sustainable 

development on the figure 3.  The people are not only the largest contributor of CO2 

accounted for over 80% of greenhouse gas emissions [22], but they also influence the ability 

of natural sinks, like cutting forests, to remove CO2 from the atmosphere. While CO2 

emissions come from a variety of natural sources, human-related emissions are responsible 

for the increase that has occurred in the atmosphere since the industrial revolution [21].  

Environmental problems that are tied to greenhouse gases have increased during the recent 

years and they are the main factor for the climate change, as reported by several studies. 

According to a report published by the European Union in the year 2008 [52], the emission 

of greenhouse gasses has to be reduced by almost 30% in order to stop the trend of increasing 

the global temperatures, which already reached more than the halfway point towards the 

arbitrary threshold of a 2℃ increase on pre-industrial levels judged to be potentially 

dangerous for climate change. The Smart2020 report (2008) also points out that the ICT 
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sector is responsible for 2% of the global carbon emission. However, it is reported that the 

ICT sector could contribute with mitigating the carbon footprint of the industries mainly in 

the production processes, but also during the use phase. For instance, the recent trend in 

promoting electrical vehicles in order to make the transportation, as one of the biggest CO2 

contributor, more sustainable. The evolution of the technology is also helping by making 

innovative products for generating renewable energy, such as solar panels and wind turbines.  

In the context of this research, the role of ICT engineers is to design and create new 

smart metering in order to analyze and control the energy consumption of applications and 

devices in real time. Therefore, the green ICT metrics included in this research, illustrated 

on figure 4, tend to contribute for the green society for improving the distribution of energy 

in the ICT sector, more specifically in network infrastructures. 

1.3 Research question 

This research aims to monitor the energy consumption of a heterogeneous network, 

related to the concept of network management systems (NMS) with intention to manage the 

network from the energy standpoint. The main research question identified and addressed in 

this research is: 

„to supervise a heterogeneous network in ICT domain from energy monitoring perspective, 

and to develop smart algorithms which will analyze the retrieved data to detect possible 

fault on the ICT usage in an enterprise from the energy supervision“ 

The term heterogeneous network in this context refers to a typical enterprise networking 

environment composed of different ICT devices such as switches, routers, personal 

computers, laptops and access points. The retrieved data from the monitoring process is 

stored locally and compared in real-time with the existing static power models for each 

device, which are discussed in the next section. A difference in the comparison corresponds 

to a detection of a new network state. The smart algorithms are developed in order to locate 

and isolate the deviation between measured consumption and the predefined expected energy 

consumption. Besides the acknowledgement of isolating the newly occurred network state, 

the outcome from the analysis process is a detected faulty situation, which as a term has a 

wide meaning in the context of this research. For instance, it corresponds to scenarios such 

as misconfiguration of the network defined by the network operator, a device is improperly 

used or is powered on when there is no need for that.  

The questions that this research is trying to answers are the following: 

(i) What is the impact of a software and its engineering on the carbon footprint? 

(ii) How can a software monitor and analyze the energy consumption of a network 

infrastructure? 

(iii) How to benchmark different networking states from the energy supervision? 

(iv) How the concept of Fault Detection and Isolation relates to NMS? 

(v) What are the possible ways of optimizing the energy usage of networking 

devices? 

1.4 Delimitations 

The developed solution and the achieved results from this research were tested during a 

one month period of time on a several network architectures comprised of the following 

equipment: eight Cisco switches from the series 2960 and 3560, eight Cisco 1941 Routers, 

ten Dell Precision T1700 stations, two HP Pavilion laptops, one Linksys WAP54G6 access 
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point, two Raritan PX2 PDUs and two Raritan PX3 PDUs.  

The outcome of the developed solution is to detect a change in the network state in the 

networking equipment, which includes the detection of a faulty situation. Each of the 

performed experiments, described in the section 4, were tested for 10 minutes 

continuously. The experiments were limited to certain amount of scenarios, and therefore 

the developed solution is able to recognize the following network states: 

(i) Transitioning from operational to sleeping mode and vice versa on above 

mentioned devices 

(ii) Transitioning from powered on to powered off  mode and vice versa on a 

switch port 

(iii) Detecting changes in the bandwidth allocation on a switch port  

(iv) Detecting the use of Energy-Efficient Ethernet (EEE) 

(v) Detecting a reevaluation of Spanning Tree Protocol (STP) 

 

1.5 Research structure 

The remaining part of this research is organized as follows: Section 2 includes the 

related works, while the Section 3 presents the methodology of the research, with main 

purpose to describe the objective of the research and present the logic behind the developed 

solution. The system is described more in detain in Section 4, which includes the architecture 

for network management, the case studies and the implementation of the developed platform. 

In Section 5 the obtained results are presented and discussed, while the Section 6 concludes 

the research. 
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2 RELATED WORKS 

The related work prior writing this research includes several developed Network 

Management Systems that promotes energy-efficiency, among which is the concept of Fault 

Detection and Isolation in order to anticipate faulty situations on the network. Moreover, 

different power profiles are described that are developed for specific equipment such as 

switch, router, personal computer and access point. 

2.1 Network Management Systems (NMS) for energy savings 

Today’s wide-area networks typically consists of over-provisioned and redundant 

links, which result with poor power efficiency, running network devices constantly at full 

capacity regardless the traffic demand and distribution over the network. The conventional 

traffic engineering spreads the load evenly on the redundant link in order to avoid the chance 

of congestion induced by a traffic burst.  High path redundancy and low link utilization 

coupled together are offering opportunities for power-aware traffic management. The power-

aware traffic engineering focuses on feeing some redundant links by moving their traffic 

onto other links, and therefore the idle links can sleep for an extended period of time. A 

centralized traffic engineering technique is suggested in [7] for route calculation using a 

network topology and traffic matrix. The proposed research is evaluated on two wide-area 

research networks, Abilene and GEANT, which are exhibiting very low link utilization. For 

instance, the average link utilization under OSPF routing in Abilene, a large US education 

backbone, during a typical week is only about 2%, having a rare maximum fluctuates mostly 

in the range of 10% and 20%. The proposed network-level solution requires network-wide 

coordination of the routers, in order to manipulate the routing paths and make as many idle 

links as possible. The aim is to maximize the energy savings from turning off line-cards as 

well as satisfying performance constraints including link utilization and packet delay. The 

technique is based on analyzing the traffic flow and redirecting the traffic onto fewer number 

of paths, which makes number of links available to sleep for a limited period of time. The 

proposed model maximizes the number of links that can be put to sleep under the constraints 

of link utilization and path length, and also balances the network load afterwards. However, 

it uses manual configuration per device, meaning that through scripts retrieves or changes 

the current state of the network which floods the network. The approach of automating CLIs 

using programs and scripts has proven to be problematic, especially when it comes to 

maintenance and versioning issues. Using scripts also could potentially be difficult to 

manage in a heterogeneous environment with devices from multiple vendors, raising the 

probability to be error prone. 

 Another type of evaluated NMS [15] uses standardized network protocols such as 

SNMP to manage the power distribution and achieve energy proportionality in a network. 

The logic behind the proposed solution uses Bayesian belief networks (BBN) in centralized 

decision management system (CDMS) to analyze the network and predict a list of ports that 

have a high probability to have low traffic rate. The decision management system then take 

actions to put a port to sleeping mode and hence save energy. The results show that in a 

simulated scenario up to 18% of the ports can transition to sleep mode that saves up to 16% 

of power. However, the proposed solution collects the real-time measurements by pulling 

data from each device with point-to-point communication on the network. Hence it requires 

all the nodes part of the network to be SNMP enabled and to support the sleeping mode.  

The introduction of NETCONF/YANG [53] and OpenFlow [54] opened new richer ways to 

perform monitoring and configuration of a network, especially in the context of Software 

Defined Networks [39]. NETCONF operates on so-called datastores and represents the 
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configuration of a device as a structured document, serialized using the Extended Markup 

Language (XML). It provides the protocol to communicate with the devices part of the 

network and negotiate either a complete reconfigurations or just a reconfiguration to a 

selected part of the settings. The advantage of using NETCONF over SNMP is having 

security and additional capability exchange features, which are necessary for managing 

complex networks, as well as being more efficient in terms of number of transactions. Cost 

savings on the side of the devices can only be achieved if there is a single method to effect 

configuration changes, which can be shared across programmatic and human operator 

interfaces. This implies that the scope of the NETCONF protocol is actually broader than 

just device configuration. The experiment in [18] demonstrated that NETCONF is able to 

configure 100,000 managed objects in a single transaction, while SNMP’s best case scenario 

is 2779 transactions for the same number of managed objects. 

The study by [39] proposes an event-driven network control framework based on SDN 

paradigm and OpenFlow protocol to manage a complex campus network. The focus is on 

enabling frequent changes to network conditions and states, providing support for network 

configuration in high-level language, and providing better visibility and troubleshooting. 

Having a global knowledge of the network state, the developed control framework 

introduces a centralized approach for network configuration, opposed to distributed 

management. Meaning that the network operators won’t have to configure all the devices 

individually, but instead let the software make network-wide traffic forwarding decision 

from a logically single location. Moreover, the network operators provide a high-level 

network policies which are translated by the controller in a centralized manner into a set of 

forwarding rules. These rules are used to enforce the policy on the underlying network 

infrastructure, by using the OpenFlow protocol.  The policies offer a set of control domains 

which can be used by the network operators to define conditions by assigning a suitable 

packet forwarding actions which corresponds to each condition. Even though the proposed 

solution reduces the workload of network configuration and management due to following 

the SDN paradigm, the study mainly focuses on the algorithm for translating the policies 

into a set of reconfigurations of the devices. The system is based on event sources that 

dynamically collects the current state of the devices, which are inputs to the controller for 

forming the policies. The event sources monitors the network state and report the changes to 

the controller, such as bandwidth usage of every end-host device. The monitoring is based 

on the SNMP and OpenFlow for pulling data with point-to-point communication, which is 

difficult to manage especially during an expansion of the network, when adding new devices 

to the network, or during changes to the physical network topology which alters IP address 

modifications. 

2.2 Fault Detection and Isolation (FDI) 

The strategy presented in [19] for studying the effects of unknown induced delays in 

network architecture suggests the use of concepts such as FDI and Fault Tolerance Control 

(FTC). In general, the delays cannot be known or have a constant value and mainly depend 

on the network topology, involved protocols and the traffic load. Notable time deviations on 

the values for the delay could be triggered even with small changes on the network topology 

or with varying traffic load. The study predefines a threshold values for the expected delay 

on the basis of the network characteristic and network calculus theory. Also, there are 

defined residuals as a difference between the measured delay values in a simulated 

experiment and the theoretical or expected value for the delay. A faulty situation is then 

generated and compared to the defined threshold in order to successfully detect which 
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elements are causing the delays and deals with them in a controlled manner.  

The residuals are designed to possess the ability to differentiate between all kinds of network 

induced delays. This is achieved by generating a predefined residuals that have directional 

properties in response to a particular fault that at the end is enhancing the fault isolation. The 

generation of the residuals is associated with a model-observation pair to evaluate difference 

with respect to the normal operating conditions. The fault isolation filter proposed in this 

study is a special full-order state observer which is generating an output residual with 

directional properties in response to each fault. For the evaluation part, the measured 

residuals are compared to a predefined threshold for the expected delay and symptoms are 

produced. The isolation part is coupled with the decision making process that is deciding 

according to the symptoms. This implies that the generated residuals should be close to zero 

in the fault-free situations, while clearly deviating from zero in the presence of faults. 

Implementing this means having an ability to differentiate between all kinds of network 

induced delays, which explains the use of the component for decision making. The 

conventional FDI concepts suggests to realize the decision making process according to an 

elementary logic, based on a comparison between the predefined threshold and the residual 

signal, in this case the real measured delay. The challenge is then to implement an observer 

whose inputs are the measurable outputs and the predefined threshold values, which 

basically generates the residual signals. The functionality of the observer is to decouple the 

influences of each fault from the disturbances effects.  

The study uses two approaches for defining the threshold value for the delay based on the 

interval analysis, which is calculated with a network characteristics provided by mean of the 

network calculus theory. The first approach depends on measurement techniques for 

calculating the delay.  Normally, the delay measurement depends on the round trip time 

mostly because the values are easily accessible since the computations are running on the 

same device and there is no need for clock synchronization. However this is might not be 

enough for a network controlled system and hence an end-to-end delay measurement is 

proposed. The second approach determines a robust methods that will enable to take into 

account uncertainties introduces by the unknown delays time variance. Based on a calculus 

theory the study is calculating the upper-bound i.e. the control and the measurement delays. 

Calculating the upper-bound from end to end requires a special attention to the input 

parameters of each network devices that the packets are going through. Namely, the 

parameters that are followed are the maximum amount of data that can arrive in a burst and 

an upper-bound of the average rate of the traffic flow. In order to calculate the maximum 

delay over the network it is important to note that the input parameters are known at every 

point in the network as they traverse the devices. The value for the maximum delay is 

translated to a threshold value defined in the system. 

Similarly, [20] proposes the use of predefined power profiles for each device on the 

network to determine their expected energy usage under different circumstances. The study 

presents an architecture for efficient network management system through series of states. It 

consists of energy-efficient evaluation in a heterogeneous environment, dynamic Quality of 

Service (QoS) evaluation and network configuration, guided with management policies that 

is determining the trade-offs between the energy savings and QoS. The proposed system 

ensures quick recuperation of possible failure in the network topology or sudden traffic 

increase. The architecture of the proposed system includes Model Repository which stores 

the power and availability models. These models are composed by static parameters used in 

the evaluation of power consumption and network availability. The power models for 

evaluation the power consumption are mainly focused on the scaling factor dependent on the 

traffic load. This means that the only faulty situation that is monitored in this case is the 
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impact of the traffic load on the energy consumption. However, the power profiles are 

considered in special case when the real-time energy measurements are not accessible. They 

suit as a backup figures to proceed with the FDI’s calculations to determine a faulty situation 

and produce energy efficient policies for the network. Besides the Model Repository, the 

proposed system consists of Quality of Service Monitor (QoSM) which evaluates the 

network from the QoS perspective by a dynamic calculations of its availability and by 

following the performance indicators, for instance the delay, packet loss ratio and the jitter. 

The main component of the system is monitoring module which dynamically evaluates the 

energy efficiency of the network. The evaluation is based on monitoring the power 

consumption of each device part of the network. The values from the monitoring process are 

gathered using conventional management protocol such as SNMP. The system probes each 

device to collect the power consumption information and calculated an energy-efficiency 

ratio based on the current traffic load which is observed on the network. As mentioned, in 

case such management protocol is not available for a particular device, the monitoring 

process will retrieve the static energy consumption values from the Model Registry for the 

same device. Part of the monitoring system is a decision making component which evaluates 

the power consumption data of each device. It determines the optimal traffic allocation on 

the network and decide which devices should be put in sleep mode. 

 

2.3 Power profiles 

In the interest of having a global overview of the impact that the network architecture 

and the ICT equipment are having on the environment, it is important to consider and analyze 

the whole life-cycle process from two main perspectives. The impact on the environment of 

each phase of usage and the impact on the environment during the manufacturing, transpor-

tation and dismantling process of the equipment. Not many studies are focusing on those 

parameters when calculating or developing a solution for energy consumption management 

systems, or when building a network infrastructure. The study from Nicolas Drouant et al. 

(2014) [8] resulted with five models which are able to address successfully those issues, and 

for the purpose of this paper, a first step towards the implementation of the solution would 

be an examination of Niklas’s model for energy consumption: 

 

E=Em + Eu + Ed 

 = Em + ∫ 𝑃𝑢(𝑡)𝑑𝑡
𝑒𝑛𝑑 𝑜𝑓 𝑙𝑖𝑓𝑒 𝑐𝑦𝑐𝑙𝑒

𝑡=0
  + Ed (4) 

 

Where Em is the energy required for manufacturing and transport the equipment Eu is factor 

related to the energy consumed during the usage of the equipment, and the energy required 

to dismantle the equipment Ed.  

One motivation to apply this model as part of a NMS is the outcome that suggest when is 

the right time to change and replace a particular device. For instance to propose a change in 

the topology of the enterprise’s network infrastructure by adding or discarding an ICT de-

vice. This means that (4) can help in achieving energy consumption proportionality through 

the network infrastructure and saves as much resources as possible. However, the initial idea 

for the implementation part of this research is first to monitor the usage of the ICT equipment 

in a real-life network architecture, and therefore the starting point would be a focus on Eu.  

For the second part of (4), Pu is related to the power consumption by the network architecture 

during its use phase. Currently in the literature there are many studies that are dealing with 

this particular factor for modeling the energy consumed by the networks and the devices. 
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There are two strategic approaches, one involves a high-level modelling [9] of the whole 

architecture which can provide rough estimation of the energy consumed. The second ap-

proach is more precise, meaning that it provides models for a particular network technologies 

and the calculations are more accurate. It is debatable which approach to choose and follow, 

mainly because of the advantages and disadvantages that they could bring to the overall 

solution. A high-level model will not give a precise figures how much energy should a net-

work architecture spend at a particular point of time, but rather by following certain param-

eters, it is able to provide the needed figures and in the same time don’t overload the network 

with sending queries to each device. From the other hand, the use of energy consumption 

models developed just for a particular device, for switches or computers for instance, and 

merging them together in one system for energy monitoring would require certain amount 

of extra traffic in the network. However, by giving a more precise figures on how much 

energy should a network architecture spend at a particular time, the system at the end would 

be more responsive to small changes, faults and anomalies, which is the goal of this research. 

The most appropriate approach at the first stage of the development process would be to test 

the sensibility of the existing power models that provide figures for energy consumption for 

a particular device. The next step would be to evaluate the cost of the solution, and if it is 

not appropriate in terms of the relationship between the savings versus the cost, it may be 

necessary to optimize and propose a more high-level model for evaluating the energy 

consumption of the whole network architecture. 

  

2.3.1 Power model for a switch 

Modeling the power consumption of a switch is challenging because of the wide 

range of models that are currently on the market [70][71]. From a four or five port switches 

used in homes and small offices to modular switches that support hundreds of ports and 

different media transmissions. Power consumption increases with the number of ports and 

their speed, and therefore large switches consume much more energy than the small ones. 

However, since the deployment of the small switches is far larger, the aggregated energy 

consumption of the small switches is significant.  Small switches typically have 5,8,16 or 24 

ports. The reduced number of ports enables highly integrated implementations in which only 

one or a few integrated circuits are used. The switch is composed of one physical layer device 

(PHY) per port, a switching fabric commonly implemented with a shared memory, control 

logic and a CPU.  In literature there are several studies discussion the performances of the 

switched and the conclusion is that the switches are over-provisioned, working constantly 

close to their maximum level. For instance, the value is around 90% of the peak power con-

sumption for a switch and also for a router [55]. That means that only 10% of the peak power 

consumption is dependent on the traffic load. This is far from the proportional relation and 

results in poor energy efficiency as networks tend to be lightly loaded. The top curve in 

Figure 5 shows the power consumption profile of equipment used in the networks today. 
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Figure 5. Power consumption profile of load-proportional vs. today’s devices 

 

A load-proportional device follows a power vs. load profile corresponding to the bottom 

curve in Figure 5. In reality, attaining load-proportionality is challenging due to load-inde-

pendent power requirements such as maintaining clock synchronization, environmental con-

trol, uninterrupted power supply, etc. Despite this, moving toward load-proportionality is 

important because it can lead to significant reduction in power consumption of devices 

[34][56], networks [57] and data centers [58].  

Arun Vishwanath et al. (2014) [59] were modeling the power consumption of Ethernet de-

vices during a monitoring experiment to observe if the network is working as expected, re-

garding to the energy consumed. The following equation for power consumption was pro-

posed: 

 

 P = Pcontrol + Penvironment + Pdata (5) 

 

where Pcontrol  is the routing engine card responsible for managing the routing functions, es-

tablishing the routing tables, etc., Penvironment is the constant power supply, fans, etc., and 

Pdata   is power required for packet processing, store & forward of each byte of the payload, 

etc. The equation (5) is further decomposed into: 

 

 P = Pidle + Ep Rpkt + Es&f Rbyte (6) 

 

Where Pidle is the sum of Pcontrol and Penvironment, which represent the baseline of the energy 

required by the Ethernet devices to operate. Ep is per packet processing energy, Rpkt is the 

input packet rate, Es&f is per byte store&forward and Rbyte is the input byte rate, which is 

related to Rpkt, where Rpkt = [ Rbyte / L ], where L is the packet length in bytes.  

 

2.3.2 Power model for a personal computer 

As suggested in [13], the personal computers are rarely turned off when they are not in 

use even though there are couple of low power modes available, such as hibernate or sleep. 

This case is especially common in enterprise scenarios, which results with waste of 

electricity usage, money and has a harmful impact on the environment. There are plenty of 

reasons why the computers are left in a working state, but perhaps the most common is to 

ensure remote access to local software and files.  However, the remote access is not possible 

with the currently existing technologies for saving energy, such as sleep or hibernate. This is 

because those modes, among other parts, are turning off the Network Interface Card (NIC) 

which is required for network communication. The Wake-On-LAN is one industry standard 

protocol for remotely waking up computer, but have not proved that could be a successful 
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and reliable solution for couple of reasons [64]. Inability to configure the network hardware 

or to modify the application servers probably is the main reason why Wake-On-LAN is not 

a conventional solution in the enterprises. The research community has also focused on the 

use of network proxies to perform lightweight protocol functionality in order to solve the 

use of remote access [60], but unfortunately such an implementation would require 

significant modifications to the network infrastructure.  

The rest of the section will be dedicated to a study from Microsoft Research Group, 

which proposes a novel way of augmenting Network Interfaces to reduce the energy usage 

of the computers [13]. The study also proposes a power model for calculating the energy 

consumption of a personal computer, both with or without the implementation of the 

proposed solution. In particular, the solution allows a personal computer to enter in a sleep 

mode while continuing to run some applications. The study presents the architecture of 

maintaining network presence while it allows the PCs to be in low power state, which is 

achieved without changes in the network infrastructure or remote application servers. This 

is accomplished by augmenting the NIC’s components with a low powered embedded CPU 

as an add-on, which suits as a secondary processor of the NIC.  The CPU runs on an 

embedded operating system Windows CE or Linux. The flash storage is used as a temporary 

buffer to store data before the data is transferred in a larger chunk to the PC. This allows the 

PC to sleep while the secondary processor is running on low power to listen for important 

network messages. When the PC goes to sleep mode it wakes up the secondary NIC 

processor and transfers the network state, which includes the IP address, ARP table and 

DHCP lease details. Also, it includes information of what event the PC should be woken on, 

and some application specific details that should continue on the secondary processor. When 

the data transfer is completed the host PC enter in the sleep mode. 

The energy savings are evaluated in various settings and test scenarios. Giving the results 

after a monitoring process the group that conducted the study was able to produce a power 

model to calculate to energy usage of a personal computer:  

 

 Esomniloguy = EpcinSleepMode + EpcinAwakeMode + EsecondaryProcessor (7) 

= Tsleep * Ps + (Tawake + d) * Pa + (Tawake + d + Tsleep) * Pc Joules 

 

If it is assumed that a PC is woken up once every Tsleep seconds, whereupon it stays awake 

for Tawake seconds, Tawake includes the time needed to transfer the data from the PC to the 

secondary processor. The value d is sum of the time to wake up the host plus the time to 

transition to sleep mode. Pa is the power consumed by the PC during it is awake, Ps is the 

power consumed during the sleep mode, Pe is the power consumed by the secondary 

processor. The obtained result is in Watts.  

If the secondary processor is unavailable, the energy consumption by a regular PC is 

calculated with Ehost = Pa * (T awake + T sleep) Joules. With this, the ratio of energy consumed 

by the secondary processor compared to the host PC being always on is given by: 

 

 
𝐸𝑠𝑜𝑚𝑛𝑖𝑙𝑜𝑞𝑢𝑦

𝐸ℎ𝑜𝑠𝑡
 = 

𝑇𝑠𝑙𝑒𝑒𝑝∗(𝑃𝑒+𝑃𝑠)+𝑇𝑎𝑤𝑎𝑘𝑒∗(𝑃𝑎+𝑃𝑒)+𝑑∗(𝑃𝑎+𝑃𝑠)

𝑃𝑎 ∗ (𝑇𝑎𝑤𝑎𝑘𝑒+𝑇𝑠𝑙𝑒𝑒𝑝)
 (8) 

 

2.3.3 Power model for a router 

The green networking research community achieved great results in analyzing the 

packet communication and evaluating the impact of the routing protocols on the energy 

consumption. One of them is GreenOSPF [61], a study that accomplish energy savings by 

using the power consumption of a link and a device as a routing metric. A network-level 
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strategy is proposed based on a modification of current Open Shortest Path First (OSPF 

protocol), and according to this strategy, IP routers are able to power off some network links 

during low traffic periods. 

 The work presented by [62] measures the power consumption of a router and follows 

its behavior under different link utilization, various routing protocols and packet sizes. 

Important consideration is the fact that the study is distinguishing between the interior 

gateway protocol (IGP) and exterior gateway protocol (EGP), as a dynamic representations 

of existing routing protocols that are under examination. More specifically, they are 

evaluating the impact of packet communication under OSPF as an IGP and Border Gateway 

Protocol (BGP) as an EGP. The experiment was conducted on Cisco 7609 routers, which can 

be deployed and used in the edge of MPLS network but also as part of wireless mesh 

networks. The test scenarios consists of different frame sizes, 64, 256, 512 and 1518 bytes, 

and they are combined with the aforementioned routing protocols, as well as tested on 

different link utilization. The power consumption of the router is calculated difference 

between the idle state power and the measured power. One interesting outcome is the power 

consumption needed to process and transfer a 64 byte packet compared to standard 1518 

byte packet, where the smaller packet requires 5 times more energy than the bigger packet. 

This cannot be disregarded since a router with n interfaces could potentially consume 5n 

watts more. It is due to the fact that the router utilizes electricity for processing packets pass 

through the router. [62] From the other side, there is a very small difference in the 

consumption when comparing the routing protocols, and that is mostly because of the way 

they process the routing tables. Namely, they have slightly different approach for examining 

their routing tables and hence small difference in the processing power needed for that 

operation. 

The results from this study found that the power consumption is in direct proportion to the 

link utilization and the packet sizes. Also, the router interface consumes additional power for 

processing incoming packets, and the power consumption of an interface can be separated 

to the power consumption for the processing header and the packet transferring. Hence, the 

power model for the router is constructed with close attention to these parameters. A function 

was developed as Pint(p,s,c) where p is the link utilization, s is the packet size, and c is the 

computing coefficient regarding the overhead caused by the routing protocols. The function 

for the power consumption is derived as: 

 

Pinterface (p,s) = P (header procession) + P (packet transferring) 

 = Ehp * (packets per second) + Ept * (bits per second) (9) 

 

Ehp (Joule) is the packet header processing energy and Ept (Joule/bit) is the per bit transfer 

energy. Those parameters are obtained as a constant values from the power consumption 

measurement during the initialization phase. More specifically, the equation for calculating 

the power consumption of a router interface is developed as: 

 

 Pinterface = (Ehp * 
𝑝∗𝑅

𝑠
 ) + (Ept * p * R) (10) 

= p * R * (
𝐸ℎ𝑝

𝑠
+ Ept)     

 

R is the maximum link utilization that the router can handle, which is a constant figure. 

However, in a scenario where the traffic that goes through the router is with different packet 

sizes, the power consumption is obtained with the following equation: 
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 Pinterface =  ∑ (pi ∗  R ∗  (
𝐸ℎ𝑝

𝑠𝑖
 +  Ept)

𝑖 

 (11) 

 

I is the number of packet sizes, pi is the partial link utilization of the i-th packet size, si is 

the i-th packet size and ∑𝑝𝑖 means p from the previous equations. 

 

2.3.4 Power model for a Access Point 

In the past few years wireless local area networks (WLANs) have emerged as the most 

used wireless access technology. Because of the quick evolution of this technology in terms 

of sustained data rates, the networking devices such as access points become cheap, 

affordable, and easy for deployment. This made the technology popular in homes, 

universities, enterprises, etc., in order to provide Internet connectivity to end users. However, 

rapid evolution and massive deployment affects the environment and the sustainability 

factor, so it this context optimizing the energy consumption of WLAN devices could 

potentially reduce the overall CO2 footprint, not only of the WLAN technology but also the 

footprint generated by the devices using this technology. [29] IEEE standards committee is 

responding to these changes with amendments such as the latest 802.11ac standard that is 

increasing the data rates on the order of 109, but also with its successor the 802.11ax with 

planned release date in 2018-19 that will increase the efficiency of the WLAN network. [30]  

A study by [63] models the instantaneous data transmission rate and the power 

consumption of an access point, using a bivariate normal distribution to form a model for 

energy consumption based on calculation for energy per bit. As presented, the study focuses 

on the relation between the data transmission characteristics in an access point, for instance 

the transmission power, the transmission bandwidth and the packet sizes. The main interest 

is to evaluate and model the energy consumption of an access point working with the 

802.11ac standard. The contribution of the study is making use of the correlation between 

the power consumption and data rates. Moreover, making a bivariate normal probability 

density function in order to model the joint power consumption and data rate distributions. 

The measurement set-up consists of a server which is sending UDP traffic to a client laptop 

computer over an access point. The access point is attached to a power meter which is 

reporting with real-time measurements. Also, the server is connected with Ethernet cable to 

the access point and the laptop is connected wirelessly. The obtained measurement resulted 

with modeling the power consumption (P) of the access point and the data rates (R): 

 

 P =  N (µp , σ2
P )  and  R = N (µR, σ2

𝑅) (12) 

 

Where mean and variances are represented by E(X) = µx and Var(X) = σx, respectively for 

the random value X. The configuration of the access point has to be constant in order to use 

such a stationary model. Because P and R can be dependent, a model for joint probability 

density function is presented as a bivariate normal distribution with the correlation 

coefficient ρ = (E(P, R) − µP µR) / (σP σR) 

Denoting the consumed energy per bit as a variable F by the access point is represented in 

J/bit, and therefore it is calculated by using: 

 

 Φ =  
𝑃

𝑅
 = 

𝑊𝑎𝑡𝑡

𝐵𝑖𝑡/𝑠𝑒𝑐𝑜𝑛𝑑
 = Joule/bit (13) 
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3 METHODOLOGY 

This section describes the general objective of the research, illustrates the Design of 

Experiment (DoE) and explains the logic behind the developed platform. 

3.1 Objective 

The goal is to develop autonomous network management system (NMS) which 

operates only with the retrieved power consumption data from the devices part of the 

network infrastructure. A global separation of the three main components is shown on the 

Figure 6. The network of the power grid includes the Raritan Power Distribution Units 

(PDUs) which provides the real-time measures for the energy consumption through SNMP 

periodic pulling. The equipment is attached to the PDUs and since they all belong to the 

same network, there are also logical links between the equipment and the developed 

platform. However, the communication between the platform and the equipment is used as 

a back-up for pulling the information necessary for the operational processes of the platform. 

The developed platform as a centralized software follows the FDI approach illustrated on 

the Figure 1 to detect changes in the network states and report for possible faulty situations 

and anomalies in the usage phase of the ICT equipment. For instance, detecting new device 

on the network, changes in the Spanning tree protocol, detection in changing the operating 

state of a switch port, etc. To achieve this, the platform requires two information as an input 

parameters, as shown on the Figure 1: (i) power data from real-time measurement procedure 

and (ii) values for the expected power consumption of each device extracted from the power 

models.  

  (i) The process of real-time measurement requires probes and standardized protocols to 

access the needed metrics which are altogether coupled in a monitoring system. In practice, 

Raritan PDU is the monitored equipment which has a predefined energy Management 

Information Base (MIB) as a hierarchical structure with properties that is pulled out 

periodically. A standardization process is being conducted by the Internet Engineering Task 

Force (IETF) to define an Energy and Power Management Information Base (MIB) [50] that 

provides, in a standard format, power-related data from ICT equipment. The monitoring 

system itself is then able to collect, analyze and modify the information stored in the MIB 

through SNMP.  

  (ii) From the other side as discussed in the previous section, the selected power models 

represent the expected behavior the equipment. Therefore, currently there is an open field to 

combine the real-time measures, which are translated to the real behavior of a device, with 

the developed models. A deviation between the models and the monitored power data is used 

to detect anomalies and to anticipate fault according to a trend analysis. 
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Figure 6. Global view of the components 

 

3.2 Design of Experiment 

On the Figure 7 is illustrated a global view of the platform’s architecture that is being 

used. Design of Experiments (DoE) is a systematic method to determine the relationship 

between the input factors affecting the platform, which is in a form of implemented power 

profiles and an energy monitoring system. In other words, in this case it is used to find the 

cause-and-effect relationships between the input factors. This information is needed to 

identify how the input factors are affecting the figures for the energy consumption of the 

network infrastructure. Moreover, the platform performs certain analysis based on the FDI 

concept that will understand the deviations in the input parameters and report the output in 

a form of energy efficient policies. 

 
Figure 7. The Design of Experiment (DoE) 

 

The terms used in this DoE are the following:  

 The controllable input factors are the parameters that can be modified during the 

energy monitoring process of the experiment, which could have an impact on the 

energy consumption. Potentially there are several cases that can be generated as 

controllable input factors in a network infrastructure, for instance generating load on 

a switch, the number of active ports on a switch, putting a whole switch to 

sleep/hibernate mode, etc.  
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 The Uncontrollable input factors are those parameters that cannot be changed and 

modified regarding their impact on the energy consumption, for instance the energy 

consumed by the hardware components of a switch during a full operational mode or 

during an idle period.  

 The platform is a component of the experiment that is consisted of programmable 

software capable of making centralized decisions. The important part of the platform 

is the realization how the controllable input parameters affects the uncontrollable 

factors, to find correlation between them and try to minimize the energy 

consumption. The desired method is to be aware of the different states that may occur 

during the use phase of the equipment and by that detect and identify changes on the 

network in real-time. 

3.3 Building a knowledge base 

The developed platform that incorporates the monitoring system and the power models 

has to form thorough foreknowledge in order to successfully anticipate and interpret the 

readings for the energy consumption. Mostly because the power data is just a raw value and 

does not contain rich information. A study by [2] on the energy use of enterprise ICT 

equipment showed that some types of computing systems can exhibit large variations on the 

power data even when comparing two instances of the same device model. More precisely, 

two Dell Optiplex 760 desktops machines were observed to have large discrepancy, resulting 

with over 40% difference in their average power draw. A derived logical assumption is that 

the device is not properly used or is possibly broken and has to be replaced. This being 

articulated, it is also important to follow the effect that such device will have on the energy 

consumption of the whole network, since a possible anomaly during the usage could cause 

additional consumption on the other devices part of the network. To remedy this, the platform 

has to augment new ways to isolate the problem with the inconsistent energy consumption 

of the devices, to locate a possible fault or an anomaly and to classify the problem. One way 

to deal with this is to predict the fault that may occur during the usage of the equipment. To 

achieve this it is crucial to test the responsiveness of the platform by generating different 

faults and misconfigurations that may occur during a typical workday in an enterprise 

network. Thus, closely observe the figures for energy consumption and build a knowledge 

base. A system with such knowledge comprised with smart algorithms is capable of 

analyzing the deviations and benchmark the faulty situations. From there a pattern could 

emerge to later detect the problem of aberrant values regarding the energy consumption of 

the devices during the real-life usage phase of the equipment. 

It is important to note that the knowledge base is developed in a cumulative fashion, 

acquired from accumulating the power data, which is fetched from the PDU by the 

monitoring process. Thus, the process of building the knowledge base consists of a statistical 

analysis to determine the correct value that has to be benchmarked for a certain fault or 

misconfiguration. This means that even during the runtime of the developed platform, the 

knowledge base is constantly updating by accumulating data from the monitoring process in 

order to have updated values. For instance, if a faulty situation of a network switch affects 

the energy consumption with a certain value, it does not necessarily mean that a switch from 

a different series or manufacturer will have the same impact on the energy consumption. 

Thus, the knowledge base has to increase by a successive addition.  

3.4 The logic behind the NMS 

The states illustrated on the Figure 8 represent the logic throughout the execution 
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process. Having developed a standalone platform able to monitor the energy consumption, 

as a first state, allows further analysis process on the retrieved and stored data. The analysis 

engine as a second state is tightly coupled with the learning model of the system by 

developed smart algorithms which are able to detect and identify the changes in the power 

data. Big part of the analysis process plays the inclusion of the power models [59], [13], [62], 

[63] which are defining the power profiles of the devices and are calculating their expected 

behavior. The output of the models is then validated with the retrieved real-time 

measurements for possible deviations. Raritan PDU offers the possibility to monitor its 

overall consumption as well as the individual power consumption per socket. This means 

that if a deviation is detected in the comparison process of the overall consumption, the 

analysis engine will further seek for the device causing the energy disparity.  A recent history 

of energy consumption is retrieved from a database for the detected device and the results 

are logically passed to the third state where they are further dismantled towards isolating and 

interpreting the power data values. The emphasis of the third state, the learning process, is 

given to the simulation of the faults that are most frequent during the regular usage phase of 

the ICT equipment. The established knowledge base is used as a baseline on which the 

learning model is constructed. This means that series of experiments have to be conducted 

for a range of different network states and faults in the interest of acquiring the desired 

foreknowledge to benchmark the anticipated states. The benchmarking process is also the 

key concept for the isolation part as a last state of the logic depicted on the Figure 8. 

 
Figure 8. The experiment’s logic 

 

Ever since the commencement period of the learning process, the system is constantly 

updating its knowledge base depending on the behavior of the devices, and by following the 

figures for the energy consumption it is able to discern the aberrant states of the devices. 

This means that the detection of a faulty situation is part of the second state, the analysis 

engine, while the isolation is part of the learning process coupled with the knowledge base. 

To isolate a faulty situation, a benchmark should exist in the knowledge base for that specific 
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fault. For instance, the knowledge base is distinguishing possible overloading on the devices, 

detecting sleep/hibernate states, physical or logical changes in the configuration of the 

devices, etc. To have seamless operations and accurate output, the learning process also 

needs to update the static values in the power models based on the detected new state of a 

particular device. Namely, as seen on the Figure 1, the equations in the power models depend 

on a static parameters from the network planification, which are gathered during one-time 

measurement. This means that the learning model has to re-compute the input parameters in 

the power models after a detection and isolation of a new state. For instance, the equation in 

the power model of a switch has to be updated with new value if a switch port transitioned 

from offline to online state and vice versa. The outcome of the learning process regarding 

the benchmarking part concludes the final fourth state of the logic behind the experiment, 

the engine for power management. An accurate benchmarking provides the possibility to 

identify the changes that occurred on the network infrastructure and suggests a recuperation, 

or a reconfiguration of the network. 
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4 IMPLEMENTATION 

This section provides more technical explanation of the developed system and describes 

the architecture. 

4.1 System architecture 

The architecture of the system shown on the Figure 9 consists of subcomponents for each 
of the main components, namely: (i) Power Model Registry; (ii) Network Management Sys-
tem; and (iii) Equipment. The integrated view of the network infrastructure is the foremost 
advantage of the architecture, enabling the enforcement of energy-efficient policies while 
having a minor impact on the overall consumption and the traffic flowing through the net-
work.  

 
Figure 9. The system architecture 

 

  (i) The Power Model Registry includes a set of static parameters that define a power profile 
extracted from the hardware pieces such as the chassis, the forwarding engine/cpu or the 
cards/ports of the devices. Among those parameters there is a derived scaling factor for energy 
consumption dependent on the load. For instance, the power models are calculating the func-
tion f(load) which defines how power consumption varies with the load handled by the device. 
This means that the traffic rate is benchmarked with its effect on the energy consumption by 
the power models.  Such parameters are obtained through a one-time measurement during the 
initialization phase of the system, or when a new device is plugged to the PDU.  

  (ii) The Network Management System and the logic behind it, as discussed in the previous 
section, suits as a guideline through series of states that stands on the energy monitoring pro-
cess. The logical assumption is to follow the impact that a device is having on the energy 
consumption of the whole network, since a possible anomaly during the usage phase could 
cause additional consumption on the other devices part of the network. 

  (iii) The Raritan Power Distribution Unit used for evaluating the proposed solution comes 
with a bundled SNMP agent and energy MIB. Therefore, it enables easy and lightweight 
communication with the developed platform considering the fact that only the values for the 
power data from the attached equipment are fetched. The Raritan PDU has the ability to form 
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a MIB entity for the attached equipment and to monitor the energy usage in real-time, mean-
ing that through SNMP is able to provide figures for the power data. As a result, the PDU 
allows following and reporting for an equipment that does not normally support the SNMP, 
for example a personal computer or a printer. Having a power distribution unit like Raritan 
enables following and reporting for plugged 8 to 48 devices. 

4.2 Case study 

List 2 represents the states which are chosen as most common during a typical enterprise 
workday, tested on a various heterogeneous combinations of network architectures, prior 
building the knowledge base. To identify where the faults are applied, a classification based 
on the objective is depicted on the Figure 10. 

List 2: states to be detected on the network 

(i) Testing the operational vs. the sleeping mode on the devices such as switches, routers, 
access points, LCD monitors, PCs and laptop computers 

(ii) Turning off/on a switch port 

(iii) Performing link adaptation on the switch’s ports 

(iv)  Evaluating the effect on Energy-Efficient Ethernet (EEE) and Cisco EnergyWise 

(v) Testing a Spanning Tree Protocol (STP) reevaluation on the network 

 

 
Figure 10. The classification of the faults 

 

One possible case study of network architecture is depicted on Figure 11, where the states, 

represented as the ‘Y’ input parameter, are generated in a controlled manner and applied on 

the devices as part of the experiments. Performing each of the listed experiments numerous 

times continuously for 10 minutes on different architectures and conditions creates large data 

sheets which gathers detailed behavior of the devices. This information is used for 

independent statistical analysis to evaluate if there is a significant difference in the 

techniques and the approach used to perform the experiments. The focus here is the behavior 

of the devices under a certain tested state on different architecture and diverse conditions, 

such as tuning the traffic load. The statistical analysis of the retrieved data contributes into 

building the knowledge base discussed in the previous chapter. For instance, performing the 

experiment of transitioning from online to offline mode, and vice versa, in the status of 

switch’s port provides detailed perspective how this state affects the energy consumption. 

The observed difference in the energy consumption by the statistical analysis is used to 
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benchmark each of the listed states. In order to achieve this and have accurate measurement, 

two conditions has to be fulfilled and executed by the developed platform. When testing a 

certain state, the static parameters in the power models first has to be changed according to 

the changes in the state of the device. Secondly, the developed platform has to periodically 

each second pull out the power data from the PDU and store it in the database.  

At disposal for the experiments and constructing the tested infrastructures there were 

8 Cisco switches from the series 2960 and 3560, 8 Cisco 1941 Routers, 10 Dell Precision 

T1700 stations, 2 HP Pavilion laptops, 6 Raritan PX2 PDUs and 2 Raritan PX3 PDUs.  

 

 
Figure 11. A case study 

 

4.3 System implementation 

The platform, which includes the power models and the monitoring module is imple-
mented in Java language. The energy monitoring task is developed in a multi-threaded fashion 
to periodically pull the energy values from the Raritan PDU, by importing Java libraries for 
SNMP to access the functions for requesting the right Raritan’s MiB OIDs. There is an ability 
to optimize the frequency of the probes send to the Raritan PDU throughout a developed GUI, 
thus the accuracy of the measures is practically defined by the operator. During the test phase 
of the application, probes were requested every second and the responses are stored locally 
with the interest to enable further analysis on the data. The response from each probe is a 
group of values in the following format: I(A) – Electric current significant with 10 -3 amps 
(A) base; V(V) – Voltage; PF – Power factor. To get the current energy consumption (W) the 
following equation has to be performed: 

   
 W = I(A) x V(V) x PF (14) 

 

Moreover, the probe response does not only contain data for the total energy consumed by 
the whole PDU, but also it reports the consumption of each socket individually. This means 
that the platform with additional analysis can successfully build its own schemas and detect 
what kind of device is connected to a certain socket.  Giving this ability, the process flow can 
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successfully discover which device specifically is not consuming the energy as it is expected. 
Algorithm 1 describes the process flow of the platform.  

Algorithm 1: the process flow 

  input: PM, the power models; PR, the probe response 
  output: Ffault, detected fault, Iisolation, isolating the fault 

  R is the Raritan PDU 
  E denotes the attached equipment 
  KB represents the knowledge base in a form of database 
 
  foreach X in PR do 
   Wtotal  ← X(I(A)) * X(V) * X(PF) 
   Store(Wtotal) 
   if Wtotal > PMtotal then 
    foreach E in R do 
   Windividual  ← E(I(A)) * E(V) * E(PF) 
   Store(Windividual) 
  if Windividual > PMindividual then 
   Ffault  ← Detection(E, KB, History(Windividual) 
   Iisolation ← Isolation(Ffault) 

    Store(Ffault, Iisolation) 
  return Ffault, Iisolation 

 
The support of power models (PM) in the platform creates the premises to set the expected 
threshold regarding the energy spent by each detected device. Given the power models, they 
provide a guided forecast and accurately follow the energy consumption of the network. The 
models from [59], [13], [62] and [63] are represented with a static parameters gathered by 
one-time measurement at the initialization phase of the platform or when a new device is 
plugged to the PDU socket.  

 Having a real-time availability probes enables the platform to perform parallel comparison 
on the retrieved data for individual sockets, and as a whole, with the data provided by the 
power models. In case of aberrant values, the platform tries to locate the device with the 
unexpected behavior, load the latest stored power data history of the device and perform anal-
ysis for fault detection. The FDI concept is based on calculations directed by the predefined 
fault foreknowledge, achieved by the experiments for generating the faults in order to bench-
mark the consumption that a particular occurring state is causing.  The knowledge base (KB) 
is also integrated in the algorithm in a form of a database. 

The Detection() function is the core of the algorithm due to the fact that it couples the analysis 
and the learning process, described in the previous section. It begins by locating the device 
that is observed to have disparity in the energy consumption. Also, a recent history of the 
spotted device is passed to the function, which includes two separate components. First is the 
recent energy consumption history of the device and secondly is the recent history of the 
noted running states and configuration of the device. This process maps the previous running 
configuration and understands the current states of the devices that might be causing the en-
ergy disparity. Moreover, the knowledge base is as well loaded which can interpret the dif-
ference in the expected and the real energy measures into a new network state. The function 
combine the above mentioned parameters and the calculations result with detection of the 
changed state. For instance, a switch is detected to have powered off a port, changed the link 
speed, or perhaps reevaluated the STP.   
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The Isolation() function as a input parameter receives the detected new state and performs 
further analyses to examine the implications. The analysis determines the actions that have to 
be taken upon detection of new state.  For instance, if a switch port is detected to transition 
from online to offline mode, this function re-computes the input parameters of the static 
power models to make them having accurate calculations of the expected energy consumption 
of the switch. This means that the examination of the implications result with discovery 
whether the detected new state is a misconfiguration of the network, a faulty situation or just 
changes in the network state that have to be noted. As an output, the Isolation() function 
updates the database of the spotted device recent history and the knowledge base, and reports 
to the network operator for the changes. 

 The first version of the GUI is show on the Figure 12. The network operator is able to see 
live chart of the energy consumption of the whole network, as well as select specific PDU 
and monitor the consumption. Based on the detected states, the network operator could map 
the running configuration of the whole network, as well as separately for each PDU. When a 
specific PDU is selected, the operator could monitor the individual sockets, see the detected 
device and read the changes in the state. There is a possibility to download a report with a 
complete history of the changes on the network. The obtained results are discussed in the next 
section. 

 
Figure 12. Developed GUI 
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5 RESULTS AND DISCUSSIONS 

This section refers to the List 2, presenting the obtained results during the test phase of the 

developed platform. 

 

5.1 Testing the states and their impact on the energy consumption 

 
Each of the experiments from the List 2 were tested on different network architectures, 

monitored for 10 minutes continuously, as well as under different amount of load generated 
to flow through the network. Summarized results are presented in the following table 1 and 
described in details below. 

Tested states Observed difference i.e. impact on the en-
ergy consumption 

(i) Testing the operational vs. the sleeping mode on 
the devices 

A range from  
8.4 W to 58.4 W 

(ii) Turning off/on a switch port 0.4 W 

(iii) Performing link adaptation on a switch’s port 0.3 W 

(iv) Evaluating the effect of EEE and Cisco Ener-
gyWise 

0.8 W 

(v) Testing a STP reevaluation on the network 1 W 

Table 1. Summarized results 
 

  (i) As suggested in [13], personal computers are rarely turned off when they are not in use, 
and even though the green computing research community has focused on solving the prob-
lem of an idle PCs, the intuition is that there is still a room for improvements. For instance, 
the developed platform has the possibility to automatically detect the working hours of an 
enterprise, and by that to be able to determine if the equipment was left in the operational 
state. Hence, a suggestion for turning off, sleep or hibernate state is issued. For instance, if a 
wireless access point is observed to consume constant level of energy during non-working 
hours, the application will indicate that the device is powered, but does not transmit any data, 
meaning that it should transition into a sleep mode. The cost of powering the hardware com-
ponents of each device dominates the overall power profile and therefore the opportunity for 
energy savings are the highest. The difference in the energy consumption between the opera-
tional and the sleeping mode is illustrated on the Figure 13. Typically, there is a burst of 
energy consumption when a device goes to operational state, either from sleep/hibernate or 
offline mode. Those values are also used to benchmark the current state of the device. 
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Figure 13. Obtained results – (i) experiment 

 

  (ii) Managing the active ports on a switch is one important and exquisite objective because 
it is the only way of providing network accessibility. Therefore, to have an overview on the 
status of the ports at one point of the time by observing the switch’s values for the energy 
consumption is a delicate task. Mainly because of the introduction of EEE as a set of enhance-
ments able to dynamically put a single link temporarily to sleep when not in use. The differ-
ence in the power consumption after a transition from active to inactive switch port is ob-
served to be from 0.3 to 0.4 W, as illustrated on the Figure 14. This result allows the developed 
application to benchmark the state and have detailed matrix of the port statuses of each switch. 
In order to have accurate measurement between the expected behavior and the real-time 
measures, the static parameters in the power models has to be changed according to the 
changes in the state of the device, in this case to add/remove a port in the network planification 
of the monitored switch. Having this feature allows issuing reports for possible unnecessarily 
active ports, but also takes part of the analysis for a possible misconfiguration of the network. 

 

 

Figure 14. Obtained results – (ii) experiment 

 

  (iii) The utilization of the Ethernet links is, on average, extremely low [16]. This suggests 
that there is an ample opportunity for energy savings by operating Ethernet links at a low data 
rate for most of the time with no perceivable performance impact to the user. To keep track 
of the each switch’s port assigned speed, by following the energy consumption, means an 
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opportunity for adjustments according to the needs. But it also helps the application to corre-
late the assigned link speed with the congestion, or the load on the switch, which is as well 
affecting the overall power consumption. During the observations, there is no notable change 
in the consumption when comparing 10Mb/s to 100Mb/s speed link, but the difference when 
making a transition from 1Gb/s to 100Mb/s is from 0.2 to 0.4 W per port. Thus, the developed 
application by benchmarking this value is forming a schema of each port link speed that is 
assigned. The outcome is a suggestion when to reduce the speed of a link when a low utiliza-
tion is perceived. 

  (iv) The listed energy-efficient possibilities are mostly applicable to a network switch. 

Cisco 2960 and 3560 switch series were available during the execution of the experiments, 

thus a evaluating of EEE and Cisco EnergyWise technology were at disposal for testing. 

Having protocol such as EnergyWise enables the switch to go into a hibernate mode, where 

the switch powers off the CPU cores, application-specific integrated circuit (ASIC), and 

connected PoE devices. The switch saves power by switching off most of the hardware 

components in the data path. This means that only the necessary components are powered 

on, to maintain some necessary states on the switch. Powering off the nonessential 

components helps save a significant amount of power on the switch. When the switch is 

powered on again, it goes through a complete reload. Hence, the outcome from the 

EnergyWise protocol is related to the previous test between operational vs. sleeping mode 

of the devices.  

The Energy-Efficient Ethernet is not yet a feature supported by many network devices 

currently on the market, however it is important to observe its impact on the energy 

consumption. During an idle period of a switch with no traffic flowing through the ports, 

EEE will put all of the active ports in the Low Power Idle (LPI) state, and therefore achieve 

the same result as the second (ii) experiment of 0.3 to 0.4 W savings per port. This means 

that it will impact the total energy consumption with a value between 0.6 and 0.8 W per link. 

Hence, the developed platform has to be aware of the possibilities of EEE to dynamically, 

for a temporary time, put a port to idle mode. 

  (v) Spanning Tree Protocol (STP) is commonly used Layer 2 protocol that runs on switches 

and bridges, with purpose to ensure that there are no loops created on a redundant paths in 

the network. By default STP dynamically manages the elimination of the loops with the 

process of electing a tree based on priorities with a particular switch as a root. This means 

that there is a possibility of a network reconfiguration without the assistance of the operator, 

which could lead to additional power demands if it is not well managed. To observe how 

STP affects the energy consumption, an STP re-evaluation has to be generated that could be 

performed either by physical or logical events, such as physically removing a cable from a 

switch or by changing the priority id on the switches. STP, enabled between the switches on 

the Figure 11, does not save any energy with its ability to block certain port in order to 

discard the loops in the network. Namely, a port in a blocking state is consuming the same 

amount of 0.4 W as the other active ports. The only noticeable difference is the spike of 

energy consumption when STP is trying to re-evaluate the tree. Specifically, during a 

physical or a logical generated error, STP will elect a new root and construct the new tree, 

thus will add up to 1 W for few seconds to the overall consumption of the switch, depending 

on the architecture. This burst of energy, shown on the Figure 15, is used to benchmark a 

change in the STP, with the interest of reporting it for possible misconfiguration of the 

network.  
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Figure 15. Obtained results – (v) experiment 

 

  

5.2 Evaluating the impact of the developed platform and its engineering on 

the energy consumption and the carbon foorprint 

 

    Current network management systems are relying on p2p communication with every 

device part of the network in order to monitor the changes in the states. As discussed 

previously, typically this task is achieved with SNMP. According to the current research [66], 

an SNMP packet size varies from 484 to full Ethernet frame of 1500 bytes, depending on 

which parameters and libraries are requested. A study by [65] estimates that 10nJ per bit are 

needed to transfer packets from one place to another. Considering very small enterprise 

architecture, as illustrated on the figure 16, is it difficult to estimate how much power exactly 

needs one classical NMS to monitor the changes in the states of the devices. This is because 

a SNMP request will have to traverse an arbitrary number of networking equipment in order 

to reach the destination device, and same goes for the SNMP response. Hence, energy will 

be required by every hop device for processing the packets, using the memory and 

bandwidth, and finally for forwarding the packets to the next hop. Therefore, the following 

calculation provides an average value of energy consumption needed by the NMS just to 

perform the monitoring process. If the packets are considered to be 1000 bytes, requiring 

10nJ per bit for the transfer, to perform the monitoring process periodically for the 6 devices 

part of figure 16, a classical NMS will require 4.32 W per hour. However, this value will 

scale up with the expansion of the architecture. 
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Figure 16. A conventional NMS 

 

The proposed NMS, part of this research, for the same monitoring process only require 

SNMP periodic pulling from the PDU. This could also be in a separate network i.e. the 

platform is directly attached to the PDU, and therefore it will eliminate the burden of network 

regarding the traffic, because the packets won’t traverse the networking devices. Thus, to 

evaluate the impact on the energy consumption required by the developed platform, only the 

consumption of the PDU has to be considered, which is less than 1 W per hour. It is important 

to notice that one PDU can handle up to 48 sockets, meaning that less than 1 W will be 

required per hour to monitor the changes in the state of 48 devices. 
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6 CONCLUSION AND FUTURE WORK 

This research presented the achieved results from evaluating the proposed novel form of 
energy-efficient network management system, emulated in a heterogeneous network environ-
ment, showing that a reliable NMS can be created with minor impact on the network regard-
ing the traffic. The network operator has the ability to get reports for the changed state of the 
network in an energy-efficient way by following the energy consumption of the network in-
frastructure. The approach of monitoring the power consumption directly from the PDU, in-
stead of point-to-point communication with every device in conventional NMS brings own 
complexity as the network grows. For instance in a scenario of multiple faults happening 
simultaneously, the FDI concept presented is this paper is able to cope with the occurring 
situation. This is achieved by the possibility of following each PDU’s socket individually 
from a centralized platform. The support for real-time availability calculation enables the op-
erator to take service-centric decisions, rather than network centric as proposed currently in 
the literature. 

As future work, the envisioned improvements in the proposed platform are a self-

recuperation and autonomous reconfiguration of the network, throughout the suggestions 

that are currently being produced. The anticipation is also to include other common 

network anomalies and to follow their impact on the energy consumption, for instance the 

packet loss rate and highly congested networks, which could possibly trigger a use of other 

techniques in order to gather all the necessary information for the analysis process, rather 

than just monitoring the energy values. 
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