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In this research, the most modern and seemingly least understood form of money 

laundering, trade-based money laundering is introduced. As our world rarely presents 

itself in ways that are possible to dissect using simple “Yes/Truth” and “No/False” 

variables, fuzzy mathematics offers us a way to deal with uncertainty: something 

largely inherent in the world of money laundering. The framework for a fuzzy 

application for case detection in trade-based money laundering is presented. Basic 

concepts of fuzzy mathematics are summarized and the basis of a decision support 

system is laid out in an attempt to aid those working in detection. A case study is 

analyzed, linguistic variables extracted and a linguistic fuzzy rule base is formed. The 

functioning of the rule base is explained and ways for validation are covered. Data 

collection in this field of study is of extra challenging nature. Therefore dummy data is 

used. Further research intends to substitute the current variables with expert 

knowledge input.  
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Tässä tutkimuksessa päämääränä on käsitellä modernia, mutta hyvin heikosti 

ymmärrettyä rahanpesun muotoa: kauppapohjaista rahanpesua. Sillä maailmamme 

on harvoin selitettävissä yksinkertaisilla, “Kyllä/Tosi” ja “Ei/Epätosi” väittämillä, 

käytämme hyväksi sumeaa matematiikkaa, jotta voimme työskennellä 

epävarmuuksien kanssa jotka ovat keskeinen seikka rahanpesua tutkiessa. Perusta 

sovellukselle, joka avustaa kauppapohjaisten rahanpesurikosten havaitsemisessa on 

esitelty. Sovellus on rakennettu lingvististä mallintamista hyödyntäen ja perustuu 

sääntöihin. Muuttujien sekä sääntöjen perustana on käytetty havaittua tapausta. 
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LIST OF MATHEMATICAL SYMBOLS AND 
ABBREVIATIONS 
 

ℝ   Set of real numbers 

𝐴 ∪ 𝐵   Union of fuzzy sets  

𝐴 ∩ 𝐵   Intersection of fuzzy sets 

𝜇!   Membership function of a fuzzy set 𝐴 

𝜇! 𝑥    Degree of membership of 𝑥 to 𝐴 

𝑓 ∶ 𝑈 → 𝑉  Mapping from a set 𝑈 to a set 𝑉 

Supp(𝐴)  Support of a fuzzy set 𝐴 

𝐴!   𝛼-cut of a fuzzy set 𝐴; 𝛼 ∈ [0,1] 

hgt(𝐴)   Height of a fuzzy set 𝐴 

(𝒱,𝒯 𝒱 ,𝑈,𝐺,𝑀) Linguistic variable 

ACAMS  Association of Certified Anti-Money Laundering Specialists 

AML/CFT  Anti-Money Laundering / Countering the Financing of Terrorism 

APG   Asia Pacific Group on Money Laundering 

CDD   Customer Due Diligence 

FATF   Financial Action Task Force 

FTZ   Free Trade Zone 

KYC   Know Your Customer 



 

  

ML   Money Laundering 

SEZ   Special Economic Zone 

TBML   Trade-Based Money Laundering 

TF   Terrorist Financing 
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1. Introduction 
 

Since its introduction in 1965 by L. A. Zadeh, fuzzy set theory (see Zadeh 1965) has 

been applied extensively in numerous fields of study. Applications of fuzzy theory can 

be found for example in medicine, in washing machines, in automobile transmissions 

and most importantly to this particular study: in decision making. As opposed to 

classical set theory, fuzzy offers an expansion upon rigid “True/False” systems, 

introducing in a sense, a degree of membership to one or the other, or both. As our 

world rarely presents itself in forms that can be described in simple “Yes/True” or 

“No/False” terms, fuzzy allows us to use gradient terms, such as “somewhat no” or 

“quite a lot of yes but also a little bit of no, sometimes”. The use of such wording 

takes us to another important addition to this field, the later introduction by Zadeh to 

linguistic variables and linguistic modelling (see Zadeh 1975). 

 

Decision making, more often than not, involves the use of natural language. 

Linguistic modelling provides us tools to model and quantify our chosen linguistic 

variables, which are of course, based on natural language. These variables can then 

be used to build a system of decision support that is easy to use and understand, 

that will provide real time support and one that can be customized when needed. 

When built on expert knowledge, this sort of a system could prove beneficial in the 

world of money laundering detection. 

 

Modern money laundering schemes that abuse the trade system are not well 

understood. There is lack of adequate training and awareness in jurisdictions to 

combat this problem (APG 2012, 5). This makes us confident that such a decision 

support system is needed to accompany authorities working in areas where detection 

could be made. 
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This study aims to seek proof of concept of a decision support system for the 

screening for trade-based money laundering (TBML) using expert knowledge and 

validate its functioning on a previously detected case of trade-based money 

laundering. The system is based on rules describing possible risks and combinations 

of factors suggesting the possibility for trade-based money laundering. We discuss 

how a prototype could be built. 

 

Problem: Detection of TBML is difficult due to its complex nature and the inherent 

vulnerabilities in the international trade system. In addition, there is a clear lack of 

awareness and adequate training of relevant authorities working in the screening 

process. 

 

Objective: Facilitate for the building of a linguistic fuzzy model to assist customs 

officials in decision making when screening trade information for possible trade-

based money laundering schemes. This can provide a second opinion to screening 

personnel based on collective expert knowledge. We seek to demonstrate that such 

a system, if built more comprehensively, could be of value in the detection of TBML. 

 

Research question: 

“ How to build a decision support system based on linguistic fuzzy modelling 
for screening of trade transactions for trade-based money laundering 
schemes" 

 

Sub question: 

“ Does such a system have value in detection?” 
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NOTE: There is an ongoing negotiation with a certain governmental body to 

implement actual real world data, combining expert knowledge of professionals 

working in detection and cases of TBML. Obviously, this would greatly increase the 

validity of this study.  

 

There are clear challenges in reaching this objective. First, domestic privacy and data 

protection laws inhibit the sharing of information related with real world cases of 

money laundering and trade information. Second, very few cases of TBML are being 

reported, resulting in a challenging landscape in which to work in. Statistical data 

surrounding TBML is difficult to gather or is non-existent, one reason being that many 

jurisdictions do not differentiate TBML from other forms of money laundering. Third, 

trade data collected by customs officials, which would be useful for TBML detection, 

is often intended for other purposes and barriers to access such data may be present 

(APG 2012, 72-73). A summary of additional challenges in tackling TBML will be 

discussed shortly in the following chapter. 

 

The foundations of the modelling included of this research goes back to theories on 

fuzzy sets and fuzzy logic presented by Zadeh. Applying linguistics was also the work 

of Zadeh, introduced a few years later in 1975. Combining these theories into a 

decision support system is based on the work of Stoklasa (2014). A summary of 

relevant theories and concepts will be presented in a mostly informal manner in 

chapter 3. It serves to provide an introduction to fuzzy mathematics for those, who 

may not be familiar with it, such as possible users of a future model. For a more 

detailed view of the underlying theories and methods, as well as a number of real-

world applications, one may refer to the dissertation of Stoklasa. 
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Data collection, being part of the research methodology, is based on collecting red 

flag indicators and case studies from publicly available information of TBML. From 

these case studies we propose a linguistic fuzzy rule base to show how a more 

comprehensive model could work. The rule base could then be used to test the level 

of risk on real TBML cases to see how it performs. If cooperation is achieved with the 

governmental body, an expert working in detection will be asked to provide answers 

to the following questions: 

 

1. Which variables do you look for when detecting TBML? 

2. Which characteristics of these variables are of interest? 

3. Which combinations of variables are especially risky? 

 

These questions provide the expert knowledge factor, so we are able to choose the 

most relevant variables and look at the characteristics in a more validated manner. In 

addition, detected cases of TBML will be analyzed and a rule base constructed 

accordingly. 

 

The structure of this study will be the following. Firstly, an introduction to the concept 

and relevant theory surrounding TBML based on previous research by academics, 

the FATF and other intergovernmental agencies and jurisdictions. This includes an 

overview, basic methods, listing of red flag indicators and a literature review. Second, 

we introduce fuzzy theory in the form of sets, numbers, operations and linguistic 

variables. Next, an analysis of a case study, from which a prototype linguistic fuzzy 

rule base will be formed. Lastly, conclusions and thoughts on future directions. 
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2. Trade-based money laundering 
 

Over the recent years, the growth in volume of the world’s international trade has 

been relatively slower than what would maybe be the ideal. Slow growth in 

international trade has been accompanied by slow growth in world GDP (WTO 2016, 

18). Despite slow growth, the streams of goods transported across the planet daily 

cannot be described as slight to say the least. Hiding amidst these streams are 

countless opportunities for criminals to take advantage of, for schemes in money 

laundering, tax evasion and terrorist financing. As efforts in anti-money laundering 

and combating of the financing of terrorism (AML/CFT) have tightened monitoring of, 

and regulations on, financial transactions have largely closed the “front door” of 

money laundering efforts, but the “back door”; international trade continues to be 

lightly controlled as Zdanowicz (2004) put it. This “front door” houses the two more 

traditional ways of money laundering, namely, the abuse of financial institutions and 

the physical movement of cash across borders. Abuse of the international trade 

network is seen as the third major method of money laundering by the Financial 

Action Task Force, the leading inter-governmental organizations dedicated to the 

creation and promotion of regulation in AML/CFT efforts. As of the FATFs 2006 

report (FATF 2006, 1) the phenomenon in question, has been called trade-based 

money laundering (TBML). The terminology was refined to its current state in their 

2008 Best Practices Paper as follows: 

 

‘..the process of disguising the proceeds of crime and moving value through the use 

of trade transactions in an attempt to legitimize their illegal origins or finance their 

activities’ (FATF 2008, 1) 

 

TBML schemes can be extremely difficult to detect due to the vast volume of 

international trade and the complex structures of trades and trade finance (FATF 

2006, 1). These two factors combined with the lack of resources customs officials 
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have in detecting cases (FATF 2006, 5) and the lack of adequate training and 

awareness in jurisdictions (APG 2012, 5) make it an even more challenging to 

contain. To grasp the size and weight of this phenomenon, Zdanowicz (2004) 

estimated that one fifth of the total trade in and out of the US is related to trade-

based money laundering. 

 

TBML, in simplicity, can be thought of as abuse of the international trade system to 

move illicit funds across countries, disguise their origins and inject them into the 

formal economy (FATF 2008, 1). This can be achieved by different ways, including 

misrepresentation of price, quality or quantity of imports or exports and/or committing 

tax, customs or trade finance fraud. The act of misrepresenting the price of imports, 

meaning "a discrepancy between the stated value of imports and their actual value" 

for the means of avoiding tariff duty and other authoritative control was already 

introduced back in 1964 by Bhagwati in his work titled: "On the underinvoicing of 

imports" (Bhagwati 1954, 1). Misrepresenting the price of imports is the oldest known 

technique and one of the five modernly known basic methods of TBML, as we will 

later discover, therefore it seems to not be a particularly recent occurrence. The 

FATF in their (2006) coverage of the matter separates TBML from tax evasion and 

capital flight on the basis that in the latter two cases, the funds are of licit origins 

while TBML involves the proceeds of crime (FATF 2006, 2-3). The methods are still 

the same, regardless of the origins. In addition, one could argue, that an act of 

money laundering will also result in tax evasion and capital flight as concluded by de 

Boyrie et. al (2005, 4). 

 

 

2.1 Methods 
 

The key element in the oldest known form of TBML is the misrepresentation of price. 

By invoicing over or under the fair market value of the goods and services provided, 
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additional value can be transferred between colluding importer and exporter. 

Determining the shipments fair market value to identify over- or under-invoicing can 

be difficult when dealing with certain types of goods. High- value goods, such as 

works of art, that have a limited markets can be very difficult to accurately value, thus 

providing an easy opportunity for misuse (FATF 2006, 4-5). 

 

Multiple invoicing of the same transaction is another basic technique, but one that 

does not require the misrepresentation of price. The typical scheme involves a 

complicated set of transactions, often making payments through a number of 

different financial institutions (FATF 2006, 5). 

 

Another method similar to the first one is the over- and under-shipment of goods 

provided. Manipulation of the shipped quantity in its lowest extreme is an act of 

“phantom shipment”, where all required trade documentation is produced but nothing 

is actually shipped. This way the banks and financial institutions involved 

unknowingly become a part of the scheme (FATF 2006, 6). 

 

A simple example of a basic usage of the above methods can be seen in Figure 1. 

Criminals in country A need to settle their debt to criminals in country B. The 

criminals in country A set up company X, likewise criminals in country B set up 

company Y, both companies deal with alcohol products. Company X buys expensive 

bottles of champagne in cash. Company X then sells 100 bottles of champagne to 

company Y for their fair market value of 1000€ per bottle. Company Y pays the 

invoice of 100 000€, but X actually ships 200 champagne bottles. Company Y can 

now quickly sell these products at a discount, as they have avoided paying import tax 

on them. This results in extra value of 100 000€ and the unpaid import taxes, 

transferred from X to Y, thus settling their debt. 

 



 

 8 

 

Figure 1. Example of a basic TBML scheme. 

 

Lastly, the false description of goods and services is a method, where the operator 

misrepresents the quality of the goods or services. For instance, trade documentation 

might describe the goods being shipped falsely as low value when in fact the 

shipment contains high value goods (FATF 2006, 6). To get a view of a more 

complex scheme of TBML, one should study for example, the well documented 

“black-market peso exchange” (FinCEN 1997). 

 

 

2.2 Detection 
 

In an attempt to provide authorities and financial institutions with guidelines and tools 

on how to recognize TBML, the FATF presented their case studies including red flag 

indicators in their 2006 report on TBML (FATF 2006). As our understanding of TBML 

grows, professionals and academics continue to present new red flag indicators. This 

is good practice, as FATF concluded that about half of customs agencies reported 

that they use such red flag indicators and other forms of risk analysis to detect TBML 

and two-thirds of law enforcement agencies reported the use of trade information as 

part of their analysis of ML/TF (FATF 2006, 21-22).  
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McSkimming argues, that outside of the description of TBML, very little is known 

about it. We know that the vulnerability is there, but how much it is actually being 

abused or what to do about it, remains unknown (McSkimming 2010, 63). This 

serves as a reminder that very little cases are detected, we simply do not have 

enough data to even know the scale of our problem. To increase detection, we need 

to raise awareness and think of new approaches. Physical screening of the vast 

amount of international trade is not a reasonable option, as it would decrease the 

speed of trade drastically. Khanna (2016, 7) points out difficulties in automated 

solutions based on interviews ACAMS conducted. These include suspected high 

volume of false positives, cost of automation, limited internal expertise and lack of 

specialized and consolidated AML and sanctions monitoring. Both in automated, and 

manual solutions, the challenge of false positives are an important one as it has the 

possibility of negatively affecting our capabilities of detecting real positives. 

 

 

2.2.1 Red flags 
 

Red flags indicators appear in various different studies regarding TBML and as they 

are a primary tool for screening personnel in detection. We will next compile a list of 

the ones we find from public sources. The list is extracted from the work of APG 

(2012, 78-85); a few additions have been made from covered literature (Khanna 

2016)(Sullivan & Smith 2011). To gather red flags, the APG conducted a 

questionnaire to various jurisdictions asking to point out what they viewed as red 

flags for TBML, others they gathered from public studies such as FATF, USA 

(FINCEN & ICE), Australia (AIC), Wolfsberg Group, Brannigan and Brown. The list is 

in five categories: trade finance, jurisdictions, nature of goods and services, 

corporate structures and predicate offences. The list is not an exhaustive one, but a 

reasonable one. Red flags are listed as presented by APG and other sources; some 
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are modified and include commentary. These stated red flags do not, by themselves 

offer a clear indication of TBML as there are perfectly legitimate reasons to engage in 

such activities. The suspicion arises when more than one of these red flags is raised 

in combination (APG 2012, 80). The list according to APG: 

 

1. TRADE FINANCE 

a. The use of letters of credit in ways, which are not consistent with usual 

business activity and/or between countries where such use is not regularly done. 

Letters of credit can be used hide and legitimize aspects of a transaction. 

b. The method of payment is not matching with the risk characteristics of the 

transaction. For instance, the use of advance payments on shipments from a new 

client in a high-risk country or agreement to pay back in merchandise in similar 

circumstances. 

c. The transaction involves payments from seemingly unrelated third parties or 

involves using shell or front companies, which are not present in the documentation 

of the trade. Payments, especially when in cash, need to be verified that they are 

made by the entity that made the purchase. 

d. The use of repeatedly amended or extended letters of credit in the transaction, 

without proper justification. Additional suspicion should arise, when there is a change 

of beneficiary or location of payment in the letter of credit without justification. 

e. The entities, emitting or receiving payment have ties to high-risk jurisdictions 

(Khanna 2016, 10). 

f. Suspicious cash (or other negotiable instruments) deposits to bank accounts 

or suspicious payments of goods and services. Banks hold a threshold on reporting 

in regards to large cash deposits, thus making repeated deposits to bank accounts or 

payments for transactions, close to such a threshold quite suspicious. The 

involvement of high valued cash payments is particularly problematic, since criminal 

activity often revolves around large amounts of cash revenue. 
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g. Inward remittances in multiple accounts and payments made from multiple 

accounts for trade transaction of same business entity are indicators for TBML. In 

this regard the study of foreign exchange remittances may help detect the offence. 

h. In merchanting trade, where a trader purchases goods from a seller in a 

foreign country and then supplies the goods to a buyer in another country, it should 

be verified, that a form of trade finance has been acquired for both the import and 

export part of the transaction. TBML may be present if only one part has been 

subject to a mechanism of trade finance, such as letters of credit. An example of 

such a case can be found in the report of APG (2012, 52-53) 

i. Phantom shipments. It is found that the documented goods or services have 

not actually changed owner. 

j. A party involved, fails to provide needed documentation to support a 

requested transaction or party is found to be double invoicing. Party fails to provide 

information for properly identifying the originator, beneficiary and purpose of the 

transaction. Such action should be viewed as an attempt to hide relevant information. 

k. The use of negotiable instruments such as money orders and checks in 

denominations, which do not require government issued identification to purchase 

such instruments. In the US, one can purchase money orders for less than US$3000 

without needing to provide identification. 

l. Payments which, typically in the form of wire transfers and within a short time 

period, are clustered and begin abruptly and end equally so. 

m. A foreign-based importer, with bank accounts in its exporting country is 

receiving payments from other jurisdictions, outside of the customer base. 

n. A foreigner opening a number of bank accounts. 

o. Abnormal deposits to accounts, such as: 

1. Deposits made to a bank account from different locations, when 

the holder of the account is elsewhere. For instance, numerous 
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deposits to an account from foreign countries when the owner of 

the account is physically elsewhere. 

2. Frequent cash deposits in amounts, which do not exceed the 

bank’s required threshold of reporting, typically following 

withdrawals in different countries. 

 

p. Abnormal activity in the bank accounts of non-residents. For instance, 

numerous wire transfers made to foreign companies with no apparent relationship to 

the account owner. 

q. Sequentially numbered checks deposited in to bank accounts negotiated 

through foreign money service businesses. 

 

2. JURISDICTIONS 

a. The goods being shipped involve going to, from or through high-risk, sensitive 

or non co-operative jurisdictions. 

b. Transshipments are made through sensitive or high-risk jurisdictions for no 

apparent economic reason. The vulnerabilities of transshipments, as mentioned 

before, are well documented by Liao and Acharya (2011). 

c. Transactions involve FTZ’s or SEZ’s. Both greatly increase the possibility of 

TBML through lax laws and oversight as further outlined by Brown (2009) and the 

FATF (2010). 

d. Parties are conducting business in high-risk jurisdictions. FTZ’s and SEZ’s can 

be regarded as high-risk jurisdictions, since they present said vulnerabilities. 

e. Circuitous behavior in regards to the route of shipment or the financial 

transaction. Thirds parties from foreign jurisdictions making orders on behalf of a 

customer in a different jurisdiction. 
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f. Shipment of goods does not match with the normal geographic trade patterns 

of the jurisdiction. For instance, large amounts of coffee are being exported from a 

country with no coffee production without any apparent reason. 

g. Funds are transferred to a domestic bank account and are immediately 

transferred out in same of nearly same values. Typically involving high-risk 

jurisdictions. 

 

 

3. NATURE OF GOODS AND SERVICES 

a. Apparent differences between the trade documents such as the invoice, in 

terms of reported quality, quantity and description of the goods and services and the 

actual shipment. 

b. The value of goods and services shipped appear to be significantly different 

on the invoice than what their fair market value is. 

c. The size or type of goods shipped appears to not match the scale or capacity 

of the importer or exporter (Khanna 2016, 8). For instance, a sudden onset of very 

large exports of cacao by a small coffee manufacturer. 

d. The parties are involved in high-risk activities such as trading in military, 

nuclear, chemical or biological equipment, which are subject to restrictions. 

e. Presence of carousel transactions, where the same high-valued goods are 

repeatedly imported and exported. 

f. The form of packaging is inconsistent with the goods shipped or the method of 

shipping. For instance, a shipment of high valued computers packaged in steel 

drums. 

g. Trade in intangibles, such as services. As opposed to merchandise, the value 

of intangibles may be impossible to accurately define (Sullivan & Smith 2011, 8-9).  
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4. CORPORATE STRUCTURES 

a. The transaction involves the use of shell or front companies. While not a clear 

indicator of TBML, cases involving such structural decisions should be handled with 

caution as they make it difficult to determine the true identity of the parties involved. 

b. The trade structure involves a network of seemingly unrelated parties, which 

are actually found, to be controlled by the same group of entities. 

c. The transaction involves a network of related parties. Though not an 

immediate indication of TBML, closely related parties have an increased ease in 

conducting fraudulent transactions. (Sullivan & Smith 2011, 7-8) 

d. Needlessly complex transaction structure. The use of numerous corporate 

parties, for no apparent reason, can be a sign of an attempt to hide facts about the 

transaction. 

e. Difficulty in determining the ownership, the controlling person(s) or the 

business purpose of a company operating out of a foreign country. 

f. Negative news in the media of the parties involved (Khanna 2016, 10). A quick 

query on search engines may reveal clues regarding the trustworthiness of the 

involved parties. Heavily negative news should increase the level of caution. 

Additionally, the absence of news may be an indicator of suspicious behavior. 

 

 

2.3 Economic impact 
 

The consequences of money laundering and financial crime on the economy are 

rather well documented, for example by McDowell et al. (2001). These effects should 

be well studied especially by those dealing with ML. As TBML is a subset of ML, it 

goes without saying, that the effects are largely overlapping. Though this being a 
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study focused on TBML, a summary of TBML specific effects on the economy is 

provided in brief. 

As with traditional ML, TBML has a destructive impact on legitimate commerce. Both 

concluded by ICE and previously presented methods, TBML may result in below-

market pricing of goods. This action puts legitimate businesses at a competitive 

disadvantage, making it difficult for entrepreneurs to enter the market place and 

reducing legitimate economic activity. TBML, much as ML, results in heavy losses to 

governments in tax revenue. Undervalued imports reduce the amount of duties paid 

and the sale of underpriced goods results in low VAT (US TFFC 2015, 29). 

 

2.4 Literature review 
 

The existing literature and research concerning TMBL is comprised of efforts by 

professionals and academics. The field is relatively understudied and not well 

understood. As mentioned, the FATF has contributed to the field in many of their 

reports outlining characteristics, techniques, challenges and best practices. Other 

FATF sub-organizations such as EAG (The Eurasian Group) and APG (Asia/Pacific 

Group) have published their own reports covering findings concerning TBML activity 

and risk assessment (EAG 2009, EAG 2010, APG 2012). The Wolfsberg Group, an 

association of global banks, have addressed the trade finance the vulnerabilities for 

money laundering in their paper “The Wolfsberg Trade Finance Principles” 

(Wolfsberg 2017). Journal articles covering TBML include Delston and Walls (2009) 

paper on how to target TBML outside the finance sector. Delston and Walls propose, 

that an effort should be made to require anyone included in the international supply 

chain by law, to implement stronger safeguards to identify wrongdoing, by means of 

for example a protocol of KYC and CDD. Zdanowicz has contributed to the study of 

TBML in a number of new techniques. For instance, in “Trade-Based Money 

Laundering and Terrorist Financing” (Zdanowicz 2009), Zdanowicz describes a 

method of detection through the statistical analysis of abnormal transaction prices of 
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goods going to and from the US to 199 countries. Brown (2009) has presented 

vulnerabilities of free trade zones (FTZ), a subject also covered by FATF (2010), 

while Liao J and Acharya (2011) discussed TBML vulnerabilities in transshipment 

activity. McSkimming (2010) argued that little is being done to prevent TBML, but that 

preventative measures may be ill-equipped to actually mitigate it, only causing 

burden by slowing down trade. Ferwerda et al. (2013) have gained satisfactory 

results on measuring TBML by expanding upon gravity models of Walker and Unger 

(2009) and using a data set produced by Zdanowicz (2009). Their findings suggest, 

that TBML is highly related to licit trade and is more commonplace in countries that 

have strict AML regulation in place which may indicate that TBML is left as the 

primary tool for money launderers where strict AML regulation on the financial sector 

have diminished possibilities of more classical forms of ML. Soudijn (2014) has 

provided a much needed critique of the narrow descriptions provided by the FATF. 

Soudijn provides evidence, that solely inspecting value, quantity and quality 

misrepresentations are not enough as TBML can occur without such manipulations 

taking place, thus additional work is required to provide proper definitions to avoid 

confusion and to better understand the problem we seek to tackle. 

The volume of research surrounding TBML is surprisingly low. Taking into account 

the relatively old age of the phenomenon, how little we know about it, but how clearly 

the risks and vulnerabilities have been reported, is all cause for further research. 

 

3. Fuzzy mathematics 
 

For the reader to have a better understanding of our proposed method, we will next 

summarize the basic concepts and theories at the core of linguistic fuzzy modelling 

and discuss why this approach should be a suitable one. As mentioned, the 

framework, is provided by Zadeh (1965, 1975) and further refined forms are 

summarized here as described by Klir & Yuan (1995), Zimmermann (2001), 

Negnevitsky (2005), Arfi (2010) and Stoklasa (2014). 
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3.1 Fuzzy sets 
 

Fuzzy sets are especially useful when we find a need to express gradual transition 

between memberships. It has the ability to represent uncertainties in measurements 

and in vague concepts such as human language (Klir and Yuan 1995, 4). Set 

membership is often difficult to define in simple terms, as is the modus operandi with 

more classical set theories such as Boolean sets. Elements of a fuzzy sets are given 

a degree of membership to sets, usually a value from the interval of [0,1], as opposed 

to the Boolean way of either a {0 (meaning out), 1 (meaning in)} (Arfi 2010, 2-3). The 

difference between the possible values of these different sets can be seen in Figure 

2. 

 

 

Figure 2. Range of possible values in a Boolean logic system (a) and a fuzzy logic 

system (b) (Negnevitsky 2005, 89). 

 

Let us examine a classical (crisp) set 𝐶. Set 𝐶 consists of elements or objects x ∈ 𝐶. 

Each element is either in the set or they are not. Such elements can be defined by 

their membership function, which has either a 1 meaning membership to the set 𝐶, or 

0 meaning nonmembership to set 𝐶 (Zimmerman 2001, 11). 
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To define fuzzy sets, we summarize the basic concepts as described by Zadeh in 

1965 (cited in Stoklasa 2014, 34-35). Let 𝑈  be a nonempty set (a universe of 

discourse). A fuzzy set 𝐴 on 𝑈 is defined by mapping 𝜇! ∶ 𝑈 → 0, 1 , where 𝜇!  is 

called a membership function of 𝐴. For a fuzzy set 𝐴 and for any 𝑥 ∈ 𝑈 we call the 

value 𝜇! 𝑥 = 𝐴(𝑥) a degree of membership of 𝑥 to 𝐴. A few additional important 

concepts regarding fuzzy sets will be covered as they provide the reader a better 

understanding of fuzzy sets and as they will later be used to better define fuzzy 

numbers. Those concepts being the following: normal and subnormal fuzzy sets, the 

𝛼-cut of a fuzzy set and the support and height of a fuzzy set. 

 

The 𝛼-cut or alpha cut, of a fuzzy set 𝐴 is crisp set 𝐴! = 𝑥 ∈ 𝑈  𝐴 𝑥 ≥  𝛼} for any 

𝛼 ∈  [0, 1]. Therefore, it consists of all the elements with a membership degree 

greater than or equal to 𝛼 ∈  [0, 1]. This can be further divided into the strong alpha 

cut, where crisp set 𝐴! = 𝑥 ∈ 𝑈  𝐴 𝑥 >  𝛼} for any 𝛼 ∈  [0, 1]. The support of fuzzy 

set 𝐴, denoted here also as Supp (𝐴), on 𝑈 is the crisp set that contains all the 

elements of 𝑈 that have non zero membership degrees in 𝐴. Therefore Supp 𝐴 =

𝑥 ∈ 𝑈  𝐴 𝑥 > 0}. The height of a fuzzy set is the largest membership grade of any 

element in that set. The height of fuzzy set 𝐴  is thus denoted: hgt 𝐴 = 

Supp 𝐴 𝑥   𝑥 ∈ 𝑈}. In a normal fuzzy set, there is at least one element with the 

membership degree equal to 1, otherwise it is called a subnormal fuzzy set. The 

described concepts, excluding strong alpha cut, can be observed in summary in 

Figure 3, where the left side depicts a normal fuzzy set 𝐴 and the right side, a 

subnormal fuzzy set 𝐴. 
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Figure 3. Basic concepts of fuzzy sets. 

 

A simplified example of fuzzy sets in everyday use; if you turn the temperature of 

your shower all the way down, we can safely agree that the water is ‘cold’. If then, we 

turn it all the way to the other end of the scale, we can agree that the water is ‘hot’. 

When the temperature changer is at the extreme ends of its scale we can easily 

make observations of ‘cold’ and ‘hot’, into these two sets. Let us then turn the 

temperature to somewhere in between. For a crisp set this is problematic, when 

asking is the water cold? No. Is the water hot? No. For a fuzzy set, we can determine 

that the observation can be for example, 0.6 ‘hot’ and 0.4 ‘cold’, or just ‘slightly warm’. 

 

Here we begin to get an idea, as to how fuzzy sets can be a useful tool when dealing 

with problems where it is difficult or impossible to accurately define class 

memberships of elements or the borders of membership (Zadeh 1965, 2). 
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3.2 Fuzzy numbers 
 

We will next summarize fuzzy numbers as described by Klir & Yuan (1995, 97-99) in 

a general manner. The most significant type of fuzzy sets for our purposes is that of 

fuzzy numbers. Fuzzy numbers are a fuzzy subset of real numbers ℝ on an interval 

[0, 1]. A fuzzy number can be understood as being an approximation of a certain 

value; it can be numbers close to a given real number or numbers surrounding an 

interval of real numbers. What we view as ordinary numbers have, in most cases, 

very specific values. With fuzzy numbers, we are able to work with uncertainty, which 

is especially important in decision-making. Examples of fuzzy numbers could be: 

“almost 1”, “a few” “near 0”. 

 

 

To be determined a fuzzy number; the following conditions must be met: 

 

1. 𝐴 must be a normal fuzzy set, therefore hgt(𝐴) = 1, 

2. 𝐴! must be a closed interval for all 𝛼 ∈ (0, 1]; 

3. The supp(𝐴) must be bounded.  

 

Fuzzy numbers are characterized by a membership function and typically take the 

form of a triangular or trapezoidal shape when graphed. Other forms can be 

symmetrical and asymmetrical bell-shapes or even quite flexible, for example, one 

part chaotic/random while one part linearly increasing. So, we are not confined to 

simple shaped functions, although for our purposes they are more than adequate. 

Fuzzy numbers will be later used to represent the meaning of linguistic terms. 
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3.3 Operations on fuzzy sets 
 

Much like operations on crisp (classical) sets, complement, union and intersection 

can be performed on fuzzy sets. These are called standard operations and they are 

defined by their membership function. Of these operations, we cover intersection and 

union, as they are the most relevant ones for our purposes. 

 

3.3.1 Fuzzy intersection (t-norm) 

 

Figure 4. Intersection of two classical sets 

 

The intersection of two classical sets is defined by elements that belong to both sets. 

As we see in Figure 4, the elements in the blue shaded sector would make up the 

intersection of sets A and B. The standard intersection of two fuzzy sets can be 

defined by inspecting the elements “belonging” to both sets and their degree of 

membership. The lesser membership valued element will be chosen. Zadeh notes 

that the word “belonging” needs to be separated from its meaning related to classical 

sets as it is not meaningful to speak of a point 𝑥 “belonging” to a fuzzy set 𝐴 except in 
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the trivial sense of its membership function 𝜇!(𝑥) being positive. In Figure 5, we can 

observe a graphical representation of the intersection of two fuzzy sets A and B. 

 

 

Figure 5. Intersection of fuzzy sets (Negnevitsky 2005, 101) 

 

Zadeh (1965, 341-342) noted that the mathematical formula for the membership 

function of intersection C = A∩B is: 

 

 𝜇! 𝑥 = min{𝜇! 𝑥 , 𝜇!(𝑥)},    𝑥 ∈ 𝑋 

 

Bellman and Giertz stated in 1973 (cited in Zimmerman 2001, 18-19, author 

capitalized) that the operations: intersection and union can be interpreted as the 

“logical AND” and “logical OR”. These are valuable for the construction of IF-THEN 

rules for the decision support system. 

 

If we have two fuzzy sets: set A describes, “company trustworthiness” and set B 

describes, “company anonymity”. Let X = {0, 1, 2, 3, 4,.., 8} and x = number of shell 

companies. Membership degree is presented on an interval of [0, 1], where 0 means 
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no membership and 1 means strong membership. If this were a real case, we could 

ask an expert to provide an opinion on how strongly, for example number of shell 

companies involved plays a part in company trustworthiness. Let the two sets be 

defined as: 

 

 A = {(0, 1),(1, 0.8),(2, 0.6),(3, 0.4),(4, 0.2),(5, 0),(6, 0),(7, 0),(8, 0)} 

 

 B = {(0, 0),(1, 0,5), (2, 0,7), (3, 0.9), (4, 1), (5, 1),(6, 1),(7, 1),(8, 1)} 

 

The intersection C = A∩B, describing a trustworthy AND anonymous company is 

then: 

 C = {(1, 0.5), (2, 0.6), (3, 0.4), (4, 0.2)} 

 

We conclude, that in this example, a company optimally retains both trustworthiness 

and anonymity, when there are two shell companies involved. Any more than 3 

provides very good anonymity, but does not promote trustworthiness. 
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3.3.2 Fuzzy union (t-conorm) 

 

Figure 6. Union of two classical sets. 

 

The union of two crisp sets includes all elements, which belong to either set, as seen 

in Figure 6. A union of sets “red shoes” and “running shoes”, will include all shoes, 

red OR running. In fuzzy sets, the union describes how much of the element is in 

either of the sets (Negnevitsky 2005, 100). A visual representation of the union 

operation of fuzzy sets can be observed in Figure 7. 

 

 

Figure 7. Union of fuzzy sets (Negnevitsky 2005, 101). 
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The membership function of the union D = A B, defined as a mathematical formula: 

 

         𝜇! 𝑥 = max{𝜇! 𝑥 , 𝜇! 𝑥 },    𝑥 ∈ 𝑋 

 

Using the previous example sets A and B: 

 

 A = {(0, 1),(1, 0.8),(2, 0.6),(3, 0.4),(4, 0.2),(5, 0),(6, 0),(7, 0),(8, 0)} 

 

 B = {(0, 0),(1, 0,5), (2, 0,7), (3, 0.9), (4, 1), (5, 1),(6, 1),(7, 1),(8, 1)} 

 

 

The union of these two sets can be considered as a set describing company 

trustworthiness OR anonymity, therefore union D = A⋃B is: 

 

 D = {(0, 1), (1, 0.8), (2, 0.7), (3, 0.9), (4, 1), (5, 1),(6, 1),(7, 1),(8, 1)} 

 

With this example, the maximum values from either of the sets are gathered to form 

the union set D. 
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3.4 Linguistic variable 
 

As presented in the 1975 study by Zadeh (cited in Stoklasa 2014, 44) linguistic 

variables formally take the form of a quintuple: (𝒱,𝒯 𝒱 ,𝑋,𝐺,𝑀), where: 

 

𝒱 = Name of the linguistic variable. 

𝒯 𝒱  = Set of linguistic values of  𝒱. 

𝑋 = The universe of discourse on which linguistic values of 𝒱 are defined as fuzzy 

subsets of 𝑋. 

G = Syntactic rule, usually in the form of grammar, used to create values of 𝒱 

M = Semantic rule which associates each linguistic term 𝒜 ∈ 𝒯 𝒱  with its meaning 

𝐴 = 𝑀 𝒜 ∈ ℱ 𝑋 . 

 

A linguistic variable is a “variable whose values are not numbers but words or 

sentences in a natural or artificial language.” Words and sentences tend to be much 

less specific than numerical values (Zadeh 1975, 201). Linguistic variables are at the 

heart of fuzzy systems, as we are able to compute with variables from our natural (or 

artificial) language. For example, the statement: ‘Exporter A is suspicious’ implies the 

linguistic variable ‘Exporter A’ takes the linguistic value ‘suspicious’. The value 

‘suspicious’ may have varying meanings from person to person and without knowing 

the context, one can not accurately say what this statement means. For the expert 

who knows ‘Exporter’, it will provide adequate information. In a fuzzy rule base 

system, taking the form of IF-THEN statements, the usage of linguistic terms could 

be as follows: 
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IF  under-invoicing is extremely high 

THEN  TBML risk is high 

 

IF  country of origin is slightly risky 

AND  complexity of trade is high 

THEN  suspiciousness is quite high 

 

To interpret fuzzy rules, there are two steps: first, the antecedent (the “if” part of our 

rule) is evaluated which involves taking the crisp input value, fuzzifying it and 

applying any necessary operations. The second is to apply the result to the 

consequent (in this case the “then” part), meaning that the outcome is specified as a 

result of the antecedent. The degree of fulfillment of the antecedent maps to the 

degree of membership of the outcome. If the antecedent is fulfilled to a degree of 1, 

meaning fully, then the degree of membership of the result to the outcome set, or 

consequent is also 1. As our antecedent rule contains multiple parts, the parts are 

calculated and an aggregated single value is resolved (Plemenos et al. 2008, 187-

188). 

 

An example of a visual representation of a linguistic variable is shown in Figure 8. In 

this case, the linguistic variable “price” takes values “normal”, “overpriced”, “very 

overpriced” and “extremely overpriced”. The ranges for these values are defined in a 

universe x(MV), MV meaning ‘market value’. The number 1 on the x-axis, meaning 

1*(MV), number 4 meaning 4*(MV) and so on. Membership to each interval is defined 

on an interval of [0, 1], 1 meaning strong membership, 0 meaning no membership. 

Let’s say we have a shipment, where the price of goods is valued at around the 

average market value, this would mean that our linguistic variable “price” has strong 

membership of value “normal” as we can determine the price is around 1 multiplied 
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by market value. This could be, 1.178 or 0.889 multiplied by the market value, which 

can still be determined to be roughly around the market value and should not cause 

any concern, as slight over or under valuations are completely normal and very 

commonplace. If the price were to be clearly over the market value, two or three 

times for example, it could be determined overpriced or very overpriced. In our 

example, anything above roughly 4.4(MV) is determined extremely overpriced and in 

a screening process should cause extreme suspicion. 

 

 

Figure 8. Example of a linguistic variable: price overvaluation. 

 

As mentioned, in the case of “Exporter A”, term meanings may vary, thus in a 

decision support system, the user should be well aware of the meanings of the 

linguistic terms used. Meanings can vary greatly depending on situation, context 

and/or people involved. To avoid confusion and failure of the system, these terms 

should be either defined by the user themselves, or if the system is based on the 

expertise of another person, or a collective one, they need to be explained very well 

to the user (Stoklasa 2014, 44-45). 
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4. Building a linguistic fuzzy system 
 

Negnevitsky (2005, 115) outlines one sequence of steps in developing a fuzzy expert 

system as follows: 

 

1. Specify the problem and define linguistic variables 

2. Determine fuzzy sets 

3. Elicit and construct fuzzy rules 

4. Encode the fuzzy sets, fuzzy rules and procedures to perform fuzzy inference 

into the expert system 

5. Evaluate and tune the system 

 

The first three of these steps are followed, as the length and data limitations of this 

study will not bend to facilitate a more complete system. Two case studies are 

examined and linguistic variables defined for the red flag indicators that indicated 

TBML. Next, prototype fuzzy sets are determined and fuzzy rules constructed. The 

attempt is to show how the process would go, if a more comprehensive model were 

to be built. The graphs presented are there to serve as a support to communicate the 

ideas in a broad sense, rather than offer accurate representations of mathematical 

values. In a real world system all presented linguistic variables, linguistic values and 

their ranges should be chosen by an expert or derived from data, if data is available. 
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4.1 Case: Brazilian syrup 
 

The source of this case information was the country of Brazil, it has been published 

by FATF (2006, 20). 

 

• A company “X” in Brazil has been conducting illegal activities, resulting in cash 

revenue. 

• Cash is smuggled out of Brazil by cash couriers and is deposited in the bank 

accounts of offshore companies controlled by X. 

• Funds are then transferred to accounts of numerous offshore shell companies 

and used to purchase syrup for soft drinks from X at highly inflated prices. 

• The purchased syrup is then sold on to legitimate companies at a significant 

loss. 

 

Proceeds of crime in Brazil were transferred to the bank account of a Brazilian 

company “X” through the use of offshore shell companies buying syrup at inflated 

prices from “X”. Weight and other physical characteristics of shipments remained 

unchanged, although the syrup was diluted to reduce its value from US$40 per liter to 

US$1 per liter. This is not possible to detect by a simple weight check of the 

shipment, but requires further examination of the consistency of the syrup. This is a 

case of misrepresentation of goods shipped, through false description. For purposes 

of demonstrating the use of fuzzy rules in a compact way, modifications are made to 

simplify the case. First, let’s assume that the price of the syrup was heavily inflated 

through means of over invoicing far past its fair market value and not through dilution 

of the product. Second, an additional feature is made, stating that the shell 

companies were located in a single medium-risk jurisdiction. 
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A number of red flags listed previously, would have been raised regarding this 

particular case. Possibly, many of them, in hindsight and only after further 

investigation. Red flag ‘1l’ describes sudden onset of payments, which in this case is 

highly possible as a number of offshore shell companies begin to make purchases. 

The use of front or shell companies described in ‘4a’, which makes it difficult to 

determine ownership ‘4e’. We do not have further information about the normal 

activity of the company, but it may be, that it does not regularly indulge in the sale of 

syrups, which would lead to fire red flag ‘3c’. If the products had been tested for 

consistency, it would have been found, that the syrup is diluted, causing red flag ‘3a’ 

to be raised, as there is a falsification of the quality of product. 

 

 

4.1.1 Modelling 
 

All linguistic variables are depicted, apart from one linear triangle, as trapezoidal 

linear fuzzy numbers, therefore their numeric ranges of values will have four value 

points to achieve a trapezoidal shape. Figures 9, 10 and 11 contain a graphical 

representation of the fuzzy sets of each variable graphed with FuzzME, a tool for 

creating fuzzy models of multiple-criteria evaluation and decision making.  

 

The primary problem in the case of Brazilian syrup is price of goods being overvalued, 

so first the linguistic variable “price overvaluation” is chosen. Next the linguistic 

values are determined: low, medium, high. The universe of discourse describes how 

many times over the fair market value the goods are invoiced. A dummy, crisp, value 

input of 0.8 is used in place of expert knowledge. 
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𝒯(price_overvaluation) = {(low),(medium),(high)} 

 

Numeric ranges of values, normalized to the interval [0, 1], where 0 means no degree 

of membership and 1, strong degree of membership: 

Low (L) : [0, 0, 0.3] 

Medium (M) : [0.2, 0.3, 0.6 0.7] 

High (H) : [0.6, 0.8, 1, 1] 

 

Figure 9. Fuzzy sets of 𝒯(price_overvaluation). 

 

The linguistic variables, their respective values and their ranges of values need to be 

chosen by a relevant expert. At this point, we do not have access to such data, thus 

we use dummy values. Such values serve as a space for where real data will be 

inputted. 

 

Next, the linguistic variable “country of destination” is chosen with possible values 

being: “low-risk”, “medium-risk”, “high-risk”. The universe of discourse describes 

country risk-level degree, which needs to be defined. It would be advisable to apply 

country-profiling techniques with the use of, for example, sanctions lists, non-
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cooperative jurisdictions lists, and free trade zone. The chosen risk level of the 

country of destination in our example gets the crisp value 0.5, due to the country 

complying with some AML standards, though it being unreasonably difficult to 

determine company beneficiaries. 

 

𝒯(country_of_destination) = {(low-risk), (medium-risk), (high-risk)} 

 

Numeric ranges of values, normalized to the interval [0, 1]: 

Low-risk (LR) : [0, 0, 0.1, 0.4] 

Medium-risk (MR) : [0.24, 0.3, 0.6, 0.7] 

High-risk (HR) : [0.5, 0.8, 1, 1] 

 

Figure 10. Fuzzy sets of 𝒯(country_of_destination). 

 

It is clear from the case description, that the sale of syrup by X was not only to a 

couple of shell companies. This indicates, that there may be a sudden increase in 

trade volume, abnormal to regular trading activity. The increased volume combined 

with the presence of shell companies and with the goods being shipped to a 
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potentially risky country, should provide extreme suspicion. Let 0.9 be the dummy 

data input for this variable. 

 

𝒯(volume_of_trade) = {(low),(medium),(high)} 

 

Numeric ranges of values: 

Low (L) : [0, 0, 0.2, 0.35] 

Medium (M) : [0.24, 0.3, 0.5, 0.65] 

High (H) : [0.5, 0.6, 1, 1] 

 

 

Figure 11. Fuzzy sets of 𝒯(volume_of_trade). 

 

By combining all the possible outcomes of the three input, one output system, we get 

a rule base of 27 rules, presented in Figure 12. First, the variable of 

price_overvaluation is held constant at “low”, then “medium”, then “high”. The tables 

are read as the following IF-THEN rule example: “IF 𝑣! is ‘L’ AND 𝑣! is ‘LR’ AND 𝑣! is 
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‘L’, THEN TBML risk is ‘VL’”. This is how the outcome is provided to the first cell in 

the first table of Figure 12.  

 

Example IF-THEN rules for first table, first cell: 

IF  volume of trade is low 

AND  country of destination is low-risk 

AND  price overvaluation is high 

THEN  TBML risk is very low; 

   

RULE BASE: 

𝒗𝟏 = volume_of_trade 

𝒗𝟐 = country_of_destination 

𝒗𝟑 = price_overvaluation 



 

 36 

 

Figure 12. Rule base tables. 

 

4.1.2 Interpretation 
 

One output (TBML risk) is provided from the presented tables in Figure 12, this 

output has five different possible outcomes: very low (VL), low (L), medium (M), high 

(H) or very high (VH). There are a total of five possible ways to reach the outcome 
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(VL) and two, to reach outcome (L). These two are excluded as ‘least concern’, as 

they have a very high possibility of providing false positives, as they contain little to 

no evidence of TBML. As previously noted by Khanna (2016, 7), false positives are 

an important challenge to take into account in detection. From this conclusion the 

following type of rule can be derived: 

 

RULE 1. 

IF  TBML risk is very low 

OR  TBML risk is low 

THEN  Case status: least concern 

 

The left over outcomes are assigned priority values, such that: medium (M) is ‘P3’, 

high (H) is ‘P2’ and very high (VH) is ‘P1’. ‘P1’ being of highest priority case and 

should definitely be checked further, while ‘P3’ being of lesser priority, but should 

also be checked regardless. As discussed before, the interpretation of fuzzy rules 

follows the idea that for the outcome, or consequent, the maximum degree of 

fulfillment of the antecedent will be considered the membership degree. 

 

To grasp an idea of how the presented rule base performs. Dummy input data, 

previously stated, are inserted and the output observed. If a case were to be handled 

by a screening expert, they would determine their values for each of our presented 

variables. As mentioned before, linguistic variables, linguistic values and their ranges 

should be chosen by an expert or derived from data, if data is available. Therefore, 

the expert knows exactly what each variable, value and range represents. 
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The presented data corresponds in our model in the following way: crisp input 0.9 for 

volume_of_trade corresponds to the membership function high to the degree of 1, 

country_of_destination input 0.5 corresponds to membership function medium risk to 

the degree of 1 and price_overvaluation input of 0.8 to the membership ship function 

high to the degree of 1. If the input corresponds to more than one membership 

function, then depending on the rule base, the operations union (OR) and 

intersection (AND) are used to acquire a single value. For instance, the crisp input 

0.25 for country_of_destination would map to membership functions low risk and 

medium risk at degrees of: 0.25 MR and 0.5 LR. This would require intersection or 

union operations depending on the antecedent. For our dummy data, the outcome of 

the scenario is formed from Figure 12. and presented in the form of the following rule: 

 

RULE 2. 

IF  volume of trade is high 

AND  country of destination is medium risk 

AND  price overvaluation is high 

THEN  TBML risk is very high; 

  case status: definitely check - P1 

 

The rule base presents numerous options for the same outcome, for instance, if 

price_overvaluation is high and just one of the two other variables is above the 

lowest value, the outcome is very high. It is possible to simplify our rules by the use 

of the union operation. Let ‘above low risk’ correspond to ‘MR or HR’ and ‘above low’ 

correspond to ‘L or H’, thus forming the following rule: 
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RULE 2.2. 

IF  price overvaluation is high 

AND  country of destination is above low risk 

AND  volume of trade is above low 

THEN  TBML risk is very high 

 

If it were the case that no data can be gathered regarding a variable, for instance, in 

the previous case there was no information about the price of the invoice regarding 

the shipment. This results in a situation, where the possible outcomes are: low if 

price_overvaluation is low, high is price_overvaluation is medium, very high if 

price_overvaluation is high. The suggestion being, as two of the possibilities are P2 

and P1 in priority, that the worst case is assumed. To further back this decision, 

Khanna (2016, 12) highlights the suspiciousness of poor quality data related to 

documentation of trades.  

 

To achieve proper validation, the presented model should be tested on real world 

cases of trades. Using a set of legitimate trades, as the data should result, in 

outcomes of ‘very low’ and ‘low’, thus these can be excluded from further 

investigation. A set of known TBML cases would be of most value. It would provide 

validation that the presented model in fact is capable of flagging suspicious cases as 

priority for further inspection, thus possibly resulting in newly detected cases, proving 

the value of such a system. In the case of showing, that the model is not capable of 

accurately flagging cases, further tuning of the linguistic variables, linguistic values 

and their ranges can be made until success is achieved. As the model is only a 

partial and mostly theoretical framework, it is suspected that data would provide proof, 
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that much is needed in terms of tuning. Furthermore, it would provide the opportunity 

to expand, in the form of additional variables and rules. 

 

5. Conclusions and future research   
 

This study provided an overview of the phenomenon: trade-based money laundering, 

covering methods, red flag indicators and a literature review. It introduced theory on 

fuzzy sets, fuzzy numbers, basic operations on fuzzy sets and linguistic variables. 

Lastly, these two spheres of study were merged into a prototypical framework of a 

decision support system, including a rule base, which was constructed using an 

example case study of TBML. 

 

The research question of this study was: “How to build a decision support system 

based on linguistic fuzzy modelling for screening of trade transactions for trade-

based money laundering schemes”. The question was answered through building the 

basis of a rule-based model. It became clear, that TBML as a research subject, and 

as a world phenomenon, is an intriguing challenging one to dissect. Data is difficult to 

obtain, as such knowledge is best not given out to the public, thus consequently also 

criminals to study and learn how to divert AML efforts. TBML as a world phenomenon 

is hazy. Jurisdictions show a lack of awareness and understanding of this particular 

type of money laundering. These aspects made the research question an interesting 

one. As far as to our knowledge, linguistic fuzzy modelling has not been applied to a 

decision support system in this particular field. The inherent fuzziness of forces 

affecting TBML detection makes such an application viable. 

 

While this study was by no means an exhaustive take on possible aspects of building 

a comprehensive application, it provided the theoretical basis which is necessary to 
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proceed to more advanced venture, along with examples on how these ideas can be 

used in further research. The process of acquiring live data is still ongoing, though 

looking promising. When and if this happens, it will be a very interesting opportunity 

to begin working on a more advanced model in the form of software. Real world data 

could disclose new aspects and possibilities that we may have not foreseen. Tuning 

the model to suit the needs of detection specialists seems an excitingly challenging 

endeavor. 

 

Automating the system by coding it into software is an obvious future research idea. 

A platform should be formed on which to build a larger rule base and tuned to fit the 

needs of screening officials in different parts of the world. It would also be interesting 

to study how such a system translates to different languages and how cultural 

differences play a part in modifying the meanings of linguistic variables used. 

 

The representation of model results in graphical term seems an interesting aspect to 

look into. Depending on how the graphical output is laid out, the effects on the user 

may present opportunities and challenges. In detecting cases it may be very 

important to acquire results quickly as to not hinder the speed of work, this will 

require extra attention to graphical output. This aspect of modelling was quite limited 

in this particular study, but should see more attention in future research. 
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