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Neljäs teollinen vallankumous on luonut murroksen digitaalisten teknologioiden esiinmarssille 

erityisesti teollisuusorganisaatioissa. Samalla se on luonut uudistumispaineita organisaation 

arvoketjulle ja tilaus-toimitusketjulle. Uudet sopeuttamistarpeet ovat tuoneet mukanaan paljon 

epävarmuutta uusista mahdollisuuksista, jotka vaativat organisaation resurssien 

muokkaamista ja päivittämistä digitaalisten tarpeiden mukaisiksi. Tämän pro gradu -tutkielman 

tarkoituksena on tutkia, millainen rooli big data -analytiikalla on arvonluonnin kannalta 

rakennetussa tapausympäristössä, joka koskee yhden suomalaisen 

prosessiteollisuusyrityksen tehtaan kunnossapito-organisaatiota. Samalla tutkimuksessa 

selvitetään, mitkä mahdolliset tekijät hidastavat digitaalisten teknologioiden hyödyntämistä, 

sekä kuinka hyvin big data -analytiikkaa voidaan hyödyntää ennakoivassa kunnossapidossa 

ja riskienhallinnassa.  

 

Empiirinen tutkimus on toteutettu laadullisena yksittäisenä tapaustutkimuksena. Empiirinen 

data kerättiin haastattelemalla kahdeksaa tapausympäristön henkilöä ja kerätty empiirinen 

data analysoitiin teemoittelulla. Empiirisen tutkimuksen tulokset osoittavat, että big data -

analytiikka on arvokas teknologinen resurssi organisaatiolle, jos sen avulla voidaan tuottaa 

faktapohjaista tietoa päätöksenteon tueksi. Lisäksi big data -analytiikka tukee muun muassa 

uusien innovaatioiden ja liiketoimintamallien syntymistä, auttaa tuotteiden palvelukonseptien 

muokkaamisessa, parantaa arvoketjun prosesseja ja lopputuotteen laatua. Suurimpana 

hidastavana tekijänä digitaalisten teknologioiden hyödyntämiselle on konservatiivisen 

organisaatiokulttuurin luoma muutoskynnys uusille ratkaisuille. Tällaisella 

organisaatiokulttuurilla on suora vaikutus osaamisen kehittämiselle, ja näin ollen 

toiminnalliselle kyvykkyydelle uudessa toimintaympäristössä. Big data -analytiikka sopii hyvin 

ennakoivaan kunnossapitoon ja riskienhallintaan. Näin ollen se auttaa odottamattomien 

riskien tunnistamisessa ennalta, mikä johtaa korjaavien toimenpiteiden toteuttamiseen ennen 

kuin riski on tapahtumassa. Lisäksi big data -analytiikka auttaa tilaus-toimitusketjun 

toimenpiteiden optimoinnissa, mikä puolestaan auttaa pitämään läpimenoajat tehokkaina ja 

varaosavaraston taloudellisena. Merkillepantavaa on se, että big data -analytiikka vaatii 

esineiden internetin (IoT) tuen toimiakseen parhaimmalla mahdollisella tavalla. 
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Industry 4.0 has created an abatis for the emerge of new digital technologies that especially 

consider manufacturing organizations. At the same time, it has created renewal requirements 

for organization’s value and supply chains. The new requirements have also brought 

uncertainty about the new opportunities which require modifications and upgrades for the 

current resource base in order to cope with the digital transformation. The aim of this master’s 

thesis is to identify what kind of role does the big data analytics has in terms of value creation 

in a chosen case environment which covers one maintenance organization of Finnish 

organization’s plant in a process industry. Respectively, the study aims to identify factors that 

are hindering the utilization of digital technologies, as well as big data analytics’ applicably in 

predictive maintenance model and in risk management. 

 

The empirical study is conducted as a qualitative singe-case study. The empirical data was 

collected by interviewing eight persons belonging to case environment. Empirical findings 

indicate that big data analytics is valuable resource for an organization, if it could provide fact-

based data that supports decision-making. Additionally, big data analytics has potential e.g. 

to create new innovations and business models, configure service concepts around products, 

improve value chain processes and the quality of end-product. The biggest hindering factor in 

the utilization of digital technologies at their maximum potential is the conservative 

organization culture which is not digitally oriented. This kind of organization culture has direct 

impact on the know-how development which is in line with functional capability within new 

technological environment. Empirical findings suggest also that big data analytics is applicable 

to predictive maintenance and risk management models because it facilitates to identify risks 

at their early stage which leads to implement repairing actions already before the risk occurs 

within the manufacturing equipment. In addition, big data analytics facilitates to optimize 

supply chain activities that would lead to efficient lead-times and economic inventories of 

spare parts. It is noteworthy that big data analytics requires support of internet of things (IoT) 

in order to act properly in a best possible way. 
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1 INTRODUCTION 

 

Smart manufacturing, digitalization, industry 4.0 and so forth; there are many terms to describe 

the most recent industrial revolution as a megatrend which combines, connects and integrates 

new digital technologies to each other in order to derive value with new opportunities for 

organizations in parallel with underlaying obstacles (Geissbauer, Weissbarth & Wetzstein, 

2016, 4). For manufacturing organizations this means embracing a new digitalized ecosystem 

where technologies, operations, people and customers are communicating with each other. 

This digital transformation has established a large-scale implementation of new technologies 

by the people that will increase production and digitalize the products themselves in order to 

serve end-customers in the best possible way. At the downstream of the value chain, the 

collaboration with suppliers have increased in a similar vein. (Geissbauer, Lübben, Schrauf & 

Pillsbury, 2018, 5-9) 

 

Data has become an important intangible asset with its multiple dimensions as part of the 

decision-making process which have been identified as volume, variety, veracity, variability, 

value, velocity and valence. These dimensions are not stable as their requirements change 

all the time which drives the data management capabilities. (Saggi & Jain, 2018, 763-764) 

Still, data as any other resource with complex and specific characteristics might rise a common 

uncertainty among the employees in terms of causal ambiguity about how further proceed with 

it (Reed & Defillippi, 1990, 89-90). Such uncertain conditions may have impact on the 

willingness to share information to stakeholders (Du, Lai, Cheung & Cui, 2012, 91). Therefore, 

one solution is provided through big data analytics that enables an organization to better 

control and analyze different kinds of datasets leading to a better decision-making and 

improved processes. (Ramannavar & Sidnal, 2016, 293, 296) In turn, big data analytics utilizes 

different techniques of optimization, statistical analyses, simulation and modeling to provide 

support toward desired organizational goals (Tiwari, Wee & Daryanto, 2018, 321). 

 

To manage the novel digital shift correctly in order to face new requirements for industry 4.0, 

manufacturing organizations have faced new threats considering the existing resource base. 

One is that the current skills need to be developed and orientated accordingly to reach best 

valuable knowledge to cope alongside the fast-technological development. (Mangelsdorf, 

2015, 96) A recent study conducted by Geissbauer et al. (2018, 9, 14, 48-49) indicates that 

digital culture and strategy orientation in a global-scale varies a lot, which is a direct link to the 

skills and knowledge development. There is clear differentiation between analog and digital 
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organizational cultures. Two-thirds of the 1,155 companies around the world lacks the digital 

culture and a clear vision of the industry 4.0’s opportunities, and only 27 percentages of the 

same sample agreed that their employees have upgraded their skills according to this digital 

shift. This has led in practice that Asian region has mastered the digital opportunities best (17 

percentages) whereas America lags with 11 percentages and Europe with five percentages. 

(Geissbauer et al., 2018, 9, 14, 48-49) 

 

One major line digital technology is internet of things (IoT) which is often a base for other 

digital technologies that connects different devises together through an internet connection to 

establish a communication between these devices (Atzori, Iera & Morabito, 2010, 2787). By 

the end of 2025, it is estimated that manufacturing plants, their processes and equipment are 

under $3.7 trillion impact of IoT upgrades that focuses on operations and inventory 

optimization, predictive maintenance, security and health (Manyika, Chui, Bisson, Woetzel, 

Dobbs, Bughin & Aharon, 2015, 7). What comes to predictive maintenance, the industry 4.0 

has enabled a digital transformation to detect manufacturing equipment malfunctions and 

defects at their early stage in order to avoid unwanted breakdowns and downtimes before 

their possible occurrence. Thus, repairing actions could be implemented more precisely. (He, 

Gu, Chen & Han, 2017, 5841) In turn, whenever next malfunction could be identified and fixed, 

it automatically extends the equipment life-cycle by reducing maintenance costs and 

improving equipment reliability and quality (Sakib & Wuest, 2018, 268-269).  

 

The types of big data analytics are distinguished into three major lines: descriptive, predictive 

and prescriptive (Sivarajah, Kamal, Irani & Weerakkody, 2017, 266). These types are 

frequently used in risk management to provide valuable insights through simulations that 

supports the managerial decision-making. Therefore, organizations can create risk profiles 

and analyses easier through the big data analytics as it is capable to provide analyzes related 

to risk identification, risk assessment, risk treatment and risk control. (Schlüter, Diedrich & 

Güller, 2017) For the predictive maintenance, big data analytics would bring support to 

establish a desired metrics to run manufacturing processes and to create maintenance 

schedules. Based on the big data analytics type, the classification of the next possible risk 

could be identified but also localized in the manufacturing equipment (Goel, Datta & Mannan, 

2017, 1145-1146). In addition, big data analytics facilitates to reduce lead-times and to 

optimize inventories and logistics related to the products like spare parts and components 

(Tiwari et al., 2018, 324-327). 
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This thesis aims to generate further implications for deeper understanding of the big data 

analytics potential within a manufacturing environment among the other technologies. Since 

the theoretical implications already may suggest that industry 4.0 is affecting inevitably to 

business ecosystems, it can’t be neglected in any circumstances. As the theoretical 

implications further suggest that maintenance function should reshape its resource base which 

requires establishment of new capabilities to be implemented. The capability to recognize new 

opportunities is crucial, and what are required to seize them, are the big questions. Therefore, 

this thesis aims to expand the current knowledge of the topic and further suggests 

development points which could be utilized by others interested from the field.  

 

1.1 Research questions and objectives 

 

This study has three objectives and three research questions. Each of the objectives is 

approached first through the literature and theories which compared to analyzed empirical 

findings that are found through the conducted interviews. The first objective of this study is to 

identify the underlaying value of the digital technologies to be valuable resources for 

organization and to digital supply chain (DSC). The aim is set at to approach the subject from 

the resource perspective as a value creating factor. Therefore, the first objective aims to 

identify what kind of resources are required for the utilization of digital technologies, and what 

kind of proposals they provide if they are correctly utilized. For instance, the impact of 

utilization of digital technologies considers also DSC itself, but also it links and connects the 

focal organization to its external stakeholders. Hence, DSC provides the approach to 

information sharing outside the organizational boundaries through applied the digital 

technologies. In order to keep the study comprehensive and focused, big data analytics (BDA) 

was selected to be the target application to be utilized for the first research question. However, 

it doesn’t mean that other digital technologies cannot be totally forgotten apart from the BDA, 

because they have significant role to beside it. Thus, other relevant digital technologies are 

mentioned occasionally. Therefore, the first research question is formulated as follows: 

 

1) What kind of value does the utilization of big data analytics create to an organization 

and to digital supply chain?  

 

The second objective of this study is the opposite to the first. It aims to identify what kind of 

obstacles are hindering the utilization of the digital technologies, and thus, also value creation. 

In other words, what kind of bottleneck items are existing for value creation through digital 

technologies. The identified hindering factors propose the improvement areas for the focal 
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organization and to stakeholders which could be coined as benefits if they could be overcome. 

The objective is set at more general level, so it includes big data analytics and other related 

technologies all together that are discussed theoretically. Furthermore, the second research 

question facilitates to argue technological maturity level also in general level. Therefore, the 

second research question is formulated as follows:  

 

2) What kind of obstacles are hindering the maximized utilization of digital technologies 

and its models?  

 

The third objective of this study is to discover the underlaying potential of big data analytics 

and its methods’ applicability for the concepts of predictive maintenance and risk management 

in practice. The objective aims to test big data analytics’ potential for a particular organizational 

function from a risk management’s perspective. The approach is two folded: big data analytics 

at manufacturing processes related to the equipment and maintenance activities, and the 

supply chain activities. Predictive maintenance has been chosen as a target concept because 

it provides concrete evidence how big data analytics could predict risk occurrences in an 

industry 4.0 settings. Therefore, the third research question is formulated as follows: 

 

3) How the utilization of big data analytics’ models can be applied in predictive 

maintenance and risk management? 

 

1.2 Methodology and data collection 

 

This study is conducted as a single-case study which is suitable approach for qualitative 

studies. Single-case studies represents a unique or rare conceptual setting in a real-life 

context of a phenomenon which is not widely explored before. (Saunders, Lewis & Thornhill, 

2009, 146) Since the big data analytics’ potential as a valuable technological resource in the 

existing literature has been largely supported, this study aims to test and provide similar 

settings targeted at one organization’s maintenance function operations in a manufacturing 

plant in a real-life situation. Hence, this single-case study looks forward to providing evidence 

of the digital technology advancement and its opportunities localized at one particular area in 

a particular time.  

 

The literature review of this study represents the base for the empirical data collection, which 

is utilized to construct semi-structure interviews. The semi-structured interviews categorize 

the interview under predefined themes according the studied areas. The semi-structured 
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interviews allow the interviewees to answer questions more openly without specified answer 

alternatives, which makes the interview situation more individualized. (Eriksson & Kovalainen, 

2016, 93-95) In total eight semi-structured interviews were held during October to December 

2018. Four of interviews were held to for environment’s maintenance personnel, and another 

four were held for the same maintenance function’s suppliers. The conducted semi-structured 

interviews’ objective was to bring insights for the research questions of this study. Four 

different themes were created which are discussed in detail in chapter 4.2. 

 

1.3 Theoretical framework 

 

This section describes the theoretical framework of this study. Theoretical framework 

establishes the relationship between the theoretical and empirical parts of the study (Dubois 

& Araujo 2007, 171) that is visually demonstrated, by embedding central concepts, practices 

and ideas under the same context (Eriksson & Kovalainen, 2016, 327). Hence, the theoretical 

framework of this study is concentrating on the value creating perspective through the 

resources, which is in line with the research questions and the objectives of this study. 

Therefore, resources, value and value creation are frequently appearing concepts throughout 

the study. The primary target resource is established around big data analytics. The theoretical 

implications are set around one particular maintenance function of an organization in the 

empirical part. Therefore, the theoretical implications could be compared to empirical findings. 

The figure 1 presents the theoretical framework of this study.  

 

 

Figure 1. Theoretical framework of the study 
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The most important term in this study is value. According to Walter, Ritter and Gemünden 

(2001, 366) value is “a trade-off between benefits and sacrifices” as a distinction in a business 

relationship of what the firm gains as benefits when particular sacrifices are made. As the 

figure 1 suggests, the theoretical implications proceed as a process. Thus, the basic 

assumption is that the value creation is generated by combining resources (Borys & Jemison, 

1989, 241; Forsström, 2005, 17-19). Resources could be anything between strengths and 

weaknesses that organization owns (Wernerfelt, 1984, 172) in terms of processes, 

capabilities, knowledge and skills (Barney 1991, 101). The resource categories are classified 

into physical, human, organizational, financial, technological, reputational (Grant, 1991, 119), 

legal (Hall, 1993, 608-609) and relational (Hunt, Lambe & Wittmann, 2002, 31) resources. 

Resources are divided into tangible (e.g. plant and equipment) or intangible (e.g. organization 

culture and employee know-how) assets (Michalisin, Smith & Kline, 1997, 364; Hall, 1992, 

135-136). Together the resources create a heterogeneous and immobile resource-based view 

(RBV) of an organization that is driving the competitive advantage of the organization (Barney, 

2011, 120-121). Hence, the figure 1 suggests that theoretical assumptions in this study are 

generated around big data analytics (BDA) as a technological resource that requires 

combining other organizational resources from the resource base in order to utilize it. Thus, 

the utilization of big data analytics will lead to new value proposals for the organization and 

digital supply chain (DSC). 

 

However, resources can’t stand still and alone, for instance, they need capabilities for 

deployment (Amit & Schoemaker, 1993, 35). Capabilities stand for organization’s ability to 

perform a desired activity (Collis, 1994, 145) which is strongly linked to business processes 

that are providing the competitive edge (Stalk, Evans & Shulman, 1992, 65). Additionally, 

capabilities are strongly people dependent: cultural capabilities enable the organizational 

ability to learn, change and react which leads to functional capability to execute actions based 

on the skills, experience and knowledge that are developed through cultural capability. Hence, 

the theoretical assumptions through the framework are based on that big data analytics 

requires digitally oriented organizational culture to perform relevant actions related the 

utilization of BDA by people in the predictive maintenance setting. In this sense, the actions 

are strongly linked to risk management within the manufacturing environment, but also in DSC. 

 

Dynamic capabilities (DC) consider organization’s routines as processes that utilize resources 

continuously to integrate, modify, receive and exploit them to be adapted into changing market 

environment to meet new requirements (Eisenhardt & Martin, 2000, 1107).  On the other hand, 

DC are sensed and achieved through continuous organizational learning by gathering 
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experience that could articulated and utilized in terms of knowledge (Zollo & Winter, 2002, 

340-343) which are renewed by building because they cannot be bought from the market. 

(Teece, Pisano & Shuen 1997, 529). Thus, the theoretical arguments are placed on that the 

organization has managed to sense new requirements coming from the industry 4.0, i.e. 

outside the organization boundaries, which are required to be integrated into the predictive 

maintenance processes which are related to the utilization of BDA. Similarly, the existing 

resource base is estimated to be upgraded according the industry 4.0 requirements. 

 

As the predictive maintenance operates in the manufacturing interface within an organization, 

it could be argued that figure 1 could be partly embedded into Porter’s value chain (1985, 38-

43) thinking where primary organization activities are linked to product manufacturing, and 

support activities are linked to primary activities by providing resources. At each activity 

interface, a value will be added within the manufacturing input that is affecting on the final 

output of the product which can be coined as value activities. As the technology development 

presents one support activity, it can be coined to industry 4.0 context as the novel technology 

advancement that is narrowed around BDA’s potentiality. The information sharing is essential 

character in value chain, and thus also in the presented theoretical framework, because it 

coordinates the resource allocation more efficiently (Porter & Millar, 1985, 152-154) that is 

related to the BDA utilization within predictive maintenance environment, but also to DSC.  

 

1.4 Limitations 

 

Single-case studies represents a unique and rare phenomenon in real-life by combining 

abstractive and concrete elements (Yin, 2003, 40-41, 55-56). Generalizability of the findings 

refers to their applicability and extensibility to other contexts (Saunders et al., 2009, 158; 

Eriksson & Kovalainen, 2016, 307). This study is conducted as a qualitative single-case study 

around one particular maintenance environment at one specific manufacturing plant. The 

maintenance function belongs to globally operating Finnish process industry organization with 

large scale of forest product portfolios. The manufacturing plant of the case is located in 

Finland and it produces only one product. Hence, it is necessary to exclude other branches 

and their products, and other functional departments within organization which makes the 

case environment more limited and compact. Thus, generalizability of the results is linked to 

only one phenomenon that are almost impossible to transfer other settings. Hence, the study 

enables more localized and specific information about current technological advancement and 

the resource base because the different maintenance functions will be operating differently in 

practice. Furthermore, the case environment is not static, which suggests that the resources 
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and organizational structures change over time. Therefore, the settings in the case 

environment is discussed in its present condition, and the results will be less valid in the future 

which makes the study more limited. 

 

According the aims and the structure of this study, the big data analytics (BDA) represents the 

selected digital technology to be suggested as valuable technological resource. Its potential 

could be tested for multiple purposes within businesses which most likely will derive out 

different value proposals. In addition, internet of things (IoT) was selected as additional and 

supportive technology to aid BDA’s value creation. Thus, other relevant digital technologies 

are excluded although they might be valuable technological resources as well to focal 

organization and digital supply chain (DSC), as they will have different benefits and barriers 

in the utilization. However, in this study the utilization of BDA has been limited to only consider 

organizational level a little, but more largely to consider maintenance function’s responsibility 

areas of condition monitoring (CM) related to the manufacturing equipment, but also other 

relevant manufacturing processes and spare parts’ supply chain. In a similar manner, the risk 

management is adapted according to previous areas by excluding other functional and 

applicable areas, although it is certain that any kind of risks are appreciated to be avoided in 

practice. 

 

1.5 Structure of the study 

 

This study has divided into four parts as the figure 2 below indicates. Chapter one considers 

introduction part in terms of background details of the study, research questions and related 

objectives of this study, justifications for methodology and data collection, arguments for 

theoretical framework and the limitations considering this study. Theoretical part starts from 

chapter two that considers industry 4.0 and ends to chapter three that considers risk 

management.  
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Figure 2. The structure of the study 

 

Chapter four begins the empirical part of this study. First, the case environment is presented 

and right afterwards methodology and data collection are discussed thoroughly. Next, the data 

analysis is treated in terms of thematic analysis that provides insights extracted from the 

collected empirical data. Finally, the central empirical findings are presented and summarized 

at the end of empirical part.  

 

Chapter five ends the study. First, empirical findings are compared to theoretical implications 

that were presented in chapters two and three. Then, the answers to research questions are 

discussed which were stated in chapter 1.1. After that, the reliability and validity of the study 

are being emphasized in detail in parallel with the reviewing the limitations and future research 

suggestions. Finally, the conclusions are provided.  
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2 INDUSTRY 4.0 

 

Industry 4.0 or fourth industrial revolution illustrates a technological advancement towards 

digital and smart technologies which allow different systems and devices to capture, manage 

and analyze in real-time an enormous amount of data for further interaction and 

communication with each other (Strange & Zucchella, 2017, 174). Additionally, human-

machine relationships increase when robots are capable to do more human work (Gilchrist, 

2016, 11). Key instruments to describe industry 4.0 are cyber-physical systems (CPS), 

Internet of things (IoT), Internet of services (IoS) and smart factories (Hofmann & Rüsch, 2017, 

24-25). Such components are especially improving organization’s productivity by efficient 

resource utilization and allocation, but also shortening product and service developments. In 

addition, customer’s individualized requirements are contributing to differentiate 

organizational processes tied to production input of the products and services. At the same 

time, organization’s fast decision-making capability has become a priority in parallel with more 

predictive and proactive business models. (Salkin, Oner, Ustundag & Cevikcan, 2018, 4) 

Further, Zippel (2018, 15-16) clarifies that industry 4.0 is all about the fundamental 

understanding of the organizational processes and structures within value chain and how 

people can be innovative and creativity in parallel with new technologies. This could be coined 

also towards developing and implementing digital culture and mindset (Geissbauer et al., 

2018, 48-49). 

 

Industry 4.0 provides also new incentives to consider diversification of new opportunities to go 

beyond organization boundaries, but also techniques to cope with the new technologies and 

trends (Ganzarain & Errasti, 2016, 1122). This is supported by Lasi, Fettke, Kemper, Feld and 

Hoffmann (2014, 240-241) who argues that industry 4.0 creates opportunities to integrate (1) 

physical and software systems, (2) branches and economic sectors, (3) other industries and 

(4) dynamic value creation networks. Such a horizontal integration gathers data and connect 

suppliers, processors, dealers, retailers and end-users under the same information system to 

manage information according the supply chain (SC) activities (Saucedo-Martínez, Pérez-

Lara, Marmolejo-Saucedo, Salais-Fierro & Vasant, 2018, 790). Mangelsdorf (2015, 96) 

reminds that industry 4.0 puts a pressure to develop new skills and capabilities to cope with 

the technological development. 
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Further, value creating factors of an organization’s business should be re-evaluated to identify 

and manage bottleneck and success areas during the industry 4.0. In doing so, technological 

maturity level could be acknowledged. (Baur & Wee, 2015) Then an organization can monitor 

its technological innovativeness to become an agile organization as long as it is data-driven 

(Zippel, 2018, 14). Three perspectives of industry 4.0 maturity levels are compared in detail in 

table 1 below. 

 

Table 1. The descriptive angles of industry 4.0 maturity levels. 

Stage Gärtner, 2018, 33-35 
Ganzarain & Errasti, 
2016, 1124 

Geissbauer et al., 2018, 55,59,61 

1 

Computerization: lack of digital 
interfaces, information 
technologies are corresponding in 
isolation, which are managed 
manually. 

Initial: lack of 
knowledge and vision of 
industry 4.0 
opportunities. 

Digital Novice: Operational silos 
that are not connected. Isolated 
applications at operational or 
department level. 

2 

Connectivity: minor information 
technology components are 
connected to core business 
processes, lack of full integration. 

Managed: draft of 
industry 4.0 roadmap 
linked to strategy is 
existing. 

Digital follower: functionality 
connected to different practices. 
Only a little horizontal integration. 
Some departments closely 
collaborate. Culture and labor not 
digitally oriented. 

3 

Visibility: embedded sensors are 
capturing and monitoring data in 
processes. Real-time data 
recording and KPI’s. 

Defined: key value 
driving factors are 
identified (resources & 
customers). 

Digital innovator: cross-functional 
practices: people and technology 
ecosystems are connected, and 
information is exchanged via 
integrated platforms. 

4 

Transparency: root causes are 
identified; rapid data analyses are 
conducted for complex decision-
making. Dependencies are 
identified between events. 

Transform: industry 4.0 
strategy has been 
implemented, and 
concrete project plans 
are drawn and executed. 

Digital champion: Completely 
integrated people, customer, 
technology and operation 
ecosystems and networks. Strong 
digital culture and willingness to find 
new opportunities continuously. 
Active technology leveraging. 

5 

Predictive capacity: data 
storages are held to predict future 
events. Calculations and 
development to reduce risk 
occurrence. 

Detailed business 
model: launch of new 
business model 
according to the results 
gained from industry 4.0 
projects. New valuable 
insights gained and 
utilized. 

- 

6 

Adaptability: continuous data 
adaptation from the automated 
processes and actions to support 
fast decision-making. Shorter 
lead times and better 
performance. 

- - 

 

The shift to industry 4.0 encourages to seize new innovations that might easily lead to an 

immaturity balance between existing and new innovations (Westerlund, Leminen & 

Rajahonka, 2014, 13). Ganzarain and Errasti (2016, 1124) provides a systematical approach 

to evaluate organization’s technological maturity level and especially its capability to move 

forward towards industry 4.0’s offerings. As the figure 3 illustrates, first stage is that 

organization has to establish a vision of the desired new technological condition. By then 
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organization has recognized that its resources and understanding of industry 4.0 opportunities 

are supporting the potentiality to shift towards industry 4.0. (Ganzarain & Errasti, 2016, 1124) 

Gärtner (2018, 33) emphasizes more accurately that organizational structure, culture, 

resources and information systems (IS) should be determined in the first place and how the 

vision fits among them.  

 

Figure 3. Major stages toward industry 4.0 adapted and modified from Ganzarain & Errasti 
(2016, 1124) 

 

Stage two draws a roadmap to the desired industry 4.0 condition. A digital strategy has been 

formulated including definition of challenges and objectives, creation of guidelines to be 

followed and creation of achievable steps (Rauser, 2016, 11). Roadmap generates a definition 

and assessment of new business case (Penthin & Dillmann, 2015). An organization has 

familiarized a technology portfolio when the new resources and capabilities are 

acknowledged. This mitigates the strategy implementation, aligns the processes accordingly 

and identification of value creating factors in the new technological frames. (Ganzarain & 

Errasti, 2016, 1125) 

 

The third stage enacts the desired industry 4.0 models into projects and practices in a timely 

manner (Ganzarain & Errasti, 2016, 1125). By then, an organization has established the 

frames around the new technological condition, and it is time to test it and launch possible 

prototypes. Furthermore, particular simulations and scenarios are modeled in order to 

recognize its functionality and also defects. (Zippel, 2018, 18) Also, enacting projects enables 

an efficient risk assessment, because new technological paradigm brings uncertainties. By 

creating case scenarios and utilizing a desired key performance indicator (KPI) hierarchy 

profile, an organization can be more aware of risk types and their occurrence. This facilitates 

a return to earlier stages to configurate the variables if it is needed before implementing it into 

practice. (Niesen, Houy, Fettke & Loos, 2016, 5068-5071) 
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2.1 Digital supply chain (DSC) 

 

According to Büyüközkan and Göçer (2018, 157) “digital supply chain (DSC) is a smart, value-

driven, efficient process to generate new forms of revenue and business value for 

organizations and to leverage new approaches with novel technological and analytical 

methods”. The emerge of these digital technologies have disrupted traditional SC to become 

more digitally oriented (Hanifan, Sharma & Newberry, 2014, 2-3). Therefore, DSC has 

converted SC to more data centric concept which is managed by transparent and efficient 

information processing, and sharing goes across the organization specific operational silos, 

and thus, is mitigating the connectivity to other DSC partners (Raab & Griffin-Cryan, 3, 2011). 

Logically, DSC is an outcome of combination of elements included into industry 4.0, 

integration, collaboration, coordination and digital technologies (Iddris, 2018, 47). It is 

inevitable true that DSC is transforming business models, structures, skills and capabilities of 

an organization requiring simultaneously continuous learning and adaptation of new 

technological recommendations in order to cope with technological pace (Hu & Monahan, 

2015, 95-96). This leverages organization’s willingness to seek investments into new 

technologies in order to build appropriative capabilities and core competencies, to create value 

and to stay profitable (Fitzgerald, Kruschwitz, Bonnet & Welch, 2013, 4).  

 

2.1.1 Trends and features of DSC 

 

DSC is boosting technological breakthroughs, changing attitudes and expectations among 

people, decreasing the barriers to entry markets, and offering availability of incredible amount 

of venture capital (Schreckling & Steiger, 2017, 5). Logically, when industries are digitally 

remastering, the same does apply to organizations and their products and services (Raskino 

& Waller, 2015, 32-34, 37-39). DSC neglects more the physical product centrality aiming more 

at intangible data-driven solutions and opportunities. Therefore, DSC guide organizations to 

pursue business process automation enabling organizational flexibility to allocate resources 

more alternatively for different targets. (Raab & Griffin-Cryan, 3, 7, 2011) Further, automated 

processes consider automated decision-making allowing DSC partners to implement 

mechanisms like self-optimization and self-organizing that requires digital connectivity. 

Increasingly new value creating activities are identified through the technologies which 

enables a discovery of new value propositions. (Pflaum, Bodendorf, Prockl, & Chen, 2017, 

4179; Hoffman & Rüsch, 2017, 25) According to Rogers (2016, 91) the role of data has 

become valuable intangible asset because of the shift from analog to digital paradigm as the 

table 2 illustrates.  
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Table 2. The shift of data from analog to digital era adapted and modified from Rogers (2016, 
91) 

Analog Digital 

Data is difficult, time consuming and expensive to 
generate. 

Data is generated simultaneously everywhere. 

Data is difficult to store and manage. Data is difficult to transform into a valuable information. 

Obtaining and using structured data is valuable. Obtaining and using unstructured data is valuable. 

Data management in operative silos. Data is creating value across the silos. 

Data usage for process optimization. Data an intangible asset driving value. 

 

Indeed, data as a source of information does create value in a very different way than do 

products or services in a value chain, and thus also in DSC. The idea is that value is created 

when information gathered from transactions or events is utilized for future purposes to modify 

those particular transactions or events. (Raynor & Cotteleer, 2015, 51-52) It can be drawn by 

now that DSC declines more manual work whereas automatic work increases and reduces 

human error occurrence rates. This considers reduction in manual transactions which are 

occurring in the processes only when the data is available and well managed. Increasingly 

DSC enables technological integration which enables efficient information processing and 

sharing between systems and operators among DSC partners regardless their geographical 

location. (Korpela, Hallikas & Dahlberg, 2017, 4183) 

 

2.1.2 Information sharing 

 

Conventionally information sharing has discussed of dyadic partnerships which has later 

extended to consider the whole SC and network (Kembro & Selviaridis, 2015, 456). Therefore, 

information sharing is the most critical part of the supply chain management (SCM) since its 

purpose is to coordinate activities related to take and deliver final product or service to the 

right place, at right time and with a correct price and number of units which is known as just-

in-time (JIT) (Zhang & Chen, 2013, 186). In other words, information sharing belongs to 

information flow that coordinates material and financial flows between systems, people and 

organizations within SC (Lotfi, Mukhtar, Sahran & Taei Zadeh, 2013, 299-300). A prerequisite 

for information sharing is that there is information available whilst it is needed by focal 

participants between downstream and upstream of a SC (Teunter, Babai, Bokhorst & 

Syntetos, 2018, 1044). Another prerequisite is that SC partners should be connected to each 

other in order to share information (Fawcett, Osterhaus, Magnan, Brau & McCarter, 2007, 

359) that considers operational, tactical and strategic levels (Montoya-Torres & Ortiz-Vargas, 

2014, 347). 
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Information sharing demonstrates a focal organization’s intention to make availability of the 

strategic and tactic data to other entities of the SC (Mentzer, DeWitt, Keebler, Min, Nix, Smith 

& Zacharia, 2001, 8). Likewise, information sharing applies to order, operational, strategic and 

competitive information sharing layers depending on the degree of partnership level 

developed in the collaboration (Du, Lai, Cheung & Cui, 2012, 90). Therefore, information 

sharing considers always some degree of collaboration which refers to a management of 

mutually shared activities to pursue desired objects which are established between SC 

members (Montoya-Torres & Ortiz-Vargas, 2014, 344). The following table 3 provides two 

approaches to categorize types of information sharing. 

 

Table 3. Shared information types within SC 

Montoya-Torres & Ortiz-Vargas (2014, 347) Lotfi et al. (2013, 300-301) 

Processes Inventories 

Inventories Sales data 

Resources Sales forecasting 

Demand Order information 

Planning Product abilities 

Production Exploitation of new products 

 
Other information (e.g. quality, metrics and 

parameters of functions and plans) 

 

Information technology (IT) plays a critical role of information sharing within SC by enabling 

the connection to SC members with build infrastructure and capabilities (Du, et al., 2012, 90). 

This does apply to DSC integration (Büyüközkan & Göçer, 2018, 172) which considers a new 

business economy discovery starting from (1) business model development, (2) information 

model platforms’ construction, (3) innovating new business process standards to connectivity 

and (4) acquisition of service models to transfer data beyond operators and systems (Korpela 

et al., 2017, 4184).  

 

Instead of IT, integration, connectivity and collaboration as information sharing elements within 

SC, there is always existing a focal organization’s willingness to share information as a human 

mind behind it (Fawcett, et al. 2007). Therefore, willingness to share information is based on 

a contemporary social and psychological evaluations made by people, since the information 

sharing involves a transfer of expertise and knowledge of an organization (Raban & Rafaeli, 

2007, 2368). In addition, willingness to share information leverages strongly collaboration’s 

strength since it has an impact on actors of business processes and decision-making 

(Montoya-Torres & Ortiz-Vargas, 2014, 346). Hence, the willingness to share information is 

always a matter of trust and commitment built in the collaborative relationship (Kembro & 

Selviaridis, 2015, 457). In addition to commitment and trust, Zaheer and Trkman (2017, 422) 

emphasize that willingness to share information does consider also power relations. They 
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continue by stating that power relations consider the balance of the degree of resources 

owned by SC member in comparison to another. Information quality does matter also when it 

is shared, since the value of the information vanishes off if information does not contribute to 

accuracy, reliability, right format and timing (Kembro & Selviaridis, 2015, 457). Reciprocity, for 

instance, relate to the expectations of good gesture to happen from another SC member after 

the focal organization has contributed to deliver a favor in terms of shared information 

(Haeussler, 2011, 108). In the end, an organization has to decide at any particular moment 

whether to share or not to share information (Du et al., 2012, 91).  

 

As the data amount increases all the time, organizational awareness might come more limited 

as an intention to share information (Kembro & Selviaridis, 2015, 455), which makes trust 

more uncertain and blurring subject of articulation in terms of information security and 

confidentiality (Gantz & Reinsel, 2011, 8). These questions have increased their significance 

because nowadays information sharing considers a lot of ownership of data and information 

(Du et al., 2012, 91). Increasingly, as the internet-based technologies change simultaneously 

the amount of information’s availability, information ownership becomes more unclear, and 

thus into some extent less sharable. More recently, Gubisch (2018, 28-30) suggest that during 

the digital era, the ownership of data and information is most commonly owned the party who 

has generated it. He further suggests that information and data ownership could be 

harmonized with neutral platforms into which has an easy access from every SC member. 

 

2.1.3 Benefits and barriers of information sharing 

 

Information sharing through integrated IT enables an organizational capability to be more 

collaborative, agile and responsive to react rapidly to unexpected turn of events occurring 

within the supply chain (Hudnurkar, Jakhar & Rathod, 2014, 195). Collaboration within SC has 

been proven to enhance effectiveness and profitability of a focal organization. By then, SC 

members do share information as a primary mechanism to solve problems, to leverage 

resources, to measure performance and to jointly do planning. (Min, Roath, Daugherty, 

Genchev, Chen, Arndt & Richey, 2005, 241) The effects of SC information sharing vary 

between immediate and long-term perspectives (Kembro & Selviaridis, 2015, 455). As a result, 

information sharing whenever related to collaboration is the key driver to enhance e.g. the 

cost reduction, performance, profitability, sustainability (Khan, Hussain & Saber, 2016, 208), 

reduce lead-times and improve value delivery (Teunter et al., 2018, 1044) resource utilization 

(Lotfi et al., 2013, 301) and provide more flexibility (Hudnurkar et al., 2014, 190, 195). A more 

throughout summary of the benefits of information sharing within SC are presented in table 4. 
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Table 4. Benefits of information sharing within focal organization and SC partners 

Benefits Source authors 

Improved performance and efficiency 

Zhang, van Donk & van der Vaart, 2011; Khan et al., 2016; Min, et al., 2005; 
Kembro & Selviaridis, 2015; Mourtzis, 2011; Teunter et al., 2018; Fawcett et 
al., 2007; Montoya-Torres & Ortiz-Vargas, 2014; Zaheer & Trkman, 2017; Du 
et al., 2012; Hudnurkar et al., 2014; Fawcett et al., 2008 

Operations’ cost reductions and 
increased revenue 

Khan et al., 2016; Min, et al., 2005; Lotfi et al., 2013; Kembro & Selviaridis, 
2015; Mourtzis, 2011; Montoya-Torres & Ortiz-Vargas, 2014; Haeussler, 
2011; Du et al., 2012; Hudnurkar et al., 2014; Fawcett et al., 2008; Wu, 
Chuang & Hsu, 2014; Shaw, 2000 

Improved productivity 
Lotfi et al., 2013; Mourtzis, 2011; Fawcett et al., 2007; Du et al., 2012; Fawcett 
et al., 2008 

Improved profitability 
Min et al., 2005; Lotfi et. al., 2013; Khan et al., 2016; Mourtzis, 2011; Fawcett 
et al., 2007 

Improved sustainability aspects Khan et al., 2016 

Better resource utilization 
Lotfi et al., 2013; Min et al., 2005; Kembro & Selviaridis, 2015; Mourtzis, 2011; 
Fawcett et al., 2007; Montoya-Torres & Ortiz-Vargas, 2014; Haeussler, 2011; 
Du et al., 2012; Fawcett et al., 2008; Shaw, 2000 

Enhanced collaboration & mutual 
benefits 

Du et al., 2012; Min et al., 2005; Lotfi et al., 2013; Mourtzis, 2011; Zhang et 
al., 2011; Fawcett et al., 2007; Korpela et al., 2017; Montoya-Torres & Ortiz-
Vargas, 2014; Zaheer & Trkman, 2017; Du et al., 2012; Hudnurkar et al., 2014; 
Shaw, 2000 

Improved responsiveness, predictivity 
and awareness 

Hudnurkar et al., 2014; Lotfi et al., 2013; Fawcett et al., 2007; Du et al., 2012; 
Fawcett et al., 2008; Zhang & Chen, 2013 

Improved competitiveness 
Lotfi et al., 2013; Mourtzis, 2011; Fawcett et al., 2007; Korpela et al., 2017; 
Montoya-Torres & Ortiz-Vargas, 2014; Haeussler, 2011; Du et al., 2012; 
Shaw, 2000 

Reduced uncertainty and increased risk 
sharing 

Min et al., 2005; Du et al., 2012; Montoya-Torres & Ortiz-Vargas, 2014; 
Hudnurkar et al., 2014; Shaw, 2000 

Reduced cycle and lead-times related to 
products and order deliveries: 

Teunter et al., 2018; Lotfi et al., 2013; Kembro & Selviaridis, 2015; Teunter et 
al., 2018; Zhang et al., 2011; Fawcett et al., 2007; Hudnurkar et al., 2014; 
Fawcett et al., 2008 

Improved value creation and value 
delivery 

Teunter et al., 2018; Min et al., 2005; Mourtzis, 2011; Zhang et al., 2011; 
Fawcett et al., 2007; Korpela et al., 2017; Zaheer & Trkman, 2017; Haeussler, 
2011; Du et al., 2012; Hudnurkar et al., 2014; Cox, 1999 

Improved inventory management 
Kembro & Selviaridis, 2015; Lotfi et al., 2013; Mourtzis, 2011; Teunter et al., 
2018; Zhang et al., 2011; Fawcett et al., 2007; Montoya-Torres & Ortiz-Vargas, 
2014; Du et al., 2012; Hudnurkar et al., 2014; Fawcett et al., 2008; Shaw, 2000 

Improved forecasting and reduced 
demand misinterpretation 

Kembro & Selviaridis, 2015; Teunter et al., 2018; Lotfi et al., 2013; Mourtzis, 
2011; Zhang et al., 2011; Montoya-Torres & Ortiz-Vargas, 2014; Min et al., 
2005; Fawcett et al., 2007; Du et al., 2012; Hudnurkar et al., 2014; Shaw, 2000 

Improved tracking and tracing 
Lotfi et al., 2013; Min et al., 2005; Fawcett et al., 2007; Verma & 
Bhattacharyya, 2016 

Improved flexibility and managerial 
decision-making 

Kembro & Selviaridis, 2015; Fawcett et al. 2007; Zaheer & Trkman, 2017; 
Zhang et al., 2011; Montoya-Torres & Ortiz-Vargas, 2014; Zhang & Chen, 
2013; Wu et al., 2014 

Increased visibility and transparency 
Lotfi et al., 2013; Min et al., 2005; Korpela et al., 2017; Du et al., 2012; 
Hudnurkar et al., 2014 

Improved process capacity optimization  
Lotfi et al., 2013; Mourtzis, 2011; Min et al., 2005; Kembro & Selviaridis, 2015; 
Montoya-Torres & Ortiz-Vargas, 2014; Shaw, 2000 

Enhanced process, product and service 
design 

Fawcett et al. 2007; Zhang et al., 2011; Min et al., 2005; Korpela et al., 2017; 
Kembro & Selviaridis, 2015; Montoya-Torres & Ortiz-Vargas, 2014; Hudnurkar 
et al., 2014 

Improved product and service quality 
Montoya-Torres & Ortiz-Vargas, 2014; Zaheer & Trkman, 2017; Hudnurkar et 
al., 2014 

 

There are always barriers that might come an obstacle for efficient information sharing (Lotfi 

et al., 2013, 302) which do consider every organizational level and collaborative relationships 

(Fawcett, Magnan & McCarter, 2008, 35). Managing IT and information sharing is not a simple 

issue, and whenever these information sharing barriers are not identified, the consequences 

will have significantly negative impacts to businesses (Kumar & Pugazhendhi, 2012, 2152). 

The cost of information is needed to be shared which relates to additional details to finalize a 

product or service. If it doesn’t happen, then it might be a barrier in terms of opportunism. (Chu 

& Lee, 2006, 1568) On the other hand, lack of trust between SC members is one major issue, 
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which is the key determinant to partnership, which might reduce the willingness to share 

information (Lotfi et al., 2013, 302; Kembro & Selviaridis, 2015, 457) Wu et al. (2014, 123) 

continues that beside trust, also imbalanced commitment, power and reciprocity are the 

antecedents to reduce information sharing. A more throughout list of barriers to share 

information is revealed in the table 5. 

 

Table 5. Barriers of information sharing within focal organization and SC partners 

Barriers Source authors 

Lack of trust and opportunistic behavior 

Gantz & Reinsel, 2011; Kembro & Selviaridis, 2015; Du et al., 2012; Lotfi et 
al., 2013; Kumar & Pugazhendhi, 2012; Wu et al., 2014; Fawcett et al., 2008; 
Forslund & Jonsson, 2009; Kembro, Näslund & Olhager, 2017; Zaheer & 
Trkman, 2017; Montoya-Torres & Ortiz-Vargas, 2014; Khurana, Mishra & 
Singh, 2011; Cetindamar, Çatay & Basmaci, 2005 

Inappropriate information and 
coordination costs 

Chu & Lee, 2006; Li, 2002; Fawcett et al., 2008; Kembro et al., 2017; Shaw, 
2000; Johnson, 2010; Zhang & Chen, 2013 

Lack of top management’s commitment 
Wu et al., 2014; Zaheer & Trkman, 2017; Fawcett et al., 2008; Kumar & 
Pugazhendhi, 2012; Kembro & Selviaridis, 2015; Fawcett et al., 2007; Du et 
al., 2012; Montoya-Torres & Ortiz-Vargas, 2014; Khurana et al., 2011 

Imbalanced power relations 
Wu et al., 2014; Zaheer & Trkman, 2017; Kembro & Selviaridis, 2015; Zhang 
et al., 2011; Kembro et al., 2017; Du et al., 2012; Cox, 1999 

Difficult access to IT and shared 
information 

Montoya-Torres & Ortiz-Vargas, 2014; Zaheer & Trkman, 2017; Wu et al., 
2014; Shaw, 2000; Gubisch, 2018 

Poor IT-structure and lack of technology 

Fawcett et al., 2008; Forslund & Jonsson, 2009; Kumar & Pugazhendhi, 2012; 
Kembro et al., 2017; Kembro & Selviaridis, 2015; Fawcett et al., 2007; Zaheer 
& Trkman, 2017; Montoya-Torres & Ortiz-Vargas, 2014; Khurana et al. 2011; 
Cetindamar et al., 2005; Johnson, 2010 

Lack of strategic planning and 
management 

Kumar & Pugazhendhi, 2012; Du et al., 2012; Montoya-Torres & Ortiz-Vargas, 
2014; Cox, 1999; Khurana et al., 2011; Awad & Nassar, 2010 

Unwillingness to share risks and rewards 
Fawcett et al., 2008; Kumar & Pugazhendhi, 2012; Kembro et al., 2017; 
Kembro & Selviaridis, 2015; Zaheer & Trkman, 2017; Montoya-Torres & Ortiz-
Vargas, 2014; Cetindamar et al., 2005 

Information security, confidentiality and 
privacy related issues 

Li, 2002; Kumar & Pugazhendhi, 2012; Gantz & Reinsel, 2011; Kembro et al., 
2017; Lotfi et al., 2013; Montoya-Torres & Ortiz-Vargas, 2014; Shaw, 2000; 
Johnson, 2010 

Poor finance and investments 
Sohal, Moss & Ng, 2001; Kembro & Selviaridis, 2015; Fawcett et al., 2007; 
Zaheer & Trkman, 2017; Khurana et al. 2011; Johnson, 2010 

Unclear objectives, vision and goals Fawcett et al., 2008; Forslund & Jonsson, 2009; Cetindamar et al., 2005 

Poor knowledge, training and capabilities  
Kumar & Pugazhendhi, 2012; Fawcett et al., 2007; Lotfi et al., 2013; Zaheer & 
Trkman, 2017; Khurana et al., 2011; Johnson, 2010; 

Cyber-attacks 
Warren & Hutchinson, 2000; Mallinder & Drabwell, 2013; Hausken, 2007; 
Skopik, Settanni & Fiedler, 2016; 

Complex IT implementation 
Fawcett et al., 2007; Zaheer & Trkman, 2017; Montoya-Torres & Ortiz-Vargas, 
2014; Khurana et al., 2011; Awad & Nassar, 2010 

Poor quality of information 
Zaheer & Trkman, 2017; Kembro et al., 2017; Kembro & Selviaridis, 2015; 
Lotfi et al., 2013 

Tight governance, regulations, law and 
bureaucracies 

Kembro et al., 2017; Lotfi et al., 2013; Khurana et al., 2011; Johnson, 2010; 
Awad & Nassar, 2010 

Information and data ownership issues 
Khurana et al., 2011; Raban & Rafaeli, 2007; Järvenpää & Staples, 2001; 
Geissbauer et al., 2016 

Lack of reciprocity Wu et al., 2014; Haeussler, 2011; Zaheer & Trkman, 2017 

Poor culture and resistance towards 
change 

Fawcett et al., 2008; Kembro et al., 2017; Fawcett et al., 2007; Zaheer & 
Trkman, 2017; Khurana et al., 2011; Johnson, 2010; Awad & Nassar, 2010 

Lack of SC integration 
Fawcett et al., 2008; Forslund & Jonsson, 2009; Storey, Emberson, Godsell & 
Harrison, 2006; Cox, 1999; Shaw, 2000; Khurana et al., 2011; Awad & Nassar, 
2010 

 

As a whole, all the information benefits and barriers illustrated above do apply as well to DSC. 

The key element is to maintain and find possibilities to improve customer satisfaction. The 

only difference which separates DSC from conventional SC is that digital information sharing 

provides more precise, autonomous, real-time and mobile opportunities to be utilized, which 
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ultimately facilitates a discovery of new innovations and business models. In parallel to new 

innovations and business models, also new obstacles and barriers exist. (Büyüközkan & 

Göçer, 2018, 167) Therefore, information should be conceived as a comprehensive concept 

discussing always which kind of information is shared to whom, when and how (Kumar & 

Pugazhendhi, 2012, 2153), and how to identify, manage and build bridges between barriers 

and benefits to be successful (Fawcett et al., 2008, 37, 41).  

 

2.2 Internet of Things (IoT) 

 

The internet of Things (IoT) is a main stream technological paradigm emerged from the digital 

revolution. IoT enables an integration and connection for several other technologies to 

communicate and cooperate between physical objects and “things” through the internet 

connection and electronic sensors. (Atzori et al., 2010, 2787). These technologies are 

discussed in detail in table 6 below. As long as the internet connection, usually wireless, is 

established through and between machines, devices, services, IoT could manage and control 

a large scale of actions, and more frequently automatic and autonomously (French & Shim, 

2016, 842). In other words, IoT enables a core for a network that connects different devices 

together that share a connection to different platforms, applications, software and services to 

capture and analyze accumulated data (Miller, 2015, 30). 

 

Instead of locality, IoT enables connection also globally located physical objects through the 

network. If the installed physical sensors and actuators are connected to internet, they provide 

accessibility to other web services, typically to cloud services, to reach captured sensor data 

anywhere in the globe. (Fleisch, Weinberger & Wortmann, 2014, 6-7) In essence, IoT has an 

internet centrality perspective, an objective centrality perspective and a cloud centrality 

perspective (Gubbi, Buyya, Marusic & Palaniswami, 2013, 1651). Krotov (2017, 834) 

emphasizes that IoT has created a sosio-technical phenomenon that integrates technological, 

physical and sosio-economic environments into one revolutionized concept. It can be drawn 

that IoT has mass customized IT-business models and patterns a lot, since it has brought new 

trends of integrating users and customers, servitization of products and core competence 

building around analytics (Fleisch et al., 2014, 3-4). 
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Table 6. The key IoT technologies adapted from Lee and Lee (2015, 432-433) 

Technology Description 

Radio Frequency Identification (RFID) 
An automatic data identification and capture through 
radio frequency signals, tags and sensors. 

Wireless Sensor Networks (WSN) 
A sensor network embedded into devices to monitor 
statuses and changes in environmental and physical 
circumstances. Closely collaborating with RFID.  

Middleware 

An intercepting layer application between different 
software to identify and reduce miscommunication 
among the software. An urgent tool for software 
developers to delete inappropriate software services. 

Cloud Computing 

A cloud-based platform that enables an access to 
store, analyze and share computing resources 
captured from the internet connected solutions and 
devices. 

IoT applications 

Enables a tailored interaction between devices and 
devices and people. The key element is that data must 
be interpreted accordingly to propose solutions and 
perform actions. Device-people relationship needs 
often visualization to understand data correctly. 

 

IoT technologies have three contributing elements impacting to organizations: (1) monitoring 

and controlling, (2) big data analytics and (3) information sharing and collaboration (Lee & 

Lee, 2015, 433-434). Logically, technologies require functionalities to be corresponsive. In 

general, device functionalities can be divided into five steps: information storing, collection of 

information, communicating the information, information processing and performing actions. 

(Chaves and Nochta, 2011, 27-28) Therefore, the importance lay on the IoT architecture that 

includes right algorithms and components to be corresponding to handle data and perform 

actions. Ultimately, IoT enables a translation of information-based services to dynamic service 

platforms (Ng & Wakenshaw, 2017, 7), i.e. cloud services that integrates different information 

paradigms into one location, e.g. Microsoft Azure, which enables easier access to data for its 

users (Gubbi et al. 2013, 1651). 

 

Logically, the information sharing capability is the essential element of the IoT (Marr, 2017, 

20) that enables value creation, delivery and proposals (Saarikko, Westergren & Blomquist, 

2017, 669-670). IoT has enabled the emerge of the web 3.0 that illustrates a phenomenon 

where physical objects and sensors add value by charging products with digital services. In 

comparison to web 3.0, web 2.0 was more social media centric phenomenon where users 

(people) added value. (Fleisch et al., 2014, 3) Indeed, in addition to generic value chain model, 

Raynor and Cotteleer (2015, 53) provide an information-based value loop model, which is 

illustrated in figure 4, that enables the definition of informational content for products and 

services. 
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As the IoT value loop model illustrates in figure 4, information needs to go through different 

stages (create, communicate, aggregate, analyze and act) in order to create value. Create 

stage uses sensors to refine information according to physical events. Communicate stage 

transits information between locations of physical object(s). Aggregate accumulates collected 

information during different times and from different sources. Analyze stage analyzes 

information for descriptive, predictive and prescriptive insights. Act stage finally executes the 

desired action according the analyzed information. Each of these stages have technologies 

(sensors, networks, standards, augmented intelligence and augmented behavior) that evolve 

and refine the information towards a practical solution, i.e. a prescribed action, in desired 

circumstances. At the same time, each stage absorbs information value constructed in a 

timely, risk assessment and magnitude manners. (Raynor & Cotteleer, 2015, 52-54, 56) 

 

 

Figure 4. The information value loop (Raynor & Cotteleer, 2015, 53) 

 

It is forecasted that IoT has up to $11.1 trillion yearly impact in 2025. The most significant 

transformation abatis is considering manufacturing facilities, processes and equipment by 

$3.7 trillion share due to focus on operations optimization, predictive maintenance, inventory 

optimization, security and health. (Manyika et al., 2015, 7) When considering this at 
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organization’s maintenance function, IoT sensors could provide significant reductions in 

maintenance costs up to 25 percentages, interruptions by 50 percentages, and by extending 

equipment life-cycles in years (Manyika & Chui, 2015). These issues have an impact to 

standardize the concept of maintenance value chain by aligning it to other value chains and 

organizational value activities, which would result in effective operating hours, cost-efficiency, 

better asset quality and maintenance system quality (Finley, 2012). 

 

2.3 Big data (BD) 

 

Big data stands for “datasets whose size is beyond the ability of typical database software 

tools to capture, store, manage, and analyze” (Manyika, Chui, Brown, Bughin, Dobbs, 

Roxburgh & Hung Byers, 2011, 1). In other words, big data describes a megatrend where data 

volumes continuously grow from different new sources making constantly new requirements 

to adapt new technologies to capture and store data for further processing. In turn, figure 5 

shows that BD is a process which has two sub-processes: data management and data 

analytics. Data management involves techniques used in processes that refine and prepare 

data into interpretable form which data analytics analyzes through different methods in order 

to turn data into valuable insights. (Gandomi & Murtaza, 2015, 139-140) For instance, 

Sivarajah et al. (2017, 265) argues that both sub-processes construct a data life-cycle. In a 

similar vein, Ramannavar and Sidnal (2016, 299-300) proposes that BD processes illustrate 

BD value chain where each process adds value though the basis of heterogeneity, timeliness, 

scale, privacy and human collaboration. Therefore, Saggi and Jain (2018, 777-778) clarifies 

that data management enables value discovery whereas data analytics creates value that 

leads to value realization in the business decision-making by undertaking actions. 

 

Figure 5. Big data processes adapted from Gandomi & Murtaza (2015, 139) 
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BD datasets could be semi-structured (PWC, 2013, 3), structured or unstructured by their 

nature depending on the utilized technologies which will, in the end, change the way that 

organizations do business (Collett, 2011, 20). Structured data (e.g. financial or customer data) 

refers to form of data that is located into fixed fields and predefined into analyzable form, and 

thus, is ready for further processing, whereas unstructured data (e.g. websites and text 

documents) is the opposite that is not structured into fixed fields and requires technological 

processing in the first place to become understandable and analyzable form (Baars & Kemper, 

2008, 132-133; Marr, 2015, 59, 61). Semi-structured data, for instance, has semantic relations 

associated to data hierarchy and fields making it less dependent on scheming (Rusu, Halcu, 

Grigoriu, Giorgian, Sandulescu, Marinescu & Marinescu, 2013, 2). Marr (2015, 61) 

emphasizes that approximately 80 percentages of the utilized big data for business purposes 

are unstructured and semi-structured data.  

 

Figure 6 shows that BD can be generated from three different source domains: machines, 

humans and businesses which are all impacting the organization’s way to do business. 

Machine generated data are collected from machines, like e.g. computers, devices and sensor 

networks. For instance, human generated data are gathered as a basis from a stream of 

human communication, for example emails, social media channels, files and documents. 

Business generated data are collected by organizations with guidance of business intelligence 

(BI) and big data analytics meaning in practice that business generated data is pursuing value, 

visibility and decisions from processes. (Saggi & Jain, 2018, 768) Based on BD domains, Marr 

(2015, 102-103) further argues that data can be internal, which refers to data’s availability for 

organization members inside a focal organization, and external data which, for instance, don’t 

provide immediate access to data generated outside the organization. Each kind of data can 

be captured though mining of activities, sensors, conversations and pictures and videos. 

 

 

Figure 6. BD source domains (Saggi & Jain, 2018, 767) 
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BD has been described as a complex set of datasets that provides new innovative 

opportunities (Gandomi & Haider, 2015, 139). As a result, both the complexities and 

opportunities require organizational capability to leverage and adapt new technological 

paradigm requirements, and thus, to look at business from new angles: roles, leadership, 

talent management, technology, organization culture and decision making (McAfee & 

Brynjolfsson, 2012, 8-9). These questions come essential to be acknowledged since 

approximately 2.5 quintillion bytes of data is created per day (Brands, 2014, 64). Coping 

alongside such a pace will strain IT capacities up to their ultimate limits, e.g. memory 

components, which calls for immediate actions. In the end, big data has several different 

attributes, so called 7 Vs, that are characterizing its multidimensional nature. (Saggi & Jain, 

2018, 762-763) These attributes are described in table 7, which constructs a holistic taxonomy 

for organizations to be internalized. 

 

Table 7. The 7Vs dimension of the big data 

Dimension Description Source authors 

Volume 
The scale of amount of data 
collected and processed. 

McAfee & Brynjolfsson, 2012, 
4; Hofmann, 2017, 5110; Lee, 

2017, 294; Fosso Wamba, 
Akter, Edwards, Chopin, 

Gnanzou, 2015, 236 

Velocity 
The capability of speed to 
generate and process the data. 

McAfee & Brynjolfsson, 2012, 
5; Hofmann, 2017, 5110; Lee, 
2017, 294; Fosso Wamba et 

al., 2015, 236 

Variety 
The capability to integrate 
different kind and multiple 
sources/forms of the data. 

McAfee & Brynjolfsson, 2012, 
5; Hofmann, 2017, 5110; Lee, 
2017, 294; Fosso Wamba et 

al., 2015, 236 

Veracity 
Uncertain and unreliable nature 
of the source data. 

Lee, 2017, 294; Fosso Wamba 
et al., 2015, 236; Saggi & Jain, 
2018, 764; Seddon & Currie, 

2017, 304 

Value 
Data’s potential to be 
transformed into valuable 
benefits for an organization. 

Fosso Wamba et al., 2015, 
236; Saggi & Jain, 2018, 764; 
Lee, 2017, 294-295; Seddon & 

Currie, 2017, 305 

Variability 
Frequently changing nature of 
the data flows. 

Lee, 2017, 294; Saggi & Jain, 
2018, 764; Seddon & Currie, 

2017, 303 

Visualization 
The capability to draw graphs 
and patterns upon the source 
data. 

Saggi & Jain, 2018, 764; 
Seddon & Currie, 2017, 305 

 

PWC (2013, 2) conducted a survey for 1,108 executives working globally, and the results 

indicate three challenges emerging from BD: transitioning data to valuable insights, systems’ 

incapability to manage and process data in large data volumes, and lack of untalented people 

to begin analyzing big data more deeply. These findings suggest that BD challenges focuses 
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on data itself, data processes or management models (Sivarajah et al., 2017, 265). 

Furthermore, BD challenges work as incentives for a business case (Davenport, Harris & 

Morison, 2010, 73). Schlegel (2015, 16-17) suggests that need for a business case might 

appear unexpectedly or expectedly at any moment during big data processes. Whenever a 

business case is recognized, it is necessary to build a blueprint or roadmap around it. 

Depending the impact of the recognized problem, the development or acquisition of required 

skills to solve the problem is the core issue. Then the next issue is to align action plan 

according to prevailing strategies about how to proceed with the problem. Next, the common 

understanding has been found about the big data related problem, it’s time for assess 

technologies and skills by applying a proof of concept (PoC). Finally, the results may indicate 

new business value, if the problem is solved and a new big data capability is integrated across 

the organization’s processes. If the problem is not solved, naturally, it’s necessary to return to 

reassessment of the plan and configurate it toward an alternative path of solution.  

 

Whenever more big data organizations acquire and have, the more data-driven decision-

making is utilized. Thus, big data provides evidence-based sources for decision-making, and 

reduces the use of intuition. (McAfee & Brynjolfsson, 2012, 5; Hofmann, 2017, 5109) Based 

on more evidence-based decision-making, Davenport (2014, 59-66) proposes that it’s easier 

to implement a BD strategy that seek cost reductions through big data technologies, than 

those that have direct impact of process time reductions and development of new offerings. 

Therefore, BD has valuable potential to monitor operational and financial performance of an 

organization through metrics and KPIs (McAfee & Brynjolfsson, 2012, 6) leading to a 

capitalization of BD and improvement of competitive advantage (PWC, 2013, 3).  

 

2.4 Big data analytics (BDA) 

 

BDA combines refined BD and business analytics into one technological advancement that 

can extract value and intelligence from analyzed and modeled BD by utilizing certain 

techniques (Ramannavar & Sidnal, 2016, 296). BDA provides aa actionable suggestions to 

monitor BDA and goes beyond traditional analytics that were mostly focusing on ad hoc 

situations and projects (Accenture, 2014, 5). This in practice means that traditional analytics 

provides descriptive or predictive solutions focusing mainly on structured and pre-defined 

data, whereas BDA rather on predictive and prescriptive analytics by focusing unstructured 

data, as the table 8 demonstrates the differences (Larson & Chang, 2016, 701, 704; Schlüter 

et al., 2017). 
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Table 8. The comparison of data viewpoints between traditional and big data analytics adapted 
and modified from Larson and Chang (2016, 701, 704); Schlüter et al., (2017) 

Aspect Traditional analytics Big data analytics 

Data type Descriptive, predictive Predictive, prescriptive 

Focus on 
Fixed data stock and batch processing 
of static data of relational data bases 

Data flow and parallel 
processing of semi-structured 
or unstructured data 

Data age Less than 24 hours Less than one minute 

Velocity Deferred with slow latency 
Continuous streaming in real-
time 

Value Intermediate potential at maximum High potential at minimum 

Accuracy Blurry insights 
Holistic and comprehensive 
insights 

Responsible 
personnel 

Data analysts 
Data scientists and 
development managers 

Strategy 
IT-competence based and independent 
working systems 

One of the core competencies 
in business and collaborative 
working systems 

Objective 
Managing the performance and 
providing slight support for decisions. 

Driving the business 

 

BDA is the following sub-process of data management (Gandomi & Murtaza, 2015, 139-140) 

which most commonly involve techniques of simulation, statistical analyses and optimization 

(Tiwari et al., 2018, 321). Such techniques utilize analytics types of text, audio, video, social 

media and predictive analytics and their possible combinations (Gandomi & Haider, 2015, 

140-143). Through the BDA techniques, the raw big data can be further refined into 

information, which is supporting the decision-making in different phases. Therefore, BDA is 

valuable resource that must be integrated into organizational processes. (Elgendy & Elragal, 

2016, 1071) In turn, Chen et al. (2015, 4-5, 32) suggest that BDA is the antecedent to create 

value also to SC processes which is moderated by environmental dynamism which is linked 

directly to technological factors. In short, BDA generates evidence-based reports as a basis 

for action plan for executives to be undertaken to pursue desired business objectives (Saggi 

& Jain, 2018, 758).  

 

2.4.1 BDA targets and diffusion 

 

BDA applications are used for all various targets across the business areas, organizations and 

industries. BDA is used for predictive analytics, customized and differentiated products and 

services and to improve customer service level. (Bumblauskas et al., 2017, 706) Marketing, 

for instance, could track point of sales (PoS) to be able predict market trends and demand 

(Rozados & Tjahjono, 2014). Financial and banking sectors are strongly under influence of 

the BDA, and more attention should be given to SCM and logistics, because highly networked 

chains are under a construction of real-time simulation technologies through sensors, GPS 
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(Global Positioning System), RFID and so forth (Fosso Wamba, Gunasekaran, Papadopoulos, 

& Ngai, 2018, 478). Accenture (2014, 3) conducted a study of which results indicate that only 

17 percentages of SC executives reported having implemented BDA applications at least into 

one SC function, and on the other hand, the same sample of executives have 97 percentages’ 

understanding of BDA’s benefits. Tiwari et al. (2018, 324-327) continues by proposing that 

BDA applications can be converted and integrated into supply chain analytics which aims to 

optimize, analyze and monitor the following: 

 

• Strategic sourcing 

• Supply chain network design 

• Product design and development 

• Demand planning 

• Procurement 

• Inventories 

• Logistics and distribution 

• Supply chain agility and sustainability 

 

For instance, Rozados and Tjahjono (2014) argue that BDA is applicable for SCM functions, 

only if the data aggregation is timeless, accurate, consistent and completeness. Schlüter et 

al. (2017) continues that BDA is suitable for supply chain risk management (SCRM) 

application because industry 4.0 provide solutions to monitor and analyze risks in real-time, 

through predictive and prescriptive simulations. Rajesh (2016, 42-43) further reminds that 

BDA risk management simulations always involve uncertainty which makes executives to 

undertake decisions and actions under uncertain circumstance which is based on grey 

prediction model.  

 

BDA diffusion is extending beyond organizational boundaries because of its novel role to 

analyze, report and share information explicitly and implicitly as the figure 7 illustrates (Kache 

& Seuring, 2017, 12). This is straight in line with Marr’s (2015, 102-103) argument considering 

that access to data can be attained either internally or externally. Therefore, the diffusion of 

BDA beyond organization’s boundaries is important because it builds transparent connectivity 

to SC processes, where the exchange of reported BDA data is binary (Lai, Sun & Ren, 2018, 

685).   
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Figure 7. BDA’s diffusion (Kache & Seuring, 2017, 12) 

 

The figure 7 further suggests that BDA has wider scope of impact in comparison to traditional 

master data management, BI and business analytics. These information management 

applications operate rather inside an organization while being not transparent, whereas BDA 

diffuses also outside the organization by being very transparent at the same time. BI and 

business analytics have a slight intercept alongside BDA, although they do not often 

correspond solely, and thus, they require BDA to cross the organizational boundaries to 

provide sources of information. Even so, master data management, BI and business analytics 

are only shared explicitly. Origin of information refers to degree about how internally or 

externally information is generated, and type of information describes how heterogenous the 

information is, i.e. structured or unstructured. (Kache & Seuring, 2017, 12-13) 

 

2.4.2 Essential techniques of BDA 

 

Simulation and modeling are a combination of techniques which help BDA developers to 

create “what if” analyses under uncertain and complex test environments. Hence, simulation 

facilitate application developers to run desired test models for a particular scenario, which is 

performable and repeatable in practice. In turn, simulation facilitate developers to identify 

possible process bottlenecks, and to utilize a various set of resources in test environment. 

(Ranjan, 2014, 14, 17) Simulation can run and combine prescriptive, predictive and diagnostic 

analyses across the organizational functions (Tiwari et al., 2018, 321). Simulation and 
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modeling mitigate to determine case environment’s concepts like boundaries, targets and 

entities involved whenever the data is translated into more understandable form, but in 

parallel, simulation and modeling require all the time new models as a regular basis to cope 

with BD’s complexity. (Wang, Gunasekaran, Ngai & Papadopoulos, 2016, 105) 

 

Statistical analysis consists qualitative and quantitative methods. The qualitative method is 

used as subjective basis for justification when there is no past data available. For instance, 

quantitative method is utilized to create predictions of a function. In essence, statistical 

analysis is used to make predictions for the future which are based on descriptive analytics, 

but also, it tries to identify causal relationships between variables, i.e. mixing regression and 

time series analysis. (Wang et al. 2016, 104) Put in differently, Tiwari et al. (2018, 321) clarifies 

that statistical analysis can run a sample of variables resulting to numerical and graphical 

forms of the data that can be further combined with inferential data to make future predictions. 

Statistical analysis is a common analysis used to detect risks and reduce uncertainty involved 

in SC processes. Pusala, Salehi, Katukuri, Xie and Raghavan (2016, 15) argues that statistical 

analysis is used interchangeably with BI across organizational functions.  

 

Optimization is a technique that is used to leverage SC processes to identify new valuable 

patterns and insights, e.g. cost reduction and cost efficiency and performance. Ideally, 

optimization is capable to monitor and analyze multiple factors and constraints at the same 

time, and ultimately to provide new insights from the data to pursue business objectives, and 

hence providing new business value. (Tiwari et al., 2018, 321) Optimization could improve 

operations planning by providing precise aid for demand forecasting. Thus, as the optimization 

is an optimal technique to interpret large data volumes in complex systems, while it provides 

a flexible and best available decision opportunity for decision makers. (Wang et al. 2016, 105) 

 

Visualization technique report results of the desired process, model or scenario in the forms 

of graphs, tables and pictures in parallel with statistical variables. Hence, visualization aids 

results’ interpretation in the decision-making. (Saggi & Jain, 2018, 775) Common graphs that 

are used: pie chart, bar graph, line graph and scatter chart. Through these graphs and charts, 

humans can understand causal relationship of the desired data, which provides increased 

meaning and value for the business. (Marr, 2015, 156-157) For example, dashboard 

technologies represent a common way to visualize, most often in real-time, metrics and KPIs 

to monitor selected process’s performance basing on a traffic light system and percentages 

of the total capacity utilization (Bumblauskas, Nold, Bumblauskas & Igou, 2017, 712-713). 

Power and Heavin (2018, 61-62) argues that visualizing the data is a short cut to understand 
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the true meaning of the data. This rises a fundamental danger, because visual interpretation 

might be an unreliable base to make technical judgements, i.e. intuitive decisions, and thus 

the key information might fade away. Therefore, it is recommended to use hypothesis to test 

visualized data’s relationship as being reported. Further, visualization could not be used alone, 

but instead with statistical analyses.  

 

Algorithms are programmed instructions to execute desired patterns involved into processes 

while they are capable to detect and capture essential occurrences from the data streams. 

Thus, they aim to optimize processes by being capable to mutate and combine existing 

patterns with new patterns. (Manyika, et al., 2011, 29) Algorithms are used in many areas 

namely to identify risks and solve problems, and hence to allocate resources more wisely that 

leads to improved business performance. Furthermore, especially predictive algorithms have 

gained more attention to predict future events. (Morabito, 2015, 35, 74) 

 

Machine learning is a technique that allow machines to learn behaviors according to 

established algorithms. The main idea for machine learning is that machines automatically 

learns to recognize patterns extracted from the data which leads to decision-making by the 

machines. (Manyika, et al., 2011, 29) Ultimately, machines or computers can improve 

algorithms by themselves requiring less human support and programmability. More recently, 

predictive algorithms are driving machine learning to identify patterns for future events. The 

more advancement machine learning and its algorithms are, the more likely machines will see, 

read, listen, talk and write in the near future. (Marr, 2017, 127-130) 

 

2.4.3 BDA types 

 

Descriptive analytics demonstrate the set of processes that analyze and report outcomes of 

the processed data which is based on the historical events and patterns, i.e. they have already 

happened. Descriptive analytics simply tries to elaborate questions “what happened?” or “what 

has happened?”. (Rozados & Tjahjono, 2014) Descriptive analytics utilizes often online 

analytical processing system (OLAP) next to visualization tools, e.g. dashboards, to identify 

variations for fluctuations occurred in operations and to identify root causes for problem, but 

also to find new opportunities (Tiwari et al., 2018, 320). Regression and other statistical 

analyses are the basic techniques for descriptive analytics, which is run alongside the BI tools, 

and thus is the basis for decision-making. Therefore, descriptive analytics are used to analyze 

different variables and their correlation in comparison to next possible events to come. (Pusala 

et al., 2016, 15) In turn, standard and ad hoc reporting and alerts are the most generic 
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reporting methods to generate information for the current state of the business, and hence, to 

facilitate to evaluate future events (Ramannavar & Sidnal, 2016, 297).  

 

Predictive analytics are used to prepare models and create scenarios for possible future 

events. It provides valuable insights by answering the question “what is going to happen in the 

future?”. (Sivarajah, 2017, 266) Predictive analytics bring valuable alternatives around the 

scenario if it is based on complex case at the same time with difficult decision-making. 

Predictive analytics can facilitate to forecast global trends, risks, customer behavior and 

operations. (Morabito, 2015, 10, 99) Furthermore, predictive analytics facilitates process 

automation, optimization of maintenance and servicing capabilities (Kache & Seuring, 2017, 

24) and can be applied in real-time or in batches (Ramannavar & Sidnal, 2016, 297). Predictive 

analytics utilizes a lot of algorithm-based technologies like machine learning to learn patterns 

through experimentation (Rozados & Tjahjono, 2014). 

 

100 percentage’s certainty cannot be reached, but it is essential for an organization to 

acknowledge where the possible next machine malfunction could occur through the sensor 

data monitor, or how much potential customers spend their time on organization’s website 

searching and clicking links (Pusala et al., 2016, 16). Predictive analytics could utilize root-

cause analysis, Monte Carlo simulations and data mining to support organization’s objectives 

to pursue grow, to compete, enforce, satisfy, learn, act and improve the way to do business 

(Saggi & Jain, 2018, 769). Monte Carlo simulation analyses the extreme side of possibilities 

that could happen between the worst-case scenario and the best-case scenario (Marr, 2017, 

123). 

 

Prescriptive analytics generates information through the descriptive and predictive models to 

evaluate a particular outcome for different decisions. It suggests that some decisions could 

avoid unexpected turn of events to occur whereas some decisions are providing remarkable 

benefits. (Rozados & Tjahjono, 2014) Prescriptive analytics is complex application to be 

managed (Tiwari et al., 2018, 320) as being yet novel, it is utilized approximately three 

percentages (Pusala et al., 2016, 17). Pusala et al (2016, 17) continues arguing that 

prescriptive analytics utilize simulations, optimizations and numerical modeling as primary 

techniques in order to answer to answer questions “how can it happen?” and “how can we 

make it happen?”. Hence, especially adaptive algorithms, feedback mechanisms and are 

significant elements belonging to predictive analytics (Ramannavar & Sidnal, 2016, 297).  
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The figure 8 below illustrates that how the input data for BDA types are driving decision-making 

process leading to take a particular action. In short, descriptive analytics are providing 

information, predictive analytics provides insights for the future events and prescriptive 

analytics evaluate different decisions and their possible outcomes before taking action. In 

addition, between descriptive and predictive analytics could be applied also so-called 

inquisitive analytics, and after prescriptive analytics so-called pre-emptive analytics. 

(Sivarajah et al., 2017, 266) 

 

 

Figure 8. BDA types adapted and modified from Sivarajah et al. (2017, 266) 

 

Inquisitive analytics is a minor analytics type that follows descriptive analytics by analyzing 

reasons for the events and their occurrence. Further it creates business proposals that could 

be either abandoned or accepted in order to proceed. For instance, pre-emptive analytics is 

the last minor analytics phase that suggests additional capacities to be maximized in order to 

gain the best possible performance and outcome of the action. (Sivarajah et al., 2017, 266) 

 

2.4.4 Benefits and barriers of BD management and BDA 

 

BD management and BDA have benefits which tend to encourage to utilize them, but also 

challenges which reduce the willingness to utilize them. Benefits and barriers are involved into 

BD’s lifecycle which most commonly considers data’s attributes (the 7 Vs), data processes 

and data management. (Sivarajah et al., 2017, 265) Benefits consider commonly the 

extractable value from the BD like e.g. cost savings, improved performance, better customer 

service level, new business opportunities and better quality of the offerings (Lee, 2017, 300-

301). On the other hand, benefits often consider reduced cycle times, improved decision-
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making, shorter reaction times, improved cross-functional views and proven future insights. 

Benefits most commonly are under heavy investments, and they are expected to enhance 

return on investments (ROI). (Accenture, 2014, 11-12) These findings suggest that BD 

management and BDA tend to blend the elements together, so it is necessary to keep both 

concepts under BD since they are strongly interdependent on each other. Hence, a more 

throughout listing of BD benefits are presented in table 9 below. 

 

Table 9. Identified benefits of BD’s utilization 

BD benefits Source authors 

Personalized marketing; tailored 
offerings and coupons 

Lee, 2017; McAfee & Brynjolfsson, 2012; Alharthi, Krotov & Bowman, 2017; 
Saggi & Jain, 2018 

Improved pricing mechanisms Lee, 2017; Accenture, 2014; 

Cost reductions through operations 
Lee, 2017; Accenture, 2014; Manyika, et al., 2011; McAfee & Brynjolfsson, 
2012; Raguseo, 2018; Militaru et al., 2015; Alharthi et al., 2017; 

Improved customer service 
Lee, 2017; Accenture, 2014; PWC, 2013; Raguseo, 2018; Alharthi et al., 
2017; Saggi & Jain, 2018 

Improved decision making 
Accenture, 2014; McAfee & Brynjolfsson, 2012; Manyika, et al., 2011; PWC, 
2013; Militaru et al., 2015; Saggi & Jain, 2018; Fosso Wamba et al., 2015 

Improved supply chain efficiency and 
reduced cycle times 

Accenture, 2014; Kache & Seuring, 2017; Militaru et al., 2015; Alharthi et 
al., 2017; 

Better integration across the organization 
and supply chain 

Accenture, 2014; Kache & Seuring, 2017; Militaru et al., 2015; Fosso 
Wamba et al., 2015 

Increased asset productivity, optimized 
logistics and supply chain operations 

Accenture, 2014; Kache & Seuring, 2017; Raguseo, 2018; Militaru, Pollifroni 
& Ioanid, 2015; Alharthi et al., 2017; Fosso Wamba et al., 2015 

Improved customer and supplier 
relationships 

Accenture, 2014; Kache & Seuring, 2017; Raguseo, 2018; Militaru et al., 
2015; 

Greater transparency and visibility 
across organization and supply chain 

Manyika, et al., 2011; Kache & Seuring, 2017; Fosso Wamba et al., 2015; 
Militaru et al., 2015; 

Discovery of new needs and patterns 
through experimentations 

Manyika, et al., 2011; PWC, 2013; Fosso Wamba et al., 2015; Militaru et al., 
2015; Saggi & Jain, 2018 

Improved performance, efficiency and 
profitability resulting to competitive 

advantage 

Manyika, et al., 2011; PWC, 2013; Kache & Seuring, 2017; Militaru et al., 
2015; Alharthi et al., 2017; Saggi & Jain, 2018 

Population’s segmentation for 
customized actions 

Manyika, et al., 2011; Fosso Wamba et al., 2015; 

Replacing or supporting human decision-
making with automated algorithms 

Manyika, et al., 2011; Fosso Wamba et al., 2015; 

Innovating new business models and 
offerings 

Manyika, et al., 2011; PWC, 2013; Kache & Seuring, 2017; Fosso Wamba 
et al., 2015; McAfee & Brynjolfsson, 2012; Raguseo, 2018; Militaru et al., 
2015; Saggi & Jain, 2018 

Expansion of capabilities and skills Raguseo, 2018; Fosso Wamba et al., 2015 

Enhanced information management Kache & Seuring, 2017; Raguseo, 2018; Saggi & Jain, 2018 

Real-time resource allocation and 
coordination 

Fosso Wamba et al., 2015; Manyika, et al., 2011 

Improved responsiveness and reaction 
times for changes 

Kache & Seuring, 2017; Raguseo, 2018; Accenture, 2014 

Better supply chain risk management 
Kache & Seuring, 2017; Schlüter et al., 2017; Schlegel, 2015; Saggi & Jain, 
2018 

 

Interestingly, table 9 suggests that BD benefits can create value from five different angles: (1) 

organization and strategy, (2) operational analytics, (3) business and marketing, (4) key 

insights discovered through analytics, and (5) financial insights (Saggi & Jain, 2018, 782). For 

instance, BD barriers consider mainly four categories: (1) data analysis and storage, (2) 

knowledge discovery and computational complexities, (3) scalability and visualization of data 

and (4) information security (Acharjya & Ahmed, 2016, 512-513). Raguseo (2018, 190) 

reminds also that BDA requires an appropriate IT-infrastructure installed in the first place in 
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order to apply BDA models into practice. Barriers consider data policy issues like, e.g. privacy 

and security related issues, but increasingly also investment justifications (Lee, 2017, 300-

301). A more throughout listing of BD barriers are presented in table 10. 

 

Table 10. Identified barriers of BD’s utilization 

BD barriers Source authors 

 
The 7Vs (some or all of the attributes) 

 

Sivarajah et al., 2017; McAfee & Brynjolfsson, 2012; Intel, 2014; Militaru et 
al., 2015; Alharthi et al., 2017; Saggi & Jain, 2018; Seddon & Currie, 2017 

Data acquisition; uncertain data origin, 
poor quality 

Acharjya & Ahmed, 2016; Sivarajah et al., 2017; Lee, 2017; Alharthi et al., 
2017; Saggi & Jain, 2018 

Data storage 
Acharjya & Ahmed, 2016; Sivarajah et al., 2017; Lee, 2017; Intel, 2014; 
Alharthi et al., 2017; Saggi & Jain, 2018 

Data mining and cleaning 
Acharjya & Ahmed, 2016; Sivarajah et al., 2017; Lee, 2017; Saggi & Jain, 
2018 

Data aggregation and integration Sivarajah et al., 2017; Acharjya & Ahmed, 2016; Lee, 2017; Intel, 2014; 

Data analysis, modeling and visualization 
Sivarajah et al., 2017; Intel, 2014; Acharjya & Ahmed, 2016; Alharthi et al., 
2017 

Data interpretation Sivarajah et al., 2017; Acharjya & Ahmed, 2016; Saggi & Jain, 2018 

Data policies; data privacy, security, 
governance and ownership 

Sivarajah et al., 2017; Lee, 2017; Accenture, 2014; Manyika, et al. 2011; 
Intel, 2014; Kache & Seuring, 2017; Raguseo, 2018; Militaru et al., 2015; 
Acharjya & Ahmed, 2016; Alharthi et al., 2017; 

Slow access speed to data and 
unwillingness to share data 

Sivarajah et al., 2017; Manyika, et al., 2011; Saggi & Jain, 2018 

Uncertain benefit expectations and cost 
monitoring 

Sivarajah et al., 2017; Intel, 2014; Raguseo, 2018; Militaru et al., 2015; 
Alharthi et al., 2017; 

Lack of investment justification 
Lee, 2017; Accenture, 2014; Intel, 2014; Raguseo, 2018; Militaru et al., 
2015; 

Lack of talent management 
Lee, 2017; Accenture, 2014; Manyika, et al., 2011; McAfee & Brynjolfsson, 
2012; Intel, 2014; Kache & Seuring, 2017; Raguseo, 2018; Militaru et al., 
2015; Alharthi et al., 2017; 

Lack of business case Accenture, 2014; Manyika, et al., 2011 

Lack of leadership and top management 
support 

Accenture, 2014; McAfee & Brynjolfsson, 2012; 

Lack of proper technologies, techniques, 
IT-structure and IT-capabilities 

Accenture, 2014; Manyika, et al., 2011; McAfee & Brynjolfsson, 2012; Kache 
& Seuring, 2017; Raguseo, 2018; Acharjya & Ahmed, 2016; Alharthi et al., 
2017; 

Poor and resistant organizational culture 
toward organizational transformation 

Manyika, et al., 2011; McAfee & Brynjolfsson, 2012; Kache & Seuring, 2017; 
Raguseo, 2018; Alharthi et al., 2017; 

Network latency and increased 
bottlenecks in network 

Intel, 2014; 

Exponential data growth Acharjya & Ahmed, 2016; Accenture, 2014; Intel, 2014; Manyika, et al., 2011 

BD excluded from business strategies Kache & Seuring, 2017; 

Uncertain scalability of data according to 
business objectives 

Saggi & Jain, 2018; Acharjya & Ahmed, 2016 

 

BD benefits create business value whereas barriers decline it (Fosso Wamba et al., 2015, 

243. In order to reap value from BDA, organization must acknowledge fundamentals of the 

dynamic capabilities (DC) in the first place and be further BDA capability oriented. This in 

practice means that, an organization should allocate resources into BDA capability, BDA 

infrastructure capability, BDA personnel capability and process-oriented dynamic capability. 

(Fosso Wamba, Gunasekaran, Akter, Ren, Dubey & Childe, 2017, 357-358)  
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2.5 Predictive maintenance 

 

Maintenance is an organizational function that ensures through its activities that required 

machinery and equipment needed to produce physical assets are running in a desired 

condition with optimized capacity, in a timely manner involving minimal amount of disruptions 

and downtimes. Whenever disruptions or breakdowns appear, it is maintenance’s task to fix 

them without delays to avoid unnecessary costs and downtimes. (Pintelon & Parodi-Herz, 

2008, 22) Hence, maintenance function considers two objectives: dealing with breakdowns 

and retain or restore functionality of the machinery and equipment. In a similar vein, 

maintenance operationalization has three modes: corrective, preventive and predictive 

maintenance (PdM). Corrective maintenance stands for reactive model to undertake actions 

to restore functionality of the machinery after failure and breakdowns. For instance, preventive 

maintenance is advanced planning and scheduling model that uses historical system failure 

data to prevent similar failures and malfunctions to occur again by scheduling activities more 

accordingly. (He et al., 2017, 5841)  

 

PdM is an advanced model that seeks through connected technologies, like sensors, to collect 

date and forecast machinery and equipment failures notably before they are about to occur. 

Thus, PdM suggests taking repairing actions at their very early stage before the actual need, 

which on the other hand will reduce maintenance costs and eliminate machinery downtimes. 

(Coleman et al., 2017; Li, Wang & Wang, 2017, 377-378) Condition-based maintenance 

(CBM) is closely related to PdM because it tries to monitor manufacturing equipment’s health 

based on the measurements that are possible disrupting equipment to run normally (Heng, 

Zhang, Tan & Mathew, 2009, 725). 

 

In order to ensure machinery’s optimized performance and healthy condition, ISO 13379-1 

(2012, 1-2) establishes a diagnostics standard system to identify aspects included to data 

interpretation during machinery’s operations. Figure 9 below illustrates a V-shape procedure 

as a demonstration of condition monitoring’s (CM) and diagnostics’ (D) relationship during 

machinery’s operations. The left side of the procedure indicates how the preparations, 

according the received data, of the machine advance towards CM and D whereas right side 

indicate activities related to be taken after the machinery have been commissioned. Each layer 

represents a level of the concern: the upper, the more critical concern, the lower, the less 

significant. In other words, the machinery’s processes are the highest concern in designing 

the CM and D in parallel with risk assessment during the usage of the machinery. Therefore, 
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each of the layers are also twofold: the aspects how to design CM and D, and how to utilize 

CM and D afterwards. 

 

 

Figure 9. The V-shape procedure of condition monitoring and diagnostics (ISO 13379-1: 2012, 
2). 

 

PdM stabilizes and optimizes manufacturing operations by providing simultaneously improved 

quality of product and operations’ reliability (He et al., 2017, 5841).Therefore, PdM model has 

received a significant strategic value since it aims to measure and monitor prognoses before 

stating diagnostics of the next possible machine failure and its accurate whereabouts in the 

machinery or the component that is mirrored to real-time conditions. This provides an 

evaluation of the machinery’s or component’s remaining life-cycle before going obsolete, 

which could be analyzed and modeled though different scenarios leading in different results 

that facilitate decision-making. As a result, PdM drives cost-efficiency, productivity, reliability 

and may further provide extended life-cycle for the maintenance capabilities and the 

machinery. (Sakib & Wuest, 2018, 268) 

 

2.5.1 Essential elements and technologies of PdM 

 

Stochastic nature of the PdM processes has increased the complexity of the maintenance 

systems, because of the interdependence of one component linked to another may cause 

system damages. If one component deteriorates, it has an influence on other components to 

go obsolete, and thus the whole maintenance system is under immediate danger. Therefore, 

it is necessary to understand the infrastructure and the economic influences of the PdM and 

how the components are communicating with each other. (Van Horenbeek & Pintelon, 2013, 
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45) As the PdM system is described as a complex, the essentiality is to understand building 

parts around it. In a general level, PdM is constructed around connected machines, remote 

monitoring, predictive analysis and automated maintenance orders system that is illustrated 

in the figure 10. As the figure 11 further suggests, IoT is one major base technology for PdM 

that enables through its processes data’s refinery into intelligence and behavioristic actions. 

(Coleman et al., 2017)  

 

 

Figure 10. The PdM system with required technologies adapted and modified from Coleman 
et al. (2017) 

 

Furthermore, figure 10 creates a technological framework around information value-loop 

presented earlier in figure 4. Thus, PdM proposes an integrated and modular system that 

could manage these processes in sequence and autonomously requiring fewer human 

interfaces without neglecting security and existing standards. (Coleman et al., 2017) Indeed, 

Wang (2016, 262-263) clarifies that PdM has elements that are influenced by industry 4.0, for 

example, interoperability, virtualization, decentralization, real-time capability, service 

orientation, modularity and security related issues that are inevitably requiring a new alignment 

of the maintenance capabilities. Therefore, Gresham (2017, 31-31) further argues that PdM 

allow maintenance function to advance towards maintenance 4.0 concept with focus on risk 

management through big data analysis. 
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2.5.2 PdM modules and processes 

 

Modularity characterizes the PdM system. This in practice means that system monitoring is 

centralized into remote controllable data centers where the machinery conditions and statuses 

are monitored through online dashboards which describe data transmissions that generated 

through the system. Virtualization comes from the CPS systems which are integrated into 

manufacturing equipment or machine centers that allow the physical systems to become 

virtual ones that establishes a communication interface with humans. This is essential 

because CPS is utilized vertically to gather data through IoT technologies, which is further 

stored and processed resulting in valuable knowledge and feedback about possible machine 

failures and further suggest implementing corrective maintenance tasks. CPS systems 

instructs the machinery processes which are related to produce the products. (Li et al., 2017, 

378-380) 

 

PdM could be identified as intelligent predictive maintenance (IPdM). IPdM is based much on 

the modularity and therefore an IPdM modularity framework can be adopted to industry 4.0 

context, which is show in the figure 11. The framework of IPdM system may include six 

different modules respectfully: (1) Sensor and data acquisition, (2) signal pre-processing and 

feature extraction, (3)  maintenance decision-making, (4) key performance indicators (KPIs), 

(5) maintenance scheduling optimization and (6) feedback control and compensation. (Wang, 

2016, 264-266). 

 

 

Figure 11. IPdM modules and processes adapted into manufacturing (Wang, 2016, 264) 
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Sensor and data acquisition module incorporate in IoT layer which connects appropriative 

sensor technologies to internet connection that further enables the data acquisition (Wang, 

2016, 265). Sensor and data acquisition are the first phase for machine failure prognosis and 

diagnosis which main objective is to transform sensor signals into primary domains of the data 

that include essential details about the machine condition (Li et al., 2017, 380). Next, the 

acquired signal package enters signal processing phase where the package is evaluated and 

enhanced according to its quality and characteristics by utilizing different techniques. After the 

signal is processed accordingly, certain failure related features can be extracted out. 

According to the extracted details, the system manages to create either failure diagnosis or 

prognosis. This phase considers a lot of DM techniques. (Wang, 2016, 264)  

 

For instance, the signal processing phase that leads into either failure diagnosis or prognosis 

can be called as BD phase which cleans, integrates, transforms and extracts features from 

the data, but also saves the data into warehouse (Li et al., 2017, 381). Indeed, as the BD 

consider both data management and data analytics (Gandomi & Murtaza, 2015, 139) the BD 

phase is the most important part of the IPdM process since it has the biggest value creation 

potential related to the outcomes. This is because of its objective to recognize: (1) correlations 

mirrored to parameters that explains the failure occurrence, (2) behavioristic patterns linked 

to failure occurrence, (3) new metrics and variables that needs further investigation through 

monitoring (4) and what else could be done with correlation variables compared to historical 

databases. (Santos, Machado, Russo, Manguinho, Almeida, Wo, Bahia, Constantino, 

Salomone, Pesce, Souza, Oliveira, Lima, Gois, Tavares, Prego, Netto & Silva, 2015, 5) 

 

Maintenance decision-making module evaluates diagnosis’ and prognosis’ severities through 

different techniques. These techniques are either data-driven or hybrid-based driven 

(combination of physical and statistical model-based techniques and data-driven technique). 

Diagnostic model focuses on more reactive detection and isolation of the machine failures 

whenever they are occurring. Prognostic model focuses rather on predictions of the next 

possible machine failure. (Wang, 2016, 264-265) In other words, the decision-making module 

tries to analyze data into interpretable form where the BDA has significant impact in the 

background. (Li et al., 2017, 381). KPI module draws the condition-based diagram from the 

created diagnosis or prognosis which will help visually to understand the machine condition 

(Wang, 2016, 266). Hence, KPIs transmit valuable information to dashboards to warn 

maintenance personnel about the degradation of machine components, their location in the 

machinery and next possible failure. These are indicated often with green-yellow-red colors 

that are embedded into graphs. (Cho, May, Tourkogiorgis, Perez, Lazaro, de la Maza & 
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Kiritsis, 2018, 316) KPIs may be anything that are affecting to degradation of the 

manufacturing machinery, e.g. machine temperature and pressure (Wu, Luo, Yang, Lv, Zhu, 

Ji & Wu, 2018, 41676). 

 

Maintenance scheduling optimization module utilizes a lot of different algorithms to schedule 

an optimal maintenance task to fix the possible machine failure. This is based on the 

evaluations received from the KPIs. Both, KPI and scheduling optimization modules belong to 

IoS layer. (Wang, 2016, 266) Maintenance scheduling optimization usually includes creation 

of maintenance tickets that assign available engineers to fix possible failures in a timely 

manner, while production schedule and maintenance tasks are altered according the 

resources to avoid equipment breakdowns in parallel with new component purchase orders 

(Coleman, et al., 2017). Finally, the feedback and compensation module standardize and 

eliminate the failures occurred in the machinery by executing it in practice. This module is 

based much on the KPIs and the decision-making module. (Wang, 2016, 266) In other words, 

the module fixes the errors and implements a new maintenance strategy that seeks to reduce 

defect rates in order to keep manufacturing machines running normally (Li et al., 2017, 382).  
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3 RISK MANAGEMENT 

 

In general level, risks are often associated with negative impacts related to desired outcomes. 

On the other hand, risks consider also the understanding of the sources that causes the risks. 

Likewise, risks generate uncertainty and interruptions to activities’ continuity and stable 

conditions when they occur. (Tang & Musa, 2011, 26) In turn, risks are unforeseen events of 

the future that may cause damage and uncertainty whenever they unexpectedly occur 

(Waters, 2011, 16). This suggests that organizations must acknowledge the characteristics of 

the risks. These characteristics discuss the nature of the risks before and after the exposition. 

Before the exposition an organization seeks to understand the fundamentals that might trigger 

the risk event and its probability. Also, the risk event’s timing characteristics are evaluated in 

parallel with affection to vulnerability and resilience capability. Whenever risk event occurs, 

then an organization has to draw its efficiency and effects on business objectives. Even so, 

one major purpose is to understand the risk attitude and how to deal with it. (Heckmann, 

Comes & Nickel, 2015, 121-122). In essence, risk management tries to indicate risks’ 

probability to occur, the risk occurrence’s consequences and causalities that are leading to it 

(Ritchie & Brindley, 2007, 306).  

 

There are different variations how to classify risks. Waters (2011, 100-101) discuss that risks 

can divided in general level into internal, SC and external risks. Internal risks are organization 

specific risks that occur either through operations inherently or through poor decisions made 

by executives. SC risks are occurring within SC members and can be further classified into 

supplier and customer risks. SC risks are strongly related to poor collaboration and visibility. 

External risks go beyond SC area and interacts strongly with environmental issues, for 

example wars and environment disasters. Similarly, Tang and Musa (2011, 27-30) categorize 

risks linked to the supply chain as follows: material flow (risks related to movement and storage 

of materials), financial flow (risks related to monetary issues) and information flow (risks 

related to information capturing, processing and sharing) related risks. Whenever risks are 

focusing on SCM, the concept is familiarly known as supply chain risk management (SCRM) 

(Ritchie & Brindley, 2007, 303-304). More recently, sustainability has increased more 

attention, which is driving SCRM models to focus on environmental (e.g. product waste and 

pollution), social (e.g. unfair wages and child labor) and financial (e.g. bribery and tax evasion) 

areas (Giannakis & Papadopoulos, 2016, 457). 
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3.1 Risk management system and processes 

 

Risk management system is an overall integrated process that aims to place emphasis on two 

major interdependent principles of risk assessment and risk management. Risk assessment 

consists two sub-processes of risk analysis and risk evaluation. Risk analysis utilizes different 

methods and tools to identify risks that are acknowledged in qualitative and quantitative terms. 

(Mullai, 2009, 85-86) Risk analysis may utilize pareto analysis or analytical hierarchy process 

(AHP) to explore causality and sensitiveness related to risk causes and consequences 

(Giannakis & Papadopoulos, 2016, 457). For instance, risk evaluation compares risk analysis 

results to existing evaluation criteria, and further rank risks based on their importance to 

conceive certain risk management strategy which is guiding decision-making. (Mullai, 2009, 

85-86) Even so, the risk management system optimizes the association with risks by adjusting 

costs and resources more accurately, and hence to create value, in parallel with information 

gathering that is supporting decision-making through different scenarios (Hahn & Kuhn, 2012, 

144). 

 

In a similar vein, Hallikas et al. (2004, 52-54) provides a slightly different and more 

comprehensive approach to present risk management process which generally consider: (1) 

risk identification, (2) risk assessment, (3) risk management and (4) risk monitoring. Risk 

identification aims to identify risks proactively and provide valuable insights for decision-

makers about causes of the risks. Risk assessment conceives preferable actions to be 

undertaken based on the identified risks in their context. Risk management executes these 

preferable actions as decided. These actions mean how to the risks are wanted to be treated. 

They often consider how to transfer, reduce, avoid, accept and eliminate risks further. Also, 

there might be a need to place additional risk analyses during risk management process. For 

instance, risk monitoring analyses changing nature and characteristics of the risks based on 

environmental and organization changes. Monitoring aims to analyze risks’ probability and 

consequences, and eventually to identify new risk events and to place further controlling 

procedures. These steps are illustrated in detail in figure 12 which is adapted into sustainability 

aspect. 

 



53 
 

 

Figure 12. Risk management processes adapted and modified from Giannakis and 
Papadopoulos (2016, 459) 

 

As the figure 12 demonstrates, whenever risks exposure and take an effect, the consequences 

may have damaging impact. Consequences may appear on multiple levels: financial, 

operational, social, environmental, relational and strategic. These further suggests that the 

effect might rise costs, reduce value creation potential, blur appropriative resource allocation 

and utilization and provide more uncertainty to decision-making. (Giannakis & Papadopoulos, 

2016, 459) 

 

Communication is essential part of the risk management. If the communication is systemized 

and integrated into organizational processes, risk assessment and management would be 

mitigated as communication tends to reduce complexity associated with risk events, and thus, 

are eventually improving clarity. (Haimes, 2012, 1457) Likewise, active communication 

considering risks within SC members should be established on trust and strong collaboration 

which tend to improve comprehensively both parties’ efficiency and performance (Ritchie & 

Brindley, 2007, 310, 315). Simultaneously, communication has important role to coordinate 

risk mitigation, sharing, acceptance, prevention and responsiveness capabilities (Schlegel & 

Trent, 2015, 18-21) In the end, risk communication enlightens twisted attitudes toward risks: 

minor risks may cause massive impacts and consequences whereas major risks tend to be 

neglected and ignored. Therefore, risk communication should be established on open 

discussions and expressions about concerns made by people. This is driving some sort of risk 

communication program which should include at least: (1) strategy formulation for risk 
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communication, (2) designing the messaging system, (3) creating rules to address certain risk 

issues and (4) how to communicate during emergency situations. (Mullai, 2009, 96-97) 

 

3.2 BDA and risk management 

 

One major issue in risk management is to estimate the comprehensive impact of risk 

occurrence related to organizational or SC performance. Hence, BDA as an industry 4.0 

application will allow a real-time monitoring and dynamic solutions to enhance information 

quality and provide transparency and visibility to support better decision-making. Particularly, 

BDA emphasizes the risk simulation technique to analyze and visualize scenarios to support 

decision-making in descriptive, predictive and prescriptive analytics. (Schlüter et al., 2017) 

Consequently, when BDA is utilized in risk management, new valuable insights are drawn 

from risk factors linked to each other and further their relationships to other contexts. (Mazzuto 

& Ciarapica, 2019, 3-4). This in turn, provides systems’ and processes reliability whenever 

potential risks are identified before their possible occurrence which will optimize process 

performance and reduction of costs. (Kai Chan, Choi & Yue, 2016, 1214)  

 

According to Schlüter et al. (2017) real-time risk monitoring allows to focus on every risk 

management process step simultaneously, and thus, ignores the proceeding in sequence and 

periodically. This can be based on recorded risk profiles and inventories or databases, to 

whom can be returned backwards if it is needed. Identification of risks aims for proactiveness, 

which in turn, allows an individualization of risks at their early stage and during other steps. 

Whenever simulation is integrated into risk management, it allows the risk analysis through 

BDA types at any time during risk assessment and treatment. Furthermore, if the whole risk 

management process is working more autonomously and data-driven, the human interface is 

less needed. This industry 4.0 risk management procedure adapted into BDA context is shown 

in figure 13. 
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Figure 13. Risk management procedure in BDA context adapted and modified from Schlüter 
et al. (2017) 

 

Alternatively, BDA applications are utilized in risk management to enhance process safety. 

While doing so, data types have to be recognized either as structured or unstructured and 

differentiated from static and dynamic environments. Static data refers to data’s inflexible 

nature to change whereas dynamic data changes continuously. This mitigates the evaluation 

of data processing infrastructure to analyze suitable factors related to risk management in any 

particular processes. Maintenance function could for example identify the best suitable metrics 

for the maintenance scheduling through the BDA.  

 

Goel et al. (2017, 1146) provides a BDA application to process safety and risk management 

discipline for maintenance perspective figure 14 below. Databases are also included into BDA 

risk management, because they hold the pre-processed data formats for analytics types. In 

addition to conventional analytics types of descriptive, predictive and prescriptive, authors 

continue arguing that diagnostic type could be applied additionally within the BDA and risk 

management. Diagnostic analytics type aims to understand the root causes of the risk 

occurrences and the pathways to them. In other words, diagnostic analytics type is a synonym 

to inquisitive analytics (Sivarajah et al., 2017, 266). 
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Figure 14. BDA types in risk management discipline within maintenance (Goel et al., 2017, 
1146) 

 

Figure 14 also suggests that databases and descriptive analytics belong to preprocessing of 

the data in risk management whereas diagnostic, predictive and prescriptive analytics create 

information towards business intelligence (BI) (Goel et al., 2017, 1146). This is supported by 

ISO 13379-1 (2012) which states that risk management is based on risk assessment which is 

the highest concern in maintenance function. In conclusion, BDA has a significant impact on 

risk management. Basically, BDA allows to identify data sources that are processed to be 

building parts of risk models that are analyzed through analytics types, and the results are 

efficiently communicated further to decision-making. Also, risk models are under constant 

evaluation due to changing nature of the risks. (Loyd & Kannan, 2017, 310) 
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4 EMPIRICAL STUDY 

 

This section begins the empirical part of the study. The following chapters discuss the 

empirical findings based on details obtained through methodology and data collection. First, 

the case environment is presented briefly. Afterwards, methodology and data collection are 

discussed which is followed by data analysis as thematic analysis. Then, the empirical findings 

and results are discussed comprehensively. 

 

4.1 Description of the case environment 

 

The case environment is built around one maintenance function that is part in a process 

industry organization. The selected maintenance function is located in Finland, and it is 

representing one particular manufacturing plant in parallel with a product category. The case 

environment is built based on the interviews that were conducted for this study and the 

environment is constructed as its current conditions. The maintenance function represents 

here in a big picture a customer organization for its real-life suppliers. The selected suppliers 

have answered to interview questions tailored to their customer organizations’ perspective. 

The maintenance’s interviewees did know in advance who are being interviewed from their 

side, but they didn’t know which suppliers were interviewed. In turn, suppliers don’t know which 

customer organization’s the maintenance function represent in the case environment neither 

who are the other suppliers. 

 

Suppliers themselves represent four different individual organizations. Their product portfolios 

varies from physical equipment manufacturing to their spare parts and related services and 

technological offerings. The suppliers provide also consultancy services related to their 

offerings. The focal customer organization, which the maintenance function represents here, 

is a significant Finnish organization that is operating in process industry and it has 

manufacturing and operations globally. The customer organization has several manufacturing 

business branches around Finland. The customer organization’s product range covers broadly 

forest industry related products e.g. paper, pulp, plywood and biofuels. The case environment 

is illustrated in figure 15. 
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Figure 15. The case environment of the study 

 

Recently, the customer organization’s manufacturing plant has been under reconfiguration of 

piloting new digital technological applications into manufacturing processes. This 

implementation has led to experimentation of new systematic way to process data inside and 

between manufacturing systems and IT-technologies. Alternatively, the suppliers are guiding 

the maintenance function from their side to establish a new way to approach to technological 

opportunities coming from the industry 4.0. 

 

4.2 Methodology and data collection 

 

This study is conducted as a qualitive single-case study. Case study formulates a strategy 

about how to empirically study a certain phenomenon in a certain context which is to some 

extent unexplored before or is difficult to be articulated. For instance, a single-case study 

defines a real-life situation in a particular context as a study unit that is usually characterized 

as unique or critical (Saunders et al., 2009, 146) which supports researcher to explain 

backgrounds for the phenomenon by answering to why or how it happens (Kähkönen, 2011, 

33). In addition, the single-case study may result in additional explanations that lead to 

extension of the theoretical knowledge and deeper understanding of the phenomenon (Yin, 

2003, 40). Thus, this study doesn’t evaluate any kind of numerical or statistical values and 

variables, as they are more prevailing in quantitative studies. Given these circumstances, the 
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constructed case environment for this study represents the real-life situation which 

demonstrates its specific phenomenon as its current conditions, which well fulfilled the 

requirements to utilize qualitative method. This provides reasonable justifications and 

arguments to explain the selected phenomenon as in its identified conditions, which would 

have been difficult to articulate in advance for which the research questions and objectives 

are trying find clarifications. Therefore, as the results focus on one case environment, the 

extension of the generalizable results are less likely to occur. 

 

Interviews are most the common empirical data collecting techniques in case studies. 

Interviews allow a guided structure to conversation and ignores all rigid formalities. Interviews 

provide an open interaction between the interviewer(s) and interviewee(s) that that generates 

information based on subjective beliefs of the interviewee(s). (Yin, 2003, 89-90, 92) Thus, 

interview was the most suitable data collection technique to be utilized in this study because 

it enabled to derive valuable new information based on research questions and objectives of 

this study. 

 

Semi-structured interviews are categorized in predefined themes of which extent and 

presentation order may vary between interviews. Additionally, semi-structured interview 

allows interviewee more freely to answer interviewer’s questions which can be asked in 

alternative order. (Eriksson & Kovalainen, 2016, 93-95) Consequently, interviewer can ask 

complementary questions to receive more accurate answers and supporting justifications 

during the semi-structured interview (Saunders et al., 2009, 320-321). The research data 

collected for this study was collected by conducting semi-structured interviews which had four 

themes: (1) big data analytics, (2) big data analytics in risk management, (3) information 

sharing and (4) technologies and the data that are illustrated in figure 16.  

 

 

Figure 16. The semi-structured interview themes of the study 
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Each theme included theme related open questions derived from the theoretical part that 

supports the empirical purposes of this study which can be seen in detail from appendices 1 

and 2. Open questions enabled more detailed answers excluding “yes” and “no” answers. 

Both interview structures were tailored according to case organization’s maintenance function 

or its supplier’s perspectives, and thus, are slightly different in comparison to each other. Each 

theme within the interviews stayed the same and the supporting questions were gone through 

comprehensively according conversation flow. 

 

The interview structure was tested as pilot version with an expert researcher from the field on 

23rd of October 2018 via Skype. After that the questions were identified to be relevant and 

qualitive for actual interviews. This study has two interviewee groups: the case environment’s 

maintenance function including four persons and its suppliers including another four persons. 

Thus, the semi-structured interviews were held for eight persons. Seven of these were held 

face-to-face in person at the organization’s premises, and one was remotely held via Skype 

online meeting. First the maintenance personnel were interviewed, then the supplier 

representatives. 

 

Due to ethical, confidential and fair practices, it is necessary to discuss in advance how to use 

organization’s and interviewee’s name within the conducted study. These issues require 

always a permission in the first place from the interviewees whenever they want their names 

to be published or not. (Saunders et al., 2009, 199-200) In a common understanding, both an 

employing organization of the interviewee and interviewees themselves are hereof kept 

anonyms and referred as persons A-H. The instruction part of the interview form was utilized 

to construct interview profiles. Interviewee profiles and interview details are presented in table 

11 below. 

 

Table 11. The interview and interviewee details 

Interviewees of the customer organization The interviewees of the suppliers 

Person 
Working 

Title 
Duration Time Person 

Working 
title 

Duration Time 

A 
Data 

scientist 
75 

minutes 
26.10.2018 E 

Digitalization 
development 

manager 

31 
minutes 

28.11.2018 

B 
Automation 

development 
manager 

40 
minutes 

29.10.2018 F 
Maintenance 

business 
manager 

60 
minutes 

5.12.2018 

C 
Maintenance 
development 

manager 

31 
minutes 

1.11.2018 G 
Research 
director 

58 
minutes 

18.12.2018 

D 
Advanced 
analytics 
specialist 

83 
minutes 

5.11.2018 H 
Global key 

account 
manager 

46 
minutes 

 
18.12.2018 
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According to good interview practices, it is appropriative to inform interviewees about the 

conducting the interview in advance so they can prepare for themselves to interview. Also, 

recording the interview with audio recorder for transcription is always under a permission of 

the interviewee. (Saunders et al., 2009, 328, 339, 341) Every interviewee was contacted by 

email. Email messages included an invitation to the interview including the following: topic 

presentation, references and reasons to conduct it, themes and questions types, estimated 

running time of the interview, few potential interview dates to conduct it and a question to 

receive a permission for audio recording. For every interview a permission to record was 

received. Interviews were conducted in Finnish because the reduced risk to misunderstand 

questions in foreign language, and thus, having a straight impact on quality of the findings, 

since every interviewee was native Finnish speaker. The interview forms and answers were 

translated in English afterwards for the purposes of this study. The interviews were conducted 

with manufacturing maintenance function’s personnel during October – November 2018, and 

with its suppliers during December 2018. 

 

4.3 Data analysis as thematic analysis 

 

Thematic analysis is selected to be utilized to analyze empirical findings during the next 

chapters. The selected themes are found to be fitting best into the context according the 

interview forms, although they were slightly modified. Thus, the following four themes are: (1) 

big data analytics (BDA) in the organization, (2) BDA and the risk management, (3) information 

sharing and (4) technologies and data. Each theme is approached chronologically according 

the interview forms (Appendices 1 & 2). The instruction part of the interview form was left out. 

Direct citing is utilized to demonstrate handleable issue according the interviewees. Direct 

citing is separated clearly off the paragraph texts with italics and quotation marks. 

 

The audio recorded data files were transcribed into Finnish and typed in Microsoft Word -

format files with word-to-word accuracy. The transcriptions were done right after the 

interviews. In total 72 pages of transcriptions were generated through the eight interviews. 

This is the total empirical research material. Also, the interview length, date and place were 

recorded as field notes. Each of the transcription files were read through a couple of times, in 

order to sense the generic ideas rising from the texts. Highlighting was utilized to identify key 

words and ideas which were embedded into transcribed texts. The existing themes from the 

interview forms were remained prevailing after the revision. Each of the interviewees 

transcribed answers were copied under one interview form’s questions accordingly. Therefore, 

two Word -files were created for both interview groups. The interview answers were analyzed 
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by one question and a theme at a time. They were read through, abstracted and simplified to 

generate understandable forms and to leave all excessive data out. Comparison was used to 

identify similar findings from other interviewees. Summaries gathered the main findings briefly 

together in the forms of tables. The data analysis process is presented in figure 17. 

 

 

Figure 17. The data analysis process 

 

The analysis didn’t include any numerical data or calculations, only text forms. The thematic 

analysis categorized data into identified the upcoming angles benefits and barriers of the 

themes which are essential according the research questions. Where direct barriers and 

benefits couldn’t be drawn, general findings are provided and summarized. These issues are 

discussed next. 

 

4.4 Findings and results of the empirical data 

 

This chapter discusses the finding and results of the empirical data in detail. The sub-chapters 

are divided according the themes appeared in the interview form. Each theme goes questions 

through one by one. In order to keep the findings clear, they are first approached from the 

maintenance personnel’s perspective, and then from the suppliers’ perspective. Each chapter 

is concluded to summaries of the central findings. Visualized summary data, in terms of tables 

and figures, include bolded and italicized texts which indicate that mutual findings are found 

from the interview groups.  
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4.4.1 Big data analytics (BDA) in the organization 

 

The aim of this theme chapter is to provide general thoughts and insights about the BDA’s 

utilization in the focal organization in comparison to focal manufacturing plant’s maintenance 

function. The primary target has been set to identify general benefits and obstacles involved 

into utilization of BDA. The starting point is that the technological advance between the focal 

maintenance function and its suppliers is huge. The maintenance function of the customer 

organization has utilized BDA approximately three years whereas suppliers nearly 10 years 

when the BD appeared.  

 

The maintenance personnel 

 

According to personnel of the maintenance function, the BDA is diffused throughout different 

business functions in to some extent. Still, there are radical variations about how much 

emphasis different functions have received. By going beyond organization boundaries, person 

D said shortly also that BDA should be utilized also more comprehensively and balanced for 

entire supply chain, not only certain functions inside the organization. The trendline is clearly 

that the utilization of BDA is coming slowly down in organizational structures: whereas the 

management and other upper clerk strategic functions have had the main focus, the operative 

or “the ground level” of the organization structure is recently getting more attention. From the 

organization’s perspective, it seems obvious that financing, sales and marketing, purchase-

to-pay processes have been a long time the centric BDA utilization area. Data for these areas 

is somewhat easy to receive. In more detail, purchasing and demand forecasting utilized much 

BDA. In turn, production stood clearly out because of being less significant interest area for 

the utilization of BDA. These issues are supported by persons A and C: 

 

“Nowadays, BDA is utilized much more for the cash flow-customer related issues because the 

data are easier to get” -Person A 

 

“There are plenty of opportunities for larger BDA utilization in the operative organization and 

especially in production.” -Person C 

 

Narrowing the focus of BDA utilization targets in the maintenance perspective, the condition 

monitoring should get more support. In detail, machinery defects, usage, health conditions 

and the processes related to them are the driving BDA utilization targets. Through the 

processes, there are a willingness to find bottleneck items and causal pathways leading to a 
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certain outcome. In general, the BDA can be seen as process improvement application. In 

addition, usability and quality related issues and production’s balance sheet has significant 

roles. Person D mentioned also that BDA targets should be operationalized into production 

after modeling, which was one improvement component that was pointed out.  

 

The novelty of BDA came out of the answers, since the maintenance has done a lot of 

reporting and calculations, but the practical results are into some extent missing. Since the 

BDA utilization is at this phase, yet, it hasn’t provided much support for the decision-making. 

All in all, every interviewee approved the potentiality of BDA to support decision-making in the 

near future, but now it cannot prove fact or information-based support. Information-based 

support is estimated to become a prevailing trend during 2019 as the reporting improves 

further to certain point. Sometimes the maintenance personnel rely on the persons with the 

best expertise of the desired target and its processes that need decision-making. The 

corporate culture has been for decades that there have been well defined practices of which 

are being followed, and the change of them is somewhat inflexible. This is followed by that the 

decision-making trend has been an iterative, or more likely intuition-based as the person B 

states promptly: 

 

“The decisions made are based more on intuition than facts.” 

 

The requirements for business cases come from identified problems or opportunities. An 

increasing trend is that people are rapidly getting familiarized the BDA’s potential to manage 

data further in order to be utilized in practice that makes a base layout for bigger contexts. In 

parallel, BDA has become one agenda for educational purposes as innovative subject. 

Interviews included good examples of the opportunities in the big picture. For example, person 

A brought forth that up one percentage’s increase in plant’s operating margin will have a 

significant impact annually in corporation’s cash inflow. In turn, the machinery’s usability would 

be improved which have straight impact on the usability of the whole plant. For instance, the 

need for business case from the problem perspective tries to identify the root causes and the 

causal pathways connected to it. The maintenance function may identify production and 

quality interruptions in the manufacturing that are occurring once or multiple times. The 

procedure includes briefly the impact identification, reason for occurrence identification, data 

collection and solving the problem from the root level. Likewise, through the iteration, business 

cases can be scalable across the business functions and units. 
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The ground base must be established in before any capabilities could be utilized that are 

connected to BDA. This requires that the appropriative hardware and software must be 

installed in the first place. The processes involved into BDA capabilities must be defined and 

process owners are known. Then data must be qualitive, catalogized, easily available and 

accessible, and preferably located into one place. Then comes the people and their 

capabilities. Basic programming and IT-skills are supporting but they are not the fundamental 

requirement. Ideally, people must have capability to ask correct questions from the right 

persons. Collaboration with suppliers is important when designing capabilities in parallel with 

justifications for funding and resourcing the capabilities. Consequently, identifying the best 

practices related to BDA capabilities enables the growth alongside the BDA inside the 

organization, but it requires the encouraging and committing culture to support the BDA 

utilization.  

 

The major bottleneck item that maintenance function has faced during the utilization of its early 

stage is that the data is difficult to get out of the maintenance systems, i.e. manufacturing 

machinery, for further preprocessing and then to analysis. The issue rose out multiple times 

during each interview. Person C told also the further phases is somewhat complex at the 

moment: 

 

“Getting data moving from the systems is difficult, then how to combine them and how to utilize 

at all.” 

 

Therefore, the data flow gets interrupted at its early phase. Reasons for this is old existing 

hardware, the oldest from the 1970’s, which don’t have interfaces to be connected to IoT 

context. In other words, systems are designed decades ago to work solely for different 

purposes. Furthermore, the data may be diffused into multiple locations and the gathering 

becomes quite difficult. Another thing is that the internet capacity doesn’t allow to move data 

in large volumes which is hindering the maximized BDA utilization. The maintenance could 

get data easily out from the ERP system but then the activity transforms more Microsoft Excel 

related manual activity that requires too much man hours to be handled in a desired way. Also, 

the data’s origin and poor quality may have an effect to gather it or not at all in the first place. 

Finally, the common understanding is somewhat lacking which might reduce the commitment 

towards the BDA related processes. Person D illustrates the previous sentence: 

 

“When thinking about the presentation of the BDA at the back end of the process, the trust 

toward results that rely on facts should be emphasized more and understood as value.” 
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The issues that supports the utilization of BDA variates in the maintenance function. First thing 

is to get data automatically in real-time to be updated. Again, automatic functionalities reduce 

the workload of the manual system usage. The update cycle time considering, for example 

the monitoring data, updates couple of times in one hour for the data terminal equipment. One 

another supporting issue was the question of the investment into BDA technologies. Now, the 

BDA hasn’t yet received the high investments because of its novelty in the maintenance 

function. Although, the BDA has proven its potentiality, it requires fact-based evidences in the 

first place when considering its arguable benefits. Therefore, technological development, now 

BDA, is a triggering factor to seek investments in the broad level. In a similar vein, lack of 

appropriate resources and their allocation into right targets may have negative impact if the 

maintenance doesn’t get investments for the BDA. For example, gathering the user 

experiences and knowledge of the BDA may facilitate the BDA development in a desired way, 

and in parallel to enhance the beliefs of BDA’s benefits. This synergic way to work allows the 

networking of the right persons who use lots of data to further develop BDA. In short, the 

management should be convinced to bravely try new ways to utilize technologies by proving 

beneficial results. Consequently, people should internalize the benefits derived from the BDA 

as the person C tells: 

 

“The benefits of the BDA are mapped all the time in order to create a proven concept around 

it.” 

 

BDA has a recognized value creation potential to keep maintenance at economic level. For 

example, warehouse management of the spare parts and warehouse risks could be managed 

through the utilization of BDA. Also, the production efficiency, profitability could be monitored 

and improved with BDA, but also to keep track on machinery’s health and operating 

efficiencies. BDA would create new innovations whenever valuable data could be combined 

intelligently. The reporting results of the BDA now has facilitated a little to focus on correct 

resource allocation. BDA has established to drive different scenarios for certain circumstances 

and the value is created and derived out when the scenarios could lead into decision-making 

resulting into robust process modification and to earn profits.  

 

BDA is getting slowly valuable results, but the common interest has gained approval among 

the plant personnel, since the BDA has an impact to develop manufacturing processes. BDA 

has a potential to improve the product quality as well which haven’t required any investments 

by modifying the parameters linked to production inputs. This was confirmed by person D: 
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“Let’s say a little improvement in a process have a significant outcome impact. One 

percentage’s improvement in one process will have a huge impact. To identify such 

improvement points, it’s our duty to understand through the utilization of BDA where those 

improvement points are located before, we can make them happen.” 

 

The future perspectives of the BDA utilization were similar. First priority is to get data streams 

coherently working with the tools used at the factory. One interviewee said that there is a 

requirement for optimize plant processes more coherently in order to ensure qualitative 

production inputs. This requires a balanced data stream through different functions and 

departments. For instance, in general level, data volumes will increase, and the digital 

technologies will develop rapidly. Therefore, the external pressure is driving the utilization of, 

e.g. cloud services and machine learning more and more in parallel with BDA. Business is 

going to more strategic and data-based issue which requires a strong collaboration with the 

suppliers to find the best fitting solutions among the wide service portfolios. 

 

Suppliers 

 

Suppliers have more robust experience of BDA in comparison to case organization’s 

maintenance function. In short, suppliers have utilized BDA since the term appeared 

approximately 10 years ago. Moreover, two out of four suppliers stated that they have formed 

also internal teams for BDA that focuses mainly on BDA projects. BDA is utilized by 

manufacturing plant’s personnel who are influencing the processes, i.e. maintenance, 

operators, but also factory management. 

 

According to supplier interviewees, two pointed out that BDA is utilized for condition monitoring 

of the manufacturing machinery and in a predictive way. Predictively forecasting the conditions 

have still more potential to be targeted for BDA. Additionally, the predictive breakup analysis 

could be utilized through BDA that analyzes the causal pathways to breakup of the machinery 

and the probability rate for it. One pointed out that BDA is the application for sensor technology 

utilization, and more recently the emphasis is put onto data management of installed 

machinery bases. One interviewee wished to clarify more specifically, that BDA through 

optimization and modeling is utilized for erosion predictions of the machinery and to usage of 

energy. This is followed by creating tight instructions for the operators located in the 

manufacturing premises who monitors the set-up figures by the supplier. The figures are 

illustrated on “traffic light” dashboards based on the installed parameters into capturing 

sensors in the machinery. The traffic light system is operationalized by BDA and machine 
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learning. This enables the optimized usage for the machinery at optimal energy consumption 

level which guarantees the proper quality of the product. Additionally, BDA is utilized to 

command ramp-ups and ramp-downs. All in all, BDA is arguably a smart application to 

combine data from different sources to solve early problems related to conditions of the 

machinery. 

 

Generally, suppliers see that BDA is supporting the decision-making. BDA could reform 

business models more self-guiding from the suppliers’ side rather than customer side, i.e. 

suppliers could proactively model scenarios without the actual need from the customers. 

Furthermore, machine learning and BDA are arguably good choices to indicate the facts why 

a certain optimized model is working the best way in a certain process. This reveals the fact 

that BDA could be a base creating service products for the customers. Still, the BDA have its 

ground fundamental at predictive actions in condition monitoring, and in similar vein to drive 

cost efficiency as person E says: 

 

“For sure, BDA is improving the cost efficiency. Therefore, we can create right and better 

decisions with it than without it.”  

 

According the suppliers, there usually is a customer driven problem that is the starting point 

for business cases. Basically, differences between customer capabilities determines the limits 

when suppliers are needed to BDA utilization. Through the customer driven problems, 

suppliers can redesign and reconfigure their offerings more accordingly. Around the 

redesigning and reconfiguring the services and products, the essentiality should be placed to 

data management that coordinates the product or service modification. Gathering, updating 

and sharing the information related to the machinery is the essential. Therefore, as the one 

interviewee said, that machine manufacturers have their significant role in sharing information 

related to the base machinery to other parties so they can modify their components 

accordingly.  

 

There were big differences in aspects of BDA capabilities in order how they could be utilized. 

Person E said that their customers have really good IT-capabilities so practically they don’t 

need the supplier’s support, only in the extreme circumstances. Secondly, person F said that 

there is an increasing need for instrumentation, programming and well-established knowledge 

of algorithms next to machine engineers who know the product designs and constructs well. 

Emphasis was also put around the service categories around the products which require 

capabilities to create, combine and share information related to product, e.g. performance or 
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condition, and there must be an easy access to information from the relevant parties. In turn, 

Person G said that the primary capability is the machine and process knowledge which is 

partly in line with person H. In comparison, person G didn’t emphasize the programming skills 

because it alone doesn’t solve anything. Person G revealed also that capabilities are renewed 

incrementally combining old and new talent. In a similar vein, person H emphasized that 

people should change their way of thinking to collaborate more efficiently and differently to 

leave the conservative business models behind. In practice this should led to that two core 

competencies of the buyer and seller must be matched to create value: 

 

“The buyer has the core competence of process knowledge. The machine supplier (seller) has 

the core competence of the machine technique. These two core competencies should be 

matched and combined that creates new value.”  

 

BDA brings also challenges for suppliers. One challenge is that if the machines won’t break 

up, it is then an obstacle for break up circumstance modeling because one supplier couldn’t 

provide additional value through the digitalization. Another challenge for a machine 

manufacturing supplier is that the common understanding of the BDA is hindering the 

maximized utilization due the core product centrality. Next to common understanding of the 

BDA, the existing capabilities don’t meet the current requirements about how the utilization in 

practical level could provide benefits. The benefits should be monetized and capitalized. Due 

these aspects, there is a significant risk to leave behind the technological development, so 

therefore it is necessary to go according the pace of technological development. One last 

issue that came out of the interviews was that scalability and computing speed of the BDA 

and its utilization for different purposes and locations is one big challenge. Through the 

iteration the best appropriative solution is found for the customers. 

 

Since the customers are the main drivers for broader utilization of BDA, their increasing 

demand has created pressure to their suppliers. Suppliers have expanded their knowledge 

and established new positions for digital experts in different functions inside their organization. 

Therefore, BDA provides practical frames to expand and develop product or service ranges 

whenever its usability goes beyond conventional boundaries if customers seeks competitive 

edge and survival through it. In a similar vein, the success stories that have been reached 

though the BDA collaboration cases with customers have a significant effect on reputation of 

supplier if the benefits can be seen generally. Another good argument was that broader 

utilization of BDA could be reached if the mission and vision is clear in the first place when 
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considering the objectives of the BDA and IoT in the condition monitoring, i.e. what are the 

utilization targets and why they are established should be asked on a regularly basis.  

 

Following the challenges of the BDA utilization, suppliers have also faced the hindering factors 

related to the trust on their BDA models, e.g. during those mentioned alternatives break up 

conditions whenever the data is unavailable because the machinery don’t break up. Indeed, if 

the data is unavailable, or if it comes from multiple sources of the machinery, the 

comprehensive machine and process data management applications become more blurred. 

Additionally, digital platforms might be too novel also for the suppliers, since platforms’ 

business potential is into some extent unfamiliar and complex in their nature.  

 

Always the opportunistic nature of the customer is a threat and a hindering factor for utilization 

of BDA if they don’t trust the suppliers’ capability and changes them to another supplier. The 

new supplier may increase the costs and provide unreliable optimization solutions. 

Optimization was mentioned by another interviewee since it would provide significant incomes 

for the customer and the manufacturing plant itself. Still, getting investments becomes also as 

hindering factor if the facts of the potential benefits are missing. Additionally, there might be a 

prevailing complexity if the BDA utilization project involves too many people and the decision-

making becomes more difficult. The existing IT infrastructure may be replaced and the new 

constructed. The risk is inevitably clear that suppliers might sell inappropriate manufacturing 

or maintenance systems for their customers, or they are left at low usage rate. In the end, the 

customers must acknowledge to change their processes if the action models are changed. 

Then the information sharing increases between customer and supplier and it obviously goes 

beyond traditional boundaries, that may end up to IT security and cyber-security related 

issues. Especially, the data ownership came up strongly by person G: 

 

“The data is like a new oil. Since the data ownership has recently received much attention, not 

every customer is willing to share us information. Then we cannot do analysis for them. 

Customers may have hired subcontractors instead of us, and sooner or later they are facing 

a challenge that they cannot tell the machine or the process about what should be done.” 

 

Future views of the BDA utilization are rich and heterogenous. Person E mentioned that the 

primary value is derived out of remote controlling system possibilities. Therefore, controlling 

centers should be established into big cities that are connected to distant small factories. 

Person F said that BDA utilization is increasing significantly, and the data processing and 

operating goes more likely through the cloud services controlled by algorithms. Data 
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ownership will become an issue that has an effect to BDA modeling if it is restricting the data 

availability. Still, the modeling update cycles are required more often due the increasing data 

amount. The changes are being considered more seriously about how the existing machine 

installation bases in manufacturing plants are getting more implemented plans to be utilized 

at their optimal capacity. The utilization must be done in phases. BDA enables the servitizing 

of products that creates new business models instead of the current product ranges and 

business models as the person G said: 

 

“BDA will become a huge new business for us, so we could start selling new service products 

that enhances customer’s operations next to our current product portfolios” 

 

Summary  

 

The main findings of the theme included that BDA is one major driver towards predictive 

maintenance concept. This was confirmed from both sides of the interview groups. BDA 

provides to generate fact-based data as a basis for diagnostics considering the condition of 

the manufacturing machinery. Whenever next possible interruption could be predicted, 

maintenance actions can be planned in advance which ensures the continuity of the 

production. BDA could facilitate the decision-making rather relying on intuitions. This could be 

done only if the data can be received and processed. At the moment, it is not happening in 

the maintenance function due to its novel status. BDA is facilitating the process optimization 

that enables to generate cost efficiency and usability of the machinery. Lack of investment and 

resources aren’t matching with their current need. Increasingly the lacking resources next to 

investments are old IT-infrastructure with low internet speed capacity that are hindering the 

utilization of BDA. Additionally, both interview groups emphasized that people should change 

their attitude positively towards BDA and increase their understanding in parallel. There are 

existing conservative organizational cultures. Overall, the central findings generally support 

either benefits or obstacles of the BDA utilization that are summarized in table 12 below.  

 

 

 

 

 

 

 



72 
 

Table 12. Central findings of the BDA utilization in organization 

 The maintenance personnel Suppliers 

Identified benefits 

• The aim towards predictive 
maintenance 
 

• Has the potential to support 
decision-making 

 

• Driving new innovations 
 

• Increased collaboration with 
suppliers 
 

• Improved cost efficiency and 
usability of the machinery 

• The aim towards predictive 
maintenance 

 

• Improved modeling and 
optimized processes 
 

• Decision-making supported 
with facts 
 

• New business models and 
services around the core 
product 
 

• Increased collaboration with 
customers  

Identified barriers 

• Lack of investments 
 

• Old IT-infrastructure  
 

• Incapability to get data out of 
the systems to be further 
processed 
 

• Conservative culture 
 

• Common uncertainty of the 
utilization and its benefits 
 

• Lacking data management 
procedures 
 

• Data ownership 
 

• Conservative culture 
 

• Scalability of the data 
 

• Common complexity and 
incapability to implement BDA 
 

• Lack of understanding to 
change processes and to 
develop new skills and 
knowledge accordingly 

 

• Lacking data management 
procedures 

 

 

Additionally, the capabilities are to some extent updated incrementally by combining new and 

old technology with each other which also stands for the skills’ upgrades. The primary 

capability was the process and device knowledge. Positively, the BDA utilization among other 

digital technologies has created new working positions for organizations. Also, the remote 

access and control with mobility of the service products around the physical core product got 

valuable emphasis. 

 

The future perspectives presented above gives insights of the BDA value creating proposals 

for the maintenance function. Still, they are not gainable yet because the resource base 

establishments are not ready. The maintenance personnel had slightly blurred visions of the 

future perspective yet, whereas the suppliers provided more concrete options. Additionally, 

one of the interviewed suppliers admitted that they haven’t utilized the full potential of BDA 

around their offering portfolios due to lacking understanding and capabilities required for it. 
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4.4.2 BDA and the risk management 

 

The aim of this chapter is to identify that how applicable BDA is for risk management in the 

focal the maintenance function. The risk management model procedure with its steps are 

tested, and which kind of risk types could be managed, and how they are communicated. In 

essence, the theme provides base evidence in a way how the risks are approached and 

managed. 

 

The maintenance personnel 

 

According to maintenance personnel the primary target for BDA in risk management is to 

reduce risk occurrence through predictive monitoring and related activities. As being stated, 

this is not yet the prevailing procedure. Even though, the predictive procedure ensures the 

healthy condition of the manufacturing machinery and to avoid unexpected breakdowns which 

are followed by the unnecessary downtimes. Person A simplifies this:  

 

“Through the maintenance, the target of the utilization of analytics is to predict malfunction 

situations of the machinery and thus to reduce a risk impact and occurrence.”  

 

Additionally, the warehouse management in terms of proper safety stock levels and availability 

of spare parts are under direct risks as well. Due to spare parts and components that are 

needed to manufacturing machinery, the supply chain simulation and modeling are also 

required in parallel with condition monitoring. BDA has its potential to control the optimal stock 

levels of the spare parts in order to avoid accumulation of high tied-up capital. Consequently, 

the inventory turnover comes more improved through the utilization of BDA. Safety stock of 

crucial components and spare parts are under direct risk analysis which are determining the 

running of manufacturing machinery. These early risk-categorized components and spare 

parts must be always at immediate reach at the factory premises so they can be installed 

rapidly when needed. Person A mentioned that in extreme circumstances, through the 

modeling, maintenance personnel could create planned optimizations for the machinery in 

order to extend their running time, if they are near a breakdown, by lowering the running speed 

while waiting the ordered spare parts to arrive. Person C said that there is a criticality analysis 

of the crucial components which must be rapidly available. This is a little input for the BDA 

utilization. In essence, optimization models are the key practices that are utilized in risk 

management in predictive maintenance. However, it requires simulation tools which are most 
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often under “what if” analyses that are needed to create scenarios of risk occurrences in 

different phases. 

 

Instead of machinery related risks, and in a broader view, BDA has the potentiality to manage 

different risk types related to business, finance, people, working safety and environment. BDA 

could be used to build automated processes onto manual ones. There is an underlying risk 

type in manual work whenever data volumes increase every day and the human working hours 

and capabilities couldn’t manage such sets of data volumes. In other words, whenever data 

volumes increase, the human error possibility increases simultaneously. Person B suggests 

that machine learning is the key solution to overcome every manual work. 

 

“The handling of data volumes increases all the time. With BDA, the manual work could be 

overcome with automated work which calls after machine learning solutions.” 

 

Due to novelty of the utilization of BDA in the maintenance function, the reactive model is to 

some extent a more prevailing model to identify the defects related to the machinery. Still, the 

aim is set to predictive model that identifies the defects at their early stage before the actual 

occurrence. Ideally, whenever the possible defect is identified, it launches a certain set of 

processes how to estimate the risk impact, and how to proceed and monitor it. These steps 

aren’t yet implemented and planned - they are rather envisioned. Even so, person D had few 

thoughts for the steps coming after risk identification. BDA would bring the base to evaluate 

the risk impact in monetary terms related to revenue and profit losses. Therefore, the modeling 

through BDA facilitates to target maximizing and minimizing functionalities to risk areas in 

order to reduce monetary impact. Fundamentally, the common understanding of the simulation 

and modeling must be maintained all the time since the simulations get more complicated time 

after time, and the results should be trustworthy. For instance, the risk probability increases 

as the trustworthiness of the results get more uncertain when the time span for forecasts 

broaden further away in the future.  

 

Risk communication is efficient inside and outside of the maintenance function. Issues related 

to shipments, e.g. delivery times, are communicated to customers. These are not yet under 

the direct influence of the BDA. Internal operations are not shared outside the organization 

boundaries and the general risk issues are easily found from the annual reports. Working 

safety has significant standards and rules in manufacturing premises, and the risk 

communication is being heavily invested to reduce people injuries. Environmental risks are 

communicated to public officers according the bureaucracies, e.g. emission standards. End 
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customers are being informed whenever there have appeared issues related to their orders 

and shipments. Risk occurrences have an impact on organization reputation, and there is 

always a risk that customer will change their supplier if it is too risk vulnerable. 

 

Suppliers 

 

The risk management is enabled through careful asset management. Without the 

appropriative assets, the modeling and condition monitoring related to machinery’s life-cycle 

is almost impossible. For sure, the complex systems related to machinery maintenance is 

bringing additional risks. Therefore, the data correctness and the trust on modeling is the 

essential. In detail, the modeling of erosion functions of the machinery can be done alongside 

the modeling of increased variations in the processes which may suggest an appearing danger 

of defects. Consequently, finding the causal pathway to root cause appeared as important 

factor.  Additionally, the industry 4.0 era has brought the cyber-security concerns more 

strongly at the surface as the person E illustrates: 

 

“Nowadays, there is an increasing emphasis on cyber-security related risks that must be 

acknowledged with high priority that requires more attention to controlling them.” 

 

Approaching the risk management subject from a different angle, the problem-solving cases 

establish a risk assessment model when a particular risk identification is made. Person F said 

that they have units of measurements installed onto machinery that through intelligent 

technology capture, monitor and analyze the data in defect area of the machinery according 

the desired KPI’s. The data development is managed through a software that is based on an 

alarm limit system which suggests specific actions to be taken right afterwards the alarm limit 

is crossed. There, algorithms have significant impact to automatize activities for risk 

management because they could indicate facts that could be taught to machines which, for 

instance reduces, the manual Excel work of humans.  

 

Person H discussed of the maintenance risk management in a similar vein than did the 

maintenance personnel. The main concern is to acknowledge the economic impact of the risk 

exposure of unpredicted machinery downtimes. The prediction difficulty increases when the 

time span broadens which in parallel increases the uncertainty, and thus also, the risk 

probability. Therefore, the focus should be placed on the descriptive risk types where could 

be influenced and where not to. Therefore, there appears to be two fundamental points which 

should be targeted in an economic manner: planned and scheduled downtimes which means 
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that machinery could be kept running and productive if the minor configurations of the 

machinery could be changed when risks are identified. The second is that the machinery 

should be kept running at optimal level as the person H said: 

 

“The biggest economic risk that could be controlled and monitored within condition monitoring 

is to notice that if the machinery is not running at their optimal level. You may not find that a 

particular nozzle of the machine is not at its correct position and therefore consumes too much 

gasoline than it usually should do.” 

 

In a similar vein, person G agreed that spare parts’ supply chain and warehouse stock level 

risks are one primary targets for BDA and its maintenance risk management models. BDA 

could facilitate the reduction of tied-up capital of the components in the warehouse, and also 

to improve the tracking of shipments and delivery speeds. Narrowing the subject more at 

customer interface, risks could occur due the improper use of machines that will lead to 

breakups. BDA could improve attractiveness and the reliability of the offerings made by 

suppliers if they have proven track of facts generated by machine learning algorithms, and 

thus a potentiality to reduce risks that are based on subject mindset of human and its manual 

way to work. 

 

Summary 

 

Table 13 summarizes the central findings of the BDA’s applicability at risk management. 

Generally, the findings varied a little between maintenance personnel and suppliers 

considering the BDA applicability in maintenance risk management model and its phases. The 

common willingness is to pursue predictive maintenance model to avoid unexpected breakups 

and downtimes of the manufacturing machinery. Other commonly found aspects between 

maintenance personnel and suppliers were the optimization of processes related to spare 

parts’ supply chain management and the optimization to run machinery at optimal level. In 

other words, BDA could be applicable for SCRM. Also, indirectly discussion was turned at 

manual human tasks in risk management, although the machine learning is very suitable 

solution to provide more reliable and systematic opportunity for comprehensive risk 

management and thus to reduce human error rates. Modeling is the most common technique 

of BDA to be utilized for risk management in the maintenance environment.  
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Table 13. The central findings of BDA utilization in risk management 

The maintenance personnel The suppliers 

• Predictive risk management model to identify 
risks related machinery defects, breakups and 
downtimes 
 

• SCRM optimization and modeling: 
- Spare parts’ stock levels 
- Inventory turnover 
- Availability of spare parts 
- Shipment tracking & delivery time 
 

• Scheduled and planned machinery running 
capacity at lower power instead of 
implementing total downtime 
 

• Critical analysis of the crucial spare parts 
 

• Manual work implemented instead of machine 
learning opportunities in risk management 
opportunities 

• The predictivity could not ensure 100% reliability 
→ Continuous malfunctions reduces the 
reputation of the organization 

 

• Predictive risk management model to identify 
risks related machinery defects, breakups and 
downtimes 
 

• SCRM optimization and modeling: 
- Spare parts’ stock levels 
- Availability of spare parts 
- Shipment tracking & delivery time 

 

• Scheduled and planned machinery running 
capacity at lower power instead of 
implementing total downtime 
 

• Reactive measuring units for machinery with 
alarm limits 
 

• Asset management around risk management 
 

• Increased attention for cyber-security 
 

• Defects and breakups of the machinery are 
caused by inappropriate and lacking skills of 
customers 

 

Based on the findings in this chapter provides a clear evidence that the maintenance function 

aims toward the concept of predictive maintenance. A slightly similar elements were found 

from the first theme chapter (4.4.1). Consequently, as the primary focus is at predictivity, the 

assessment and control of the risks are a bit unclear although some sort of critical analysis is 

created.  

 

4.4.3 Information sharing 

 

The aim of this theme chapter is to identify current information sharing practices and conditions 

in organizations that the interviewees represent.  In a similar vein, certain obstacles are 

identified next to the benefits. The emphasis is set at the dyadic partnerships. The BDA 

perspective is now lower as it was the primary focus in the previous two chapters.  

 

The maintenance personnel 

 

Transparency of the information is not clear because a stable and standard model is missing. 

Internally, the main problem appeared to be that information systems are under construction 

at the plant in order that the clear transparency would be enabled in the first place. As being 

said, the information may be located into different places which are followed by that the 

information is difficult to be gathered and combined which blocks the transparency. Ideally, 

the planned constructions are going more toward a centralized solution where the gathered 
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information is easily accessible for every user. This could ensure relevant and current 

information stream from one place to different locations in the organization, which in turn, 

facilitates the users to keep on track of the different events occurring in different locations. 

Every manufacturing plant could see production statuses and other valuable details of other 

manufacturing plants nationally and globally.  

 

Collaboration with suppliers has enhanced a little the transparency in supply chains. Spare 

part management is facilitated a bit due to transparency linked to track and see which spare 

parts are at the plant, and which spare parts available for delivery from supplier’s warehouse. 

The fundamental issue is that the spare parts must be verified in advance that they are 

matching with the machinery if the need to order them comes ahead. Suppliers must make 

sure that they share any relevant information related to product characteristic changes and 

their availability as soon as possible. In the near future, automated ordering may become 

possible if the transparency is clear between parties and especially between their systems.  

 

The automation of information sharing has valuable potential. Automated information sharing 

has its potential to commit end-customers to the organization more strongly as a part of the 

supply chain processes. Then the organization would serve customers better and on contrary 

to give strategic insights for sourcing and production planning. Some reporting tasks are 

automated within the set-up update times, but still too much manual work is involved for other 

similar tasks. The potential to reduce error amounts involved to manual work could be solved 

with automated information sharing that provides efficiency. At the same time, the automation 

will assist the speed up of completing the tasks as the person B illustrated: 

 

“Automated information sharing will the speed up of the working that generates efficiency. It 

will also reduce errors amount significantly.” 

 

Gainable and mutual benefits are the main drivers to share information that came up during 

three interviews. One was that committing the customer to the organization will support the 

willingness to share information. Indeed, customers could become more proactive in their 

actions and thus to create cost savings if the focal organization is willing to share information 

with them. Naturally, the focal organization is waiting for beneficial reciprocity in turn as the 

person D said: 
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“Some sort of the benefit must be gained for the organization if the information is shared. In 

turn, we could share information to customers if they could benefit from it somehow from our 

perspective, e.g. becoming proactive in their actions and thus provide monetary savings.” 

 

On contrary, opportunistic behavior of the supplier is reducing the willingness to share 

information. This could be seen in a way that the other party turn on the focal organization and 

utilizes the shared information beneficially against the organization. On the other hand, having 

business sensitive information and other business secrets are reducing the willingness to 

share information. To draw boundaries around shareable information may be difficult to 

acknowledge which may increase the risk to leak information unintentionally or accidentally. 

Also, the data ownership was one concern that reduces the willingness to share information.     

 

In general, every value chain player shares the information relevant to manufactured product 

that generates value and benefits for the focal organization. Usually the shared information 

types in SC consider process, product, product forecast, product quality and delivery times. In 

turn, business secrets and sensitive information are not shared. They consider selling prices, 

sales margins, production and selling volumes, raw material prices and other cost structure 

related information are not shared in SC. 

 

Webpages and annual reports are central sources of information to stakeholders for which 

they have an easy access. When the subject is narrowed for contractual stakeholders, 

different extranets and supplier portals are under construction which provides access only to 

relevant information that belongs to these stakeholders. The actual access to these sources 

were seen somewhat difficult because they were under construction. Customers have a portal 

where they have access to their client details, e.g. orders and product returns. Internally, 

different branch manufacturing plants have an easy access to information through reporting. 

 

Suppliers 

 

Person E said that data is owned by their customers and the data is kept at the manufacturing 

plant site. Whenever the data cannot be shared outside the plant boundaries, the fleet 

management of the machinery becomes difficult and their functionality is unclear. Therefore, 

the transparency of the data is a little blurred, because the access to available data of the 

supplier’s machinery is difficult to be controlled remotely. Thus, a lot of single visits at the plan 

is required on a regular basis. In a similar vein, person G said that they do audit visits at their 

customer manufacturing plants since the data’s transparency cannot be always trusted. The 
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descriptions of the machinery’s installation data bases may fluctuate radically because 

customers forgot update the relevant information for suppliers.  

 

Person F put emphasis on operative data which could be easily managed in their ERP system, 

but when the data come outside the operative processes, the transparency becomes more 

blurred. There is a risk that urgent data is left in separate Excel files and they are not uploaded 

into information systems although they should be. Then the risk is that information systems 

cannot manage the reported data because the file format is not generic and won’t transform 

into desired format that information systems could read and understand. A common and 

standardized data format is to some extent missing which requires always additional manual 

work. Therefore, person H suggest that the industry 4.0 has enabled the automatic data 

transfer between parties, and the frames are already existing for it, but somehow it is not yet 

utilized:  

 

“If the relevant data could be now transferred electrically, then it could be updated in both 

parties’ systems automatically. The problem now is that we have to send information updates 

for customers, they are sent as paper copies or attached e-invoice files.” 

 

The interviewers were a little concerned about the automatic information sharing, although it 

has valuable potential. Basically, automatic information sharing provides improved 

performance and reduced manual work error risks. The concerning questions involved the 

data ownership and information sharing security. Data ownership and information sharing 

security issues discussed that how can the parties rely on each other in terms of keeping 

information sharing mutual because the business is also mutual. Customers are carefully 

sharing process data, but which is also relevant for the suppliers because they have to keep 

machinery updated in to some extent. All in all, industry 4.0 has provided a lot of cognitive 

opportunities to be utilized for automatic information sharing but it requires a common 

acceptance towards the change in order to make it happen.  

 

The main motivator to sharing condition monitoring information is that it supports to improve 

performance of the processes, and thus, it has an influence also for the end-product. At the 

same time, it creates experience of data measurement which could be utilized for 

strengthening decision-making. On contrary, the other parallel business processes could be 

hindering the information sharing condition monitoring because of the business value may 

become under a direct threat. For example, spare part business has big impact on revenue at 

maintenance, so the monetary losses are always existing if the information sharing is 
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somehow neglected. In terms of information security, the boundaries around the shareable 

data are therefore to some extent unclear due to fear of sharing inappropriate data. The 

competition between customers may restrict the willingness to share information to mutual 

supplier. The interviewees gave a clear signal that sharing critical data could be utilized 

against them and the partnership. The discussion included also relying on too conservative 

mindsets. Person E gave one good example: 

 

“We delivered half of the plants machinery and the competitor another half. Customer gave us 

a clear instruction about that we can see only our data and the competitor can see only theirs. 

Somehow the situation was quite cautious and a little conservative the way of thinking on the 

customer’s side.” 

 

In the future, demand or need is configuring the type of information that is going to be shared 

in supply chain. Therefore, exchange of demand is major driver to change activity models also 

from the supplier’s side as the part of the supply chain. Now the problem is that some sort of 

generality is missing, and customers are ordering wrong type of spare parts which reduces 

the quality of the information sharing involved in supply chain. Suppliers have little access to 

available information provided by customers. Some sort of supplier portals is used but not 

much. Suppliers may have access to their relevant information and often customers require 

them to fill some sorts of forms which are needed to ensure work safety and to update spare 

part and component catalogues. Log cards are also filled which may be filled into different 

systems. The suppliers are not willing to share to their customer design data, construction 

drawings, pricing methods and process details related to operations. In short, production 

details and documents are not shared to customers which could be utilized against the 

suppliers. Customers could, for example, request lower prices for similar offerings from 

another suppliers. 

 

The utilization of BDA could create value through information sharing if the problem-solving 

cases could provide something unexpected and crucial information. This could be related to 

identification of spare part’s criticality and to ensure its availability in the supply chain if they 

are not in the manufacturing plant’s stock. In other words, person F emphasized that BDA 

could create new kind of service models that could provide or sell “performance” instead of 

the physical product. Persons E and H revealed that value-based contact models based on 

operating of the machinery could be outsourced to suppliers that controls the machinery 

condition monitoring by a remote connection. Person G discussed that the new service model 

that is created from the basis of BDA is variations’ minimizing and energy optimizations that 
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are modeled through processes resulting to suggestions of the optimal running level KPI’s of 

the machinery. The same does apply to finding relevant optimal figures for the gasoline 

consumption that is a cost to the customer. In turn, if the machinery is not running at their 

optimal level, costs increase and the healthy condition decreases. Thus, BDA has partly an 

influence on whole plant’s lifespan. Also, a generic newly modeled dashboards are provided 

to operators to monitor the optimal running levels of the desired KPI’s that are embedded in 

the machinery. Moreover, suppliers could provide a desired time-scale offering for the 

continuous remodeling the non-static processes. 

 

Summary 

 

By summarizing the information sharing, certain benefits and obstacles were found which have 

an impact on information sharing’s efficiency. The main benefits were that mutual collaboration 

between customers and suppliers have increased which has improved the general 

performance. Supply chains have become more transparent and proactive to seek actions 

and changes. There is prevailing potential for automated information sharing. Still, the 

conservative mindset and information security are the two common bottleneck items. The 

summary of central findings related to information sharing are presented in table 14. 

  

Table 14. The central benefits and barriers related to the findings of the information sharing 

 The maintenance personnel The suppliers 

Identified benefits 

- Mutual benefits 
 
- Clearer transparency for SC 
 
- Increased collaboration 
 
- Emphasis towards automated 
information sharing 
 
- Improved end-customer 
commitment to the organization 

- Mutual benefits 
 
- Emphasis towards automated 
information sharing 
 
- Improved processes in value 
chain and end-product 
 
- Increased collaboration 
 

Identified barriers 

- Data ownership 
 
- Opportunistic behavior of supplier 
 
- Information security and 
confidentiality 
 
- At the manufacturing plant, the 
data is diffused into multiple 
locations which blurs the 
transparency 

- Data ownership 
 
- Information security and 
confidentiality 
 
- Conservative mindset towards 
changes 
 
- Lack of standardized data formats 
between information systems 
 
- Difficult access to data and 
unclear transparency 
 
- Customers’ wrong type of orders 
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Additionally, the manual work between transactions and updating the information accordingly 

were also central significant issues. Both interview groups saw potential to change their 

actions in order to reduce manual work, but it seems to require a change in resource base as 

well. All in all, the data boundaries have become a bit unclear which has increased the 

cautious actions related to share information in the first place. 

 

4.4.4 Technologies and data 

 

The aim of this chapter is to identify at a general level how the different digital technologies 

are functionalizing together with appropriative data. Through this theme, certain benefits and 

hindering obstacles are found which have impact on technologies’ implementation. Also 

evidences of technological maturity level could be revealed.  

 

The maintenance personnel 

 

In general, the interviewees of the maintenance personnel did see a lot of potential BDA 

related technologies that would facilitate to seek appropriative data and manage it. They will 

facilitate the data searching and utilization, and the general willingness is to leave manual data 

utilization methods behind. Still, the Excel is one major tool utilized because old information 

systems won’t bend to new ways to manage data. To manage the data after all is difficult, as 

being mentioned, because to receive the data from the right sources is hard. This has led 

partly to a systematic approach to incrementally construct new systems onto old systems if 

investments have received. Then the systematic approach requires also the process updates 

as well. One of the biggest potentials is seen as machine learning to be one primary 

technological solution to locate defects in the machinery related to their current conditions.  

 

The process measurement data is under a real-time monitoring. Then, depending on the data 

type and its frequency, the real-time processing is not possible to some extent due to large 

size of the manufacturing plant and the organization. Whenever the data goes beyond 

organizational boundaries the data processing becomes relevantly harder. Usually the data 

processing patterns follow certain update cycles. The cloud service centrality is recognized 

but not yet utilized at their maximum potential. There should be established the common 

understanding about technologies and their applicability into existing manufacturing 

environment if they are even considered to be utilized. Person D emphasized that open source 

ecosystem has enabled to seek answers to faced problems because it enables already 

existing solutions which could be utilized to problematic BDA cases. Person D gave also a 
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comprehensive briefing related to data processing tasks and the urgency to understand data 

in the technologies:  

 

“Data cleaning takes most of the time before data could be modeled in practice. The modeling 

is only a little part of the whole. I have to think often very carefully about how to manage the 

data if it comes from multiple systems, and then how to combine them in order to create a 

working model to be utilized for a desired process. It is a fundamental issue to understand the 

nature of the data in the first place.” 

 

According the interviewees, BDA utilizes a lot of sensor data in the condition monitoring. 

Basically, it considers a determination of familiar measurement value, for example, the 

electricity consumption of an engine provides “a cycle” to identify when the measurement 

value has been captured and where it has come from. Sensor data must be familiarized and 

located from the machinery in order to be analyzed and to create a service advice. Products 

are going to utilize RFID tags to provide additional value for the customers in terms of product 

identification related to the supply chain processes. The process simulation and modelling 

utilized more cost structure figures rather than sensor or process data themselves, but sensor 

data is seen as an increasing trend to become utilized in the near future.  

 

In consensus, the integration of the data is very difficult. The primary reason for that is that the 

getting data out of the systems is difficult. If they could be gotten out, they don’t match together 

so the data management is somewhat impossible at the moment. To get data matching 

accordingly, it requires a lot of manual work. It seems obvious that the old existing systems 

and the investors haven’t acknowledged in the past that in the future (now) the data must be 

combined also. Person D said that they don’t have enough time to start making complicated 

integrations because there are usually only few users for them. Basically, the iterative 

modelling is done fast that is aimed rather at manual integration than automatic. 

 

There is a shifting trend towards algorithmic way to operate. The maintenance personnel see 

it useful to utilize already built algorithms to solve problems. Therefore, there is no need to 

start building them from scratch if they just are available from open libraries. Whenever 

considering the use of algorithms, their targets must be familiarized in the first place, and they 

should be a central point of interest for the management persons. In other words, the 

algorithms should be always used for the targets that would provide certain benefit in turn. At 

the moment, algorithms are used a little for usage computation. Whenever algorithms are 
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used, their results must be explained and conceived through top management before they 

could be utilized.   

 

Implementing the technologies like BDA and IoT are experienced as difficult. They require, a 

well justified business case, resources like heavy investments and proven user experiences 

from some contexts. It takes a long time to realize the full potential from the whole organization 

range and also the manufacturing plant range. There is sometimes also a gap between 

existing solutions which are created by someone else outside the organization in comparison 

to solutions created inside the organization. In other words, technological mismatches are 

always existing, as do the uncertain quality of the source data. Basically, the maintenance 

function should be capable to combine somehow old technology and new technology. Person 

A said that the POC is a good approach for singular optimization cases when new 

technological applications are planned to be implemented, but the same is nearly impossible 

to conceive whole manufacturing plant: 

 

“Proof of concept could be created easily for one optimization model which consider, for 

example, one engine, but when it should consider whole plant, then the issue is almost 

impossible.” 

 

Lack of resourcing was the one big concern related to hindering factors of implementation of 

new technologies. Finding the right persons with relevant and updated skills are seen 

important and improving the common understanding of the subjects are central issues. For 

now, the know-how is not at optimal level, and there are a lot of improvement. Consequently, 

a common time may be short to orientate towards the implementation of new technologies. 

Still, there are a common willingness and curiosity to implement and try new technologies, but 

the lack of investments and appropriative IT base are obstacles. Irrelevant IT base rises 

compatibility obstacles when different systems are not communicating with each other through 

internet connection. Hence, their connectivity is difficult which is a requisite for industry 4.0. 

Top management is difficult to convince to approve investments. Thus, the support of top 

management is not yet received but it is seen as important resource in general level. The 

payback time for investments is a blurring element which makes the investors more cautious. 

For now, the beneficial facts for technological implementation, BDA in this sense, has not 

conceived the top management, although the top management are felt reasonable that 

focuses on relevant issues. Person C said also that organizational maturity is also determining 

the limits of technological implementation which was followed by person D who stated an 

unfortunate conservative way of working: 
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“A way too many times, we just let the machinery run as long as they run until they go obsolete, 

then we make a new solution with futuristic perspectives.” 

 

Environmental pressure was felt as a driver towards the implementation of BDA. Digitalization 

was mentioned as the primary one, and less important issues considered legislations and 

manufacturing plant emissions. Getting the competitive advantage by implementation a 

particular technological solution is not the general idea. In conclusion, person C abstracted 

the message by the following: 

 

“We are now at a certain sort of hassle with these technologies from our side which still 

provides us valuable information all the time, so even the service providers may not know the 

actual outcomes.” 

 

Suppliers 

 

According the interviewees, the technologies that utilized BDA have developed 

comprehensively toward intelligent solutions. Through these solutions, some spoke of 

establishment of new technological ecosystem that integrates and connects suppliers, 

customers, operations and technologies into one paradigm. In detail, establishment of new 

IoT platforms that applies different BDA applications onto it has been created. This clarifies 

that the new technologies are more or less connected to each other because they could be 

built by combining different technologies together, most often incrementally. Cloud services 

and technologies tend to be open sourced that it may be difficult to select the appropriative 

one, but in the end, cloud services facilitate to centralize data more efficiently, which is 

accessible for users to be utilized further. Manufacturing plants are going to be more vertically 

integrated when the establishment of internet connection is carried out through every 

organizational level from the bottom sensor and machinery level and to beyond organizational 

boundaries to connect services providers. Generic algorithms and new database solutions 

have facilitated the operations, and soon adaptive algorithms will come within. Therefore, 

manual work and data utilization is reduced while automatization is increased. Person F 

admitted that they still rely on too much on Excel. Also, the technologies have generally 

improved the data processing speed toward real-time, but the update time and transfer time 

might take a bit while. In the end, the processing speed is often case related. In short, person 

G emphasized the situation: 
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“New technologies have facilitated the living. The trend is that the data will be always savable 

into on place. Scalability has improved. Computing has increased in cloud and locally. In my 

opinion, the things will be working out finely in the future.” 

 

Basically, suppliers utilize many different kinds of data in their activities. A common element 

was that the data would and must be combined in a desired way to model and monitor a set 

up metrics related to e.g. raw material consumption in manufacturing versus produced and 

finalized product. A throughout list considered the following data types related to condition 

monitoring and maintenance that are into some extent utilized and refined through BDA: 

diagnostic, ERP, sensor, event, process visualization, subscription, product and production 

types of data. 

 

Generally, supplier interviewees agreed that there are a lot of improvement in data integration 

between systems. Internal integration considers often some sort of automation system among 

factory information system and ERP where they are connected. Person F said that there is 

always a common fear of the information security that would jeopardize the integration when 

considering dyadic partnerships. Therefore, the relevant needs and objectives are way too 

often missing involved in system integrations. Even so, the connectivity to external systems is 

difficult whenever internal integration is not managed at the manufacturing plant due the old 

IT-infrastructure. Whenever this could be happened, the next thing is to solve data 

compatibility because data has to be transferred through multiple systems before it could be 

utilized. Whenever considering the dyadic partnerships the interfaces should be tested and 

make sure the data is accumulating automatic rather than update it manually time after time. 

Two interviewees also mentioned that there should be existing an integrated information 

model also for external chain, because the subscriber, device manufacturer and process 

designer are collaborating usually together, so how the information should be exchanged by 

then, and through their systems.  

 

Predictive algorithms are utilized for advanced case circumstances, for example for different 

kind of correlation analyses. One supplier doesn’t utilize predictive algorithms, but they see a 

lot of potential for it. Another supplier said that their sensor technique utilizes histograms but 

predicting though algorithms is difficult for long time scales. Still, predictive algorithms could 

predict the optimal processing layers which could provide clear cost savings for the focal 

organization. The fourth supplier utilized predictive algorithms for interruption analytics. 
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Implementing the IoT, BDA, cloud services and machine learning were felt as difficult. The 

whole understanding is sometimes missing about the technologies’ capabilities, which should 

be acknowledged in the first place. In other words, the objectives of the technologies and their 

utilization is blurred. Whenever technologies are implemented, a stable maintaining is 

disturbed way too many times when customers are complaining that some part or functionality 

is not working as agreed. There is always a little change going on in the background. Person 

G told that it is a cost expenditure for them if they have to update customers’ systems all the 

time, since the implementation takes time and orderliness:  

 

“It generates costs always us when we have to continuously upgrade and maintain customer’s 

system. Customers should understand that the implementing such large technologies would 

not just happen by opening a web page.” 

 

A technological maturity level assists the implementation. Sometimes suppliers refer to agile 

technologies to indicate the appropriative maturity level. Instead of a clear technological 

strategy and objectives, a guidance through easily understandable documentations and 

instructions are also appreciated to assist the implementation. Also, regular meetings with 

designers and customers are appreciated to assist the implementation. An increased 

enthusiasm of the customers has increased the collaboration level, which has had an impact 

on suppliers’ willingness to start developing work with them. Even so, person F told that they 

don’t have enough investments to implement digital technologies even from their side which 

seems to be in a common line with the maintenance function of the customer. Person H said 

that there might be existing a clear lack of business cases for the digital technology 

implementation. For instance, person G said that low capacity of internet connection is 

reducing fully to implement new technologies. Now the common technological pressure is 

inevitable effecting to considerations of implementing new technologies, but way too often old 

technology has to be used at the end of their life-cycle among the prevailing working methods 

before considering new ones as the person E illustrated:  

 

 “Whenever the working environment changes radically at the customer, then usually the 

appropriative technological system comes to its end. If the new digital technological system is 

implemented and used in parallel with the older existing one, the new one kind of leaves 

loosen and separated because it is not synchronized as a part of the desired working method 

at all.” 
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Summary 

 

Figure 18 below summarizes the findings of the technology and data theme. Generally 

speaking, this theme provided most different answers. The mutual findings from both 

interviewee groups reveal that data and technologies are not matching together. Data is 

difficult to get, and data cannot be combined to be adapted for the process modifications. The 

data integration makes connectivity links difficult between external systems in dyadic 

partnerships or even external chain partnerships. Generally speaking, the obstacles and 

hindering factors have their roots at conservative culture and a common lack of understanding 

how the data and technologies could be utilized. Lack of resources in general level have a 

straight impact to the way how the data and technologies are utilized.  

 

Figure 18. The findings of the technologies and the data theme. 

 

Whenever the obstacles and hindering factors could be overcome, a new technological 

ecosystem could be acknowledged and created around operations, implemented 

technologies, suppliers and customers. The data utilization could be managed in different 

ways and more automatically. The simulations, modeling and optimizations will become more 

central issues to adapt new algorithmic ways to modify processes into desired way that will 

drive the performance and cost efficiency of the maintenance routines. Now the technological 

maturity level is low among the manufacturing equipment and the maintenance function, but 

it will increase as the new technologies are appropriately implemented.  
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4.4.5 The summary of the all findings 

 

The empirical findings provided a comprehensive approach to the topic of this case study. In 

general, the maintenance personnel gave similar answers to the questions whereas suppliers’ 

answers varied more. One of the main findings suggest that the predictive maintenance is the 

envisioned target objective for the case manufacturing plant. Even so, both, benefits and 

barriers for the predictive model are either assisting or hindering the implementation. In 

essence, the findings support the idea that benefits, and barriers are linked to resource base 

of the organization, capabilities, processes and skills. Therefore, to implement predictive 

maintenance model it at maximum potential, the resource base of the focal organization must 

be taken under serious re-evaluation in the first place. The novelty of the utilization of the BDA 

in the maintenance explains well the findings since the BDA utilization is at the starting point. 

Whenever the predictive maintenance procedure could be implemented, certain underlaying 

value proposals will be identified.  

 

The figure 19 provides a four-layer system that gathers the central empirical findings divided 

into benefits and barriers. The benefits and barriers are collected together found from the 

thematic analysis themes.  The benefits and barriers are mirrored to each other according the 

layers which suggests that the barriers should be overcome in order to reach the benefits at 

their maximum potential. Causal pathways into some extend were found that are linked to the 

“chains” that are indicated by hyphens (-). The benefits create value themselves, whereas the 

barriers hinder the value creation. As the figure 19 further illustrates, the central pillar is a 

process that establishes the idea around that the next upper layer would be reached when the 

current layer with its central points are accomplished to some extent. For example, the 

resource base and the organization layer is the most urgent one because the central points 

are directly influencing the nature of the appearance on the above layers and their points. 

Without appropriative resource base, e.g. IT-infrastructure, the BDA couldn’t be used at all, 

which is a requisite for everything. The inappropriate system infrastructure is due to lack of 

investments. Similarly, the conservative culture either waits the old technology to go obsolete 

first, or the BDA haven’t proven any fact-based evidence which have an influence on the 

decision-making on the benefits’ side. The central points are not necessarily in direct line on 

the very other side points. 
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Figure 19. The central findings of the empirical data 

 

The layers from 1 to 4 are colored according to their criticality. The layer one is the resource 

base and organization which represents criticality level one. The layer one is prerequisite for 

everything, without it, BDA or any other technologies couldn’t be used. Thus, the layer one is 

the primary catalysator of barriers and benefits which have direct influence to manage upper 

layers. The layer two is capabilities, processes and skills which represents criticality level two. 

The layer tells how the resource base is deployed, adapted and updated into processes, skills 

and capabilities, and what are their impacts or outcomes. Capabilities, processes and skills 

are the value creators, and they also link the focal organization to supplier interfaces. Human 

labor is required yet in the background. Data is the important intangible asset which is required 

to allocate and configurate resources accordingly though capabilities and processes. The 

layer three is risk management as predictive maintenance and it is at critical level three. The 

resource base, capabilities, processes and skills determine how the risk management 

procedure could be implemented in terms of predictive maintenance. The predictive risk 

management model considers also the supply chain operations in terms of spare parts 

management. The layer four is new value proposals which represents criticality level four. It 

answers to question “What kind of new opportunities are identified and recognized as 

outcomes from the previous layers?” New value propositions conceive and upgrade the 

organization’s technological innovativeness level.  
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5 DISCUSSION AND CONCLUSIONS  

 

This chapter concludes the study. First, empirical findings are compared to theoretical 

perspectives. Next, the aim turns to considering the answers to research questions which is 

followed by the limitations and future research proposals. Finally, the conclusions are 

provided. 

 

5.1 The comparison of theoretical and empirical findings 

 

As the empirical findings identified the biggest hindering factor for digital technologies’ 

utilization to be the analog or conservative organizational culture. It is the intangible asset that 

isn’t the source of competitive advantage. The culture in inevitably effecting on the functional 

capabilities about how to proceed and develop further during the industry 4.0 era which 

requires the acquisition of the new skills and knowledge related to the concern. Theoretical 

assumptions are similar since the resources don’t configurate by themselves, they still need 

human skill and knowledge development in order to cope with digital technology advancement 

alongside the change of organizational culture towards digital orientation (Mangelsdorf, 2015, 

96; Geissbauer et al., 2018, 48-49).  

 

The found-out value proposals are similar to theoretical implications. In this case study, the 

big data analytics (BDA) was selected to target digital technology which requires the base 

from internet of things (IoT). The assumption that value proposals could be gained, it requires 

the overcoming the barriers. As a result, the existing product portfolio gets enhanced by 

creating new business models and service solutions around it. In the literature, Korpela et al. 

(2017, 4184) argued that whenever the focal organization is connected to digital supply chain 

(DSC), it enables the establishment of new business models, new information modeled 

platforms, innovating new business process standards and acquisition of new service models 

around the core product, because the intensive data exchange is occurring. The results of this 

study argued that BDA has role also in mobilizing assets and to discover new innovations as 

long as it is integrated and connected to DSC. The theoretical assumptions revealed similar 

issues by Büyüközkan and Göçer (2018, 167) who argued that new mobile assets and 

innovations that could be discovered through DSC. As the digitalization will provide new 

opportunities, according the empirical findings, one is that it provides new jobs and educational 

subjects. Indeed, Mangelsdorf (2015, 96) mentioned that there is an increasing need to 

conduct educational subject for people by creating new job positions. 
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Another important value proposal according the interviewees was that industry 4.0 could 

provide the establishment of predictive maintenance, that could be controlled and monitored 

remotely. By then, the maintenance plans could be implemented at least then when the fixing 

of the manufacturing equipment is absolutely necessary, by sending the repairing men to the 

factory. Thus, additional costs could be avoided. Theoretical perspectives based on empirical 

findings are supported, because Coleman et al. (2017) discussed the issue by reminding that 

automated maintenance ticket system could be implemented through remote monitoring only 

if the vertical integration of the technologies is installed in the first place in the factory. 

 

Furthermore, the current situation in the case environment requires urgently investments into 

new technologies, in order to upgrade the old resource base according to industry 4.0 context. 

According to the interviewees, the complexity rises when facts about new technologies can’t 

be proven as the data management is somewhat uncertain. Therefore, the data itself seems 

to be important intangible asset as well that is required to allocate and configurate resources 

into right targets through capabilities and processes. Through the theoretical implications, lack 

of appropriate investments into digital technologies is identified as one major hindering factor 

to value creation (Accenture, 2014, 7). Similarly, the literature suggests that the data 

management has brought complexity to interpret data accordingly (Sivarajah et al., 2017, 265) 

as the data is scaling poorly or is diffused into multiple locations (Acharjya & Ahmed, 2016, 

512-513). The literature also argued that the data is important intangible asset for 

organizations to derive value out through the resources when appropriately allocated (Rogers, 

2016, 91). 

 

Based on the findings, a technological maturity level could be identified that is prevailing in the 

case environment. The technological maturity level doesn’t conceive BDA alone, instead, it 

conceives other digital technologies discussed in this study as well, and especially, how they 

work together. According to the table 1, the three different approaches could be utilized in this 

case. The findings provide evidence that the current maturity level of the technological 

advancement at the maintenance environment is between the interface of stages one and 

two, which is illustrated with thick red line. This is an average of the determinants in the table 

cells, and thus, there is an ongoing shift towards stage two. The review of the table 1 is 

abstracted into table 15 below. 
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Table 15. The identified technological maturity level based on the findings. 

Stage Gärtner, 2018, 33-35 
Ganzarain & Errasti, 
2016, 1124 

Geissbauer et al., 2018, 55,59,61 

1 

Computerization: lack of digital 
interfaces, information 
technologies are corresponding in 
isolation, which are managed 
manually. 
 

Initial: lack of 
knowledge and vision of 
industry 4.0 
opportunities. 

Digital Novice: operational silos 
that are not connected. Isolated 
applications at operational or 
department level. 

2 

Connectivity: minor information 
technology components are 
connected to core business 
processes, lack of full integration. 

Managed: draft of 
industry 4.0 roadmap 
linked to strategy is 
existing. 

 
Digital follower: functionality 
connected to different practices. 
Only a little horizontal integration. 
Some departments closely 
collaborate. Culture and labor not 
digitally oriented. 

 

Both stages include the found elements according the interviewees. The biggest obstacle is 

that the current machinery and IT-infrastructure don’t allow the complete shift to stage two. 

The old system infrastructure was described to be corresponding alone to different tasks as 

the data were difficult to get out at all. Another thing is that the stage one considers manual 

work a common uncertainty about the potential opportunities and also the manual work. The 

stage two includes cultural links to current activities with recognized strategic impacts which 

could be achieved after a specific time span. Based on the empirical findings that are drawn 

from the current technological maturity level, they suggest that there is a lack of identified 

business cases prevailing. The business cases in case environment appear only through the 

recognition of problems. Theoretical implications suggested that lack of business cases 

appear more frequently in the industry 4.0 context which requires a road map drawing to 

overcome problems (Schlegel, 2015, 16-17).  

 

As the current digital technology maturity level has been identified for the case environment, 

it could be argued that the internet of things (IoT) network within the devices and equipment 

are not connected at their maximum potential, as the data cannot be gotten out of the 

equipment. Therefore, the devices and equipment are not creating value for the other digital 

solutions, like in this case big data analytics (BDA). Therefore, for example, the predictive 

maintenance concept can’t be installed. When turning the focus on literature, Fleisch et al. 

(2014, 6-7) were discussing that IoT provides a connection to globally installed web services 

if the devices are synchronized locally with each other. Similarly, the literature further 

proposed that augmented behavior couldn’t be reached if the information doesn’t proceed in 

the information value loop (Raynor & Cotteleer, 2015, 54). Likewise, theoretical assumptions 

clarified further, that the predictive maintenance concept can’t diagnose potential risks if data 

streams don’t necessarily go through the IoT layer to pre-preprocessing module (Wang, 2016, 

264).  
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According the empirical findings, data ownership has been felt as primary concern to share 

information which has increased information security policies within the case environment. 

Similarly, the literature suggested that increasing volumes of data from different sources are 

blurring the boundaries of the data, which has direct impact ownership issues (Geissbauer et 

al., 2016, 7) with increasing attention to information security and confidentiality (Lotfi et al. 

(2013, 302). According to the findings, it appears to be that as the data volumes increases all 

the time, the original dimensions of the data become more unclear, which in parallel blurs the 

beneficial business objectives of the digital technologies if the previous experiment 

accumulation is not existing. Raguseo (2018, 190) identified similar characteristics through 

her study as the empirical findings suggested. Alternatively, the interviewees mentioned that 

the poor data compatibility has been felt as a hindering factor for information sharing, because 

the different formats are not corresponding correctly in different systems, and moreover, the 

supply chain (SC) get interruptions. In general, the literature coins the issue in terms that the 

information quality must be reliable and good, if it could be shared within SC because it has 

impact on the performance and profitability (Zaheer & Trkman, 2017, 420). 

 

On the other hand, theoretical assumptions revealed that an intensive information sharing 

enhances the collaboration of dyadic partnerships within SC, and especially with mutual 

problem-solving that generates also mutual benefits. (Du et al., 2012, 89, 91) The empirical 

findings proposed that the maintenance function of the case environment couldn’t manage the 

digital shift alone at least when it is considering BDA and IoT. Thus, the findings suggested 

that the intensity of collaboration has been increased during the shift. Arguable, the significant 

impact has been on the SC processes or product modifications through the information 

sharing. The emphasis was found also on the automated information sharing solutions which 

could update information according the processes into one place rather than relying on manual 

information solutions. In a similar vein, Gärtner (2018, 35) provided a throughout listing of the 

information streams’ adaptability according the established infrastructures and processes that 

are related to the automated information sharing and processing. 

 

5.2 Answering the research questions 

 

This section provides answers to research questions presented in first chapter. There were 

three primary research questions that were created to find support to the objectives of this 

study. Each of the research questions were first approached through the existing scientific 

literature, which were compared to empirical findings that were collected from the case 
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environment, and later analyzed through thematic analysis. Next, the answers to research 

questions are being discussed one by one. The first research question was: 

 

1) What kind of value does the utilization of big data analytics create to an organization 

and to digital supply chain? 

 

According the results, BDA provides better decision-making because it can provide valuable 

data-based and alternative choices to managers to pursue desired outcomes of the selected 

actions for certain phenomena. Hence, the usage of intuition decreases. For example, DSC 

activities can be optimized based on the facts that could lead shorter lead-times which suggest 

modifying the activities accordingly in practice. Consequently, the processes can be optimized 

to pursue cost-efficiencies, and thus, cost reductions. By then, the new KPI’s could be 

implemented to track and monitor product movements, and the progress of the newly 

optimized processes. In a similar vein, warehouse management gets facilitated if the BDA 

could provide valuable scenarios to propose optimized warehouse figures for products. In 

other words, BDA could facilitate to keep inventories at economic level.  

 

In turn, BDA facilitates to pursue also automated activities that could be implemented through 

algorithmic teaching and utilization. Whenever automated actions could be used, certainly the 

error rates decrease in parallel. Since the BDA proposes a good analyzed database, it is 

arguably proposing to seek new business cases. This is certain because the new digital 

technologies were seen as interesting subject area to be tested and researched, but their 

potential were not as much clear. Hence, the results proposed that the willingness to enhance 

the collaboration with suppliers is the first thing to emphasize when the BDA’s potentiality is 

acknowledged. Suppliers tend to have more advanced technological capability and 

understanding of the subject, which is driving the digital transformation from the DSC and the 

customer sides. At the same time mutual benefits could be derived out though the 

collaboration.  

 

It could be concluded by arguing that the utilization of BDA has its impact to drive for new 

innovations and business models. These could appear as a result of the business cases. As 

the digital transformation for organization and digital supply chain advances, they will appear. 

For now, the BDA has been acknowledged to be valuable subject for teaching and educational 

purposes, as it has established new working positions. The analyzed data through BDA could 

be utilized to modify processes related to end-product manufacturing, which for instance may 

increase product quality. The results suggested that the BDA could provide valuable insights 
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also to product configuration that could be utilized based on the changing demand. Thus, 

whenever BDA could be utilized correctly, it would provide new servitized products around the 

core physical product which will be even more mobile.  

 

The second research question of this study was: 

 

2) What kind of obstacles are hindering the maximized utilization of digital technologies 

and its models?  

 

The findings propose that the complexity of the digital transformation though industry 4.0. The 

findings indicate that the conservative or analog organizational culture has significant impact 

to utilization of digital technologies. Cultural capability does effect on the skills and knowledge 

development and acquisition, and it is people dependent. The orientation and change towards 

digital culture have not been established. As a result, digital opportunities based on the 

technologies might get blurred about what to do with them. Therefore, functional capability 

doesn’t cover the industry 4.0’s requirements to do things accordingly. The current situation 

has led to recognition of the poor IT and system infrastructures when the one of the most 

important intangible assets, data, has been “locked” inside old systems or it is diffused into 

multiple locations. Hence, the transparency of the data is blurred which hinders the efficient 

technologies’ utilization which tend to be poorly connected to low capacity of internet speed, 

if they do. Also, data’s inefficient integration between systems are hindering the maximized 

utilization of digital technologies. In order to meet the new demands through the industry 4.0, 

and to renew the resource base, there are intentions to seek for investments for upgrading 

which might take some time to be accomplished.  

 

The data itself, has become one concern as well. As the dimensions of the data changes all 

the time, the manual work increases in parallel. Whenever manual work exists, it has always 

a treat to create human errors involved in processes. In other words, manual work with Excel 

is a hindering factor which provides inefficient data management. In a similar vein, data with 

multiple formats brings the concern of data’s lacking compatibility to be read and utilized in 

different systems. Consequently, the data ownership comes more urgent question. Into some 

extent, there are no clear principles who actually would own it in different situations which was 

discussed only a little. What has followed is that, the data or refined information, would not be 

shared outside the organizational boundaries. At the same time, concerns increase in the field 

of information policies in terms of security and confidentiality. If the data or information couldn’t 

be shared, it is almost impossible to change processes inside and outside the organizations, 



98 
 

and also product characteristics according the current demand. Hence, the unclear business 

objectives of the possible benefits and opportunities become more or less unclear.  

 

The third research question was: 

 

3) How the utilization of big data analytics’ models can be applied in predictive 

maintenance and risk management? 

 

Empirical findings suggest that BDA can be applied for the predictive maintenance and risk 

management, but now they are only estimations and based on envisioned thoughts. Because 

the current resource settings around the predictive maintenance are not yet installed 

completely, the concept itself can’t be implemented at the moment. As the data don’t go 

through IoT layer towards preprocessing and DM layers, it couldn’t provide diagnostics or 

prognostics data according the set up KPI’s to suggest preferable actions related to CM of the 

equipment. Hence, the predictive maintenance couldn’t provide risk assessment data related 

to the CM. This is due to unconnected equipment through the internet which doesn’t cover the 

whole predictive maintenance hierarchies.  

 

The recognized value to identify risks at their early stage enables the risk profiling according 

the established critical analysis. BDA could provide valuable fact-based proposals though the 

simulations, which perhaps could facilitate to implement the suitable maintenance plans. It is 

essentiality to identify next possible defects or malfunctions because they can lead to a 

breakdown or even total downtime of the manufacturing. Alternatively, BDA’s applicability 

relies on the analyzed data that could prose to run manufacturing equipment at their lower 

capability instead of executing total downtime. Then the life-cycle could be extended in cases 

like the central spare parts of components are not at reach at the factory. The information of 

the defects seems not to be enough since its location should be also acknowledged. For sure, 

100 percentages certainty cannot be reached though predictive maintenance, but whenever 

nearer to get of the figure, the better. To reach near 100 percentages peak, it requires efficient 

asset management in the first place. 

 

Since the aim towards predictivity was prevailing, the prescriptive analysis wasn’t much 

included into collected data. The system seems to round between descriptive and predictive 

analyses. So, the BDA may analyze reactively or predictively the nature of the risks and their 

impacts related to the conditions of the equipment. In a similar vein, the possible outcomes of 

the risk occurrences could be modeled though scenarios which could prefer immediate 
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actions. The analyzed data may facilitate the risk profiling since there are critical analyses 

existing. In other words, the higher risk impact, the more urgent actions are needed. If the 

algorithmic opportunities could be applied as well, the human interaction could be less needed 

for the risk monitoring, since now some of the data is monitored through dashboards. Valuable 

insights were also received for remote control systems that could be handled by suppliers 

from a distant. Remote control centers reduce the manual factory visits by the supplier. Yet, 

the BDA’s applicability for risk treatment and control weren’t clear, because every effort is put 

at to identify them early. 

 

5.3 Limitations and future research 

 

According to Eriksson and Kovalainen (2016, 305) reliability refers to the limit of the study can 

be replicated by other researchers resulting into similar findings. Validity, for instance, refers 

to the extent that measurements and results are valid, and they are explaining accurately the 

studied phenomena as they are referred (Stuart, Mccutcheon, Handfield, Mclachlin & Samson, 

2002, 425). The research process was carefully conducted as every evidence that could prove 

this study’s reliability, are saved. In other words, interview forms, the invitations to interviews, 

interview audio recordings, field notes, the transcriptions of the interviews, thematic analysis 

and data categorization are saved and stored. As it has been said that this study is conducted 

as single-case study, and the results are valid for the studied phenomenon within the case 

environment in a specific timespan. Thus, generalizability of the results is not valid into other 

settings (Saunders et al., 2009, 158). 

 

It is strongly suggested to conduct a longitudinal research for the same predictive maintenance 

environment within this study in order to see how the technological advancement evolves in 

the environment, for example, during a year or two. Because this study represents more or 

less the launching or piloting base setting towards the big data analytics (BDA) utilization in 

predictive maintenance, it would be interesting to see how the organizational culture has 

changed in parallel with the skills and common understanding considering the industry 4.0 

context. Hence, the benefits and barriers could be compared to this study’s results, while their 

changing nature could be argued and mirrored towards new value proposals. In a similar vein, 

the industry 4.0 maturity level could be reviewed. 
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5.4 Conclusions 

 

Industry 4.0 has established new requirements to manufacturing organization to be digitally 

remastered. As this study indicated, the digital remastering could provide remarkable value 

proposals but also obstacles whenever novel technology they consider. As this case study 

emphasized big data analytics’ (BDA) role in one particular maintenance environment, the 

results revealed that organization culture must be in a similar way oriented according the 

industry 4.0. BDA could be utilized now to supply chain’s (SC) simulations, modeling and 

optimizations. On other hand, BDA couldn’t be utilized within the predictive maintenance 

model within the manufacturing equipment. Therefore, the BDA utilization is somewhat two-

fold in the maintenance environment. 

 

Still, the industry 4.0 has had impact to start piloting BDA and internet of things (IoT) projects, 

and thus, the manufacturing is not operating at its full potential. Therefore, the new 

requirements have been at least acknowledged to some extent. Thus, a certain kind of road 

map has been implemented towards industry 4.0 opportunities. The results reveal the issue 

that at least in Finland, the digital transformation is somewhat lacking behind by following 

global trends of the topic. Additionally, the results gave insights considering that whenever 

larger organization the digital impact consider, the longer it takes to be completely digitally 

oriented, because the focal case organization represented in this study consider a large 

process industry organization operating globally.  

 

In addition, this study revealed that first phases to identify the lack of digital transformation 

coming from the industry 4.0’s requirements in a manufacturing organization tend to be 

inappropriate tangible assets, for example information technology infrastructure and 

manufacturing equipment. Therefore, the people should have developed appropriative 

process and equipment knowledge, to provide fact-based information to seek investments for 

new technologies. As the results indicated, the data management and common understanding 

of the data should be more efficient and controlled when the data has multidimensional 

characters. Hence, BDA has it’s urgent and valuable role to provide fact-based information 

with multiple variations, which requires the trust towards the data and results of the BDA 

techniques, no matter are they generated by people, machines or businesses. 
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APPENDICES        

 

Appendix 1. The interview form for the maintenance personnel  (1/2) 

 

 

Interview of identification of the underlaying value of the digital technologies: the big 

data analytics approach in the maintenance function 

 

Background information of the interviewee 

 

What is your working title? 

 

What are your responsibilities briefly?  

 

How can you influence to big data analytics’ utilization? 

 

How can you influence to maintenance risk management and risk management in the supply 

chain? 

 

Theme 1: 

Big data analytics 

 

1) How long the organization has utilized big data analytics to support the business? 

2) How much big data analytics is utilized among the different activities? Where could be 

utilized more? 

3) For which purposes and situations the big data analytics is used within the 

organization? 

4) What kind of influence the big data analytics has for the decision-making? 

5) From where the needs and requirements for a business case are created? How the 

process proceeds from the needs to solutions? 

6) Who utilizes the big data analytics in the organization? 

7) What kind of capabilities are required to utilization of the big data analytics? 

8) What kind of problems the organization has faced during the different phases of the 

usage of the big data analytics? 

9) What kind of factors are hindering and assisting the broader utilization of the big data 

analytics? 

10) How do you think that the utilization of BDA is going to change the business within next 

five years? 

 

Theme 2: 

Big data analytics in risk management 

 

11) How the big data analytics is utilized within the risk management in terms of 

descriptive, predictive and prescriptive approaches? 

12) What kind of risks could be managed with the big data analytics within the business? 

13) How the big data analytics have assisted the risk management according to risks’ 

a. identification 

b. assessment 

c. management 

d. control and monitoring? 



 
 

(2/2) 

 

14) How the organization communicate the risks inside and outside of the organization? 

 

Theme 3:           

Information sharing 

 

15) How transparent the existing data is inside the organization? How about within the 

supply chain? 

16) What kind of possibilities the automatized information sharing could provide to your 

organization? 

17) Which factors enhance your organization’s willingness to share information to 

suppliers/partners? 

18) Which factors reduce your organization’s willingness to share information to 

suppliers/partners? 

19) Which supply chain data your organization is willing to share? 

20) How easily your organization’s stakeholders get access to available and relevant 

information? What kind of phases are involved to the procedure? 

21) Which supply chain data your organization is absolutely not willing to share? 

 

Theme 4: 

Technologies and data 

 

22) How the technologies related to usage of big data analytics have changed the data 

searching methods in different situations? 

23) How long it approximately takes that the raw data is processed to utilizable data for 

different situations? Is it a matter of seconds, minutes, hours or days? 

24) What kind of data is utilized in big data analytics? 

25) How successful the data integration has been between different systems? 

26) How the big data analytics’ algorithms are created and utilized? 

27) How easily the different technologies, e.g. IoT, big data analytics, cloud services and 

machine learning, could be implemented? 

28) Which factors are hindering and assisting the implementation of technologies? 

a. What kind of impact the technological factors have to implementation? 

b. What kind of impact the organizational factors have to the implementation? 

c. What kind of impact the environmental factors have to the implementation? 

29) What kind of impact the big data analytics utilization has had for the supply chain in 

terms of value creation? 

a. Where exactly the utilization of big data analytics has created value? 

b. What kind of impacts the utilization of big data analytics have had to processes 

and operational performance? 

 

 

 

 

 

 

 

 

 

 



 
 

The appendix 2. The interview form for the suppliers    (1/2) 

 

Interview of identification of the underlaying value of the digital technologies: the big 

data analytics approach in the maintenance function 

 

Background information of the interviewee 

 

What is your working title? 

 

What are your responsibilities briefly?  

 

How can you influence to big data analytics’ utilization? 

 

How can you influence to maintenance risk management and risk management in the supply 

chain? 

 

Theme 1: 

Big data analytics 

 

1) How long the organization has utilized big data analytics to support the business? 

2) How much big data analytics is utilized among the different activities? Where could be 

utilized more? 

3) For which purposes and situations the big data analytics is used within the 

organization? 

4) What kind of influence the big data analytics has for the systems users’ decision-

making? 

5) From where the needs and requirements for a business case are created? How the 

process proceeds from the needs to solutions? 

6) Who utilizes the big data analytics in the organization? 

7) What kind of capabilities are required to utilization of IoT and big data analytics? 

a. How the organizations create, renew and improve their capabilities whenever 

they are needed? 

8) What kind of problems the organization has faced during the different phases of the 

usage of the big data analytics? 

9) What kind of factors are assisting the broader utilization of the big data analytics in the 

own organization? How about in the customer organizations? 

10) What kind of factors are hindering the broader utilization of the big data analytics in the 

own organization? How about in the customer organizations? 

11) How do you think that the utilization of BDA is going to change the business within next 

five years? 

 

Theme 2: 

Big data analytics in risk management 

 

12) How the big data analytics is utilized within the maintenance/condition monitoring’s risk 

management? How it is appearing within the risks’ 

a. identification 

b. assessment 

c. management 

d. control and monitoring? 

13) What kind of risks could be managed with the big data analytics within the business? 



 
 

(2/2) 

14) How the organization communicate the risks inside and outside of the organization? 

 

Theme 3: 

Information sharing 

 

15) How transparent the existing data is within the supply chain? 

16) How well the data can be collected for the utilization of supply chain needs? 

17) What kind of possibilities the automatized information sharing could provide to your 

organization? 

18) Which factors enhance customer organizations’ willingness to share condition 

monitoring information to system providers? What kind of value the system providers 

could create with the data/information? 

19) Which factors reduce organizations willingness to share information to 

suppliers/partners? 

20) Which supply chain data customer organizations are willing to share now and in the 

future? 

21) How easily the system providers get access to available and relevant information? 

What kind of phases are involved to the procedure? 

22) Which kind of data your organization is absolutely not willing to share? 

23) What kind of impact the big data analytics utilization has had for the supply chain in 

terms of value creation? 

a. What kind of service and business models has been created, or will be created, 

through the utilization of big data analytics? 

b. How the previous mentioned models could be utilized in the maintenance risk 

management? 

c. What kind of potential the big data analytics has to offer for supply chain 

processes and operational performance? 

 

Theme 4: 

Technologies and data 

 

24) How the other technologies alongside the big data analytics have been changed and 

into which direction they are changing? 

25) By utilizing the current technologies, how long it approximately takes that the raw data 

is processed to utilizable data for different situations? Is it a matter of seconds, minutes, 

hours or days? 

26) Which different technologies the organization is utilizing to manage and process the 

data/information? 

27) What kind of data is utilized in big data analytics? 

28) How successful the data integration has been between different systems? 

29) How the predictive algorithms are utilized with big data analytics? Does this have 

potential? 

30) How easily the different technologies, e.g. IoT, big data analytics, cloud services and 

machine learning, could be implemented? 

31) Which factors are assisting the implementation of technologies? 

32) Which factors are hindering the implementation of technologies?  

a. What kind of impact the technological factors have to implementation? 

b. What kind of impact the organizational factors have to the implementation? 

c. What kind of impact the environmental factors have to the implementation? 


