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Abstract 

The perpetual evolution of IoT continues to make cities smart beyond measure with the abundance 

of data transactions through expansive networks. Healthcare has been a foremost pillar of 

settlements and has gained particular focus in recent times owing to the pandemic and the 

deficiencies it has brought to light. There is an exigency to developing smart healthcare systems 

that make smart cities more intelligent and sustainable. Therefore, this paper aims to present a 

study of smart healthcare in the context of a smart city, along with recent and relevant research 

areas and applications. Several applications have been discussed for early disease diagnosis and 

emergency services with advanced health technologies. It also focuses on security and privacy 

issues and the challenges posed by technologies such as wearable devices and big healthcare data. 

This paper briefly reviews some enhanced schemes and recently proposed security mechanisms as 

countermeasures to various cyber-attacks. Recent references are primarily used to present smart 

healthcare privacy and security issues. The issues are laid out briefly based on the different 

architecture layers, various security attacks, and their corresponding proposed solutions along with 

other facets of smart health such as Wireless Body Area Network (WBAN) and healthcare data.  
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9.1. Introduction 

In this modern era, the population of urban areas is increasing rapidly. So, the needs of the citizens 

are also increasing. The conventional supply management is not sufficient enough to support the 

requirements of the urban area and citizens. Smart cities play a vital role in ensuring maximum 

comfort to the citizens. The concept uses information and communication technology (ICT) to 

fulfill all the necessary functional and environmental requirements of an urban area [1]. In other 

words, ICT and urban functions get integrated or combined. In a broad sense, smart cities are a 

combination of ICT technologies, ecological environment, energy management technologies, and 

supportive families within the urban and rural areas [2], [3]. 

The idea of a smart city was introduced due to some particular reasons. One of the reasons is that 

a significant number of jobs is taking place in urban areas. The majority of the citizens move to 

urban areas by making it denser than before [4]. Another reason is to ensure an excellent 

educational opportunity for their children; many families are moving to urban areas from rural 

areas [5]. Many problems occur in the case of facilities and urban areas' environment to cope with 

this expansion. The idea of the smart city comes to play a vital role in eliminating these types of 

problems. It is essential to employ smart cities' necessary infrastructure, various sensors, and 

supportive technologies in urban areas. The Internet of Things (IoT) is said to be one of the 

essential concepts that can be implemented successfully in a smart city [6]. A vast commercial 

objective of IoT is driven by the extraordinary growth of digital devices such as sensors, actuators, 

smartphones, and smart gears etc [7].  

There has been a fair amount of research that focuses on smart healthcare systems. Emergency 

healthcare is now creating possibilities from recent studies [8]. Remote healthcare monitoring can 

be used to monitor the physical condition of non-critical patients at home to reduce the workload 

on the hospitals. It is now possible to monitor the patient using wearable sensors and vision-based 

technologies (cameras) around the home to observe behavior patterns, tremors, and general activity 

levels [9]. In the future, machine learning can be introduced to have a more accurate system. 

Nowadays, a practical system has been developed to measure blood glucose level where patients 

have to give blood samples manually [10]. Heart attack can be detected by the utilization of ready-

made components with built-in antennas [11]. 

Since smart healthcare deals with sensitive personal data, it needs to be secured properly. Data 

breach in healthcare sectors can be catastrophic. Patients personal will be out in the open and those 

can be used for identity theft, blackmail and many other reasons. IoT infrastructures can face 

various types of attacks which needs to be thoroughly studied, so that smart healthcare sector can 

be more resilient and provide integrity of services.   

This paper comprises a brief introduction to the smart city architecture and an extensive analysis 

of attacks and countermeasures on smart healthcare infrastructure. In addition to this, a tabular 

representation of the recent work done on healthcare applications has been presented, which 

further enhances this paper's novelty. A summary of the contribution of this work has been listed 

below: 

● An overview of a smart city, including that of its layers and fundamental pillars 
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● An elaborate discussion on smart healthcare in an IoT based smart city. 

● Categorized discussion of smart healthcare applications alongside tabularized recent 

applications. 

● Frequently occurring cyber-attacks in the healthcare domain and their existing security 

measures.  

● Challenges and future research opportunities of Smart Healthcare. 

The rest of this research, excluding the introduction, has been categorized into five different 

sections where section 2 focuses on the smart city fundamentals, its layers, and its pillars. In section 

3, a broad description of smart healthcare and its vital characteristics have been included. Section 

4 discusses the issues and vulnerabilities associated with the healthcare sector and also their 

proposed countermeasures. Section 5 emphasizes the challenges and future research directions. 

Finally, section 6 concludes the presented work. 

9.2. Smart City Fundamentals 

Although the descriptions fall on a broad spectrum when defining the concept of smart cities, they 

are generally acknowledged to be extensively interconnected settlements which modern cities are 

inevitably shaping into. A smart city "tracks and integrates conditions of its critical infrastructure" 

[12] and is characterized by IBM as one that is intelligent, interconnected, and instrumented [13]. 

Smart cities provide upgraded services to citizens by seeking and distinguishing intelligent 

solutions and creating thriving cities of the future [14]. They must make "conscious decisions to 

aggressively deploy technology as a catalyst to solving its social and business needs" [15]. Smart 

cities allow decision-makers to base their decisions on comprehensive and relevant data sources 

and improve every city aspect's efficiency. The IoT network collect data while communicate with 

each other. As the population density in urban areas faces unprecedented growth [16], the need for 

this interconnection through technology has become essential. Connectivity through the internet 

serves as a fundamental block in the smart city architecture. Digital devices are employed in 

various services that rely on it to communicate with other devices [17,18].  

9.2.1 Smart City Layers 

The development of the internet leads to better interconnection and an enhancement in a smart 

city's infrastructure. Strictly, the technical architecture of a smart city is implemented by several 

layers. Brief description of those layers are given below- 

9.2.1.1 Sensing Layer 

This layer works for data acquisition. The methods and equipment utilized in data acquisition are 

dependent upon the nature of the data and context. The sizable extent of smart city operations 

creates substantial variegated data and introduces considerable complexity in implementing the 

sensing layer [19]. Networks of responsive and self-regulating physical devices are employed in 

data collection[20]. This network of nodes captures various forms of data and environment 

variables like temperature, humidity, pressure, etc. which can necessitate the use of multi-featured 

nodes equipped with temperature sensors, cameras, GPS, and other equipment. The extent of the 

network in this layer has been linked to the smart city [21]. 

9.2.1.2 Network Layer 

https://paperpile.com/c/YFBzpx/dkEY
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This layer facilitates the transmission of collected data from the sensing equipment to processing 

stations. Satellite, wireless, and wired communications enable transmissions within sensing 

networks and processing stations. Existing and developing technologies like Bluetooth, radio 

frequency identification (RFID), Wi-Fi, 3G, 4G, 5G, LP-WAN, and others are employed for this 

task. 

9.2.1.3 Analysis Layer 

The processing, analysis, manipulation, organization, and storage of the raw data is handled in the 

Analysis Layer. The processing and other tasks can be carried out on smartphones and similar 

terminal devices. However, a more sizable amount of data may require the usage of cloud 

computing platforms. Cloud computing platforms for the network layer are applicable particularly 

for sensor networks that generate a large quantity of data [22]. 

9.2.1.4 Application Layer 

This layer includes the services which utilize the IoT-generated data, processed for specialized 

applications in various domains such as healthcare, mobility, surveillance etc. Most recently 

collected data and historical data generated in the equivalent context can provide the basis for 

quick service to various phenomena through applications using decision-making algorithms.  

9.2.2 Pillars of Smart City 

Smart cities are also characterized by fundamental pillars that constitute smart infrastructure, smart 

society and public, smart environment, and smart governance and management, which can be 

further subdivided into multiple areas of concern.  

● Smart infrastructure is the system of the city's physical and organizational structures like 

its buildings, transportation structures, and other establishments vital to the city's operation. 

● Smart society and the public utilize IoT to enhance living, education, healthcare and 

various societal systems. It also involves socio-economic schemes, public life, social 

communication, cultural activities, recreation, and tourism [23].  

● Smart Mobility implies an intelligent transportation system for both individual citizens and 

the whole. Smart city vehicles are embedded with computational and communication 

devices, and vehicles exist on a network with others, which enable vehicles in the city to 

communicate and be monitored efficiently [24]. 

● Smart environment ensures the sustainability of a smart city by protecting the 

environment's quality, responsible management of natural resources, maintaining 

ecosystem balance, monitoring of economic activity concerning its effect on the 

environment, and enforcing policies and regulations. Adapting to climate changes, 

implementing green technology, systematic reduction of pollutants, development of 

environmentally beneficial technologies, and efficient resource management also concern 

the smart environment. 

● Smart Governance entails the intelligent management of the smart city and its 

infrastructure and public. The quality and availability of public service are improved along 

with the public and transparency of policy decisions. 

https://paperpile.com/c/YFBzpx/fGNXw
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9.3. Healthcare in Smart City 

Smart healthcare is a system within a smart city that leverages technologies like IoT, mobile 

internet, and cloud to dynamically access healthcare information, create connections among people 

and organizations related to healthcare, and actively manage the healthcare needs intelligently. 

Smart healthcare enables effective resource allocation within the healthcare sector and maintains 

strong interaction between all actors, ensuring that participants get proper services and make 

rational decisions. 

9.3.1 Smart Healthcare Applications 

The development of computational technologies is changing the face of healthcare. Sensors of 

smart cities measure several that can be used to know citizens' conditions at any point in time [25]. 

Frequent gathering of data and processing helps to get healthcare perpetually smarter. Many 

services have been proposed to support physicians and specialists' efficient work to help prevent 

and diagnose diseases and provide necessary treatments and therapy [26]. The following sections 

can categorize significant applications of smart healthcare: 

9.3.1.1 Assisting diagnosis and treatment 

Technologies like artificial intelligence and surgical robots make diagnosis and treatment of 

diseases smarter. Artificial intelligence helps to make decisions about the examined result of 

certain diseases. The efficacy can exceed human doctors [27, 28]. Machine learning-based systems 

might be more accurate than experienced physicians in terms of medical imaging. The sensors play 

their role by working in the beginning stage of data processing. These can gather necessary 

information about ill persons [29]. IBM's Watson is an intelligent cognitive system that can 

diagnose diabetes and cancer [30]. This supportive clinical system helps doctors give proper 

treatment to the patients and reduces misdiagnosis. A smart diagnosis system helps develop 

personalized treatment plans [31]. The Invention of surgical robots is another enticing and 

effective addition in assisting medical operations and treatment [32]. 

9.3.1.2 Health management 

Wearable smart devices and smartphones are embedded with sensors are used for patient’s medical 

condition monitoring. These devices can measure movement and rotation respectively in three 

dimensions relative to the device. Integrating Wifi, GPS and GSM sources can track an individual's 

location to detect whether they are at or away from home. The compass can find the heading and 

the barometers can detect the altitude. Many smart devices are equipped with cameras and 

microphones that can sense people's density at a particular place. Components such as LEDs and 

photodiodes in smartwatches use light to measure the amount of blood flowing past a patient's 

wrist and determine heart rate accordingly while connecting smartphones with glucose meters to 

monitor blood sugar levels. Body area networks (BAN) can be created by putting sensors on or 

close to the physical body. It uses small sensors and control units to capture data. There are special 

https://paperpile.com/c/YFBzpx/OcdL6
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sensors to monitor rheumatoid arthritis, heart arrhythmias, sleep apnea, cranial pressure, etc. [33]. 

For example, the electrochemical glucose sensor is popular in diagnosing diabetes [34]. 

9.3.1.3 Healthcare based on smart homes 

Smart homes' role in smart healthcare is mainly divided into two parts: Firstly, health monitoring 

and home automation. The temperature sensor is an ambient sensor that can measure room 

temperature and humidity. Passive infrared (PIR) sensors can measure heat-based movement and 

ambient light levels. Similarly, magnetic sensors can detect the open and close action of the door. 

Bluetooth low energy sensors or Radio-frequency identification (RFID) can also detect object 

movement. Some other ambient sensors such as CO2, power, water, and light sensors can provide 

outstanding services by collecting data related to patients' health conditions without healthcare 

professionals' needs. Secondly, patients can use various smart health applications and web services 

for self-monitoring purpose [35,36]. 

9.3.1.4 Virtual assistant 

In smart healthcare, virtual assistants work using algorithms that communicate using speech 

recognition techniques. The inherent operations largely depend on big data. For patients, a virtual 

assistant works on a smart device that searches for the best healthcare service-related information 

by taking voice command as an input. Virtual assistants help doctors with managing and 

monitoring medical processes. more efficiently based on patient's medical information, which 

saves more time. In medical institutions, it can be used to save workforce and reduce human labor.  

9.3.1.5 Smart hospitals 

A smart hospital system can resolve the issue of the limited number of hospital staff and 

employees. IoT optimized environments can automate processes and introducing new features. 

Smart hospitals uses state of the art technologies for administrative procedure, doctors schedule 

management, staff management, appointment system, advance booking etc. Moreover, these types 

of hospitals can have a wholistic integration approach with the healthcare sensors for better 

efficiency [30]. Moreover, these hospitals can have state of the art research facility which can be 

very useful for on the spot use case research [37,38].  

Several other present-day smart health features and countermeasures have been discussed in Table 

9.1 below. 

Table 9.1: Recent Advances of smart healthcare 

 

References Years Features 

Kumar et al. [39] 2017 

patient health monitoring using non-invasive sensors; 

Thingspeak android app for doctors or paramedical staff; 

Mshali et al. [40] 2018 

Adaptive context-aware e-health monitoring system for old 

aged and isolated persons living alone; Health state prediction; 

https://paperpile.com/c/YFBzpx/CGf0P
https://paperpile.com/c/YFBzpx/KxyJI
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Wan et al. [41] 2018 

IoT-cloud-based approach; 

Real-time and ubiquitous monitoring; 

Mshali et al. [42] 2018 

Analysis of human behavior; Smart environment for elderly 

and dependent people; 

Kang et al.  [43] 2018 

Cloud computing and blockchain for actively monitor patient 

health conditions; Self-monitoring health state using wearable 

devices 

Kharel et al. [44] 2018 

Long Range wireless communication and fog computing for 

long range connectivity between health monitoring 

applications; 

Kajornkasirat et al. 

[45] 2018 

IoT based healthcare monitoring system using API 

technology. Web/ mobile application created using SQL, PHP, 

Java, JavaScript, HTML5, Android Studio. 

Albahri et al. [46] 2019 

Heterogeneous wearable sensors for real-time health 

monitoring; Multi-healthcare services; 

Puntambekar et al. 

[47] 2019 Assistive band for health analysis; 

Li et al. [48] 2019 

Factors affecting acceptance of smart wearables in elders; 

Tested acceptance model 

Islam and Shin [49] 2019 

Unmanned Aerial Vehicle in outdoor health monitoring; 

Usage of blockchain and mobile edge computing 

Hartmann et al. [50] 2019 

Edge computing techniques in Smart Health; Edge computing 

data operations; Challenges and future directions 

Gahlot et al. [51] 2019 

Smart healthcare development in villages and towns; Early 

disease diagnosis system; 

Rajamohanan et al. 

[52] 2019 

Bluetooth Low Energy(BLE) based technology in smart 

healthcare wearable devices; Comparison of BLE with other 

wearable device technologies 

Rayan et al. [53] 2019 Machine learning in smart health; 

Abdellatif et al. [54] 2020 

Smart Health management using blockchain and edge 

computing; Remote monitoring, fast response, epidemic 

discovery; Secure medical data sharing 

Allam and Jones 

[55] 2020 

Virus outbreak from an urban standpoint; Enhanced 

standardization protocols for increased data sharing 

Zghaibeh et al. [56] 2020 

Private multi-layered blockchain based Health management; 

Smart contract and Consensus Mechanism 

Meng et al. [57] 2020 

Textile based wireless biomonitoring system; noninvasive and 

comfortable sensor for BAN with high sensitivity 

Chen et al. [58] 2020 

Zero Trust architecture in 5G smart healthcare for repeated 

identity authentication, trustworthy dynamic access control 

https://paperpile.com/c/YFBzpx/7nHC
https://paperpile.com/c/YFBzpx/mP9q
https://paperpile.com/c/YFBzpx/hK8q
https://paperpile.com/c/YFBzpx/BK3d
https://paperpile.com/c/YFBzpx/8zR9
https://paperpile.com/c/YFBzpx/Vti9
https://paperpile.com/c/YFBzpx/zZl0
https://paperpile.com/c/YFBzpx/Nt9g
https://paperpile.com/c/YFBzpx/3hDd
https://paperpile.com/c/YFBzpx/uF7U
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https://paperpile.com/c/YFBzpx/gC5F
https://paperpile.com/c/YFBzpx/7mIu
https://paperpile.com/c/YFBzpx/jQ1d
https://paperpile.com/c/YFBzpx/7opr
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models, monitoring access behavior, and ensuring real-time 

security. 

Ahmadi-Assalemi et 

al. [59] 2020 

Digital Twins show real time status by matching physical 

objects in the health industry with digital models for enhanced 

patient care, risk analysis and obtaining precision healthcare. 

Wang et al. [60] 2020 

Consortium blockchain forbids unpermitted access to stored 

and shared data; Proxy Re-encryption dynamically controls 

third party access while GCN recognizes malicious nodes. 

Tanwar et al. [61] 2020 

Healthcare record management using blockchain; improved 

accessibility of data; 

Zhong et al. [62] 2021 

Attribute-based strategy for access control, updating attributes, 

and data encryption in the healthcare domain. It's security is 

confirmed by a performance check at various security levels 

and a DBDH assumption 

Wu et al. [63] 2021 

Edge-based hybrid network system to facilitate data transfer; 

Extended range for short-range IOT protocols like BLE;  

Yang et al. [64] 2021 

Optimized data processing and node deployment efficiency in 

IoT assisted healthcare with end-edge-cloud architecture; 

maximized intelligence level in medical emergency 

Jafar A.Alzubi [65] 2021 

Secure healthcare IoT device authentication using block-chain 

and Lamport Merkle Digital Signature; identification of 

malicious user behaviour for improved protection of sensitive 

patient data 

  

 

9.4. Smart Healthcare Privacy and Security 

As the smart healthcare industry heavily relies on smart medical devices, smart hospitals, and other 

smart services, it is vital to ensure these intelligent healthcare services’ securities. Some general 

security and privacy requirements to ensure protection are authentication, access control, 

availability, dependability, and flexibility. This section extensively discusses the privacy and 

security vulnerabilities associated with the intelligent healthcare system and highlights the 

importance of employing recently developed and improved security measures.  

9.4.1 Denial of Service 

In this type of attack, intruders exploit the targeted IoMT device or system by flooding the system's 

data transmission channel with undesired traffic. The attack disrupts the functionality of the 

IWMDs or deactivate the entire healthcare system as well as block access to emergency medical 

facilities and its intended users (patients or healthcare providers). The cyber threats associated are 

deletion and alteration of a patient's critical health data and the insertion of false health information 

before being passed on to the receiver's end (hospitals, healthcare professionals). This form of 



 

security breaches can pose a significant threat to a patient's life. It can result in improper treatment 

of the patient, wrong prescription by a healthcare provider, false emergency patient alarms, and 

can even show an inaccurate status of the patient. In health organizations, such attacks apply to 

implantable devices (insulin pumps, cardiac monitors, pacemakers), wearable health monitoring 

technologies (Fitbit trackers), and on-site medical equipment (PET scanner, MRI machines, X-ray 

machines, Dialysis machines) [66, 67]. Some variants of DoS attacks have been discussed below: 

9.4.1.1 Jamming attacks  

Among some of the physical layer's common attacks are Jamming attacks in which malicious 

jamming nodes are used to intercept authorized wireless communications between medical sensors 

in WBAN systems. The attacker's radio frequencies interfere with the RF signals of the WBAN 

nodes which reduces the Signal-to-noise ratio (SNR). The severity of this attack varies depending 

upon the attacker's knowledge about the network. The attacker may cause functionality disturbance 

in a minor portion of the network or even interruption in the entire network. Due to WBAN being 

a small network, it is at a greater risk of getting blocked [68 – 70]. 

9.4.1.2 Node Tampering Attacks 

Another subset of DoS attacks in the physical layer is tampering attacks. The attackers exploit 

vulnerabilities in wearable medical sensors, implantable technologies, and other hospital devices 

to extract patients' confidential health data and modify them via radiofrequency electromagnetic 

waves. 

9.4.1.3 Data Collision Attacks 

These attacks mostly occur in the data link layer when two or more terminal nodes transmit data 

packets, causing packet collisions. The cyber attacker may intentionally escalate the number of 

collisions by frequently transferring messages via the network channel. This leads to a breakdown 

of communication and network performance deterioration [71]. 

9.4.1.4 Exhaustion attack 

The aim of this DoS attack in the link layer is to consume the battery resources. A self-sacrificing 

node may exploit the vulnerabilities of the MAC layer protocols such as Request-To-Send (RTS) 

and Clear-To-Send (CTS) signals in the IEEE 802.11 MAC protocols. The transmitter node 

transfers an RTS data packet requesting access to the data transmission channel. The receiver node 

(victim) responds with a CTS data packet allowing the transmitter node to transmit it. This 

continuous packet transmission via the transmission channel causes frequent packet collisions and 

keeps the channel busy. Thus, exhausting the energy resources of the battery. 

9.4.1.5 Vampire attacks 

It is also called resource depletion attacks, target the medical sensor nodes' batteries by dissipating 

their power resources, decreasing their expected lifetime. This form of energy-draining DoS 

attacks in the network layer uses malicious nodes to generate and transfer protocol compliant 

messages. It consumes more power by routing and processing (by producing longer routes and 

constructing loops) than legitimate nodes that transfer messages of the same size to the same 

destination. This increase in energy consumption arises from the Vampire nodes modifying the 

https://paperpile.com/c/YFBzpx/yNfbT


 

packets' header information before bombarding them on to the victim nodes to add extra load. 

Moreover, these attacks are not easily detectable and preventable as they are protocol-independent. 

[72] 

9.4.1.6 Black hole 

This type of DoS attack in the network layer involves adversary nodes taking advantage of the 

routing protocol. The adversary nodes can then misroute all the data traffic towards themselves 

before consuming them. For instance, when an attacker node receives a Route REQuest, RREQ 

data packet from a source node, it sends a Route REPly, RREP data packet making a false claim 

of having the shortest route to the destination node. Once the source node transfers its packet to 

the attacker node, the packets are dropped or destroyed instead of being forwarded to their expected 

destination without notifying the source node [73]. 

9.4.1.7 TCP SYN Flooding attack 

This one is a transport layer attack that utilizes the three-way handshake mechanism to send a 

spoofed package to its targeted server. This is implemented when the victim responds with a 

SYN/ACK packet placing the connection request in a queue. The SYN/ACK packet is transmitted 

to another host instead of the original client, so it does not respond as it did not send SYN packets. 

Hence the adversary does not complete the third step of the mechanism. In this way, the adversary 

can iteratively send numerous SYN packets causing its target to open several TCP connections 

and respond to them. So, the victim cannot handle any new incoming requests as its queue is 

already filled with large volumes of partially-open TCP connections. This causes the depletion of 

memory resources by reaching a threshold limit  [74].  

CoAP based enhanced DTLS scheme, Software Defined Networking based defense, learning 

automata-based approach, and some machine learning techniques such as deep learning are some 

countermeasures against DoS and DDoS. A scheme called Secure-DAD can be used against DoS 

attacks in IPv6 Duplicate Address Detection, DAD processes [75-78]. Some blockchain 

approaches can also be used against these attacks. Combining IoMT devices with Ethereum helps 

minimize the risk of DDoS attacks [79, 80].  

9.4.2 Spyware and Worm Attacks 

Spyware, a malware class, is used to gather confidential ePHI of patients without their knowledge 

and relay them to third party entities or sell them for the attacker's gain. Its malicious activities 

involve spying on their targets (healthcare sectors) via covet surveillance and monitoring their 

online activities to steal sensitive information. Among some of the most disastrous malware attacks 

are Worm attacks which can easily exploit the vulnerabilities in IWMDs as the manufacturers of 

these devices do not spend sufficient resources and time on strengthening their security. The 

worms can then replicate vertically to extract confidential information or even destroy the targeted 

IoMT devices leading to the loss of crucial data that can be life-threatening to devices' users. 

Moreover, integrating these malicious attacks with other forms of malware attacks (Ransomware, 

Botnet, Trojan) can infect the entire medical network. Possible solutions are anti-virus, anti-

spyware, anti-malware, intrusion detection, and machine learning algorithms [81, 82].  

9.4.3 Ransomware 
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These malware attacks are launched towards the health industry via phishing emails, malicious 

links, attachments, and mail advertisements. A series of steps are carried out to implement the 

encryption key successfully. Firstly, the malicious program fixes the external IP address, deletes 

copies, creates a single ID, etc. Next, important patient files and hospital documents are searched 

within the system with extensions like .docx, .pptx, .pdf, .jpg, .png, .xlsx. They are then shifted to 

different locations, renamed, and their original extensions are changed to ransomware extensions 

such as .crypto, _crypt, locked, RDM, RRK etc the original files are deleted. Finally, these files 

are made inaccessible by the process of encryption in crypto-ransomware or locking in locker-

ransomware and the victimized hospitals are threatened to pay a ransom fee to unlock their files. 

The attacker may increment their financial claim, misuse or delete vital health records, 

appointment and surgery schedules, and crucial hospital documents if the ransom fee is not paid 

in time. As several patients' health records are exposed to the attacker and hospitals have sufficient 

financial resources, they are more likely to pay the ransom. Hence, making healthcare industries 

more vulnerable to ransomware attacks. Honeypot, Intrusion Detection Honeypot (IDH), and 

machine learning approaches are some effective defense mechanisms to deal with the growing 

concerns of ransomware [83-85]. 

9.4.4 Eavesdropping 

Eavesdropping is when an illegitimate entity secretly intercepts the user's sensitive information 

(patient-related information or their EMR) without their knowledge or permission. The stolen 

information may be used to perform malevolent activities leading to privacy breaches. This attack 

acts as an access point prerequisite to implement many other attacks such as spyware, MITM, side-

channel attacks, etc. Eavesdropping attacks can be subdivided into Passive Eavesdropping. The 

attacker can scan to detect which medical devices (IWMDs and on-site medical equipment) are 

connected to the wireless access points, and Active Eavesdropping. The attacker can spy on the 

data sent and received while in transit. These attacks are difficult to diagnose as no deletion or 

modification of data is involved and also no issues are detected in the network transmission 

channel. Encryption techniques such as SecureVibe, and lightweight key agreement and mutual 

authentication mechanisms along with a software tool, ProVerif can help to mitigate these attacks 

and also several other attacks like spoofing, jamming, replay attacks, etc [86, 87] 

9.4.5 Man In The Middle 

In healthcare, MITM involves Protected Health Information. PHI is transferred from one point to 

another between two legitimate parties (between patient and cloud, between cloud and smart 

healthcare industry, or between IWMDs and on-site medical devices). They think they are directly 

communicating with each other. An unauthorized entity who hacks the data secretly during the 

transmission process decrypts it, reviews it and then re-encrypts it before passing it on to the 

receiver (passive attack). The hacked data can be selectively altered, duplicated, manipulated, or 

even have malicious codes injected into them (active attack) to be used against the attacker's 

victims for the attacker's benefit, such as obtaining sensitive medical information of patients. Some 

effective countermeasures are advanced ECG based authentication techniques that eliminate the 

acoustic interferences unlike traditional ECGs while preserving privacy [88-90] 

9.4.6 Side Channel attacks 



 

The adversary utilizes side-channel information such as execution time of operations, fault 

frequencies, and power-related data to obtain IoT encryption key. Similarly, forged signals are 

introduced in an EM Injection attack, which are strong enough to dominate the original signals 

generated by implantable electronic devices. Another subset of side-channel attacks is Differential 

Power Analysis, DPA attack that utilizes the statistical data to overcome the cryptographic barriers 

and gain access to the desired implantable or wearable devices. When a smartwatch is infected 

with some malicious software, and a smartphone comes nearby, side-channel keystroke inference 

attacks can occur. Motion sensors like accelerometers and gyroscopes in the infected smartwatch 

can detect the wrist motions while tapping each keystroke in the smartphone keypad. Solutions 

include advanced cryptographic techniques such as Elliptic Curve Cryptography, ECC, software-

based solutions such as TinySec. To further prevent these close-range attacks, patients may wear 

wrist bands or carry cards with secret keys of their IWMDs imprinted on them, or even have the 

keys tattooed on to their skin using ultraviolet-reactive pigmentation [91-94].  

9.5. Challenges and Future Research Direction of Smart City Healthcare 

Implementing smart healthcare systems in the smart city poses challenges and has limitations 

outside of the privacy and security dimension. Technological, financial, psychological and 

administrative demands are required to be met when adopting smart healthcare [95], alongside the 

challenges they present. These challenges are exhibited in the development of proper smart 

healthcare architecture, raising the public awareness and engagement and interoperability with 

other pillars on a macro-level and improving accessibility, data handling, efficiency etc. of 

healthcare IoT devices and sensors micro-level. This section aims to present the challenges and 

opportunities in the technological domain. 

9.5.1 Wearable Technology Challenges 

Sensors and other connected devices are fundamental blocks of a smart healthcare system and pose 

their limitations. Wearable devices employed in healthcare require environments that support 

ambient intelligence and in which heterogeneous systems can operate simultaneously [96]. Body 

area network sensors have complexities brought on by their need to be operated and maintained 

by humans. The challenges in normalizing this technology lie in making the devices more 

comfortable for humans, easy to operate, and secure [97] [98]. The wearable sensors also require 

more accuracy and fault tolerance to be on par with hospital-grade equipment. There is a tradeoff 

between the accuracy and energy efficiency and wearability of sensors currently available, and 

finds reducing the effect of motion on sensors such as the respiratory rate and pulse sensors is a 

workable area to improve accuracy [99]. Applying encryption on healthcare wearable devices is 

also an important issue. 

9.5.2 Smart Healthcare Data Challenges 

Another essential side of smart healthcare, which poses several challenges and also numerous 

research scopes and future opportunities, is big data. The lack of a standardized data format and 

transfer protocol increases data handling complexity [100]. Researchers have also pointed towards 

the disparity in progress between data storage and data processing, which is less developed. Cloud-

based algorithms are emphasized when it comes to big data processing. The sensitive nature of 

healthcare data also warrants addressing issues in transmission. The long route of data 
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transmission, through multiple stations, affects the transmitted data due to noise and poses the 

challenge of developing effective noise removal techniques. 

9.5.3 Recommendations and Opportunities 

The smart healthcare system should move towards accurate, cost effective, personalized and 

efficient service provider [101,102]. Recently, blockchain technology integration into smart cities 

is being researched to ensure more robust security [103, 104]. As these superior technologies 

integrate with healthcare to form a smart healthcare system, many research and development 

opportunities arise. Recent research directions and recommendations are outlined in this section. 

9.5.3.1 Specialized Algorithms and Machine Learning in Smart Healthcare  

Machine learning and development of algorithms for specific purposes are heavily recommended 

in recent papers, and there are numerous scopes of application of ML in smart healthcare. For 

diagnostics, the researchers identified clustering and logistic regression algorithms. Application of 

machine learning algorithms on signal processing on ECG monitoring to reduce supervision costs 

and the development of optimization algorithms to minimize wearable devices' energy 

consumption is recommended in the paper. Reference [105] uses multilayered extreme machine 

learning to identify human activities, which can have implications on health monitoring 

applications' scope. Machine learning techniques should also be developed to uphold the quality 

of cloud services in healthcare [106].  

9.5.3.2 Energy Harvesting for Wearable Devices 

One rapidly growing area in the development of wearable sensors is energy harvesting. Adapting 

the energy harvesting mechanisms of autonomous wireless sensors for very low power and 

lightweight sensors employed in smart health applications like body area networks would 

significantly improve them. Kinetic energy-based energy harvesting [107] is more popular, but its 

scope does not encompass all wearable devices, for which thermoelectric energy harvesting may 

be explored [108], [109]. Reference [110] presents experimental validation for piezoelectric 

energy harvesting, which can power wearables through the human knee movements. Research is 

also being done to harvest low-frequency biomechanical movements using nanogenerators 

[111][112]. Reference [113] discusses a possible radiofrequency energy harvester and storing 

system for wearable sensors.  

9.5.3.3 Wearable Device Development  

Wearable devices have a broad range of applications and demand usage-specific technologies 

besides common ones. Implementation of identification and localization mechanisms into 

wearable devices without affecting their lightweight and ensuring proper privacy measures is one 

necessary area to research. Body area networks with inbuilt drug pumps and other closed-loop 

systems, for example, necessitate the development of proper user identification [97].  Near field 

communication and RFIDs can be utilized in smart health applications to localize users in small 

areas such as elderly care homes [114]. Encryption of data from wearable devices is another 

complex area with the scope of research. For cloud-based smart healthcare security, the paper [99] 

recommends an Attribute-Based Encryption (ABE) and fully homomorphic encryption (FHE) 

hybrid scheme which would be lightweight implementing on wearable devices. To enhance the 
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response time and critical situating management, Tuli et al. [106] propose integrating various 

frameworks such as sensor networks, serverless computing, data analytics etc. and shifting 

computation to the wearable devices. The researchers also put forward quantum computing, 

targeted operating systems, 6G, processing-in-memory etc. as future research directions in smart 

healthcare. 

9.5.3.4 Big Data Analytics 

The big data of smart healthcare also opens a myriad of opportunities for research, application 

development, and healthcare improvement. As the data provides a clearer picture of critical 

situations, more adept intervention methods can be used. Analysis of aggregate data will be crucial 

in solving medical questions and a quicker and more accurate diagnosis of diseases and identifying 

the most effective treatments. Health threat identification, epidemics detection and management 

can be streamlined through historical and globally aggregated health data [96]. 

9.5.3.5 Smartphone Applications for Smart Healthcare 

Smartphone-based healthcare tools are a rising wave of applications that utilize and generate big 

data of smart healthcare. With billions of individuals operating smartphones, the P4 goal of 

healthcare is getting closer to actualization. Smartphones present a versatile platform, and many 

research opportunities exist in the development of smartphone-based health monitoring. The area 

is being explored by recent researches such as smartphone ECG monitoring[115], respiratory 

monitoring,  testing for respiratory disease symptoms[116], oral health monitoring using 

noninvasive periodontal diagnosis [117], and so on. There is immense potential for providing 

mental healthcare through smartphones. User engagement issues need to be resolved through 

innovative means to improve the usage of these applications [118]; research into improving these 

applications' trustworthiness and transparency could transform user acceptance [119,120]. 

Smartphones are becoming the apex of IoT networks in healthcare. Their already massive users 

and research into smoother integration with cloud and improved processing of the enormous could 

revolutionize smart healthcare. 

9.6. Conclusion 

This chapter discuss the smart healthcare based on smart city perspectives including the application 

of IoT in smart healthcare applications. Healthcare is a basic human need and one of the most 

crucial sector to focus. The recent pandemic has hit countries worldwide in unprecedented ways 

and has asserted the importance of an intelligent healthcare system. Smart cities should have vital 

healthcare and preventive ones that utilize the constant stream of data generated by its citizens to 

identify patterns of diseases and the effectiveness of treatments and therapies. Attacks on smart 

healthcare can cripple the total system. Due to the attacks, significant data will be lost and personal 

data will be at risk. Since health data is one of the most sensitive data falling it into the wrong had 

can bring catastrophic effects. For this reason, possible countermeasures are needed. These are 

discussed in this paper.  

The scope of future research in smart healthcare is extensive. Smart health applications require 

better-specialized algorithms and integration of machine learning for more intelligent systems. 

Wearable devices and BANs need improved energy efficiency and added features without 

compromising lightweights or security. The big data of healthcare also opens opportunities for 
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research into data operations targeted for healthcare and efficient storing mechanisms. The 

importance and exigency of research into smart healthcare and the plethora of opportunities present 

make it a prime research area. A foundation for understanding smart healthcare in smart cities has 

been laid out in this paper in recent years. 
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