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The Thesis title” Healthcare services in cloud computing” discusses the healthcare services 

available in the new converging technology called cloud computing. This computing 

technology had craved its path in the desirable market field healthcare. Healthcare is an 

extensive and a massive mission of maintenance and providing a complete treatment to the 

person suffering from ailments. In the olden days well equipped healthcare surveillance  is 

not accessible to all communities of people due to several reasons like, geographical 

locations, equipment cost, and infrastructure, and skilled medical practitioners, now due to 

the advancement of the medicine in cloud technology has reached some of its barriers 

making it more viable to all the people (communities) with all the robust technologies and 

techniques. This study will give an overview of the healthcare transformation of different 
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approaches of cloud computing over information technology and its strategic usage. 

Further enhancing better healthcare to ensure scalable, compatible functions supporting the 

well-being, this study also considers the techniques of cloud computing and its application, 

advancement in healthcare. 
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1.INTRODUCTION 

1.1. Background and motivation 

 

Healthcare services in cloud computing this is creating a sensation in the field of medicine, 

this is aiming for a new era in the history of medical science with more digital advancement. 

Healthcare services in cloud computing is a technical aspect which is a emerging experience 

in the society, the development can be visually experienced by the advancement in treatment, 

IT infrastructure, ambience, services, procurement, research and quality control, This 

technology is able to provide a collaborative patient centric experience.  

In today’s world the hospital information system(HIS), helps to understand the technological 

aspects and helps the budding technologies to innovate a new optimising resources. The  

electronic medical records(EMR) which is one of the major milestone of the medical history, 

helps to access the complete information through cloud computing with ease. 

The Cloud computing is mainly responsible to access information anywhere anytime from the 

system and also renders its exclusive methods to transmit low cost deployment of healthcare 

services. 

The thesis is mainly comprising the solutions to the research questions and carried in a 

productive way. 

My main motivation to dig into the thesis is the healthcare service scenario in my mother land 

India, There are still many rural areas where people are unaware of the term medicine for 

their ailments. My motive is to get acquaint with the technology and research the possible 

scenarios of implementing cloud computing for the accessing the reach of people. 

1.2.Goals  of the Thesis   

 

The topic ’healthcare services in cloud computing’ is the main objective, since childhood i 

was very interested to be  a doctor, but then when I realize that i am a technical student than i 

started knowing the technical possibilities and chances to improve or enhance the healthcare 

scenario in my country, the topic had paved a path to know more about the technology ’cloud 

computing’ and its contribution to the healthcare. By getting closure to the topic the goals 

here by are categorized into five  important aspects, which can be considered as the main 

focus of the thesis. These are the main topics or the areas where the research is carried and 

answered following the research method systematic literature review. 
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The first aspect is to outline the concepts of the systematic literature review and to identify 

the present work in the fields of healthcare in cloud computing and suggesting the further 

development in the area of focus.  

The second aspect is providing an overview of important aspects of cloud computing in 

healthcare based on the treatment, care provided to improve the health situation, comparison 

of the medical aid provided, outcomes of the technology and its evolution in adapting the 

various techniques. 

The third aspect is to emphasize more on the role of technological solutions by providing the 

domains and treatment method of healthcare services in cloud computing. 

The fourth and final aspect is to give a limited amount of analysis and design concept of IT 

infrastructure and its principles of healthcare systems in cloud computing. 

1.3. Research Method 

The research method followed in the thesis is systematic literature. Systematic review can be 

clearly defined as the process of formulating the question of the research by explicitly using 

the systematic (following the order/ or a plan followed through a procedure) method to 

identify the topic, select the relevant topic, and finally to build up a research collecting 

information through different studies searched through different database. 

1.3.1.The key stages of the research method( systematic literature) 

i. Scope of the research : The scope of the research is to exactly find a topic which is 

more sensible towards leading to the progress of the research. The topic choose 

should be relevant and should be able to produce answerable research questions 

addressing the successful review.  The scope will also help to plan the and find out, 

what is needed to be done in order to make task easy, clear, and to the point. The topic 

’Healthcare services in cloud computing’ is a systematic research origin which 

includes the topics which are worth focusing on practical issues and also covers the 

topics which are not addressed as a whole in recent times of research. The topic of the 

thesis is also responsible to provide motivations to the readers to know about the 

contents and also justifies the facts with statements and few examples. 

ii. Planning the research: At this stage the thesis is planned accordingly to construct the 

research questions and begin the search for the topics, the search should be optimal 

and relevant to the topic selected. Planning the search based on synonyms, trying 

different short forms for the statements, classification of the terms in a specific way so 
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that they help in construction of the topic. Mainly the planning covers the inclusion 

and the exclusion criteria. 

iii. Searching the research topics: Searching the topics in different databases (mostly 

electronic) mostly relative to the topic example: Web of Knowledge, Science direct 

etc, skimming the part of article or the complete article, or the abstract of the articles. 

Search by the publication year, this is like the trial and error methods where you 

encounter different search types.  

iv. Study of the research: This will help to form the referencing without using duplication 

of the data, this will help the data be reliable. 

v. Acceptance of the topic: This will include the material which goes into the 

construction of the successful thesis, after all the repeated stages of the systematic 

literature ensuring the high quality of relevant work. 

1.4. Inclusion and Exclusion criteria 

The inclusion and exclusion is the main criteria for the systematic literature review, it is 

simply the core of this research method. Firstly, when the research question is formed the 

main task is to define them accordingly to the concept mostly depending on the theoretical 

and empirical standards, the key variable search among different databases will yield 

different search results. The other things which have their stance in this criteria are time 

factor, database search and access to the information, data acquired from the search criteria. 

Now to meet the basic search criteria the following key words are used to search the 

information to study the thesis and they are” healthcare services in cloud computing”, cloud 

computing,” healthcare advancement”,” healthcare technologies”,” health care 

infrastructure”,” healthcare technical principle”,” healthcare case studies”,” cloud computing 

influencing healthcare.” 

The exclusion criteria are mostly based on relevant studies and years of publications, years 

less than 2010 is not considered, the information is mostly viable and includes the topics 

relating to the healthcare and here by considering more of the cloud computing technology. 

The case country is India is mostly considered because personally I have the experience of 

treatment and also visit to the healthcare system in person, the information which are not 

included in the research questions are considered to be irrelevant. 
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1.5. Research Questions 

The Research design followed here is the observational studies. The observation is derived 

based on the systematic literature review method. The topics are clearly observed by reading 

the work of the relevant or associated published work of other researchers. 

Considering the topic of the thesis, below are the research questions(RQ) which have been 

formulated reflecting the aspects of the goals. 

RQ1:  What are the technological solutions and application domains of healthcare in cloud 

computing? 

RQ2:  What is the working principles of the IT infrastructure of healthcare in cloud 

computing? 

The above research question with their texts are supported in a chapter wise manner 

covering the thesis stating their importance and also subject potentially defending the topic.  

1.6. Approach to the thesis topic 

A total of 159 articles were searched using the VPN portal of Lappeenranta university of 

technology from various sources like Scopus, Google scholar, Web of Science and IEEE ( 

The institute of electrical engineers). Among these 126 articles were selected for the research 

question  after careful observation of the abstracts and full texts 84 articles are selected. 

For research question: 1 “what are the technological solutions and applications on the 

domains of   healthcare services in cloud computing?” a total of 41 articles are selected. The 

articles are further skimmed and selected for the exactness of the topic. The selected topics 

are constructed with statements. 

The research question-2” Working principles of IT infrastructure in cloud computing related 

to healthcare”, For the second section a final of 48 articles among the 26 are filtered and then 

out of which 7 articles are skimmed to attempt the technological solutions of cloud 

computing in Healthcare more relevantly. The technical solutions presented are more 

versatile and supported with day to day proofing for organisation to run accordingly. 

The subheading listed are proofs for the functioning of the organisation. The topics relevant 

to the research questions are searched using the key words: “cloud computing in healthcare”, 

technological solutions of cloud computing in healthcare”, “implementation and applications 

of cloud in healthcare”,” solutions in healthcare based on cloud”, “domains of healthcare”, 

these search are mostly scientific journals, and conference publications. 
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The studied topics gave a good idea of the advancement in cloud with number of example 

architectures and logistics, which are complicated; this paper is more aimed for the details 

description of the contents. 

1.6.1. Systematic Literature structure (PRISMA) 
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Fig.1.6.1. Flowchart of the thesis according to the systematic literature 
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1.7.Structure of the thesis 

The structure is primarily based on the literature survey, Here the focus is on systematic 

literature review.   The total chapters are divided into four , The first chapter contains the 

introduction about the topic supported by 7 subsections. the introduction has the background 

and motivation in section 1.1, goals of the thesis in section 1.2, research method in section 

1.3 with a supported subsection dealing with the stages f the research method 1.3.1, inclusion 

and exclusion criteria in 1.4, the research questions in 1.5, approach of the thesis in 1.6, 

structure of the thesis in 1.7. 

The second chapter include technological solutions and application domains of healthcare in 

cloud computing with 3 subsections supporting the context with 2.1 as the cloud computing 

in healthcare, 2.2 as cloud computing and its components, 2.3 as the approach to the 

computing of healthcare. The third chapter is working principles of the It infrastructure in 

cloud computing related to the healthcare with 9subsections concerning about the IT 

infrastructure and healthcare. The final is the fourth chapter with the conclusion and future 

enhancement 
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2. Technological solutions and applications on domains of healthcare in 

cloud computing  

2.1 Cloud computing in healthcare 

2.1.1 Cloud computing 

Cloud computing is an emerging technology, which helps to deliver the services, using all the 

necessary resources. This technology is a gradual shift in the health care sector, healthcare is 

a system, which is mainly responsible for delivering all the medicinal opportunities into 

usage for people. 

Kuo. (2011) has picked up a definition of cloud computing as:” clouds are a large pool of 

easily accessible virtualized resources (such as hardware, development platforms and /or 

services). These resources can be dynamically re-configured to adjust to a variable load 

(scale), allowing also for an optimum resource utilization. This pool of resources is typically 

exploited by pay- per- use model in which it guarantees are offered by the infrastructure 

provider by means of customized service – level agreements.” Besides this cloud computing 

is said to have the imperative attributes which are mainly subjected to enhance the utilization 

and its services. 

In general cloud computing is  independent providing all the serviceability without any 

hindrance. The functionality of the programs( devices clients) which are maintained by 

servers are automated, providing storage space without human hinder with the cooperation of 

the service provider. Cloud computing is platform independent providing its services on 

accessible devices providing a classic structure. There is a chance of multitasking for many 

number of people who acquires the services(clients),  with multi processing and multi 

threading techniques to allocate the resources dynamically. 

Cloud computing is not restricted to only one single location or place is it is accessible 

through the globe. The cloud computing has many kinds of assets like memory, management 

of the network bandwidth, time, storage, retrieve of information and proceeding speed and 

time.  

On the other hand cloud computing is flexible, and easily adaptable with redefined standards 

of extensible services. Cloud computing has a unique feature to optimize and monitors the 

services by providing clarity of the services which is being used. 
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Cloud computing as a service point of view has three architectural service models, which are 

clearly describes essential characteristics of the services by (Kuo, 2011).  

i. Software as a service (SaaS): The internet will be a medium of service to 

provide the network to the host the services provided by the cloud service 

provider. The software is not possibly a easy deployment for the individual 

users on their private network, the provider holds the responsibility for the 

management of data like read, create, update and maintaining data, 

examples of this service is Google apps, Cisco WebEx 

In healthcare, the software as a service uses to generate the Electronic 

health records mainly used to record the health information of the patient 

undergoing treatment. 

 

ii. Platform as a service (Paas): This is the very easily accessible than 

software as a service as it provides the development tool that can be easily 

through any private browsers on their computers. This also gives an 

opportunity to develop the web applications without any hindrance, 

examples of this service is Windows Azure, Google Apps Engine. 

In healthcare, the services are mainly opted for secure exchange of the 

patient data. 

 

iii. Infrastructure as a service (Iaas): The user here should obtain services 

from the outside supplier (here the service provider), the entire operations 

used to store, maintain and access the data. The user can limit or exceed 

the usage of the operation based on the type of the payment modes mostly 

users pay per use, examples of this service is Microsoft Azure, Amazon 

Web Services (AWS). 

For cloud to be deployed there are four basic models depicted by (Kuo, 2011) they are  

i. Public cloud: As the name itself refers to the geranial context of the usage 

by all the people who choose to obtain the services from the provider on 

pay- per- usage basis.  

ii. Private cloud: The facility exclusively used for an individual usage using 

all its infrastructural facilities 
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iii. Community Cloud: This is a shared access between few communities of 

either the company or organizations with similar views of context. 

iv. Hybrid cloud: It is a combination of two of theses in any order as per the 

need of the infrastructural facilities. 

2.2 Cloud computing and its components 

The services and the models of the cloud computing provides the ability to a generated 

simulations of resources, helping or providing an ease to the organizations from the burden of 

heavy investments over software, hardware or the platform and infrastructure. The quality of 

the services (QoS) is the part where the resources are deploying in a dynamic way 

(Chowdhary et al., 2011). The important components of cloud are: 

i. Virtualization: This clearly specifies how the virtual components are 

configuring by connecting with the web interfaces or different APIs. 

ii. Computation: The procedure for calculating technologies such as GRID 

and distributed 

iii. Connectivity: Connections to the web applications and frameworks 

iv. Architecture: Exposes to the services in the web forms  

2.3 Approach of cloud computing for healthcare  

Cloud computing is the technology, which is now –a-days into healthcare due to the 

following checkpoints (Lakshmi et al., 2011): This is a generalization of key aspects why 

cloud computing is accepting in the healthcare sector. The checkpoints clearly give the 

concept of utilization of cloud in the context of medicine and its potential attributes:  

i. Connectivity: Allows the connectivity of the network with reliable techniques, 

which helps the users(patients, nurse, doctors) to access the distributed 

information from wide range of locations, with which there will be one-to-one 

communication directly with the respective person in need.( Example: the 

patient can directly call to the doctor and discuss his health related issues if 

needed) 

ii. Dependency: One thing to be carefully taken into consideration is of the cost, 

the cost of utilizing this service is less and reliable and is mostly accessible to 

the healthcare units which can at least have an access to the internet. The 

cloud computing expenditure is based on the service utilized(pay –per- cost) 
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iii.  Versatility of network: This is to know about adapting the services and getting 

familiar with the techniques and technology ( Example: all the staff working in 

an organization are provided with the basic training sessions to know about the 

technology and use in reliable way mostly to access the patient information). 

iv. Multitasking: Simultaneous use of resources by ‘n’ number of users at a time ( 

example: many hospitals can access the information of the doctors in case of 

emergency to provide treatment to certain diseases at a time from any 

location). 

v. Scalability: Flexible of  its resource allocation(Example: just need internet 

connection to provide its services) 

vi. Significant work load shift paradigm: in the healthcare the work load can be 

handled by any authorized individual, who is capable of maintaining the 

system. 

vii. Use of application in the mobile with ease: the patients can have a mobile 

application by which they can retrieve their test reports and have possible 

make an appointment with the physician or a nurse. 

viii. Simple set up of network by connecting to the web browser: The healthcare 

services, which are out of the reach of the sophisticated equipment can also 

establish connections with the advanced healthcare and direct their patients 

access to them just through a web browsers without any ambiguity. 

ix. Reliable infrastructure to store the information(mostly patients): The patient 

data is stored in the database for the specific time to provide and continue the 

treatment without causing trouble or inconvenience to the patient. 

x. Sustainable work environment: The work space will be easy and efficient 

providing motivation to further use the technology mostly for the nurses who 

work from rural areas.  

xi. Ease of monitoring the system: this is easy to maintain and access data for all 

the users like patients, doctors, nurses and administration staff. 

2.3.1. Example of implementation of Cloud computing in healthcare (Case: India) 

The technology is very essential in countries like India because of its vast population and 

medical needs to its people. Considering the basic  implementation of cloud computing in the 

healthcare system, the Hospital management system will manage doctors and patients, the 

doctors present in both private and public sectors including patients and their records. The 
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system proposes two phases that can be observed by the doctor and the normal user of the 

system from anywhere and at anytime. The patient enters in to the hospital will be registered 

by the unique id, India is a land of many divergent and different cultures so to maintain 

equality and  right to every individual, the government system has given Adhar number( an 

unique identification number)) (Bhatia et al., 2013). 

The registration of the unique number done once at home or at the hospital after arrival, the 

patient has a chance to describe the problems based on the acuteness of the problem, in this 

case the acute problem is maintained in the register for lifetime and the chronic for 18 years 

and will be deleted later on. If in case, the patient will be referring to pathological test than 

the patient can have the copy of tests in his account (Bhatia et al., 2013). This way the patient 

secured with all his records and continuous monitor from the healthcare centre Bhatia et al., 

(2013) 

 

  

 

 

 

 

Fig. 2.3.1. Architecture of cloud computing in healthcare 
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a software) is a rendering service as a bridge for the different users of the systems, helping 

the users establish a reliable workspace and sustainable application. In the next section there 

are few advanced techniques helping to complement the cloud computing services in the 

healthcare. 

2.3.2. Technological solution of cloud computing in healthcare: 

There are many solutions using cloud computing in healthcare out of which these concepts 

are more interesting they are 

i. Applying cloud-computing technologies to Gerontology and geriatrics 

Health care system (GGHCS):  the study of the characteristics of aging 

and helping the aged people with the advancement of cloud computing 

Tse-Chuan et al., (2013). 

a. (Cloud based model for senior citizens and their well-being: 

designing a cloud based system to cater the wellness of senior 

citizens) 

ii. Creating a dynamic and customized foetal  growth  curves using cloud 

computing: Biometric parameters detection of the foetal growth during 

pregnancy by the service  management of cloud Mario et al., (2013). 

iii. A cloud solution for patients data collection in healthcare institutions: this 

have an archive of all the information concerned to the patient healthcare.  

Princy et al.,(2013) 

 

2.3.2.1. Applying cloud computing technology to gerontology and geriatrics health care 

system Tse-Chuan et al., (2013). 

Firstly, to give the overview of the definitions, Gerontology is the branch of science that 

includes the study of aging process (advancement of years) of the individuals as they grow 

from young to old age. 

Geriatrics is the branch of science, which particularly deals with the study of the conditions 

relating to health, and its ailments (diseases) cornered in the elderly years of the individual, 

this study strives for the healthcare with well being Tse-Chuan et al., (2013). 

Generally this a remarkable result of scientific technology, the advancement in the medical 

history had made a progress in improving the health conditions of the individual but it’s been 
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a mystery to help the individual make a happy living with all the basic requirements, this 

ultimately lead  to crumble in living and management. 

When we consider the elderly people of any state, country or the nation the common problem 

is that should need some assistance in their daily activities, as they cannot tend themselves 

any more to work. They need supervision and guidance in throughout until end of their life if 

once they are any disease prone. 

The advancement of the technology also made them sharp and intelligent assistance to an 

extent in living their life. For example an elderly grandfather is more capable enough to use a 

smart mobile for his everyday activity like reading news, voice calling, VOIP calling, video 

calling, navigation, travel, market purchases and etc; this is slowly helping them to replace 

the assistance, but not completely. 

2.3.2.1.2. Solutions helping for the welfare of the senior citizens using cloud computing 

in Healthcare  

When considered in regards to healthcare, Geriatrics needs specialized physicians to assist 

them both technically as well as personally with respect to health, the main challenge is to 

maintain and integrate the data. The data needs to be in a unified system so that the data 

accessed in any of the healthcare centres without any manual entry of data, the next 

immediate problems to addressed are standardization of data format, lack of interoperability 

of data, protocols, and programming interfaces to support different domains of medical 

treatments Tse-Chuan et al., (2013). The most common issue is lack of centralized health 

records, huge capital investment for the implementation of the technology, inefficient caching 

and processing power Vijayalakshmi et al., (2011) 

The existing problems handled by the cloud services integrated in the healthcare, to brace the 

problems by managing the data increasing the efficiency and protection of the data 

management, providing wide range of applications that enhances by lowering the costs and 

improving the quality of service Tse-Chuan et al., (2013). 

The concept of the model generated is integration cloud and sensor for monitoring the gray 

individuals, the idea flow of the system is to creating a new signature for cognitive 

impairment or dementia (cognitive dysfunction). The treatment will be accurately dealing 

with the problem by supervising the regular activities. The most common issue in dysfunction 

is that subconscious and unconsciousness, which ultimately leads to drop down where ever 
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they stand or sit. To answer this case is to regulate the account of action by following up and 

cooperating when needed, technically implanting a sensor in the wearable by parsing alarm 

the elderly person by providing them voice based instructions to stop, sit, stand so on, and an 

alert message to the healthcare individual. Thus, this fall detection technique can be a better 

option for the mobile devices providing service based on cloud can help senior citizens to 

lead a secured life in time of danger/assistance Tse-Chuan et al., (2013). 

2.3.2.1.3. How cloud computing is rendering its services for the senior welfare 

(Vijayalakshmi et al., (2011) 

i. Cooperation in collecting the information and further helping in sharing 

the information with the health management system in order to provide the 

assistance  for instance door to door medicine delivery, fixing appointment 

with the healthcare agents, providing prescriptions, a personal assistant to 

tract the vital parameters like blood pressure, pulse, diabetic levels and so 

on,  

ii. Provide a great extent of flexibility helping in providing hardware virtual 

environment as a utility to maintain the effectiveness of the delivery of 

data to the required authorized person (Storage and retrieval of the patient 

data) 

iii. Providing efficient techniques such as sandboxing, this technique is to 

provide its own central core operating system to process the data 

improving the efficiency of the system. This mainly helps to track the 

information and access it all over the healthcare management system. 

iv. Due to the rapid increase in storing and retrieving data the cloud is 

provided with scalable concepts with patient centric facility  

v. Providing interface to control data access control by scrutinizing security 

issues, reliable network dependency issues different aspects like 

management, administration, and maintenance by providing cloud 

controllers, this is to access the data without any interruption. 

vi. Facility to accommodate  massive amounts of data with load balancing and 

caching this also helps in maintenance of claims of the data, it is very 

important to handle the claims. (claims are medical bills or benefits given 

to senior citizens by the government or any other wellness management 

organizations. 
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The complete wellness management of the senior citizen is aimed to provide the best way to 

trust the technology to help them overcome their daily cumbersome situations and allowing 

them to lead an independent happy life. 

2.3.3. Creating Dynamic and customized fetal growth curves using cloud computing 

Mario et al., (2013). 

Giving birth is a remark as to be a rebirth for mother with the baby; this is the most complex 

system, which is to deal sophisticatedly. The process of conceiving is not an easy task it takes 

274 days to deliver a developed baby with all the organs. The growth of foetus is incremental 

and need a constant check.  

2.3.3.1. Fetal growth problems  addressed using cloud computing in Healthcare 

The presently the fetal growth is checked in order to estimate the growth and health condition 

of the baby growing in the embryo. The main technology used here is ultrasound to detect the 

baby position movement and even sex. Doctors through access parameter like do this 

i. Biparietal diameter (BPD) 

ii. Head circumference (HC) 

iii. Abdominal Circumference (AC) 

iv. Femur Length( FL) 

This four basic parameters are responsible for the depiction the fetus growth in the womb of 

the mother, which also decides the gestation period as well as the condition  of the baby, 

these are compared to with some reference charts and parameters that are secured by certain 

standards and measures, the present problem is the device and the techniques are old and 

uncertain to some extent, due to the advancement of the technology to the direct facts. 

Ethnicity is one of the major causes in all the countries both developed and developing. The 

other influential factors are stress, strain, mal nutrition, pathological conditions like early 

pregnancy, delayed pregnancy, consumption of alcohol, tobacco. Cloud computing in this 

aspect is able to provide an innovative solution based on Software as a service (SaaS) 

paradigm. The cloud is used for privatization (a security aspect to hide the data) the data can 

be confidential which mainly help in cutting down the Ethnicity (In India ethnicity is major 

issue which discloses the sex(especially Female/girl) of the baby which leads to aborting the 

baby or baby is thrown out abundantly). This also helps to growth assessment of the data 

collected during the checkups with customized growth charts Mario et al., (2013). 
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Here are some points and requirements developed for the measurement of the fetal growth. 

Being able to deliver a baby is not a bed of roses, mother has to face many problems changes 

in the body as well. Women experiencing the motherly hood for the first has to undergo many 

physical and psychological behaviour shifts. To overcome this the healthcare systems provide 

an intensive training units for the mother to deal with the situation and to come out of the 

situation. Mother is subjected to have proper checkups to ensure the child growth is accurate 

according to the stages of pregnancy. 

To ensure the proper fetal growth both the child and the family are provided with the 

awareness about the biometric parameters related to the curves of the fetus( growth of fetus), 

the psychological support from both the healthcare as well a s family plays a major in 

attaining  the balance in the stages of the pregnancy, Here by the fusion of cloud computing 

and healthcare the following requisites are attained to maintain the balance in the mother’s 

life. 

i. A mobile based or a web based application system to make the mother and 

the healthcare connected all the times. 

ii. Safe, reliable, and private treatment for both child ad mother following the 

norms of the technical standards. 

iii. Collecting the data for the evaluation and  to upgrade the parameters of the 

treatment if needed based on the data collection task. 

iv. Regulated amount of services utilized by the staff as well as patients using 

the service. 

v. This is an important stage, where the fetus growth is compared to the 

standards of the curves and are evaluated and checked for the maternal 

ethnicity and  other stances including standards of living. 

To achieve this, the cloud architecture is divided into two parts where the fetus is examined 

with all the privacy standards. The other part is mostly with the patient end with all the 

records. The doctors are the bridge using the technology building a secured system resulting 

in less infant mortality rate and safe birth of babies with good physical and mental growth 

and development. 
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2.3.4. A Cloud solution for patients data collection in Healthcare institutions Princy et 

al.,(2013) 

In this consider, India as a scenario, this section describes the conditions prevailed before 

cloud computing and the need of cloud computing in healthcare. India being developing 

country with multi lingual, cultural, regional existences have people distributed in all the 

regions with respect to their priorities. The rural and urbanization is to clearly observed as the 

people living in the rural areas due to their low income cannot afford treatment facilities in 

urban areas. Many people suffer due to many health issues and lead life without been visited 

by a general physician, in order to eradicate the disparities and strive for at least a basic 

health check up cloud computing came into picture. 

Telemedicine is one of the technical innovation where the patient data along with can be 

delivered or received by the healthcare service at any point of the day or night, and can be 

assisted with the nursing the patient Princy et al.,(2013) 

Cloud assistance: it uses the remote servers hosted on the medium of internet for maintaining 

the data such as storing/managing/retrieving i.e. the patient data accessed by the web 

computing technology. The doctor when deals with the patient over a video conferencing call 

the call hosted by the cloud by accessing the software from its remote servers, the video and 

audio can be both generated at the same time. The robotic surgery, patient’s activity 

maintenance record, by this way the cloud services used for multiple access of the service by 

‘n’ number of people at the same time, handling of information over internet is easy and 

affordable; cloud infrastructure acts a medium of storage Princy et al., (2013). 

Telemedicine is a new innovation which bought the healthcare services available different 

sections of the people. The telemedicine is means of conveying the communication or 

providing first aid services based on voice based system. This is a cheapest means of 

communication with the healthcare personnel to discuss and get a suggestion on the ailment. 

2.3.4.1.Proposal of telemedicine 

Telemedicine is now though sensors, the sensors are connected to the patient bed through 

which the data is collected, processed and is distributed through the wireless network, the 

sensors at the patient node is responsible for the encryption of the data, The exchange service 

acts as a gate way. 
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This is mainly responsible to collect the responses from the nodes and deliver to the 

appropriate storage channels in the cloud. It also retrieves the data to provide services and 

platform for the development of applications needed by the administration or the working 

authorities of the healthcare these are achieved by Open Nebula, ANEKA, Microsoft 

windows  networks (software’s available in the health institutions ) Carols et al.,(2010). 

 
 

 

 

 

 

 mobile computing device workstation 

 

Fig.2.3.4.1. Telemedicine proposal cloud architecture 

2.3.5.Medical Imaging 

The main concept of medical imaging emerges with the digital data captured by the 

healthcare system. The digital data captured can be in the form of MRI (magnetic resonance 

imaging) scan, which is taken to check the organ functioning of the complete body. 

CT(computerized tomography) scan, this is also again to check the functioning. Ultrasound 

sound scan, sonography, angiogram all these are the scan which are specifically done to know 

the ailment or effected organ suffering in the body. 

A cloud based picture archiving and communication system(PACS) enables the storages of 

these kind of images. This is the storage area where the images are stored and retrieved by the 

users of the system. The image processed through different stages of channels is secured and 

reliable by using the cloud computing techniques. 

Thus these are few instance where the cloud computing is assisting to strengthen the 

healthcare system utilization.   
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3. WORKING PRINCIPLE OF IT INFRASTRUCTURE IN CLOUD 

COMPUTING RELATED TO HEALTHCARE 

3.1. Basic principles of IT infrastructure and  its detailed description 

 Some of the basic fundamental principles of IT Infrastructure: 

i. Architecture : Design of the product / support project which they develop 

ii. Flexibility: Technology rapidly changes, so product/project should be 

flexible for tomorrow’s (future) needs. 

iii. Process: Document every task and activity and create a process to adhere 

the same in future. 

iv. Scalability: It is in a position to accept more flexibility as it grows. 

v. Customer relationship: Golden thumb rule is to satisfy customer. 

vi. Cost & Culture: It should create a proactive culture among all staff that 

promotes continuous improvements aligned with business and IT goals. 

Detailed description: 

It’s a group of IT departments such as Hardware, Software, Facilities, human resource, 

Network, Payroll, logistics, storage etc., working together to developing, testing , monitoring, 

delivering and controlling of their product or support services. 

All department entities working together can be termed as IT Infrastructure. 

 

3.2. Influence of cloud computing on IT Infrastructure 

 

Architecture in developing a hybrid infrastructure is a challenging task. The enterprise 

(healthcare) should be flexible enough in changing to meet new challenges and opportunities 

since its inception phase. 

Cloud computing: Designing product with the right balance between normal and hybrid 

infrastructure will also be a challenge while managing with old or current technologies, Data 

is ultimate crucial part for any organization, so managing it in public cloud is also very 

challenging when comes to cloud computing. 

Every healthcare organization has a variety of data access towards its business model.  

Small and medium business can be easily managed with simple infrastructure where 

managing large and enterprise( Healthcare records) data is a tedious task especially when the 

larger data models shift from large to BIG data loads without losing business rules. 
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As in a organization, there should be possibility to evaluate the need and focus to change or 

use new technology with existing product or changing the process or in code or by using the 

latest tools to derive much more easier output, all such should be analyzed within 

organization based on the organizational scope. 

3.4. Core essential concepts considered while working /dealing with in IT 

infrastructure 

The core essentials for any IT infrastructure business models: 

i. Ensure interoperability among organizational and external entities. 

ii. Adhering to the rules/standards as per baseline standards 

iii. Reduce the duplication effort from all departments.(basically 

eliminating redundancy) 

iv. Promote and adapt necessary change controls in place, which will 

benefit the organization and business needs. 

v. Maintaining the change, problem, version, customer management 

effectively through standard process following throughout the 

organization 

(*here the focus organisation is healthcare industries and health care centres ). 

3.5. Main issues dealing with IT infrastructure 

i. Integration between all departments is a tough job without standard 

process.( healthcare has many departments ,which are clearly 

explained in the next sections) 

ii. Implementing a process without checking the healthcare industrial or 

centre  rules create havoc or confusion between different working  

departments. 

iii. Frequent change in process is a big trouble to those who follow it. 

iv. Architectural or new changes in design or organization will have major 

impact on all IT infrastructure departments. 

v. Data retrieval systems should be at ease, without any complex process 

or standards involved. 

vi. If the healthcare infrastructure is not up to market latest technologies, 

we may end up doing redundancy work which in incur most cost to 
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that department whenever there is a major technology change in the 

healthcare organization. 

vii. Lack of overall proper management skills among individuals also may 

cause an issue within departments.(therefore training programs are 

aimed to increase the knowledge to handle the complex situations is a 

necessary part) 

3.6. Overview of IT Infrastructure 

i. Best practice to follow within the organization and in all departments for 

proper quality, process and interoperability. 

ii. Qualification of individuals with detailed best practice guidance and best 

implementation aids. 

iii. Clear depiction of roles and responsibilities with clear functions and 

process to follow which set a benchmark for quality purposes 

iv. Description of precise documentation at every level, which also plays a 

key role for any IT infrastructure standards 

v. Analyze the agreed business requirement, Designing a product solution, 

and to develop the service acceptance criteria. Evaluate total costs, agree 

on expenditures, and provide complete IT Organizational readiness 

assessment. Ensure proper governance and security controls are included 

within the org. Align the supplier and supporting agreements. ( to keep 

simple - In this point total IT Development life cycle is covered which is 

because of managing IT infrastructure effectively). 

(*here the focus organisation is healthcare industries and health care centres ). 

3.7. Summary of IT Infrastructure 

i. IT Infrastructure describes processes, procedures, tasks and checklists 

that are NOT organization-specific, used by an organization for 

establishing integration with the organization's strategy, for delivering 

value and maintaining a minimum level of competency.  

ii. It allows the organization to establish a baseline from which it can 

plan, implement and measure.  

iii. Used to demonstrate compliance and to measure improvement for the 

organization 
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iv. All the processes like Service Desk, Incident Management, Event 

Management, Problem Management, Technical Management, 

Operations Management etc., together plays a vital role in handling the 

IT infrastructure functioning smoothly. 

v. To respond to the operational needs in Business and Technology with 

stability and value gains more operational value from IT assessment 

point of view. 

vi. It can improve cost effectiveness of delivering IT services without 

sacrificing customer satisfaction. 

It can review, analyze and make recommendations on improvement opportunities and should  

identify and implement individual activities to improve IT service quality by assessing the IT 

infrastructure, the best practice implementation, new processes viz. Training, Incident, 

Change, Problem, and Service Improvement. More visibility in meeting the corporate 

objectives. There can be substantial amount of risk reduction when the processes followed. 

We can even adopt a risk management approach where risks are calculated and identified 

clearly, which stops further with any of the assets. It can even create mutual relationship 

between clients and customers by enriching and building good rapport between them. 

These infrastructural points are the main things that can either frame a good architectural 

framework or  the system can also be a poor architectural model.  

The healthcare has to the extent is utilizing the cloud computing frameworks, the later section 

clearly has the healthcare in detail with all the components making it a perfect system 

available to the users. 

3.8. Hospital flow (healthcare unit) description 

In this section, there is explanation for the flow of functioning of hospital systems in general; 

hospital is a place where people are treated for their illness under controlled and hygienic 

conditions. The person suffering from illness is termed as patient. The patients are two types 

i. Inpatient,  

ii. Out patient 

Inpatient: This is referred as the medical service provided by the hospital by admitting the 

patient into necessary healthcare unit. The patient admitted here tends to have treatment for 

the serious ailments/trauma, which requires continuous supervision over a period of time say 

suppose for example a night stay or fortnight stays depending on the severity of the suffering. 
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The treatment offered can be covered by the insurance policy, or the individual covers the 

cost. The patient is kept under observation in intensive care under complete medical 

surveillance. 

Example: Medication for cardiac arrest 

Outpatient: this is referred to medical service provided by the hospital for the particular 

suffering of the person by providing medicinal instructions and medicines prescribed in 

prescriptions and asking the particular person to revisit the doctor after certain period of time. 

This is to provide the medical care for just short instance of time.  

Example: Medicine given to treat headache 

To treat the patients hospital needs doctors. Types of available doctors  

i. General physician 

ii. Medical doctor 

iii. Emergency doctor 

General physician: This person is mainly responsible to treat diseases, which are not acute 

(severe) conditions. They do not specialize in any of the branches of the medical science. 

 Example: common cold, cough, mild headache etc 

Medical doctors: This person is mainly responsible for treatment of ailments, which are 

severe, acute, and intensive. This person is responsible to specialize under particular field of 

science with required degree to qualify the expertise of the field. 

Example: cardiology for treating heart problems, dentist for tooth problems, dermatologist for 

skin problems, gynaecologist for female reproductive problems etc 

Emergency doctor:  This person is mainly responsible for providing the first initial for the 

patients appointed under emergency care. 

Example: first aid for burns, first aid for blood bleeding etc 

This is the main functioning unit of the hospital; apart from this, the hospital still needs many 

working divisions to access this treatment without any obstructions to the patients. The 

hospital should posses a financial unit to maintain the financial issues of the patients, staff 

and doctors of the organization. Diagnostic and treatment unit which is responsible to deliver 

the services like laboratories to perform various tests, ultrasonic scanning, angiogram,  and 
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imaging systems, surgery room, emergency room, intensive care unit etc. The house keeping 

unit for governing the bed conditions, clothing, sanitation, hygienic conditional care to the 

patient as well as rooms in the hospital for the inpatients most of the times and also 

outpatients. The food sections that are the primary and major sections of the hospital to 

deliver food supplements with high nutritional and protein values for the patients to restore 

form their illness. The food department is also responsible to deliver food to the staff as well 

as doctors. Apart from this, there are design constraints, maintenance of the building. 

To maintain the flow of the hospital, there should be an entry for the number doctors visiting 

the hospitals, patients visiting for treatment, patients admitted in the hospital, working staff, 

medical prescriptions, and so on. 

The E- Health implementation system is the core and essential aspect, which needs to ensure 

certain data standards that must assure data. The interoperability of data standards is the basic 

central requirement, which safeguards the data to be vulnerable. Interoperability of the data is 

mainly dependent on the quality of data transferred or received. To safeguard the data 

efficiently one must need to maintain the data by acquiring skilled personnel who can 

consecutively handle and manage the ICT systems. 

The electronic format of data needs a legitimate standardization that brings exhaustive 

recording of data with advanced access to the multiple users on time by the data handlers. 

One such system to maintain the data of the patient which is called Electronic health reports 

are the specialized reports which have hands on access to multimedia such as images, video, 

sound providing the patient information. 

EHR – Electronic Health Record, the electronic health record is mainly responsible for 

collection of information of patient (complete profile history of the patient) by providing 

complete access across the world by identifying the authorized users and restricting un-

authorization of data.  The focus of this section is identifying EHR standards and its 

important features (Poly Sil et al., (2014)). 

3.8.1. EHR(Electronic health record) maintenance 

The EHR is clearly consisting of all the record policies. There are policies of each and every 

maintenance of the records, the inpatient policy for maintaining the records here by contains 

the following facts like the inpatient when admitted in the hospital will be kept in wards to 
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make it clear there are separate sections or department of science and doctors dealing with 

illness, though the human body is one composite structure as a whole but different functions 

of the body parts makes the body work cordially and collaboratively.  

The nephrologists is specialist in attending the kidney function case, if a person suffering 

from kidney ailments will be admitted in the nephrology ward. The patient data must be 

recorded with in forty-eight (48) hours, if the person is discharged. 

When the person expires the record should be updated with in seventy eight(78) hours, the 

records should be completed and updated with in the stipulated time. 

These records must be maintained in the data base and the system must be protected from all 

the physical and also the with security factors.  

Physical factors like termites and insects, exposure to the climatic conditions, water 

dampness and fire, chemical and food items, environmental, dust particles etc should not be 

the reasons for loss of devices in the work space.  

The preservation of the EHR is the major task as this is an entity of complete aggregation of 

all records of the person from the first entry to till date. 

The EHR has its own retention and preservation policy, which is more likely applicable by 

the court of law.  The records which are maintained for longer periods are due to many 

reasons some of them might be these legal issues including criminal cases,  the patient is still 

on medication for a long time, medical insurance and reimbursement(claiming) policies, 

Administrative reasons , it is also necessary to know the details like national or international 

information, for medical research programs. This scenario is most like for the long term 

disease treatment. 

The EHR can be retained for the patients with minor healthcare situations like if the person is 

a adolescent the record must be maintained until the person is quite mature to handle the 

situation.    

EHR is classified mainly into two types  

i. Active : The records that are used on a regular basis for the patient care. 

This is mostly in circulation because of the usual audit or reviews. 

ii. Inactive: The records that are rarely used  
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Each and every organisation is responsible for deciding the when the record is to be 

discarded, in this case it is checked for the active and inactive states, size of the record, 

physical state of the record. 

These are the standards of EHR:  

ASTM: The American Society for Testing and Materials International provided EHR 

standard which covers all types of health issues, The EHR includes description of patients, 

personal information by which patient can be identified, legal permission, doctor advice, and 

documentation of the treatment, the ASTM adopted the traditional Problem Oriented Medical 

Record (POMR) approach and divided the clinical driven data into eight categories like 

Patient, Problem, Encounter, Practitioner, Order/Plan, Service Instance( e.g. Medications, 

Immunization etc) observation driven on lab results, examinations, tests etc and Service 

Master. ASTM EHR has more than hundred essential data elements (Poly Sil et al., (2014)). 

HL7: HL7 is a XML-Extendable Mark-up language standard called CDA-Clinical Document 

Architecture for messaging used for communication purpose (Poly Sil et al., (2014)). 

CEN EN13606: CEN is a peak European standard organisation. It has been offered by five 

parts  like Reference Model, Archetype Interchange specification, Reference Archetypes and 

term Lists, Security attributes, Exchange Models (Poly Sil et al., (2014)). 

Open EHR: This uses object oriented approach, the statistical study of population is 

maintained separately for the privacy issues, possibility to store the versions of different data. 

It mainly contains the information model, archetype standard for EHR systems. Clinical 

information is accessed through archetypes, Open EHR and EHR system records contain 

clinical workflow. CEN EN 13606 and Open EHR are both are mutually influenced 

remarking Open EHR covers the EHR as the main difference (Poly Sil et al., (2014)). 

3.9 Architectural solutions using cloud infrastructure related to healthcare 

systems 

3.9.1. Cloud computing aware ubiquitous healthcare system 

This architecture deals with the healthcare system, which is considered as an omnipresent 

factor in each nation and country. Health is the main criteria which is a boon for people to 

lead a happy and a prosperous life. The ailments make life hard to live and difficult to lead, 

but the advancement of health with its wide spread technology is helping millions of people 

to make their life better with good standards of living. The present trend in health care is to 
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associate health with technology to provide better outcomes and advancement in living of 

human life. One such advancement is cloud computing. This is providing confidentiality to 

the privacy issues along with security and cost effective measure. 

This proposed system is not only responsible for monitoring healthcare systems but also it 

provides platform to store health records, which can appeal to on demand retrieval of 

information by the physician/doctor when ever needed and can be accessible around the 

globe as it is hosted on cloud in real time( Zulqarnain et al., 2011). 

The overview of the system is referred as HIMS- Health Information Management System 

this s a comprehensive distributed system that needs mutual interactions in the system and 

with the server for database approach. The fundamental database contains information of the 

patient that is received through the registration process in this model. 

The model is based on SOA-Service Oriented Architecture, which includes communication 

gateway, central database, mentoring web service. The concept includes different types of 

healthcare technologies. 

  

 Fig.1. General Architecture 

The U- healthcare centre consists of health monitoring devices, which are available for daily 

exercising purposes with an inbuilt kiosk system for registration purposes, the healthcare 

centre. 

Healthcare centre is a place where the doctors are equipped with records of the patients and 

which can be altered on the instructions of the health guide (doctor),there is also automated 

exercise prescription under the control of the expert. 

U-healthcare  centre healthcentre  

Home 
Global access 

Health information management 

system web service (internet, 

mobile, internet protocol television 

(IPTV) 
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The exercising parameters are mainly to check the health parameters like blood pressure, 

body weight, balance of the body, mass and index of the body especially fat and its 

accumulation, anaerobic power and physical strength. The web tools are mainly the web 

based tools which run on user interface through internet, mobile phone, IPTV- Internet 

Protocol Television, these tools help in easy communication with the experts, doctors for the 

prescriptions without any ambiguity in turn serving as platform to view their automated 

prescriptions ( Zulqarnain et al., 2011) 

Cloud service interaction:  

 

Fig.2. Registration and authentication process 

The initial phase is to register when the user is registers is issued with a valid HIMS RFID- 

Radio Frequency Identification card; to register the person needs to register age, gender at the 

registration listing called kiosk, while registered at the kiosk it will direct the user 

information to the main database, which is hosted by Microsoft Azure cloud.  When the user 

is authorized than the user is eligible to use the health test systems, the process to use the card 

are quite simple it just need a single swap over the test devices. The authenticated user 

information is stored in the database and the test results sent to the database are analysed and 

stored. Few preventive measures for interoperability among the different devices are 

considered ensured unambiguous information over the kiosk and health information 

management systems and are globally accessed over cloud hosting services (Zulqarnain et al., 

2011). 

Thus this chapter has a clear summary of the infrastructure of IT along with the healthcare 

systems evolved by cloud computing. 

Challenges of the Indian context: 

HIMS Kiosk read/write RFID HIMS Cloud 

HIMS Test Systems Main server 
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India is the land of many states most importantly people living in those states. Population is 

one of the major aspect which is to be taken in to consideration. The states in India are 

divided into two types urban and rural. The urban states have cities, big villages and towns. 

The rural is set of villages. Generally there are two sections of the communities rich and poor. 

The urban community have all the facilities such as good healthcare, facilities to lead a happy 

life. The rural community is downtrodden and struggling community with least possible 

facilities.   

The healthcare is the basic property which is thought for the people suffering from ailments. 

The healthcare is basically a government organization or a private organization responsible to 

provide services to its users. 

The healthcare is rarely available to some rural villages, people are unaware of the technical 

solutions. It is just  a dream to cure the disease without providing the payment to cure the 

disease. Private health organization provide the high cost treatment which is completely 

beyond their imagination. The rural communities should be provided by the physicians who 

can at least attend the basic health concerns. 

i. Poor patient unnecessary diagnostic procedures 

ii. Poor decision making skills resulting in large number of people waiting for the turn in 

the clinics 

iii. No proper data allowing the physicians to access the data properly 

iv. Lack of technical knowledge  
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4. Discussion and conclusion 

Healthcare is developing progressively along with the shift of the time. The healthcare is 

slowly gaining its hold in the market as well as the healthcare industries replacing the old 

traditional system. Cloud computing when imbibes in the healthcare services is a 

revolutionary new look to the field of science. Cloud computing with its extensive 

characteristics and features provides its support to the healthcare for lower cost, flexible and 

loyal services. The cloud infrastructure is a cheery on the cake providing more versatile 

solutions to the healthcare services.  

Cloud computing is the best practice in healthcare as it is easy and reliable to depend. The 

cloud offers its extensive support paving a new innovative effective treatment and service 

pattern to the reach of the people.  

The thesis is mainly the complete picture of the cloud and healthcare relation and the way 

they both intervene in a system providing wide range of the positive probabilities to achieve 

the present hindrances. 

The thesis provides the preliminary knowledge in the chosen fields  providing the glimpses of 

the technology and its helping hand to the healthcare system. The study give the idea of 

fruitful contents when cloud is emerged into the healthcare.  

4.2. limitation of the study 

The study is so limited only to theoretical knowledge beyond designing and using the 

technology to eliminate the present day difficulties and hurdles using cloud computing. 

 This is still budding technology, which will need a lot of time to get into implementation. 

4.3. Future enhancement 

There is should be an appropriate research papers for the work to be carried in a proper way, 

this review can be including many more concepts but due to lack of appropriate data the 

healthcare system is still developing . 

There are no accurate evidence to defend the work. Lastly the search  incorporated in this 

thesis is a technical paradigm determine the technology with suitable examples. 
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