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Information security and protecting virtual assets has become vital as the amount of 

information is massively growing. To prevent documents leaking outside the organization, 

robust security systems are needed to protect information without hindering employees. The 

goal of this bachelor's thesis is to provide an overview of the principles that information 

security is based on, who are the attackers and how good protection can be achieved. 

 

As a practical use case, data loss prevention of Andritz group is examined. The thesis will 

present ways by which the configuration code of Digital Guardian -system is improved, for 

example, by implementing a style guide and change management logging. As a result of the 

thesis, an overview of methods is presented that can be utilized to improve the information 

security of the organization without needing significantly more resources.
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Hakusanat: tietoturva, informaatioturva, datavuoto, liikesalaisuus 

 

Liikesalaisuuksien suojelu on organisaatioille elintärkeää ja datavuotojen estämiseksi 

tarvitaankin tietoturvajärjestelmiä, jotka turvaavat tiedon häiritsemättä työskentelyä. 

Kandidaatintyön tavoitteena on tuoda esille periaatteita, joihin suuren organisaation 

informaatioturva perustuu sekä esitellä tapoja tietoturvajärjestelmän hallinnan 

parantamiseksi ohjelmistotuotannon menetelmin. 

 

Käytännön näkökulmasta tarkastellaan Andritz groupin tietovuotojen ehkäisyn 

parantamista. Ja kuinka Digital Guardian -ohjelmistoa ohjaavaa konfiguraatiokoodia 

voidaan kehittää implementoimalla tyyliopas sekä muutostenhallinnan lokijärjestelmä. 

Tuloksena syntyi yritykselle ehdotus menetelmistä, joiden avulla informaatioturvan hallintaa 

voitaisiin organisaatiossa kehittä paremmalle tasolle vaatimatta juurikaan nykyistä 

suurempia resursseja. 
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1 INTRODUCTION 
 

The background chapter addresses the background behind this thesis what kind of structure 

will it follow and what will be discussed. In the background section, it is discussed why the 

topics of the thesis are important and why they were chosen. Also, the reasoning behind the 

practical case introduced in the thesis will be explained. 

 

In the goals and scope section are explained what the thesis will be focusing on as the field 

of information security is broad and in the scope of a bachelor's thesis it is impossible to 

adequately address all the factors in play. Final part will present the structure used in this 

thesis and briefly explain what each single chapter will focus on. 

 

1.1 Background 

 

Properly securing information is growing more vital by the day as more and more devices, 

information systems and databases become interconnected via the internet and communicate 

constantly. This increasing interconnectivity has led to greater frequency and severity of 

cyber-attacks (Allianz, 2016). Digitalization of different established and traditional 

industries has brought them lots of advantages, enabling them to do business more 

efficiently, but it has also exposed them to a new set of challenges and only securing physical 

premises isn’t enough anymore. Especially big organizations with valuable trade secrets and 

business information have awakened to the pressing issue of making sure their information 

is safe. In Europe alone it is estimated that between 2005 and the third quarter of 2014 there 

were over 200 data breaches that involved people in Europe that led to 227 million records 

lost (Howard 2014). 

The need for secure systems and enforcing organization wide security policies comes from 

both outside and inside the company. Outside attackers are generally the obvious threat with 

the increasing amount of reports about cybercrime incidents. But maybe even more crucial 

to manage are the employees inside the company as they must have access to the systems to 

do their job and they also have the knowledge to recognize valuable information that could 

be interesting to outside parties. In principle employees must be trusted to certain degree so 

the company can function but blind trust may lead to severe problems later down the road. 
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This means that both outside and inside attacks must be thoroughly considered in managing 

the security of information. Industrial espionage is a real threat to organizations holding trade 

secrets that are relatively easily turned into cash. Industrial spies do not rely only on gaining 

access to systems by black hat (hacking with malicious intent) hacking or trying to target 

systems with malware, they also utilize means of social engineering to gain physical access 

to systems. This threat from the inside means that certain safeguards and logging trails for 

data movement inside the systems are needed for confidential information. Companies have 

found themselves encountered with the challenge to protect themselves from these new 

threats and secure their digital assets. As attack vectors are various, security measures need 

to be widely applied. What kind of methods are used to secure important digital assets and 

how to manage these taken security measures are explored in this thesis. 

 

1.2 Case Andritz 

 

” ANDRITZ is a globally leading supplier of plants, equipment, and services for hydropower 

stations, the pulp and paper industry, the metalworking and steel industries, and for 

solid/liquid separation in the municipal and industrial sectors. The publicly listed technology 

Group is headquartered in Graz, Austria, and has a staff of around 25,700 employees. 

ANDRITZ operates over 250 sites worldwide.” (Andritz, 2016). I have worked for two 

summers at Andritz in Savonlinna. During the summers, I got exposed to the pressure of 

digitalization and transition to more software oriented way of doing business in the paper 

and pulp sector. The need for more advanced software solutions was apparent and I got to 

be part of the industrial internet of things development. While researching the area of internet 

of things (IoT) I found the cyber security challenges most intriguing and critical. This interest 

led me to ask if there was a possibility to write my bachelor's thesis for Andritz. 

The practical side of this thesis will be focusing on the system controlling the technical 

security policies used by Andritz group. The system used is provided by Digital Guardian 

and the main uses are DLP (Data Loss Prevention) and malware identification and blocking 

actions deemed to be insecure based on the set policies. DLP agents are integrated on the 

kernel-level which means that the system has the possibility to see system level operations 

on the computer with the agent installed and have as much control as possible. Agent based 
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solution also means that to enforce policies every device must have the agent separately 

installed and updated. Such wide access and controlling possibilities mean that the right 

calibration and control of the system are vital (Reed, Wynne, 2016). Data loss prevention 

was defined as “A capability that detects and prevents violations to corporate policies 

regarding the use, storage, and transmission of sensitive data. Its purpose is to enforce 

policies to prevent unwanted dissemination of sensitive information.” in the report “The 

Forrester Wave: Data Loss Prevention Suites, Q4 2016“, by Forrester, an American market 

research company. According to the same report, in 2016 63% of the enterprises in North 

America and Europe either had implemented or were in the process of implementing DLP 

solutions. In comparison to the figures of 2015, when 44% of the enterprises had 

implemented solutions with 15% of them having plans to extend the current solutions and 

additional 19% were planning to implement new solutions during the next 12 months. This 

shows that companies have recognized the value of digital asset protection and were quickly 

trying to answer these challenges brought by development of technology and increasing 

number of information and expand their solutions. (Shey 2016)  

There is a variety of different solutions for DLP, as shown on the “Magic Quadrant for 

Enterprise Data Loss Prevention” market research conducted by Gartner, each with their own 

pros and cons. The main offered features being centralized management, security policy 

definition and event management (Reed, Wynne, 2016). Information regarding the usage of 

these systems in companies has proven to be sparingly available and in many cases locked 

behind paywalls of market research companies. 

 

1.3 Goals and Scope 

 

The goal of this thesis on the theoretical side is to provide an outlook to the field of 

organizational cyber security and especially insider threats i.e. employee caused security 

risks. The focus is on what information is considered valuable in an organization, what 

threatens the information and how data breaches can be avoided and the damage to 

organization mitigated. The main research question for the theoretical part being, what kind 

of security measures are implemented to avoid the loss of valuable digital assets? For the 

practical example case the question is, how the management of these security measures can 
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be improved? 

The theoretical section is based on literature and internet material that relate to the topic of 

information security with an emphasis on corporate perspective. Mainly general reference 

type of books are going to be used for the theory part, as more specialized books relating to 

data loss prevention and big organizational information security seemed to be sparsely 

available. Reports of data breaches, websites focusing on information security and internet 

forums have been used to scour for reliable and comprehensive sources. A lot of white papers 

have been utilized due to their applicability in more specific contexts. Reports hidden behind 

paywalls relating to the industry of DLP systems were made available to me courtesy of the 

Andritz group. This literary material is analyzed to provide the readers with a comprehensive 

enough outlook into the principals behind information security that guided the practical case 

section. 

In addition to the theoretical side we delve into a practical case dealing with the issue of 

information security management in an industrial corporation. Andritz felt that the current 

quality of codebase and practices regarding their DLP solution by Digital Guardian are not 

up to par in every section and require further development. The thesis will present the Andritz 

group case as an example of what kind of downfalls there are in the security systems and 

what kind of methods and best practices will lead to a more robust and usable system. Focus 

will be on maintaining security system and rule implementations in an environment where 

traditional version controlling systems and development environments are not available. 

Thus, the goal of the thesis is to create a realistic and feasibly implementable development 

plan for Andritz to improve their information security management. Thesis will explore how 

methods used in software engineering can be used to get the system to meet industry best 

practices and make it more usable. The team working on this security system at Andritz is 

compact and the resources are limited, so the development plan needs to take these 

restrictions into account and focus on easily implementable changes. The software 

engineering methods and best practices are examined from the perspective of Andritz, 

keeping in mind the facts that I know about their organization and what kind of resources 

will be available. Also, the proposed ideas need to be pretty contained to the security team 

and for example suggestions to improving IT-systems are out of the scope of this thesis for 

understandable reasons. With only having the general knowledge of systems in use by 

Andritz some assumptions are made about the usage of systems. These assumptions are 
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based on what the most often used methods are in the industry and what I am familiar with 

from working before with Andritz. Examples of utilization of data visualization from 

relevant literature will be used to showcase some of the possibilities in that area. With these 

examples, we aim to draw parallels to our practical case with Andritz. In this part of the 

thesis interviewing the personnel has played an important part as theory found in books is 

not sufficiently specialized to answer the problems. 

Later chapters also utilize screenshots and code snippets of the Digital Guardian platform 

used by Andritz. These materials will be used to present the type of problems faced and 

provide context. The purpose of the code snippets is not to delve into the details what the 

code does but to show the general state of the codebase and give context to what the solutions 

proposed in this thesis are based on. They also serve as an introduction to the pros and cons 

of XML-code for readers not familiar with it. 

The thesis will ultimately try to provide practical suggestions that can realistically be 

implemented by Andritz to improve their information security management with the Digital 

Guardian system. First, we choose the principles that we operate by and then we will provide 

practical solutions that can be used or can be used as a guidance to what kinds of methods 

and software would work the best. We will compare these methods to our best ability and 

provide pros and cons for each suggestion. In the thesis, we will not be delving too deeply 

into the nitty gritty details of the security systems, for example the implementations of 

encrypting and finer system features or the details of the company’s systems will not be 

discussed.  

As the thesis has a clear practical need and case, the dialogue with the Chief Security Officer 

Teemu Ylhäisi of Andritz has been extensive to figure out the what, why and who of their 

information security platform. The communication has been done remotely via Lync and e-

email. I also visited the Andritz Oy headquarters in Helsinki for a day to get a good personal 

experience with the system and how it works. Preliminary discussion of solutions and the 

focus of the thesis was also conducted during that day, which resulted in the scope for this 

thesis. Basic limitations of available resources were discussed to make sure the presented 

suggestions will be realistically implementable. 
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1.4 Structure of the Thesis 

 

In the first chapter, we will go over why information security is important, what the role of 

security is and what it should be in a large organization. Included in the first chapter are also 

the structure and scope of the thesis along with the research questions that we are aiming to 

answer.  

The second chapter focuses on what makes information valuable. In this chapter, actors 

threatening a company’s information are also presented. 

The third chapter introduces the reader to what data loss prevention systems mean and what 

kind of solutions are available. After the reader has been made familiar with the domain, we 

will delve into solutions for improving the management of information security in a 

corporation. These solutions and topics discussed involve things such as visualizing security 

data, creating a style guide for configuration code and improving the collective intelligence 

of a security organization. 

The thesis ends on a summary of what was learned during the writing and how to proceed. 

Also included is reflection on the things learned during the writing of the thesis. In addition 

to the reflective part, we will present our view to what the future might hold in regard to the 

topics discussed. 
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2 WHAT IS INFORMATION SECURITY 
 

National Institute of Standards and Technology defines computer security as ”The protection 

afforded to an automated information system in order to attain the applicable objectives of 

preserving the integrity, availability and confidentiality of information system resources 

(includes hardware, software, firmware, information/data, and telecommunications).” 

(Computer Security Handbook, 1995).  

Information security is an all-encompassing term and the definition reflects this. Security is 

needed in all layers of systems and from servers to users. Security in a company is a 

collection of technical measures taken, but at least in equal amount it is about creating and 

promoting an environment where secure behavior is encouraged and made easy. Because in 

the end, it is people that a company is made of, and human behavior cannot be controlled or 

filtered by firewalls or other technical solutions. Employees inherently prefer convenient 

solutions and will find a way through and around encumbering security measures. Thus, 

human factors are vitally important to consider in the creation of a secure company. 

In this chapter, we will look at when an information system is secure and what kind of 

information we need to secure. 

 

2.1 When is Information Considered Secure 

 

The security of information boils down to three main components, confidentiality, integrity 

and availability. These three concepts form what is often called the CIA triad, as presented 

in figure 1. At a simple level, we can consider an information system safe when it fulfils 

these three conditions, information access is restricted to actors it should be, the integrity of 

it can be verified and it is available for use. 



 

9 

 

Confidentiality in this context covers two concepts, data and privacy. Data confidentiality in 

essence means that private or confidential information does not get exposed to unauthorized 

parties. For example, for many companies pricing details and customer lists are documents 

that need to be protected to maintain competitiveness. These important documents that 

cannot be protected by legal protections such as patents and cannot be exposed to public are 

considered trade secrets. This is the part of the triad where data loss prevention software is 

the most relevant. Essentially what the DLP-system is dealing with is the protection of virtual 

assets. The other concept included in confidentiality, privacy, means that individuals have 

control or at least influence on what information can be collected related to them and who it 

can be disclosed to. Privacy concerns in an organization can be related for example to human 

resources management where employee’s private information needs to be managed carefully 

within the framework set by the relevant legislation. For example, social security numbers 

 

Figure 1: CIA Triad 
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and personal details should not be readily available for people other than the authorized 

personnel. 

Integrity also covers two concepts, which are data integrity and system integrity. Data 

integrity consists of making sure that information and programs are changed in a controlled 

manner in a specified and authorized way. The meaning of system integrity on the other hand 

is to ensure a certain system performs its functions as intended without manipulation or 

impairment, be it deliberate or inadvertent. It is vital that integrity can be verified to maintain 

confidentiality of information and prevent malicious operators from gaining access to 

systems without being noticed. Change management plays an important role here, changes 

to security systems need to be carefully managed, meaningful and tested. 

Availability generally means that the system works and service is available to authorized 

users. The CIA triad can of course be extended. Perhaps the most widely used additions are 

the concepts of authenticity and accountability. Authenticity means confidence in the validity 

of transactions, transmissions and that the interactions are between who they are told to be 

and can be verified and trusted. Authorization systems can be implemented to make sure that 

the transactions are between verified individuals and not impostors. In addition to 

authorization systems, preventing social engineering and phishing attacks is important to 

avoid data loss. These attacks cannot be detected by these authorization systems as for 

example the used login credentials for malicious access are gained from a legitimate 

employee and detecting the legitimacy of the login is hard or impossible. Accountability 

means that actions made by an entity can be uniquely traced back to that entity. Security 

breaches need to be traceable to the party responsible. (Stallings, Brown, 2012, p. 33-34) 

But after all there is no perfect security and the real-world truth is that compromises need to 

be made as budgets and resources are limited. The importance of security cannot be 

understated though as lapses may have costly consequences. For example, in Germany the 

economic damage of cyber-crime is estimated to be 59 billion dollars annually (Allianz, 

2015). 

Even though the cost of bad information security can be monetarily devastating, security is 

often in slow moving corporations seen as a cost and a nuisance that hinders the employees 

work and provides little to no value. It is true that security by nature is inconvenient, after 

all it is about adding extra processes and steps to make sure everything is done properly. 

Vacca gives an example how some organizations have opted to run full-disk encryptions on 
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their employee’s laptops. From the security perspective, this is a good principle and 

definitely an added safety measure. But from the employee’s perspective who now has to 

enter his password one extra time to decrypt the disk, this is considered a slowdown of 

productivity and a nuisance. (Vacca, 2010, p. 2) In a large organization the combined loss of 

productivity from this action taking perhaps tens of seconds per login can add up to a 

significant loss of productivity that cannot be ignored from business perspective. 

Information security can be considered a continuous seesaw between providing protection 

from threats and securing assets and on the other hand minimizing interference to employees 

and meeting business needs. 

Besides the factors of security introduced before with the CIA triad, an important perspective 

for a large organization is non-repudiation. The term has slightly different implications 

depending on if the context of the word usage is legal or crypto-technic. In the context of 

this thesis, the term is used to mean that that actions can be assigned to unique individual in 

a way that it cannot be refuted. For example, if a document is signed by an individual with 

their private key in an asymmetric encryption scheme, the burden of proof is on the signer 

to prove that they did not sign it. Making it the reverse of the normal burden of proof 

proceedings. (McCullagh and Caelli, 2000) 

 

2.2 What Information Needs to Be Secured 

 

During the last few years the overall trend in people’s private lives concerning information 

seems to have shifted towards sharing more and more. The trade-off of giving away your 

information for corporations in exchange for more pleasant user experience or just access to 

the application is generally seen as normal and not concerning. On the other hand, in a 

corporate environment where maintaining competitive advantage is vital, keeping 

information confidential and within the organization is the priority. Certain kinds of 

confidential information are considered trade secrets. They can be anything from distribution 

methods, customer lists, blueprints to descriptions of manufacturing processes. Contribution 

of trade secrets to the company’s bottom line can be huge depending on the company, but 

the actual value is of course hard to measure as they are out of reach for outsiders. In contrast 

to patents they are not protected by anything else than them being secrets. In many cases 

patents are not either applicable (e.g. customer lists) or the costs associated with patent 
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holding are too high for it to be worth it or releasing the patent would mean that competitors 

can utilize the knowledge of released patent (patents are required to made public) to create 

a product of their own. Trade secrets can be in many forms, and in large enterprises, different 

divisions and departments may have wildly different security needs regarding what are the 

most important documents to protect. For example, in the case of Andritz the competitive 

edge in one division may come from the technical solution to a problem and the developed 

machine or process itself. On the other hand, in one area the competing products on the 

market can be so similar that the most important thing becomes the optimization of 

manufacturing resources and process knowledge. (WIPO, 2016) 

 

Naturally if these trade secrets can make or break a company they need to be protected 

accordingly. Companies utilize methods of competitive intelligence to scout out information 

about competitors. Legal methods cover thing such as closely following press releases, 

patent signings and all legally and analysing publicly available information. The illegal side 

of intelligence gathering, industrial or economic espionage, on the contrary may rely on 

methods such as physical theft of important assets, infesting systems with malware or 

purchasing information from employees with access to systems. This is something that 

companies operating on highly technical and competitive areas of business should be aware 

of and have measures to protect them. (FBI, 2015) 

 

Industrial espionage has been conducted also with national actors aiding. According to The 

Cipher Brief, Russia and China have been strongly implied to be actors behind several cyber-

attacks and hacks towards corporations located in the US, with especially China with goals 

of gathering business information to improve their economy by supporting their local 

companies by providing them with information not available to them through legal means 

(Penn-Hall, 2016). The problem is not however only with US owned businesses, but high-

tech companies all over Europe are potential targets. Governmental backing usually means 

availability of computing and personnel resources that exceed the scope of typical malicious 

actors and makes it harder to defend against. 

 

Companies will try to protect these trade secrets for example by requiring the signing of 

NDA (Non-Disclosure Agreement) and non-compete clauses that make it illegal for 

employees to share confidential information and work at direct competitors during and 
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immediately after their employment. The correct handling of leaving employees is also vital 

to ensure that the valuable information of the company does not walk out with them. Device 

control is usually enforced heavily in corporations and no own devices are allowed to use 

for work, which can be the case in lot of smaller companies and especially start-ups. As part 

of the termination process of an employee the security measures taken by the IT/security 

team of an organization consist of things such as terminating all the accounts and blocking 

access to corporate systems such as email and enterprise resource management systems. In 

an environment where system access is with shared passwords (such as software 

development and testing environments) additional measures need to be taken, such as 

changing all the passwords to prevent them from accessing them later. This being a 

controlled process is especially important when the departing person has been a privileged 

user with access to a lot of systems (such as IT personnel and upper management). (CERT, 

2016) Of course, these measures are not enough to actually block determined perpetrators 

from acting with financial gain.  

 

Accidentally forgetting removable storage such as USB-sticks (Universal Serial Bus, 

standard for cables and protocols in communication and power supply with computers) at 

conferences, laptop containing confidential information getting stolen or information gained 

by social engineering are also potentially threatening scenarios that need to be assessed. One 

effective example of social engineering was presented by the leader of Google’s anti-fraud 

research team, Elie Bursztein, at Black hat 2016 (an information security convention held in 

Las Vegas). 297 USB-memories were dropped at the University of Illinois campus to see 

how many of them would be plugged into computers. This experiment was to find out, do 

people fall for these seemingly naïve versions of social engineering. The result was that 98% 

of the dropped keys were picked up and shockingly 45% percent of them were plugged into 

a computer and they could ping the server set up to gather results. This basically means that 

they could have executed malware and the information on the computer it was plugged in 

would be compromised, if there was for example no sandbox environment set up. The 

experiment speaks for the importance of educating users about security and setting up the 

adequate policies for dealing with malicious devices to avoid employees from falling victim 

to easily avoidable social engineering schemes. (USB 2000, Bursztein E 2016) 

 

Generally, access to these physical assets is behind door codes, security and other physical 
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measures that in principle prevent harmful actors from accessing them without supervision. 

For example, a random person from the street should never be able to just wander off to 

server room where critical data or services are hosted. Problem is that in for example 

Andritz's case a large amount of the engineers are traveling around the world to clients’ mills 

or production facilities. Also, many high-profile managers attend conferences with their 

work laptops and mobile phones. Being away from the relatively controlled office 

environment with all the control measures means that there are not these same conditions all 

the time and mobile assets might be connecting to significantly more vulnerable networks. 

Physical security of these assets might be compromised easily, e.g. it does not take much of 

a slip-up to go to be distracted during a conference and leave your laptop or phone unguarded 

for a second and it being stolen. In different countries and mills the secureness of offices 

may be highly questionable and hotels, airports and all public places might pose a risk if the 

person carrying these assets is identified as such. To combat these in the traveling guides it 

is recommended to keep low profile and avoid identifying oneself as a potential target if it 

is not necessary. Also, avoiding Wi-Fi connections in public places should be preferred as 

the reliability of these networks can be highly questionable and spoofing them could be 

easily done, which would allow the attacker to monitor all the traffic from the laptop. 

(Government of Canada, 2016) 

 

All these devices that are mandatory to be able to work have access to internal databases and 

their hard drives are full of valuable information. That is why laptops have user access 

control systems implemented, usually in the form of active directory controlled access. But 

as the saying goes “physical access is root access” and a knowledgeable attacker with 

physical access to the device can bypass these control measures to access the files in the 

computer. Luckily these control systems are good against the less knowledgeable attackers 

and thieves who only are interested in the physical asset itself and do not concern themselves 

with the information stored in them. 
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3 DATA LOSS PREVENTION 
 

 

The purpose of Data Loss Prevention systems is to detect confidential files leaking outside 

the organization to people that should not have access to them and impose measures against 

this. The leaking may be intentional or unintentional and both types need be addressed 

properly. Intentional leaking is of course hard to prevent and impossible to fully cover as not 

to hinder employees too much. The basis of good information security is not only on the 

shoulders of IT and security personnel but it should start with recruiting process and human 

resources management. Employees must be trusted with information that could be valuable, 

so employees should seem trustable from the get go. Companies can utilize background 

checks on potential workers and try to get a look into their personality in interviews. Skilled 

social engineers have no problem passing these tests so software methods are implemented 

to prevent the most obvious methods of information leaking and logging actions based on 

configured triggers. 

 

The different DLP software suites can be differentiated by their approach to data protection. 

Data Loss Prevention technologies can roughly be divided to two categories, to enterprise 

DLP and integrated DLP systems. Enterprise DLP means that the solution is agent based that 

is installed on every device separately. It is the more comprehensive approach. Digital 

Guardian system used by Andritz is an agent based solution implemented on the kernel-level 

(core of an operating system). This basically means that the system has control and vision 

over everything that is going on the computer hosting an agent. Mobile devices on the other 

hand are a bit tougher in the sense that manufacturers restrict kernel access. In 2015 DG was 

only offering limited capabilities on their version for Apple’s mobile operating system iOS 

and a version for Google developed Android was in the future works. This poses a lot of 

challenges for the security management, as mobile devices are usually filled with critically 

valuable information and would require the same protection as laptops or other supported 

devices. Agent based solution means that the configuration is time consuming as the solution 

usage needs to be customized on organization basis as out-of-the-box versions cannot usually 

adequately cater to organization’s needs as the data loss prevention requirements can vary a 

lot between companies and industries. This customization usually also requires a lot of 

thought as to minimize the impairment to the employee and this is where fluid 

communication between the security team of client and vendor’s consultants becomes vital. 
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It is easy to enforce too strict defined rulesets that will slow the employees’ workflow and 

on the other hand too loose rules that allow holes in security. As a benefit in an agent based 

solution every policy is contained locally which means that the user agent does not have to 

have a connection to the central application and will work even if the device is offline. This 

disallows circumventing moving files without the system noticing just by unplugging the 

device from network. (Reed and Wynne 2016, SANS 2011) 

 

Integrated DLP means that the data loss prevention methods are integrated within other data 

security products, such as web and email gateways or enterprise content management (ECM) 

platforms. Basically, in these types of systems for example web and email traffic go through 

special gateways that monitor for anomalies and log actions that may require further 

clarification and justification from the user. For example, the Proofpoint email DLP software 

represents this type of integrated solution. In the case of this system integrated means that it 

only plugs into the SMTP-traffic of email gateways of the company and gives visibility to 

the email traffic of the company by monitoring and scanning it for configured things, such 

as file extensions of the attachments. The benefits are easier out of the box configurability 

and thus less expertise needed to get basic protection going. The integrated method can be 

used on systems where the most critical information needing protection is easily identifiable 

and policies concerning their usage are easily configurable. Integrated methods are usually 

easier for small and medium sized companies without dedicated security personnel and can 

be more cost effective. Use cases can be focused on for example making sure that regulatory 

compliance is met or the most basic cases of intellectual property (IP) protection. (Reed and 

Wynne 2016, Proofpoint 2017) 

 

In the system used by Andritz, Digital Guardian, the information security management is 

centrally managed via interface console hosted as a web application. In the management 

console as shown on figure 2, we can see on the sidebar the different options of management. 

The most important for this thesis are policies and rules. Policies are essentially a collection 

of rules that fulfill a certain security need of the organization, e.g. monitoring or control 

objective. A virtual policy can mirror an organizational real-life policy or it can just exist in 

the system as a collection of rules. An example of this could be a control objectives such as 

encryption of removable storage devices (such as USB-memory or CDs). A policy for this 

need could encompass all the different concrete rules that relate to USB-memories and the 
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encryption of files within them. One rule can be to encrypt every file copied from the 

computer to the memory stick and another one that tells the system what to do when the 

encryption password is left blank. On figure 2 we can see an overview into a rule of a 

situation where the password is left blank. As per this rule a prompt will popup (prompts are 

configured on a different view and can be shared between rules) that informs the user of 

what is happening. 

On the figure 2, we can also see that policies can share rules. Policies themselves are 

contained in categories that generally relate to the geographical places they are used in. For 

example, one of the categories is "Global Policies" and another one could be for North 

America specific instances. The reasoning for distinct categories depending on the 

geographical location are for example the differing policies and their rules because of the 

systems used in every country and office are not globally standardized inside the company. 

System standardization is another point that organizations can benefit from, but this goes 

beyond the scope of this thesis.  

 

 

 

As a general principle and in the optimal case, using similar systems in every office would 

allow the company to enforce most of the policies in the Global Policies category, without 

the need for country specific specialization. The problem with this principle and enforcing 

wide reusability of the code is that legislature governing employer’s surveillance rights of 

  Figure 2: Overview of a rule in Digital Guardian 
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different countries restrict the usage of global policies. For example, in Germany the German 

Federal Data Protection Act restricts the monitoring activities of employees undertaken by 

companies. In the case that private email usage is forbidden on company devices, employer 

is only allowed to fully monitor internet and email traffic of an employee in the case there is 

a strong suspicion of misuse or criminal activity. A lot of the monitoring activities that can 

be considered normal under DLP system in other countries, need to be negotiated with the 

authorities representing the workers and in accordance with the acts governing employee 

monitoring. In this case using a global policy that utilizes methods that are not legally 

allowed in certain country could lead to serious legal implications and is one reason for 

having country specific implementations of rules. (Lutz 2016, Juris GmbH 2014) 

Similar to Germany, in China there are certain restrictions to monitoring employee actions 

that make fully implementing DLP a bit dubious. For example, the Chinese constitution 

guarantees the freedom of correspondence and communication to citizens, which is of course 

perfectly normal and a part of a well-established society. Problematic for the company this 

becomes with the addition stated in the article 7 of administration rules that states “No entity 

or individual may use the Internet in a way that violates the law to harm communication 

freedom and communication privacy.”. The implications of this rule can mean harm for the 

companies that seek to control and monitor communications in their company in a too 

restricting manner. Treading carefully with these subjects means that DLP cannot be utilized 

in China either in the same way that it can in other countries with more lenient legal 

framework. (Cai et. Al., 2009) 

 

3.1 Configuring Rules in a Digital Guardian 

 

 

Now we have introduced basic description of what policies are and that they consist of rules. 

Rules are the meat of a DLP-system, they define every measure taken in every situation. The 

benefit of agent based solutions and Digital Guardian especially is that it is completely 

customizable and defined by the rules. This on the other hand means that there are not really 

any default options to click and choose the functions that the user wants to be used, which 

some other DLP suites offer. In Digital Guardian, the rules are defined in XML-code which 

stands for Extensible Markup Language. Originally XML was developed for the purpose of 

using richly structured documents over the web, capabilities that Hyper Text Markup 
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Language HTML did not really provide (Walsh, 1998). 

In practice using this markup language means that the configuration of rules is syntactically 

simple and quick to learn. This offers the benefit of introducing users to the system without 

background in programming easier. On the other hand, the depth offered by this language is 

far outshined by the more conventional and widely used programming languages. Another 

oddity about XML code in Digital Guardian is that it is written from bottom to up which 

might take a bit of time to get used to for a person new to the system who might be more 

familiar with the traditional programming or scripting languages. The DG does not provide 

version controlling systems in the interface per say, at least in the traditional software 

engineering sense, where developers are used to utilizing systems like Git or Subversion. 

These are way more advanced and feature rich than the simple running count system 

provided by this system. And because of the use of XML many code management tools, such 

as testing suites and development environments are not available. The typical XML use case 

has been to pass information between very loosely coupled or totally separate systems and 

to be read mainly by machines so human readability has not been that much of a concern. 

This has led to the availability of best practices documentation for using XML in this kind 

of manner as with DG being really lacking. 

In figure 3 we have a code snippet, a rule that aims to block the sharing of classified files via 

instant messaging systems (IM systems). IM system makes it possible for users to chat with 

another and exchange files in real time. Examples of instant messaging services are widely 

used platforms such as Skype and WhatsApp. Many of these services offer different 

capabilities, such as voice and video chatting, but the basic service of real-time chatting and 

file exchange is present in all of them. Almost all of these systems work with a client-server 

architecture. This means that the messaging clients installed on the device communicate with 

a server first which then forwards the message to the other user's client. Some systems also 

employ peer-to-peer capabilities of sending messages straight from client to client. 

(Symantec, 2002) 
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 Figure 3: Code snippet, rule on IM filesharing 

 

External systems and especially IM-systems that employees use are interesting to large 

organizations in regard to information security in that the sent files do not pass through 

company’s endpoints except for the network connections. Email-systems are in larger 

organizations often run on company servers and thus can be controlled easily and so are 

some corporation messaging services like Lync. On the other hand, the increasing prevalence 

of cloud services and business applications moving from company owned servers to the 

service providers’ means that the enterprises are losing control over their data. Coupling DLP 

solutions with these cloud services (e.g. Office 365) is far from trivial and will pose 

challenges to companies as service providers pressure enterprises to move their operations 

to cloud away from their own servers. This development also brings out the question of data 

ownership and can the service provider benefit from the companies’ data. Especially 

prevalent this is in the huge enterprise world as companies are often tightly integrated with 

one or couple software providers and emigration costs to another solution stack are costly. 

This could leave these enterprises in an awkward position where they’re losing control over 

their data but cannot do much about it due to their business being so tightly integrated with 

certain software products.  

When you have control over the servers and firewalls, it is quite easy to configure filtering 

and rules to restrict communication to the outside world. The problem arises for example 
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when Lync is used to communicate with outside contractors and setting restrictions to file 

sharing may hinder work. One solution can be to set ground rules that file sharing to 

contractors is done on ECM platforms like SharePoint where access can be given on a per 

person basis based on. The problem with IM services run on servers that are not controlled 

by the company, is that for example a WhatsApp client being run on browser, can be used to 

send pretty much whatever is wanted without being filtered. Network security methods such 

as port blocking do not work without gimping the usability of other sites, as the ports used 

by these services are not unique to them. In these cases, an approach through DLP system 

could be to monitor the copying from computer and monitor the network connections going 

to outside services and see if the data transmitted seems alarming. 

 

3.2 Reusability of Rules and Code 

 

 

For the usability of the system, it is important that the rules are general and shareable, to 

ensure that code once written can be reused and to avoid rewriting same code all over again. 

This is known as the reusability principle. The problems that arise with enforcing reusability 

are often organizational, as fully utilizing it requires solid product management regarding 

the overall vision and goals. Reusability at its best can make the development faster with 

less redundant code being written with already developed good solutions being reused. As a 

con too eager reusability can lead to too general solutions being developed and case by case 

intricacies being missed. A general function can be good enough in most of the cases but 

sometimes a more specialized solution can for example lead to performance boosts that make 

it worth to sacrifice development time to come up with a more efficient solution to a problem. 

In the case of configuration files performance is not usually that much of an issue but for 

example a rule dictating the system’s behavior with removable media devices can work for 

90% of the devices fine enough but in the case of one vendor be not secure enough. Here it 

would not really be enough from the security point of view that the system can cover these 

90% cases adequately but have a security hole in this one case. Luckily this is the case rarely 

as most of the devices are quite standardized but staying aware of the potential issues is 

important. In a system like this the development efficiency cannot be prioritized over 

security and quality concerns even though it is a nice factor to think about when the bases 

are adequately covered security wise. (e.g. USB). (Haikala I. and Mikkonen T., 2012, p. 190-
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191)  

We can identify from the function name and the commenting on the beginning of the snippet, 

that it is used in China only. But when we delve into the actual code we can see that the 

China specific functionalities are limited. As we can see some of the programs that are 

affected are Skype with "skype.exe", MSN Messenger (discontinued since 2012) by 

"msnmsgr.exe" and Fetion (a Chinese IM service) via "fetion.exe". Using these specific 

process names is problematic in the sense that it only accounts for these three and the process 

names may even change because of software patches. 

On the top part of the snippet between <or></or> tags we can see userFunctions, these are 

user defined configuration files that you can reuse. For example, an userFunction file can 

contain a list of file extensions that need to be blocked or a list of processes that should not 

be allowed to run together with some methods relating to these variables. This builds on the 

reusability principle, by not hardcoding every rule definition it is easier to keep the code 

modular and keep changes in one place. This snippet could be modified to be reusable in 

every region by utilizing these userFunctions also in the process names lists, instead of 

making a list in the rule itself. 

Problem that arises is that there are a whole lot of programs that provide IM services 

nowadays and it is hard to keep an updated list of all the process names manually. A possible 

solution is to have the vendor offer updates to these lists. This would offer service value to 

the clients of course as they would not have to worry about updating themselves. On the 

other hand, it takes effort from the vendor that could in turn be passed into the costs for 

clients. In the identifying of IM services could be utilized behavior-based detection to 

recognize the process names that these services use. Behavior-based detection could monitor 

the network connections made by applications and see the amount and frequency of data 

sent to detect messaging services or even follow events at the kernel level, e.g. the system 

calls made. Following system calls does not really work in the case of a web application 

unfortunately. The behavior-based detection method could be implemented in a DLP system 

to allow users to utilize it in the best way they see fit. (Burguera I. et al. 2011) 

As the Digital Guardian system offers an extensive logging system, keeping a constantly 

updating automatic log of new processes that users copy files into could offer a solution. 

After that then periodically checking new processes for what they are and what they are 

being used for. Then through this evaluation the company would find out if there is need for 
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further action concerning these processes. This could then be taken forward via making some 

intelligent connections between the processes being run and system operations being done. 

So, if a lot of file transferring is done when some new process is running, this might be a 

cause for concern. 

 

3.3 Knowledge Management 

 

As the complexity of software rises and knowledge required to understand it, the need for 

more effective ways to share information also increases. Information that is often critically 

important to the success of business can be just found in one employee’s head or at best in 

the knowledge of few people or hidden deep inside the foldering systems on a hard drive. 

The utilization of this knowledge is crucial and importance of supporting the environment 

of idea and knowledge sharing has become vital. In the article “Business Impact of Web 2.0 

Technologies”, written by Stephen J. Andriole, the impact of Web 2.0 technologies to 

businesses and industries in the United States was researched. Research was done via 

interviewing executives and managers of these companies, data-collection, observation and 

surveys. The results were measured in six performance areas: knowledge management, rapid 

application development, customer relationship management, collaboration/communication, 

innovation, and training. Thinking about the case of information security team at Andritz the 

results that we are most interested about are in the areas of knowledge management, 

collaboration/communication and training. Also, the rapid application development is 

tangentially interesting. (Andriole S. J, 2010) 

The actual questions in the study and article by Stephen J. Andriole relating to wikis were 

about the documentation creation and if utilizing them helps improve knowledge 

management. Some central findings of the research relating to knowledge management was 

that deploying wikis was considered an easy way to have a positive effect in the organization 

by providing a single platform where to share the information. Because as many large 

companies do, the methods used between different teams may vary wildly when there are no 

set processes or the processes are considered a burden and thus are ignored. As an example, 

in a project which aim was to collect information about pulp mills to one place and combine 

this with existing sales data from different phases of a project it quickly became apparent 

that the information was not being managed as well as they thought, and instead of neatly 
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organized central databases it was a huge collection of singular excel files and folders that 

had no synchronization between the departments. The distributed information management 

shows its weaknesses when new people are introduced to the material and they find 

themselves in a sea of miscellaneous files. (Andriole S. J, 2010) 

As the technology already exists for effective knowledge management, the most important 

thing is to widen its usage and encourage it to be used for information sharing. There are 

several offerings by various software vendors to combat this problem. Confluence by 

Atlassian has been in use by Andritz to share best practices and documentation between the 

IT personnel so examples of that can be already found inside the company as it has been 

used for the documentation of IT solutions. Using an external information sharing platform 

is especially important with Digital Guardian because the web application interface provides 

only space for a brief description of a rule. And if you want to log changes in rules and their 

evolution, it is not really feasible inside the application itself. That is why using a more 

flexible platform like Confluence would be beneficial. It also serves as a way for giving 

access to the principles behind security policies without giving access to the system itself. 

This could be useful in a case where somebody outside the immediate security team needs 

some knowledge about the system.  

Perhaps the most useful way to introduce the wiki-tools as a part of the tooling for the 

security team would be through documenting the most reused features in the DLP system. 

The shared functions provide basic functionalities to wide range of rules and thus are widely 

used in the system. Staying only inside the DG system means having to always fully 

comment about the inner workings of such a function when it is used or in the worst case go 

back to the original definition of that function (where ever it might be). In this case the wiki 

can be utilized by creating documentation for these shared functions. Things that should be 

documented about these functions are what it is used for, generally in what rules it is utilized 

and include the source code and timestamp of the latest version. When updating the function 

to a new version a commit message should be inserted along with it to notify other users of 

what has changed. Creating documentation for these could aid in avoiding unwanted 

behavior when just calling these functions without really knowing what they do. Also in the 

details about the function it should be noted in which regions these functions can be used in 

because of the different legal environments briefly introduced before in the thesis. 

Commenting in the function is still not to be discarded in the actual DG system and they can 
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be used to provide more detailed knowledge about the rule while the wiki would contain a 

broader description. 

Other things that could be documented in the wiki would be for example categories. In this 

context, this means the different pools of policies that focus on certain things, such as 

encrypting files copied to external drives. Also, it would be beneficial to gather a knowledge 

base of country or area specific restrictions about implementing data-loss prevention. This 

is the kind of knowledge that can easily be left in the mails and heads of the persons directly 

responsible for finding these things out. Having this knowledge in a place where it can be 

later referenced from while thinking about new policies and rules reduces the amount of 

research needed to be done and streamlines the rule development. This information not being 

that secret in nature anyways, it being largely publicly available law info. A similar reasoning 

as for shared functions supports documenting the shared lists some rules use. The use of 

these lists is to provide references for functions on things like USB-device identification 

numbers that they do not have to be written again on every instance they are needed. 

Documenting them on wiki makes it easier to see what they hold inside and provide a good 

platform to keep them updated and possibility to incorporate a log of what has changed in 

the lists with every change made to them. 

Confluence is a wiki based tool and so it is good for sharing this kind of knowledge and 

acting as a base for future references. The aim is to avoid the inefficient use of the company 

resources to use time of (often senior) employees to explain every bit of knowledge again 

and again to people new to the project, when these things could be referenced from a 

knowledge base and the efforts can instead be focused on more advanced developmental 

topics. Of course, using a wiki cannot replace interaction between people and the need for 

explanations about the system, but at least it can help to reduce it and serve as platform to 

develop collective intelligence. Using knowledge sharing platform also makes the team to 

be better prepared for scaling the team size. Currently the team is of small size and there has 

been no need for rigidly structured processes. Rigidness is not a value that we are aiming for 

here either, but adding some structure might be a beneficial idea to be more future proof and 

make the management of the system more controlled. The benefits of more effective 

knowledge management are increased collective intelligence in the security team and 

avoiding silent knowledge being left silent. This is especially important as the Digital 

Guardian documentation gives some idea of the systems, but ultimately the setups in every 
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company are so tailored additional documentation is certainly needed. 

Ultimately the biggest benefits gained out of increased activity on external wiki-sites outside 

of DG would be to ease onboarding people on to the security team by offering background 

information on decisions made in the system and allow flexibility and better options in 

versioning shared functions and lists. 

 

3.4 Style Guide 

 

The configuration code for the Digital Guardian system is written in XML. The language is 

usually used in transferring information between systems and their formatting is quite free 

form. This means that there are not actually any comprehensive existing style guides for 

XML and the usage varies between the context it is used in. Usually XML is used in 

applications where the form is just consumed by the computers and other users are not 

expected to read it which leads to them not being optimized for further utilization of the form 

by humans. In Digital Guardian's case though the forms should maintain great readability 

and the performance optimization is not that much of an issue which differs from the more 

usual use cases. To maintain a comprehensive stylization and future readability some 

standards should be set. Generally, programming style guidance can be enforced or heavily 

guided by the IDE (Integrated Development Environment) the developer uses, such as Visual 

Studio, which automatically indents the code in a set way. When the XML is being run on a 

web application there is no need for an IDE. A text editor with some advanced editing 

capabilities such as automatic word highlighting for the chosen language will do just fine. 

The need for coding conventions has been rationalized by the finding that maintenance takes 

the majority share of a software project’s life time costs. Thus, by minimizing the efforts of 

maintaining software, we are minimizing the effort of the whole project by a relatively large 

amount. “Code Conventions for Java Programming Language” by Sun Microsystems cites 

maintenance forming even up 80% of the life time costs of a piece of software. This 

convention is written for the Java programming language but the general principles behind 

the software engineering are the same, regardless of the actual language used. Sun 

Microsystems also concluded that maintenance through the life time of a project is rarely 

done by the original personnel that wrote the program in the first place. And as new 

developers step in to the system, it is logical, in order to save effort, to make the introduction 
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to the system as easy as possible. And this can be achieved by following conventions and 

avoiding the situation of two different modules using wholly different naming schemes and 

coding styles and resulting in confusion and high barrier of entry for the new person to 

contribute or change anything in it. (Sun Microsystems, 1999) 

In the Digital Guardian’s rule implementation guide some ground rules are set for how the 

rules should be written. Though the documentation focuses more on the high-level stuff of 

design process of rules, we can try to deduce some best practices from the vendor. DG has 

built-in rule analyzer that checks the validity of the written rule when it comes to the syntax. 

This check though is a pretty rudimentary one and only checks for the obvious contradictions 

and syntax errors. It does not consider at all what kind of practical issues the code might 

include if it seems syntactically correct. Writing a contextual analytics program seems 

unfeasible at current time as the computer has no way of knowing what was meant by the 

person responsible for the code. As we cannot automate this part, it is important to ingrain 

this analysis that accounts for context into the programmers working flow. As a main source 

of reference for the configuration is the documentation provided by the vendor Digital 

Guardian. But as a supplement to that a simple style and best practices guide would be 

recommended. (Digital Guardian, 2016, p. 44 - 46) 

A style guide includes common guidelines in regard to formatting the code, such as separate 

logical blocks on different rows with tabulators onto different levels of indentation. For 

example, the first block isn’t indented at all but the second block that it included in the first 

block is intended with one tabulator. If the third block is part of the second block it would 

be intended with two tabulators but only one if it’s solely part of the first block. The same 

indentation should be applied to the closing brackets of the blocks too. This makes it easier 

to visually follow the progression of the code and recognize the blocks that are part of a 

logical block before them instead of all of them being on the same level of indentation. 

An important principle to follow in implementing code quality improving measures should 

be to come up with easy to adhere to rules that make sense and aren’t just arbitrary rules to 

have rules. Too much restriction gets in the way of actual work and may lead to the opposite 

of improving code quality. An example of a simple and logical measure could be to enforce 

usage of lists when a rule is dealing with more than 3 variables in the same logical block. 

This would lead to more neatly organized code. Also, the system supports creating 

parametrized rules that allows the choice between predefined lists or variables for the rule. 
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Creating these predefined lists and utilizing them in several rules would naturally make sense 

in the cases where a lot of rules need the same lists. For example, several rules might be 

managing removable devices and in these cases, it would make sense to just utilize this one 

list that has been defined. (Digital Guardian, 2016, p. 54 - 55) 

A style guide usually also includes simple guidance for naming schemes of variables and 

functions. Google in their XML document format style guide for example gives the guideline 

of using lower camel case for naming things which means they start with an initial lower-

case letter, then each new word within the name starts with an initial capital letter. The 

rationale was to use familiar naming convention that is also used in Java and using a single 

style creates consistency and helps when referring to names when capitalization is set and 

doesn’t have to be remembered case by case. Logically, as these written configurations are 

to be human-read, the names must be kept concise but clear, generally only abbreviations 

that are generally known should be used and ad-hoc abbreviations discouraged, to encourage 

maximum human readability. The best guidance for coding style should still be well-written 

rules that can be checked for best practices and the actual style guide should supplement this 

with the rationale for these choices. Providing explanations for rules is important to maintain 

stylistic cohesiveness as people don’t like to follow arbitrary rules. Style guide needs to be 

easily available and quickly referenceable. In Andritz’s case it could be located in the wiki 

recommended before. It could just start out as a small directory of conventions that have 

been proven good in the development and few basic rules borrowed from for example the 

style guide by Google and then build on itself as the codebase matures and developers get 

more experienced. (Google, 2008) 

 

3.5 Change Management, Version Controlling 

 

Change management in general is a vital part of information security systems to maintain 

integrity. In the Digital Guardian system, versioning works with a running count. Because 

of the distributed nature of DG into rules independent from each other, using a version 

controlling system such as Git could prove relatively painful especially without straight 

integration into DG. The main benefits provided by using a more structured way of managing 

versions would be the increased control while sacrificing on the ease of use. More fully 
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featured systems such as SVN and Git offer a wide range of possibilities to control the 

versions and files, through means of reverting, merging and rollbacks as seen on table 1 

below. Another useful feature is the support for commit messaging, which basically means 

a message that follows the submitted version that can describe the changes made and the 

reasons for those changes. In a case where troubleshooting on a rule is needed to be done, it 

is easy to identify the correct version where the changes were originally made via these 

commit messages, if they are done in correspondence with best practices. Digital Guardian 

supports exporting rules from the system and saving them as XML files that can be imported 

back into the system (Digital Guardian, 2016, p. 52). 

The obvious downsides with using these kinds of external systems for version controlling 

have to do with the extra cost and lost ease of use regarding their implementation and user 

training. Even though the environments are relatively simple to use for a technically adapt 

person, it is still extra effort and the benefits offered may not be enough to justify their 

implementation. The additional features offered by SVN and Git can be compensated by 

using the Confluence wiki as introduced before, as a way of sharing the changes made in the 

system. Besides the user experience, implementing a version controlling system comes with 

an increased IT overhead. Even though this approach is not as comprehensive and future 

proof, it is easier for the users as it relies on platforms already in use and does not take any 

extra resources to implement. Git and SVN on the other hand require setting up a server or 

using already existing web hosts for these services, which might prove a hassle. Based on 

this research it seems that using and expanding already existing wiki option as a knowledge 

base seems to be the best option in the case of Andritz. 
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System Digital 

Guardian 

Git Subversion (SVN) 

Concurrency Lock Merge Merge or Lock 

Repository 

Model 

Centralized Distributed Centralized 

Revision number Running count Hash Running count 

Platform Unix-like, 

Windows, 

MacOS 

Unix-like, 

Windows, 

MacOS 

Unix-like, 

Windows, MacOS 

Commit message No Yes Yes 

Rollback  Any prev. 

version 

Any prev. 

version 

Any prev. version 

Table 1. Comparison of version control systems 

 

3.6 Classification of Files 

 

 

We have been talking about trade secrets and protecting intellectual property in this thesis. 

But not all files are equally valuable. It becomes quickly cumbersome to run heavy 

encryption and security measures on every file, just because a small portion of important 

files that need to be protected. There are files, for example human resources policies and 

instructions, that can and should be shared freely within the company without restrictions. 

These are the types of files where it usually does not matter too much if they somehow end 

up outside the organization either. One possible solution is to implement a filter in the system 

to recognize certain keywords in filenames, but that could lead to trouble with accidentally 
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careless naming and prove to be a hassle. A solution to this problem could be to use a plugin 

suite to manually set a classification for documents. A simple plugin that allows the user to 

classify a document for example with green (public), yellow (internal) or red (confidential) 

color with an accompanying notification of the classification set for the document. This 

classification would be stored in the metadata of the file to follow the document and offer a 

way for DLP software to identify its importance.  

In practice, the creator of the file would set the base classification for a file and appoint a list 

of people that can change this classification. Additionally, it should be configured so that 

only the creator or the appointed and trusted people can lower the classification of a file and 

log this change at least when the most confidential files are changed and require a 

justification for it. Appointed users of course have a responsibility in this kind of system. 

But in the end employees must be trusted to be able to run a business effectively and this at 

least encourages good practices and makes it harder to make critical mistakes because of the 

extra step. Often simple is effective and a solution with low learning curve can be the best 

in a large organization because it is not feasible to spend too many resources per person to 

teach them a fine-grained security protocol if it is too complicated for users to incorporate 

into their work flow without constant support. A single slip up may cost dearly to the 

company so it is important that new additions are widely accepted and learned. 

At its simplest form a traffic light system could be good, red for confidential and highest 

security measures, yellow for important files but intermediate security measures (e.g. 

documents that the concerned team can share between them), green for basic security 

measures that would be the default option. This simple system would make it possible for 

DG to appropriately react to the confidentiality of concerned files and log it or execute 

certain measures configured in the system based on this information. On the other hand, it 

reduces the need to apply the most comprehensive security measures on everything to not 

miss confidential files that absolutely need the treatment. A simple clickable color based 

interface plugin would make it fairly effortless for users to learn the system and thus be more 

receptive to it. Some encouragement would still at least be needed so that everything is not 

just defaulted to green (or whichever is chosen for default option) and so essentially render 

the security scheme mostly useless. 
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3.7 Visualization of Security Data 

 

 

As the Digital Guardian system employs many ways for logging and data aggregation. With 

so much data forming at all times, it becomes important to be able to quickly identify the 

most important information from the flood of data. Most of the logged events are irrelevant 

and fall within the normal parameters. For humans, it is hard to distinguish trends or changes 

in massive amounts of data because in large log files there are so huge amounts of relations 

between data points that would have to be memorized. That is why we make computers do 

these analytics for us and transform the data into a form that is easier for the human mind to 

comprehend. Graphics also can inspire us and innovate new questions about the data and 

find relations that we would otherwise miss. There are existing capabilities offered by DG 

to create visualizations that could explore the possible hidden links between data points that 

humans are not able to easily recognize. (Marty, 2008, p. 5-6) 

Visualization can be utilized in two forms. Static graphics can be created from finite datasets 

to identify and present problematic areas from the logged events. On the other hand, constant 

graphing can be visualized from the continuous stream of logged events that would enable 

exploring trends on organization wide behavior, such as the processes being run that vary 

from the normal controlled applications. Also, the constant graphing would be useful to 

highlight acute problems in the systems. Before graphing anything, we need to come up with 

the models that have the ability to be visualized to provide usable information. Of course, 

we need to wrangle and clean the data before it can be used to create any meaningful 

visualizations of the created models. These measures require a person experienced with data 

analysis but modern tools fortunately make it easier. We will not delve any deeper into the 

actual methods of the analysis or the tools, but focus on the results they can provide. For the 

purposes of this thesis it is enough to know that there are tools and libraries for example in 

Python and R that make the statistical analysis and creating predictive models possible. The 

important thing about visualization to remember is that it is supposed to be user-case driven 

instead of data driven. 

In the book Applied Security Visualization there is a simple scenario example from stock 

trading of cross application mapping of instant messaging with trader’s transaction volume. 

The example scenario is shown on figure 4. In the scenario, instant messenger traffic is 

visualized with arrows going from clients to clients who they are interacting with. Then the 
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graph shows an anomaly, an instant message coming from a gateway which means that it is 

not in the same network. On the next phase trading data is merged with IM traffic and instead 

of IP's the mapping is done based on the owner of these computers and the darkening of the 

node indicates volume of their transactions. This scenario is to illustrate a use case of 

detecting insider trading. The graph can be complemented with a timetable to further 

investigate the relations between the outside IM's and trades being executed. (Marty, 2008, 

p. 222) 

 

For example, on place of trading data we could just use drawing file transfers and the end 

result would be an interesting graph about where these files are flowing. This could be 

achieved via following files with certain extensions and combining it for example with MAC 

addresses, that would pin the connections to a certain device. In acceptable cases the flow 

would be inside the departments responsible for handling those issues. Even more interesting 

it would turn, if we would account for confidentiality of the files by using a confidentiality 

rating system introduced before. Graphical presentation would provide overview of the 

 

Figure 4: Visualization of IM traffic and trading data 
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whole managed network in a quick glance. This is just one demonstration of the many 

possibilities of combining data sources and not just being happy with one type of data. The 

more adventurous combinations may provide the best and most surprising insights.  

The problem with existing reporting in the company is the fact they provide little information 

that can be acted on. As an example, the reporting of general statistics of weekly file transfers 

gives little possibilities to react to as the graph will seem pretty much the same from week 

to week with weekends being slow. As the number of users covered by this system is nothing 

short of massive the spikes created by single users copying huge amounts of files remain 

almost indistinguishable. And even if we recognize the spike we do not have the information 

to do further research on and we would need to obtain the names of the persons or devices 

responsible for these spikes. To create meaningful reports and statistics it seems we need to 

combine data to create new metrics and avoid creating these meaningless graphs that show 

nothing that can be acted on. 

Filtering is needed to not display all the mundane and unremarkable data transferring going 

on in the organization. But this is would be quite trivial to implement at that point. These 

graphics would be based on historical data that we have collected by event logging in the 

system. This data is huge in size so some big data wrangling measures can be utilized to 

make it more manageable. Tools that help achieve these visualization goals are different 

Python libraries such as matplotlib, or using R with appropriate libraries (as is used in the 

examples in the Rafael Marty's book). Both programming languages offer several open 

source libraries that can be utilized without the need of buying expensive data handling 

suites.  

Of course, the adequate know how is needed but effective visualization techniques could 

prove to be valuable. Historical analysis graphs also offer a great way to present information 

and techniques to less technical stakeholders or even technical stakeholders in a more easily 

digestible manner compared to for example spreadsheets. These graphical presentations also 

ease up the mental capacity needed to process massive amounts of data and let the computer 

make some of the underlying connections and let human brain to focus on choosing the 

needed actions to be taken based on it. One interesting visualization to aid in pinpointing 

insider threats would be to provide listings of users doing the most of certain operation we 

want to measure, a top list of sorts. For example, the top listing of the most file transfers in 

a certain network provides the network administrators with a metric to follow. And as local 
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personnel they have easier time finding out if this is normal and within their job needs. Even 

more interesting this can be made by identifying the file extensions of the transfers and 

copying. Especially interesting are of course the file transfers outside the company or on 

external drives instead of just traffic inside the company network. These metrics can then be 

visualized with differing colors depending on associated extensions. In a big corporation, 

there are lot of distinct groups inside the company and these groups have different data usage 

patterns. These data usage patterns can be identified via some logging and data analysis 

methods or just by interviewing different groups and collaborating with HR to discover these 

patterns of files they need for their work. Such groups could be for example accounting, 

designing, maintenance etc. These patterns can be turned into metrics and behavior that does 

not fit these recognized patterns is subsequently highlighted. For example, if an account 

belonging to an HR group is suddenly handling a lot of model pictures and drawings, that 

would be of interest to be highlighted. 

Even more interesting are the possibilities of real-time monitoring and graphing aggregated 

data. Nowadays an often-utilized tool is the dashboard. The purpose of a dashboard is to 

offer a single page overview based on which a decision to act on certain issues can be made. 

Dashboards present information in a graphical form to make it easier to understand data 

much faster than in the same information in text form. Dashboards are a great tool when 

used properly, but there are common pitfalls in designing them. Clearest violations are that 

the graphics are confusing or cluttered and do not highlight the important things. (Few, 2006) 

Rafael Marty in his book Applied Security Visualization (2006, p. 227-228) classifies 

security data visualization dashboards into three main categories based on the use case and 

people using it ranging from the lowest level information to highest depending on general 

job function. These three categories are operational, tactical and strategical, as presented 

with their differences in the table 2. Lowest level dashboard focuses on low-level 

information to track processes, metrics and status especially for security analysts. Tactical 

on the other hand means dashboards designed for security operation managers and they 

usually contain information on departments and networks to aid in analysing problem causes. 

For the executive level and highest-level officers, strategic dashboards aid in collaboration 

and improving coordination and thus contain the highest-level information. Usual method of 

visualization is trend based to aid in recognizing development of the “big picture”. (Marty, 

2006, p. 227-228) 
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 Operational Tactical Strategic 

Level of 

information 

Low-level Mid-level High-level 

Target group Security analysts Security 

operation 

managers 

Directors and 

executives 

Contains Low level 

information to 

track metrics, 

processes and 

status of system 

Information on 

departments and 

networks to aid 

in analyzing 

problem causes. 

High level 

information, 

tracking trends 

and providing 

overviews 

Table 2: Comparison of different dashboard types 

 

The use case of Andritz is pretty much a mix of all these three because the team handling the 

system is small and members may wear several hats at the same time. But overall the most 

beneficial dashboard type to at least implement first to provide greatest return on investment 

is a mix between the tactical and strategic type. Tactical type because of the focus on 

analysing problem causes and strategic for the information it offers on a quick glance and 

aids in recognizing the trends and planning for future. Of course, in the optimal case all of 

these types of dashboards are available for use.  

Digital Guardian supports compliance reports and dashboards. And starting to utilize the 

already existing reporting tools is a great start to recognize what are the organizations true 

needs regarding visualization. After the first dabbles in to the possibilities of visualization 

with the default tools, it becomes easier to recognize areas of improvement where these more 
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advanced methods of visualization can be utilized. I think it would be a logical step to get a 

better grasp of the overall security situation through the massive amounts of security logging 

data provided through the pipelines. The benefit of doing the analytics by yourself is the 

ability to have total control over what data needs to be visualized and explored. Usually the 

security systems provide certain statistics but the most interesting results arise from 

combining information that is seemingly unrelated that may offer great breakthroughs. 

(Marty, 2006, p. 7-8) 

One easy and low resource cost method of getting fast return on investment is to implement 

a screen in the office dedicated to providing outlooks into the security of the organization. 

With a cost of an TV and a modest computer to run the software this provides a live-feed of 

the most important metrics available by turning your head. This makes it low effort to see 

the newest changes and makes the barrier of use much lower than having to run dedicated 

software in the middle of other tasks on your own computer. The screen would be ideal for 

showing real-time high-level views of the system, highlighting the trends. Focus on 

presenting trends is a characteristic of the strategic style of dashboard which can be further 

complemented with elements of a tactical dashboard e.g. providing general outlooks to the 

networks.  

On the lower level of interesting information, especially from the security analyst point of 

view a useful application of visualization is to track the web traffic via proxies. A proxy 

being a web server that serves as an intermediary between the client computer and server. It 

is usual practice in company networks to have these proxies for outgoing web traffic to be 

able to monitor it. A proxy in itself does not block connections, it just can log them for further 

analysis and gives the network an access point to the outside networks, blocking is done via 

firewall. Through the company web proxy, we have now access to traffic data flowing 

outside. Our use case could be to detect people browsing to malware riddled sites or identify 

infected nodes in the network that establish connections to suspicious servers. Based on the 

data the proxy is gathering we can do real-time visualization of the most frequented 

connections. Presumably these would mainly consist of work related sites and applications 

connecting to their servers. But then after filtering out the known huge traffic applications, 

such as ERP systems and for example Microsoft cloud services and Google we start to see 

more interesting stuff from the security point of view. Identifying spiked connections to 

suspicious sites that have not been encountered before could mean an infected node in the 
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network that is doing something unwanted and could pose a risk. (Luotonen and Altis 1994, 

Marty 2006, p. 56 - 58) 
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4 RESULTS OF THE THESIS AND FUTURE 
 

The thesis set out with the goal of exploring what does information security mean in the 

context of a large organization, a multinational engineering group to be exact. How could 

the challenge of securing millions of documents without losing business value be tackled? It 

quickly became apparent that the field was vast and a lot of decisions regarding the scope of 

this thesis would have to be made to prevent it from growing in to a behemoth of a write up. 

On the theoretical side of things, the aim of this thesis was to present what principles is 

information security in a large organization based on and how are robust security practices 

against loss of digital assets achieved without encumbering the value creating employees. 

The practical case and basis for this thesis were the data loss prevention measures taken by 

Andritz group. The questions we set out to answer regarding their case was how to improve 

the management of their data loss prevention system. 

The choices made for recommendations in the thesis are based on the discussions with the 

personnel of the company and observations about the culture at Andritz. Priority was given 

to most easily implementable and cost-effective methods. Some thoughts were also 

presented about the possible future needs that could be considered. The biggest being the 

rise of visualization and the author’s interests in that area. Insider threats were talked about 

in the context of malicious actors and this is also an area that could extensively benefit from 

increasing capabilities in modelling and simulation. 

The answer to the research question and conclusions for the practical methods that can be 

quite easily be integrated into the current workflows at Andritz are such as the creation of a 

stylebook of coding conventions and starting a guidebook of best practices, for example to 

achieve the maximum reusability of configuration code.  The usage of a wiki, in Andritz’s 

case Confluence, could be in a vital role in this, as there is precedent set in usage of that 

already in the company. The aim of these measures is to make sure the silent knowledge is 

not left silent and to increase the collective intelligence of the security team. This would lead 

to a lowered barrier of entry to the system for new users and make it easier to introduce new 

contributors, especially it is important as the Digital Guardian setups in every company are 

so tailored to organizational needs that additional documentation is certainly needed in 

addition to the official documentation provided by DG. These suggestions were based on the 

prior experiences of large organizations and best practices in the software engineering 
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industry. 

The advantages of security data analysis and visualization are presented as a more of a future 

concept based on the discussions with Andritz. Data visualization was discussed from two 

sides, based on historical and real-time data. Historical data can be used to create graphs to 

present ideas to non-technical people and find hidden relations in data. Real-time data on the 

other hand is used to monitor the trends of organization’s security. Easily implementable 

recommendation is to utilize the already existing capabilities of Digital Guardian and use the 

real-time data analysis offered by it. The dashboards created from the data streams are then 

to be provided on a TV-screen constantly showing the state and trends of the system or hosted 

in a web service to also offer a remote access to the information 

In the future, I think that with the amount of data being created all the time increasing so 

quickly, the importance of data science in the field of cyber security will increase. I feel that 

the adaptiveness that cyber security systems need as attack vectors increase can only be 

achieved with predictive security modelling and finding the hidden relations in big data. My 

interest towards the field of cyber security has only increased during the writing process of 

this thesis and I plan to continue my studies with career in security in mind. As an exchange 

student in Paris, I have also complemented my studies with courses in machine learning and 

data science and I feel the value of these skills in the security domain is constantly increasing. 

The need for security is on a higher demand than ever and I wish to be part of the movement 

making sure that interconnectivity does not mean that we must compromise on security. 

. 
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