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Risk management is often linked to strategy and a part of a successful organization
of today. Companies should see it as a separate process including all the
organizational parts of a company. From the various risks that a company can face,
this study focuses on operative risks. These risks need to be identified and
controlled to ensure continual performance. Information serves as an essential base
for companies’ risk controlling process, which can be based on experience or data
and gathered from personnel or IT-systems. The information needs depend on the

risk types organizations are trying to control.

The purpose of this thesis is to examine how the three studied companies in retail
business organize their risk management process. This qualitative study describes,
what kind of operational risks the case companies face and what kind of information
is gathered to support managing the identified risks. The key data used was
gathered from interviews with company management and it was analyzed using
content analysis. As a result, all of the three case companies base their risk
management on strategic objectives. It can be concluded that risk management is
organized quite differently in the companies. Similar risk categories are identified

but how information is retrieved differs in all companies.
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Riskienhallinta on osa nykypdivan menestyvaa liiketoimintaa. Yrityksen tulee
mieltda riskienhallinta erilliseksi prosessiksi, joka koskee yrityksen kaikkia
operatiivisia osia. Yrityksen tulee tunnistaa olennaiset operatiiviset riskit ja paattaa,
miten naita riskeja valvotaan. Riskien valvonta on osa riskienhallintaprosessia ja
yritys voi hyodyntdd valvontaan eri tietolahteitd. T&ah&n voidaan kayttaa
kokemusperdaista tietoa tai jarjestelmista saatavaa tietoa, riippuen minkalaiselle

riskille altistumista yritys pyrkii valvomaan.

Taman lopputyon tarkoituksena on selvittdd, milla tavoin kolme tutkittua
vahittaiskaupan yritystd organisoi riskienhallintaprosessinsa ja mitd tietoa tama
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samantapaisiin kategorioihin mutta tietoa houdetaan laheista kovin eri tavoin.



Acknowledgements

One amazing chapter of my life is coming to an end. This process has been a long
one but now | just need to add the final touches. If anyone who is reading this is
thinking “should | do my thesis first before | start my career”. | highly recommend
to do the thesis first. Although challenging these final months have been rewarding

and | can surely leave my university life on a good note.

| would like firstly to than Catarina who has been a huge influence and a motivator
behind this thesis. Also a huge thank you to Lauri, Juha, Jani and Daniel this
thesis would have not been successful without your help. Also my examiners, |
would like to thank Pasi and Kati for your patience and of course your guidance
during this process. My parents receive a very special thanks for always believing
in me. Last but not least, Heidi thank you for everything not just in this part of life

but also for everything else.
I will finish on the note that Lappeenranta has given me unforgettable years at

university and lots friends in and out my studying years. | will hope she will keep

the same heart-warming spirit that | received for years to come.

Espoo 16.12.2017



Table of Contents

R 1 0 14 0T ¥ [ o3 1 o o U 8
3 A = 7= Tox qo 1 o YU o o ISR 8
1.2  RESEArCH TargetS....oooiiiiiiiiiiiiiiiiiiiieee ettt 9
1.3  Terms and DefiNitiONS .......ccuiviiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeee e 11
1.4 Research Methodology, Data and Delimitations ..............cccceevvvvvvnnnnn. 13
1.5 Theoretical FrameWorkK.........cccooiiiiiiiiiiiiiiie e 15
1.6 Structure of the ResearCh .......ccooooeeviiiiiiiiii e 16

2 Theoretical Framework and Literature ...........cccooevevivieevennnnnnn, 17
2.1 Enterprise Risk Management.............uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiieiiiiieees 17
2.2  COSO ERM PIrOCESS ...iiiiiiiiiiii ettt e 19

2.2.1 Internal Environment and ODbjectiVes..........ccooovviiiiiiiii e, 21
2.2.2 Event Identification and Risk Assessment............ccccceeeeeiiieeeee, 22
2.2.3 Control Activities and Risk RESPONSE..........ccooovviiiiiiii, 24
2.2.4 Information, Communication and MoNitoring............cccceeevvveevvveiinneeenn. 24
2.3 Operational RISK .....ccooiiiiiiiiii e 25
2.4 Information Sources for Risk Management..............ccceevvveiiiiceneeeenen. 30
2.5 Bl System ArChit@CtUIE ......coiii i 32
2.6 Business Intelligence and Risk Management ............ccccccevviivniinnnnnns 38
2.7  SumMmMary Of LIteratuUre.......cccoeuiiii e 42

3 Research Methodology .......cooviiiiiiiiiii e, 43
3.1 Research Method and Approach ..........cccccuueeiiiiiiiiiiiiiiiiie 43
3.2 RESEAICN Dat@....ccooieieeeeiiiiiie e 44

4  Empirical FINAINGS ..o 48
4.1 Introduction of Case COMPANIES......cccevviiiieiiiiiii e 48
4.2 Risk Management PrOCESS .....oiiiiiiiiiieiiiiiie e 51
4.3 Risk Reporting for Operational Risk Management ...............cccceeeeees 57
4.4  System Architecture in Risk Management ............cccccvvvviiiiiiiieeeeeeennn, 63
4.5  ANalysis Of FINAINGS ..cooooiiiiieeeeeeeeeeeee 66

5 ConcCluSIONS & DISCUSSION ceuinieieee e 71



5.1 Theoretical Implications
5.2 Reliability and Validity

5.3 Limitations and Suggesting Future Research

LISt Of REIEIENCES ... e

APPENAICES .o

Figures Table

Figure 1. Theoretical framework

Figure 2. Generic ERM process

Figure 3. Levels of risk management by Kontkanen

Figure 4. Levels of risk management by Moeller

Figure 5. Operational Risk Categories according to Jarrow

Figure 6 Dimensions of knowledge

Figure 7. Business intelligence generic architecture

Figure 8. Levels of reporting according to Simons

Figure 9. Levels of Key risk indicators according Beasley et al.

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.

Figure 19.

Variables affecting on KRIs

Risk Management process of Company A
Risk Assessment in Company B

Risk Indicators in Company A

Risk indicators in Company B

Risk indicators in Company C

Risk data architecture in Company A
Risk data architecture in Company B

Risk data architecture in Company C

Strategic role of risk management



Figure 20. Organisation of risk management in three case companies

Figure 21. Operational risk classes identified in three case companies



1 Introduction

1.1 Background

As it is generally known our society and economy is built on continuous growth. This
forces companies to create ever bigger volumes with ever smaller costs but at the
same time it shifts focus also towards forecasting scenarios. Another rising trend
linked to these is risk management that has become a core question especially after
the financial crisis of 2008. Risk management processes of American financial
institutions failed and early warning signal systems were not able to warn banks of
the coming disaster. The recession that followed the financial crisis has also trigged
industrial organisations to strengthen their risk management processes so that they
can effectively monitor their risk exposure and safeguard business continuity.
Another large example of failed risk management is from Germany. In 2015 a
German giant in the automobile industry got caught from manipulating diesel
emission tests. As a consequence, the share value of Volkswagen dropped by 40
% and the company faced several law suits. One of the largest companies in the
world had failed in their risk management. (Minsky, 2015.)

Risk management is today a valuable part of a successfully operating organisation.
Risk is everywhere and in a modern challenging business environment companies
have to take increasing amount of risk in order to be successful in the market.
Therefore, risk has to be managed throughout the organisation. Poorly lead risk
management may eventually lead to bankruptcy and on the other hand excellent
risk management can be seen in the overall profit of the company. That is one of
the reasons risk management has become an essential topic throughout the

corporate world. (Andersen and Schrgder, 2010, 1-3)

Risk management is also important because it shelters the strategy of the company

from unexpected events. Risk management goes often hand in hand with corporate



strategy and risk management should be always go in line with strategy work with

top executives of the company. (Beasley, Branson and Hancock, 2010)

Simultaneously, the importance of data and turning it into useful information,
knowledge, is in the core of modern business environment. The hype for business
intelligence and big data as important drivers for information, data collection and
analysis continues to build momentum. At the same time the complexity of the data
available for the firms the so-called big data is getting more and more complex.
(Brands, 2014) Also the urgency of the needed information is getting higher. The
increasing competition with rapidly evolving customer needs and changing
technology has left companies in need of quickly accessible information which can

be used to resolve their current problems. (Azvine, Cui, Nauck & Majeed, 2006)

Business intelligence provides risk management professionals new options. It
allows them to see and analyse new information and support their decision-making.
A good example of this is an easy to use a visual dashboard view, often used in risk
management process. These dashboards can be used to view risk in real-time,
providing input for the risk management and decision making. This in turn allows
the company to react to the threat of the risk more quickly and efficiently. (Stocker,
2012)

1.2 Research Targets

This research studies how data and information are used for risk management
process in three retail companies in Finland. These organisations operate in three
different sectors in the retail industry. The decisions to choose three organisations
was based on the interest to get a broader picture of the studied phenomenon,
potential comparison instead of focusing only on one single company and business
field. As the research aims on qualitative analysis in the limited time frame, the

amount of companies was narrowed down to three. Through this study the
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objective is to determine if there are common factors in the risk management
process in the companies and do companies’ use information and reporting
systems a part of the risk assessment and risk management processes as
well as how they use it. To understand this research problem this study uses
research questions to find an answer to the research problem.

The main research question for this thesis is:

How do the information processes support risk management process in the studied

organisation?

In order to answer the main research question the following sub-research questions

must be answered.

Sub research questions are:

Sub question 1: How is the risk management process organised in the studied

organisations?

Sub question 2: What kind of data and information is gathered to support risk

management process?

Sub question 3: What kind of information processes support risk management in

studied companies?

The three sub-research questions are divided in to three areas. The first is for
analysing the risk management process in the researched companies. The second
is analysing how data, information and knowledge is used as a part of the risk
management process. The third question aims to analyse how data architecture is
constructed and how easy it is to gather data from the business systems to support

risk management process.
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1.3 Terms and Definitions

Firstly, it is essential to define some of the key concepts that will be used frequently
in this study. Especially business intelligence (Bl), operational risk management,

enterprise risk management will appear on many occasions in this study.

The first core definition for this study is enterprise risk management. Before we get
more closely into this, we have to define risk. Risk is something that everybody has
to endure in his or her daily lives. In every decision, we face uncertainty because
we do not know if decision we make is the right one. There is hence a “risk” that we

make a wrong decision. (Hopkin, 2010, 12)

This uncertainty factor is something that companies face in everyday decision-
making and operations. In this thesis, the risk faced by a company is defined as

follows;

“Enterprise risk is the extent to which the outcomes from the corporate strategy of
an organisation may differ from those specified in its corporate objectives, or the

extent to which they fail to meet these objectives.” (Dickinson, 2001, 361)

In this Thesis paper however, more important is to define the idea of enterprise risk
management, later ERM. It elaborates the ways in which enterprises manage the
risks defined above by Dickinson (2001). According to the COSO integrated
framework (2004) ERM is defined as follows:

“Enterprise risk management is a process, effected by an entity’s board of directors,
management and other personnel, applied in strategy setting and across the
enterprise, designed to identify potential events that may affect the entity, and
manage risk to be within its risk appetite, to provide reasonable assurance regarding
the achievement of entity objectives.” (COSO, 2004, 14)



12

This definition clearly defines ERM as a process that involves the whole organisation

and its operations.

Operational risk management concept includes the specific risks linked to the

factors enabling business activities. The definition this thesis is using is following:

“The risk that the operation will fail on one or more operational performance targets,
where the operation can be people, technology, processes, information and the

infrastructure supporting business activities” (Vinella and Jin, 2005)

Data can be gathered and analysed in order to support operational risk
management, so data is something that is referred to frequently in this study.
According to Anchoff (1989) data is a group of unstructured material such as

symbols, sounds and do not give meaning to the receiver.

Related to the concept of data are the terms information and knowledge. According
to Thierauf (2001) data becomes information, when data receives a structured
meaning where it can be connected and information becomes knowledge when
information is connected to experience based previous information collected by the

receiver.

Currently there is no common definition for business intelligence, later Bl. Some
researcher’s think that business intelligence is the same as market intelligence or
competitor intelligence; these gather information from the external environment
only. But there are also those some, mainly in the ICT industry that that think of Bl
as only data warehousing. (Pirttimaki, 2007) Wixom and Watson (2010) agree that

currently there is no common definition for business intelligence.

Wixom and Watson (2010) define business intelligence the following way:

“Business intelligence (Bl) is a broad category of technologies, applications, and
processes for gathering, storing, accessing, and analysing data to help its users
make better decisions” (Wixom and Watson, 2010, 33)
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To sum up, business intelligence in this research is understood as all information
gathering used to support better decision making in business environment. This
data can be gathered both from systems in a quantitative way as well as in

qualitative ways.

1.4 Research Methodology, Data and Delimitations

This thesis will be conducted using a qualitative research methodology. In a
qualitative research reality is subjective and it will reflect the reality as seen by the
researcher (Hirsijarvi and Hurme 2001, 22). The target for qualitative research is
always to describe a real-life phenomenon. Qualitative research is primarily used
when new knowledge needs to be gained about how things operate in real-life
context. When previous observations from the studied topic are limited, qualitative

research method is specifically appropriate. (Eriksson and Kovalainen, 2008).

Qualitative research can be conducted in various ways. According to Silverman
(2006, 18) the following four approaches are the most common methods:
observation, text and document analysis, interviews and focus groups as well as
voice and video recordings. This research is using interviews as the main method
for gathering data. To support the analysis, document analysis is used, if there is
the opportunity to access company documents.

The key element is to aim for a deeper understanding of a specific topic and
acknowledging that the possibility for generalising the results is limited. As
qualitative data can be gathered using many methods, this research has chosen to
utilize theme interviews as the best serving method, as it provides both structure as
well as flexibility to the interview session. In a theme interview the researcher may
change the format and the order of the questions during the interview. However,
during the interview the selected themes must stay the same during the whole

interview. (Hirsijarvi et al. 2001, 47) This ensures that with all responders the same
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topics are covered, even if the researcher may deep dive into some topics more into

detail with some interviewees, as with others the focus might be on other topics.

In this study, the empirical data is gathered through theme interviews from
interviewees of three different Finnish retail companies. The interviewees were
management team members of the respected companies. The decision to limit the
organisation level of the participants was reasoned with the need for strategic and
operational management understanding and risks. In addition, the participants
needed to have access to information and analyses used in the company and

therefore the management level seemed as logical delimitation.

Having interviewees from lower operational levels could have taken the analysis
towards too everyday common tasks instead of strategic business enabling
operative processes. Most importantly, risk management should be conducted on a
managerial level according to the theoretical framework of this thesis.
Documentation regarding the risk management process was gathered when
available for the research. The case companies were selected from different retail
industries to enable comparison as well as a broader understanding of the variety
of processes used, if such can be found from the results. All of the three are among
the top three market share holders in their respective markets in Finland.

The context of the study is in large consumer retail brands in Finland. Other
industries are outside the scope of this thesis. Also, this research focuses on three
different retail organisation which sell different products to consumers. The focus is
on the risks that the organisations faces on their operational level. Strategic and
financial risks were chosen to be left out of the scope of this thesis, as the study
scope would have grown to too broad. The chosen retail organisations are a special
product retailer and two consumer goods retailers, which sell different products. The
companies are all large retail sales and activity in all of Finland. The retail

organisations are presented in more detail in chapter 4.1.
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1.5 Theoretical Framework

Next there is a demonstration of the theoretical framework used in this thesis. The
theoretical framework is summarised in Figure 1 below and the definitions regarding
this framework will be explained on detailed level on chapter 2 of this thesis.

Operational risk

Control Assessment

Business intelligence and
information

Figure 1. Theoretical framework

The framework works from a larger theoretical entity to a smaller one. Enterprise
risk management creates the environment where risk management process is being
organized in the whole enterprise. Inside enterprise risk management this research
focuses on operational risk management and how information is used in operational
risk management and how this information is used in order to assess, control and

monitor the risks.
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1.6 Structure of the Research

The thesis is structured to five main chapters. The first chapter of the thesis is the
introduction chapter. This will give a short introduction of the background and the
motivational factors of the research. The theoretical framework will be introduced
here, which demonstrates the scope of this research and introduces the themes of
the literature review chapter. The second chapter will give a theoretical literature
review of risk management and business intelligence. After this the reader has
learned the basics concepts behind enterprise risk management, operational risk
management and business intelligence. The third chapter introduces the used
research methodology to the reader. The fourth chapter is the empirical part of the
study, where the findings from the case companies are documented and analysed.
Finally, the fifth chapter is built on a dialogue between theory and practise and
eventually introduces the conclusions of the research findings. This chapter will also
summarize the answers to the research questions described previously as well as

discuss future research topics.
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2 Theoretical Framework and Literature

2.1 Enterprise Risk Management

Organisation needs to take risks in order to get return. Therefore, it is not in the best
interest of a company to reduce its risk taking to zero. The idea of risk management
is that the organisation is aware of the risks that it is taking and that it gets good
return for the risks that that are taken. All of these risks should fall to the risk appetite
of the organisation and the selected strategy. (Lam, 2014, 133) Risk appetite is the
chosen level which the organisation is ready to take risk during operations (Moeller
2007). To support and study this, enterprise risk management has emerged as a
new paradigm for corporate risk management research. Many organisations today
have adopted the ERM model to improve their own risk management. (Beasley,

Clune and Hermanson, 2005)

The definition of enterprise risk management later ERM, first appeared on academic
research in the early 21st century. According to Dickinson (2001) in the mid-1990s
ERM appeared as a strictly corporate concept. He defined ERM as systematic and
integrated approach of the management of the total risks a company faces
(Dickinson, 2001). D'Arcy and Brogan (2001) also gave ERM one of its early
definitions: “The process by which organizations in all industries assess, control,
exploit, finance and monitor risks from all sources” (D'Arcy and Brogan, 2001, 2).
According to Shenkir and Walker (2006) risk management focused traditionally on
hazard and financial risk. They also argue that enterprise risk management started

emerging in companies during the 1990s.

Traditionally risk management has been done in “silos” rather than in an enterprise
wide approach. It used to be that management of companies knew how to approach
certain risks individually but they were not prepared to face risks that could come
from outside of their own functional area. Other managers were not taken in the risk
management process and there was hardly any supervision. This lead typically to a

situation that some risk areas were quite well covered like insurance or safety
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operations. As a result, a company was taking a vast amount of risk in critical areas
and over risk managing areas that had little effect of the total overall performance.
(Barton, Shekir and Walker, 2001, 2)

According to Alftan et al. (2008) it is up to the organisation to define its own risk
management strategy. This strategy defines methods for managing major risks that
the organisation faces. Usually risk management is based on cost vs. benefit

approach. Most common risk management practises are:

e Risk reduction
e Risk transfer
e Risk avoidance

¢ Risk acceptance

(Alftan et al. 2008, 83)

Committee of Sponsoring Organizations of the Treadway Commission, later
referred as COSO is a joint initiative of five private sector organizations, American
Accounting Organization, American institute of CPAs, Financial Executive
International, The association of Accountants and Finance Professionals and The
Association of Internal Auditors. Today, COSO might be the best-known
organization that promotes internal controls and risk management. (COSO, 2004,
35)

As mentioned in the introduction chapter, this thesis follows the COSO definition as

the primary definition of ERM:

“Enterprise risk management is a process, effected by an entity’s board of directors,
management and other personnel, applied in strategy setting and across the
enterprise, designed to identify potential events that may affect the entity, and
manage risk to be within its risk appetite, to provide reasonable assurance regarding
the achievement of entity objectives.” (COSO, 2004, 14)
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Even if the term has various alternative definitions, all of them have in common one
main idea. The idea is thinking risk management as a process, which must be
monitored, controlled and it includes the whole organization. According to Abrams

(2007) almost all ERM definitions have three main characteristics

¢ ERM must span through all lines of business
e ERM must include all types of risk

e Strategic ERM must be in line with the overall strategy

Mikes (2009, 36) argues that innovations in ERM techniques are clustered around
four major themes: risk quantification, risk aggregation, risk-based performance
measurement and the management around non-quantifiable risk. These four major
themes represent different objectives and ambitions that companies risk owners
might pursue. All of these themes have an enterprise-wide approach and can be
used as building blocks for risk management mix in a given organization. This
support the view that the risks should be managed cross organizations and

functions, not in silos with limited visibilities and understanding to other functions.

2.2 COSO ERM Process

COSO (2004) has defined a generic ERM process which can be used for risk
management. According to COSO, by following this process the organizations
should have a working risk management process which take an enterprise wide

approach, includes all risks and the assessment has a strategy driven approach.
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Internal environment analysis

¥ ¥ a4

Setting objectives

Information, communication and
monitoring

Figure 2. Generic ERM process (COSO, 2004, 6)

COSO ERM and risk management is not a process what the organization does once
and after that it is finished or complete. It is an ongoing process, which requires
constant monitoring and improvement. The whole process is presented in Figure 2
above. (Holopainen, Koivu, Kuuluvainen, Lappalainen, Leppiniemi, Mikola and
Vehmas. 2006, 34)
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This thesis will mainly focus on risk assessment, monitoring and control activities
within the ERM process but in order to provide a sufficient understanding of the
whole risk management cycle, also the other ERM process parts will be introduced

next.

2.2.1 Internal Environment and Objectives

The internal environment sets the basis how risk is viewed and faced throughout
the organizations. This includes risk management philosophy, risk “appetite”
referring to the company willingness of taking risks, ethical rules and view of
organizations own integrity. (Lam, 2014) General objectives and strategy have to
exist before management can identify events that may cause risks for the company.
Enterprise risk management ensures that the objectives are in place and there is a
process set for these objectives. Objectives have to be in line with the companies’
mission and risk appetite. (COSO, 2004)

Internal environment can be roughly separated in to three different parts; objectives,
organisation and resources. (COSO, 2004, 27-34) Moeller (2007, 102) emphasises
the need of defined internal environment: it needs to be thoroughly defined before
any sort of deep dive analysis of risks can be performed. Risk appetite and risk
policy are in the core of the whole ERM process and these have an effect on every
part of process. (Moeller, 2007, 102)

Blumme et al. (2005, 36) states that internal environment mirrors the internal culture
of the organisation. Internal environment provides a basis for the whole COSO ERM
process. The definitions of the organisations internal environment have to be done
carefully before moving on to the actual assessment and analysis. (Blumme et al.
2005, 36) This is an interesting topic when investigating risk management

processes also in this study.
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2.2.2 Event Identification and Risk Assessment

According to the COSO model, the goal in event identification is identifying internal
and external factors, referred as “events" that influence the completion of
organisational goals. During this time organisation has to distinguish the difference
between risks and opportunities for different identified events. Event identification is
a continuous recurring process that is critical for effective internal controls.
Opportunities are sent back to upper management for strategic goal setting. Risks
are negative events that require attention of management. In the risk management
process this stage means risk identification and documenting these accordingly.
(COSO, 2004, 41-47) This demonstrates the importance of the link between
strategic goal setting and risk management. Risk management can therefore
communicate new opportunities for strategy at least according to the COSO model.

In the identification process, managers or risk management teams systematically
go through the whole organisation and what internal and external risks are involved.
An external risk can be for example financial, environmental, technological risks.
Internal risks can be related to the organisational staff recourses, business
processes or technological solutions. It is important in the identification process to
try to identify risks in every organisational level (function, strategic, department etc.).
(COSO0, 2004, 41-47)

According to Blumme et al. (2005, 65) risk identification should be systematic and it
should cover all important business undertakings and projects. Barton et al. (2001)
suggest that a company should, in their risk assessment firstly identify risks
enterprise wide in a variety of ways, after this rank risk by their likelihood and
magnitude and thirdly weight in their importance to business decisions. Barton et al.
(2001) also warns about the traditional silo view of risk management. They think that
it is imperative in effective risk management to use enterprise wide thinking. In a

similar way Suominen (2004) argues that versatile and functioning risk identification
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can bring forward hidden risks that were not involved in the operational thinking of

the organisation. (Suominen, 2004, 40)

Risk assessment is the second phase of the risk management process, where risks
are prioritised and necessary actions are defined to put the risk to the level of
organisations risk appetite. When doing risk assessment, it is important to take into
account risk impact and probability of risk occurrence. Changes in business
conditions and environment should be taken on to account when making risk
assessment. Managers define necessary controls for each risk; these will be looked
more closely in the control activities phase of COSO ERM. Risk assessment creates
the necessary base when deciding how to manage each risk. (COSO, 2004, 49-54)

According to Moeller (2007, 73) risk assessment provides the actual core of the
whole COSO ERM model. This is because risk assessment defines how much each
risk impacts the objectives of the organisation. Blumme et al. (2005, 66) further
argues that all risks should be assessed frequently, as objectively as possible and
comprehensively as possible. Risks should be assessed systematically in so-called
risk mapping. Risk probability and impact are often used in risk mapping. Risk
impact and probability without a management action is used to define gross risk.
Then the management control is used and the effect of the action leaves the final
net value of risk. Organisations risk appetite defines if the risk control in on an

appropriate level. (Blumme et al. 2005, 81)

According to COSO ERM framework (2004, 52-53), risk assessment methodology
is built by two methods, quantitative and qualitative assessment. Management often
uses qualitative assessment when risks are difficult to calculate or the necessary
information is not available cost effectively. However Suominen (2004, 40) argues
that quantitative methods enhance the analysis and provide more accurate

information to the analysis and creates more reliability.



24

2.2.3 Control Activities and Risk Response

In the control activities phase management of the organisation will define which risks
will be responded and what the possible corrective actions are. For control activities,
organisations risk appetite defines the overall strategy, which the organisation
chooses to respond to a realised risk. (Matyhewicz and D’Arcangelo 2004, 67) In
COSO ERM model management needs to take a portfolio approach to risk and
evaluate that each risk is under the chosen risk appetite. Risk response is planned
to lower the impact of risks and it is designed on a cost benefit idea. Each risk should
have its own individual action if possible. The most common risk response methods
are risk avoidance, risk reduction, risk transfer and risk acceptance. (COSO ERM
2004, 55)

According to Moeller (2007, 81-82) risk response is maybe the most difficult phase
of the whole risk management process, because it is difficult to anticipate which of
the identified risks will realistically happen during everyday business. According to
Blumme et al. (2005, 82) all risks cannot be eliminated from the business process,
so therefore a company has to be prepared for realised risks and also ready to face
the costs of these risks. Blumme et al. (2005) further states that management has
to choose the risk responses for significant risks according to the chosen risk
management strategy. To summarize, with effective risk responses all risks can be

moved to a level that is within the risk appetite and strategy of the company.

2.2.4 Information, Communication and Monitoring

The last phase in the COSO process (2004) is monitoring. During regular business
process management, important information must be captured and identified. This
will be communicated in a timeframe and in a form, which enables everyone to carry

out their own responsibilities also in risk management. Effective communication
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occurs in a broader sense up and down and across the whole organisation. (COSO
2004, 61-66) This means that the whole ERM procedure is monitored and
modifications will be done if necessary. Monitoring is done through management

activates, separate evaluations, or both.

When looking at the literature for enterprise risks management there is a clear
message that the ERM process cannot be viewed just as a development in the
theory of internal controls. Enterprise risk management is a proactive management
of all controls within the organisation. The idea is to create a portfolio from all risks
in all functions, on an enterprise wide view. This environment changes within the
organisation and the ERM must constantly evolve with the organisation. Therefore,

it is critical that ERM is an ongoing process and it has an owner.

2.3 Operational Risk

Risk management in enterprises is a very large phenomenon. Enterprise risk
management covers the whole company but a company faces risks on multiple
dimensions within the business. Because of this, risks can be split into different
categories. These categories are shown in the bellow Figure 3 by Kontkanen (2009).
These categories are: strategic risk, operational risk, financial or credit risks and
market risks. Corporate strategy and risk appetite is included in all of these levels
but the objectives vary in these levels somewhat. (Kontkanen, 2009, 88). As
mentioned in the introduction this research will focus on operational risk and its

management in enterprises to limit the scope of this study.
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Strategic
risk

Operational
risk

Market risk

Credit risk

>VA
Figure 3. Levels of risk management (Kontkanen 2009, 88)

There are minor differences in between different researchers to this level structure.
According to Moeller (2007, 25) business risk can be split in four different categories.
These categories are: strategic risk, operational risk, finance risk and information
risk as shown in the below Figure 4. In difference to Kontkanen (2009) Moeller
(2007) focuses on information and financial risks instead of market and credit risks.
These main categories of Moeller (2007) can also be divided into sub-categories
which are also presented in the Figure 4 below. Moeller (2007) further states that
operational risk management includes risks that are related to business processes,
compliance or fraud and people. Operational risk management are risks that are

directly linked to the daily operations of the business.



ﬁ N
\l

External factor risks

Industry risk

Economy risk

Competitor risk

Legal and regulatory change risk
Customer needs and water risk

Strategic Risks

Internal factor risks
Reputational nsk
Strategic focus risk

Parent company support risk
Patent trademark protection risk

Process risks

Supply chain risk
Customer satisfaction nisk
Cycle-time nsk

Process execution risk

Treasury risks
Interest rate risk
Foreign exchange nisk
Capital availability

Operational Risks

Compliance risks People risks
Environmental risk Commodity price risk
Regulatory risk Duration risk

Policy and procedures risk Measurement nsk
Litigation risk

Credit risks Trading risks
Capacity risk Commaedity price risk
Collateral risk Duration risk
Concentration risk Measurement risk
Default risk

Settlementrisk

Financial risks
Accounting standards risk
Budgeting risk

Financial reporting risk
Taxation nsk

Regulatory response risk

Information Risks

Operational risks Technological risks
Pricing risk Information access risk
Performance measurement risk Business continuity risk
Employee safety risk Availability risk
Infrastructure risk

Figure 4. Levels of risk management (Moeller, 2007, 25)

Similar to Moeller (2007) operational risk is defined by Basel 1l (2006) as a risk once

befallen in result of failed internal processes, human resources or people, systems

or external events.

Operational risk management according to Basel Il (2006)

People

Systems

External events

Internal processes

Similar elements are included also in the definition of Jarrow (2008), who defined

different key concepts that are related to operational risk management as following:
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e People risk
e Process risk
e System and technology risk

e External risk

Jarrow (2008) provides the best fit definition to this research objectives. Therefore,
the next parts provide a short introduction of the different risk categories according
to Jarrow (2008).

People Risk

People risk is associated to companies’ internal human resources. Such as human
errors in processes, lack of qualification, improper organisation of work or illegal
actions. Also lack of training, improper segregation of duties and lack of honesty

and integrity for resources can be included in people risk.

Process Risk

Process risk is a loss associated with errors during daily operations of the company
such as accounting, reporting, pricing etc. The risk includes transactions in the
whole company level such as products, services or imperfect controls in the

process.

System and Technology Risk

Problems with IT-systems such as cyber-attacks, viruses can result to problems
which can affect the whole organisation and are defined as system and technology

risks.

Implementation of IT to the business process brings always challenges as well as
benefits. Policies regarding IT systems can bring risks to the operating business.
Thus, risks regarding IT cannot be considered independently but should be seen as

part of the operational risks according to Fheili (2011).
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External Risk

External risk is the risk that can be associated with the changes in the environment
that the company functions in. Changes in the economy, politics or legal changes

can be seen to be included in this category of risks.

Operational risk

People risk Process risk [T-system risk External risk

Figure 5. Operational risk categories according to Jarrow (2008)

Figure 5 summarizes the main idea of operational risk management in this thesis,
meaning it includes risks that are concluded in companies’ main operational
operations. This includes business processes that fail, human factors such as
incompetent employees, fraud etc. Systems risks are risks that can be found in
information systems for example systems that do not give reliable information.
External events are for example oil prices going down rapidly or earthquake
destroying a factory line, quick technological changes that make current products
obsolete. (Jarrow, 2008)
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These kinds of risks can appear on any industry and companies of different shape
and sizes. A good example of an operational risk would be delivery reliability of the
supply chain process. If this process fails, this will have a significant impact on the

organisation, in terms of lost sales revenue and reputation damage.

2.4 Information Sources for Risk Management

In a modern market economy products and technologies are traded and used in a
global environment. This has transformed competition to a more global level.
Traditional means of gaining competitive advantage is getting increasingly difficult.
Today new technologies have allowed competition to copy existing products and
services in an unprecedented speed. Now competition can also be found inside
business processes or who makes the best business decisions. Business
intelligence provides solutions to this issue. Organisations can make better
decisions that are based on real information rather than inaccurate “hunches”.
(Davenport and Harris 2007, 28)

To create competitive advantage through analysis you need effective business
intelligence. An effective Bl system provides an integrated view of the whole
business process. It provides a wider view for analysis because it can provide
decision makers with information that is stored on a different section of the
organisation that they themselves are not in. Hence, the idea of a business
intelligence system is to provide the decision-makers the correct and needed
amount of information from all parts of the organisation. That way Bl makes value
for the business. Often however challenges lie in integrating data from different

systems to a single data warehouse or format. (Sharma and Gupta, 2004, 2)

The current definition of business intelligence can be traced back to 1980s.
Business intelligence is not a new concept, it has actually been around for a long

time with different names. It has been called MIS (management information
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systems) or DSS (decision support system). The basic idea of these systems has
been more or less the same. The idea has been to provide information or
intelligence to support decision-making inside the organisation. (Hovi, Hervonen
and Koistinen, 2009, 77-79). Davenport et al. (2007, 26-32) states that business
intelligence covers every aspect of data gathering; governance and reporting that

can be used in decision-making.

Business intelligence can be roughly divided in to different types according to March
and Hevner (2007). Firstly, there is data that is located inside the operational
systems of the organisation, like sales, sourcing and cost information. The other
type is data that is gathered from outside the organisation. This can include market
intelligence, data from competitors or possibly some type of legal data. (March et al.
2007, 1031) In this way BI can be seen as the machinery taking mere data to a
context, transforming it to meaningful information that can be analysed by
management. From all existing data sources this thesis is mostly focused on
quantitative data that is gathered from the company’s internal systems and

processes but it does not exclude qualitative information.

According to Gold, Malhotra and Segars (2001) effective knowledge has an
infrastructure which consist of technical, structural and cultural information as shown

in the Figure 6 below.

Structural
dimension

Knowledge

Technological
dimension

Cultural
dimension
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Figure 6. Dimensions of knowledge according to Gold et al. (2001)

The structural dimension refers to processes and norms that are a part of the
organisation. Shared information in the company is the cultural dimension. The
technological dimension consists of technological solutions, which give new
information to the organisation such as ICT systems. All of the dimensions are
needed to have effective knowledge in the organisation. Technological solutions
bring data to the user but cultural dimensions such as experience needs to be used
to enrichen this for useful information. (Gold et al. 2001) The technological
dimension is important but as Gold et al. (2001) stated the cultural and structural
dimensions should not be forgotten.

Next there is an overview at how business intelligence is structured and the process
on how business intelligence is turned into knowledge inside the organisation. This
concept is known generally as Bl architecture and it can include numerous sources
of data. Also, it is important to understand that Bl can provide information to almost
every part of the organisation, however the emphasis in this research is on risk
management and what kind of information can be used in risk management and

internal controls.

2.5 BI System Architecture

A typical Business intelligence architecture includes according to Hovi et al. (2009)
operational systems like accounting systems, HR, customer relationship
management systems. The BI architecture then contains a data warehouse that
brings all the data entered to the systems together. Lastly there are analytical and
reporting tools, which extract data from the data warehouse for analytical purposes.
Data is transferred from operational systems to the data warehouse using a process

called extract - transform — load, later described as ETL. ETL transform all the data
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into a single format, which is then uploaded into the data warehouse and can be
combined and used into different purposes in the business. (Hovi et al. 2009) The
idea is simply to integrate all the information from operational systems to one single

decision-making package. This is illustrated in the Figure 7 below.

W ' O v

Figure 7. Business intelligence generic architecture based on Chaudhuri et al.
(2011) and Hovi (2009)

According to Davenport et al. (2007) the means of storing data and information has
grown over the last few years. Despite of this many organisations do not have the
ability to analyse, control and to use this information. The companies may have the
necessary information at their disposal but the ability and experience to use and find
this information is simply not there. If this information is used effectively, it has
potentially a real competitive advantage for the company. This argument would give
the impression that availability of technology is not problem in the organisations
however the ability to exploit this technology is ready in many organisations.
(Davenport et al. 2007, 196-198)

March and March (2007) state that in the core of business intelligence architecture
is a data warehouse. The Idea is to integrate all the data from different source
formats in a single physical storage. Without integration, some of the valuable
information could be left out from the decision-making process. Often the decision
makers do not even realise that some data is missing that could help them to make
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more accurate decisions. (March et al. 2007, 1040-1041) According to Sharma et
al. (2004) data warehouse is a key link between transactions and strategic decision-
making. It enables accurate analysis and a multi-dimensional view for operational

transactions. (Sharma et al. 2004, 8)

As mentioned before the link between operational systems and a data warehouse
is called ETL. This link must exist if the data is to transfer automatically to the data
warehouse or if indeed data is to be combined automatically. The ETL function
changes a predefined data form to a single format and is then loaded to the data
warehouse. The strengths of this technique is that vast amounts of data can be
transferred through an automated process. (Suomala, Manninen and Lyly-
Yrjanainen, 2011, 77).

According to Hovi et al. (2009, 15-16) one of the strengths of data warehouses is
that there is only one data that is true in the organisation. Thus, managers cannot
argue that which system gives them accurate information because there is only one
integrated systems data. Other strengths of data warehousing are that information
is quickly available and easy to use, time series analytics are easier to make, quality
control is easier and more effective and managers are not so depended on single
operational systems. (Hovi et al. 2009)

March et al. (2007, 1039) states that a major challenge of data warehousing and
integrated information systems is that the process is not very agile. Because of this,
possible changes to the architecture have to be anticipated as far as possible in the
original design. When businesses and the organisations evolve, the data warehouse
has to evolve with these changes. When new data forms and analytical tools are
added in the system, the designers have to be careful that it does not change for
the worse the overall performance of the system. This can affect the performance
that even the simplest type of analysis can become problematic. This is one of the
reasons why many smaller companies tend to stick with the operational systems
rather than purchase an expensive integrated systems design early on. (March et
al. 2007)
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The last component of a typical Bl system is reporting and analytical tools (Hovi et
al 2009). This naturally means extracting information from the data warehouse and
changing it to information that can be analysed. Bl software often provides
integrated information reports to the user. Online analytical processing also known
as OLAP is another often used method in making these analytical reports. OLAP
cubes are a technological solution that enables a multi-dimensional view for
analysis; OLAP cube system enables a user to have quick answers to questions
“‘what” or “what if”. (Hovi et al 2009, 86-87) Another analytical method that is
commonly used to gain business value adding information from data sources
available for the enterprise is data mining. This method uses mathematical
algorithms to find hidden information and correlations in already existing
information. Data mining is often used to forecast events like future sales. (Hovi et
al 2009, 99)

Davenport et al. (2007), lists some of the most common analytical tools.

- Spreadsheets

-  OLAP tools

- Statistical and quantitative algorithms
- Data mining tools

According to Simons (2008, 42) typical Bl architecture is designed in layers or levels
as shown in the Figure 8. It has the same basic layers that were introduced before
in the basic architecture. Operational systems, data warehousing and the third level
he calls the core functions of the Bl system. Then there are two additional layers,
analytical applications and information delivery, from which the information delivery
is the layer which the management of the organisation actually utilizes. (Simons,
2008)
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Information delivery Real time

: Reportin WEB-interface
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Analytical Customer Financial Operational Supply chain
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i ini rie
Bl core functions Data mining Queries
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datawarehousing warehouse

Source systems
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Figure 8. Levels of reporting according to Simons, (2008, 42).

To summarise, there are multiple ways to use information to make better decisions
and in risk management point of view, to find hidden risks or a better understanding
of existing ones. When the levels included in business intelligence are well designed
as Simons (2008) states, Bl is one way to contribute in answering to questions how

exposed actually is the organisation to a specific risk.

The end-users usually use front end applications to present information that
supports their decision making, referring to the information layer by Simons (2008).
Through the front-end application the user gets easy charts on analytical views that
the user can then analyse. (Chaudhuri et al. 2011) Watson (2009) also defines the
most common analytical tools as reposts, OLAP, data mining and lists some new

ones such structured query language and dashboards.

Whether the organisation chooses to use ad hoc functionalities or ready-made
reports from a finance team, the organisation must have a variety of tools since

there is always multiple needs for data analysis. According to Davenport et al.
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(2007, 27-50) the far most common Bl or analysis application is Excel despite of its
many limitations. Advanced BI applications provide possibilities for users to provide
input to the analysis provided by the Bl application. This modification can be then

sent to another system which activates business activities. (White, 2009).

The data presented by the Bl system must be aligned with the organisations strategy
and adapted to organisations goals. The data must be presented in the right way so
redundant work and waste of valuable resources can be avoided. (Williams and
Williams, 2007). This brings the added value for management and supports
decision-making in an efficient way. If different software systems and applications
are used there might be a risk that they are not compatible. There will likely be
systems that perform the same tasks but provide different output because of

differences in the data filtering. (Davenport et al. 2007; Popovic et al. 2010)

Lack of communication between different levels in organisation and especially
between end-users and Bl teams often results lot of miscommunications between
development teams and end-users. The end user might be competent but still is not
using the system in a way which best profits his team. The lack of coordination can
also cause low re-use of reports from the Bl tool and low number of users. (Popovic
et al. 2010) In worst case this affects the visibility of the management as well.

The effect of a good Bl system are gains such as knowledge which serves the
organisation. The BI contributes to the decision-making process by adding these
gains to the decision-making process. This should reduce cost and add revenue
trough to better decisions, improved resource allocation and maximized investment
potential as well as improve risk management. The problem is that it is difficult to
measure the benefits of Bl in short term. There is always a time lag before the
benefits become visible. Because of the time lag connecting these benefits with Bl
is also difficult. (Lonnqgvist et al. 2006)
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2.6 Business Intelligence and Risk Management

Business intelligence can provide new opportunities and methods for risk
management. Using information systems for risk management is often called risk
intelligence. Risk intelligence adds key characteristics to risk management and
enhances organisations ability to deal with comprehensive risk. (Lee and Kulkarni
2011, 50)

As Lee et al. (2011) states, business intelligence can provide information to the
managers on the state that the company is in or forecast the state that it will be in
the future. Bl system unfortunately will not precisely tell managers what will happen.
It can however give management indicators on risk exposure, performance etc. This
information is then used to make controls that check the effects of these initiatives

and in the long run make better business initiatives. (Beasley et al. 2010)

Risk intelligence can add risk indications as part of the risk management process of
the organisation. Risk indicators are sometimes named early warning systems in
literature and are a basic form of risk analytics. Key risk indicators (KRI) are
designed to give information to the management about changes in the risk
environment. These control mechanisms can use either external market data or
internal data from the organisation. Changes in the risk environment could indicate
a rise in risk that the organisation is exposed to and the management can react
before more damage is done. (Lam, 2004 132-133)

Beasley et al. (2010) defines key risk indicators the following way:

J

“Key risk indicators are metrics or pieces of data serving as ‘early warning indicators
of increased risk exposure in various areas of the enterprise.” (Beasley et al. 2010,
2)
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Figure 9. Levels of key risk indicators according to Beasley et al. (2010).

The Figure 9 provided by Beasley et al. (2010) shows that all the main risks should
be based on the strategy that the company chooses. These strategic decisions are
made so that the company will become more profitable by increasing revenue or
reducing costs. This can be accomplished by making strategic initiative that includes
risks. The exposure to these risks can be monitored trough key risk indicators. KRI
is always linked to the strategy that the company chooses. If risks are not linked to
strategy, KRI can become irrelevant and the monitoring becomes useless. (Beasley
et al 2010, 2)

According Scandizzio (2005) there are five main feature to a good key risk indicator.
The KRI needs to be relevant, non-redundant, measurable, easy to monitor and
auditable. A good KRl is strongly related to a possible operational failure and to the
severity of the impact. There should be only one indicator for each element and they
should not be strongly correlated with each other. Each indicator should be
objectively measurable, quantifiable and verifiable. KRI should be easy to monitor
meaning that monitoring should inexpensive and the software easy to use. The KRI
and the sources it uses needs to be properly documented from start to finish. The
main thing is that each KRI should be clear and it brings value to the decision-
making process. (Scandizzio, 2005)
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Davies et al. (2006) agree that a good key risk indicator should be effective,
comparable and easy to use for the decision makers. Effectiveness means that the
indicator should apply to at least one specific risk or function, measurement should
be objective rather than subjective, the indicator should have a specific point in time,
track at least one aspect of the loss profile or event history and provide useful
management information. Comparability means that the indicator is quantifiable,
precise to a chosen amount, has comparable values, and is identifiable across the
whole business and auditable. Ease of use means that the indicators are

understandable, cost-effective and available. (Davies et al. 2006)

Davies et al. (2006) has a three-category system instead of the five key indicators
that Scandizzio (2005) bases his theory on, but the main features are similar. The
information that the KRI provides needs to be trustworthy, it needs to be useful and
the system has to be easy to use that everybody who is provided with decision-
making task understands the risk information provided. Sources of information are
in an essential role in order that KRIs can be accurate and trusted. According to
Fraser, Simkins and Hwang (2009) information sources for KRI include external
benchmarking, strategy planning, stakeholder requirements, regulations, previous
incidents and losses and other sources of information as shown below in Figure 10.

Bl process has lot to offer for the use of key risk indicators.
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_ Other Sources of Risk Information
External Benchmarking . RCSAs
* Peer organizations * Scenario analysis
* Industry library * Other third party data

Losses and Incidents
* losses

* Incidents

* Industry data

Strategies/Objectives
* Business plans
* Management goals
* Performance metrics

Customers

Vendors

Employess
* opther

* legal requirements
* Regulatory standards
* Policy limits

Figure 10. Variables affecting on KRI (Fraser et al. 2009, 139)

Key performance indicator or KPI, are usually associated with performance
management. KPIs provide a performance overview of the organisation and its
operational units. These reports are normally focused on historical data of the
organisations major operational units. KPI can be for example year to date sales
trends or customer shipments per month. The key thing is that these are data points
relevant to the organisations actual performance. The major difference with KRI is
that these indicators may not provide adequate early warning signals of the potential
risks. This is because the data is focused on already happened events. KPIs can
still be useful for risk analysis and should not totally be excluded from risk
management and control process but cannot substitute KRIs. (Beasley et al. 2010,
1)

As Beasley et al. (2010) state, it is important to distinguish the difference between
key performance indicators and key risk indicators. Some key performance
indicators can be key risk indicators at the same time but normally key performance
indicators are more focused on historical data and how is the business performance
looking today. Key risk indicators however are more focused on the future and
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paying less attention on how the current performance looking. (Beasley et al. 2010,
1-2)

2.7 Summary of Literature

To summarise the theoretical literature review, risk management is in current society
an essential part of the operations of a competitive enterprise and it should always
be linked to the strategy of the enterprise. If it is not based on strategic goals, it
provides no added value to monitor nor does it support management decision
making. The company can in various ways utilize data and information coming from
various sources, both from within the company as well as from external sources.
Knowledge used for decision making can come from multiple dimensions such as

technological and cultural.

Depending on company sizes the enterprise can have different solutions on the
operative level to gather, analyse and monitor risk related information and there are
commonly used processes for risk management. The method chosen in a company
can be based on qualitative information or it can utilize in a higher extent quantitative
data. The quantitative data often relies on different ICT based systems and
processes such as data mining and data warehouses and it is not until the
information is accessible for the management or end user in analysed way that it
can truly support the company decision making. This is where often analytical
application comes in the picture. Last but not least we have introduced key risk
indicators and explained how KPIs can as well be utilized to support risk

management activities.



43

3 Research Methodology

3.1 Research Method and Approach

This section of this study will examine the research methodology chosen for data
collection of this study. Saunders, Lewis and Thornhill (2009, 595) defines
methodology as a theory on how the researcher starts the research and this defines
the theoretical and philosophical framework which research is based, and also the
implications of these for the research processes.

This research will be conducted using qualitative research approach and method.
In qualitative research reality is subjective and it will reflect the reality seen by the
researcher of the study (Hirsjarvi and Hurme 2001, 22). The reason behind choosing
qualitative research is the desire to describe a real life complex phenomenon and
which requires a deeper dive into the topic. The nature for this study is explanatory.
According to Eriksson et al. (2008) qualitative research is especially useful when
there is a modest number of observations about the topic in previous academic
research.

Hirsjarvi, Remes and Sajavaara (2010) emphasise that in qualitative research the
researcher needs to take in to account that the study cannot be broken into different
parts depending on the view of the researcher. In the real world, multiple events are
linked in to each other and there is a possibility to find multiple different correlations
between events. Therefore, the target of the qualitative study is to research the
findings in a comprehensive way, rather than to focus too much on a single event.
Common feature of a qualitative study is that the research is focused on people.
The target group is usually carefully selected and each research is unique between
each other. (Hirsjarvi, et al. 2010, 161-164) Also this research is utilizing mainly
people as the information source to gain a deeper understanding of the phenomena

but it has to be mentioned that also reporting documentation is used if available.

Creswell (1994) names inductive reasoning as a common method to use in a

gualitative study analysis. In inductive reasoning the researcher moves from a
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particular event to generalisation. In the analysis, the researcher is interested in
multiple factors that affect the end result or the research problem. This research
uses the inductive reasoning method. According to Gronfors (1982, 31) one of the
most important features in inductive reasoning is to find a general model or factor

that links the empirical evidence to each other.

This research uses a case study approach to gather empirical evidence. According
to Yin (2003, 1-40) a case study can be used as method to gather empirical
evidence, when an organization, group, or a phenomena is used as a target group.
Case studies can be roughly split into four different categories. These categories
are: holistic single-case design, embedded single-case design, holistic multiple-
case design or embedded multiple-case design. (Yin, 2003, 1-40) This study is

performed by using the embedded multiple case-design.

3.2 Research Data

In this research, the case is to study risk management practices within retail
companies in Finland, which is determined through interviews to the management
team members within the selected case organizations. The empirical evidence is
gathered trough theme interviews, which are done using a theme based semi-
structured interview method. Hirsjarvi et al. (2001, 47) names the theme interview
as a method that has been in use for quite a long time and that the theme interview
method is based on a book by Merton, Fisken and Kendall “The Focused Interview”
published in 1957.

Theme interview is a method between an open interview and a form interview
allowing the researcher to focus spontaneously during the interview to specific
topics that can provide important additional information when discussed more into
detail (Hirsjarvi et al. 2010, 208). Simultaneously the themes selected beforehand

ensure that the same topics will be included in all the conducted interviews. As
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mentioned before, the case study provides answers only to specific case companies
in question. This means that the case study is trying to define answers to selected
companies in question and not to other cases that might be studying the same
phenomenon. (Stake, 1995, 4) As mentioned before, in this study there are three

case companies.

The researched phenomenon needs to be understood before any observations can
be made. In the interview phase of the research there needs to be a preliminary
design of the theoretical framework in place. This defines what kind of material
should be collected. (Alasuutari, 2011, 83) The study is focused on creating new
hypothesis around the research rather than testing existing common hypothesis

around the research area (Yin, 2003, 10).

As mentioned earlier, the phenomena studied in this research was of that nature,
that the natural choice of material for analyses were interviews. Four people were
interviewed for this study. The interviews lasted approximately one hour and the
interviews were recorded and documented so that they could be used for content
analysis. This means that the text was the unit of analysis and elements such as

tone of voice were not analyzed.

According to Alasuutari (2011, 84-85) when making qualitative research it is better
to collect data that allows different views of the research phenomenon. Thus, the
researcher can change his or her point of view during the research if necessary.
The collected data is often quite varied, because it often includes reports from
different sources and can be very detailed (Alasuutari, 2011, 84-85). The researcher
needs to make decisions about the content in order to decide which conclusions

and remarks are relevant for research in question (Stake, 1995, 49).

In a semi-structured theme interview the researcher may change the format and the
order of the questions during the interview. However, during the interview, the
selected themes must stay the same during the whole interview. (Hirsijarvi et al.
2001, 47) In this study the empirical data is gathered through interviews from three
different Finnish retail companies. The interviewees were management team

members of the respected companies or members on a managerial level. The CEO
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of the each case company was present in the interview and for Company B, the
legal and risk management manager participated also in the interview. The case

companies are presented in chapter 4.1.

The case companies were selected from different retail industries to include
diversity. All of the three are among the top three market share holders in their
respective markets in Finland. The companies were initially contacted via e-mail and
the interviews were scheduled after the companies had agreed to participate in the
research. Data was also collected from risk management reports and
documentation of the case companies, when available. Risk maps and reports with

key risk indicators were collected as part of the data gathering process.

The themes for the semi-structured interview were carefully selected from the basis
of the literature review. The interview had five themes where the discussion was
planned. The themes selected to be included in all interviews and data analyses

were the following:

e Risk management process

e Risk reporting

e Data gathering for risk management
e Business effects of risk management

e Future of risk management

The themes and some example questions were sent out to the interviewees in
beforehand so that the interviewees could prepare for the interview. Two of the
interviews were carried out in the headquarters of the specific company and one of
the interviews was carried out as an interview via mobile phone due to scheduling
difficulties. The interviews were carried out in Finnish because all of the interviewees
were native Finnish speakers. All the interviews were documented also to a written
format. The selected quotes were then translated in to English during the
documentation. One of the companies delivered also risk management
documentation as material for this thesis. This material will not be published as part
of the research but is used as unit of analysis and evidence for the empirical
findings. All the interviews lasted for approximately one hour. Hand written notes

were also done in case that the recording would not be successful.
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After the interview were done, the results are divided in to categories of the
previously mentioned themes. After results were gathered and documented in to
categories around the chosen themes, the results are analysed across different
case companies and existing literature around the theoretical framework. The study
aims to analyse common factors between the chosen case companies around the
chosen themes. Total amount of material gathered from the three interviews and
risk management documents from the case companies was about 25 pages. All of

the data gathering and documentation was made by the interviewer.
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4 Empirical Findings

In this section, the chosen case companies are overall examined and also the
material collected from the case companies are analysed. The aim is to demonstrate
the processes used in the case companies and to analyse the empirical findings.
Another aim is to analyse the data to find out if there are important similarities or
bigger differences between the companies. The outcome of this is the capability to

answer the sub-research questions and lastly the research question itself.

Firstly, the case companies are quickly introduced before moving to the central
issues of this study. The first topic is the risk management process and how it is
organised in the companies. The second topic is what kind risks the case companies
view as part of operational risk management. The third topic introduces how the
case companies gather information to support the operational risk management and
controlling of these risks. The final topic in this study is cross case analysis which is

done after general analysis of research results.

4.1 Introduction of Case Companies

In this research, the chosen companies are large retail companies based in Finland.
The companies own a large market share on their respective retail industry
segments. Though the case companies are all from retail industry, they sell different

products to consumers thus not competing against each other.

The chosen companies are all among the top 3 largest companies from their own
specific area. All companies in this study chose to stay anonymous. Therefore, the

companies will be demonstrated later in this study the following way:

e Special products retailer — Company A
e Consumer goods retailer 1 — Company B

e Consumer goods retailer 2 — Company C
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Special Product Retailer - Company A

The market of Company A is based on a specific product and service products
related to this very specific product. Most of the revenue comes from this specific
products which is also produced by this company by a separate production facility.
However the growing part of the business comes from service products. These
service product support the selling of products thus complementing the product
revenues. According to the interviewee the market is quite mature and highly
completive in Finland. At the time of the study the company was the largest in terms

of markets share in the Finnish market.

The data was gathered through several sources in the company. Firstly, a semi-
structured interview was conducted with CEO to get the big picture of the risk
management process and different risk management reporting used in the
management on the company. Different reporting templates and scorecards was
gathered from within the company to get a better view of the different key risk
indicators used in the company. Short interview was also conducted with the CIO
and supply chain director about the different reporting templates in IT and supply

chain.
Case Company A in brief:

e Revenue 2016: 107 million euros

e Employees 2016: more than 1000 employees

Consumer Goods Retailer 1 Company B

The Company B is a retailer chain in the grocery store market. The size of the retailer
is considerable in the Finnish market and it is one of the four largest grocery store
chains located in Finland. Next there are some financial figures of the case
company. In Company B the interviews were conducted with the CEO and Risk and

Law Department Manager.

Case Company B in brief:
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e 2016: Revenue: over 1 billion €

e 2016: over 4000 employees

Most of the market share in the grocery store market is owned by the top five
companies in the market, so the market is quite mature. However, the market is still
highly competitive and according to the interview new aspects of competition

emerging to the classing market more and more such as e-commerce.

Consumer Goods Retailer 2 as Company C

Company C is a family owned company that sells fabrics and different services
related to these fabrics. The company has the largest market share of its own
market. The yearly revenue of the company is approximately 30 million euros. It
employs over 400 employees in Finland. The large difference to the other two case
companies is that the company is a family owned company and its yearly revenue
is significantly smaller. In Company C the CEO was the only interviewee. During
interview the CEO stated that the target and the culture of the company is to be

agile.

The organisation of the main operations of the company follows the agile
philosophy. For example, the organisations have certain people who are
responsible for sourcing of sales operations and they answer directly to the CEO.
According to the interview the idea is to keep the organisation informal and as quick
and agile as possible. The effects of this can also be seen how the risk management
in organised in the company. The competition environment is tight but is not

concentrated on large competitors but more on a lot of smaller companies.
The Company C in brief:

e 2016 Revenue over 30 million €

e 2016 employees over 400 employees
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4.2 Risk Management Process

Company A

Based on the analysis of the material gathered from Company A it can be concluded
that it uses a centralized risk management process. The centralized process is
relatively new and it has been in use for two years. The risk management process
has been a part of a business continuity plan project, in which a centralized risk map
has been identified. “We started thinking of risk management in a new way during
business continuity project” concluded the interviewee from Company A about their
risk management process. The process has since been conducted annually. This
process is owned by the management team who also sets up guidelines for risk

taking in the organisation.

“Our risk management process is centrally co-ordinated, we have a specific role a
Crisis Manager with that task” stated the interviewee about responsibilities related
to risk management in the company. In other words the risk management process
of Company A is centrally managed by a nominated role, a Crisis Manager who
gathers all the organisational elements and representatives of business units
together to workshops. The resources from each organisation are selected by the
management team members, who manage the organisational element. The Crisis

Manager facilitates the workshops with the organisational teams.

“Each risk receives a risk owner in this process” states the interviewee about
assigning risk owners in risk assessment. In the process each major risk receives a
risk owner who is responsible for monitoring the risk and risk mitigation. This is was

seen as one key element of the risk management process of Company A.

According to the interviews the overall strategy also gives direction to the risk
appetite and risk management process during the year. The management team has
strategy meetings few times a year where the overall strategy is being reviewed.
“This is done annually in one of our strategy meetings” stated the interviewee about
annual objectives and review for risk management. Therefore risk management is

included in the agenda at least once a year. The formal risk management meeting
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is also part of the yearly management team agenda, where the management team
sets objectives for future risk management purposes. In the interview it was further
stated that in this meeting the management team also review the risk assessments

done by the teams within the organisation.

“The importance of experience should not be underestimated” emphasised the
interviewee about the importance of experience based knowledge in risk
management. According to the interviewee the teams use their experience and data
available to assess different risks in their organisational area. It was highlighted that
this experience should not be underestimated. Additionally, it was emphasised that
utilizing experience based knowledge in risk assessment is often a better tool than
using data to assess likelihood for different risks.

These assessments take place in the organized workshops. This is partly due to the
reason that in some case sophisticated data analysis is not available cost effectively.
It must be mentioned that investment to risk management as well as other areas
must provide value to the company. If the investment does not provide value the
capital should be used to other parts of the business.

“We have a scale to value risk in the workshops, which takes account impact and
probability” mentions the interviewee about how risk is assessed compared to each
other. This states that the assessment is made by first identifying the risks, then
giving a probability estimates and an impact estimates to the risks. It was further
stated that these two elements calculate the total value of the risk to the
organisation. In the workshops, the teams also plan a risk mitigation tasks and
assign risk to a risk owner who is responsible of starting the mitigating action and

communicating the scenario forward.

The centralized risk management process conducted in Company A is close to the
generic ERM process described earlier in this thesis (2.2). The high-level risk
management process used in Company A is described in the next Figure 11.
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Management sets objectives

Risk identification in workshops

Risk assesment in workshops

Risk mitigation defined in workshops

Risk controlled in operational units

Management team reviews results and makes
possible adjustments

Management team approves risk assesment

Figure 11. The risk management process of Company A

In this risk management process, the teams also divide risks in to different classes
according to their type. The following risk types were observed from the
documentation during the research:

e Personnel risks
e IT system risk

e Process risk

e Financial risk

e Contractual risk

e Hardware risks

Most of these risk classifications fall in to the category of operational risk

management described previously in the thesis.
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After the risk assessment workshops have been conducted the Crisis Manager
presents the results of the workshops to the management team. “After the first
assessment phase is finished we as a management review the results and make
sure that the risk map is correctly balanced” stated the interviewee about the role of
the management team after risk assessment. The risks that have most significance
are reviewed by the management team and included in discussions to decide if the
risk significance is within the companies risk appetite or if more powerful mitigating
action is needed. After the annual process has been conducted there is very limited
centralized communication regarding the risk management process. Risks are being
monitored in the operating organisations. All of the risks have a risk owner assigned

who is also in charge of monitoring the risk exposure.

The risk management process of Company A is designed so that the risk
management does not fall in to silos to different organisational units such as sales
and marketing, but the risks of different units are transparently documented and the
risk map is reviewed by the whole management. “One thing is, well we could
develop the monitoring between risk management cycles further with early
indicators or similar” stated the interviewee about future improvement areas. That
is currently identified as the biggest improvement area that should be developed
further. Based on the interview material it can be stated that the risk management,
internal controls and risk indicators of Company A should be linked together more
clearly. Also, the communication and transparency of the risk management process

could be emphasized further.

“We also have a structure for risk management in our bigger projects that could also
be stated in this topic” stated the interviewee about another risk management area
that is also linked overall risk management. Large projects also have a risk
management process included in the project governance. According to the
interviewee all significant projects have a separate risk management process. The
results are followed by the steering committee of the project which always consists
of a management team member. These risks are also taken in to account in the

enterprise wide risk management cycle.
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Company B

Risk management of the studied Company B is based on the overall strategy that
the company is following and to ensure business continuity. “We start with business
continuity but of course you need to think about strategy as well” stated an
interviewee about the basics of risk management. The strategy aligned goals are
set by the management of the organisation and risk management is a vital part of

overall strategy setting.

‘We have a function which co-ordinates risk management to operative
organisations” stated an interviewee about centralised risk management in
Company B. Company B, similar to Company A uses a centralized risk management
process. Nevertheless, what differs in this process from Company A, is that it is
based on continuous risk controlling in the operative organisations instead of annual
process cycles. “The business needs to own the risk because they are close to what
is happening” mentioned an interviewee about risk ownership. This concludes that
inside the operating organisation, the management is responsible for the risk
management of their specific department. Those responsible are called risk owners,
because they have ownership of the risk. There is also a centralised risk
organisation which co-ordinates the risk management process. This organisation
gathers risk assessment and other risk information in workshops and in meetings
with the operating organisation. The idea behind this is that the risks do not get stuck

in silos in the organisation and can be communicated throughout the organisation if

necessary.
Risk owners risk Risk owners risk Risk owners risk Risk owners risk Risk owners risk
assesment assesment assesment assesment assesment

4

Legal and risk
management

Figure 12. Presenting the risk assessment in Company B
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The process described in Figure 12 above is a continuous process which is
conducted as part of the regular business process. Risk owners are responsible for
the assessment and do this with their experience based knowledge. Also, data can
be used in risk assessment if applicable. In the interview, it was emphasised that
even if there is a process specifically set for risk management, it needs to be done
by every employee in the organisation. “It needs to be in the DNA of everything that

that the company is doing”, states an interviewee of Company B.

The objective of the risk management process is to identify risks in every part of the
organisation. “Of course we identify risk everywhere it is needed, stores, projects
incidents among others” mentioned an interview about different types of risk. This
means that risks are also identified in different levels; from high level strategic risks
to lower level risks such as employee safety risk. The objective is to identify different
risks also in between these different types. As an outcome, different levels and
different categories for the risk are identified. In Company B the risk owners are
responsible for this identification process and the identification is co-ordinated by a
centralised risk organisation. This organisation also advices and co-ordinates the

planning of risk mitigation actions which are identified for the assessed risks.

Company C

Company C is the smallest of the three studied companies. In difference to the
previous two case companies, this company does not have a centralized risk
management department or organisation. However, the management team of the
company is highly involved in the risk management. In the interview, it was stated
that the big idea of risk management is to make sure that the business can and will
be run in the future. “Business continuity is the main target of risk management and
this is connected to our strategy” summarised the interviewee. In other words,
business continuity is the leading idea behind the risk management process but it
was further stated that strategy work is also lined to risk management.
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The risks are owned by a manager from each organisation unit. That person is in

charge of assessing the risk and of planning any possible mitigating action.

“We do not have a large backend organisation, the managers work close to the root
level and | work with them continuously. We have a lot of formal and informal
meetings” explained the CEO. This means the CEO of the company is highly
involved with the operational units and that was identified as one of the strengths of
the governance process. The different organisational units are in interaction daily
with formal meetings but also informal meetings but as the risk management and
assessment process is not centrally monitored, the activities are not that structured
as in Case Company A and B. The information is spread through the organisation
in these formal or informal meetings. This is seen as a means to reduce the risk of
having the risks scattered into silos in the operating organisations and thus not

communicated properly to other parts of the organisation and its management.

4.3 Risk Reporting for Operational Risk Management

Company A

Company A has quite a large amount of risk indicators currently in use. These risk
indicators control risk exposure to operational risks. According to the CEO interview
these sort of risk indicators are used when measuring system risk, person risk and
process risk. Currently this information is mainly stored in the operating
organisations and separate monitoring reports used by the operating organisation.
The indicators are also reviewed with the management team meetings. Figure 13,
shown on page 58 presents different risk indicators that are in use in different

operational units in the organisation of Company A.

In the interview of Company A, it was stated that there is still need for more
developments for early warning signals in the organisation: “We would still like to

have more early warning indicators available”. From this it can be interpreted that
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Bl is not included in the way to support risk management as it potentially could. “/
think if we are looking at dashboards we are too late”. According to the interviewee,
the indicators should be built in such a way that it would provide signals for future
scenarios, rather than relying just on historical incidents or data. The interviewee is
aware of that simple KPI or scorecard view is not enough. The argument for this is
that it shows only historical information and does not forecast the possible future

scenario, which is important especially in risk management.

Management needs to have visibility to future based on input including risk
indicators or early warning signals. In the interview, it was also stated that “retail is
detail’, meaning that details matter and these kind of early warning signals could be
useful for the management of the organisation. However, it was further stated that
the organisation does get these indicators already from the field from its employees
but in a less systematic way. The management is constantly listening to the market
and the field for what are the possible risks that are rising from the competition:
“Well, we have very good processes, our management team monitors the

competition constantly and acts if it is needed”.

“Yes, values most divinely have an important role in managing risks” emphasises
the interviewee. In the interview, it was further stated that in case of personnel risks,
management and the values of the company are often the best risk mitigating
activities that in the interviewees experience the company can do. It is difficult to
measure the likelihood of key people leaving the organisation. Although if the people
are managed right they share the company’s values and they are satisfied with their
challenging tasks, they are likely to stay in the organisation for considerable amount

of years stated the interviewee.

The company CEO stated that risk reporting is best used in fields of production,
finance, IT-systems. These can provide early warning indicators where the company
may react to risen risk values. Also, the marketing economic review process used
for analysing sales and campaign success indicates quite quickly if there is an
expected spike in orders coming from the stores. Then production can react to this
by adding personnel or by adding an extra shift. If the review sees that there are
quite little amount of orders produced by the campaign, then it is investigated has
websites and stores received traffic and the corrective actions are started
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accordingly. There is a constant analysis of the current campaign lessons are being

learned with each and every campaign.

Next Figure 13 shows the main key risk indicators in use in Company A and which

risk they control. The information was gathered both from interviews and

documentation examples of the risk reports.

Operational risk class

Exposed risk

Key risk indicator

Source

Process risk

Production is not efficient enough
to support organisation

Unit cost per product

Datawarehouse

Process risk

Goods are not delivired to the
customer on time

Customer order lead time

Ordering system

Process risk

Goods are not delivired to the
customer on time

wip

Ordering system

Process risk

Production is not cost efficient and
reduces financial profit

TC efficency

Ordering system + HR system

Process risk

Quality of production is not good
enough, causing dissatisfied
customers

Production rework %

Lab management and ordering
system

Process risk

Quality of production is not good
enough, causing dissatisfied
customers

Internal breakage

Ordering system

Process risk

Quality of production is not good
enough, causing dissatisfied
customers

Store rejection

Ordering system

Process risk

Production does not have enough
resources to meet the ordering
demands

Order forecast

Ordering system

Process risk

Production bottlenecs cause
delivery time to increase

Job in jobs out

Ordering system

Process risk

Inaducate security in stores

Theft

Datawarehouse

Process risk

Fradulent behavior in the company

Internal audit findings

Internal control reports

IT-system risk

IT-systems are not meeting the
demands of the organisation

Incident monitorig for each system

Operational system

IT-system risk

IT-network does not support sales
processes in stores

Incident monitorig for each system

Operational system

IT-system risk

Software of the organisation are
difficult use causign difficulties in
processes

Incident monitorig for each system

Operational system

IT-system risk

Server shutdown causing business
continunity risk

Server monitoring tool alerts

Operational system

IT-system risk

IT-system suppliers are not meeting
there contractual requirements
causing problems in development
of business

SLA follow-up

Operational system

The company is not seen as a

HR risk attractive employer Turnover of emplyees Operational system
Company is working with low HR
resourcsing causing too much stress

HR risk on the employees Sick leave figure and turover Operational system
Key resources leave the company

HR risk causing a knowledge cap Magement turnover is monitored Operational system

Figure 13. Risk indicators in Company A

There are risk indicators in place for all key operational risk management classes in
Company A. External risks are mostly controlled trough competitor analysis, so

these do not have that many quantitative indicators in place. It is important to note
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that Company A uses a lot of different source systems to supply these indicators,
so there is in some cases manual work to combine different data and also there are
numerous reports for risk management and control purposes in place. Manual work
might always add the risk of human error. The nature of the information gathered
can be either quantitative or qualitative.

Company B

Based on the interview Company B takes risk controlling very seriously and it is
seen to be a part of the responsibilities of each individual who works for the
organization. Risks are owned by risk owners from each operating organization and
they indicators in place where the monitor the risk exposure for their operational
organization. Next Figure 14 states the identified risk indicators from the study of

Company B.
Operational risk class Exposed risk Key risk indicator Source
The value and the amounts of store goods does o . -
, Demand plannig indicators  |Operational system and qualitative assesment
Process risk not meet the market/customer demand
Too many goods are ordered to the central .
, Inventory turnover Operational system
Process risk warehouse or stores
Too many goods are ordered to the warehouse .
, . o, Amount of lost goods Operational system
Process risk causing rotting in fresh goods
. ) Customer satisfaction
Customer are not satisfied of the service . )
, indicators + report from Operational system
. provided by the stores .
Process risk customer service
Process risk Suppliers are not delivering the goods on time |Supplier service levels Operational system
IT-systems are not meeting the demands of the (Incident monitorig for each .
. - Operational system
[T-system risk organisation system
IT-network does not support sales processes in |Incident monitorig for each .
) Operational system
[T-system risk stores system
Software of the organisation are difficult use |Incident monitorig for each .
. e Operational system
[T-system risk causign difficulties in processes system
IT-system suppliers are not meeting there
contractual requirements causing problems in |Service level follow-up Operational system
[T-system risk development of business
The company is not seen as a attractive
HR risk employer Turnover of emplyees Operational system
Company is working with low HR resourcsing
HR risk causing too much stress on the employees Sick leave figure and turover  |Operational system
Training of the emplyees is not done efficiently
causing the employee to work differently to the
HR risk company procedures. Each training is assesed Qualitative assesment
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Figure 14. Risk indicators in Company B

The Company B organization has control points and indicators for each operational
risk management class. The risk management seems to be mainly human driven.
Automated key risk indicators, which would work as warning signals to the upper
management are not in place in the company. “We want the risk management to be
part of the operations and reaction time needs to be fast” stated an interviewee
about why the risk so driven by operational units. It was further stated that it is a
conscious decision that the responsibility of risk management would stay very close

to the operational units.

The good part of this operational approach is that the operational unit can start
mitigating actions as fast as possible and there is no need to wait for any approval
cycle. On the other hand, as the process is not that well-structured, there is a risk
that the risk management is not done in such a systematic way, which might also
result as limited transparency to other organizations and lack of documentation.

Also the possibility for human errors is present as automation is not in place.

The study of Company B was limited to one interview with the organizational
management, so the visibility to the risk framework was based solely on this
information source. As there was no supporting documentation available, partly due
to the way the risk management is done in the company, no deep dive analysis
could be made to the risk framework of the organization. According to the findings
from the conducted interview it seems nevertheless that there is a risk control

framework in place and it is serving the Company B well.

“We should have more detailed information about managing risk for fixed assets in
the store” stated an interviewee about the future developments for risk
management. The interviewee continued that the need is to better prepare the
possible breakdown on the fixed assets since the assets can be quite expensive in
terms of investments not only in terms of the lost asset but also in terms of lost

revenue and customer satisfaction.

Company C
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Company C has a quite agile way of managing risk in comparison to the two other
case companies, meaning no systematic processes similar to case Company A and
B are in place. This is made possible according to the interview by a very agile
organization. Each organizational unit has a manager who is also the risk owner of
the operational organization. The risk owners do have data available for risk
assessment but there are no formal risk indicators in place. “Yes they do use
reporting” stated the interviewee in Company C. The risk owners do use key
performance indicators as a tool to assess operational performance. From the
interview, it was identified that the indicators were also used partly as risk
management tools. Next Figure 15 below demonstrates which performance

indicators are in place for risk management purposes.

Operational risk class |Exposed risk Key risk indicator System
Process risk The quality of the supplied goods are not on an |The goods are assesed on
adequate level arrival and all issues are
documented Manual
Process risk The suppliers are not delivering goods on time  |Monitoring of suppliers
Manual
IT-risk [T-systems are not meeting the demands of the [Documented in service
organisation desk Operational system
IT-risk [T-network does not support sales processes in |Documented in service
stores desk Operational system
IT-risk Software of the organisation are difficult use Incident monitorig for each
causign difficulties in processes system Operational system
IT-risk [T-system suppliers are not meeting there SLA follow-up
contractual requirements causing problems in
development of business Operational system
HR risk The company is not seen as a attractive employer Turnover of emplyees Operational system
HR risk Company is working with low HR resourcing causing  |Sick leave figure and turover
too much stress on the employees Operational system
HR risk The employees are not trained properly causing bad  [Each training is assesed
customer service and sales Manual

Figure 15. Risk indicators in Company C
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Company C has risk indicators in place for all operational risk management classes.
Quite a few are manual controls that are monitored in the operational organization.
“We have more data in IT and HR maybe that in others parts” emphasizes the
interviewee. IT risks and HR risks have more system data integrated as part of the
risk controlling. This would serve as a base to further utilize Bl to support risk

management.

“If the risk owner identifies a risk scenario it is his responsibility to flag this” mentions
the interviewee about role of risk owners. This means that Company C relies quite
a lot on the risk owner to flag possible risk scenarios and less on the automated
indicators that would provide the upper management information on the risk
exposure. “We need also to think about the cost and benefit here” states the
interviewee about missing risk indicators. According to the interview this is a
conscious choice because it is seen that the risk management is operating quite
well and to atomize risk management to a system might take quite a big investment

which at the moment is seen no to provide enough value for investment.

4.4 System Architecture in Risk Management

Company A

The data architecture for risk management is quite spread out in the organisation of
Company A. The organisation has a data warehouse in place, which provides data
for risk management in sales department in the form of store administrative
scorecard. The rest of the data comes from different source systems and they are
in use in the operational organisations. Excel is used for data publication in lot of
the reports. This is also used as an analytical application for the information that
retrieved from the data warehouse. The next Figure 16 illustrates the data

architecture for operational risk management inside the organisation of Company A.
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Report Report
Data warehouse
Operational Operational
system system

Report

Operational
system

Figure 16. Risk data architecture for Company A

Operational
system

According to the interviewee the architecture of Company A serves the company

quite well. In the interview, it was stated that there needs to be good benefits for

combining the data in to a single source. If the data would be combined to a single

dashboard there needs to be value for the organisation. The data should not be

combined for just the sake of combining it in to a single warehouse. The data is

being used by different organisational units which then report to a management

team member. This way the information is being shared weekly in management

team meetings, even if there is no centralized risk dashboard in use. However, it

must be stated that the risks identified in the risk management workshops do not

have a link to the risk indicators. It seems that the organisation is watching the risk

exposure on quite a detailed level and a lot of different risk indicators are in use.

Company B

When the topic of risk architecture is discussed, the interviewee from Company B

explains: “We do not have a centralised solution to gather data at the moment”.

Further it was stated that finance department is responsible for lot of the reporting
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and data combining. The following Figure 17 models the system architecture in

place for Company B on a high level.

Report Report Report Report
Operational Operational Operational Operational
system system system system

Figure 17. Risk data architecture in Company B

The risk management IT-architecture for company B does not involve a centralised
data warehouse. The data is gathered from operational systems and is combined
manually by the controlling team of the organisation or by the operational manager
or analyst. From this it can be stated that Company B uses quite a lot of business
intelligence and information sources. This is used to monitor and control risk but a

centralised solution so there is quite a lot of manual work involved.

“Our controlling team helps with the analytics and combining data from different
sources” states the interviewee about how data is analysed and combined. The
main tool for combining data comes from excel reports. This is seen as an effective
tool. There are some information systems which provide reports straight from the

system.

Company C
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“We have a reporting system which gather data from other systems as well, but it is

mostly connected to sales” explains the interviewee of Company C about the data

gathering architecture for risk management. The following Figure 18 models the

system architecture in place for risk management of Company C on a high level.

Report

Report

Report Report
Reporting system
Operational Operational
system system

Operational
system

Operational
system

Figure 18. Risk data architecture in Company C

Company C uses numerous operational system for gathering data regarding risk

assessment and management as seen above in figure 18. This operational data is

viewed straight from the system by the risk owner or the data is exported to another

solution. There is also a reporting system in place, which gathers data from

operational system regarding sales for example. There is however not a data

warehousing solution in place to combine and transporting data to a single platform.

There are multiple analytical application and excel is quite common according to the

interviewee.

4.5 Analysis of Findings
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The starting point for all three case companies for risk management is strategy. All
of the interviewees recognised that risk management is always connected to the
company’s strategy. Especially, to managing operational risks, strategy was always
connected. The message is that risks should be taken but in a controlled way and
how it is controlled is defined in the strategy of the company. The same elements
are also recognised in the enterprise risk management model (COSO, 2004) and in
Beasley et al. (2010) study of the key risk indicators. It is a sign of a good
understanding of how risks effect on enterprises and how they can be controlled.
There was some variety in the understandings of what can be achieved with good
risk management. All of the companies agreed on the link between risk
management and strategy, as summarized in the below Figure 19. Company C
emphasised the most that business continuity is the leading idea and that the
purpose of business continuity is to make sure that the company can continue in

competition.

Manage potential l oAl e

risks

Figure 19. Strategic role of risk management

Risk management is something that is seen to safeguard the implementation of a
company’s strategy. Because risk management has a strategic role it is seen by all
interviewees as something that effects everybody in the organisation. This is also
something that follows the enterprise risk management approach. Risk
management is not something that is only done by the executives of the company.
It affects everyone from the common salesperson from the shop floor to the CEO,
and it gathers input from all over the organisations, even if the decisions might be
made on a higher level. It has to be stated that the Moeller (2007) states that COSO
framework expects more upper management involvement that there is currently in

Company B.
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Another key result worth to highlighting is that, even if the role of risk management
is understood in quite similar way, the risk management process is organised
differently in the three studied companies. Company A uses an annual centralised
approach for risk management in the entire enterprise. The process is started by
the management team and co-ordinated by the crisis manager of the organisation.
Company B has a centralised organisation which co-ordinates the risk management
process as part of the regular business process. The centralised organisation

reports to the management team as part of the regular communication process.

Company C does not have a centralised approach and the risk is management takes
place in the operating organisations. In the interview, the Company C CEO stated
nevertheless that he is constantly involved in monitoring of risks with the risk
owners. Differing both from Company A and C, Company B approach relies to the
operating units to assess the risk and Risk management organisation only consults
and co-ordinates the operational units. Company C uses an agile organising model
and relies that the daily routines are handled by the core team and communication

of possible risk scenarios and high-risk exposure.

In comparison to the other company models, Company A has the most centralised
model which shields the risk management process from risk siloes and upper
management is involved in the work but still assigning risk ownership to business
units. Company C process relies heavily on the operating organisations which
increases the possibility that the risk kept in silos. However, as Company C is the
smallest company from the three case companies, if it succeeds in being agile
enough the communication can still work between the organisational units. To
confirm this idea, a new study should be taken do determine if there is a connection
between a working ERM process and the size of the company.

All three of the studied organisations do operational risk assessment and
management as part of the regular operational process. All three organisations
separate risk in to different categories. All of the categories identified by Jarrow

(2008) were assessed as a part of the operational risk assessment.

e People risk

e Process risk
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e System risk

e External risk

The risk assessment was also seen as being a part of the regular business process
in all case companies. Risk assessment and management is part of the regular day
to day duties. Even if there is a centralised enterprise risk management process like
in Company A, risk management is seen to be a part of regular action of the

operating units.

Risk ownership was also something that is present in all of the studied
organisations. Each identified risk has always a risk owner, who is usually from the
operating organisation. This can be interpreted as a good understanding of risk
management process as without owners the monitoring tends to glide into nobody’s
hands. The risk owner is as well often the best expert to manage the risk exposure
of the identified risk. The risk owner is also responsible for the possible risk
mitigation plans. Risk ownership is seen crucial also in the literature of Enterprise
risk management such as Moeller (2007). Company A had a ready risk mitigation
plan for the most the most predominant risk that are identified in the enterprise risk
management process. Company B and Company C had ready risk mitigation
actions for some of the assessed risks. All of the companies had pre-emptive risk
mitigation action for major risks in SCM and finance. Additionally, all of the
companies do risk assessment from the perspective of business continuity. This

approach seems to cover lot of the operational risks.

The data used currently in operational risk management and for risk controlling
purposes is gathered from different operational units and operational systems in all
the studied companies. Two of the three studied companies use an ETL process to
gather valuable information and combining them from a single system. Only one of
the three studied companies use a data warehousing solution to gather data to a
single data warehouse solution. March et al (2007) argued that many smaller
companies tend to favour only operational systems to centrally gathered solution,

therefore it came as a surprise that Company B the largest of the studied companies
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is totally depended on operational systems and Company C has a reporting system

which fetches data from other source system with an ETL process.

All the three companies have the need for gathering data into a single format,
because the data is currently gathered from operational systems and quite often
manually combined if any combining of data is needed. A good BI solution could be
effective for all three companies for risk management purposes because a good
solution gathers strategically important data that can be then used for risk
management purposes also. (Wiliams and Williams, 2007) When taking into
consideration the financial figures of the companies, it came as a surprising finding

that Bl was not used that efficiently to support risk management.

Regarding analytical tools the most common tool for analysis in all of the studied
organisations was Microsoft Excel. This is often used to combining data and
publishing risk reports. Company A and C did have some centralised risk reports
which come from a data warehouse and combine data from different source. This
finding supports the existing finding of Davenport et al. (2007) which stated that by
far the most used analytical tool is still Excel.
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5 Conclusions & Discussion

The final chapter presents the conclusions of the study. The conclusions presented
are based on the empirical findings of the research and the empirical findings are
compared to earlier literature and research. This chapter also answers the research
guestions, the research questions are answered next in the theoretical implications
chapter. The validity and reliability of the research is analysed after the theoretical
implications are discussed. Limitations and suggestions for future research are

presented at the end of this chapter.

This thesis studies how operational risk is managed in three different retail
organisations in Finland. The study focuses on how risk management process is
organised in the organisation, how information is utilized in risk management and
do the studied organisation have an enterprise wide approach or an organisational
unit approach. The data gathering to support risk management process is the
second large entity that this study is focused on. Third entity is data architecture and
does that support the risk reporting and assessment needs that company faces

inside the risk management process.

5.1 Theoretical Implications

The first sub-research question to solve the research problem was how risk
management process is organised in the studied organisations. The risk
management process is organised somewhat differently in the three studied
organisations. Company A has the most centralised approach from all of three
examined companies. The process is organised in a similar way that the COSO
(2004) ERM process and matches therefore best with the theoretical framework.
This means that the company has a centralised unit, which co-ordinates the risk
management and assessment work. There is also a determined interval in the risk

management and assessment activities. These activities are done in a form of
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workshops, which are done annually. The risk monitoring is done continuously by

the nominated risk owners and the process is a continuous process.

Company A has a centralised approach and the upper management is also involved
in the process. Blumme (2005) stated that in the assessment phase of the risk
management process the teams define gross risk and net risk is defined after
management review. This is something that is also present in the risk management
process of Company A. Company C also has quite a lot of management presence
because the CEO is highly present in the risk management. Company B has a co-
ordinated unit which consults the risk owners but the owners define the possible risk
themselves solely and mitigations are not systematically taken in to account. The
process in company B could be improved by linking the risk mitigations scenarios to

the risk assessment to define net risk.

Company B has the second most centralised process from the three studied
companies. There are familiar elements from the COSO ERM process, but the
process is built differently. The legal and risk management entity co-ordinates risk
management and assessment with the operational risk owners. The difference to
Company A is that it does not have an annual formal risk assessment process, but
risk assessment is done continuously by the risk owners and changes in the internal
environment is reported to the centralised unit. The visibility across the organization
to risk management and monitoring is according to the results is good, but based
on the theories used in this research it can be questioned. The monitoring glides
easily to operative level only, which might weaken the role to support strategy. This

is something that could be improved in Company B process.

Company C has the most decentralised approach from all three studied companies.
The risk owners are all responsible for risk assessment inside the own operational
unit. They communicate changes directly to the company CEO. The risk elements
The CEO is also very much involved to the operative work. This is mainly due to the
smaller size of the company. The literature of enterprise risk management such as
Barton (2001) and Moeller (2007) suggest that the model of Company C is quite

vulnerable for risk silos. The communication between organisations is depended on
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agility of the organisation. A structured process with documentation would bring the

process closer to the enterprise risk management model.

All three companies have all assigned risk owners to different operational risks.
They all have some level of co-ordination which reduces the silo effect that can
happen in decentralised risk management. As Company C has the most
decentralised model, the risk for silos and blind spots is most present. Even if the
interviewee assures there are no such visibility limitations, theory suggest different
and further investigation would need to be done in order to out rule or confirm that
assumption. In all three interviews risk management is seen as an important tool of

managing a successful retail company.

Based on the research findings it can be recommended for Company C to start
developing the processes once the financial figures grow closer to the scale of
Company A and B. The ways of organizing the risk management in the case

companies is summarized in the Figure 20.

Company A Company B Company C

Centralised Semi-centralised Decentralised

Figure 20. Organisation of risk management in three studied companies

All of the researched companies’ base risk management on company strategy.
COSO (2004) ERM process, Beasley et al. 2010 and Lam (2014) emphasise the
strategic role of risk management. From this view it can be stated that the
companies have chosen the right approach for risk management. At the same time
its role is seen as to ensure business continuity. There was some variety of how
much risk management supports the decision making of future. Company C saw the
role for risk management mainly to keep the business running, where companies A

and B saw it to be linked also to the business development and supporting strategic
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future scenarios. The management teams of each case company carefully decide
actions based on the overall strategy of the company and risk is managed within

these strategic limits.

The second sub-research question analyses what kind of data and information is
gathered to support risk management process. All three organisations use a lot of
qualitative data for risk assessment. Personal knowledge based experience of risk
owners and managers is seen very valuable to evade possible risk scenarios that
are found during operational risk assessment and risk controlling. There are also
quantitative data in use in the companies and this seen mostly valuable in the
controlling phase of the risk management process. Gold et al (2001) did state that
knowledge is often found technically but also in other ways which can be identified
as qualitative. Simons (2008) stated that information should be gathered from

several units in the organisation enrichening the analysis.

The results regarding the technological dimension and BI architecture follow quite
closely the model defined by Fraser (2009). As in the model, risk indicators always
have a lot of dimensions and for that reason there needs to be combinations of data
from different sources to have the best result. However the data architecture is not
supported the best way in the studied companies and there for there are a lot of
separate reports for risks in the all of the companies and data warehouse and other
central solutions are used quite infrequently to support the risk management

process.

Different risk categories were identified from all the case companies. The categories
follow quite closely the format that was stated in the literature review such as Jarrow
(2008). These categories are highlighted figure 21 below. These categories are
process risk, HR risk, people and IT-systems risk. External risks were as well
recognized but the research focused mainly on the other categories. The contents
of the categories were naturally to some extent industry related but the main topics
of the categories were similar. Additionally, all of three studied companies have risk
indicators in place and risk owners follow them as a part of the daily management

routine. IT-risk was recognised as part of operational risk management in all of the
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companies similar to Fheili (2011) findings that it-risks should be managed with
other operational risks and not solely by IT-department and IT-people. This is an

important finding because this also suggests that IT-risk is not in a silo.

Operational risk

People risk Process risk IT-system risk External risk

Figure 21. Operational risk classes identified in all three case companies.

Due to the scope limitations, the research was not able to dig to the way of
conducting the daily operative routines but it would be also an interesting approach
of achieving a wider understanding of how the risk management related work in
practise is done in different size organizations and how the experience based

knowledge is captured and managed.

The third sub-research question aims to understand what kind of information
processes support risk management in studied companies. The three studied
companies have different data architectures. Only Company A has a data
warehousing process in place. This data warehouse is linked to a reporting system,
which also used for operational risk management and risk controlling. Company C
has an ETL process which is directly linked to a reporting system, which is also used
for risk management and risk controlling processes. Company B has process which
utilises data straight from the operational systems and does not use a centralised
system to combine data from operational source systems. This part is done
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manually in the company, leaving also room for human mistakes as well as building

the workload of analysing the data.

A finding from the empirical evidence is that the information process described by
Hovi et al. (2009) and Chauduri et al. (2011) is not used to full effect in the studied
companies. The empirical evidence suggest that more work is still to be seen in the
studied companies regarding centralisation. However only Company A had plans in

the near future to add and develop risk indicators further.

The knowledge of the risk owners and operational people was seen an effective risk
management tool by all three companies. The experience gained by managers and
other individuals of the company was recognised by all thee interviewers. This
knowledge is something that is seen as a base for effective risk management. The
knowledge was nevertheless not managed in any systematic way. Data and
reporting tools were seen as more of a tool that the risk managers use to enrichen
this knowledge when making decisions regarding risk management or risk
assessment. This finding supports Gold et al. (2001) theory on three different levels

of knowledge and that all three levels are used for risk management.

All of the three different methods are working based on the research relatively well
in the different companies. In addition, all of the three companies had some areas
where they would like to have more data regarding risk management. In overall it
seems that the three studied companies were confident that enough data is
gathered from the data architecture in place and the process is working relatively
well. Overall it has to be stated that all the companies could further develop the

technological dimension of knowledge.

From the empirical material it can be stated that it seems there is quite a lot different
methods to handle operational risk management on the operational level. The
process seems to differ quite a bit depending on strategy and management of the
company. The risk indicators that are used seem to follow the same classifications
in the organisation and the identified risk classes seem to be the same. However
how the information is gathered differs a lot. The architecture for data gathering
seems to be different and the idea how the data should be collected is different in
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all of the studied organisation. The literature supports the Bl is best collected from
a central data warehouse but is seems that these investments are not yet seen

valuable for risk management purposes.

5.2 Reliability and Validity

Reliability and validity aims to describe the quality of this exploratory research.
Reliability of a study describes how the chosen data collection method or analysis
will produce compatible results with other studies of the same topic (Saunders et al.
2009). Robson (2002) describes four possible threats for research reliability. First is
the participant error, second the participant bias, third the observer error, and the
final threat is the observer bias (Robson, 2002). This study was conducted during a
period of two years where the research topic was thoroughly examined. This gave
time to prepare the chosen interview themes. The interviews were completed in the
later stage of the research. These characteristics lower the possibility of observer

and participant errors.

The method of interviewing left little room for observer error, mainly because the
interviews were conducted by the same person and during a short period of time.
The same themes were discussed in all interviews and the themes were
communicated in beforehand to the interviewees to ensure that they have prepared
themselves to provide answers on the topics. Additionally, these sessions were
recorded and documented into a written format immediately after each interview

session.

There are two categories for research validity, internal and external. The internal
validity examines how the theoretical ideas match with the observations of the
researcher. (Bryman and Bell, 2011). The external validity then tells if these findings
can be generalised beyond the specific case in question. (Yin, 2009). For this study

small generalisation outside of the case firms in question can be done.
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The selection of case firms was made carefully and all the interviewees were
independent. There were other retail companies, which could have been chosen,
but after a careful examination the chosen three case firms happened to be best
available and suitable for this study. What comes to the validity of the information
sources used in this research, the interviewees were management team members,
or executives on the management level of their firms. This selection of information
source turned out to be valid, as they had the proper understanding of both operative
risk management and the links to strategy. None of the initially selected interviewees
cancelled the interview, and all of them chose to stay anonyms in the study. This
research was made independently and was not ordered by any business or

organisation which increases the validity of this research.

5.3 Limitations and Suggesting Future Research

This study focused on understanding, how the three selected retail companies
conduct operational risk management as part of their regular business activities.
The results could have been different if the study had focused on different retail
companies or if there would have been different retail companies that operate only
outside chosen from this study. Also, the geographical location could have effected
on the outcome of the study if there would have been retail companies that operate
globally or outside Europe. The chosen companies all operate in the domestic
market. This study gathered data in form of interviews in two months’ time. It would
have been constructive to gather more data from the companies in additional
interviews or by choosing more companies additionally to this research in order

improve the data quality for the research.

In this study, the focus was on retail companies that operate in Finland. However,
the companies sell different products to consumers and are not in competition
against each other. The differences of the companies did not prevent from

answering the research questions of this research. Nevertheless, when looking
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back, it would have been interesting to study also some companies in competition
from the specific retail are to find out if their competitive advantage to be found in
the risk management process. Additionally, the three companies were different in
terms of size. It would have been interesting to find out if there is truly a correlation
between the company size in terms of revenue and risk management practises but

that would have required additional and most likely quantitative research.

Future research could be done to estimate is there a correlation between the size
of the company and maturity of the data risk controls. Based on this research the
assumption could be made that the smaller the organization is the easier it is for the
organization to communicate with each other on operational developments, at least
according to their own view. Nevertheless, this study cannot make this hypothesis
because there is not enough data collected. A research topic risen based on this
study is knowledge management, as all the companies’ state experience based
knowledge as an important resource for input for risk management. Thus, it would
also be important to research further what are the knowledge sharing practices and
how the knowledge is documented in companies in order to provide the input for

risk management.
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Appendices

Appendix 1. Chosen themes for the interview

1. Risk Management process

2. Data gathering for risk management
3. Risk reporting

4. Business effects of risk management

5. Future of risk management
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