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The purpose of this Master’s thesis is to explore IT support issues in Russian business area
in an industrial company and how those are related to mechanical malfunctions or
breakdowns. The object for this study is to establish IT support model for case company’s
Russian business area. The theory part in this thesis focuses on Information Technology in
industrial companies, its complexity of numerous IT systems and IT operating model.

Research methodology of this study is a practical approach to collect quantitative issue data
and analyse it. Understanding of the background and theories of the research problem are
essential parts of the project, therefore first part of the study describes theory of IT
management processes and support functions in an industrial company. Research data is
taken from case company’s I'T management tool recorded between 2016 and 2017.

The results show that due to complexity of IT systems in mechanical engineering field, it is
essential to have a sufficient IT support model in place. This model can prevent company
for losing money or customers. In terms of establishing a sufficient IT support model,
different options are taken under observation in this study regarding resource planning.
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Taman diplomityon tarkoituksena on selvittaa, millaisia IT-tukipyyntoja teollisen yrityksen
Vengjan toiminta-alueella on sekd miten ne liittyvat mekaanisiin héiridihin tai
kayttohairidihin. Tutkimuksen tavoitteena on rakentaa IT-tukimalli esimerkkiyrityksen
Vengjan toiminta-alueelle.

Tutkimuksen teoriaosassa keskitytaan teollisuusyrityksen informaatioteknologiaan, siihen
liittyvien IT-jarjestelmien monimutkaisuuteen seka IT operaatiomalliin.

Tyon tutkimusaineisto keratdan méaarallisella tutkimusmenetelméalld. Tydn ensimmainen osa
kasittelee IT-johtamisjarjestelmid, niiden monimutkaisuutta ja tukitoimintoja, silla on
erittdin tarkedd ymmartdd tutkimusongelman tausta ja teoria tutkimustydn edetessa.
Tutkimusaineisto  koostuu esimerkkiyrityksen vuosien 2016 ja 2017 aikana
tiketointijarjestelmaén tallennetusta datasta.

Tutkimustulokset osoittavat, ettd konetekniikka-alan 1T-jarjestelmien monimutkaisuuden
vuoksi on vélttdmatonta, ettd yrityksen kaytossa on riittdva IT-tukimalli. Tukimallin
olemassaolo voi ehkaista yritystd menettdmasta rahaa tai asiakkaita. Riittavan tukimallin
maadrittdmiseen on olemassa erilaisia vaihtoehtoja, joita arvioidaan tassa tydssa.
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1 INTRODUCTION

Information technology today is playing a significant role in industrial companies to keep
visibility and improve efficiency throughout the business processes. Like any tool, IT
systems are useful only when they are being used in a correct way. IT support has a clear
role in helping users utilising these systems in their daily work as well as investigating
further the issues they are facing. To prevent IT systems for being an extra workload in
human work or useless extra cost, IT support is usually provided to business users either by
internal or external support function. This study explores IT support issues in Russian area
and how of those are related to mechanical breakdowns or malfunctions. Case company’s,
explained in more details in chapter 1.1, IT Helpdesk receives one or more requests per a
working day that need to be resolved to prevent any business interruptions. Outcome of this

study is to establish IT support model for case company’s business area in Russia.

This study consists of theory part, where the literature findings are explained selectively
regarding Information Technology in industrial companies, IT operating and support models
and conclusions based on the theory. IT support model for Russian business area — case
company chapter presents the results based on empirical background. Conclusions chapter
presents an analysis of observations and results of the study and summary chapter is a

concise summary of all the above.

1.1 Business background

A case company of this study is a world-leading group in producing equipment and
providing service for a broad range of customers for over 80 years. Company’s head quarter
is located in European Union area and has approximately 17 000 employees in 50 countries
and its total yearly sales in year 2017 has been over than 3 100 MEUR. The company has
expanded its activities over the years, latest merge of part of its competitor’s business which
expanded the company from around 10 000 to 17 000 employees. The company is divided
into three different business areas: A, B and C. Business area A is focusing on providing
special maintenance services and spare parts. Business area B offers produced equipment
for different kind of manufacturing and process industries. Business area C focuses on

providing equipment and service to logistics market.



The case company has been focusing on harmonizing its core systems and processes with a
large harmonization project. IT system and process harmonization has been one of the key
strategies to achieve transparency throughout the company and to have global reporting. The
company has been going through an integration process started in year 2017, due to merge
process of one of its competitor in year 2016. The company has its own, internal IT operation
function, including IT support and IT development. Company’s IT operating model has been
renewed in May 2017 due to this integration process, more details about it the process is

described in chapter 3.4.

1.2 Research problem, objectives and delimitation

Advanced information technology solutions are becoming standards in industry. This has
led to focusing on new business and profit models and management concepts. (Dekker,
2003.) Companies can increase their profitability by reducing costs and increasing
performance capability. Case company has a business area in Russian markets, but they do

not have a sufficient support model in place for IT related issues.

Research problem of this study: Why do we need an IT support model for Russian business

area?

The question addresses the process model that needs to be created in order to enable best
possible service for the case company business in Russian markets. It also relates to cost
effectiveness inside the case company. What happens if the model will not be created? The
case company has a promise to provide IT support in local languages during local office
hours for the end users. After office hours, issues need to be directed to English IT Helpdesk
located in India. If the model will not be created, the case company’s IT department will not
be able to provide sufficient IT support, to ensure business continuity. For not having

sufficient support for IT tools, company may end up losing money or customers.



Research question 1: How many of the IT support issues are related to mechanical

engineering?

This question addresses company’s capability to deliver support in a focused way. In order
to focus on actual IT related issues, this study tries to analyse how many other issues have
there been. Data collection will be done from company’s existing ticketing system that is
globally in use. Mechanical issues are separated, to recognise which of them are directed
into a wrong support function. IT Helpdesk could concentrate on real IT issues, if the

mechanical ones are recognized in an early phase and addresses to correct teams for support.

Research question 2: If IT support model will be established, how should it be done in terms

of following a global process?

To establish a global process, IT support model needs to have guidelines and follow common
rules inside the company. It is important to create a model that can be copied to any of the

company’s business units.

Obijective for this study, and a concrete outcome of it, is a global IT support model that can
be established in case company’s Russian business area. There are questions related to costs,
whether the established model can be used for both insourced and outsourced personnel.
Case company is in some cases providing external support for IT issues, even though the
majority of IT department personnel are internal workers. Reason for possible outsourced
personnel is that the case company does not have a clear picture how many real IT support
issues there are, because there is no existing model at the moment in this business area.
Russian business area issues are recorded only when they come through to Finnish or
Estonian IT Helpdesk, because these two departments are following a process where all IT
issues are recorded. Assumption in Russian business area is that not all the issues are coming
to existing IT Helpdesks and therefore not all issues are recorded at the moment. After
evaluation of case company’s recorded IT issue data, it became clear the recorded issues
were not related to mechanical engineering. This changed the research problem from
mechanical issues to be separated to issues that are inside the solutions. If other research

problems appear during the study, those will be presented in the conclusion chapter.
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The interest in this study is mainly understanding the critical success factors in establishing
IT support model for Russian business area. The study builds on the assumption that not all
IT issues are recorded and that the service level has decreased in this area due to regional IT
support person leaving the company in year 2016. While addressing diverse options for
establishing IT support model, the main focus is to contribute case company’s future
competitiveness in Russian business area. Theory part of the study is mainly concentrating
on how IT systems are in a crucial role in today’s industrial companies and how IT support
needs to have a constructed process model to provide best possible support for the business
needs. Empiric delimitation is based on the issues that have been recorded and collected

from case company’s ticketing system.

1.3 Research methodology

As the target in this study is to establish an IT support model that enables case company to
succeed in Russian business area, the practical approach of collecting quantitative issue data
from previous years seemed the most appropriate way to start analysing the issues.
Quantitative methodology requires understanding of the background and theories of the
research problem. Therefore, first part of the study handles theory of IT management,
support functions and literature findings. Quantitative research tries to generalize the study
results by the assistance of data samples. The process is discursive, seeking for semantic

relations to theoretical findings of the research area.

Data collection in this study is done by collecting recorded issue data of Russian business
area from case company’s ticketing system. This study analyses recorded issue data from
years 2016 and 2017. The data needs first to be translated due to most of the tickets being
created in Russian language. After translations, tickets are categorized based on support
groups. Different support groups are used for addressing the tickets to correct teams for
resolving the issue. Support groups of this study are described in chapter 4.1. Results of data

collection are presented in symmetrical distribution in chapter 4.

Priorities of the tickets, collected in year 2016 and 2017, are categorized based on Service
Level Agreement (SLA) between IT and business. Those are presented in symmetrical

distribution list to have an overview how complex issues have there been in case company’s
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Russian business area in the past two years and how it effects on IT support model for the

research area.

Case company has been running IT customer satisfaction survey for its internal customers
for several years. Survey results from Russian business area between years 2016 and 2017
will be taken into observation in chapter 4 to have a vision whether lacking IT support model
has influence on end customer satisfaction of IT department. Results of the IT customer

satisfaction survey are presented in symmetrical distribution tables in chapter 4.

In addition, support material such as standard operational instructions, and process
definitions, IT management tools and templates of the case company are used in this
research. As case company has been going through a merge in past couple of years and there
is no concrete IT support model in place in the research area, case company has an interest
in the topic to find the best solution for local IT support issue handling and establishing a

support model process.
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2 CURRENT STATE ANALYSIS OF THE RESEARCH

This chapter presents the theories and background of the study. Current state analysis
describes the current situation end evaluates the need for establishing IT support for the study
area. Limits, resources and competencies are also presented in this chapter. Case company
and its identities are kept confidential. Current state analysis works as a starting point to
evaluate the need for IT support model in Russia. Current state analysis is usually created to
achieve a collective understanding of organization’s current state and the need for possible
changes. Analysis and open discussion based on it show the weaknesses of current functions.
At the same time, a need for change is created and proven by an open discussion and an
objective analysis of functions and chains. Management’s commitment for the change is
usually started in the beginning of the analysis, due to their contribution to the study.
Changing the analysis and the change targets to facts is an essential part of a successful
change process. Change need based on the facts cannot be denied based on subjective
opinions. Numerical or other concrete information creates an actual need for change as well
as a pressure for changing the ways of working. Tools for current state analysis are for
example mapping of the atmosphere in changes, description and analysis of the operation
chains as well as a resource- and cost analysis of the operations. (Kiiskinen, Linkoaho &
Santala 2002, p. 43-46.)

Participants for the current state analysis in this study are based on the case company needs,
in this case interviews of the business stakeholders, management and IT support personnel
both in Russia and Finland (where the headquarters is located in). Cost analysis is based on
different options explained in more details in chapter 4.4. Based on the interviews with
business stakeholders, there is a need for local IT support in Russian business area.
Currently, there is one person in the business function who takes care of most of the IT issues
in Russia, but this person does not have a background in IT. This person doesn’t either have
access rights to all necessary tools to be able to provide the best possible support for the end
users. Due to lacking IT support model, there are several channels in Russian business area
how to get IT support. These channels are presented in figure 1, where a customer, in this
case also known as end user, has an issue and needs to contact IT support. Customer contacts

either Russian business “IT person”, IT Helpdesk in India, IT Helpdesk in Finland or IT
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Helpdesk in Estonia. After recording an issue, these all counterparties may need to get
involved to the support process. This usually requires extra time and effort and is not the
most effective way to handle the issues. Russian business “IT person” does not usually
record the issues directly, so there is a need to get at least some of the IT Helpdesks involved
with the issue resolving in any case. From end user perspective, it would be easier to have

one single point of contact to get the support needed.

CUSTOMER
MAY | HAVE?
NOT WORKING!

\Q; RUSSIAN

BUSINESS

8\4 4 "IT PERSON" R
\ \ T HELPDESK ‘
< K FINLAND -,
& Qs
—
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ESTONIA °/.~7'/
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( ‘_~ K7/ - TEAMS
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=

Figure 1. IT support channels in Russian business area.

In the history of case company, there used to be a person in IT sub-region wise, who took
care of the issues remotely. This person resigned in June 2016 and after he left the company,
IT support has been provided together with a remote support from Tallinn, Estonia and an
on-site support from the business user mentioned earlier. One of the case company’s internal
IT support promises is to provide local onsite support in local languages (this will be
explained in more details in chapter 3.3), this promise isn’t fully fulfilled in the Russian case

at the moment.

Due to case company’s merge explained in chapter 1.1, business end user amount in Russian
business area has increased in last two years and now reached amount of 150 employees.
Two different units have been merged in business wise together due to the merge, which
means IT support should be provided to all end users locally in a same way in the future.
Earlier, before the merge, other business unit has been receiving IT support from an external
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supplier. Based on the interviews this support hasn’t been functioning in a desired way, there
have been issues regarding for example outsourced company as a support provider not
having access to all the tools and files that are required for delivering excellent quality
support for the customers. When evaluating the business need for onsite support, both
internal and external support issues, called incidents and service requests, are taken into this
study as a data basis for numerical information to evaluate the need for changes. This data
is explained in more details in chapter 4. The issues dealt in this study are tickets that have
been created based on end user contacts by an internal IT Helpdesk or an external support

provider.

Case company’s business end users are working within business area A. There are no
manufacturing units in Russian area and majority of the users in business area A are utilising
laptops in their daily work. Majority of business end users are based in two major Russian
cities, Saint Petersburg or Moscow, and the main office is located in Saint Petersburg.

2.1 Limitations of the study

The main limitation of the study is the definition of mechanical issues in study business area.
In the beginning of the actual work it was defined that the study concentrates on analysing
which of the issues are crucial from business point of view. Examples of a crucial issue could
be IT or communication system breakdowns, data centre issues or electricity issues that
would cause business activities to deteriorate. In Russian business area this kind of division
is especially difficult due to its nature: there are no factories or other production in the

business area.

Recorded data is also seen as one limitation of the study. The data has been collected and
recorded by individuals and therefore there can be challenges in analysing the data correctly.
Almost all the issues have been recorded in Russian language, causing a language barrier in
the actual study. Number of issues is also one of the main concerns in this study, as a result
of ignorance. It is not known, how many issues there are in the Russian business area in
reality, due to not having a support person working there on-site, as described earlier in
chapter 1.2. Number of tickets has not been increasing in the business area, although

personnel amount has increased. Also issue recording has been an issue over years in Russian
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business area, which creates an assumption that not all real IT issues are recorded even those

would be resolved somehow.

2.2 Resources and competencies of the study

To establish a global support model, there is a need to understand the cultural aspects of the
case company and its business area in Russian markets. Possible support person needs to be
selected to support entire Russian area. What comes to recruitment process, the first steps
need to be taken by case company’s Russian HR department due to language barrier and

lack of knowledge of Russian job markets.

Different business areas are in different maturity stages inside the company and therefore it
is not easy to define the actual needs of the business users. Company’s IT department may
have lost some information between years 2016 and 2018, when there has not been a support
person working on-site in Russia. This possible lost needs to take into consideration in this
study. One question to be evaluated is regarding subjective information: Are there opinions
that have been formed as right and common ones over the years in the study area, but have
turned into false. This needs to be evaluated in the analysis phase. Regarding recruitment of
an IT support resource to Russia, case company has decided to have two different options to
be evaluated: to have an internal person or to have an external (outsourced) person. Benefits,

disadvantages, risks and challenges of an external person are described in chapter 3.8.

Regarding the question described in chapter 1.2 related whether to insource or to outsource
IT support, there are several models to provide IT support service for companies. Insourced
services in this case means that all IT support is provided by internal personnel. When it
comes to outsourcing, offshoring services became popular in U.S. business practices already
in 1990’s, where companies hired cheaper labour to handle tasks related to legacy software
maintenance and tech support (Marion & Friar 2012). Other examples of outsourced services
are for example onshore and nearshore models, which are described in more details in

chapter 3.8.

Outsourcing decision can bring certain challenges, such as daily managerial challenges in
knowledge management, gaps in communication as well as competition challenges. Main

issues in knowledge management are usually needs and interests in data collection, analysis
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and reporting between a service provider and a buyer can differ fundamentally. This often
brings more work to the management side and needs to be well recognized and organized.
(Kiiskinen, Linkoaho & Santala 2002, p. 98-99.)

2.3 Validity and reliability of the study

Validity of the research means measures or research method’s ability to measure what is
meant to measure (Vilkka, H. 2015, p. 193). Validity of this study is checked by examining
data that will be gathered and analysed carefully based on criteria set in the beginning of the
study. Research problem of the study needed to be changed in the early phase of the study.
To validate research problem, research question setting needed to be changed to support the

new research problem.

Reliability can be evaluated in two ways: internal and external reliability. Internal reliability
checks how well collected material describes the object of the research, things or
phenomenon that are being acquainted to. External reliability checks whether it is possible
to make general conclusions based on the study. (Vilkka, H. 2015, p. 194.) Internal and

external reliability of this study are evaluated in the discussion chapter.
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3 COMPLEXITY OF IT SYSTEMS AND IT SUPPORT PROCESS IN AN
INDUSTRIAL COMPANY

Information technology in today is a major part of industries, by its IT systems a company
can have a visibility throughout the business as well as keeping the business up and running
flawlessly. IT systems are as any of other tools: they will become useful only after they are
used in an effective way. Otherwise, IT systems can be an extra workload in human work or
an extra cost in company’s businesses. In this chapter, IT systems are categorized into four
groups, which are explained in chapter 3.1. This chapter also explains case company’s IT
operating model and its way to utilize IT systems for providing proper IT support to enable

continuous business.

3.1 IT systems in mechanical engineering

IT systems in an industrial company can be divided to four categories: integrated systems,
standalone systems, package systems and tailor-made systems. A maintenance system is a
part of other IT systems in an integrated system, whereas in standalone systems all sections
have their own IT systems. A package system is an application which will be delivered to
all customers as one and a same system. A tailor-made system is built to a customer and all
the definitions are done in the beginning of an implementation project.
(Kunnossapitoyhdistys ry. 2007, p. 219-221.)

A company needs to have IT systems that have clear and measurable goals. IT systems need
to provide the company tools for continuous business and these tools need to be flexible for
company’s needs. Today’s world, a company buys an IT system that will be tailored to its
needs, companies are not anymore buying solutions where the company needs to adapt to

the system’s way of working. (Lapinleimu, Kauppinen & Torvinen 1997, p. 273-274.)

In history of IT system development, strategic meaning of IT systems has grown
considerably in time of past thirty years. The value of IT systems differs based on a company
providing support services to producing significant value to a business. For most of the
companies, IT systems are part of their core business with enabling the changes of the

businesses. Almost all the companies in any sector are dependent on the capabilities of one
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or more IT systems. IT support functions of the companies are more important in those fields
of businesses that are heavily depend on IT systems and their capabilities. (Lumijérvi 2007,
p. 171-173.) Manufacturing systems need to be reconfigurable in today’s industry,
information and communication technology (ICT) need to develop at the same time with
company’s other developments. Continuous development and its too many changing factors
can lead to vulnerability of IT systems. (Nayak, N. G. et al. 2015, p. 122.)

Why do IT systems then fail and why do we need IT support? IT system’s incorrect
behaviour is simply because of someone told it to, Derek Partridge describes in his article
Computers Only Do as They’re Told, published in 2011 in University of Exeter collection
The Seductive Computer: Why IT Systems Always Fail. Partridge describes how all tasks or
instructions need to be listed and recorded in one place in such a way that the developer can
refer back to check what the computer has been exactly told to do. In today’s world, where
companies have several systems with integrations to each other developed by different
developers, it is important to have one place where the issues are reported. This is one of the

reasons why companies invest on ticketing systems today.

3.2 Internet of Things in today’s mechanical engineering
Industrial Internet or Internet of Things (loT) is a revolutionary area of developing IT in
mechanical engineering. IT issues in this study are more related to mechanical engineering

area that utilizes loT.

Service journey is part of 10T view that is seen as a major development area in the field of
technology. Companies try to differ from their competitors by combining products and
different services related to their products. Business model, where services and products are
combined, has a term called product-service systems (PSS). Offering new services utilizing
IoT means usually adding different bulbs and equipment to the product. By combining these
together, presumably the price of a product to be sold increases. To have a demand for the
services, they need to add value to the product so that the customer is willing to pay more
than usually for the product. Examples of the added value of a product can be reduced
maintenance costs, longer service lifecycle and increased productivity. On the other hand,
0T enables real time invoicing from the services based on usage, which leads to customer

paying only for the results. PSS usually leads to more close co-operation between the
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customer and the service provider as well as enables both of them to concentrate on their

core functions and to develop them further. (Zancul et al. 2016.)

An example of 10T solutions in mechanical engineering field is WeldEye, a universal
solution to manage welding production, built by a company Kemppi Group. It has
possibilities to streamline end-to-end welding production, from project planning to final
reporting. It provides accurate and automated data that enables real-time quality control that
are compliant with Welding Procedure Specification (WPS) and welding standards. It is a
combination of software, hardware and service that brings value to the customer throughout
the production. It reduces the costs by simplifying documentation process and reducing
repair rate. It is a global solution utilizing cloud systems and can be used with any kind of
welding equipment. (Kemppi Group 2018.) Other loT-based online systems in engineering
technology for collecting and analysing data are WeldCloud built by ESAB (ESAB 2018),
WeldConnect by Fronius (Fronius 2017), Checkpoint by Lincoln Electric (Lincoln Electric
2018) and Connected Services by ABB (ABB 2018). These all are utilizing similar cloud-
based solutions to WeldEye.

Case company has taken 10T into use with smart control systems, connectivity to their
equipment and preventive maintenance. They provide solutions with remote controlling
systems so that all equipment can be controlled by one operator. This adds value to the
customer by being a user-friendly and safe solution as well as improving productivity and
easing customer’s processes. Case company also provides an opportunity for customers to
utilize their solution for remote control and reporting. By this solution the case company is
collecting data about equipment usage and tries to clarify and plan services and maintenance
based on customer’s needs. In practice, all products are equipped with a modem that sends
data to case company’s data centre. A customer can have access to their own product data

by using a global customer portal service.

IoT seems to be well integrated with cloud datacentres, but the software layers on top of the
infrastructures are still fragmented and lack capabilities of coordination with 10T operations
(Truong, H-L. & Dustdar, S. 2015, p. 68). To reach the full potential of 10T, everyday objects
need to be linked to other things (Blackstock, M. & Lea, R. 2014, p.79). Due to IoT’s

robustness, usual issues in 10T are problems with clock synchronization, run time assurance,
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openness, security and privacy. A simple example of clock synchronization problem is that
clock drift causes nodes over time in the process, resulting to application failures. Security
problems are fundamental, due to their vulnerability to attackers. (Stankovic, J. A. 2014, p.
3-7.) 10T cloud systems are complex and it is important to have a successful cloud
infrastructure in place. End-to-end view needs to be well developed to meet the customer or
user needs and providers must consider what are the end-to-end properties to develop.
(Truong, H-L. & Dustdar, S. 2015, p. 71-72.) When it comes to service delivery, main
challenge of 10T is to give users transparent, seamless and trustworthy access to all the
services (Dar, K. et al., 2011). This is where IT support is usually needed. For successful IT
support, it is important to have an operating model in place. Operating model in Information

technology is described in next chapter.

3.3 Operating model in Information Technology

IT operating model defines practical ways of how IT operations are divided to different
process areas, for example designing IT systems, administration of IT projects,
implementation of IT projects and providing IT services. IT operating model helps to
identify IT functions as one entirety and it is typically established to two separate functions,
IT services and IT developments. (Lumijarvi 2007, p. 187-188.) Operating model should be
established to present company’s permanence and it can be changed due to company’s needs.

Case company’s IT operating model is explained in next chapter.

3.4 Case company — Operating model in Information Technology

Case company has its own, internal Information Technology organization which provides
services to enable reliable, productive and secure operations. The service portfolio consists
of almost thirty different IT services, for example to enable company’s business processes,
Helpdesk services, business analytics and reporting as well as analytics to identify new
business opportunities. Case company’s vision in IT is to develop innovative IT services to
transform data to knowledge and to provide services to its customers around the clock. IT
mission for the company is to develop IT to make the company as a technology leader in its
operating areas and to use data, analytics and technology to innovate and improve its own as
well as customers’ operations. The case company has 29 IT services, 200+ business

applications and the supporting infrastructure.
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Case company’s IT services are divided into different sections:

- IT services for all users such as Workstation services, Communication and
collaboration tools, Helpdesk services, Network services, Remote Access Services,
Identify and Access Managements System, Online Survey Services and Operations
Support Services

- IT services that power harmonized and global processes

1. Product processes services such as Enterprise Content Management, Product
Design Services and Product Lifecycle Management Services
2. Sales services such as Customer Relationship Management Services, Sales
Configuration Services and Workflow Services
3. Material Delivery services such as Global Enterprise Resource Planning
(ERP) Services, Local ERP Services, Indirect Purchasing Services and
Supplier Collaboration Services
Service Delivery such as Field Service Management Services
Finance services such as Payroll Services and Corporate Reporting Services

People services such as People Information Services

N o g &

Management Services such as Company Master Data Services and Legal,

Strategy and Communication Services

Case company’s IT operating model has been renewed in May 2017, after the merge
mentioned earlier in chapter 1.1. This means the IT operating model is rather new and there
are still things to improve and put into place. IT operations is part of the IT operating model
and it is responsible for delivering IT services such as IT Helpdesk, data center and network
services. Its main purpose is to deliver these efficiently and according to Service Level
Agreement. Service Level Agreement will be described in more details in chapter 3.7.
Helpdesk services is the first contact point for company’s end-users if they have any
workstation, network, business application or IT security related issues. IT Helpdesk
troubleshoots and provides support to resolve technical issues. IT Helpdesk also works as
the first contact point for all information security issues. Network services enable
connectivity in a secured way from company’s premises to its business applications and

Internet.
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Case company’s IT operating model is based on description of the company’s mission,
vision, management areas, roles and responsibilities, governance and high-level workflows.
IT operating model is described in Figure 2, where the left bars are different business areas
A, B and C as well as Corporate Functions, to whom IT provides services to. In the middle
of the picture are company’s five management areas: IT Portfolio Management Office,
Business Relationship Management, Solution Development, Service Integration and
Delivery and IT Service Management Office. These are the areas where the company uses
its operations. On the right side of the picture are company’s three tactical focus areas in IT:
Data to Knowledge, Technology Leadership and Great User Experience. This study is

concentrating on Service Integration and Delivery management area.
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Figure 2. Case company’s IT operating model.

In case company, IT support is functioning with a single point of contact principle. This
means that IT support contacts end users in case of support matters and make sure that their

requests are fulfilled. This is explained in more details in the next chapter.

3.5 Case company — IT Support model
IT Helpdesk is the first contact point for end-users, both internal and external end-users,

when they have any issues, questions or service requests related to Information Technology.
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Company’s global, English speaking Helpdesk is open 24/6 and local Helpdesk is open
during normal working hours. Local Helpdesk functions, known as IT On-Site Support,
deliver support in local languages, implement global projects in local scale, manages local
IT related contracts and keeps the local services up and running. IT On-Site Support has
been divided globally into three regions: Europe (EMEA), Americas (AME) and Asia Pacific
(APAC). Furthermore, different regions have been divided into sub-regions. In this case
EMEA region has been divided into four different sub-regions: EMEA North, EMEA
Central, EMEA Mid and EMEA South, based on the support country locations. Each sub-
region has its dedicated Helpdesk team with multiple IT personnel from different countries
to be able to cover holidays or other absence hours. Russia, location of this study, is part of
EMEA North sub-region. Other EMEA North countries are Finland, Sweden, Denmark
Norway, Estonia, Latvia, Lithuania and Ukraine. All the countries are supposed to follow a
same way of working and Service Level Agreement, which will be explained in more details
in chapter 3.7. If the IT Helpdesk cannot resolve the issue, it is escalated to a dedicated upper

level team.

Escalation process is described in figure 3, where a customer has an issue related to two
different categorizations: How to or Not working. If a customer, in this case an internal one,
has how to questions, those should first go to a key user of that certain area or application.
If the key user does not know how to resolve the issue, it is escalated either to IT Helpdesk
or directly to Application support team in level 2 (L2), depending on each case. If a customer
has a not working-type of question, it should go directly to IT Helpdesk in level one (L1).
The issue will be escalated always to one-upper level, in case the handling level does not
know how to resolve it. Level 1 escalates the issue to level 2 and furthermore, level 2 will
escalate it to level 3 (L3), to Application development team. If level 3 cannot resolve the
issue, it is escalated to vendor, level 4 (L4), for further investigation. In each of the escalated
cases, IT Helpdesk needs to ensure that the tickets will be handled and followed on a weekly

basis.
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Figure 3. Case company’s IT support model.

Case company’s incident management process is based in Information Technology
Infrastructure Library, also known as ITIL process, where IT Helpdesk is the first contact
point to start the incident process. ITIL is described in more details in chapter 3.6. Incident
management process is described in figure 4, where a customer (end user) contacts IT
Helpdesk when having an issue to resolve or a request to fulfil. First level support, also
known as IT Helpdesk, takes the issue to identification and pre-categorize it. If the issue is
categorized as a major incident, it will follow a separate major incident process. If the issue
is not categorized as a major one, it is being analysed further, whether it is a recurring
incident or not. In case of a recurring incident, it will follow a separate problem management
process. Next step is to identify if there is external support needed for resolution of the issue.
If yes, it will follow a separate external support process. If no, next step is to identify if the
issue needs to be escalated to an upper level, as shown earlier in figure 3. If no, it will be
resolved in first level support. After the resolution, it is important to document the result and
confirm it with the customer with a possibility to give feedback on the resolution. After these
steps, the incident will be closed. Customer needs to be informed about the progress in
different steps, which are shown with a dashed line in figure 4. Focus area of this study is IT

Helpdesk level, which is shown with a red dashed line in the figure.
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Figure 4. Case company’s incident management process.

3.6

Organizations operating in industry-wide environment and utilizing IT systems need to

Information Technology Infrastructure Library - ITIL

improve their practices and maintain their competitiveness. There are several sources for
best practices, such as public frameworks and standards and proprietary knowledge of
individuals and organizations. This knowledge can be hard to transfer or adapt, as well as it
can be expensive to acquire. IT Service Management (ITSM) and its set of resources and
capabilities such as processes, people and technology have been described in a series of
books called Information Technology Infrastructure Library (ITIL). ITIL was first written
in 1986-1993, updated 1999-2002, expanded in 2007 and refreshed in 2011. It promotes a
quality approach and tries to give businesses keys to achieve business effectiveness and
efficiency in use of information systems. ITIL has been created based on the collective
experience of commercial and governmental practitioners worldwide and it is used by many
of the world leading companies. ITIL’s service lifecycle has been divided into five core
publications: Strategy, Design, Transition, Operation and Continual Service Improvement.
(ITIL Foundation Handbook 2012, p. 1-4.) Next chapters are concentrating on Service

Operations and case company’s way of following it in its daily operations.
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Purpose of Service Operation in Information Technology is to carry out activities and
processes required to manage and deliver services that have been agreed with business users
and customers. Service Operation processes according to ITIL are Incident Management,
Problem Management and Request Fulfilment. Purpose for Incident Management is to
restore normal service operation as quickly as possible and minimize the impact on business
operations by ensuring that the agreed levels of service quality are maintained. Incident is
defined as an unplanned interruption to an IT service or reduction in the quality of it.
Incidents are categorized and prioritized according to the agreement of business and IT.
Problem Management manages problems through their lifecycle from first identification
through investigation, documentation and eventual resolution and closure. ITIL defines a
problem as the cause of one or more incidents. The cause is not usually known when the
incident happens and the problem management is responsible for further investigation.
Request fulfilment is responsible for managing all service requests from the users through
their lifecycle. ITIL’s definition to a service request is a formal request from a user for
something to be provided, for example a request for information or to install a workstation
for a new user. (ITIL Foundation Handbook 2012, p. 193-229.)

To ensure sufficient level of IT services via requests described earlier in this chapter,
company needs to have an internal agreement on delivery targets between customers and
service provider. Service Level Agreement (SLA) is an agreement between an IT service
provider and a customer that describes the IT service and its level targets and specifies the
responsibilities of both of the parties (ITIL Foundation Handbook 2012, p. 97). Case
company is following SLA that has been agreed between business and IT department. Case

company’s SLA is described in more details in the next chapter.

3.7 Case company — Service Level Agreement (SLA)

IT service’s objective is to secure company’s uninterrupted business operation. This is done
by agreed service promise and which is constantly followed. Case company’s Service Level
Agreement (SLA) has been created between customer, in this case internal, and the provider,

in this case between company’s business and IT department.
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Case company is following Service Level Agreement (SLA) priorities presented in table 1,
where tickets are categorized into five levels: critical (P1), high (P2), normal (P3), low (P4)
and planning (P5). Resolution times are defined based on category, critical (P1) being the
highest level where resolution time needs to be as short as possible (1 business hour),
whereas in the lowest level, planning (P5), there is no defined resolution time.

Table 1. Service Level Agreement (SLA).
Usually related to company’s ability to
make money or to lose it. Resolution time 1

business hour

P2 = High Occurrence less than once per day. Usually
related to downtime of one function.

Resolution time 4 business hours.

P3 = Normal Majority of the cases. Usually related to one
of just few people with individual problems.

Resolution time 16 business hours.

P4 = Low Issues where customer is not in a hurry with
resolution. To be solved in 40 business

hours

P5 = Planning Service requests. No resolution time
defined.

Incident’s impact and urgency are setting the SLA requirement. In department level,
everyone is responsible on following that the SLA requirements are met. In case of
escalation, the owner of the incident will be the one who escalates it for the entire incident
lifecycle. In case of service requests, the case company does not have defined SLAs.

3.8 Outsourcing IT services
Case company has an internal IT organization, IT support being part of it. However, due to
the challenges to evaluate the exact need for support, there is an option to hire an external

person for handling IT support cases, as described earlier in chapter 1.2. Usually outsourcing
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is linked to an action, when a company needs to be provided with a product or service outside
its own production or services rather than making it by itself. Outsourcing has also a wider
meaning in global economic publications, it is related to the globalization of a corporate

function by buying the product or service from abroad. (Pajarinen 2001, p. 6-7.)

One of the first functions to be outsourced in companies has been IT infrastructure services,
such as support and maintenance for servers or workstations. Lumijarvi (2007) describes
that IT outsourcing has been developing in past years and that value added to it will continue
increasing. In case of long-term outsourcing contracts there is a risk that supplier does not
have enough opportunities and incentives for bringing new solutions to the customer, if there
is development in company’s technologies. Therefore, it is important that the company

ensure its incentives and flexibility are considered when outsourcing any services.

Reasons for outsourcing are usually related to industrial company’s strategy to become more
competitive. By outsourcing Information Systems, the primary benefit is cost reduction.
With a definition as a process undertaken by a company to contract-out IT assets, staff and/or
activities to a third-party supplier, the most recent model is to have partnerships to achieve
the best possible success in outsourcing. (Sohail 2010, p. 51-52.)

Other reasons for outsourcing are focus, flexibility, deficit in skills, efficiency and
organizational culture. Benefits on outsourcing can be categorized into three groups:

1. Benefits affecting on company image and strategy: These are usually related on
companies focusing on their core know-how, by outsourcing functions that do not
belong into the core part

2. Company’s market position and value chain benefits: Creating a network with for
example a supplier gives an opportunity to reach out to new customer groups or
whole market areas

3. Functional and financial benefits: Outsourcing can bring value to sleekness of the
business, quality, cost-effectiveness and releasing capital to liquid assets.

In the end, all the benefits are carried out with adding value of the company. (Kiiskinen et
al. 2002, p. 86-92.)
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There are different models in outsourcing: onshore, nearshore, and offshore outsourcing.
Onshore outsourcing is a model, where production of services is done in a country where
outsourcing company has been formerly acting. Nearshore outsourcing means that services
are provided outside the country, but the location is usually as near as possible to the
company. Offshore outsourcing means that services are provided from a low-cost country to
the company. This term is especially used when outsourcing services to India. There are also
mixtures of the models in use such as Onsite model or Reshoring model. In Onsite model,
service provider brings its own employees to company’s premises. Reshoring is used in
models, where near— or offshore outsourcing has not worked out the most valuable way and

services are returned to the original country. (Lehikoinen, & Toyryld 2013, p. 29-33.)

To understand the costs of outsourcing, it is important to pay attention to both operative costs
(OPEX) and capital costs (CAPEX) and make a differentiation to prime costs and joint costs.
Overhead cost allocation in IT systems and depending staff costs can be nominally reduced,
but total costs may remain the same after outsourcing. Performance-based costs are revealed
only after calculating the total costs. For the total cost calculation, it is important to define
the baseline costs of the company. Cost elements differ from the content of outsourced
service. Examples of cost elements are direct salary costs of staff, benefits, salary side costs,
facility costs, costs related to equipment and device, insurances and material costs.
(Lehikoinen, & Toyryld 2013, p. 50-55.)

Impacts on staff morale haven’t been noticed in most of the studies on outsourcing, claims
Sohail, S. in his article Outsourcing the information technology function: Perspectives from
employees. Sohail explains that employees are affected on outsourcing and it may result in
less than optimal performance. One of the key things in outsourcing is to have professional
staff to work on the tasks that are outsourced. According to Sohail, however, there are studies
that report contrary findings. In some instances, employees can find the new work
environment to be more exciting and challenging. Some of the outsourced employees are
proven by satisfaction survey results to maintain their commitment to the host company with

stronger will than for the actual employer.
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3.9 Challenges due to complexity in Information Technology functions

Majority of the companies utilizing Information Technology Infrastructure Library (ITIL)
have adopted the main principles and then put them into practise in a way that fits into
company’s own needs. ITIL’s main principle is to describe best practises in IT service
delivery processes that can be taken into use. Combining processes and personnel can be a
challenge. When hiring an external person, there could be some challenges on management
side. There is a possibility that management needs to put extra effort on training their
personnel and ensuring that the process set is being followed and that all the issues are
recorded. In the case company, this has been recognised and in terms of recruiting new
personnel this needs to be taken under supervision.

Combining only people and processes is not enough, when it comes to Information
Technology. In just one company there may be countless number of IT systems that need
special support in case of any issue occurs. The complexity of IT systems makes IT support
difficult to operate, in case there is not enough knowledge or processes in place inside the
company. IT support needs to have a structured way of handling issues when it comes to
diversity of these different systems. Examples of complexity of the IT systems are presented
and the results of case company ticket data are handled in the next chapter.
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4 IT SUPPORT MODEL FOR RUSSIAN BUSINESS AREA — CASE COMPANY

This chapter describes results and outcome of case company’s Russian IT support model.
Results are based on data collected from case company’s ticketing system and customer
satisfaction survey from years 2016 and 2017. Russian IT support model is a way to handle
incidents and service requests, known as tickets, as a global process. Escalation process is

based on four levels (L1-L4) of support, as it was described earlier in figure 2, chapter 3.5.

4.1 Data from previous years

Case company is using a cloud-based IT service management solution, a productivity tool,
which is used in IT Helpdesk for documenting the issues and requests. In this tool, groups
or teams handling tickets, are divided into support groups. Support group categorization is
based on case company’s IT organization and it helps to address the tickets to a correct team.
Tickets from years 2016 and 2017 are collected into table 2, where Tickets resolved by an
external IT support company (year 2017) is a collection of tickets from new company
employees after the merge, Tickets resolved by an internal IT support (year 2017) is a
collection of issues from original company legacy employees and Tickets resolved by an
internal IT support (year 2016) is a collection of all issues in year 2016, before the issues of

merged employees were handled within the case company.

Support groups of the issues are presented in the first column of table 2. Support groups have
been modified from the original data, from nineteen different support groups by combining
some of them, to following thirteen support groups:
1. Business Intelligence
2. Business Application Support Group EMEA
Data Center Services & support
Electrical Design Tools
Database
Helpdesk Finnish / English
Identity Management (IDM)

Financial services

© © N o g bk~ w

Mechanical design tools



10. Network Support Group EMEA
11. Human Resources (HR)

12. Portal

13. Software Delivery & Packaging

32

Table 2: Ticket data divided into support groups, from years 2016 and 2017.

Tickets resolved by
an external IT Tickets resolved by | Tickets resolved by
support company aninternal IT aninternal IT
Support group (year 2017) support (year 2017) | support (year 2016)
Business Intelligence 2 7 6
Business Application
Support Group EMEA
27 12 39
Data Center Services
& Support
63 16 15
Electrical Design
Tools 1 3
Database 0 3 0
Helpdesk Finnish /
English
101 312 305
Identity Management 5 8 8
Financial services 0 4 0
Mechanical design
tools 0 ) )
Network Support
Group EMEA 10 14 3
Human Resources 0 5 6
Portal 2 2 5
Software Delivery &
Packaging 0 0 2
Total 210 386 394

Original support groups and how they have been combined into larger groups are presented

in table 3. From the study point of view, it didn’t matter whether the group resolving the

ticket was in level 2 or 3, and therefore those have been combined into one group per topic.

Issue data recorded by the external IT support company did not match to case company
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support groups. To have an overview of all the issues between 2016 and 2017, those needed
to be categorized one by one to fit the support group criteria of the case company. Table 2
shows that majority of the issues, 718 tickets (72,5 % of all the issues), were resolved by
Helpdesk Finnish / English. Second support group handling the tickets was Data Center
Services & Support with overall 94 (9,5 % of all the issues) tickets. Ticket amount has
increased from 386 tickets in year 2016 to 604 tickets in year 2017. These amounts contain
only those tickets that were recorded either via case company’s or external support

company’s ticketing system.

Table 3: Original support groups and new support groups.

Original support group New support group

Electrical Design Tools Electrical Design Tools

Bl AMS Business Intelligence

Business Application Support Group EMEA | Business Application Support Group EMEA
Business Supporting Applications 3rd level | Business Application Support Group EMEA
Data Center Services Data Center Services & support

Data Centre Support Group EMEA Data Center Services & support

Helpdesk English Helpdesk Finnish / English

Helpdesk English IT SC Helpdesk Finnish / English

Helpdesk Finnish Helpdesk Finnish / English

Identity Management Identity Management

ERP Business Application Support Group EMEA
L3 BI Reporting and Analytics Business Intelligence

Network Support Group WEMEA Network Support Group EMEA

Human Resources Human Resources

Portal Portal

ERP Security Admin Business Application Support Group EMEA
Product Master data Database

Mechanical design tools Mechanical design tools

Customer portal Portal

4.2 Priority of the tickets

Priority of the tickets solved by internal IT support is based on criteria, where categories are
set to critical, high, normal, low and planning, in the same way as it has been explained
earlier in chapter 3.7. Amount of different priority tickets is described in table 4. Incidents
and service requests are divided into own columns for years 2016 and 2017. Table 4 only
contains tickets resolved by case company’s internal IT support, due to fact that external IT

support company taking care of part of the support in year 2016 did not have same priority
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categorization. Majority of incidents and service requests, overall 677 tickets, in both years
were created as low priority tickets, meaning they needed to be solved within 40 business
hours. Second largest priority was normal priority, overall 99 tickets in two years, meaning
they needed to be resolved within 16 business hours. There were overall 3 tickets with
planning priority, meaning there was not any resolution time defined to those. There was
only one critical ticket, which was created in year 2017, that needed to be resolved within

one business hour.

Table 4: Priority of the tickets in 2016 and 2017.

Priority  Incidents 2016 Incidents 2017 Service requests 2016 Service requests 2017

Low 273 239 57 108
Normal 54 14 0 1
Planning 2 1 0 0
Critical 0 1 0 0
Total 329 285 57 109

4.3 Case company - IT customer satisfaction survey

To have an overview of a business user satisfaction, case company IT department’s customer
satisfaction survey results from years 2016 and 2017 were taken as a part of this study. The
results are taken from Russian business area users’ feedback and comments. Response rate
was relatively low for both years, 26 people from Russia participated in the survey in year
2016 and 14 people participated in the survey in year 2017. Customer satisfaction survey
results are presented in table 5, where IT satisfaction in Russia -rows for both years are
evaluating overall satisfaction rate of case company’s IT organization. IT Helpdesk
satisfaction in Russia -rows are evaluating IT Helpdesk satisfaction from business users’
point of view. Customers were asked in one question to evaluate their satisfaction towards
case company IT in general and in another one to evaluate IT Helpdesk as one department.
Options for evaluation were “very dissatisfied”, “dissatisfied”, “acceptable”, “satisfied” and
“very satisfied”. Very satisfied rate in year 2017 has decreased from year 2016 in both

questions, as shown in table 5.
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Table 5: Customer satisfaction survey results from years 2016 and 2017.

Very dissatisfied Dissatisfied Acceptable Satisfied Very satisfied Overall
IT satisfaction in Russia, year 2016 (N=26) 0,00 % 0,00 % 15,38 % 69,23 % 15,39 % | 100,00 %
IT Helpdesk satisfaction in Russia, year 2016
(N=26) 0,00 % 7,69 % 15,38 % 53,85 % 23,08 % | 100,00 %
IT satisfaction in Russia, year 2017 (N=14) 0,00 % 0,00 % 28,57 % 64,29 % 7,14 % | 100,00 %
IT Helpdesk satisfaction in Russia, year 2017
(N=14) 0,00 % 0,00 % 28,57 % 64,29 % 7,14 % | 100,00 %

Survey results were evaluated in terms of being negative, neutral or positive responses. Very
satisfied and satisfied were combined into positive response, acceptable being a neutral
response and very dissatisfied as well as dissatisfied were combined into positive response.
Table 6 presents the results of this grouping. Majority of the responses were either neutral
or positive, only IT Helpdesk in year 2016 had 7,69 % of negative responses. Positive rates
in year 2017 decreased from year 2016 in both questions, as seen in table 6.

Table 6: Customer satisfaction survey results divided into negative, neutral and positive
feedback.

Negative Neutral Positive
IT satisfaction in Russia, year 2016 (N=26) 0,00 % 15,38 % 84,62 %
IT Helpdesk satisfaction in Russia, year 2016 (N=26) 7,69 % 15,38 % 76,93 %
IT satisfaction in Russia, year 2017 (N=14) 0,00 % 28,57 % 71,43 %
IT Helpdesk satisfaction in Russia, year 2017 (N=14) 0,00 % 28,57 % 71,43 %

Customers were also given a chance to leave open comments and feedback for both surveys
and those are presented in Appendix 1. Based on the comments, there is a need for regional
support in Russian business area. Some of the comments also were related to training,

explaining there is not enough IT training in the Russian business area at the moment.

4.4 Insourcing vs. outsourcing

Case company had two different options for having IT support person, internal or external
one, as described in chapter 2.3. In the beginning of the study it was decided to explore both
options and compare the cost elements of them before the decision how to move on with the
process. Work regarding outsourced service started with mapping the options by negotiating
with possible IT outsourcing companies. At the end, two different IT outsourcing company,
X and Y, sent offers based on their outsourced IT support services. Offer from company X

consisted of three different options, presented in Appendix Il. First level (Economy) was
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provided with no on-site support but only with remote support. Second level (Partner)
included limited time of IT support person to stay on-site in case company premises. Third
level (Unlimited) included a person to be on-site at case company premises unlimitedly,
based on customer needs. Price for the service varied depending the level, Economy level
being the less expensive and Unlimited level being the most expensive one. Company Y
offered a deal, where they would find a suitable person from the Russian labour market, hire
this person as their employee and handle everything, except the actual work induction, with
a fixed monthly cost. With this way, the hired person would be working to case company
with an external account, but acting as any of the current internal team members of the case

company IT support.

Regarding job description, it was the same no matter whether the hired person would be
internal or external. Job announcement with requirements and expectations of this position
is presented in Appendix Il (1-2) and it was handed over to both companies, X and Y, in

the beginning of the negotiations.

One part of the outsourcing process was to have best possible infrastructure to enable best
possible resources and capabilities for supporting Russian personnel, no matter if the support
person is internal or external. What comes to facilities, it was agreed that IT support will
have an own desk in case company’s Russian main office located in St. Petersburg. Case
company has a process to follow in case of external personnel, where a new person is granted
with an external account. This means that the person can access to case company’s IT
systems, with some limitations. These limitations do not prevent on doing the daily work,
but are more related to HR specific details such as not having access to tools for managing

employment or organization related actions.

After the first negotiations, cost comparison of internal person and external options was
handed over to case company IT Management team (ITMT), which made then a
management decision to hire an external person for one-year contract. After this decision
next negotiations started with companies X and Y, without sending out a job announcement
to hire an internal person. Negotiations ended to a selection of company Y, which then
started looking for suitable candidates together with case company’s Russian HR

department. After the search, seven candidates were interviewed in the first round and one
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of them was selected to the second round of interviews. After the second round, this person
was selected to be hired as an external employee with a one-year contract to the case

company.

4.5 Outcome of Russian IT support model

IT support model is described in figure 5 where an end-user, known as a customer, has an
issue related to two different categorizations: a service request or an incident. Customer
contacts IT support via phone, Skype for Business, Helpdesk portal or email. In case of a
phone call, contact is transferred to centralized service desk phone application to any of
available Helpdesk agents. In case of a use Skype for Business, contact is transferred to
centralized chat or call function. If a customer contacts via Helpdesk portal or email, the
issue is recorded automatically into IT Service Management tool. First level support group
depends on customer’s location and time of the day. If an issue arises during normal working
hours, it will be taken under work by a Russian support person. If an issue arises outside of
normal working hours, it will be taken under work by an English support person working
from India. Helpdesk Finnish is described as one of the groups in figure 5, because Russian

Helpdesk belongs to Helpdesk Finnish support group.

IT Support model for Russian business area

1 CUSTOMER  paay | HAVE?
NOT WORKING!

E - Phone Skype for Business Helpdesk Portal Email
)ll- | Phone call | | Call || Chat | |Request || Incidentl | Email |

1 ITSUPPORT

‘ Centralized service desk phonefapplication ‘

Skype for Business
| cal || char |
(Y |
L » *-..-.- i
- IT Service Management tool

Figure 5. IT Support model for case company’s Russian business area.
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4.6 Responsibility assignment (RACI) matrix in IT support model
An organization needs to map the roles and activities of the process to its staff and clear
definitions of accountability and responsibility are critical in terms of successful
organization. Responsibility assignment (RACI) matrix describes the organization about its
employees’ workload. RACI matrix shows which tasks are assigned to which roles. (ITIL
Foundation Handbook 2012.) For utilizing the RACI matrix, below are the definitions for
each letter:
Responsible (R)

1. The person who does the work to achieve the actual task. This person has the

responsibility for getting the work done or the decision made. This must be
one person; examples might be a support agent, application specialist or
technical architect
Accountable (A)
1. The person who is accountable for completion of the task in a correct manner

2. This must be one person and for example in project management is often the
project executor or sponsor
3. This is the role that responsible is accountable to and approves his/her work
Consulted (C)

1. People who provide information for the project and with whom there is a two-

way communication
2. This is usually consisting of several people, often subject matter experts
Informed (1)

1. People who are kept informed about progress and with whom there is a one-

way communication
2. These are people that are affected by the outcome of the tasks so they need to
be kept up-to-date (ITIL Foundation Handbook 2012).

To establish sufficient Russian IT support model for case company responsibilities for each
deliverable need to be clearly defined. Table 7 shows how each IT support task is divided
according to the responsibilities of IT and business personnel roles. RACI matrix follows IT
support model, where a customer, in this case local business end user is responsible for
contacting IT Helpdesk in the first place, when an issue occurs. When an issue is recognized,

an incident is created, either automatically from customer’s email/portal contact or by an IT
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support person. After the issue has been identified, it needs to follow a process from first
level (L1) to upper levels, if needed. The customer and other possible stakeholders need to
be informed about the progress of the ticket from end-to-end perspective of the its lifecycle,
as table 7 shows. IT Manager is accountable for ensuring that correct processes are being
followed throughout the ticket handling lifecycle. Roles highlighted with grey colour are
related to mechanical engineering, where the possible issues can be crucial due to complexity
of the IT systems in use of the business area. Business end users and leads are in significant
role to recognize whether a fault or an issue is related to a larger chain that can lead into
more complexed failure of one or more key IT systems. This same approach is suitable for
service request process with some extend, for example not having as many people or teams

being involved to, or informed in the process.

Table 7: RACI matrix in IT support model - incident handling.

Roles
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5 DISCUSSION

This chapter discusses comparison this research to previous ones and evaluates validity and
reliability of this research. This chapter also presents conclusions and key findings
throughout the study as well as tries to generalize the findings and proposes suggestions for

future studies.

5.1 Comparison to previous studies

Comparing this study to previous studies was one of the challenges. Most of the studies in
this field were comparing IT outsourcing and insourcing from cost theory point of view.
Majority of literature offer an optimistic way of outsourcing IT, without going deeper to cost
structure and side effects of the process. Some studies also describe diverse ways and

processes to outsource personnel in IT.

Studies in Internet of Things (IoT) field are mainly concentrating on IoT’s diverse
possibilities to offer new services, and its capabilities to deliver more benefit to customer
and provider. These studies did not discuss about support functions or their possible lack of
knowledge in the field. Both Truong & Dustdar (2015) and Blackstock & Lea (2014) stated
that there is a lack of capabilities of coordination with IT operations and due to IoT’s
robustness there are possibilities to have issues that are not resolved in time due to IoT’s

overall complexity.

In IT Service Delivery field, there are numerous studies describing best practices and
building processes around manufacturing industry. They suggest the structure of IT support
with its staggered layers of support groups but do not have a solution how to deal with IoT

related issues in a global company.

5.2 Validity and reliability

Validity of this study was ensured in the planning phase by examining literature findings
regarding the subject of the study and interviewing the business stakeholders of the case
company. Data was analysed based on the criteria setting explained in chapter 4. Internal

validity of the study was ensured by using structurally collected data. The data was recorded
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to case company’s ticketing system by using company’s way of recording the data.
Regarding research problem, although it needed to be changed in the early phase of this

study, the setting was seen to support the object of the entire study.

Although ticket recording was done by several individuals, as described in chapter 2.2, it
was not seen to have a major impact in analysing and data quality was evaluated to be reliable
for describing the object of this study. Amount of collected data was evaluated to give
internally reliable results, total amount of data was 990 tickets, from which 210 tickets were
recorded by an external IT support in 2017, 386 tickets were recorded by internal IT support
in 2017 and 394 tickets were recorded by internal IT support in 2016. Only weakness in data
collection were tickets created by external IT support in 2017, which was then excluded from
the priority categorization of the tickets. External reliability was seen as one of the main
challenges in this study, due to fact not having that many earlier researches in this particular
study field and therefore conclusions based on this study are mainly based on case
company’s needs and ways of working. RACI matrix created in chapter 4.6 can be used as
a tool to generalize the IT support process in other business areas or other companies in the
future. Regarding IT satisfaction survey, number of Russian participants in the survey was
too low, 26 people out of 120 in 2016 and 14 people out of 150 in 2017, to make any general
conclusions from the survey. However, the results were showing that positive feedback had
decreased from year 2016, supporting Russian interviewees’ feedback on the need for local

IT support person.

5.3 Conclusions

First research question "How many of the IT support issues are related to mechanical
engineering?” addresses company’s capability to deliver support by focusing on actual IT
issues instead of mechanical engineering problems that will be handled in other department

and by other support group.

After translating Russian contracts and issue data, it was clear that there were no recorded
IT support issues that were directly related to mechanical engineering. This was the main
limitation of the study and since there were no direct mechanical issues, this study
concentrated on analysing which of these issues were crucial from business point of view.

There were mainly IT related issues that were categorized with either low, normal or
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planning priority, no high priority and one critical issue were recorded in Russian business
area on years 2016 and 2017. There are no manufacturing units in this business area and
therefore major incident cases are rarer than in those areas where there are factories or
production lines. There was only one critical issue, which was related to a business-critical
interface between two systems and it had followed company’s own process for critical
incidents called major incident escalation process. These findings were significant in terms

of creating a need to change the research problem of this study.

Second research question “If IT support model will be established, how should it be done in
terms of following a global process?” relates to a model that can be copied into other
departments, organizations or even to other companies. In terms of being a global model, it

needs to have guidelines and it needs to follow certain set of rules.

In the middle of the study, case company’s IT Management team (ITMT) made a decision
to hire an external resource for Russian IT support. Offers were received from a service
provider with three different service levels. Offers were analysed together with Russian
business stakeholders before the final decision was done. After the analysis, recruitment
process was started together with Russian HR department, which utilised an IT company

that provides IT out-staffing and agency-hired labour.

Recruitment process was one of the key things to establish the IT support model in Russia.
The case company decided to have an external resource who would be working in equivalent
way to internal IT organization members. Therefore, it was clear from the very beginning
that the case company needed to find a suitable person who would adapt the global way of
working and be able to follow the process. This person also needed to have sufficient English
language skills to tackle the language barrier mentioned in the introduction chapter. After
the recruitment process IT support model, described in the previous chapter, was taken into

use with an external IT support person who started in St. Petersburg office in June 2018.

One interesting question to Author during this project was regarding subjective information:
Have there been opinions that have been formed as right and common ones over the years
in the study field, but have turned or will turn to be false opinions? It was estimated that case

company has lost information in the past years due to lacking IT support personnel in
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Russian business area, this was not easy to prove to be correct or incorrect and will require
more investigation in the future. Business stakeholders’ strong view was that there is a
constant need to have their own IT support person working on-site in the company’s
premises. This was also not easy to prove, due to not large enough amount of issues recorded
to company’s ticketing system. This would also need to have more examination after a year

or two, when the IT support model has been working and in use already.

5.4 Novelty value of the research

The theoretical contribution of the research is demonstrated by its ability to create an
innovative model on existing knowledge of the study field. IT support model for Russian
business area was created based on case company needs and therefore it has not been in use
that field before. Innovativeness of this study would need to be determined and evaluated in

further research.

One weakness in the data collection was a lacking part of personal meetings or interviews
with individuals that had recorded the issues in years 2016 and 2017. Most of the individuals
had resigned from the company and therefore there is a possibility to a loss of knowledge
internally in IT department. Therefore, the data analysis of this study can only be considered
to be valid the case company study field. The use of only one case company does not help
in evaluating the novelty of the conclusions or ideas during the project. More evidence on
other similar companies and analysis of their precise data would have brought a better
possibility to evaluate the novelty value of this research. Regarding 10T field and its complex
linkage to IT department of a industrial company, it seems to be clear that support processes

are not in wide and efficient use yet, this study supports those findings.

5.5 Generalization of the study findings

Critics of this study argue that it is not possible to generalise the findings. RACI model
established in chapter 4.5 is a new to case company’s IT support model and can however be
utilised in other business areas in terms of incident or service request handling. To support
this idea, PICK chart will show how each RACI model task is important in the incident

handling process.
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A PICK chart, also known as impact difficulty matrix, is typically used in Lean Six Sigma
projects and it works to direct the focus into tasks that will be worth of time and effort. It
works by encouraging to complete tasks that will make most benefit to company. At the
same time, it discourages those tasks that are not worth doing. Pick chart is described in
figure 6, where axis X represents the effort to implement an idea, while axis Y represents
the expected impact. Quadrant P (Possible) contains tasks that are easy to complete but have
a low impact. These may not be worth using time and effort. Quadrant I (Implement)
contains tasks that are easy to complete and have a high impact. These tasks are the ones that
should be completed immediately. Quadrant C (Challenge) tasks may be worth doing, but
will take time and should be only completed once the tasks in quadrant | are completed.
These tasks are difficult to complete but have a high impact. Fourth quadrant K (Kill)
contains tasks that are difficult to complete and have a low impact. Therefore, quadrant K

tasks are not worth using time or effort and should not be considered to implement.

C = Challenge
High impact,
difficult to complete

Impact

P = Possible K = Kill
Low impact, Low impact,

easy to complete difficult to complete

L J

Effort

Figure 6. PICK chart works to direct focus into tasks that are worth of time and effort.

A PICK chart was created from tasks described in RACI matrix, in chapter 4.6, to have an
idea of relevant tasks and whether all those are worth time and effort in incident handling

cases. Figure 7 shows that all the tasks stated in RACI matrix that are performed by IT
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personnel belong either to | or C quadrant. This proves all the tasks are relevant for an

efficiently working IT department in the incident handling process.

35
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Figure 7. PICK Chart of IT support model RACI tasks.

PICK chart was used also to assist on generalization of the findings in this study. In Figure

8, the findings are:

Implementation of RACI model

Investment on recruitment process

Induction to case company processes - New personnel
Major incident escalation process

Data analysis of recorded tickets in following years
Clarifying support groups in IT Service Management tool
Prioritization of tickets in IT Service Management tool
Conducting IT Customer Satisfaction Survey in the future

Comparison between insourcing and outsourcing
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Figure 8. PICK Chart on study findings.

There are three tasks in quadrant | that are easy to complete and with a high impact: Major
incident escalation process, Prioritization of tickets in IT Service Management tool and Data
analysis of recorded tickets in next following years. Major incident escalation process is
already in use in other business areas and can also be taken into use in the study field.
Prioritization of tickets has been already taken into use, but will need a regular follow-up.
Data analysis of recorded tickets can be conducted in the following years, as soon as the case
company has enough sufficient data in its ticketing system. Implementation of RACI model,
investment on recruitment process, induction to case company processes for new personnel
and conducting IT Customer Satisfaction Survey in the future are all in quadrant C. This
means those tasks are somehow difficult to complete, but have a high impact on IT
management processes and therefore are worth carrying out. Tasks for clarifying support
groups in IT Service Management tool and comparison between insourcing and outsourcing
are in quadrant P, meaning they are easy to complete but do not have an enormous impact
to daily work. Therefore, those are not supposed to be implemented before tasks in quadrant

I have been implemented.
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In retrospect, the Author is pleased with the outcome of the research project, IT support
model for Russian business area. The model can be used in other business areas of the case
company and possibly be copied to other companies too. Although the research problem was

changed in the middle of the project, it was possible to find a new direction for this study.

5.6 Suggestions for further studies

The theoretical preview combined to case company data analysis provided an insight into IT
support model creation for Russian business area. While constructing the model and getting
acquainted with existing knowledge of the field, the study also identified subjects that would
need further research. As the focus was building IT support model on possible issue
handling, the case company was studied in a static way. As described in chapter 5.4, more
evidence on other similar companies and analysis of their data would bring a better analysis

on current state in a global scale.

Regarding resource planning, there are two topics that would need further studies:

1. Cost comparison between internal and external IT support personnel

2. Follow-up on ticket recording
Although it is generally assumed that outsourced personnel would be more cost effective
than internal IT personnel, not all the factors are taken into the cost comparison. There are
hidden costs such as support, induction and other extra effort from management side that are
not usually calculated to these comparisons. In some cases, full utilization of the company
tools is not possible for external personnel. In this study, it was found that external personnel
do not have the same visibility to case company’s ticketing system, which is preventing
external personnel to handle all the tasks in an efficient way. In this case, there would be
changes needed to ticketing system to follow the end-to-end process. Follow-up on ticket
recording would need to be done soon to have an overview on total issues in the case

company’s Russian business area.

Other interesting subjects would be combining SLA and RACI to have a better
understanding on the condition of IT service delivery process. Regarding a global way of
operating, IT operating instructions would need to be renewed. These both would need extra

effort from regional IT Managers to have a common way for operations inside the company.
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6 SUMMARY

This study explored IT support issues in Russian area of an industrial company and how
those were related to mechanical malfunctions or breakdowns. The study consisted of theory
part explaining literature findings of the study field and their connection to industrial
company IT operations, results and analysis on case company issue data and as a conclusion,
analysis of observations and results of the study. Object of this study was to establish an IT

support model in case company’s Russian business area.

Case company of the study was a world-leading group in equipment production and
provision of services in its field. Case company has its own internal IT department,
consisting of almost thirty different IT services to enable reliable, productive and secure
operations to company. Case company’s IT operating model has been renewed in the past
two years due to integration between two companies. Case company’s Russian business area
has increased during the integration process and there has not been a sufficient IT support
model in use in the area. This study was addressed to create IT support model to enable best
possible services for the study field. Without a sufficient IT support model and ensured

business continuity, case company may end up losing money or customers.

First research question of this study was pointing to find out how many of recorded issues
were related to mechanical engineering. After translations and analysis of the recorded data
it became clear there were no such issues recorded in the study field. This finding lead to a
change of direction of the study, now concentrating on complexity of the IT systems and
how IT support process should be created in terms of having a global process in place. This
relates to second research question of the study: “If IT support model will be established,

how should it be done in terms of following a global process?”.

Research methodology of this study was a practical approach to collect quantitative issue
data and analyse it. Understanding of the background and theories of the research problem
were essential parts of the project, therefore first part of the study describes theory of IT
management processes and support functions in an industrial company. Data analysis of the

study was done for case company’s ticket data in IT management tool and its ticketing
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system. Data consisted of issues recorded between 2016 and 2017. Due to merge, in 2017
there were issues recorded by an external IT support company and those were taken into

observation as well.

The main limitation of the study was the definition of mechanical issues in Russian business
area. Priority of the issues is a crucial part of ticket handling in support process, but due to
nature of case company’s Russian business area, not having factories or production lines,
this was especially difficult to define. Another limitation was recorded data that was
collected and recorded by individuals that had already left the case company, which meant
there were no possibilities to interview those individuals during the project. Language barrier
was one of the issues in the beginning of the study, almost all tickets were recorded in
Russian language in past two years. This enforced the Author to translate all tickets and

contracts into English before they were ready to be categorised and analysed.

Regarding establishment of the IT support model, case company had two options for
personnel in Russian IT department: to have an internal or to have an external person. These
both options were studied during the project and case company’s IT management team
decided to hire an external resource to work on-site in Russian main office located in St.
Petersburg. After the management decision, offers were received from a service provider
with three different service levels. Those offers were analysed together with Russian
business stakeholders before the final decision was done. The actual recruitment process was
conducted together with Russian HR department and an IT company that provides IT out-
staffing and agency-hired labour. Established Russian IT support model was finally taken
into use in June 2018, when an external IT support person started working for the case
company. For mapping the roles and activities in the, responsibility assignment (RACI)
matrix was established for the case company use during the project.

To evaluate findings of this study, PICK chart, also known as impact difficulty matrix, was
used in the discussion chapter. A PICK chart was created from tasks described in RACI
matrix to evaluate whether all the stated tasks were sufficient for having an effective IT
support model. Similar approach was used for the key findings, such as major incident
escalation process, prioritization of tickets in IT Service Management tool, data analysis of

recorded tickets in following years, implementation of RACI model, investment on
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recruitment process, induction to case company processes for new personnel and conducting

IT Customer Satisfaction Survey in the following years.

The study also identified subjects that would need further research. As the focus was building
IT support model on possible issue handling, the case company was studied in a static way
and more evidence on other similar companies and analysis of their data would bring a better
analysis on current state in a global scale. Other subjects for further studies were cost
comparison between internal and external IT support personnel as well as ticket recording
follow-up, as these both were highly related to resource planning. Other interesting subjects
were combining SLA and RACI to have a better understanding on the condition of IT service

delivery process and renewal of IT operating instructions.

In retrospect, the Author was pleased with the established IT support model for case
company’s Russian business area. This model can be used in other business areas of the case
company, or alternatively to be copied to other companies. Although the research problem
was changed in the middle of the project, it was possible to find another direction to this

study and have a sufficient outcome for the project.
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Appendix |

Open comments from case company’s customer satisfaction survey (2016 & 2017)

Year

Feedback type

Comments

2016

General feedback

I'd recommend introducing groups of workers responsible for
different tasks/services and let them teach us about capabilities
of IT-services.

2016

Comments on
implementations

Programs interface are different. New program product: CSllI I'd
like to be able to adapt desktop for my tasks.

2016

Comments on
training

Need for overview lecture: what services we have and what for

2016

Comments on
training

Planned training for each service

2016

Comments on
training

Services review, capabilities and how to work with them

2017

General feedback

Too much in this area falls within the scope of responsibility of
branch managers. Frequently, it is managers who do not think it
is necessary to connect to different services, considering them
unimportant.

2017

General feedback

It is impossible to connect with the Russian-speaking IT support
over the phone or in chat, all operators are busy all the time

2017

General feedback

Thank you for the survey, but | have heard about existing
software products for the first time from the survey only. It would
be great to have a training in available products.

2017

General feedback

Thank you!

2017

General feedback

Dear friends, having read the entire text of the survey, | feel that
it was translated into Russian superfluously, probably it was
even translated using automatic means without final proofing by
a native speaker. This is absolutely unacceptable, since clumsy
language discourages to participate in similar surveys in the
future.

Another thing, it is not obligatory to use BitLocker in Russia. It is
disabled on my corporate laptop. Nevertheless, | constantly
keep seeing messages offering to encode the disc. Itis a
nuisance. It would be worse still if one day | am not attentive
enough, accept a pop-up window and then cannot switch off my
computer. The possibilities of contacting technical support
happen to be very limited when | am on business trips. Russia is
big! Telecommunications are not available everywhere. It means
that an engineer might end up without a computer. | think that
this situation is absolutely unacceptable. Multiple requests to
remove BitLocker from my computer were fruitless. At least, N.
N. could not help me. You are strongly requested to solve this
issue!

2017

General feedback

I would like to understand who is responsible for support in
Russia in case there are issues.

2017

Comments on
implementations

The quality of translation of this survey into Russian is quite
mediocre.




Offer and different service levels, from IT outsourcing company X

Appendix Il

Level: Economy

Level: Partner

Level: Unlimited

Response time 2 hours 1 hour 15 minutes
Incident resolution time 4 hours 2 hours 1 hour
Hours and visits per month | 32 hours of 42 hours of Unlimited
support, support,
without visits 4 visits
User and equipment support | YES YES YES
User consulting NO YES YES
Antivirus control Monthly Weekly Daily
Servers’ health analysis Monthly Weekly Daily
Software and hardware YES YES YES
delivery
Personal Service Manager NO YES YES
Workstations for temporary | NO NO YES
replacement
Duty Manager on holidays | NO NO YES




Appendix 111, 1

Job announcement for Russian IT support person

Location: Russia

Job description

We are looking for IT Support Technician for xx IT Helpdesk in St. Petersburg. IT Helpdesk
IS serving xx internal customers in Finland, Russia, Ukraine, Scandinavia and Baltic

countries.

As IT Support Technician you will help our users via phone to solve their IT issues. You
will also receive, record and route service requests, analyze service processes as well as

document and maintain work instructions.

The person we are looking for is a professional in customer service and have an ability to
perform work related tasks both individually and as a team member. Your work duties will

include both phone service and on-site support.

What we expect from you

- Customer service skills and courage to meet the customers face to face

- Fluent Russian and English language skills, other languages such as Swedish are seen
as assets

- Diverse IT skills

- Problem solving skills

- Experience on system support and hardware maintenance

- Documentation skills

- Experience on ITIL, Microsoft Active Directory, CM2012, Windows 7 & 10 —
operating systems, Office 365 and ERP system(s). Experience on AV equipment is

an asset



Appendix 111, 2

To succeed in this position, we expect you to be hands-on and independent person who is
able to solve problems in an innovative way but playing by the rules. You are a person who
has a will to learn new things and have a readiness to travel approximately 10 to 20 days per

year.

What we offer you

This position will offer you a possibility to develop your professional skills in a global
environment. This position is changeable where every day is different from another. You
will always learn something new!

Additional information

For more information, please contact between XX.XX.XXXX-XX.XX.XXXX. N.N, title,

country, email.

In case you got interested, please send your CV and application with salary request by

XX XX XxxX via link below.



