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ABSTRACT
Lappeenranta University of Technology
School of Engineering Science
Erasmus Mundus Master’s Programme in Pervasive Computing & Communications
for Sustainable Development (PERCCOM)
Madhubala Ganesan
Energy-efficient Cloud Infrastructure for IoT Big Data Processing
Master’s Thesis
76 pages, 40 figures, 6 tables, 4 appendices
Keywords: IoT, Big Data Analytics, Cloud Data Centers, VM consolidation, Energy
consumption
Internet of Things (IoT) along with Big Data Analytics is poised to become the backbone
of Smart and Sustainable Systems which bolster economic, environmental and social
sustainability. Cloud-based data centers provide computing power to churn out valuable
information from voluminous IoT data. Multifarious servers in the data centers turn out to
be the black hole of superfluous energy burn contributing to 23% of the global Carbon
dioxide (CO2) emissions in ICT industry. IoT energy concerns are addressed by researches
carried out on low-power sensors and improved Machine-to-Machine communications.
However, cloud-based data centers still face energy–related challenges. Virtual Machine
(VM) consolidation is an approach towards energy efficient cloud infrastructure. Although
several works show convincing results of the potential of VM consolidation in simulated
environments, there is inadequacy in terms of investigations on real, physical cloud
infrastructure for big data workloads. This work intends to evaluate dynamic VM
consolidation approaches by combining algorithms from literature. An open source VM
consolidation framework, Openstack NEAT is adopted and experiments are conducted on a
Multi-node Openstack Cloud with Apache Spark as Big data platform. This work studies
the performance based on Service Level Agreement (SLA) metrics and energy usage of
compute hosts. The corresponding results are presented based on which the best
combination

of

algorithms

is recommended.
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1

INTRODUCTION

Internet of Things (IoT) is the outcome of the emanating third wave of development of
Internet. IoT, along with Big Data Analytics is poised to become the backbone of Smart
and Sustainable Systems which bolster economic, social and environmental sustainability.
Gartner (2014) predicts that IoT will hit mainstream by 2020 with almost 25 billion smart
objects, which is more than thrice the number of human beings on earth. The degree of
connectivity will extend to all everyday use products and smart phones will become even
smarter. The boundless scope for IoT in various domains makes this period, the IoT era.

Figure 1. Estimated no. of smart connected things
in use worldwide (Gartner, 2014)

Figure 2. Worldwide Data Center Energy
Consumption (2000-2010) [1]

Data is considered to be the next ‘Oil’ because of the value it brings in various sectors.
Data Analytics help businesses increase revenues by boosting operational efficiency, target
marketing, predicting progression in market etc., In addition, Data Analytics plays a vital
role in getting insight out of voluminous data generated by sensors and devices [2]. Big
Data refers to immense amount of raw and unstructured data that needs to be gathered and
analyzed. This data is generated by diverse sources for various purposes. The purpose
served by the data generated may not be the purpose intended when the data was
generated. Traditional data-processing systems are replaced by sophisticated big data
processing systems and platforms as the former is incapable of handling voluminous and
complex data generated by IoT [3].
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To meet the exponential growth of IoT data and user demands, the cloud computing
paradigm provides vast computational resources for fast and reliable data processing. IaaS
is a cloud service model where CDCs deliver computing, networking and storage resources
on-demand over the internet. Hundreds of thousands of servers are provisioned worldwide.
IaaS providers such as AWS EC2, Rackspace, Google Compute Engine provide virtual
machines of different types based on the amount of resources [4].
Data center facilities that house networked computers and equipment play a crucial role in
providing elastic computing resources creating an illusion of infinite resources [5].
Consequently, there is a need for a large amount of energy to power the Information and
Communication Technologies (ICT) equipment. Increasing energy needs calls for the need
for more coal and fossil fuels to generate electrical energy. Statistically, the energy
consumption of data centers all over the world has increased by 56% within a short span of
five years between 2005 and 2010 [6].
According to Gartner (2007), Data Centers account for 23% of global carbon dioxide
(CO2) emissions from ICT industry. The report also points out that data centers contribute
to 2% of the global CO2 emissions which is on par with that of the aviation industry. In
spite of the overall value that ICT brings, Gartner indicates that this trend is unsustainable.
There is a need for the innovations in ICT services and products to reduce environmental
impact. Gartner provides some recommendations to the IT organizations to address this
problem: measuring power consumption, consuming fewer servers by optimizing
utilization, using devices on low power state, analyzing energy usage of the Data Center
periodically. The European energy policies and climate targets for the years 2020 and 2030
have energy efficiency as a key part [7]. Energy consumption not only increases the
operational cost of the data center but also acts as a major contributor of global carbon
emissions.
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1.1 Motivation
Eye tracking technology is getting significant attention to understand visual perception and
the relationship between vision and attention. Research in this area has become an
entrenched method in evaluating eye-movement behavior of participants. Eye trackers are
being used in real-world systems and in fields such as psychology, neuroscience, aviation
and human computer interaction [8].
In aviation industry, based on the data gathered from flight incidents, airline regulators are
finding ways to improve safety across the industry. Data4Safety, a program launched by
The European Aviation Safety Agency (EASA) for data collection and analysis for risk
detection using data from multiple sources such as safety reports, in-flight telemetry,
sensors and devices data, air traffic surveillance information, and weather data [9]. Analysis
of data generated by Internet of Things (IoT) devices such as ‘wearable’ eye tracker device
is gaining significant attention in detecting human errors of pilots while flying [9]. Factors
such as visual distractions and fatigue can lead to loss of control and accidents [10]. The
aim of this program is to identify potential safety risks and determining the right actions to
mitigate the risks. The weak links in the aviation chain are identified by chewing over
terabytes of data [10].

Figure 3. (a) Relationship between eye-tracking and big data analytics, (b) Three V's of eye tracking data [8]
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In general, eye-tracking glasses, interactive eye tracking devices or smartphones are being
used. Most eye-tracking devices are considered as 'wearable devices' which continuously
sense eye-movements [11]. Considering the three characteristics or three V's of big data, the
data generated are in extensive amounts of varied data types which makes the eye-tracking
data labelled as 'big data' (Figure 3). The volume of eye-tracking data collected is immense
and technologies such as head-mounted eye tracker devices are enabled with high tracking
speeds (such as 500 data points per second) [8]. The velocity of data generation has
increased drastically as recording devices have become cheaper and easily available. In
addition, eye tracking is often integrated with different data sources such as
electroencephalography (EEG), motion trackers, functional magnetic resonance imaging
(fMRI), mouse and keyboard interactions. This has led to a large variety in the data formats
[8]. Sophisticated approaches to identify patterns in the data beyond the statistical
dimension has become essential. Movement measures, fixation counts, numerosity
measures, distance measures are a few possible directions in analyzing eye-movement data
[11].
The concept of ‘black box in the cloud' is considered to be a boon to the aviation industry.
In this service, data is streamed from the aircraft to the airline in real-time. Position
reporting, pilot's attention while flying using sensors can be reported in real-time to prevent
aircraft accidents and disappearance far less likely [10]. The cloud infrastructure of the
airline will do the required processing as the computational and storage resources needed
cannot be compactly fit into the aircraft [10]. On the other hand, the data center
infrastructure used is a major contributor of enormous power usage [12]. As aviation and
ICT industries are the two major energy consumers, the situation calls for optimization of
energy consumption of data centers.

Figure 4. Goal of Data Centers
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The computing industry has always focused on improving the system performance. With
efficient system designs and increasing the number of components based on Moore's law
[13], this objective is being achieved. Though the output per watt is improving, there is no
reduction in the total power consumed by the computing system. On the contrary, it is
increasing in an exponential rate [14]. This trend has led to a situation where the cost for
energy consumption of the server has exceeded the actual hardware cost and this is
particularly true for large-scale computing infrastructures such as cloud data centers which
are impacted by energy problem [1] [15].
ICT infrastructures and cloud providers are looking for effective systems and methods to
address the overwhelming utility bills and their carbon footprint [15]. Green Computing
focuses on optimizing computing technologies and practices to reduce the negative impact
on the environment without compromising on performance [16]. The goal of computing
infrastructure industry has shifted to energy efficiency coupled with high level of QoS for
customers as depicted in Figure 5. Energy optimizations within a data center revolves
mainly around improving cooling systems and ICT equipment. These are the major energy
consumers within a data center [14]. In case of an IoT system that requires a cloud-based
Big Data processing platform, resources need to be elastic to meet the needs. Analysis of
energy efficient cloud systems and approaches for such a dynamic IoT system can provide
useful insights towards building an energy efficient infrastructure.
VM consolidation is one of those green practices where the number of active computing
devices are reduced by transitioning inactive servers to ‘energy saving’ mode [17].
Infrastructure as a Service (IaaS) providers consider a number of metrics to define their
performance to meet Service Level Agreements (SLA). This work involves a study on
energy challenges in a cloud-based IoT data processing system and state-of-the-art energy
efficient techniques. It also involves investigation of the power usage characteristics of
compute and storage nodes and the impact of VM consolidation technique to migrate
Virtual Machines and Block Storage (big data storage) by building a cloud infrastructure
followed by conducting appropriate experiments. The research focuses on evaluating VM
consolidation algorithms in terms of SLA metrics and energy consumption.
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1.2 Problem Definition
While a number of different approaches have been proposed in previous research work in
this area, a few gaps still persist. The following are the gaps identified:
1. While there have been studies on big data applications for IoT and challenges faced
regarding resource allocation for big data platforms on cloud, energy challenges in
cloud for processing big data workload is not considered [18][19]. As CPU traces
from PlanetLab or Google Cloud DataStore (GCD) are often used as workload for
simulations [20], there is a lack in studying the performance for processing IoT
related big data workload on compute hosts.

2. While several studies have compared the energy efficiency and performance of
algorithms for each of the four VM consolidation sub-problems individually
[21][20], there is a lack of rigorous evaluation and comparison of the overall
system when algorithms for all the four sub-problems implemented together.

3. Although several works have tested the potential of VM consolidation in simulated
environments using tools such as CloudSim, there is inadequacy in terms of
investigations on physical cloud infrastructure [22].
4. VM Consolidation Frameworks for cloud platforms that are proposed in the past
research works are not evaluated enough for different algorithms and workloads
[23].
This thesis attempts to bridge the above-mentioned gaps in research. Different VM
consolidation techniques are evaluated for processing big data and in the context of our
research, the big data comes from IoT 'wearable' - in the form of an eye tracker.
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1.3

Research Questions and Objectives

This section presents the research questions and the corresponding objectives that should
be achieved in this research.

RQ1. What are the energy efficient approaches in cloud infrastructures?
RO1. Investigation of state-of-the-art
RO1.1 Investigation of current energy challenges
RO1.2 Investigation of energy efficient cloud systems, models and approaches

RQ2. How can VM consolidation bring about energy efficiency in a cloud
infrastructure?
RO2. Investigation of Power usage characteristics of compute servers
RO2.1 Building a cloud infrastructure
RO2.2 Conducting baseline experiments and measure energy consumption
RO2.2 Implementing VM consolidation and analyzing energy usage

RQ3. Which is the most effective VM consolidation strategy for processing a big data
workload?
RO3. Evaluation and comparison of VM consolidation strategies in cloud
RO3.1 Selecting algorithms for VM consolidation
RO3.2 Implementing VM Consolidation Workflow
RO3.3 Designing and conducting experiments
RO3.4 Identifying performance and energy metrics for evaluation

RQ4. What is the impact of the solution on Sustainability?
RO4. Conducting a Sustainability Analysis using frameworks and open data
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1.4

Delimitation

In order to test VM consolidation on real cloud infrastructure, a data center infrastructure is
required. Considering the limited available resources, a small lab with traditional PCs as
compute hosts is set up. The set-up mimics a small-scale multi-node cloud infrastructure.
The experiments are designed based on the availability of resources. The system is not
adaptive or energy aware in real time because it is based on asynchronous data. Some of
the experiments are repeated over a period of 24 hours which required data to be processed
continuously. The data from sensors and devices are collected and stored over time. The
collected data is continuously streamed and processed during the 24-hour long experiments
to mimic a real world IoT system.
Some early decisions on selection of tools and platforms for testing the VM consolidation
is done based on literature study. Openstack is chosen as the cloud platform and Apache
Spark as Big Data Platform. Underload, Overload detection algorithms, VM selection &
VM placements algorithms are chosen from the literature based on their performance on
simulated workloads.

1.5

Contributions

The following are the key contributions of this work:
1.

Investigation of VM consolidation on physical cloud infrastructure and a VM
Consolidation Workflow is designed and implemented with open source
technologies, tools and platforms.

2.

Comparing different algorithms for VM consolidation sub-problems and
evaluating

their

performance

and

energy

efficiency.

Providing

recommendations on the most effective combination of algorithms for
processing a IoT related big data workload using an Aviation system use case.

3.

Analysis of the impact of the solution on Sustainability using open data and
Sustainability analysis framework.
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1.6

Organization of the Thesis

This structure of this manuscript is as follows:
•

Chapter 1 : Introduction provides an understanding of the background,
motivation, objectives and contribution of the work presented in this thesis.

•

Chapter 2 : Review of Related Work covers a a broad study of IoT and Big
data, state-of-the-art energy-efficient systems, methods and approaches,
Resource Management in Cloud, VM consolidation approaches and algorithms.

•

Chapter 3 : Methodology dives into details about the systematic approach of
the work with images that are relevant for the experimental set up and describes
the architecture in detail, design and conduct of the experiments.

•

Chapter 4 : Results and Discussion present the results of the experiments
conducted with relevant performance and energy metrics and the inferences.

•

Chapter 5 : Conclusion and Future work presents the outcome of the thesis
and possible direction of future work.
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2

REVIEW OF RELATED WORK

This chapter is divided into five sub-sections to discuss the following topics: (a) IoT and
Big Data, (b) Energy-efficient computing systems, (c) Cloud-based data centers, (d) Cloud
resource management, and (e) Consolidation of Virtual Machines. Several work in these
areas are reviewed to highlight the state-of-the-art and identify relevant research gaps.

2.1

IoT and Big Data

Internet of Things will be positioned as an added value for applications in the future. It will
involve vast deployment of sensors and devices which incurs a huge sum of money [24].
Effects of IoT (being a pervasive technology) on the environment must be taken into
account [25]. For long term use, the whole system has to be optimized for energy efficiency
and resource utilization. Radio-Frequency IDentification (RFID), Machine to Machine
(M2M) communications, green cloud computing and data centers are the key focus areas of
green IoT [16]. [26] discusses various green initiatives at various levels of a cloud based
IoT system. [25] focuses on narrowband IoT (NB-IoT) which is a Low Power Wide Area
Network (LPWAN) radio technology. NB-IoT has a great impact on improving battery life
of devices and also on the cost. LPWAN is suitable for transmitting small amount of data
over long periods of time which is highly suitable for IoT devices. Various issues and
technology solutions related to green IoT for reducing power consumption are discussed in
[16]. It also provides future directions for open problems in Green IoT, one of which being
optimal utilization of cloud data center resources for energy efficiency. Five principles are
proposed to be adopted for a greener IoT world by 2020. The principles explained by
means of a case study on smart phone as an IoT device [26].

Figure 5. Cloud-based IoT System
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The two main components in the cloud for a cloud-based IoT system are the data analytics
application or software and the cloud infrastructure (physical and virtual) [27]. Such a
system is represented in the Figure 5.

Figure 6. Data Processing Goals, Platforms and Constraints

The goals of data processing are to facilitate faster decisions, provide reliable results with
low latency for batch and stream processing and sophisticated methods for making 'better'
and more informed decisions [5]. In order to achieve these goals, powerful platforms are
imminent. Hardware and software play crucial role in attaining these goals. IoT data is
voluminous and complex for which scalable systems are necessary [28]. CPU time, I/O
time, storage resources and energy efficiency are examples of constraints for efficient data
processing. So, energy efficiency in data centers for IoT data processing is important as
servers used for computations are energy hungry [26].

2.2

Energy-efficient Computing Systems

In this section, the state-of-the-art systems and techniques used for energy efficient
computing are studied. Gordon E. Moore, in the year 1965, stated, "With unit cost falling as
the number of components per circuit rises, many as 65,000 components on a single silicon
chip" [13]. With increase in the number of components, size has decreased, while speed has
increased. This is applicable to the increase in number of cores in a CPU [29]. Increased
speed is invaluable for mission critical tasks but the need for more energy adversely affects
the system. A simple circuit theory can be used in calculating the power consumption of
CPU [29]. In this case, CPU can be considered as a variable resistor that changes resistance
with increase in workload. Power dissipation can be depicted in Eq. (1),
15

(1)
The relationship between CPU utilization and total power consumption of a server was
modelled in [30]. It states that with growth in CPU utilization, power consumption grows
in a linear fashion from the idle state power consumption up to when server is fully utilized.
This relationship is expressed in the Eq. (2),
(2)
Where

is estimated power consumption,

is the idle server power consumption,

is the power consumption when server is fully utilized and

is the current CPU

utilization. The problem of energy wastage is addressed by an energy proportional
computing system, where the energy consumed by the computing systems is proportional to
the workload [31]. For single-core processor, the relationship is approximated by a
quadratic function and on the other hand, the relationship is approximated by a linear
function for dual core processor [32]. In case of embedded systems, power consumption of
the device is a critical design consideration.
In DVFS, depending on the demand for resources, voltage and frequency of the CPU are
dynamically altered which has resulted in saving 30% of power in low-activity states of the
desktops and servers [31]. On the other hand, dynamic power ranges of other components
are less to negligible. It is less than 50% for Dynamic Random Access memory (DRAM)
and 15% for network switches [30]. The fact that CPU is the only component that supports
low-power modes is the actual reason behind the variation of dynamic power ranges. Other
components do not support low power modes and can only be switched off. Nonetheless,
there is a considerable effect on performance caused by the transition between active and
inactive states. Idle state power incapability of the server components has led to a limited
dynamic power range of the server to 30% [30]. A study on benchmarking power usage
characteristics of embedded processor and analyzing the idle power consumption shows that
the energy consumed by the processor significantly diminishes the instant the processor
enters an idle state [33]. This study also states that during the idle state, energy consumption
reduces without invoking hardware-based frequency scaling or Dynamic Voltage and
Frequency Scaling (DVFS) methods thus, being effective with less overhead [34].
16

2.3

Cloud-based Data Centers

National Institute of Standards and Technology (NIST) defines cloud as a model for
enabling ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort or
service provider interaction [35].
Cloud providers are looking for efficient ICT infrastructures to address their overwhelming
utility bills and carbon footprint [15]. The goal of computing infrastructure industry has
shifted to energy efficiency coupled with high Quality of Service (QoS) level for customers.
End-users have an impact in terms of increased resource usage costs which is decided based
on the total cost of ownership (TCO) by the provider [36]. Higher energy consumption
inadvertently increases utility bills and impacts the requirement for more cooling systems,
Uninterruptible Power Supplies (UPS) and Power Distribution Units (PDU). Several studies
have shown that reducing power consumption of a system effectively extends the overall
running time which results in longer lifetime of the device [33].
Most cloud data centers use blade servers which provide more computational power and
less space consumption. However, blade servers are hard to cool as the components inside
each rack are densely packed. In line with an example stated in [14], 60 blade servers can be
mounted to a rack of 42U where ‘U’ is called the rack unit, a measure of height of a server
[22]. On the contrary, the rack requires up to 4000 W for power supply to the servers and
cooling systems compared to a rack with 1U servers which require only 2500 W. The
sustainability of data centers and their efficiency measures are listed down in [37]. Power
infrastructure, Cooling, Airflow Management and IT efficiency are the key factors that
determine the efficiency of a data center. Power Usage Effective (PUE) and Data Center
Infrastructure Efficiency (DCIE) are the widely used energy efficiency metrics which were
originally proposed by Greed Grid Consortium [38]. PUE is a ratio of energy consumed by
the data center to the energy supplied to the computing equipment. DCIE is the inverse of
PUE [37].
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2.4

Cloud Resource Management

Several studies state that the objectives of cloud resource management are to provide
highly elasticity and scalability, provide efficient, reliable resource utilization [39][40][41].
It is a set of processes to effectively and efficiently manage resources and also guarantee
Quality of Service (QoS) for the consumers [42]. [43] describes resource management in
two phases: Ab-initio Resource Assignment followed by Periodic Resource Optimization.
Ab-initio resource assignment is the first phase where the user requested resources or
application requirements are fulfilled by following a series of steps as follows:
1. Request Identification
2. Resource Gathering
3. Resource Brokering
4. Resource Discovery
5. Resource Selection
6. Resource Mapping
7. Resource Allocation
The second phase of cloud resource management is periodic resource optimization which
is classified into two types for non-virtualized resources and for virtualized resources [43].
The latter differ from the former in the ability to be gathered and dispersed to meet the
requirement posed. This process requires periodic optimization either by bundling or by
fragmenting resources [44]. Periodic resource optimization involves continuous resource
monitoring and VM consolidation [21]. Resource allocation / reallocation can be achieved
by applying policies which are broadly classified into four types based on the expected
outcome: Load Balancing, Server Consolidation, SLA / QoS based allocation and Hybrid
allocation of resources (Illustrated in Figure 7). The following figure represents the four
policies for resource allocation and optimization [43]. This work focuses on guaranteeing
QoS by meeting SLA and energy efficiency.
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Figure 7. Factors involved in Resource Allocation / Re-allocation [43]

Several researchers have classified cloud resources into two types: physical and logical or
hardware and software resources [42][44]. Another approach to classify the cloud resources
based on its utility is proposed in [43]. The author classifies the resources into five types:
Fast Computation Utility, Storage Utility, Communication Utility, Power / Energy Utility
and Security Utility. This work focuses on fast computing utilities: Processor and Memory
that provide the computing power for data processing.
There exists a fundamental belief that only hardware efficiency has an effect on energy
consumption of devices. Several studies have proven that resource management systems
also play a role in energy consumption of devices. The relationship between different
layers in the computing systems and energy consumption are discussed in [14]. Figure 8
shows the interconnection between the layer as explained in [14].

Figure 8. Interconnection between layers in computing systems [14]
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The data centers’ computing infrastructure consists of three main divisions: application
domains, computing environments and physical resources. Efficiency of applications such
as the concept of multi-threading to utilize cores of the processor for computation has an
effect on power consumption. Hardware efficiency of the devices and cooling systems also
effect power consumption. The middle layer, that provides the computing environment is
often the least targeted layer for energy optimization. But in the recent studies, the concept
of visualization is useful in altering the energy behavior of systems. This includes
commercial providers, private computing resources and cloud.

2.5

Consolidation of Virtual Machines

Dynamic Power Management (DPM) techniques help reducing energy consumption
temporarily whereas Static Power Management (SPM) is for permanent reduction in energy
consumption [14]. VM consolidation is a potential DPM solution for improving resource
utilization and reducing energy consumption [21][45]. The classification of Power
Management Techniques in a data center is represented in Figure 9.

Figure 9. Classification of Power Management Techniques [40]

Virtualization facilitates provision of multiple virtual machines on a single physical host
[46]. As a result, resources are better utilized thus, increasing the Return On Investment
(ROI) [22]. VM consolidation technique achieves energy saving by eliminating idle power
consumption through switching of idle hosts to low power mode such as sleep or hibernate
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modes [47]. One of the capabilities of Virtualization is the ability to relocate a VM between
compute nodes, called migration [48]. Performing VM migration with no downtime is
called live migration [48][49]. There are two main states when VMs are migrated: when
some physical hosts are under-utilized, VMs are migrated to keep the physical servers to be
minimum in number; and relocate VMs from overloaded hosts to prevent deterioration of
performance [20].

Figure 10. VM Consolidation Sub-problems [46]

Dynamic VM consolidation is a complex real-time decision-making problem that involves
four sub-problems as shown in Figure 10 : underload detection, overload detection, VM
selection and VM placement [50][38]. A tiered software system for VM consolidation was
proposed in [46]. In this system, Virtual Machine Monitors (VMM) continuously observe
the resource utilization and thermal state of VMs in each physical host. Local managers
placed in the VMM observe the resource utilization of VMs and send the information to the
Global Manager. . Commands to apply DVFS and turning hosts to idle nodes are issued by
the Global Manager that manages a set of nodes. Figure 11 is the system architecture
proposed in [46].

Figure 11. Tiered model for VM consolidation [46]
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Several algorithms have been proposed and the performance of the algorithms are tested for
individual sub-problems in [50][51] but the performance of the whole system when
different algorithms are combined together and applied is not adequately studied. This work
focuses on analyzing the effect of VM consolidation when different combination of
algorithms are applied for an IoT big data workload.
A static threshold based underload detection is commonly applied as CPU utilization does
not drop below a threshold very often and complex algorithms cause unnecessary overhead
[52]. On the other hand, sudden peaks are noticeable with varying workloads that overloads
hosts and cause performance degradation. Three category of algorithms are proposed for
overload detection in [50][52]: Static-threshold based [50], Adaptive utilization based [50]
and Regression based algorithms [50]. We select one algorithm from each category to
analyze the suitability for big data workload. Threshold based Heuristic (THR) [22],
Median Absolute Deviation (MAD) [50] and Local Regression Robust (LRR) [50] are the
algorithms chosen for overload detection. When an overloaded or underloaded host is
detected, selecting the right VM is important to cause minimal performance degradation.
Random Choice (RC) and Minimum Migration Time (MMT) are the two common
algorithms proposed for VM selection [38][53].
Underload

Overload

Detection

Detection

Combo1

THR1

Combo2

Combo

VM Selection

VM Placement

THR

RC2

BFD3

THR

MAD4

RC

BFD

Combo3

THR

LRR5

RC

BFD

Combo4

THR

THR

MMT6

BFD

Combo5

THR

MAD

MMT

BFD

Combo6

THR

LRR

MMT

BFD

Table 1. Combinations of Algorithms
1

Threshold based Heuristic;

2

Random Choice;

4

Median Absolute Deviation;

5

Local Regression Robust;
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3
6

Best Fit Decreasing;
Minimum Migration Time

VM placement is regarded as a bin packing problem with varying bin sizes. Compute nodes
are referred to as bins and VMs as items. The available CPU capacities are referred to as bin
sizes. Best Fit Decreasing (BFD) algorithm sorts VMs in the decreasing order of CPU
utilizations and VMs are placed on the host which will experience the least increase in
power consumption. We chose BFD as it performs better than First Fit Decreasing (FFD)
for any workload [38]. Based on the selected algorithms, we form six different
combinations to be tested. Table 1 shows six combinations proposed for this research.
To summarize, IoT data is complex and voluminous that requires scalable, efficient systems
for data processing. Both hardware and software play a key role in analyzing the ‘big’ IoT
data generated. Cloud based data centers provide the necessary compute, network and
storage resources for this purpose. Energy efficiency in data centers for IoT data processing
is important as servers used for computations are energy hungry. We understand that cloud
resource management not only provides high elasticity, scalability and reliable resource
utilization but also makes the resources to be utilized in an energy efficient manner. VM
consolidation is one such energy-saving technique. In the past researches, VM
consolidation is tested on simulated cloud environment using simulation tools such as
CloudSim [22][40] on simulated workloads with CPU traces from PlanetLab or Google
Cloud Datastore (GCD) [50][38][49]. However, the performance is not tested on cloud
infrastructure for complex data processing. This research aims to evaluate the combination
of algorithms on Openstack Cloud as it is a potential cloud platform for big data processing
[54][55]. The open-source platform provides energy efficiency capabilities using APIs of
Nova compute service. Openstack NEAT is dynamic VM consolidation framework
developed as an add-on package for Openstack instances. The framework is proposed in
[56] but is not evaluated for big data workloads.
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3

METHODOLOGY

Methodology discusses the systematic approach of the work, the experimental set up,
architectural design and conduct of the experiments in detail.

3.1 Research Methodology
Research is defined as answering unanswered questions or exploring something that
currently does not exist [57]. Research methodology is a systematized effort to gain new
knowledge [58]. This thesis is approached systematically in five phases as illustrated in the
figure below:

Figure 12. Research Methodology

Phase 1: Defining the problem
In the first phase, the challenges and research gaps in the area of energy-efficient cloud
infrastructure is studied. Several works on this domain are critically reviewed for
understanding the state-of-the-art systems and approaches. Based on the literature study
and identified gaps, a set of research questions, goals and limitations of the research are
identified and formulated. A refined list of objectives to be achieved are defined.
Phase 2: Designing the system
During the second phase, different VM consolidation strategies are studied and selected to
be evaluated. An architecture of the system is designed with details of each component and
its functions. The architecture designed is set as the base for setting up the physical
infrastructure.
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Phase 3: Implementation
During this phase, a set of algorithms selected during the previous phase are implemented
based on the VM consolidation workflow, on the cloud set up.
Phase 4: Conducting Experiments
In order to evaluate the VM consolidation strategies, a set of experiments are designed and
conducted. Each experiment has specific parameters and outcomes. Each experiment is
conducted (run) multiple times to obtain reliable results. For some experiments that assess
cumulative results, the task is run over a specific period of time. Data is collected during
the whole period of experiments. After testing a combination of algorithms, the previous
step is repeated by implementing the next combination of algorithms. This phase is
repeated for all six VM consolidation strategies (six combination of algorithms).
Phase 5: Providing Recommendations
In the final phase, the data obtained by running experiments are analyzed and mapped to
SLA and energy metrics. Based on the results obtained, the effective combination of
algorithms for VM consolidation is recommended for the IoT big data workload.
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3.2 Cloud System Architecture
The overall architecture of the cloud based IoT data processing system used for conducting
experiments in this research is depicted in Fig. 13. The system is built using open-source
tools and platforms such as Openstack, Apache Spark and Openstack NEAT [56]. The
Aviation System discussed in Section 1.1, consisting of the flight simulator and wearable
eye-tracker device is the IoT Set up. For simplicity, REST API is used for integration
between the IoT system and the cloud platform. Other messaging protocols such as
Message Queuing Telemetry Transport (MQTT) or COnstrained Application Protocol
(CoAP) can also be used. The components of the system are described in the following
sections.

Figure 13. System Architecture

3.2.1 Cloud Platform - Openstack
The bottom-most tier is the physical infrastructure consisting of compute, network and
storage resources. Openstack cloud platform is deployed on the infrastructure to virtualize
the resources. Openstack is an open-source platform for creating and managing cloud
infrastructure which is commonly used by IaaS providers [54]. Openstack project was
begun with an aim to build a "massively scalable cloud operating system" [59].
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It is built on the concept of distributed system with asynchronous messaging. It consists of
seven major services for compute, storage, network, monitoring, orchestration and image
along with authentication and dashboard services. Fig. 14 depicts Openstack as a Cloud
Operating System (COS).

Figure 14. COS Openstack [60]

The services of openstack are loosely coupled inorder to be fully distibuted. The following
are the core services of Openstack.
Compute
Nova is responsible for compute provisioning and management. It acts as the management
layer for a list of supported hypervisors. The RESTful API exposed by the services are
used for automating tasks and management.
Core Nova service comprises of:
•

Compute Nodes – hypervisors that run virtual machines
o Supports multiple hypervisors KVM, Xen, LXC, Hyper-V and ESX

•

Distributed controllers that handle scheduling, API calls, etc
o Native OpenStack API and Amazon EC2 compatible API

Compute controller is responsible for managing VMs on compute hosts. For the purpose of
modelling a system, we created a four-node cloud set up with one controller and three
compute nodes.
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Object Storage
Swift is the Object Storage service in Openstack. It supports storing and retrieving data in
the cloud. Swift service provides a native API as well as an AWS S3 compatible API.
Swift differs from traditional file system storage and is the best type of storage when used
for static data (media files such as MP3s, images, videos, VM images, and backup). A high
degree of resiliency through data replication is provided. It handle petabytes of data.
Block Storage
Cinder is the Block Storage service in Openstack which provides persistent block storage
for compute instances. The service manages the life-cycle of block devices : right from
creation of volumes, attachment to instances to the release.
Networking
Neutron, the Openstack networking service provides services such as DNS, DHCP, IP
address management, security groups which has network access rules such as firewall
policies and network load balancing. Pluggable integration for various SDN solutions are
available. The guest network configurations can be altered and managed by the cloud
tenants.
Dashboard
Horizon, the dashboard provides a web-based interface of the Openstack platform.
Through this dashboard cloud administrators and cloud tenants can provision, manage and
monitor resources that are available.
Identity service
Keystone, the identity service is a shared service that provides authentication and
authorization services for Openstack. There is pluggable support for multiple forms of
authentication.
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Image service
Glance, the image service provides disk image management services. It provides image
discovery, registration, and delivery services to the Nova, as needed. QCOW, VMDK,
VHD, ISO, OVF & AMI/AKI are the image file formants supported. Backend storage
could be Filesystem, Swift, Amazon S3
Others Services:
The other services / modules include the following:
•
•
•
•
•
•
•
•
•

Orchestration (Heat)
Telemetry (Ceilometer)
Database (Trove)
Elastic Data Processing (Sahara)
Bare metal (Ironic)
Messaging (Zaqar)
Shared file system (Manila)
DNS (Designate)
Key manager (Barbican)

In the experimental setup, Openstack version ’Newton’ was used. Fig. 15 illustrates the list
of services and openstack components that are enabled in the controller and compute
nodes. KVM is used as the hypervisor on each compute node.

Figure 15. Openstack Components
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3.2.2 IoT System
The experimental set up of a doctoral research work (at Leeds Beckett University) on Gaze
pattern recognition to interpret vision cognitive behavior of pilots during in-flight startle is
used as the IoT system. Fig. 16 illustrates the set-up which consists of a Flight Simulator,
Flight controls and an Eye tracker device.

Figure 16. IoT Set-up

The relationship between startle and loss of situational awareness (SA) as a causal factor of
Loss of Control (LOC) which leads to aviation accidents and fatalities can be understood
by studying the pilot's eye fixations. The potential relationships that may exist within the
problem space is examined by combining machine learning and statistical modelling of eye
tracking data. Flight simulator and eye tracker generate performance, gaze fixations and
pupil position data during 15 flying tasks with different startle scenarios. The data from
this IoT system is diverse, voluminous, and demands a reliable big data processing
platform to perform statistical analysis and classify the pilots based on performance. More
details about the IoT set-up and tasks are explained in appendix 1.
3.2.3 Big Data Processing Platform
The data obtained from the IoT system is processed as Spark jobs. Apache Spark, the inmemory data processing engine which is suitable for both batch and stream processing, is
used as the big data platform [61]. ‘Sahara’ is the renamed Openstack project ‘Savanna’
which provides a means for big data application clustering on Openstack. The plugins that
are available for creating data-intensive application cluster are Hadoop, Spark and Storm.
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Figure 17. Apache Spark Architecture [62]

Spark uses a master/worker architecture. There is a driver that talks to a single coordinator
called master or the cluster manager that manages workers in which executors run. The
driver and the executors run in their own processes [62]. In this use case, the data
processing jobs run on a cluster of VMs provisioned in Openstack by Sahara service –
Elastic Data Processing (EDP). Setting up a cluster on Sahara EDP is explained in appendix
4. When a cluster is configured and launched, Sahara orchestrator sends a create VM
request to Nova which in turn requests ‘glance’ for Apache Spark image. Virtual Machines
are launched and block storage based distributed file system is created by communicating to
the hypervisor (KVM) and orchestrated by heat. The data and job to be processed are stored
in the object storage ‘swift’. The spark jobs are then obtained by Nova API and processed
by the infrastructure managed by Sahara Job Manager.

Figure 18. Output of data analysis stored in Swift
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3.2.4 Openstack NEAT
In addition to the openstack controller components, the NEAT Global manager also runs in
the controller node. Fig. 19 shows the components of Openstack NEAT. NEAT Global
Manager makes decisions about mapping virtual machines to compute hosts and initiating
migration of the selected VMs. A Local manager runs on each compute host which makes
decisions on underload or overload situations and VM selection for migration. A data
collector runs on compute nodes locally to collect resource utilization data from hypervisor
and sends the data to the central database in the controller [23].

Figure 19. Openstack NEAT Architecture [56]

3.3 VM Consolidation Workflow
A VM consolidation workflow to test and compare the six combinations of algorithms is
presented in Fig. 20. Local managers collect resource utilization data from ‘Ceilometer’
openstack service periodically.
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Figure 20. VM Consolidation Workflow

Underloaded hosts are identified by invoking underload detection algorithm; when the host
is under-utilized, the local manager requests the global manager to migrate the VMs from
the host using openstack VM migration API [63] and puts the host to sleep mode. On the
other hand, if the host is not under-utilized, overload detection algorithm is invoked. If the
host is not overloaded, the resource monitoring processes continues. If the host is
overloaded, VMs to be relocated are selected by invoking the VM selection algorithm. The
status of the destination host is checked before the global manager migrates the VMs along
with the associated block storage for data processing. If the host is in sleep mode, the host
is awakened by sending magic packets using WakeOnLAN standard [64]. The command to
live-migrate an instance is shown below:

openstack server migrate d1df1b5a-70c4-4fed-98b7-423362f2c47c --live HostC
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Wake-on-LAN (WoL) is a networking standard that allows to easily turn on one or more
computers remotely by sending magic packets to the remote computers. WoL collects
MAC addresses of all computers, and save the computers list into a file. It allows you to
turn on a computer from command-line, by specifying the computer name, IP address, or
the MAC address of the remote network card [64].

3.4 Experimental Details
The design of experiment for this research has three phases: Plan, Execute and Analyze as
illustrated in figure 21. The aim, objectives and expected outcome are defined and the
required equipment is identified in the 'plan' phase. The experiment is executed for repeated
runs or repeated for a specified amount of time. Data is collected at the end of each
experiment and saved as csv files. The collected data is analyzed, interpreted and validated.
The findings are documented for further study.

Figure 21. Design of Experiments

Figure 22. Experimental Set-up
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Fig. 22. illustrates the experimental set up. The controller and compute nodes are plugged
into the power source through plug-in power and energy monitors. The nodes are connected
to the internet through a secure (Squid) proxy server via a 24-port ethernet ‘Nortel’ switch.
Two Network Interface Cards (NICs) are present for each node, NIC1 provides access to
the internet whereas NIC2 is connected to the Management or Internal network. In
Openstack terms, the public IP obtained by each virtual machine is called the floating IP
address [54]. The network architecture of the Openstack set-up is presented in figure 23.

Figure 23. Network diagram

The compute nodes vary in capacity and configurations. Compute1 is an Intel Core i7-3779
CPU @ 3.40 GHz with 8 cores whereas Compute2 is an Intel Core 2 Duo CPU E8400 @
3.00 GHz with 2 cores and Compute3 is an Intel Core 2 Duo CPU E8500 @ 3.16 GHz with
2 cores. Table. 2 presents the configuration and idle power consumption (IPC) of the nodes.
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Operating Memory Disk
System
(GiB)
(GB)

IPC
(Watt)

Host Name

Device

Controller

HP Proliant DL360p Gen8

Ubuntu
16.04 LTS

70.8

219.1

6.2

Compute1

HP Compaq Elite 8300 MT

Ubuntu
16.04 LTS

15.5

487.7

2.4

Compute2

HP Compaq dc7900 SFF

Ubuntu
16.04 LTS

3.8

242.9

1.9

Compute3

HP Compaq dc7900 SFF

Ubuntu
16.04 LTS

3.6

242.1

1.8

Table 2. Configuration of Servers

Power consumption of compute server varies widely during data processing. The average
of the power consumed during a specific period of time is known as energy consumption
and the peak value during the period is peak power consumption. Reduction in peak
consumption has a positive impact on cost related to power supply and distribution [14]. A
set of baseline experiments are run on the infrastructure to analyze the power usage of the
compute nodes. The first set of experiments are conducted with simulated load generated
using stress-ng. It is a stress test utility to test OS interfaces and sub-systems [65]. The
peak power consumption of the controller and compute nodes are observed for different
CPU intensive, generic input/output and RAM (Virtual Memory Stressor) workloads.

Figure 24. A sample CPU trace of a compute node in 24h
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To compare the six combinations of VM consolidation algorithms (presented in Table 1),
an experiment was conducted by enabling each ‘Combo’ on Openstack NEAT. Openstack
allows over-committing CPU resources at a ratio of 16:1, thus the scheduler can allocate
up to 16 virtual cores per physical core [66]. Considering the above fact and the available
CPU and RAM resources, the number of VMs that run on the cluster at a time is set to a
minimum of 16 and a maximum of 96. As discussed in section C, a big data workload from
the IoT system (Fig. 16.) was processed as Spark jobs on the cluster of virtual machines for
24 hours when both power consumption and performance data were collected. The
experiment is repeated for each ‘combo’. It is often argued that virtualization causes
overhead on servers. Several work conclude that CPU and memory overhead caused by
virtualization is insignificant [67]. In this paper, it is relevant to understand the effect of the
virtualization layer on power consumption as well. For this baseline is experiment, no
workload is applied on the compute nodes. The peak power consumption, CPU and
memory utilization of the compute nodes are recorded when no virtualization is enabled
and when KVM, Openstack and Openstack NEAT services are enabled. The results of the
above discussed experiments are presented in the next chapter.
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4

RESULTS AND DISCUSSION

This chapter presents the results of the experiments conducted and the inferences.

4.1

Peak Power Consumption for Synthetic Workloads

As discussed in the previous chapter, stress-ng is used to synthetically stress the compute
nodes with CPU, I/O and RAM workloads. The number of cores to be stressed, number of
I/O tasks and amount of RAM are provided as input. The experiment is conducted for a
time-period of 60 seconds. Workload is applied in percentages from 0 to 100 in an interval
of 10. This experiment is repeated 10 times and the average Peak Power Consumption
(PPC) in Watt is observed. The results are tabulated in Table 3 and depicted as graphs in
Figures 25 and 26.
Workload (%)
0
10
20
30
40
50
60
70
80
90
100

Average Peak power Consumption in Watt
Compute1
Compute2
Compute3
1 core
All cores
1 core
All cores
1 core
All cores
26.8
30.9
39.2
39.5
39.8
40.2
32.9
42.1
44.0
44.9
42.8
45.1
35.1
48.2
47.4
48.9
47.5
49.1
37.1
50.8
49.4
54.0
49.7
54.4
38.1
55.8
50.9
57.9
50.8
58.6
38.6
60.2
51.6
58.3
52.8
62.1
40.0
71.1
52.4
60.6
54.5
66.6
40.5
80.1
55.0
61.3
56.0
68.0
42.1
83.3
56.4
63.4
58.9
69.9
47.1
84.9
57.3
65.9
60.9
71.2
52.1
87.6
58.7
68.4
63.1
72.1
Table 3. Peak Power Consumption for Synthetic Workloads

Figure 25. PUC of Compute nodes (1 Core)
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Figure 26. PUC of Compute nodes (all cores)

It is observed that for similar workloads, the Power Usage Characteristics (PUC) of servers
with single core and multiple-cores are different [21]. From Table 3 and Figure 25, it is
evident that Compute1 consumes less power compared to the other compute nodes when
one of the cores is stressed. The i7 processor is optimized for power consumption
compared to the Core 2 Duo processors [21]. On the contrary, when all the cores are
stressed, the PPC of Compute1 changes drastically when the workload is increased to 60%.
The turbo boost feature of i7 processor is responsible for this behavior. The turbo boost
feature of i7 processors reduce up to 6% percent of the execution time at the cost of
increasing the energy consumption by 16% [51].
On comparing Compute2 and Compute3, the PPC on an average is 56.2W when workload
is 50% for both cases. When the workload increases from 60 to 100%, Compute3 tends to
consume more power than Compute 2. Several factors could be responsible for this
behavior, one of which is the electronic hardware ageing phenomenon [52]. The above
analysis shows that to reduce overall energy consumption during data processing, it is
important to reduce the peak power consumption by effectively identifying the
underloaded and overloaded hosts, followed by reducing the number of active hosts by
putting the others to an idle mode. The idle mode power consumption of the compute
nodes is negligible as shown in Table 2.

39

4.2 Performance Metrics
To compare the efficiency of the six VM consolidation approaches, the following metrics
are used to evaluate the performance.
4.2.1 Total Energy Consumption (E)
It is the sum of energy consumed by the compute servers as a result of application
workloads over a specific period of time. It is measured in kilowatt hour [43].
4.2.2 Number of VM Migrations
VMs are selected to be migrated once a host is identified to be underloaded or overloaded.
Minimizing the time for migration is a crucial step which is achieved by reducing the total
number of VM migrations.
4.2.3 Power State Changes
The number of state changes (on and off) of compute nodes must be minimal to avoid
unnecessary loss of energy.
4.2.4 Service Level Agreement (SLA)
QoS requirements of a system are devised in the form of SLA, determined by attributes
such as throughput or response time which are application dependent. In case of IaaS, QoS
can be evaluated using SLA metrics that depend on VM and compute resources [52].
IaaS – SLA violations (SLAV) can be measured using two metrics:
o SLATAH: SLA violation Time per Active Host is the period of time when a host
experiences 100% CPU utilization and the requested performance is not delivered
as it is limited by the node's capacity causing a violation of the SLA as shown in
Eq. (3):

(3)
where N is the number of compute nodes, Tsi is the total time during which the
host i experienced 100% utilization leading to an SLA violation, Tai is the total
time when host i actively provided VMs [68].
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o PDM: The overall degradation in performance experienced during migration of
virtual machines as shown in Eq. (4):

(4)
where M is the number of Virtual Machines, Cdj is the performance degradation of
VMj caused by migrations, Crj is the total processor capacity requested by VMj. In
general, Cdj is assumed to be 10% of CPU in Million Instructions Per Second
(MIPS) during migrations [68].
As SLATAH and PDM are two independent metrics, SLA Violation (SLAV) is a metric
that combines both performance degradation caused by overloading as well as VM
migrations as shown in Eq. (5):
(5)
It denotes the violation that takes place when the promised QoS is not met [68].
4.2.5 Energy and SLA Violations (ESV)
Energy Consumption (E) of compute nodes and SLAV are negatively correlated as energy
consumed can be reduced at the cost of increased SLA violations. Whereas, the goal of an
energy-efficient system is to minimize energy as well as SLA violations. Hence, a
combined metric Energy and SLA Violations (ESV) proposed in [46] is shown in Eq. (6):
(6)
A lower ESV value indicates that energy saving is higher than SLA violations.
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4.3 Performance Evaluation
The results of the experiment which investigates on the impact of six different VM
consolidation ‘combos’ on energy consumption is illustrated in Fig. 27.

Figure 27. Total Energy Consumption of Compute Nodes in 24 hours

It is observed that VM consolidation in general, saves as little as 8.33% of energy.
‘Combo6’ clearly outperforms all the other algorithms by reducing energy consumption by
44.1% saving 2.54 kWh (within a 24-hour duration) of electrical energy by switching the
underloaded compute nodes to sleep mode. Next in line, Combo5 and Combo3 save up to
1.73 kWh and 1.44 kWh respectively. It is observed that VM selection plays a crucial role
in energy saving as Random Choice (RC) cause aggressive migrations consuming energy
which is mitigated by Minimum Migration Time (MMT) algorithm [20]. MMT when
applied along prediction based Local Regression Robust (LRR) and statistical Median
Absolute Deviation (MAD) algorithms accomplish substantial energy saving.
Effective identification of overloaded / underloaded hosts and VMs to be migrated is
crucial in VM consolidation as aggressive VM migrations lead to unnecessary energy loss
[52]. In addition, power state changes between sleep and on states should be kept to a
minimum [45]. Fig. 28 and 29 compare the number of VM migrations and power state
changes of the six approaches.
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Figure 28. Number of VM Migrations

Figure 29. Power State Changes

From Fig. 28, it is seen that Combo6 has the least number of VMs migrated. The
combination of LRR's prediction of resource utilization and MMT's strategy to select VMs
based on minimum time taken to migrate is effective in saving energy causing least
migration overhead. Combo5 is the second-best method with less VM migrations. From
Fig. 29, it is observed that the Minimum Migration Time (MMT) algorithm performs better
than Random Choice (RC) in keeping power state changes to an optimal level as 'combos'
that employ MMT, Combo 4, 5 and 6 have less changes in power states than combo 1, 2
and 3 that apply RC algorithm.
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The following discussion summarizes the results obtained by studying the impact of the six
VM consolidation approaches in terms of SLA compliance. SLA violations are caused by
both over-utilization of resources (performance degradation due to 100% resource
utilization) and degradation caused by extensive VM migrations as defined in [46]. SLA
metrics that define SLA violations are SLATAH and PDM as discussed in the previous
section. Table 4 presents the comparison of Energy and SLA violation metrics of the six
approaches.
Combo

E

SLATAH

PDM

SLAV

ESV

Combo1

5.28

17.67

0.31

5.4777

28.92226

Combo2

4.64

14.54

0.28

4.0712

18.89037

Combo3

4.32

18.56

0.22

4.0832

17.63942

Combo4

4.57

19.25

0.23

4.4275

20.23368

Combo5

4.03

21.42

0.09

1.9278

7.769034

Combo6

3.22

65.23

0.03

1.9569

6.301218

Table 4. Energy and SLA Violation Metrics

Figure 30. SLAV
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Figure 31. ESV

SLA Violations (SLAV) metric is computed from SLATAH and PDM for each combo.
From Table 4, it is observed that Combo5 (MAD and MMT algorithms applied) has the
least SLA violations followed by Combo6 (LRR and MMT). Threshold based Heuristic
(THR) and Random Choice (RC) algorithms cause most SLA violations and are not as
effective as MMT, MAD and LRR. The Energy Service level agreement Violation (ESV)
metric in case of Combo6 is reduced by the energy consumption factor. The balance
between energy saving and SLA violations is expressed by ESV [50]. Though Combo5 has
less SLA violations, the energy consumed (4.03 kWh) is more compared to Combo6 (3.22
kWh). Fig. 30 and 31 present graphs of SLAV and ESV respectively. The results obtained
are similar to the results presented in [46].

Host
Compute1
Compute2
Compute3
1
2

Virtualization State

Peak Power Consumed
(Watt)

CPU
(%)

Memory
(%)

A1
B2
A
B
A
B

26.7
27.8
39.2
39.9
39.8
40.9

0.34
0.42
0.25
0.33
0.27
0.35

0.29
0.36
0.19
0.25
0.21
0.28

No Virtualization enabled;
Virtualization enabled by KVM, Openstack and Openstack NEAT
Table 5. Effect of Virtualization on Energy Consumption and Resource Utilization
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Figure 32. Effect of Virtualization layer on Peak Power Consumption

Figure 33. Effect of Virtualization layer on CPU & Memory Utilization
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The experimental results for the effect or overhead caused by the virtualization layer on
peak power consumption, CPU and memory utilization are presented Table 5 and figures
32 and 33. Notations ‘A’ and ‘B’ denote ‘No virtualization enabled’ and ‘Virtualization
enabled by KVM, Openstack and Openstack NEAT’ respectively. It is clear that the
increase caused by the virtualization layer is negligible of the order of less than 1 Watt of
power and less than 1% of CPU and memory.

4.4 Sustainability Analysis
The PERCCOM program aims at combining ICT with environmental awareness to build
cleaner, greener, more resource and energy efficient cyber-physical systems [69]. It is
important to highlight the theme of this research work with respect to sustainability. A
development is considered to be sustainable when "it meets the needs of the present
without compromising the ability of future generations to meet their own needs" [70].
Correlating this statement to energy, it is a resource that is depleting day by day. Two main
approaches to solve this problem are, effectively utilizing the available energy and finding
ways to utilize renewable sources. This research work contributes towards the former by
making efficient use of available energy.
Relating to the three-pillar or three-dimensions approach to sustainability, this research
work contributes towards two of the three pillars directly.
•

Environmental: This work focuses on reducing CO2 emission by reducing the
numbers of active compute hosts that consume electrical energy. This is achieved
by making optimal use of the host's resources. This not only decreases the amount
of energy utilized but also increases the lifetime of the equipment in the data center
thereby reducing e-waste.

•

Economical: The decrease in energy consumption translates to reduction of
operational and utility costs in the cloud data center as well as the cost involved in
production and transmission of electrical energy. Furthermore, the increase in
lifetime of hardware resources reduces cost of procuring new resources.

Still, the analysis of sustainability aspects of the solution cannot be restricted to the threedimensional approach as it can have indirect or enabling effect on more inter-related
dimensions.
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4.4.1 Five Dimensions of Sustainability
Becker et. al [71] proposed a five dimensional model for sustainability to understand
sustainability issues from a broader perspective. The following are the five dimensions
proposed.
•

Individual

•

Social

•

Economic

•

Technical

•

Environmental

The five-dimensional approach considers the immediate effects, longer running aggregate
effects (enabling effect) and the cumulative impact (structural effect) on each of the
dimensions. Based on the model, we conducted a sustainability analysis of the system
which is depicted in Fig. 34.

Figure 34. Five-dimensions of Sustainability
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4.4.2 Analysis based on World Energy Council Data
The World Energy Council (WECouncil) consists of a community of energy practitioners
and leaders who aim to encourage economical, reliable and environmentally sustainable
energy system that helps everyone. WECouncil define energy sustainability based on three
dimensions namely, energy security, energy equity and environmental sustainability.
Together, a balance attacined in these three goals form the ’Energy Trilemma’ which forms
the basis of accomplishment and competitiveness among countries.
The definitions of the goals of energy trilemma as stated by the WECouncil Report 2017
are:
Energy security: ”Effective management of primary energy supply from domestic and
external sources, reliability of energy infrastructure, and ability of energy providers to meet
current and future demand” [72].
Energy equity: ”Accessibility and affordability of energy supply across the population”
[72].
Environmental sustainability: ”Encompasses achievement of supply and demand-side
energy efficiencies and development of energy supply from renewable and other lowcarbon sources” [72].

Figure 35. Three-dimensions of Energy Trilemma [72]
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125 Countries were assessed based on the three aspects and the results and ranking of
countries were presented as the ’World Energy Trilemma Index 2017’. The top ten
countries for the year 2017 in the list are presented below:
1. Denmark
2. Sweden
3. Switzerland
4. Netherlands
5. UK
6. Germany
7. Norway
8. France
9. New Zealand
10. Slovenia
In addition to the ranking, the report provides open data for the listed 125 countries on
factors such as Energy Intensity, Electricity cost, CO2 intesity etc., Table. 6 presents some
of the open data provide for a selected list of 14 countries. The countries which are prime
locations of hyperscale datacenters [73] and countries that are suitable locations for data
centers [74] are chosen. The data presented in the table and graphs as defined by
WECouncil [72] are as follows:
Industrial sector (% GDP) - % of total GDP that is in the industrial sector (CIA World
Fact Book, 2014)
Energy intensity (koe per US$) - Measures how much energy is used to create one unit of
GDP (Enerdata & World Energy Council, 2014)
Electricity cost (US$/kWh) - Average cost of electricity (IEA, Eurostat, World Energy
Council, World Bank, 2015)
CO2 intensity (kCO2 per US$) - Measures CO2 from fuel combustion to generate one
unit of GDP in PPP (Enerdata and World Energy Council , 2014)
GHG emission growth rate 2010 – 2014 (%) - Greenhouse gas emission growth rate
from the energy sector between 2000

and 2012, (WRI/CAIT, 2012)
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Table 6. WECouncil 2017 Open Data
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19.5
30.5
26.9
22.9
27.7
22.3
21.8
28.9
40.9
29.6

France

Germany

Finland

Latvia

Canada

Brazil

New Zealand

Japan

China

India

26.3

Sweden
22.9

19.4

UK

Denmark

20

0.08

0.12

0.07

0.1

0.08

0.13

0.1

0.13

0.07

0.07

0.07

0.08

0.05

0.09

Industrial Sector Energy Intensity
(% of GDP)
(koe per USD)

US

Country

0.08

0.09

0.1

0.1

0.14

0.16

0.18

0.18

0.33

0.2

0.34

0.22

0.24

0.21

0.3

0.54

0.27

0.26

0.17

0.4

0.19

0.25

0.24

0.15

0.16

0.1

0.17

0.34

Electricity cost
CO2 intensity
(USD per kWh) (kCO2 per USD)

5.2

8.5

0.4

0.1

3.4

0.4

0.2

-0.9

-0.7

-1.5

-2.2

-2.6

-1.4

-0.8

GHG emission
growth rate %
(2010-2013)

The following figures (Fig. 36, 37 and 38) depict the comparison of Industrial Sector (% of
GDP) and the growth rate of Green House Gas Emissions, CO2 Intensity and Ranking of
selected countries in terms of Overall performance and in terms of environmental
sustainability respectively. The data presented in these graphs are based on the open data
provided in WECouncil 2017 Report [72].

Figure 36. Comparison of Industrial Sector (% of GDP) and GHG emissions growth rate (%)

Figure 37. Carbon dioxide Intensity of 14 selected countries
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Figure 38. Ranking of Selected Countries

Based on the results obtained from Performance evaluation of different VM Consolidation
strategies, it is evident that Combo6 is the best combination of VM consolidation
algorithms for the given IoT Big data workload. In order to understand the economic and
environmental sustainability implications of Combo6, a projection on the cost of electrical
energy for running the compute nodes and carbon emissions for the required energy
generation for a period of 30 days is calculated. Since the scope of this research is to study
the energy usage of compute nodes, energy cost is calculated only for running the compute
nodes; controller and other ICT equipment such as the ethernet switch are not taken into
account.
Energy cost in USD and carbon dioxide emission in KgCO2 for a month is calculated
using Energy Council (2017) data presented in Table 6 on electricity-specific energy
generation cost and carbon emission of countries [75]. Cost and carbon emission for
wastage during energy generation and transportation are not taken into account. A
comparison was made between ‘When no VM consolidation is applied’ and ‘Combo6’ for
processing the same IoT Big Data workload. Fig. 39 and 40 represent the projected energy
cost and projected carbon dioxide emission for required energy generation in various
countries for a period of 30 days.
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Figure 39. Energy Cost Projection for 30 days

Figure 40. Projected Carbon dioxide emission for Energy generation - 30 days
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It is observed that there is a significant decrease in the energy cost and carbon dioxide
emission with Combo6 for VM consolidation in each country. In countries such as
Denmark that generate energy from renewable energy sources, cost per kWh is as high as
0.34 USD. Applying Combo6 for VM consolidation can save up-to 25.908 USD for a
small 3-node set up. Countries with colder climates are often preferred for locating data
centers as there is no need for additional cooling systems. Countries such as China, India
and Japan are becoming popular data center locations for the availability of labor,
connectivity and cost of electrical energy. Though the cost of electricity generation in these
countries is less, (Eg., China - 0.09 USD per kWh), the amount of carbon dioxide and other
Green House gases (GHG) emitted are very high (Eg., China - 1.33 kgCO2/kWh)
compared to countries like Finland (0.01 kgCO2/kWh) and Sweden (0.02 kgCO2/kWh)
that primarily use renewable sources of energy. With Combo6, there would be 101.5 kg
less carbon dioxide emission in China and 0.8 kg less in Finland for a period of 30 days to
run the three compute nodes. Applying energy saving systems and approaches such as the
most suitable VM consolidation technique in data centers can save substantial amount of
money and a great impact on the environment not only by reducing carbon dioxide
emissions but also by increasing the lifetime of the computing systems, therefore less
electronic waste [33].
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5

CONCLUSION AND FUTURE WORK

This thesis has investigated the energy consumption and performance of compute hosts for
IoT Big data processing in a cloud infrastructure. The results obtained from real compute
resources overcome the drawback of testing VM consolidation on simulated environments
with simulated workloads. From a data center’s perspective, compute hosts and cooling
systems are major consumers of energy. In addition to hardware and application
efficiency, cloud resource management also plays a key role in energy saving. VM
consolidation reduces the overall energy consumption thereby reducing the utility and
operational costs. From the observations made, it is clear that power consumption varies
based on workload. So, it is important to choose the apt VM consolidation algorithms for
each workload.
Further, an energy-efficient system is effective when it meets the QoS requirements in
addition to energy saving. Therefore, selection of apt VM consolidation algorithms for IoT
big data workload considering energy and less SLA violations to meet QoS requirements is
essential. For IoT Big data workload, regression based LRR algorithm outperforms static
threshold-based THR and adaptive threshold-based MAD algorithms for overload
detection. Combo6 with Local Regression Robust (LRR) overload detection algorithm and
Minimum Migration Time (MMT) VM selection predicts resource utilization and chooses
VMs that require minimum time to migrate, is recommended as it performs better than
other combinations.
The additional overhead caused by virtualization on the compute hosts is negligible
considering the value it brings in. It can also play a vital role in countries that generate
electricity from fossil fuel thereby reducing the negative impact on the environment by
burning lesser non-renewables. This work aptly falls under the theme ‘Green Technologies
and IT’. The system can be altered to become energy-aware by enabling ‘Energy
Monitoring as a Service’ for the compute hosts. Further, an energy-efficient cloud system
must be robust and scalable. The global manager of Openstack NEAT is centralized; a
distributed model of the VM consolidation framework can avoid single point of failure.
Analyzing VM consolidation algorithms by applying such a distributed framework for
more number of compute nodes and different big data platforms could be the future
direction of this research.
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APPENDIX 1. IoT System Set-up
Tasks:
Gaze Patterns Recognition to interpret Cognitive Behavior is the main idea of the Doctoral work.
The user performs 15 different tasks of flying an aircraft in the Flight Simulator. The user wears an
Eye Tracker during the whole process.
Equipment Set Up:
Flight Simulator - “Qalhata_2016” - Multi-Screen Capable Flight Sim
1 x Intel Core i7 6700K Quad Core (4.0GHz, 8MB Cache, overclocked 4.4GHz+,
Hyperthreading)
1 x Corsair Hydro Series H80 High Performance Liquid CPU Cooler
Tuning (BIOS, Driver and OS Tweaks)
1 x NVidia GeForce GTX 970 4GB GDDR5 PCI Express Graphics Card
1 x 16GB Standard DDR4 2400MHz Dual Channel Memory Kit (2 x 8GB)
1 x Asus Z170-P Intel Motherboard (4 Phase Power)
1 x Samsung 250GB 850 Evo Series SATA III 6Gb/s Solid-State Drive
1 x Seagate 1TB Barracuda 7200 64MB Cache SATA III Hard Disk Drive
1 x FSP Non-Modular 750W Power Supply (Silver 80 Plus Certified)
1 x Onboard HD 7.1 Audio
Flight Controls
1 x Saitek X52 Flight Control System
1 x Saitek Pro Flight Yoke System
1 x Saitek Pro Flight Rudder Pedals
1 x Saitek Pro Flight Multi Panel (Autopilot/Auto Throttle/Flaps/Trim)
1 x Saitek Pro Flight Radio Panel (COM1/COM2/NAV1/NAV2)
1 x Saitek Pro Flight Switch Panel (Engines/Gear/Lights)
1 x Natural Point TrackIR 5 with Track Clip Pro (To be added)
Eye Tracker
Pupil Labs Eye tracking kit
FoV Monitors
3 x 27” AOC HD Monitors
Operating System
1 x Microsoft Windows 10 Home (64-bit) – Running X-Plane 10 & 11, Tacview Analysis Tool
and the Pupil Labs Capture and Playback software tools
Flight Sim Chassis
1x Pagnian Flight Simulator Chassis and Frame – Extendable To fit a motion platform
The Experiment:
The Eye tracker captures the reflection of the eye. It initially calibrates the position of eyes for each
user with 9 distinct points. The position of the pupil is identified based on the reflection from the
infrared illumination. Multiple parameters regarding these distinct points, pupil dilation, size and
position of pupil are all recorded. The eye tracker also captures a video of eye movements during
the tasks.
(continues)

During the 15 flying tasks, the user controls the aircraft using flight controls. His performance
during the tasks are recorded by the flight simulator based on his actions on the actuators. Data
such as take of speed, landing speed, angle of inclination are a few of the factors which determine
the performance of the user. Unexpected startle scenarios are created during the tasks to identify
the cognitive behavior. ‘Startle’ is experiencing an unexpected or not experiencing the expected
such as disturbances - turbulence or change in weather conditions. Fixation is a parameter from the
Eye tracker device which determines the number of times a user looks at a particular object. Since
an aircraft is equipped with numerous devices and components in the dashboard, it is important for
the pilot to understand which component needs attention during a startle scenario. An experienced
pilot looks at the device which is important at the situation and the cognitive behavior is fast
because of experience. A Novice will have more fixation counts than an expert. Vision Indicator
Average is a measure of average of take-off speed score and climb speed score of the user. This
measure helps in relating vision with cognition during a flight. Fixation data helps in understanding
the Visual Behavior along with the performance data from the Flight Simulator. The outcome of
this work can help in classifying different kinds of pilots and train them based on their strengths
and weaknesses to improve their flying performance. This will greatly impact reducing aviation
accidents due to Loss of Control.
Data Sources:
In thie scenario, there are multiple data sources.
▪ Flight Simulator : Task information, Startle scenarios, Performance Data
▪ Eye Tracker : Fixation Data, Pupil Positions
▪ Flight Controls: Brakes, Throttle, Acceleration etc.,
Data Processing:
In order to make sure the truthfulness or veracity of the data, a reliability analysis is needed. This
process of removing noise by performing a summary analysis by selecting random points from a
big sample of data of widely differing values is called bootstrapping or data massaging. An
Empirical Cumulative Distribution Function (ECDF) is used for data massaging. A series of
Statistical analysis is performed which includes, correlation of different parameters such as fixation
counts and performance of the user. A Poisson distribution computes the probability of a given
number of events occurring in a fixed interval of time or space, to analyze the cognitive behavior.
The Statistical analysis is run on different parameters to find the relationship between Fixation &
Cognition and to classify the user based on his performance.

Data from eye tracker device

(continues)

REST API to fetch data - GET
http://192.168.1.10:3000/inflightdata/
Sample Output:
[
{
"id": 1,
"start_timestamp": 3617.2559,
"duration": 352.8000000001157,
"start_frame_index": 5,
"end_frame_index": 16,
"norm_pos_x": 0.4180327103552838,
"norm_pos_y": 0.6821823808521131,
"dispersion": 0.783269508688,
"confidence": 1,
"method": "pupil",
"gaze_point_3d_x": -70.59935355869726,
"gaze_point_3d_y": -84.51290920574947,
"gaze_point_3d_z": 456.9785679734375,
"data_points": "3617.2559 3617.2643 3617.2727 3617.2811 3617.2895
3617.2979 3617.3063 3617.3147 3617.3231 3617.3315 3617.3399 3617.3483
3617.3567 3617.3651 3617.3735 3617.3819 3617.3903 3617.3987 3617.4071
3617.4155 3617.4239 3617.4323 3617.4407 3617.4491 3617.4575 3617.4659
3617.4743 3617.4827 3617.4911 3617.4995 3617.5079 3617.5163 3617.5247
3617.5331 3617.5415 3617.5499 3617.5583 3617.5667 3617.5751 3617.5835
3617.5919 3617.6003 3617.6087"
}
]

Visualized data:

Visual output of IoT data analysis

APPENDIX 2. Synthetic Workload using stress-ng
Stress-ng is a Linux utility to create stress situations on a server's resources. Individual cores of the
CPU can be stressed by a simple command that is to calculate square root many times over.

APPENDIX 3. Openstack Dashboard Screenshots

(continues)
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APPENDIX 4. Setting up Elastic Data Processing (EDP) on Sahara
Creating a cluster:
1. Choosing a plugin : In order to determins the type of cluster to run, there are several choices
available based on the confirguration of Sahara. The ’choose plugin’ option lists all the
available data processing plugins. Choose a plugin along with the version number. Choosing
this up front will allow the rest of the cluster creation steps to focus only on options that are
pertinent to your desired cluster type.

Chosen plugin : Plugin: Apache Spark Version: 1.6.0
2. To launch instances of the cluster, the image needs to be registered. In the register image form,
the image is chosen, username is entered tags are added for the chosen plugin.
OS
sahara-mitaka-spark-1.6.0-ubuntu.qcow2

Flavor
m1.sparkubuntu

vCPUs
1

RAM
256 MB

Disk
2 GB

3. Next, the different types of virtual machines in the cluster is defined. This is done by defining a
Node Group Template for each type of VM. Two templates, one for VMs running a "master"
set of processes while another template for the set of VMs to be running the "worker"
processes. The flavors of VMs and a sample node group template is presented below.

(continues)

Node Group Template in Json – Master & Worker
{
"auto_security_group": true,
"availability_zone": "",
"description": "spark 1.6.0 master node group1",
"flavor_id": "98de8c6a-f1bb-481a-b219-518ffeeaa28d",
"hadoop_version": "1.6.0",
"image_id": "d5de30b7-bff0-43bf-9d74-493a646d6606",
"is_protected": false,
"is_proxy_gateway": false,
"is_public": true,
"name": "spark-master1",
"node_configs": {
"HDFS": {}
},
"node_processes": [
"namenode",
"master"
],
"plugin_name": "spark"
}
{
"auto_security_group": true,
"availability_zone": "",
"description": "spark 1.6.0 worker node group1",
"flavor_id": "98de8c6a-f1bb-481a-b219-518ffeeaa28d",
"hadoop_version": "1.6.0",
"image_id": "d5de30b7-bff0-43bf-9d74-493a646d6606",
"is_protected": false,
"is_proxy_gateway": false,
"is_public": true,
"name": "spark-worker1",
"node_configs": {
"HDFS": {}
},
"node_processes": [
"namenode",
"master"
],
"plugin_name": "spark"
}

Screenshots of created Node Group Templates

(continues)

4. A cluster template is created by choosing the number of instances of each Node Group
Template that will appear in the cluster.

5. Launching the cluster : A name for the cluster is given, the cluster template is chosen and the
image to build instances is chosen to create the cluser. On clicking ’Create’, the instances
begin to spawn. The cluster is operational in a few minutes.

