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The research concentratesioternet of thinggloT) systemdesignfor industrial application
of condition monitoring The main goal is to study recent practices in the loT &gl
implementthemto a designof secured cloudbased cybephysical systemToolswere chosen
accordingly tditerature reviewand task requirenmgs. Thus, MQTT protocotommunication
protocol,mosquitto- opersourced brokeandTLS encryption protocoareused Thingspeak
cloud- stores, visualizes and analyzedata.Developed systewasapplied toreal prototype

namely an AMB system andestedon temperature measurement example
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LIST OF SYBMOLS AND ABBREVIATIONS

AMB - Active Magnetic Baring
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API - Application Programming Interface

CoAP- Constrained Application Protocol
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MITM 1 Manin the Middle

MQTT - Message Queuing Telemetry Transport
OPC UA- OPC Unified Architecture

OWASP- Open Web Application Security Project
PLC - Programmable Logic Controller

QoSi Quality of Service

REST- Representational statensfer

SCADA - Supervisory Control and Data Acquisition
ST - Structured €xt

STOMP- The Simple Text Oriented Messaging Protocol



TCP- Transmission Control Protocol

TLS - Transport Layer Security

UDP - User Datagram Protocol

XMPP - Extensible Messaginghd Presence Protocol



1. INTRODUCTION

In this chapter background of the topic, general concept and examples of 10T are presented.

Main aim, goalsaand delimitationsre formulatedMethodology of the researchdgscribed

1.1Background

The idea of automotive industries has been in the air since the very begging of industrialization
processlt is been driven by concept of providipgoducts of as high goods qualéag possible

with respect to as minimal prime c@std production timas possibleNowadays, foustages

are presenting the whole evolution flow througheline ofalmost three hundred yeathe

stagespf so-calledindustrial revolutionsare presented iRigurel.
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Figure 1. Four stages ofdustrial revolution$1].



Manual laborin factorieswas at the very start ofndustrialization it was followed by
mechanization of some parts of workflow since the adventatérpowerand steam power
machines The next turning point wathe mass production, whictwvas promoted by Henry
Fordos assembly | ine i n2.tlthvas agameschanging ileawithh i c |
huge impactit is still wildly used inthe industrial field The thirdturningpointi is automated

process witlthe help of computer and industrial robots

Consequently, fourth revolutiontise current stage of automation in manufacturihigat stage
is called- Industry 4.0, the name was proposed by government of Germany as a part of
stimulation actions of | ocal manufactories
two yearsfrom introducing name of the revolution stagee Research Union Econoriy
Science of the BMBF, introduced a descriptionh@main ideas and conceyiB]. The stage is

characterized by introductido production chaicyberphysical system@CPS)

Internet of Thingsl6T) is an approach, which is aimed to hehgatea CPS Originally, the
termwas proposedt 199%y Kevin Ashton, engineer working at Procter & Gamble at the time
[4]. Mr. Ashtonrevealed general idea thafTl is anew branch of global network, where data
will be generated ndiy humangfilling forms, publishing textphotos, graphs and figujegut

by machines things and devices(publishing statesgata fromsensors)Alternatively, more
formaldefinition has been given by Internet of Things Global Standards InitidtiVea global
infrastructure for the information society, enabling advanced services by interconnecting
(physical and virtual) things based on existing and evolving interoperable information and
communication technologies [STherefore, 10T concept is interconnectiohmachines, real
world sersors, devices with virtual cloud services, applications through which one machine can
reach anotheApplicationfor 10T counts avide range of fieldsand includes not only original
industrialfield, but also such asravel,health carendretail

Forexample ABB company, a supplier of power and automation equipment is appharigT
concepin production and in products fhrecustomersOne example of predictive maintenance
i n heavy industry cduve Ghndingh®dss s argaggressiveregime mi |
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andcan produce a lot agftress on the driv& herefore, eattime monitoring system allows to
avoid delays in flour producing process, which can cause substantialitogseduction The

system able to alert customer about problems with the machine and prevent [@jtages

Another illustration of Industry 4.th work is company Fingrid finish energy transferring
company they transmit energy from the producers to distribution comepaand heavy
industries via high voltage gridShe 10T approach allowed Fingrid to unite different blocks of
their production made by different companies itite one ecosystenirhis eases the overall
system managemefit]. In particular,by collectingthe data from sensors Fingrid able to

check condition of instrument transformers and switchgear based on acoustic, discharge

measurements, and predict fault scenarios using methods of Big Data gdBalysis

Rolls-Royce company ithe famous luxury caproducers but alsa manufacturer of airplane
enginesloT concept can also use in the jet engimegrevent flight delaysEEmbedded sensors

in engines send information to supervisory control and data acquisition (SCADA) program and
display required infomation to a pilot of theplane Theanalyzationsystem helpto calculate
required fuel for the flight, maintenance thfe engines and other parameters in teak,
alertingpilots andengireers on the groun&olls-Royce is using the Microsoft Azure platform

as a core for their lo@pplication [9].

Description of experiences and applications of 10T in industrial field by companies can be
summariz2dandmain concept of 10T desigoresentedn Figure?2.



Remote server

(Cloud)
Connected devices
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Figure2. General loTStructure

The basic structure of 10T system corsist a deviceor in other words sensor which is

conneckdto anet. The sensor can send asdmetimesreceive data #from local or remote

server environmentsually, data goes talocal server (edge devicehere data reduction step

take placeEmbedded algorithmgrocess the datand then required packeifdataare sent to

remoteservervia communication channelhe next chain ofhatstructure is data processing,

usually meaningstoring collected datagnalysis visualization which take place usually on

remote server, clouéndnotification systers meaning access point to the data for users

1.2 Aim, goalsand delimitation

The mainaim of thisresearch work is to creasecurecloud-basedCPSwith respecta recent

IoT practicesIn accordance with the airfgllowing goals has to be achieved:

1.

Data exchange protocol has to be chosen to establish communatetiomrel

2. Cloud services options has to be reviewed
3.
4

Security features applied to secure data and system

User rotification system has to be proposed

10



This work was carried out in frame of thappeenranta University of Technology environment
thusahar dwar e deci sions wer e pr Nanely, indugrdl P6y | a
by Beckhoff is used as running platform due to build in Simulink interfaces, which enables fast
prototyping.However,for low-costembedded IoT solution Beckhoff PC is texpensive and

has excessively high computational poweor this reason,thereare no limitations on the

protocol selectiorNevertheless,leguidelines and decisions can be applied with other hardware
solution.Besides, data receiving is not shown mafisystem due to local network limitations

of the university.

Additionally, we do not take into account commercial features of cloud based sollui®rns
limited financial and work resourceseeaccountof Thingspeak cloud is used insteéince

detailed descriptiaand comparison of clouserversare presentenh Chapter3.

1.3 Researchmethodology

A brief structure view of the report methodolagyshown on followindg-igure3.The research

base is literature review, the IoT design, general structure and features were obtained.
Common tools and practices in the field will be discussed and will be applied to developed
IoT design. Detailedreatingprocess of an loT system protogywill be provided, with

example of real application to temperature measurement of an active magnetic bearing (AMB)
system. Several scenarios with use of different tools will be proposed to give respectfully full

description of possible ways to design slystem.

11



Research methodology
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Introduction
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Hardware
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h 4
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Figure 3. Research flow diagram

1.4 Organization of the study

The thesis report consistsfofe chaptersconclusions and summary

Chapter 1 is introduction, where briefly described background of Industry 4.00hEpt.

Main aim, goals and delimitatiomsvealed.

Chapter 2 contains a description of data transferring protocols.

Chapter 3 describes cloud solutions in the research field.

Chapterd covers security issue in the loT system design. Descriptithreafiain

vulnerabilities and common attackeereviewedas well as preventing actions.

Chapter Jorovides detailed information abadeveloped 10T desigiest and resudtare

presented
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2. COMMUNICATION PRO TOCOLS AND CLOUDS

In this chapter overview ofommunication protocols in 10T field is presented. Detailed

description of top four protocols is covered and choice for further 10T design is made.

2.1 Communication Protocols

In orderto design a system for IndustdyO, one of biggest challengappeard establishing
communication channel betwedepvices Coverageof the Internet of Things wide starting
from single device system up to massive deploymaritgeattime embedded systems.
Consequently, iteads to broadptionsof different protocols.However,full communication

stack consiss of four different leveld filayersthat is shown irFigure4.

Figure 4. loT communication stack

Namely,applicationlayeris top layer of the Internet protocol syitehere payload is stored.
Transport layer standards and protocoishich is managing to provide efto-end
13



communication for application layeFhere aréwo main protocol$n the layer Transmission
Control Protocol (TCP) and User Datagram Protocol (UBB)owed by Internet layér

Internet Protocol (IP)Jayer, which includes protocothat define how data has to be
transferred between hosidowadays, two version of IP is used: version 4 (IPv4) and version
6 (IPv6).Finally, link layeri consist of potocols that manage a connection of a host to direct

connected network, for instance, laptop to router vigF\irotocol.

Differences fronthe Internetvhen it comes téoT conclude mainly in the application layer

where there are variety of differgmtotocols, which try to cover requirements of the field.

According to number of studig40, 11, the commonlyusedapplication layerprotocols are

listed below
1 MQTT (Message Queuing Telemetry Transport)
1 CoAP (Constrained Application Protocol)
1 STOMP(TheSimple Text Oriented Messaging Protqgcol
1 XMPP (Extensible Messaging and Presence Pratocol
1 Mihini/M3DA
1 AMQP (Advanced Message Queuing Protocol)
1 REST (Representational state transfdRESTful HTTP
1 LWM2M (Lightweight M2M)

1 OPC Unified ArchitecturéOPC UA).

However, esearch by Pertel concentratesdataprotocols used in the field2]. The research
compares thresourcesof information: academic systematic review, experience of consulting
companies, practices of industrial manufactures. Thetptunderstand which protocol is more

useful and appropriate in tesmof Industry 4.0 concept witthe help of bibliography survey
14



[12]. As a resultthey came up with top four I0T data protocdQTT, AMQP, CoAP, OPC
UA.

In the link layemresearcherslfl, 13] are markinghefollowing protocols and standards, which

are relevant for loT field

IEEE 802.15.4

Z\Wave

802.11 WiFi

Bluetooth Low Energy (LE)
Zigbee

NFC

GPRS/2G/3G/4G/5G
Ethernet

RFID

=2 =4 =4 -4 -4 -4 -4 -4 -a -

Sigfox

Final view ofthe communication modé shown in detailsn Figureb.

Application
Layer

Transport
Layer

Internet

IEEE802.15.4, Zwave 802.11 WiFi,

00N 0D I\

Figure 5. IoT communication suit
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Therefore, communication channel can be estaddibly choosingappropriate standards and
protocols for data transportatiomo make the decision it is enough to choose protocol in
application layer, becaudkat protocol supports particular protocats transpet and Internet
layers, so these layevéll be predefined byapplication layer protocoLink layer isusually
specifed bythehardware solutiong hereby, elowattention will be concentrated oeview of

data protocols particularly in treoplicationlayer.

2.1.2MQTT Protocol

MQTT is a simple publish/subscrilbasedorotocol The main idea is thahe clientssubscribe

on particular topicsplaying role of addresses, which they are interested .ifhe connection

is maintained by TCP/IP protocol to a broker, whiclpleying roleof a server. Therefore,
publishers send messages to thveker, which spread therman topics to which clients
(subscribers) aféstening to. It was aiginally developed by IBM Company in 1999 and released

as open source protocol standard in 2A#). General structure can be seen in Fidgure

16



Figure6. General structuref theMQTT protocol

MQTT protocol works by exchanging control packets in specific form. Usually, there are three
parts in a MQTT control packet: fixed header, variable header and pg¥isjaBDetailed
information on control packets de found in official standardized documentatidg.[

Three quality of servicéQoS)levels areavailablein MQTT, feature to control how messages
are deliveredQoS Oi at most once delivery, meaning that message is delivered without any
feedbackesponsemessage can be lost if subscriber unexpectedly disconnects or broker fails
QoS 1i at least once deliverg, broker will delive message to subscriber at least once,
however duplicate of the message is poss®ES2 1 exactly once delivery, nssage is

delivered only once and a broker ensure that thexeo duplicate$15].

Topics in the protocol has hierarchical structdier subscribers there is option to use

wildcards to receive all messages on particular topic and all subtopics of itshanp()

symbol for instance to receive all messages from first building subscriber has to specify
following topic building¥#, consequently all messages from topics as
buildingl/floorl/temperaturdyuildingl/floor2/temperature, buildingl/floorl/dofeskl will
bereceived Additionally, it is possibléo subscribe oonelevel of subtopics beneath topic,
using plus (+) symbol. For example, client subscribes on buildingl/+, hence user will receive
all messages on that level like buildingl1/floorl, building1/floor2 and not
buildingl/floorl/temperature or buildingl/floorl/ds¢15].

2.1.3 AMQP Protocol

AMQP is anopen source protocthatwas designed to providemnaessage passirgystemfor

business applications and organizatifitid. It provides publish/subscribe schemeVizes in

the net are listeninp messages ogach queuevhich is quite similar with previously described

MQTT. Therefore, the structure logjust like a previous one excefhe inner part of broker

system. To define to whom a message is addresghd pablisher hato provide information

for which queue the payload has to be delivered and, consequently, subscriberimgltsten

that particular queue. There i s alexdanangbi st r i
17



block, which delivers message to desired queue. Example of the protoewleschshown on
Figure?.

— — _
— — e —
— e _

Figure7. General AMQRstructure

2.1.4 COAPProtocol

Constrained applicatioCoAP) protocol isclientserver basethessagingprotocol which is

working throughUser Datagram ProtocoUDP). It was developedfor resourceconstrained
devices,which are mainly applied in 10T fieldCoAP has similarity wittHTTP and it uses
idential commands GET, POST, PUT, DELETEMoreover, both of them can beasily

mapped to each other [[L&eneral scheme @oAP is shownn Figure8.

18



Figure8. Client-serverarchitecture

2.1.50PC UA Protocol

Unified Architecture (OP@A) is the next generation of the ORstandard with clierserver
architecturelike CoAP. It is data exchangprotocol with high demands for standardization

aiming field of industrial automatioi g].
2.1.6Protocol Choice

Selection ofsuitable protocol is sanostly by tasks which systemhas to solveCommon
requirements for 10T system asecured design andath low power consumptiodue to either
limited energy source, for instance work in remote areas such as a drilling station, either
restricted price policyOverall @mparison of the maifeaturesof described protocols listed
in Tablel.

19



Table 1.Comparison of loT data protocdI9, 20].

Protocols Architecture Transport Layer Security feature
MQTT Publisher/Subscribg TCP +
AMQP Publisher/Subscribeg TCP +
CoAP Client/Server UDP +
OPC UA Client/Server TCP +

MQTT, CoAP andAMQP havea light footprint, hencecan be easily used the embedded

systems with low power and low computational performance. OPC UA is heavier to run, with
many additional features and configuratidBscurity feature column in Table 1 shows support
ofcommonseaui ty options such as data encryption
stand for providiihortopposppertsianmation. Co
pluses (fAi+0) meaning that all of atardy{@#5sl®. pr ot

Detailed information on security topic will be presented in Chapter 4.

The focus of the study is to determine design of cloud based system, thus protocols support by
cloud services has to be taken into accoGaimparison between cloud service providers and
supported protocols is shown Trable 2. Detailed discussion about cloud solutions will be
provided inChapter3. It is notable thatommon cloud providers do not support OPC UA and
AMQP.

Table 2 Supported protocols

Cloud service name MQTT AMQP HTTP/HTTPS
0T Hub (Azure) + + +
AWS loT (Amazon) + +

20



Continwation of Table 2

Watson IoT (IBM) + +

ThingspeakKMatworks + +

Therefore, after brief review girotocol properties and support bipud services it is possible
to conclude that the mostiitableprotocol is MQTT. In further workhis protocol will be used,
however, choice of protocol is defined by requirements of a system and task itself and there is

no exact uniform solution.

21



3. CLOUD SOLUTIONS

Cloud can generallgedescribedisa server where user can g@nd manipulatdata.Physical
location of the erver is not restricted.o clarify scenarios of useview of four cloud services

for Internet of Things by largest companies in theuil engineeringields will be discussed
Microsoft, Amazon, IBMandMathworks Microsoft, IBM and Amazorare providing rich list

of web services, each service stands for particular task such as data storage, analytiicaal
machines. Combining th#éems user can create his own system to solve required tasks.
Mathworksprovidesa readymadecloud platbrm for 0T applications ThingSpeak. It is free
web servicevhere you can collect sensor data anth the tools providedoy theapplication
visualization anddataanalysiscan be don¢21]. Detailed information about services can be

found inreference$22-24].

Consideringan 0T application, services apgroposingquite similar functionalityGenerally,

an 10T solution consistof different units orcloudside. Firstunitis receiver and transceiviar
thedata fromand toa thingdevice. Each of listed corapies has thewwn name for thaitem:

IoT Hub for Microsoft Azure, AWS loT for Amazon, Watson loT for IBM and ThingSpeak for
Mathworks Second unit is responsibdfor generating a reaction on incoming dik& send ©
databaseFurther items of the system are task dependentin&tance,it can beanalysis
visualization, notification unit€On Figure9 andFigure10 examples of typical 10T application

areprovided by Amazon and Microsoft

22



Control Layer Serving Layer 1 2

rr'. Web
>
T4 Devnce Device e B Apes L1
\ W ert ificate Poli
M : olicy E 53 i Web User
' ; o
Mobile User & 4.,\9 < <

N
Commands ‘é\‘ (\% \\é’b \’\\é"
loT Shadows Y/ N/ S/
‘

puaxoeg ejeq big

4 v.
AWS loT i’ loT Rules Engine G ‘_
Telemetry "
Thing AWS Amazon
Speed Layer Lambda Kinesis

Figure9. Structure oAWS loT solution[25].

LN

T

H
10T Hub Stream analytics Event Hub Azure Function Azure Logic App
a s Ingests data job detects pattern maintains queue reads event from sends alert using
from multiple in the stream and of events for queue and Twilio connector
Devices devices send event to which alerts need  triggers Logic
event hub to be raised App
FigurelO. |l oT system structurefl28.ith use

Price is calculated with respect to used items in system desigialhe 3 and Table 4

comparison of tariffs and limitsf the servicesre shown. However, comparison is done only

with respect teimple system with one nodéevice connectivity item due to prototyping focus

of the study, time and financial limitationBetailed information on pricing, quotas and

limitations of cloud senges can be found in official documentati¢g@s-32]. In cass of IBM

and Amazon solutions price is calcul ated
23

of



Table 3.CloudsNon- commercialplans comparison

Plan ThingSpeak Azure loT Hub | Watson IoT AWS loT
limitations by Mathworks by Microsoft by IBM by Amazon
. max 200
max 3 million 500,000 msg
Number of max 8.000 MB/month '
msg/year (~8.200 (trial for 37500
messages msg/day (~12.796
msg/day) hourg
msg/day)
Message
update 15 sec 12 msg/sec 5 msg/sec 100 msg/sec
interval limit
Number of
simultaneous 500
3 - 500
MQTT subs/sec/accour
subscriptions
Data storage 10 million message Required Required Required
capability for 3 years additional unit | additional unit| additional unit
Message siz¢
restriction
_ max 3 KB max 256 KB max 128 KB max 512 KB
(device to
cloud)
Table 4. Clouds commercial plans comparison
ol ThingSpeak Azure IoT Hub Watson AWS loT
an
o by by loT by
limitations
Mathworks Microsoft by IBM Amazon
Plan name| Standard S1 S2 S3 Standard -
Number of
messages 9.10¢¢ 81C¢° 6-10° 31C¢° unlimited -
(msg/day)

24



Continuation offable4

Message
12 120 6000 10 20,000

update Every secon(
msg/sec| msg/sec msg/sec | msg/sec | msg/sec/account

interval limit
Number of
simultaneous 500
50 - 500K
MQTT subs/sec/accoun
subscriptions
100 million

Data storage
messages pe - - -

capabilit
P Y unit for 3 year
Message siz
restriction max max
] max 3 KB max 256 KB
(device to 128 KB 512 KB
cloud)
Price
_ ) calculated calculated
(per unit 48 u|21.0 210. 82, 108|
individually]  individually
per months)
_ Included Additional . N
Analytic toolg Additional Additional
(MATLAB) (Stream Anal yt

From tableabove, ThingspeaWwith such features as included possibilityptmceed data with
MATLAB 0 toolboxes on sidef server even with norcommercial licenseyeb-service with
visualizationand cloud storage spaaee made the service the most suitable for prototyping and
requirements of the studidowever, for commercial use Thingspeak has quitédunfeatures

comparedvith other services.

Additionally, IoT field is a challenging area, it is still young and rapigitgws. Probablypne
of the biggesissueis to decide whereas go with third party serviather buildyour own
solutions based oopen source toojdor instance, PostgreSQL to store data, mosquitto broker

to receive and transceive the data and librasfgsythonto react and analyze iit. has to be

25



taken into account that cloud services are aimegecrease lunch time of an dipption.
Meaning, that to start any solution company can spend more time on product instead of spending
time on backend hardware decisions, developing scalable system for numbers of users and
make it robust. Hence, by purchasing plan from third partypemm it is possible to start in
number of hours in contrast of several weeks or months. Moreover, it is quite cheap if enterprise
does not have a large data flow. Téfere, third party solutions ateghly suitable for quick

start and prototyping. Howeveat should be always in mind of the company that it is temporary
decision and switching ttheir own solution in future will decrease product cost eventually.
Nevertheless, it seems from companies practices that major part of them are balancing between
those two edges, finding their golderean

26



4. 10T SECURITY PRACTIC ES

Security is the one of the most important aspect to have reliable 10T ne®asigning net of

real, physical devices and aiming to collect data on a remote server leads to an idea that while
data is transferred it can be intercept. Moreover, bigger threat appeared when the concept of
remote control of a device is under considergtinterception and taking control over channel

of that kind can have crucial effect, especially when it comes to industrial taesxesearch

by Syaiful following information was highlighted: 24998QTT broker worldwide devices

were not using any engotion to protect data, meaning anybody eanesst easily [33]. The
sameexperimentvith help of Shodan search enginas performed ilugust2018,the results

are presented drigure11[33].

54,702

~ - e
China 13,608
United States 9,060
Germany 3,357
Hong Kong 2,863
Korea, Republic of 2,232

Figurell MQTT brokers without encryption worldwida3].

Thereforenumber of devicewithout any encryption and default settingsreases. fie most
recent security reports and issues/e been reviewedas well as application of preventing

actions hgeto be taken into account wheoncerned abouoT design.
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Open Web Application Security Project (OWASP) is developing a project to define loT
vulnerabilities ad help to create secure I0OT4[3BOWASPG6s team came up Wi
of top ten exposures:

A Insecure web interface

Insufficient authentation/authorization
Insecure network services

Lack of transport encryption

Privacy concerns

Insecure cloud interface

Insecure mobile interface

Insufficient security configurability

Insecure software/firmware

o o Do o Do o Do I» Do

Poor physical security

First point of list isinsecure web interfaddat iscovering issues linked with administrative
interfaces, web pages of a device. Two main obstacles are specified: use of default credentials
and absence of account lock dwgecurity feature that locks any account that has failed to login

more than a defed number of tries in a row.

Second point covers problems witiedevice authentication artde authorization to interfaces
and services. Weak passwords, insecure password recovery mechanisms and absence of two
factor authentication featur&wo-factor aproachconfirms theuser in a system by requesting
not only credentials but also some personal information, for instance, identification number
Theseare the main factors of that list point. These obstacletharea me f or Al nsec
and Mobileinte f aces 0 points.
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Third point ofthe list describes insecurity of network servickssues of network services of
IoT system including device itself, cloud, web and mobile. Opened unnecessary fhégs in
network environment gives opportunity to attacks, 88% also noticed that utilization of UPnP

for ports, which exposed to the global internet leads to buffer overflow attacks.

Fourth point coverthesame services agprevious oneThe nmain obstacles are linked withe
encryption issues ithetransport &yer of an 10T systenThus,transferred sensitive data is not

encrypted, encryption protocgt®orly configured or not used at all

Researchers of OWASP highlighted insufficient security igom&bility for loT device as
vulnerabilities list with following obstacles: credentials with password, encryption aption
available. Insecure software and firmware can be defined with sjmiitar obstacles, where

update servers are not secuoe@ncryption is not applied farpdates.

The last but not least item in the list is poor physical security of an 10T device. Three obstacles
presented in OWASP repdrtexistence of unnecessary external portdesign ofa device

open access to operating system through remove medimanitity to limit administrative

rights.

The top ten list was carried out in 2014, howetlee, research byankardhas showmuite
similar trends and issu¢35]. Moreover, in the report following statistic showed us tha¥%r0
of all loT devices do not encrypt data transmission artd BBve openetdackdoor With simple

preventing actions can significantly improve secuyi3sy.
Common attack practices to an loT system according to Rarsgél3]:
A Wired and gandmappegattacksc anni n
Protocol attacks
Eavesdropping attacks (1l oss of confident

Cryptographic algorithm and key manageme

T  To o I

Spoofing and masquerading (authenticatio
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Operating system and application integri
Dakafi gervice and jamming

Physical security attacks (for exampl e,

o Po o o

Access control attacks (privilege escal a

Recent security issues have been analyge@iscoin 2018[36]. Positive trends ithe main
vulnerability categories stay the same. Nevertheless, Cisco researchavetqundoutanew
type of exposures botnets[36]. 10T botnets is a distributed network of infected I0T devices
that are used to work as parts of one computer systenaiifhef the net is to initiate massive
distributed deniabf-service attack (DDoS), consequently, partly or fully control under IoT
device is taken by Hishers. Two main characteristics of the netwar&rapid exponentia
grow and low detection rate 7B One of largest botnets Mirai in 2016, in peald (380

thousands of invaded device&s].

Therefore, general rules should be taken into account to provide high level of security in loT
design:

Use strong passwords in all systemobs
Implement mui 1 factor authentication where it is possible

Minimize open ports to global network

Do not utilize UPnP

Encrypt communication between components of system

o o T o T >

Implement encryption protocols such as transport layer security (TLS)
protocol

A Do not useproprietary encryptionaution, open backdoor isspessible
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Anonymize collected data from devices

Use lockout feature where possible

Sign updates

Secure update servers

Minimize unauthorized physical access to 10T device or servers

Minimize externaport such as USB

To o Do I o Do Po

Limit administrative rights

To sum up, high interest to the IoT topic from manufactures, developers and corsgeibe

with fast growing and c¢ ompaecessity guekly mespokde t 6 s
sometimes in disregard feecurity side of the issue. However, by following reviewed set of
general rules and awareness of possible threats will improve security of a device design greatly.
Nevertheless, it should be realized that basic principles cannot fully satisfy all aspibets

topic and cannot be counted as a universal solufibeseprinciples can be used asstarting

point with decent degree of coverafe main ideas. For thissasontheindividual needs and

project demands will form treating way to security questim addition, project OWASP

Internet of Things Projecincluding IoT Attack Surface Areas Projeeind guidelines for
manufacturers, delapers and even for consumeemn be used to find out detailed information

and recent practices in the topic of Isdcurity[39-42].
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5.10T DESIGN

In this section, detailed description of developing process of el@s®d CPS system is
descrbed.Designing process starts withrgeral structure of the system antidwedby security
feature implementation, description of data access interfabeschapter is summarizdxy

presenting resultsf prototype test

5.1 General Structure of The Design

In the research hardwasslutions ispredefined It is an industrial PC by Beckhoffdue to
describeddelimitationsin introduction partloT basedcloud measuremerdapproachs applied
to anactive magnetic bearing (AMB) systemhere different quantities can be measwsech
as temperature, current, voltagpeed and rotgrosition These quantities can be used for the

system condition monitoringseneral structuref the systenis presented oRigurel2.

. ) N\
/ Beckhoff industrial PC \ Local gateway

TwinCAT project
. [«EtherCAH TwinCAT IDH
requencyle  FtherCA :
converers c.ﬁryem ' Control syste ThlngSpeak
x5 Voltage
Speed
MQTT
Sensors Tego’ﬁrgnwe I\/Iolijﬁ\es EtherCAT 10T blocks MOTF——»|  Broker |— 4

\ / L LLj Firewall

Figurel2. IndustrialloT structure

Software aspect of theqject haseveral partgirst, it is control system of thAMB, which is
generatedrom MATLAB Simulink block and transferred to TwinCAT integrated development
environment (IDE) where programmirge c hof f 6 s p r Qedondg it isinputsandna d e
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outputs ofthe hardware, where data from sensors is coniihgd is part for programmable
logic controller (PLC), ging structured text (9Tand 10T library by Beckhoffgroup ofloT
blocks weredeveloped Theseblocks can read data from Simulink control system patiere
feedback sensors are used, then form required paoietsend it to requested cloud, in our case

for Thingspeak

5.2 Communication Layer

MQTT protocolis in charge of data transportifiggm Beckhoff industrial PC tthebroker To

publish datafrom TwinCAT project loTpublisher functional block was developed, with two
inputsi a payload to publish and configurationstbe publisher.To configure the publisher
FB_loTPublisherConfigs functional bloakas createdSpecifying address of a broker has
hostName parameter, through which port data will be transferred in portNumber and to which
topic the data has to be published in sTopicPub parameter, publisher configuration is done. Next

step is to pass configurations and desired payload to loThabhsnctional block.

MQTT client is configured according to defined settings from FB_loTPublisherConiths

help of FB_loTMgttClientfunctional blocktomBe c k hof f 6 s T c 3RightaffeBa s e
connection is established with broker. If an eth@nappeared functional block stops and show
error code inhrErrorOccurredvariable. All codes of errors can be found in Beckhoffs
documentation43]. In case of successfully established connection payload is sent to the broker
by Publish method of FB_IdMgttClient functional blockFull design of developed system and

all functions is shen on Rgure 18.

Raw data cannot be send without preparation, usually cloud services requicdgraview of
data to be sentn case of Thingspeak and MQTpFotocol, it is required to provide specific
topic format. It has to be ithe following format to update particular field in a channel:
channels/<channellD>/publish/fields/field<fieldnumber>/<apikey>vhere channellD and
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api key can be f oun dgettings and feldnumlemisaankndosr ofplesivetl i | ¢
field to publish data toThere is an ption to publish simultaneously to multiple fields in a
channel, following topic format is requirechannels/<channellD>/publish/<apikey>In that

case additional foratting has to be done with payload. Firstly, fields number and value to
publish has to be provided as followfgeld1=100&field2=5& é & f i e | d Xtdsvasd u e .
possible to provide some information like timezone, location of channel, status and date of

creaton the messag®etailed information can be found in Thingspeak document§2i2jn

Nonrc ommer ci al Thingspeakds pl an @ablé3pthisssuit o p u
notfor very dynamic measuremenkdoreover,commercial plan allowpostingmessage every

second Table 3, and it is not suitable for such task as driver position measursnk@ntthat

reasonT h i n g shulkarite Geaturewas applied to the systerBulk-write optionallows to

publish up to 960 messages for ramymmercial plan and 14400 for commercial ovith one
upload[22]. However, bulk update is not supported by MQTT protocol and uses HTTPS instead.
To use that publishing method newubscribewas introducedo thebroker system, the client is
subscribed orbulkWrite topic. When data is published to the topic the subscriber, namely
python script MQTTtoHTTPSbridgegceive data from broker using MQTT anchp incoming

datain HTTPS POST methodlhe bulk-write featuresuppors two data érmatsfor data to

publish JavaScript Object Notatio®SON and CommaSeparated ValuesC{S). In the

system second one is used due to simple formattingasthg Therefore, on side of TWinCAT
projectthingspeakPack functiomas created to wrag payloadn CVS format, each message is
separated with a pipe character. A message has to contain following update parameters separated
with comma: timestamp, field number, latitude, longitude, elevasi@atys If parameter is not

used it has to be still separated with comnitacan be shown on one message example as

follows, first string represents name of parameters and second is the format of payload:

DATETIME_STAMP_OR_SECONDS_FROM_LAST_ENTRY,FIELD1 VALUE,FIELD2 VALUE,FIELD3_WALUE,FIELD4 VALUE,

1

FIELDS_ VALUE, FIELDG6_VALUE,FIELD7 VALUE,FIELD8 VALUE,LATITUDE, LONGITUDE, ELEVATION,STATUS
8

Figure 13. Bulkwrite update parameters package
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In other worddo publish for instancethree messages to fieldrthout any additional

parametersf payloadhaveto haveas folloning look

1”1”IOHHH|21!11111'53881”1!l|3111-1l'5388!”llll

Functional thingspeakPack has two input arguments: data and field number. Calling that
function cyclically it willadd new values to existing buffer with respect to described pipe
comma formatConsequently, MQTTtoHTTPSbridge will pack payloaddTTPS POST
method with defined parameters: url has to bia@following format
https://api.thingspeak.com/channeishannel_id>bulk_update.csycontecitype of POST
method has to be specifiedasplication/xwww-form-urlencodedand body parametelrsve

to containwrite_api_key, time_format, updatd$ence, general format of bulirite request
hasthefollowing format:

write_api_key=WRITE_API_KEY &timeFormat=TIME_FORMAT &updateayoad

Detailedinstallation guidecode of 10T blocks can be found in appendiaestallation guide of
the systemi Appendix 1,configurations of broketr Appendix 21 4, example ofthe main
program to send data points to Thingspeak cloAgpendix5, thingspeakPack Appendix6,
loTpublisheri Appendix7, FB_loTPublisherConfigé Appendix8, MQTTtoHTTPSbridgé
Appendix9. Detailed structure of described systemFigure14.

/ Beckhoff industrial PC \

TwinCAT project

Local gateway

10T blocks

Control systen

T

Sensors

\C =/

Figure 14 Detailed system structure

FB_loTPublisherConfigs

loTpublisher

Thingspeak

mosauitto”

thingspeakPack
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Therefore, poposed system is able to send data to Thingspeak cloud in two different modes.
First pointby-point mode allows to send one message every 15 seconds, one message can carry
eight field updates, status flag, channel location datiat mode Tingspeak eld can receive

up to 8200 messages daily, maximum 3 million messages peftysavorth notingthat during

the research daily peak point does not exceed 3760 messages. Second modwitehylkate

mode, where 960 messages can be sent in singleupdide every 15 seconds. However,
limitation of total messages, which can be published to Thealsploud remains the same, 3
million messages per year for roammercial plan. Hence, it is possible to estimate data rates
of the communication chain with accordance to upper limits. Maximum receiving speed of data
from convertors and sensors is 30 MBifisice control system block, Beckhoff PC, are working
with sample rate equal to 50 us and maximum payload for EtherCAT protocol is 1.5 KB.
Comparativelyto data flowthroughloT node of the chain can handle speed rate of 0.192 MB/s,
using bulkupdate optin.

Therefore, the limitations give understanding that not all data has to be and can be transferred
to a cloud. Moreover, time delays, to send data, analyze it and send reaction back, are crucial in
such cases as bypassitgstacles by autonomous cealling for help from wearable device or
taking decision to stop workflow on a factory due to emergency sighatefore, partly data

has to be analyzed locally, on an edge device (local server) with decent computational power,
decision has to be consréd with accordance to task priority.

5.3 Broker

As it shown onFigure 14 the data goes not directly to the clotlde caused bgrchitecture

inside our university network environment, that fact has two sides. On the one hand, it has
positive impact, it means that IT department has their own security walls, for instances firewall
and identification of all devices, which leads taliéidnal step of our design security. On the

other hand, additional node in our system has to be created, which automatically leads to
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increasing system complexity, consequently, more force has to be appteshtesecure

system and maintain it. It orthwhile notingthat quite commady in the industrial field there

is no direct connection to global network dige security issues, thus ware concerning
respectively real case in the researt$ .a result, instead of running our brokertba side of

cloud it will bedeployedon a local (inside plant, in our case university) semvbich has access

to global netit will be ourlocal gatewayedge devicewi t h  f unct i d’hebadfe a AL
will retransfer all the datep defined subsibers.Thereforepur brokeraspublishefi PLC part

of TWinCAT project andsubscribers thecloud serverThe publisher sends data to local broker,

right afterthatthe broker bridges data to the subscriber.

Considering bokersystens, choice turns on Mosquitto broker developed by Eclipse Foundation
[44]. Eclipse Mosquitto is an open source message broker that implement latest versions of
MQTT protocol, namely 3.1 and 3.11 versions. Moreover, it is lightweight and suibalbdev

power cases, it is reachable by configuring it with help of wide range of instructidhs [
Additionally, the project provides implementation of MQTT protocol as a client librariesnwvritte

on C, C ++ and for Python, that particular case it is cal Paho44]. The Mosquitto broker

was compiled from source code with additional editing dwebiag, which exist when running

on Windows operational system and bridging with encryption. Detailed informatibaveno

fix the problem can be found on Githd s qb thegomject45].

Therefore, proposed structure can collect data and bridge it to a cloud Brseuitto bridge
configured in, generally, three stegarstly, all configuratonsard one i n f il e wi
extension. Secondly, name of connection to establish and address of a cloud server, where data
has to be retransferred, have to be specified. Thirdly, what topics has to be bridged, then which
version of protocols, finally, turng logging onin orderto make debugging process easier.

Exampe of code can be fourmh Figure15.
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# connection name and address of a Cloud
connection myIoTDevice
address exampleCloudSever.com:1883

# Specifying which topics are bridged
topic topicsToBridge both @

# Setting protocol version
bridge protocol version mgttv3il

log type all

Figurel5. General case of Mosquitto bridge configurations

Hence described system can handle almost all requirements of an industrial |oT.device
Moreover direct implementation of the prototype is possitig not recommended, because
none of security features were applied and the design is totally unsetlawdver the
developer can rely on high level of net security handled by IT departmeatlyCleis not the

best practices, and in the IoT world one of the key trenid meake security of that kind of
devices out of a bofeature meaning by default and embedded in the design [&HIf

5.4 Security Features Implementation

As it was discussed above all transferred data between nodes of the system has to be encrypted,
thus latest version of TLS, version 1.3, is in use. TLS is cryptographic protocol that allows to
provide securedommunication over network.ri@ of the notablapplicatiors of it is protection

clients on webpages while browsing with known from daily-lifypertext transferred protocol

secure (HTTPS), which is using TLS.

Underneath a cryptographic protocol lies an idea to establish closed channel by encrypting data
with help of special keys sets of rules known only to those who are willing to exchange any
data, hence, we are getting eleend communication and avoidirigMan In The Middl®

attacks (MITM). MITM attack is when hacker are getting accesses to communication channel
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and receive all transferred data, thus, even if somebody will listen encrypted channel it will not

be possibléo understand anything abquayload

The private channel is organized by performing so called handshake prébesprocesss

done in several steps: exchange of greeting messages, key exchange, and finally we will get a
channel with symmetric encryptiotmplementation of the latest vésa of the encryption
protocol is done with help of OpenSSL toolkit, which incleifigl-featured TLS protocol,
functions of genergburpose cryptography library. Furthermore, OpenSSL project is distributed
under an Apachstyle license, meaning that is gsible to use it in commercial and Ron
commercial projects freely, moreover source code is opened, and anghodgssure
themselves that there ame backdoors in it, that is one wfajor securityfeature discussed in

second chapter. Includexdlyptography library allows to generate public and private keys as a
part of certificates, which is needed in handshake step.

Additional configurationsaredone in broker settings to embed encryption feature as well as
settings for user credential withspect to security rules from previous chapkerll code is
listed in appendix sectioAs a testing exampkhe following program is usetheBeckhoff PC

is generating sinusoidal wave and send it to clgederaktructure of the system and result are

shown onFigure16.

/~ Beckhoff industrial PC "\
Local gateway Thingspeak
gsp loTDemoChannel
Broker

= \'E /\/\/\/ mosquitto 1
i

Generation and

sinWave

TLS 0
protocol

—>
Transferring gura >
Sinusoidal signal ] > Wi 5 1
-2
08:55 09:00 09:05
Date

- /

Figurel6. Sinusoidal waveform to cloud
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5.5Data Access Interfaces

There are several ways to access data and interact with it, through Thingspeak web interface,
desktopMATLAB or TwinCAT loT communicatoapgication by Beckhofffor smartphones
However, all of them provide possibility to work with data, thegall closedsource

platforms, whicharenot secured due to possible backdobisnce, Telegram messengdsot

was createds an optiono notify users about critical states of system and prastateisof the
system Themessenger is clodblased mobile and desktop messagindiegqon, focus of the

company is security, speed and opennd§s [

Webrinterface of Thingspeak service consitchannels with fieldsmaximum number of fields

is eight.There are two types of channel: private and puBlields represerdatastorage unit.
Therefore, dta publishedo channeto particular field and automatically is plotted with respect

to field configuration like: name of axisormat, timescale, type and color of likgence, data

can be in nosplottable format, for instance textn that case field will not plot data
automatically, but will just store itlowever,it is possible to createustom rule to visualize
received datian the cloudwith help of MATLAB Visualizations functionsAnother option is to

use desktop MATLAB to access data. Standard library is providing functions to read, write and
plot in cloud datd22].

Next option isnotification systemsTheyare playing roles of subscribers in aesign Thus,

the broker has to be accessed from outside LUT network, which is not possible due to strict
policy of | T departmentoés fir ewaéckssasyyogune m.
broker on a remote server with direct access to global net. Eclipse Foundation has open server
with running mosquitto broker on it, whighused for testing purposes [4Fence, notification
appgicationsare subscribed on eclipse brokadahelocal broker will bridge data to it, broker

is working in two bridges mode.
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One solution of notification system isloT Communicatorapplication formobile devicedy
Beckhoff[48]. It is an app supported by iOS and Android operation syst€heapgication
provides possibility to subscribe to a topic structure and receivgimealdata plot graphs
receive warning notificatiamand send commands back. To make it wodpgication has to

be installed on mobile devisaddress of broker, in glabnet,topic, port number has to be
specified in settings tab ama TwinCAT projectiotCommunicatorAppPublishdriock has to

be added. General structure T communicator is shown drigure 17. Additionally, such
features as whentication, encryptionautoreconnect and keep screen on features can be

configured in settings tab to tune the application for a task purpdstsled information can
be found in official documentatidd8g].

IPC/Embedded PC | Mobile Device )
Process Process
TWInCAT loT | 0212 Dpia
Communicator (1] Messaging Service [ 3]
TWInCAT Runtime || Command Command _—
—
(5] :
lo? \
o y
f
Push .
Push Service | Messages  TwinCAT loT
iOS, Android, ... | Communicator App

Figurel7. Example ofloT Communicator Ap@pplication[44].

Another proposed solution is Telegranmatbot, which is account of messenger operated by
software Opensourced application programming interface (API) allawsreate application
with similar featuresto previous ong49]. The developedsoftware act as subscriber to our

41



broker, to particular topic structur@nd can postvarningmessageto the chatPlotting data
feature was developed to allow user to check current state of a systemake that notification
system works Telegram cliehas to be installed on mobile, laptop or PC devickatbot has

to be added to dialog list, developed software has to be run on a smerdering TwinCAT
project, one more instance of loTPublisher has to be added to send data to particulfar topic,

example lut/AMBsystem/warnings/chatbot

Therefore, final design adesignedsystem can be shown detailsas follows onFigure 18.
Detailed code of natification system can be foundAppendix 10 for IoT Communicator
application and i\ppendix11 for Telegram chat bot.

/ Beckhoff industrial PC \ / Local gateway
TwinCAT project

Broker

mosquitto A

Configuration file
(Two bridge mode with TS

Thingspeak bridge

Notification system

J bridge

10T blocks

Control syster

Sensors -[

FB loTPublisherConfigs

Thingspeak
LS

protocol

loTpublisher

Eclipse
open cloud

thingspeakPack

loTpublisher
(waming HWESSE{QES

Telegram
chat bot

Figure B. Design of industrial 10T system

5.6 Testing Prototype Results

Performance of designed system was tested on temperature measurement task. The system wa:
stably collecting information for several weekBwever,a bug was foundluring debugging
process, the system went freezing from time to tiAdglitionally, in loT Communicatorapp
status of device waalwaysoffline, whereas it was functioningroperly. Itwas found that

instance of standard 10T library, which is used in developed loTpublisher, maskcausing
42



that problemAfter changing type of variable from inpuariable to inpubutput variable the
freezing issue was goms well as status issue in eckhoff Communicatoapgication. Some

minor fixes was applied during work process, most of them was caused by inaccurate
information in documentationsuch asnot clear or sufficient examples on informational
Beckhoff portal, confusing typo issues in Thingspeak documentations, wrong methods to send
data were described. However, during the research work Thingspeak was informed about issues
and they fixed itNevertheless, task was solved antloiving charts areepresentingesults

from different interface®f the systemOn Figure 19, Thingspeak interface is presented with

plot of temperature measurements for two days.

Field 4 Chart Z o

loTDemoChannel
26

Femperature
N
N e
w w

24.5
22. Aug 12:00 23. Aug 12:00

Date
ThingSpeak.com

Figure19. Temperature measuremernguwalization in Thingspeakeb-interfacewith 15

seconds step

Figure 20represents interface of Beckhoff Communicator application. There are three windows,
on the first one list with devices is given, by clicking on basementLab user will reach second
one, where redime temperature measurements @&pbpear. It is possible fgot a graph from

measured points, as it was discussed previously, example on third window.
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Figure20. Temperatureneasurements iloT Communicator app

On Figure 21 Telegram chabot notification system is presented. By starting dialog user
automatically will receive warning messages. Additionally, get figure feature was developed by

clicking the button and providing desired date range, user will receive graph of measurements

for the period from the cloud.
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Figure 21 Temperature measuremeim Telegram chat bot
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6. CONCLUSIONS

In conclusion, the main aim of the study was achievezsecuré cloud basedoT CPSwere
developedThe Pllowing goals were solved in order to achieve the aata éxchange protocols
were reviewed and MQTT was chosen to establish communicetiannel cloud services
reviewed and Thingspeak has been chosen as the most suitable for prototyping peqmges
studies insecurityfield reviewed and implemented in the system desigge notification
systemhas beermproposedThe system is applied and testedammdition monitoring task for
AMB system.Number of experiments were done in frame of the research work. Firstly, simple
example of wave generator with synchronization data to cloud and notification system.
Secondly, longerm experiment of temperature measurements of a coil in AMB systenmed last

for a weekThus,tests allowed to find bugs, errors of developed system and fix them.

Developers can use examplegatedools and applied technies a startinguide to creating
anloT solution Nevertheless, decisions in thesearch can not be takensasct rules, choice

of tools highly depended aequirementsf thetask As well as implementing security features
not guarantebundred percergrotection. Periodical maintenance and updates of a system with
respect to rec studies in the field casupporthigh security levelFunctionality of developed
system is scalable and can be rearrdrigedifferent tasks Limitations of the systenare
generally connected with limitations of thipdirty productsuchas cloud servigevhich can be

tuned with respect to needs of application
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APPENDIX 1.Installation guideof the system

loT installation guide

Contents
Overview
Install requirenments
Mosquitto (MQTT broker)
TwinCAT project
Z Quick start example
z Tools
E Descipion
E Configuration
FB_loTPublisherConfigs
loTpublisher
iotCommunicatorAppPublisher
MQTTtoHTTPShbridge.py
thingspeakPack

MM™NMMNEMW

N N N N N

Debugging
Notification systems
Z Telegram bot
Z loT communicator application
E  Troubleshooting
Z mosquitto

™M ™

Overview

In that guide a stepby-step tutorial is described to provde help with configuring an IoT

system on simple example.
The system consist of five nodes as shown on following figure
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Thingspeak
TwinCAT IDE
F y Communicator

IVI(LT MQTT

LS

Eclipse
Broker open cloud
J Firewall Telegram

-

chat bot

Program in TwinCAT IDE will generate data and transfer it to broker, which is runing on
same machine.

The broker will recieve data andbridge it to Thingspeak cloud or to another broker,
which can be acessed from global network. For example, on Eclipse open cloud. Option
with simultanious brindging will be described too. Two notification system will be
proposed as subscribers to globaluning broker - loT Communicator app and Telegram
chat bot.

All necessary files and source codes can be found in loTProjectSrc.zip

Install requirenments

1. Mosquitto (MQTT broker)

E Install OpenSSL (Win320penSSL 0 2n.exe) to root folder

Z /1 OOAPD ABEAGEAAIOAT 4AO0EO6 AEIT OA AipU $,,0
— >

i% setup - OpensSL (32-bit)

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OpenSSL
(32-bit), then click Mext.

Copy OpenS5SL DLLs to:
() The Windows system directory

(@) The OpenSSL binaries (/bin) directory
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Installing mosquitto (mosquitto-1.4.15&install-win32.exe)
Put pthreadVC2.lib in mosquitto folder

Install TwinCAT
Requirements on all devices at least TWinCAT v.3.1.4022

3. To get API keys for Thingspeak cloud create amcount
4. To get API keys for AWS IoT follow instructionsere

Mosquitto (MQTT broker)

F Execute mosquito.exe from CLI to start broker
Z Open cmd on Windows (press win + r, type cmd and press enter)

Z Navigate to folder where mosquito was installed Exmapled "Program
Files (x86) \ mosquitto"

Z mosquitto.exe (the command will start MQTT broker with default
configurations, more detailed information on configuration file could be
found here)

Z To start the broker with custom configuration file execute mosquittowvith zc
attribute as follows: mosquitto.exe  -c¢
C:\ somePathToConfFile \ confFile.conf somePathToConfFile has to be
changed to real path where configuration file is stored

E To start broker in bridge mode you have to choose one of provided .conf files
Z thingSpealBridgeTLS.conf
E bridging all topics which start with remote/thingspeak to ThingSpeak
cloud

Z awsBridgeTLS.conf

Z bridging localgateway to_awsiot topic to AWS loT cloud
E Inthis .conf files some tuning has to be made

Z Path to certificates have to be specified, ##### has to be changed

accordingly
7 For ThingSpeak:

NN ™

Path to the rootCA
# #HAEEHF has to be changed to specific path to ca-certificates.crt file

bridge cafile #HAHAF\mosquittoConfFiles\thingSpeakCertshca-certificates.crt
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http://www.beckhoff.com/TwinCAT/
https://thingspeak.com/
https://docs.aws.amazon.com/iot/latest/developerguide/iot-gs.html
https://mosquitto.org/man/mosquitto-conf-5.html

74 For AWS:

certificates must be generated in your aws console and loaded to
mosquittoConfFiles\awsCerts directory, #iHAHE change to path on your machine

Path to the rootCA

bridge cafile #HHHH\mosquittoConfFiles\awsCerts\rootCA.pem

# Path to the PEM encoded client certificate
bridge certfile #HAHARF\mosquittoConfFiles\awsCerts\cert.crt

# Path to the PEM encoded client private key
bridge keyfile #HuHHHP\mosquittoConfFilesh\awsCerts\private.key

E twoBridges.conf All logs will be displayed in CLI window. In case of
problems go totroubleshooting section.

TwinCAT project

Quick start example
41 OAT A AAOA O AOTleBAd: whidh@ors oudd a box vith EE T A4S O
several changes. That example also can beufa in lIoTProjectSrc directory. The example

send value of counter, which goes up and down, each 15 seconds, to a broker. On
Beckhoff webpage it is located undeBamplegab, the name idotMgttSampleUsingQueue

If you are runing example downloaded from

doodzY F Yl A2y Q& LI 3IS OKFy3aIS GlLtdzS 2F GAYSNI G2
15 sec:

foTimer : TON := (PT:=T#15S);

Li A& ¢KAYy3I&aLISE] Oft2dzRQa tAYALllIGAZ2Yy O

Before running the project mosquitto broker has to be runing in bridge mode with
thingSpeakBridgeTLS.conf file and several changes has®done in PrgMgttCom

function file: 1. Api key and channel id have to be changed to your own 2. Address of host

j ET 100 AAOA AOIT EAOG6O 11TAQq EAOGA O1 AA AEATC
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https://infosys.beckhoff.com/english.php?content=../content/1033/tf6701_tc3_iot_communication_mqtt/index.html

needs

To run project:
1. Activate Configuration in oder to configure project, install required licenses

~

c 0O0OAOO O/ +06 O DOT AAAA AT 1T ZECOOAOQEIT I

* |t could be asked to type security code for updating required licenses
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