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The goal of this research is to specify requirements and create the high-view architecture of 

the Internet of Things system applied in greenhouse farming. The research was conducted 

based on the Middle East pharmaceutical company producing medicines made of cannabis. 

Four direct users of the system representing three main user groups were interviewed on the 

requirements elicitation stage. The collected requirements were specified separately 

according to their types. The level of detail of specified requirements enabled the creation of 

several architectural views. The developed architecture is based on a wireless sensor 

network, wired actuators network, and cloud-based IoT platform. The main elements used in 

the solution are devices provided by Libelium and cloud-based services offered by Amazon 

Web Services. The specified requirements and developed architecture were verified and 

validated by representatives of the pharmaceutical company and third-party IoT expert.
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1 INTRODUCTION 

1.1 Background 

Internet of Things (IoT) is the modern information technology that delivers new 

opportunities for digital business innovation [1]. Bain consulting company defines IoT as a 

rapidly developing sector with 235 billion US dollars market size in 2017, which is 

forecasted to reach 520 billion US dollars in 2021 [2].  

 

The concept behind the Internet of Things is to enable common physical objects to 

exchange data and information through the network. This functionality is sometimes 

supplemented by reacting autonomously to events by running processes that trigger actions 

[3]. Sensors and actuators are fundamental elements of IoT industrial applications. Sensors 

automatically extract numerical parameters from monitored physical objects. Humans and 

machines use this data in decision-making regarding proper response. Actuators take 

actions in the environment based on made decisions. IoT has a wide variety of applications 

in various industries. This thesis focuses on applications in greenhouse farming. 

 

Greenhouse farming is the sphere of agriculture in which the cultivation of plants is done 

in structures with walls and roof made of transparent material [4], [5]. One of the special 

features of greenhouses is the alignment of artificial conditions favorable for plants 

growing. Optimal artificial conditions allow to grow plants in greenhouses all year round 

and get more harvests per square meter than in open fields [5], [6].  

 

Proper control over artificial environmental conditions in greenhouses is a complex 

challenge [4]. Bad conditions can lead to an entirely inefficient performance of any crop. 

On the contrary, keeping plants in best conditions result in greater yields and higher quality 

[7]. In this research, the optimal conditions are defined as the conditions with maximized 

plant response and minimized resources usage. The focus of this type of optimal conditions 

is on economic returns [8]. In order to achieve optimal conditions, the greenhouse, its 

equipment, and crop should be captured in a dynamic mathematical model that deals with 

the problem of maximizing profits [9]. The inside conditions are maintained within 

appropriate boundaries by climate, lighting, and fertigation control.  Each crop has its 
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optimal climate, lighting, water, and nutrition requirements, which are hard to find and 

maintain. Decision-making regarding climate, lighting, and fertigation control is usually 

done by agronomists. In order to understand what control actions to take, agronomists need 

to understand the current values of the environmental parameters precisely. That is one of 

the possible applications of the Internet of Things technology in greenhouse farming. 

Sensors enable accurate remote monitoring over the greenhouse environment. This 

monitoring capability can be extended to full automation of optimal conditions 

maintenance by digital control agents and actuators. 

 

The Autonomous Greenhouse Challenge competition held by Wageningen University in 

2018 [10] has shown that IoT systems with implemented control agent for decision-making 

can surpass experienced agronomists in climate control, fertigation and lighting and make 

more profit from the sale of grown cucumbers. The designed system used both sensors and 

actuators for climate control, lighting, and fertigation automation. This master’s thesis aims 

to design a similar IoT solution for cannabis cultivation.  

 

The drug derived from cannabis buds is used by people in medical purposes to relieve pain, 

muscle spasms, headache, anxiety; improve sleep and appetite [11]. Cannabis cultivation 

must be strictly regulated in accordance with the Single Convention on Narcotic Drugs 

prepared by the United Nations in 1961 [12]. Recently, however, several governments 

have begun to soften legislation on cannabis regulation, especially in the medical sphere. 

According to Euromonitor International research company, the global legal cannabis 

market was worth 12 billion US dollars in 2018 and is expected to grow to 166 billion US 

dollars by 2025 [13]. This research is conducted based on one of the fastest growing 

cannabis production companies in the Middle East. The researched company produces a 

variety of medicines made of cannabis. 

1.2 Goals and delimitations 

The goal of this research is to collect, analyze, and specify requirements from the 

researched company and create the architecture of the IoT system based on the 

requirements. The IoT system should automate climate control, fertigation, and lighting to 

maintain optimal conditions in greenhouses on the stage of adult cannabis plants cultivation.  
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Thus, the following research questions are addressed in the study: 

1. What are the requirements of the IoT system for greenhouse farming from the 

researched company perspective? 

2. How should the high-view architecture of the IoT system look? 

 

Delimitations reveal the topics which are out of the scope of the thesis. The research 

doesn’t cover the following subjects: creation of detailed technical architecture of the IoT 

system; development and performance evaluation of the described IoT system; topics 

related to project management including cost estimation, scheduling, cost-benefit analysis; 

detailed description of the control agent that is going to be used in the proposed IoT 

system. 

1.3 Structure of the thesis 

Initially, the related works connected with IoT are reviewed. First, the basic theory of IoT 

and its supporting technologies is given. Then IoT applications are reviewed, applications 

in greenhouses are described in detail. Finally, the development stages of the IoT system 

are presented with a focus on parts related to requirements and architecture. In the 

methodology chapter classification of the research is provided, and research methods are 

represented in detail. In the results chapter, first subchapter is dedicated to the description 

of the researched company. The second subchapter presents the specified requirements of 

the IoT system that were collected from the researched company. The third subchapter 

describes the high-view architecture of the future system that was developed based on the 

requirements, reviewed literature, and IoT reference architecture. The fourth chapter 

presents the discussion and conclusions of the research, the most important outputs of the 

conducted study, and the ideas for future research. 
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2 RELATED WORK 

2.1 Internet of Things 

According to [14], the term Internet of Things is referred to as: 

• the global network interconnecting smart objects (common physical objects with 

embedded electronics) by means of extended Internet technologies; 

• the set of supporting technologies necessary to realize such a vision; 

• the ensemble of applications and services leveraging such technologies to open new 

business and market opportunities. 

 

Industrial Internet of Things applications are supported by such technologies as wireless 

sensor networks (WSNs), actuators, cloud computing, and IoT platforms. These 

technologies are the most relevant in the research. They are described in this subchapter. 

 

The first supporting technology is a wireless sensor network. Recent technological 

advances have led to the appearance of efficient, low cost, low power miniature wireless 

devices for use in remote sensing applications [3]. These devices can be called sensor 

nodes or motes; WSN is a group of connected sensor nodes. WSNs demonstrated the lower 

total cost of ownership compared to wired networks [15] and proven useful in a variety of 

scenarios to collect environmental data (e.g., humidity, temperature, amount of rainfall, 

light intensity) [16]. The sensor nodes are embedded in the physical entities that should be 

monitored. One unit usually consists of four basic units: sensing unit, processing unit, 

transceiver unit, and power supply [3]. The motes may also have additional units, including 

a location finding system and power generator [17]. Sensing unit extracts data from the 

environment by sensor probes and converts the obtained analog signal to a digital signal by 

analog-to-digital converters [17]. The processing unit, which is associated with a small 

storage unit, manages procedures to collaborate with other units in the network. Transceiver 

unit connects the node to the network. Location finding system can be used in WSNs where 

routing techniques or sensing tasks require knowledge of the node’s location [17]. 

 

Sensor nodes are low-power devices, which means they require a special low-power 

network to communicate efficiently. Many communication technologies can be used in 
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WSNs and IoT applications. They include Bluetooth Low Energy (BLE), ZigBee, LoRa, 

SigFox, Bluetooth, Long-Term Evolution (LTE), General Packet Radio Services (GPRS), 

WiFi. The choice of specific technology primarily depends on power consumption and 

communication distance. Power consumption and communication distances of mentioned 

technologies are represented in Fig. 1. 

 

Fig. 1. Power consumption (mW) and communication distance (m) of communication 

technologies. [18] 

ZigBee technology provides the best tradeoff between power consumption and 

communication distance for greenhouse application. ZigBee is a low-cost wireless personal 

area network (WPAN) that was designed for battery-powered devices; it has a sleep mode 

feature to extend the battery lifetime [18]. ZigBee wireless protocol is considered one of 

the best candidate technologies for the agriculture and farming domains even though it 

reduces the communication distance by up to 30 meters in indoor conditions such as 

greenhouse [18]. ZigBee does not provide capabilities to connect devices to a remote 

server directly. Physical gateways are used for this purpose to bridge WPAN like ZigBee 

with other networks like the Internet or other wide area networks (WANs) [19]. Gateway 

nodes have higher processing capability, battery power, and transmission (radio) range 

than sensor nodes [20]. 

 

The second supporting technology is actuators (in some scientific papers they are called 

actors). Actuators are devices that convert energy into motion; they drive the motion into 

mechanical systems [21]. These machines execute decisions either rendered by humans or 

software-agents on their behalf [22] usually based on data from sensors. The information 

flow in the IoT systems that use actuators is not unidirectional (from the sensors to the 

gateway), but bi-directional (sensors to gateway and controller node to actuators) [16], 
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[16]. The three types of actuators are electrical, hydraulic, and pneumatic [21]. Electrical 

actuators are alternating current and direct current motors, stepper motors and solenoids. 

Hydraulic actuators use hydraulic fluid to actuate motion. Pneumatic actuators use 

compressed air to actuate motion. Unlike sensors, actors are resource-rich nodes [23] that 

are rigidly connected to physical entities [24] in the greenhouse case. The number of actors 

is usually much less than the number of sensors in the IoT applications [23]. These 

differences make wireless actuators not as attractive as wireless sensors and leave the 

option of using wired actuators in IoT systems.  

 

The third supporting technology is cloud computing. According to [25] cloud computing is 

a model for enabling ubiquitous, convenient, on-demand network access to a shared pool 

of configurable computing resources (e.g., networks, servers, storage, applications, and 

services) that can be rapidly provisioned and released with minimal management effort or 

service provider interaction. While IoT devices (sensors and actuators) have limited 

storage and processing capacity, cloud computing has virtually unlimited capabilities in 

terms of storage and processing power [26]. The high computing power of the cloud allows 

to process large amounts of data quickly and use complex algorithms to automate processes. 

 

There are three types of service models for accessing cloud capabilities. According to [25], 

they include: 

• Software as a Service (SaaS). The capability provided to the consumer is to use the 

provider’s applications running on a cloud infrastructure; 

• Platform as a Service (PaaS). The capability provided to the consumer is to deploy 

onto the cloud infrastructure consumer-created or acquired applications created 

using programming languages, libraries, services, and tools supported by the 

provider; 

• Infrastructure as a Service (IaaS). The capability provided to the consumer is to 

provision processing, storage, networks, and other fundamental computing 

resources where the consumer can deploy and run arbitrary software, which can 

include operating systems and applications. 

 

The fourth supporting technology is IoT platforms. According to [27], the IoT system can 

be decomposed into three layers: users or applications; IoT platform; devices and 
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infrastructure. Users and applications layer addresses the users and auxiliary applications, 

such as decision support tools. IoT platform is a software package that integrates devices, 

networks, and applications. Devices and infrastructure layer includes network devices and 

other physical IoT infrastructure. IoT platforms are the focus of this paragraph. IoT 

platform can be seen as a software layer that sits between applications and objects 

(devices) [28]. It aims to provide solutions to frequently encountered problems, such as 

heterogeneity, interoperability, security, and dependability [29]. IoT and cloud computing 

development lead to the emergence of cloud-based IoT platforms that leverage the IoT 

system resources. According to [30], Amazon Web Services (AWS), Microsoft Azure, and 

Google Cloud are the most popular cloud providers. All these providers have their own 

cloud-based IoT services.  

 

There are also other technologies that support the Internet of Things applications. They 

include radio-frequency identification, near-field communication, digital twin, machine to 

machine, cyber-physical systems, and others. 

2.2 IoT applications 

There are various applications of IoT in different industries. Examples are predictive 

maintenance [31] and smart factory [32] applications in manufacturing; smart grids in 

energy industry [33]; automated checkout in retail [34]; health monitoring in healthcare 

[35]; items location tracking in supply chain industry [36]; pest and disease detection [37] 

and environment monitoring in agriculture. There are also non-industry applications such 

as electric devices management in homes [38] or street lighting control in cities [39]. This 

thesis focuses on applications in greenhouse farming. 

 

IoT applications in greenhouses relate to many different concepts, including precision 

agriculture, smart agriculture (smart farming), and autonomous greenhouses. The objective 

of precision agriculture is to improve the control of input variables such as fertilizer, seed, 

chemicals or water concerning the desired outcomes of increased profitability, reduced 

environmental risk or better product quality [40]. Precision agriculture is driven by sensing 

technologies which are part of IoT. Smart agriculture or smart farming concept represents 

the application of modern information technologies (IT) into agriculture [41]. IoT can be 
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seen as one of these technologies. Autonomous greenhouses are described as greenhouses 

driven by IoT and artificial intelligence (AI) that can operate without human interventions. 

 

The possible purposes for applying IoT in greenhouse farming are the following: 

continuous control over facility [42], reduced human labour [43], reduced water usage 

[43], [44], reduced energy usage [43], [44], minimized environmental impact [44], 

enhanced production safety [42], improved crop health [45], improved crop quality [44], 

increased yields [43], [45], diseases prevention [46]. 

 

In this thesis, the author distinguishes the applications by two criteria: information flow 

type and computing power localization. The applications that have only sensors to gateway 

information flow are called unidirectional; the applications that also have a controller node 

to actuators information flow are called bi-directional [16]. The applications that use 

remote cloud capabilities are called cloud-based; other applications that do not use cloud 

computing power are called local in accordance with [47]. 

 

The unidirectional applications include monitoring, alerting, and data analytics systems. 

These applications are based only on WSNs and do not provide capabilities to act on the 

environment by use of actuators. Monitoring systems are used to support decision making 

regarding climate, irrigation, fertigation, and lighting control. Systems with alerting 

capabilities allow to identify deviations in environmental parameters and emergency events 

(e.g., diseases or pests) in time and quickly respond to them. Data analytics systems are 

used in cases that require predictions to be made. The bi-directional applications include 

remote manual control systems, partly automated control systems, and fully automated 

control systems. These applications are based on sensor and actuator networks and provide 

capabilities to act on the environment by use of actuators (actors). 

 

Table 1 aggregates the IoT and WSN applications in greenhouse farming field that were 

captured in scientific literature and other sources. The purpose of the table is to present 

approaches to IoT and WSN usage in greenhouse cultivation proposed by different 

researchers earlier. Sensors, actuators, networks, and control agents were outlined as the 

most important components in the architectures of described systems. 
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Table 1. IoT and WSN applications in greenhouse farming. 

Reference Application Type 
Sensing  

layer 

Control  

layer 

Actuation  

layer 

Communication 

layer 

[48] Climate 

automation; 

fertigation 

automation; 

lighting 

automation 

Bi-directional; 

cloud-based 

Air temperature; air 

humidity; leaf wetness; 

cameras; the rest is not 

specified 

Reinforcement 

learning 

algorithm 

Ventilation; heating; 

artificial lighting; the 

rest is unclear 

Not specified 

[45] Climate 

automation; 

irrigation alerting; 

pests alerting; 

climate data 

analysis 

Bi-directional; 

local 

WSN. 

Air temperature; air 

humidity; air temperature 

near canopy; air humidity 

near canopy; outside 

weather 

Fuzzy climate 

controller 

Actuator network 

using RS-485 

protocol. 

Roof vents; exhaust 

fan; cooling pad; 

heaters 

Zigbee-like local 

network for 

sensors, RS-485 

protocol for 

actuators 

[44] Climate 

automation and 

alerting; irrigation 

automation and 

alerting; light 

automation and 

alerting 

Bi-directional; 

cloud-based 

WSN. 

Soil moisture; soil 

temperature; air 

temperature; air humidity; 

light; water pH; water 

electrical conductivity 

(EC); water nitrogen; water 

phosphorus; water 

potassium; crop growth by 

the camera 

Not specified Fertigation system; 

heater; lamps; 

humidifier; water 

pump; electro-valves; 

air conditioning; 

windows 

WiFi and 

Bluetooth Low 

Energy as local 

networks; the 

Internet as WAN 
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[49] Climate 

automation; light 

automation 

 

Bi-directional; 

local 

Air temperature; air 

humidity; air carbon 

dioxide; light 

Fuzzy climate 

controller 

Artificial lighting; 

window shutter; CO2; 

solenoid valve; 

humidifier; heaters; 

ventilation 

Zigbee local 

network; Global 

System for 

Mobile 

Communications 

(GSM)/GPRS 

[50] Irrigation 

automation; 

lighting 

automation; 

climate 

automation 

 

 

Bi-directional; 

local 

WSN. 

Air temperature; air 

humidity; light; pH; EC; 

soil humidity 

Not specified Window; shadow; 

heater; fan; water 

pump 

Zigbee local 

network 

[46] Automated dew 

condensation 

prevention 

 

 

Bi-directional; 

local 

WSN. 

Air temperature; air 

humidity; rain 

Not specified Windows; ventilators; 

heaters; circulating 

fan 

Zigbee local 

network; Internet 

WAN 

[51] Irrigation 

automation; 

lighting 

automation; 

climate 

automation 

 

 

Bi-directional; 

local 

WSN. 

Soil humidity; soil 

temperature; soil pH; soil 

EC; air temperature; air 

pressure; air humidity; air 

carbon dioxide; inside light; 

outside wind flow; outside 

wind direction; outside 

light; outside temperature; 

outside pressure; outside 

humidity; outside carbon 

dioxide 

Event-based 

controller 

Ventilation; heating 

system; screen shade; 

sprinkler 

Not specified 
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[24] Air temperature 

and humidity 

level automation 

Bi-directional; 

local 

WSN. 

Air temperature; air 

humidity 

Not specified Irrigation valves; air 

humidifiers; heaters; 

electric fans; motors 

Zigbee and wired 

controller area 

local networks 

[43] Irrigation 

automation; 

artificial lighting 

automation; air 

temperature and 

humidity level 

automation; water 

level in tank 

alerting 

Bi-directional; 

not specified 

Air temperature; air 

humidity; soil moisture; 

light; water level 

Not specified Water pump; lights; 

relay attached to the 

fogger 

GSM 

[15] Climate 

monitoring; 

lighting 

automation 

Bi-directional; 

not specified 

WSN. 

Light; air temperature; air 

humidity 

Not specified Light RS-232 wired 

local network; 

Internet as WAN; 

the local wireless 

network is not 

specified 

[42] Climate 

automation; 

irrigation 

automation; light 

automation 

Bi-directional; 

local 

Air temperature; air 

humidity; light; pH; water 

level  

Fuzzy 

controller 

Water pump; fan; 

window shutter  

The local network 

is not specified; 

GSM 

[4] Air temperature 

and humidity 

level monitoring 

Unidirectional; 

local 

WSN. 

Air temperature; air 

humidity 

- - Local network 

based on 

IEEE802.15.4 
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[52] Climate 

monitoring; 

irrigation 

monitoring; 

lighting 

monitoring 

Unidirectional; 

local 

Air temperature; water pH; 

soil wetness; light 

- - Wired local 

network; GSM 

[53] Climate 

monitoring; soil 

monitoring 

Unidirectional; 

local 

WSN. 

Soil moisture; air 

temperature; air humidity 

- - Local network 

based on 

IEEE802.15.4; 

GSM 

[54] Climate 

monitoring 

Unidirectional; 

local 

WSN. 

Air temperature; air 

humidity; air oxygen; air 

carbon monoxide; air 

carbon dioxide; air sulfur 

dioxide; air nitrogen 

dioxide 

- - Zigbee local 

network 

[55] Climate 

monitoring; light 

monitoring 

Unidirectional; 

local 

WSN. 

Air temperature; air 

humidity; air carbon 

dioxide; light 

- - 6LoWPAN local 

network 
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As can be seen from the table, most of the applications are local and do not use the cloud. 

The novelty of this technology and the high cost of its implementation in the past may be 

the reason for low cloud adoption in the researched IoT applications. WSNs were used in 

most of the applications due to its flexibility and low cost compared to wired solutions 

[55]. On the contrary, none of the research papers reported the application of wireless 

actuator network. The network of actuators was not specified in most of the cases. Only 

[45] provided details about the actuators; wired actuator network based on RS-485 

communication protocol was used in the research. Zigbee was chosen by most of the 

authors as the local network in their greenhouses. The reason for it is low-power 

consumption, low cost of implementation, and sufficient communication range for 

greenhouses [50]. Cameras were the additional items that were used in the sensing layer. 

[48] and [44] reported camera usage for crop monitoring. Most of the researchers reported 

the application of fuzzy logic controllers for automatic process control. Fuzzy logic 

controllers are conceptually very simple. On the first stage, they map sensors and other 

inputs to the appropriate membership functions and truth values; then they invoke the 

appropriate rules and generate a result for each; finally, on the output stage, they convert 

the combined results into a specific control output value [56]. As opposed to most of the 

applications that utilized simple controllers, in [48], authors developed a highly 

sophisticated reinforcement learning algorithm that controlled all the main processes in a 

greenhouse. The researchers reported significant efficiency of the applied controller. One 

of the challenges stated in a couple of research papers was shortened communication 

distance between nodes in greenhouses. High humidity and dense plant growth reduced the 

communication range in the greenhouse to one-third of the respective communication 

range in open space according to [55].  

 

Many authors of the scientific papers concluded that application of IoT and WSNs were 

valuable in their cases and shared plans to continue research in the area. For instance, [49] 

stated that energy and water savings could achieve 22% and 33% respectively in their case. 

In [48], the authors reported that the net profit of their IoT-driven autonomous system was 

17 percent higher than that of expert growers who performed all the operations manually. 
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2.3 IoT system development 

This subchapter focuses on IoT system development. IoT system development stages are 

very similar to the ones of software engineering because the software is a fundamental part 

of IoT applications. According to the waterfall model of software lifecycle the following 

stages can be highlighted: system feasibility with subsequent validation, software plans and 

requirements with subsequent validation, product design with subsequent verification, 

detailed design with subsequent verification, code with subsequent unit test, integration 

with subsequent product verification, implementation with subsequent system test, 

operations and maintenance with subsequent revalidation [57]. In this thesis, the focus is 

on the requirements and product design (high-view architecture). These stages of IoT 

system development are described below separately. 

 

2.3.1 IoT system requirements development 

Due to a lack of scientific literature on IoT system requirements, this section is based 

mostly on software requirements development. As was stated earlier, it does not differ 

much from IoT system development. 

 

According to [58], the path to quality software begins with excellent requirements. Karl 

Wiegers distinguishes several types of requirements: 

• Business requirements represent the high-level objectives of the organization or 

customer requesting the system or product; 

• User requirements describe the tasks that users must be able to perform using the 

new product; 

• Functional requirements itemize the specific behaviors the software must exhibit; 

• Non-functional requirements include quality attribute goals, performance 

objectives, business rules, design, and implementation constraints, and external 

interface requirements. 

 

Karl Wiegers suggests using three types of documents or containers which should 

aggregate different types of requirements. Business requirements should be collected in 

vision and scope document; user requirements should be represented in use cases; 

functional requirements should be in software requirements specification. Requirements 

types, containers, and their relations are represented in Fig. 2. 
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Fig. 2. Requirements types and their containers. [58] 

Requirements are unique for every single application. However, there are some quality 

attributes which are relevant in most of the cases in software development. Karl Wiegers 

highlighted the general quality attributes of software systems which are represented in Fig. 

3 with clarifications. 

Fig. 3. Quality attributes of software systems. [59] 

A couple of authors concentrated their work specifically on requirements of IoT systems. 

In [60], authors describe such quality attributes of IoT systems as scalability, flexibility, 

interoperability, diverse Quality of Service support, and security. In [61], authors concentrated 

on security-related requirements of IoT system and highlighted the following characteristics: 

access control, authorization, data integrity, authentication, contextual integrity.  
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2.3.2 IoT system architecture creation 

Creation of IoT architectures starts from more abstract IoT reference model. IoT reference 

model shows the abstract elements of the general IoT system and interactions between them. 

Several standards describe the reference model and reference architecture of IoT systems. 

The most well-known ones are ISO/IEC 30141 from International Organization for 

Standardization (ISO) and IoT-A standard developed during the project, conducted between 

2010 and 2013 and funded by the European Union. Since ISO/IEC 30141 is not available for 

open academic access and strictly protected by copyright, the content of the section will be 

based on the open access book [62] that summarizes the results of the IoT-A project. 

 

The IoT Reference Model provides the concepts and definitions on which IoT architectures 

can be built. The Reference Model consists of several sub-models that set the scope for the 

IoT design space. The sub-models are IoT Domain Model, IoT Information Model, IoT 

Functional Model, IoT Communication model and IoT Trust, Security, and Privacy Model. 

Only the IoT Domain Model is described in this thesis. Details about other models can be 

found in [62]. 

 

IoT Domain Model is the key model, which describes all the concepts that are relevant to 

the Internet of Things. The IoT Domain Model is designed in Unified Modeling Language 

(UML) and is represented in Fig. 4. 
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Fig. 4. IoT Domain Model. [62] 

The components of the Domain Model are described below. 

• Physical entity (PE) is an identifiable part of the physical environment that is of 

interest to the User for the completion of their goal. 

• Virtual entity represents the physical entity it is associated with in the digital world 

by use of the device. The representation is a given synchronized set of properties of 

the Physical Entity. Virtual entities are Digital artifacts. 

• Augmented entity is the composition of one Virtual Entity and the Physical Entity 

it is associated with. 

• Device bridges the real world of Physical Entities with the digital world of the 

Internet by providing monitoring, sensing, actuation, computation, storage, and 

processing capabilities to PEs. Device extends the Physical Entity and allows the 

latter to be part of the digital world. Sensor, Actuator, Tag are special cases of 

Device. 
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• Sensor provides information, knowledge, or data about the Physical Entity they 

monitor. In this context, this ranges from the identity of the Physical Entity to 

measures of the physical state of the Physical Entity. Sensor is a Device. 

• Actuator can modify the physical state of a Physical Entity. Actuator is a Device. 

• Tag identifies the physical entity it is physically attached to. Tag is a Device. 

• Resources are software components that provide some functionality. When 

associated with a Physical Entity, they either provide some information about or 

allow changing some aspects in the digital or physical world pertaining to one or 

more Physical Entities. 

• Network resources are software components that provide some functionality and 

are run not on the device. 

• On-device resource is a software component that provides some functionality and 

runs on the device. Examples are sensing resources, actuating resources, data 

storing resources. 

• Services expose the functionality, usually of a Device, by accessing its hosted 

Resources; provide access to information at a Virtual Entity level. Service is an 

active digital artifact. 

• Digital artifact is a software element (e.g., a Service, an application, or a software 

agent). Active digital artifact, Passive digital artifact, Service are special cases of 

Digital artifact. 

• Active digital artifacts are running software applications, agents, or Services that 

may access other Services or Resources. Active digital artifact is User. 

• Passive digital artifact is a passive software element such as database entry that can 

be a digital representation of the Physical Entity. 

• User is a human person or Active Digital Artefact that needs to interact with a 

Physical Entity. 

• Human user is a human person; a special case of a User. 

 

The domain model and other models provide common ground for IoT architects. The 

models form an abstract framework that comprises a minimal set of unifying concepts, 

axioms, and relationships for understanding significant relationships between the entities 

of an IoT environment [62]. The framework enables the development of specific 
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architectures, which are more specific than models. [62] proposes a special process of 

creating architectures based on the models. The relations between the models and 

architectural views that are used in the process of specific architectures creation are 

represented in Fig. 5. 

 

Fig. 5. Relationship of architectural views and reference models. [62] 

[62] highlight five main views in IoT architecture: 

• Physical entity view provides a list of devices that are going to be used in the 

system, their descriptions, their locations, their relationship to physical entities that 

are monitored. 

• IoT context view describes what the system does and does not do; where the 

boundaries are between it and the outside world; and how the system interacts with 

other systems, organizations, and people across these boundaries. 

• Functional view describes the functional components of the system. 

• Information view shows how the information flow is routed through the system and 

what requests are needed to query for or to subscribe to information offered by 

certain functional components. 

• Deployment view addresses how the actual system can be realized by selecting 

technologies and making them communicate and operate comprehensively. 

 

Physical entity view, IoT context view, and Functional view are used in the results chapter 

in high-view architecture creation. 
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3 METHODOLOGY 

The research consists of four central actions: systematic related works review, 

requirements development, IoT system architecture creation, and architecture verification. 

The first subchapter presents the general methodology and classification. The specific 

methods applied for each action are given in subchapters 3.2 - 3.5. 

3.1 Research classification 

Before moving to subchapters with the description of specific methods, it is important to 

classify the research for better understanding of what was done in the study and what is the 

place of the research in science. The classification method that is used in the study is based 

on Pasteur's quadrant from [63], the research «onion» from [64], the Jarvinen’s taxonomy 

of research methods [65] and research framework in information technology from [66]. 

 

The research was inspired by the results of the Autonomous Greenhouses Challenge 

competition held by Wageningen University in 2018 [10] where the IoT system with 

applied AI outperformed professional agronomists in cucumber cultivation. In this 

research, the author tries to create a model of a similar IoT solution that can replicate the 

results of Autonomous Greenhouse Challenge for cannabis cultivation. The research is 

conducted on the base of a pharmaceutical company and aims to solve its specific 

problems. Therefore, the study can be classified as use-inspired basic research according to 

the quadrant model of scientific research [63] presented in Fig. 6. According to [63], use-

inspired basic research uses existing understanding and technology to produce improved 

understanding and technology. The author develops new technology for cannabis 

cultivation and improves the understanding of how cannabis should be grown based on the 

technology that was used in Autonomous Greenhouses Challenge and existing knowledge 

about cannabis cultivation. 

 



23 

 

Fig. 6. Quadrant model of scientific research. [63] 

According to [64], credible research philosophy underpins methodological choice, research 

strategy, and data collection techniques with analysis procedures. It allows designing a 

coherent research project, in which all elements of research fit together. The philosophy of 

this research is pragmatism. In pragmatic research theories, concepts, ideas, hypotheses, 

and research findings are considered not in an abstract form, but in terms of the roles they 

play as instruments of thought and action, and in terms of their practical consequences in 

specific contexts. Pragmatic research starts with a problem and aims to contribute practical 

solutions that inform future practice [64]. 

 

After research philosophy is defined, an approach to theory development should be chosen. 

Even though theory development is not the primary goal of the research, the theoretical 

conclusions are still present. The approach that is used in this study is induction. In induction, 

the researcher moves from the specific to the general; he uses data collection to explore the 

phenomenon, identify patterns, and create a conceptual framework [64]. 

 

The rest decisions concerning the research «onion» [64] are as follows: methodological 

choice of the research is mono qualitative method; strategy is design research; time horizon 

is cross-sectional; data collection methods are literature, interviews, corporate documents. 

It is important to note that Saunders does not distinguish design research as a possible 

strategy in his study. Saunders only proposes action research as a strategy which is close to 

design research but has some differences. According to [67] action research is 

intervention/organization-centric while design research is artefact-centric. This study aims, 

first of all, to build an artifact whereas taking action on the organization is out of scope. 

The complete research «onion» for the research is represented in Fig. 7. 
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Fig. 7. Research methodology structure. 

Jarvinen proposed his taxonomy of research methods from the viewpoint of information 

technology and systems in [65]. The taxonomy is represented in Fig. 8. 

 

Fig. 8. Taxonomy of research methods from the viewpoint of information technology and 

systems. [65] 

This research is artifacts-building study. The main goals are to develop requirements for 

IoT system and create architecture based on it. Both requirements of the system and 

architecture are artifacts; according to [66], the requirements can be seen as a model, and 

the architecture corresponds to the method.  
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March and Smith propose a research framework in information technology that is driven 

by the distinction between research activities and research outputs [66]. The framework 

applied for this research is represented in Table 2.  

Table 2. Research framework in information technology applied to the thesis.  

  Research activities 

  Build Evaluate Theorize Justify 

Research 

outputs 

Constructs     

Model     

Method     

Instantiation     

 

The first dimension of the framework is based on design science research outputs or 

artifacts: constructs, models, methods, and instantiations. The second dimension is based 

on broad types of design science and natural science research activities: build, evaluate, 

theorize, and justify. This four by four framework produces sixteen cells describing viable 

research efforts. Different cells have different objectives and appropriate methods. In this 

research, efforts cover multiple cells of the framework, as can be seen from the table. 

3.2 Related works review methods 

Most of the related works were found in Google Scholar, LUT Finna, Scopus, and IEEE 

databases and digital libraries. The search queries that were used included such keywords 

as «Internet of Things», «IoT», «IoT architecture», «IoT platform», «WSN», «climate 

control», «fertigation control», «lighting control», «irrigation control», «greenhouse 

farming», «CEA», «smart farming», «precision agriculture» and others. As a result, a huge 

number of scientific papers were found. It was necessary to select the most appropriate. 

Thus, the results of each search query were sorted by citation count, and then the latest 

research papers with high citation count were opened. Firstly, the author went through 

abstract; secondly, figures, graphs, and charts were checked; finally, if something 

interesting was spotted, the author read results and conclusions or the whole research. The 

papers that provided new information on the topic were saved to Zotero reference 

management software for systematization and more convenient work with citations and 

bibliography afterward. 
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After the process of selection was finished, all the research papers were read again for 

further analysis. The most important information was highlighted with the use of a special 

commenting tool in Adobe Acrobat Reader document management system. When the 

analysis was done, the chapter of the related work was split, and the information from 

selected researches was put into associated subchapters. 

3.3 Requirements development methods 

Requirements engineering consists of two stages: requirements development and 

requirements management [59]. Requirements development is in focus of the research. It 

consists of requirements elicitation, analysis, specification, and validation.  

 

Interviews and corporate documents analysis were the primary methods for requirements 

elicitation. Several stakeholders were chosen for the interviews to present and validate 

requirements on behalf of their user groups, which are business users (CEO), general users 

(agronomists), IT support (system administrator) and providers (data engineer from third-

party IT company). All the interviews were conducted using Zoom remote video 

communication tool and recorded using Bandicam screen recording software. The details of 

the interviews are represented in Table 3.  

Table 3. Interviews overview.  

ID Date Duration 
Company 

representatives 
Agenda 

1 25.02.2019 0:58:25 CEO 
Business requirements 

elicitation 

2 01.03.2019 1:29:35 CEO 
Business, user requirements 

elicitation 

3 09.03.2019 0:59:00 CEO 
Business requirements 

validation 

4 16.03.2019 1:12:51 
CEO, system 

administrator 
User requirements elicitation 

5 17.03.2019 1:37:28 
Senior agronomist, 

junior agronomist 
User requirements elicitation 

6 17.03.2019 0:34:38 
CEO, system 

administrator 

User and non-functional 

requirements validation 

7 20.03.2019 0:57:21 
Senior agronomist, 

junior agronomist 

User and non-functional 

requirements validation 

8 31.03.2019 0:40:00 Data engineer 
Functional requirements 

validation 

9 16.05.2019 1:11:12 
CEO, data engineer, 

third-party expert 
Architecture verification 
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All the video records with interviews were manually transformed into text format for further 

analysis. The requirements list was checked on repeating, contradictory, ambiguous, infeasible, 

unverifiable, and unnecessary requirements. Company representatives were contacted via 

messenger for clarifications of requirements when they were unclear. If the problem needed an 

extended discussion, it was raised in separate requirements validation calls. 

 

The business requirements were collected from the CEO of the researched company. 

Possible metrics that can be used to evaluate the level of achievement of each business 

requirement were developed for each business need. The most important metrics were 

singled out among the rest and specified in the success criteria section. These metrics are 

going to be used to assess the success of the project upon its completion. The CEO 

prioritized selected metrics according to 1 to 5 conventional scale. 

 

The user requirements were collected from the CEO, system administrator, senior 

agronomist, and junior agronomist. The user requirements were analyzed and put into 

simple user stories. The user stories were chosen instead of use cases because the 

information that was collected in interviews 4 and 5 was not detailed enough to develop 

use cases. Also, user stories helped to simplify the overall work with requirements.  

 

The author developed functional and non-functional requirements based on the collected 

business requirements and user stories. Functional requirements were mapped to 

corresponding user stories, whereas non-functional requirements were specified separately. 

Functional and non-functional requirements were validated in interviews 6, 7, and 8. 

 

Corporate documents analysis was used as the additional requirements elicitation method. 

Three corporate documents describing the company in general, its production process, and 

the design of greenhouses were obtained and studied for a better understanding of the 

requirements that were collected in the interviews. 

 

The IoT system requirements subchapter aggregated all the requirements. The subchapter’s 

structure is partly based on templates for requirements specification proposed by Karl Wiegers. 
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The specified requirements were demonstrated to the stakeholders for their feedback 

during validation interviews. Specifications were updated based on collected comments 

and send back to stakeholders via messengers; if stakeholders detected some more 

problems, the process of updating specifications and requesting new feedback repeated. 

Thus, the acceptance test was conducted in the form of continuous informal ad hoc 

reviews. The specified requirements were checked on the completeness, correctness, 

feasibility, necessity, priority, unambiguity, verifiability as recommended in [59]. 

3.4 IoT system architecture creation and verification methods 

The architecture was developed based on the process and the models proposed in [62] for 

specific architecture creation. The information from the reviewed literature was 

considered; the final version of specified requirements from the researched company was 

deeply analyzed. After that, a couple of solutions from well-known vendors were 

reviewed. The solutions from Libelium for physical devices and from AWS for digital 

services were evaluated as the most optimal ones for the case of the researched company.  

 

The data that was collected from the researched company was not enough for the creation 

of architecture with all the details which are required for the development and deployment 

of the system. The final architecture was limited to the IoT context view, Physical entity 

view, and Functional view. The views were developed in Lucidchart online diagram 

software. The models were represented in ad hoc notations that were clear for the main 

decision-maker, which is CEO of the researched company. 

 

The architecture was verified by CEO, data engineer, and third-party IoT expert during the 

interview 9. The architecture was verified using expert judgment method. This method was 

chosen due to its low-complexity and rapidity. Some of the criteria for verification were 

taken from [68]. 
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4 RESULTS 

4.1 Researched company introduction 

The researched company is a vertically integrated Middle East pharmaceutical cannabis 

company which controls the entire life cycle of the cannabis drug development process 

from plant cultivation to wholesale. The company grows Indica and Hybrid strains of 

cannabis and sells cannabidiol-based medical products: tablets, spray, and suppositories. 

 

The researched company uses vegetative propagation technique or cloning in their 

cannabis cultivation. The new plants are formed from pieces of mother plants. The stages 

of new plants cultivation with the use of vegetative propagation are represented in Fig. 9. 

They form one full cycle of cannabis production. The scope of the thesis is limited to 

cultivation stage. 

 

Fig. 9. Stages of cannabis plants cultivation in the researched company. 

The company owns six globally distributed facilities. Two of them are functional facilities; 

others are under construction or planned to be constructed. 

• Greenhouse in the Middle East – active, 4500 square meters. 

• Greenhouse in the Middle East – active, 3000 square meters. 

• Greenhouse in Europe – currently under construction. 

• Greenhouse in North America – currently under construction. 

• Greenhouse in Europe – construction is planned. 

• Greenhouse in South America – construction is planned. 

 

The functional 4500 square meters greenhouse in the Middle East is the object of this 

study. It is called the researched greenhouse in this research. The cultivation of plants takes 

place in the flowering room, which is 76,8 by 52 meters. The flowering room has eight 

sections, 9,6 by 52 meters each. The sections are independent in terms of fertigation, so 

each section has its fertigation requirement. The flowering room has a 3 meters wide aisle 

that goes through all the eight sections. 
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4.2 IoT system requirements 

The problems faced by the researched company that led to the recognition that it needs a 

new system to be developed are the following: 

• unsatisfactory production volume; 

• unsatisfactory decision-making regarding climate control, fertigation, and lighting 

made by agronomists of the company; 

• lack of automation and, consequently, high human resource usage and high risk of 

human errors; 

• absence of suitable turnkey solution on the market. 

 

Currently, climate control, fertigation, and lighting are done without IoT usage. Climate 

control is done by maintaining inside air temperature and humidity in certain boundaries 

by a programmable logic controller (PLC) that is located in each functional greenhouse. 

Fertigation control is done by setting specific irrigation schedule, amount of water, and 

fertilizer composition for each irrigation zone in fertigation system. Lighting control is 

done by switching on or off artificial lighting or covering greenhouse with screens. 

Decisions on when to irrigate, how much to irrigate, when to fertilize and how much to 

fertilize are the most complicated in the whole workflow. Agronomists make all the 

decisions concerning climate control, fertigation, and lighting by themselves without IT 

support. 

 

The CEO of the company has an idea of creating an IoT system that fully automates 

climate, fertigation, and lighting control during plant cultivation stage in all greenhouses. 

The system must find optimal conditions for plants by itself and maintain it without human 

interventions. The system must also have monitoring, data analytics, and manual remote 

control capabilities that can be used by agronomists. 

 

Several stakeholders were chosen to participate in requirements development. Their 

profiles are represented in Table 4. 
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Table 4. Profiles of stakeholders involved in requirements development.  

Stakeholder Roles 
Responsibilities 

in RD 
Interests Provides 

CEO 

Product 

champion, 

sponsor, 

direct 

business user 

Facilitate the 

collection, and 

validation of 

requirements; 

provide a holistic 

vision of the 

solution; fund 

project; verify the 

architecture 

To get the project 

done by the end of 

2020; to get the 

high-quality system 

for the lowest 

possible price; to 

meet business 

needs 

Business 

requirements, 

user 

requirements, 

non-functional 

requirements; 

architecture 

verification 

Senior 

agronomist 

Direct general 

user 

Take part in user 

requirements 

collection and 

validation 

To get the system 

that will help to 

perform tasks 

User 

requirements, 

non-functional 

requirements 

Junior 

agronomist 

Direct general 

user 

Take part in user 

requirements 

collection and 

validation 

To get the system 

that will help to 

perform tasks 

User 

requirements, 

non-functional 

requirements 

System 

administrator 

Direct IT 

support user 

Take part in user 

requirements 

collection and 

validation 

To get paid for 

system 

maintenance 

User 

requirements, 

non-functional 

requirements; 

architecture 

verification 

Data 

engineer 
Provider 

Take part in 

functional 

requirements 

validation; verify 

the architecture 

To get paid for 

system 

development 

Functional 

requirements; 

architecture 

verification 

 

4.2.1 Business requirements 

The business needs (BNs) relate to the general activities of the company, its financial well-

being, and general stability. The founder of the company outlined seven business needs 

that need to be fulfilled by the IoT system in the first place.  

 

Table 5 represents the business needs together with descriptions, metrics, and parameters 

that can be tracked. 
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Table 5. Business needs of the researched company.  

ID 
Business 

need 
Description 

Possible metrics or 

parameters 

1 

To increase 

production 

volume 

The company needs to increase its 

production volume. After the 

production volume is increased, the 

company needs to make it constant 

over time 

• Gram per square 

meter per cycle in 

dynamic 

• Number of cycles per 

square meter per year in 

dynamic 

2 
To improve 

crop quality 

The company needs to increase active 

ingredients concentration in the end 

product while sustaining the absence 

of contamination. After the crop 

quality is improved, the company 

needs to make it uniform for most of 

the plants in the greenhouse and make 

it constant over time. 

• Active ingredients 

concentration 

• Contamination level 

3 

To maintain 

adequate 

resources 

usage 

The company needs to maintain 

adequate resources (labor, energy, 

fertilizers, water) usage while 

increasing production volume. 

Production volume increase must not 

be accompanied by a significant 

increase in resources usage 

• Total cost per gram 

• Labor cost per gram 

• Energy cost per gram 

• Fertilizers cost per 

gram 

• Water usage per gram 

4 

To reduce 

highly 

qualified 

labor usage 

The company needs to cut senior 

agronomist positions in the company 

and reduce the working hours of the 

rest senior agronomists because they 

have high salaries and are extremely 

hard to find on the labor market 

• Number of senior 

agronomists per facility 

• Working hours of 

senior agronomists per 

month 

• Highly qualified labor 

cost  

5 

To reduce 

human error 

in decision 

making  

The company needs to reduce human 

error in decision making regarding 

climate, fertigation and lighting 

operations because these operations 

are the most important for plant 

growth 

• Maturity level of 

process regarding 

climate, fertigation and 

lighting control 

6 

To use the 

solution in 

geographicall

y distributed 

greenhouses 

The company needs to use the solution 

in all the regions of presence for all 

the greenhouses 

• Ability to be used in 

the Middle East, 

Europe, North America, 

South America 

7 To sell the 

solution to 

other 

companies 

The company needs to be able to sell 

the solution to other farming 

companies as a service (SaaS) after the 

system prove its effectiveness 

• The ability of the end 

solution to be sold as a 

service   
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Some of the metrics and parameters from Table 5 were chosen by the CEO to assess the 

success of the project upon completion. The selected metrics and parameters are 

represented below together with priority grades (scale from 1 to 5, where 5 is the grade of 

the most important requirement) in Table 6. The concrete values that can be defined as 

success or failure markers are not given in this section due to security reasons.  

Table 6. Success criteria for the project. 

Related 

BN ID 
Metric/parameter Description 

Priority 

grade 

1 

Gram per square 

meter per cycle in 

dynamic 

Agronomists will measure the gram number 

per square meter for four full cycles. The 

results must be better than before the project. 

The results also should be constant in all 

cycles. 

5 

1 

Number of cycles 

per year 

Agronomists will measure the number of 

cycles per year. The results must be the same 

or better than before the project 

4 

2 

Active ingredients 

concentration 

Agronomists will measure active ingredients 

concentration in the end product. The results 

must be the same or better than before the 

project 

3 

2 

Contamination level Agronomists will measure biological 

contamination in the end product. There must 

be no contamination as before the project 

5 

3 

Total cost per gram Agronomists will measure total cost per gram 

of end product every cycle for four full 

cycles. Total cost per gram can be higher than 

before the project, but not significantly 

4 

4 

Number of senior 

agronomists per 

facility 

Business analysts will monitor changes in the 

number of senior agronomists per facility. 

The number of senior agronomists must 

decrease in general between all the facilities 

4 

4 

Working hours of 

senior agronomists 

per month 

Business analysts will monitor changes in the 

number of working hours of senior 

agronomists per month in all facilities. It must 

decrease 

4 

5 

Maturity level of 

process regarding 

climate, fertigation 

and lighting control 

Business analysts will assess the maturity 

level of the processes periodically each 

month. The maturity level of processes 

regarding climate, fertigation and lighting 

control must be improved 

5 

6 

Ability to be used in 

the Middle East, 

Europe, North 

America, South 

America 

External IT consultants must ensure the IoT 

system can be used in all the regions where 

the researched company operates 5 
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7 

Ability of the end 

solution to be sold 

as a service   

External IT consultants must ensure the IoT 

system that is going to be build can be sold as 

a service with temporary access to other 

companies 

4 

 

4.2.2 Vision of solution 

The solution is the cloud-based IoT system that is composed of various devices and 

abstract services presented in Table 7 with their functionalities. 

Table 7. Elements of IoT system. 

Element Functionality 

Physical devices 

Sensors Extracts data from the environment and plants and transfers it 

to the physical gateway 

Physical gateway Transfers collected data to the virtual server 

Meters Collects resources usage data and transfers it to server directly 

Actuators Act on the environment based on incoming commands that 

come from the virtual server 

Key services 

Incoming data 

management service 

Identifies physical elements and routes incoming data from 

them to corresponding services 

Monitoring service Allows users to monitor latest incoming data (environmental, 

plant state and resources usage data) 

Storage service Allows to store archival incoming data to perform analysis in 

future 

Analytics service Allows users to analyze incoming data and gain insights 

Alerting service Notifies users about certain events when they occur 

Control agent Manages greenhouse automatically by changing actuators state 

day and night 

Manual remote control 

service 

Allows users to manage greenhouse by changing actuators state 

remotely 

Actuators management 

service 

Ensures real actuators have the same states as their virtual 

representations 

Administration services 

Device management 

service 

Allows to manage physical elements of the system remotely 

System monitoring and 

management service 

Allows to monitor actions of other users and manage the 

performance of other services  

Identity and access 

management service 

Allows to manage access to various services by setting access 

levels for users 

The key element of the solution is incoming data generated by sensors and meters. The 

data extracted by sensors is environmental data and plant state data. Environmental data is 

used to monitor current environmental conditions in a greenhouse. Plant state data is used 

to analyze plant reaction to current environmental conditions. The data extracted by meters 



35 

is resources usage data. Resources usage data is used to monitor the consumption of 

different resources that are used in climate control, fertigation, and lighting. The specific 

parameters of environmental, plant state, and resources usage data that are going to be 

collected are represented in Table 8. These parameters are going to be used as inputs in 

decision-making regarding climate, fertigation, and lighting control. The parameters listed 

in the table were provided by agronomists of the researched company. The parameters are 

not described in detail in this thesis. 

Table 8. Parameters collected by sensors and meters. 

Data type Parameter Device collecting data 

Environmental 

Outside air temperature 

Sensors 

Outside air humidity 

Outside wind direction 

Outside wind speed 

Outside solar irradiance 

Air temperature 

Air humidity 

Air carbon dioxide 

Air particle pollution 

Photosynthetically active radiation (PAR) 

Water temperature  

Water dissolved oxygen 

Water electrical conductivity (EC) 

Water pH 

Water nitrate 

Water calcium 

Water potassium 

Substrate temperature 

Substrate moisture 

Substrate dissolved oxygen 

Substrate EC 

Plant state 

Leaf temperature 

Bud temperature 

Leaf wetness 

Stem diameter 

Resources usage 

Electricity consumption 

Meters Fertilizers consumption 

Water consumption 

 

Listed parameters are going to be monitored, analyzed, and controlled by some of the 

services presented previously in Table 7. These services are described below. 
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Monitoring service allows human users to watch listed parameters of a greenhouse 

remotely almost in real time with minimal delays. It makes management over facility 

easier as one senior agronomist can monitor many facilities at once from one location. The 

service provides capabilities to compare different data and visualize it in a convenient way 

suitable for finding valuable insights. 

 

Alerting service notifies human users about deviations taking place in the system. The 

deviations can relate to incoming data, activities of users, the performance of devices and 

services. The purpose of the alerting service is to send alerts to users in time and provide 

information about the arisen problem. 

 

Control agent is the intelligent agent that makes decisions concerning climate, fertigation, 

and lighting control automatically. It makes decisions to continuously maintain 

environmental parameters in which the plant manifests itself in the best way. The agent 

also considers resources usage and tries to minimize it. The intelligent agent gets 

environmental, plant state, and resource usage data as input and provides changes to 

actuators state as output. The intelligent agent is the major controlling option that must 

work most of the time except in emergencies. The commands from the control agent go to 

actuators management service. 

 

Manual remote control service allows human users to control the state of each connected 

actuator using a graphical user interface (GUI). It can be used in emergency cases when the 

intelligent agent is not working properly or is not available. The commands from the 

manual remote control service go to actuators management service. 

 

Actuators management service manages each actuator by changing the state of its digital 

twin. The digital twin is a virtual representation of one actuator in the IoT system. 

Actuators management service maintains a separate digital twin for each actuator (or group 

of actuators). The state of digital twin (for example, on or off) can be changed by the 

control agent or by a human user (through manual remote control service). The state of the 

real actuator changes according to its digital twin when it connects to the system. The 

equipment that is controlled by actuators in the researched greenhouse is listed in Table 9. 

 



37 

Table 9. Greenhouse equipment controlled by actuators and states of actuators. 

Operation Equipment controlled by 

actuators 

States of actuators 

Climate 

control 

Windows Opened; Intermediate position 1; 

Intermediate position 2; Closed 

Boiler heating system  Temperature level; Off 

Circulating fans Power 5; Power 4; Power 3; 

Power 2; Power 1; Off 

Exhaust fans Power 3; Power 2; Power 1; Off 

Fogging system On; Off 

Carbon dioxide generator On; Off 

Lighting High-pressure sodium light bulbs On; Off 

Outside shading system On; Off 

Inside blackout system On; Off 

Fertigation Fertigation system Fertilizers composition; Water 

temperature 

Water pumps Intensity 5; Intensity 4; Intensity 

3; Intensity 2; Intensity 1; Off 

Water valves Position 4; Position 3; Position 

2; Position 1; Off 

 

All the actuators are connected to a single physical programmable logic controller (PLC) 

which is located inside of the greenhouse and has Internet connectivity. In a general case, 

the PLC will get desirable states of actuators from the actuators management service and 

then will send commands to actuators to perform actions. The details about PLC, actuators, 

and greenhouse equipment are not provided due to security reasons. 

 

The data that is generated by sensors, meters, and actuators (states of actuators) is called 

incoming data in this thesis. There is also another type of data that is generated in the IoT 

system by its devices, services, and users. In the research data of this type is called 

operational. Operational data is used for system administration purposes by administration 

services. The details about operational data are represented in Table 10. The operational 

data parameters were provided by the system administrator of the researched company. 
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Table 10. Operational data examples. 

Related to Parameter 

Devices 

Actual firmware version 

Connection state between sensors and gateway 

Connection state between gateway and cloud 

Connection state between meters and cloud 

Connection state between PLC and cloud 

Time of last connection 

Data transfer rates from devices to the cloud and from the 

cloud to the devices 

Number or connection errors per time period 

Number of received and sent messages from every device 

Status of sent data 

Virtual server 

and services 

CPU usage  

Disk reads and writes status 

Data transfer 

Errors that occur in services 

The number of read or write capacity units consumed for 

storage 

Requests that exceeded a table's provisioned write or read 

capacity for storage 

The number of alarms published and delivered 

The duration of the decision-making process of the control 

agent 

User activity 
Requests from users to services identified as risky 

Requests with detected compromised credentials 

 

4.2.3 User requirements and functional requirements 

User requirements were collected from the direct users of the system: junior agronomist, 

senior agronomist, system administrator, and CEO. They provided requirements on behalf 

of their user groups: general users (junior and senior agronomists), business users (CEO), 

and IT support (system administrator). The user requirements are represented in Table 11 

in the form of user stories. The table also provides functional requirements connected with 

each user story. The functional requirements are the capabilities that must be present for 

the users to meet their wishes expressed in user stories. 
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Table 11. User stories and functional requirements. 

Name 
AS A junior agronomist 

Functional requirements 
I WANT SO THAT 

Access system 

regardless of 

location 

To access the system from 

any location using the 

Internet on my device 

I perform needed tasks in the 

system regardless of my 

location 

User may use a personal computer, laptop, or mobile 

device with Windows, Linux, macOS, iOS, or 

Android operating system that is connected to the 

Internet. 

Access system 

using browser  

To access the system using 

my browser 

I do not need to download 

software on my computer and 

update it manually 

User may use such browsers as Chrome, Safari, 

Firefox of last versions. 

Log in to 

system 

To log in to the system by 

my corporate email and 

constant password 

I perform needed tasks in the 

system whenever needed 

without waiting for one-time 

password 

The system provides access to the services if user fills 

correct email and password in login form.  

 

Log out of 

system 

To log out of the system I prevent unauthorized access 

to the system by another user 

or log in to another account to 

perform my tasks 

The system allows to log out. 

Reset 

password 

To reset my constant 

password if I forget it 

I continue performing needed 

tasks in the system  

The system allows resetting forgotten password in the 

login form by sending an email with the password 

resetting link to the corporate email of the user. 

See date and 

time of data 

records 

To see the date and time of 

each data record in all IoT 

system services 

I can distinguish the older data 

from the newer one 

Sensors, meters, and actuators must deliver data 

records with embedded epoch timestamps. The format 

of date and time of data records for users must be 

YYYY-MM-DD, HH:MM:SS. 

Get new 

sensor data  

To get new environmental 

and plant state data records 

from sensors every 15 

minutes 

I have the latest data to monitor Sensors deliver new data every 15 minutes (as 

recommended in [69] for dynamic statistics 

extraction) 
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Get new 

meters data  

To get new resources usage 

data records from meters 

every 2 hours 

I have the latest data to monitor Meters deliver new data every 2 hours 

Get new 

actuators state 

data 

To get current actuators state 

from actuators 

I know the current states of 

actuators 

Actuators report its state every 15 minutes via PLC 

See actuators 

control type 

To see who made changes to 

actuators state 

I distinguish control actions 

performed by the control agent 

and agronomists  

The actuators management service must provide 

information on who changed the actuators state: 

intelligent control agent, the specific human user 

through the system or non-specific local human user 

manually. 

Access facility 

data 1 

To have access to data of the 

facility I am assigned to 

I make my decisions following 

the data from the facility I 

work in 

The identity and access management service allows a 

business user and system administrator to provide 

other users with access to data only from selected 

greenhouses. 

Access 

incoming data  

To have access to 

environmental data (see 

Table 8), plant state data (see 

Table 8), resources usage 

data (see Table 8), actuators 

state data (see Table 9). 

I can monitor the latest and 

store archival incoming data  

The identity and access management service must be 

able to provide or limit access to data of different 

types. Environmental data, plant state data, resources 

usage data, actuators state data are all separate data 

types. All this data together is called incoming data. 

Monitor latest 

incoming data  

To have the latest incoming 

data that I have access to in 

monitoring service 

I extract information from 

latest data quickly  

The monitoring service displays incoming data that is 

not older than 48 hours. The data must be displayed in 

the main section of the monitoring service’s GUI. 

Filter latest 

incoming data 

To filter the latest incoming 

data by selected type, the 

selected time period and by 

selected values bounds 

I display only the needed data 

and extract the information 

from it quickly 

The monitoring service must allow users to limit 

displayed data by its type (e.g., environmental), value 

(e.g., 20-22 for air temperature), and time frame. The 

filters can be applied separately (e.g., only data type 

filter) or all at once.  

 



41 

Store latest 

and archival 

incoming data 

To have latest and archival 

incoming data that I have 

access to in storage service 

I use data from storage when 

necessary 

The storage service must store environmental, plant 

state, resource usage, actuators state, and operational 

data for five years since its generation. 

Filter 

incoming data 

in storage 

To filter latest and archival 

incoming data by selected 

type, selected time period 

and by selected values 

bounds 

I display only the needed data 

and extract the information 

from it quickly 

The storage service must allow users to limit 

displayed data by its type (e.g., environmental), value 

(e.g., 20-22 for air temperature), and time frame. The 

filters can be applied separately (e.g., only data type 

filter) or all at once.  

Compare 

same type data 

To compare data of one time 

frame with the same type 

data of another time frame 

I get a deeper understanding of 

the current situation and past 

situations 

The analytics service must provide capabilities to 

compare data of one time frame with the same type 

data of another time frame. 

Match 

different type 

data 

To match data of one type 

with data of another type in 

the selected time frame 

I analyze the connection 

between different data types 

and evaluate the effectiveness 

of controlling actions on 

actuators 

The analytics service must provide capabilities to 

match data of one type (e.g., environmental) with data 

of another type (e.g., plant state) in the selected time 

frame 

Visualize data To visualize incoming data 

with the use of a variety of 

graphs 

I extract information from data 

quickly  

The analytics service must have the following graphs 

options: line charts, bar charts, pie charts, combo 

charts, heat maps. 

Share 

visualized 

reports 

To share visualized reports 

with my coworkers 

My coworkers have the same 

point of view as I have 

The analytics service must provide an ability to share 

visualized reports with other workers of the 

organization securely 

Get unsafe 

conditions 

alerts 

To get alerts by email if 

environmental, plant state or 

resources usage parameters 

values are unsafe 

I react promptly to control the 

situation 

The alerting service must send alerts to users quickly.  

 

System administrator and business users set unsafe 

values of incoming data parameters. 
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Get critical 

conditions 

alerts 

To get alerts by SMS and 

email if environmental, plant 

state or resources usage 

parameters values are critical 

I react promptly to return 

parameters to safe values 

The alerting service must send alerts to the monitoring 

service, by SMS and email quickly. The monitoring 

service must display the alerts once they come and 

notify the user. 

 

System administrator and business users set critical 

values of incoming data parameters. 

Name 
AS A senior agronomist 

Functional requirements 
I WANT SO THAT 

Same as a junior agronomist with additions presented below 

Access facility 

data 2 

To have access to data of the 

facilities I am assigned to 

I make my decisions following 

the data from the facilities I 

work in 

The identity and access management service allows 

business users and system administrator to provide 

other users with access to data only from selected 

greenhouses. 

Use 

automated 

greenhouse  

control 

The climate, fertigation, and 

lighting in the greenhouses to 

be controlled by the control 

agent 

I do not need to control it 

manually 

The control agent must make decisions on climate 

control, fertigation, and lighting automatically. The 

results of decisions are new states of actuators. The 

control agent must transfer commands to change 

states of actuators to the actuators management 

service. 

 

The actuators management service must update the 

actuators state following the command from the 

control agent 

Switch active 

control option 

To switch active control 

agent to manual remote 

control or vice versa 

I run manual mode when the 

control agent is experiencing 

errors and switch on the 

control agent when it is fixed 

The manual remote control service allows switching 

between the control agent and manual remote control 

in its GUI.  

 

 



43 

Manage 

greenhouse 

manually 

remotely 

To manage actuators states 

manually remotely 

I control the greenhouse in an 

emergency when the control 

agent breaks down or cannot 

cope with the task 

The manual remote control service must have GUI to 

change states of actuators. 

 

The actuators management service must update 

actuators state following the command from the 

manual remote control service 

Name 

AS A  

system administrator Functional requirements 

I WANT SO THAT 

Same as a senior agronomist with additions presented below 

Access facility 

data 3 

To have access to data of all 

the facilities 

I make my decisions following 

the data from all the facilities 

The identity and access management service must 

have such settings that greenhouses-related data can 

be accessed without limits by business users and 

system administrator. 

Access 

operational 

data 

To have access to the latest 

and archival operational data 

(see Table 10 for examples) 

in system monitoring and 

management service 

I can monitor the current 

system state and see how the 

system performed earlier 

The identity and access management service must be 

able to provide or limit access to operational data. 

Operational data is a separate data type. 

Monitor latest 

and store 

archival 

operational 

data  

To have latest and historical 

operational data in system 

monitoring and management 

service 

I extract information both latest 

and historical operational data 

quickly  

The system monitoring and management service 

allows to monitor latest and store archival operational 

data.  

Filter 

operational 

data 

To filter the latest and 

archival data by selected time 

period and/or by selected 

attributes 

I display only needed data and 

extract information from it 

quickly 

The system monitoring and management service users 

to limit displayed data by selected time frame or 

attribute. The filters can be applied separately or all at 

once.  
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Create new 

user 

To create new users and set 

initial one-time passwords 

for them 

New users can log in, change 

their password to the constant 

one and perform their tasks in 

the system 

The identity and access management service allows to 

create new users and set an initial one-time password 

for them. After the user logs in he must change the 

initial password to the constant one. 

Set access 

levels 

To set the access level to data 

and functionality for new and 

existing users 

Only trusted users have access 

to sensitive data and critical 

functionality; users do not have 

access to what they do not need 

for their work 

The identity and access management service allows to 

set and edit access level to data and functionality for 

new and existing users. 

Delete user To delete existing users The system does not keep old 

accounts; irrelevant users 

cannot access the system 

The identity and access management service allows 

deleting user accounts. 

Get strange 

activity alerts 

To get alerts by SMS and 

email when users perform 

strange activities in the 

system 

I react promptly to stop 

harmful impact on system or 

facility 

The alerting service must send alerts to users by SMS 

and email quickly. Strange activities of users are part 

of operational data. See Table 10 for examples. 

Get system 

error alerts 

To get alerts by SMS and 

email when system errors 

occur 

I find out about the error and 

start fixing it  

The alerting service must send alerts to users by SMS 

and email quickly. System errors are part of 

operational data. See Table 10 for examples. 

Set unsafe 

conditions 

alerts 

To set the rules for unsafe 

conditions alerts generation 

related to environmental, 

plant state and resources 

usage data for each 

greenhouse 

I can regulate when unsafe 

conditions alerts are generated 

for each greenhouse 

The system monitoring and management service 

allows to set and edit rules related to unsafe 

conditions alert generation for each greenhouse. The 

rules may be different for different greenhouses. 

Example of the rule is the following: in greenhouse 

one if the air temperature is above 30 then generate 

unsafe conditions alert. 
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Set critical 

conditions 

alerts 

To set the rules for critical 

conditions alerts generation 

related to environmental, 

plant state and resources 

usage data for each 

greenhouse 

I can regulate when critical 

conditions alerts are generated 

for each greenhouse 

The system monitoring and management service 

allows to set and edit rules related to critical 

conditions alert generation for each greenhouse. The 

rules may be different for different greenhouses. 

Set strange 

activity alerts 

To set the rules for strange 

activity alerts generation  

I can regulate when strange 

activity alerts are generated  

The system monitoring and management service 

allows to set and edit rules related to strange activity 

alerts generation  

Set system 

error alerts 

To set the rules for system 

error alerts generation  

I can regulate when system 

error alerts are generated 

The system monitoring and management service 

allows to set and edit rules related to system error 

alerts generation 

Route 

incoming data 

to services 

To route incoming data from 

IoT devices in the system to 

certain services 

Users and control agent get 

necessary data in an 

appropriate form for their work 

The incoming data management service allows setting 

rules for incoming data. The rules allow cleaning or 

enriching the data and then directing it to other certain 

services on the cloud. 

Register 

devices 

To register new devices in 

the system and set settings 

for them 

The new devices are connected 

to the system and work 

according to settings 

The device management service allows to register 

new devices in the system and set initial settings for 

them 

Reboot 

devices 

To reboot devices remotely 

when they have an error 

The devices get reconnected to 

the system and work without 

error 

The device management service allows to reboot one 

separate device remotely 

Update 

devices 

To update the firmware of 

devices remotely  

The devices and gateways 

work following new settings 

The device management service allows updating the 

firmware of devices. The service saves new firmware 

and uploads it to the device once it connects to the 

system 
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Name 

AS A  

business user Functional requirements 

I WANT SO THAT 

Same as a system administrator with additions presented below 

Download 

incoming and 

operational 

data 

To download selected 

incoming and operational 

data 

I can analyze the data in 

another software 

The system monitoring and management service and 

storage service must have an ability to download 

incoming and operational data to a local computer 
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4.2.4 Non-functional requirements 

The interviews conducted with direct users of the system helped to highlight the most 

important non-functional requirements of the future IoT system. They are taken from Fig. 

2 that was adopted from [59]. The requirements and their descriptions are represented in 

Table 12. 

Table 12. Non-functional requirements. 

Non-functional 

requirement 
Description 

Security Defines how well the system protects against unauthorized access to the 

system and its data. It is a requirement that is extremely important for 

the researched company. The data that goes through the system is very 

sensitive. The control agent will need the highest protection as its 

development is highly resource-intensive and expensive. Unauthorized 

access to the environmental, plant state, resources usage data, or code of 

control agent must be prevented. 

Availability Defines the extent to which the system’s services are available when 

and where they are needed. This requirement is important because the 

IoT system will manage the greenhouse in almost real-time and 

maintain proper conditions for the plants. If the system fails, the 

greenhouse is left unmanaged. That is why the monthly availability 

must be at least 95%. Also, the system must be available in all the 

regions where the greenhouses of the researched company are located.  

Interoperability Defines how easily the system can interconnect and exchange data with 

other systems or components. The IoT system must support wide-spread 

communication methods and standards for interconnection with third-

party services or other components, including the physical devices 

provided by various vendors. 

Scalability Defines how easily the system can grow to handle more users, actions, 

servers, and data records. The IoT system must be able to work with up 

to 10 connected greenhouses at once in the beginning. The IoT system 

must have the ability to be scaled to more than 100 foreign greenhouses 

in the future. 

Modifiability Defines how easy it is to maintain, change, enhance, and restructure the 

system. The system’s architecture must be flexible enough for the 

implementation of new services and applications. This requirement is 

important because the CEO of the company plans to enhance the system 

by connecting cameras and creating machine-vision service to monitor 

the growth rate of the plants, detect diseases and pests.  

Usability Defines how easy it is for people to learn, remember, and use the 

system. The IoT system will be used first of all by agronomists, which 

are not proficient computer users. The GUI of monitoring and analytics 

services must be easy enough for them to perform their tasks according 

to user stories. 
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4.3 IoT system architecture 

This subchapter provides the architecture of the IoT system that is going to be developed. 

The architecture includes the most important design decisions concerning the physical 

devices, digital services, and communication elements of the IoT system. The subchapter is 

structured according to the views on IoT system architecture proposed in [62] and 

described in the chapter of the related work of this thesis. IoT context view provides the 

scope of the system, Physical entity view describes the physical elements of the IoT system 

and their means of communication with digital services, Functional view represents the 

functional components (services) and their relationships. 

4.3.1 IoT context view 

The IoT system that is going to be made consists of physical devices and digital services. 

The context view of the IoT system is represented in Fig. 10. The components of the 

system are represented in pale blue and dark blue. The dark blue components were 

predefined by the researched company. The IoT system has no external systems it connects 

to; it is an isolated system. 

 

Fig. 10. IoT context view. 
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The physical devices include sensors, meters, gateway, PLC, and actuators. Sensors extract 

valuable data about greenhouse’s properties (air, water, substrate, plants) and transfer it to 

digital services through the physical gateway. Meters measure the consumption of 

resources (electricity, fertilizers, water) and transfer it to digital services directly. PLC gets 

commands from digital services and manages actuators accordingly. Actuators act on the 

equipment they are attached to in the greenhouse.  

 

Digital services get the incoming data and provide users with monitoring, analyzing, and 

management capabilities. One of the digital services is the control agent that can manage 

the greenhouse without human interventions. The control agent makes decisions on how to 

control equipment and send commands to PLC. Greenhouse PLC gets the command and 

manages actuators which are attached to the equipment. As a result, the equipment changes 

its state to a new one. 

 

The user groups of the system are junior agronomists, senior agronomists, system 

administrators, and business users. According to the user stories junior agronomist 

monitors greenhouse and analyzes data including both the latest and archival records; 

senior agronomist has additional capabilities to manage actuators in manual mode; system 

administrator monitors and manages the whole IoT system, not only greenhouse; business 

user has the capabilities of other groups plus an ability to download data from the system. 

 

4.3.2 Physical entity view 

The physical elements include sensors, meters, and gateway. Additional physical elements 

that are predefined by the researched company and do not require design decisions to be 

made are actuators and PLC. Communication elements are special protocols, methods, and 

standards that are used to connect physical devices to digital services. All the indicated 

elements are described below separately. 

 

Wireless sensor nodes provided by vendor Libelium were chosen as a solution for the IoT 

system. No other company except Libelium offers all the needed components for the 

needed WSN application. The company offers a huge variety of sensor probes from 

various manufacturers that can be connected to their nodes. Libelium has sensor nodes of 

various types called, for instance, «Smart Agriculture». Each type of sensor nodes has a 
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limited list of sensor probes that can be connected to it. Each sensor node has six sockets 

labeled as A, B, C, D, E, F. The sockets are different; they support different sensor probes. 

The technical guides to the sensor nodes can be accessed in [70]. 

 

Table 13 shows the complete sensor nodes that are going to be used in the greenhouse. As 

can be seen from the table, six different sensor nodes are going to be used. The total 

number of nodes will be 22 pieces. 

Table 13. Sensor nodes to be used in the researched greenhouse. 

Sensor 

node 

name 

Qu

ant

ity 

Sensor node 

type 

So

cke

t 

Model Parameters 

Sensor 

node 1 
1 

Smart 

Agriculture 

A WS-3000 

Outside wind 

direction 

Outside wind speed 

B Apogee SQ-110 
Outside solar 

radiation 

D Bosch BME280 

Outside air 

temperature 

Outside air humidity 

Sensor 

node 2 
3 

Smart 

Environment 

PRO 

A 
Carbon Dioxide Gas 

Sensor 
Air carbon dioxide 

E Bosch BME280 
Air temperature 

Air humidity 

D 

Libelium Particle Matter 

(PM1 / PM2.5 / PM10) - 

Dust Sensor 

Air particle pollution 

Sensor 

node 3 
8 

Smart 

Agriculture 

Xtreme 

A Apogee SF-421 
Leaf temperature 

Bud temperature 

B Decagon Phytos 31 Leaf wetness 

C Ecomatik DD-S Stem diameter 

E Apogee SQ-110 

Photosynthetically 

active radiation 

(PAR) 

Sensor 

node 4 
8 

Smart 

Agriculture 

Xtreme 

A Decagon 5TE 

Substrate 

temperature 

Substrate moisture 

Substrate EC 

B Apogee SO-411 
Substrate dissolved 

oxygen 

Sensor 

node 5 
1 

Smart Water 

Xtreme 

A Aqualabo OPTOD 

Water temperature 

Water dissolved 

oxygen 

B Aqualabo C4E 
Water electrical 

conductivity (EC) 
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Sensor 

node 6 
1 

Smart Water 

Ions 

A Libelium pH Sensor Probe Water pH 

B 
Libelium Nitrate Ion 

Sensor Probe 
Water nitrate 

C 
Libelium Calcium Ion 

Sensor Probe 
Water calcium 

D 
Libelium Potassium Ion 

Sensor Probe 
Water potassium 

 

The deployment scheme for the designed wireless sensor network for the researched 

greenhouse is represented in Fig. 11. The sensor nodes are represented schematically, not 

in their real size. The sensor nodes 5 and 6 are located in a grey box, which is a schematic 

representation of the fertigation system. The sensor node 1 is located outside of the 

greenhouse. 

 

Fig. 11. Deployment scheme of WSN in the researched greenhouse. 

Sensor node 1 is the single node that is going to be used outside of the greenhouse. Sensor 

node 2 will be located at aerial level 1,5 meters above the canopy at its highest posture (as 

recommended in [45]). The first sensor node 2 will be placed between sections 1 and 2; the 

second node will be placed between sections 4 and 5; the third node will be placed between 



52 

sections 7 and 8. Sensor node 3 is going to be located on the same height with canopy for 

easy attachment of sensor probes to plants. Sensor node 4 is going to be located close to 

the ground for easy attachment to the substrate. Sensor node 3 and sensor node 4 will be 

placed in each of the 8 sections because the data from them is used for fertigation. Sensor 

nodes 5 and 6 are going to be located in fertigation mixing tank (part of the fertigation 

system where water is mixed with fertilizers before moving to plants).  

 

All the sensor node types: Smart Agriculture, Smart Agriculture Xtreme, Smart 

Environment PRO, Smart Water Xtreme, and Smart Water Ions provide radio interfaces 

for a couple of radio frequency communication modules. The most suitable option in the 

case is the XBee-PRO 802.15.4 certified module. The module uses the 802.15.4 protocol 

and provides up to 90 meters communication range indoors [71].  

 

Star network topology is going to be applied for the wireless sensor network. The size of 

the greenhouse and chosen communication modules should provide an ability to connect 

all the sensor nodes directly to the gateway. If the implementation of star topology goes 

wrong, it can be substituted by mesh topology. In the mesh topology, some of the sensor 

nodes are going to be used also as intermediate routers passing on data from other sensor 

nodes that are located far from the gateway. The mesh topology is stated as preferable in 

[45] due to its reliability and scalability. However, in the case of the researched company 

star topology should be enough to meet requirements. The XBee-PRO 802.15.4 module 

supports both star and mesh topologies [71].  

 

Physical gateway Meshlium 4G 802.15.4 AP 868 provided by vendor Libelium is going to 

be used in the IoT system. It supports the connection of sensor nodes that are using the 

802.15.4 protocol. Meshlium can also forward sensor data directly to the Internet via 

Ethernet or GPRS/3G/4G protocols, depending on the connectivity options available in the 

area [72]. The gateway will be located close to the center of the flowering room of the 

greenhouse, as shown in Fig. 11.  

Three types of meters are going to be used in the IoT system, including electricity 

consumption meter, fertilizers consumption meter, and water consumption meter. 

Fertilizers consumption and water consumption meters are preinstalled in the fertigation 

system and can transmit the consumption data using GPRS/3G. The electricity 
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consumption is going to be measured by OMNIPOWER three phase meter by Kamstrup 

vendor. This smart meter suits the industrial application and supports GPRS/3G 

communication technology [73]. The electricity meter is going to transfer consumption 

data directly to services on the cloud. 

 

Equipment, actuators, and PLC were predefined by the researched company. Their 

specifications, locations, and other details are not provided in this thesis due to security 

reasons. 

 

The sensor nodes are going to communicate with the gateway using the IEEE 802.15.4 

protocol for the physical and data link layers and ZigBee stack for the rest layers. MQTT 

messaging protocol is going to be used over TCP/IP for the gateway to cloud, cloud to 

gateway, meters to cloud, and cloud to meters communication. 3G/4G cellular network 

technology will be used for the gateway – cloud communication, 3G cellular network 

technology will be used for a meters – cloud communication. 

 

4.3.3 Functional view 

Digital services are the main functional components of the IoT system. They include 

identity and access management service, monitoring service, alerting service, control 

agent, manual remote control service, actuators management service, incoming data 

management service, storage service, analytics service, system monitoring, and 

management service and device management service. 

 

All the digital services that were chosen as a solution for the IoT system are part of 

Amazon Web Services (AWS). AWS is the most demanded solution among all modern 

cloud platforms [30] that offers reliable, scalable, and inexpensive cloud computing 

services [74]. AWS IoT is an IoT platform that provides a set of services that were 

developed for IoT applications specifically. 

 

Usage of AWS offers many advantages for IoT system development. It provides a ready-

made ecosystem which takes away the need to develop all the needed services from 

scratch. AWS allows meeting all the non-functional requirements for the IoT system that 

were stated earlier. The details are provided in Table 14. 
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Table 14. Solutions to non-functional requirements. 

Non-functional 

requirement 
Solution 

Security Protected access to the system and control agent: 

AWS Identity and Access Management service enables to control access 

to AWS services and resources securely. Multifactor authentication adds 

a layer of protection on user access. 

Data protection: 

AWS IoT Core supports X.509 security certificates as device identities. 

The registered device is associated with an IoT policy. An IoT policy 

gives the ability to create fine-grained permissions per device. Fine-

grained permissions can ensure that one device only has permissions to 

interact with its MQTT topics and messages. 

Availability AWS ensures the following monthly availability for each AWS region [75]: 

Amazon DynamoDB – 99.99%; 

Amazon SageMaker - 99.95%; 

AWS IoT Core - 99.9%; 

AWS IoT Device Management - 99.9%; 

AWS CloudWatch - 99.9%; 

AWS CloudTrail - 99.9%; 

Amazon QuickSight - 99.9%; 

Amazon Simple Notification Service (SNS) - 99.9%; 

Amazon S3 - 99%. 

AWS is available in all the regions where the researched company 

operates. 

Interoperability AWS supports microservices architectures. Microservices are an 

architectural and organizational approach to software development 

where software is composed of small independent services that 

communicate over well-defined APIs. Microservices architectures make 

applications easier to scale and faster to develop. 

 

AWS IoT has a partnership with Libelium and supports the integration 

of its devices which were chosen for the project in the researched 

company. 

Scalability By default, AWS provides enough capacity to meet the initial scalability 

requirement for the IoT system to be developed. If the system is 

expanded, AWS Auto Scaling service can be applied. AWS Auto 

Scaling allows to monitor applications and automatically adjust capacity 

to maintain steady, predictable performance at the lowest possible cost. 

Modifiability As was mentioned previously, AWS supports microservices 

architectures. The IoT system’s architecture will be based on 

microservices best practices to enable easy modifiability. 

Usability AWS services hide implementation complexity from the users and 

provide easy-to-use GUIs to operate in. The agronomists are going to 

use Amazon QuickSight, which was designed specifically for business 

users who are not proficient in technical aspects of information 

technologies. 
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AWS has specific solutions for all the abstract services that were introduced earlier in the 

vision of solution in Table 7. The abstract services are mapped to specific solutions in 

Table 15. It is worth mentioning that AWS does not have a suitable solution for 

greenhouse monitoring and management GUI. Custom GUI must be developed based on 

the requirements of users. 

Table 15. Abstract services mapped to specific solutions with their functionalities. 

Abstract 

service 

Specific  

solution 
Functionality of specific solution 

Key digital services 

Incoming data 

management 

service 

AWS IoT Core 

(device gateway, 

message broker, 

rules engine sub-

services) 

• serves as the entry point for IoT devices 

connecting to AWS; 

• ensures the secure and efficient connection 

between devices and AWS; 

• identifies devices; 

• transmits messages to and from devices; 

• routes messages to other services according to 

business rules 

Monitoring 

service 

AWS IoT 

Analytics; 

Greenhouse 

monitoring and 

management 

GUI; 

Amazon S3; 

Amazon Cognito 

• IoT Analytics collects, processes and stores 

incoming data from IoT Core; 

• Greenhouse monitoring and management GUI 

allows users to monitor the latest incoming data; 

• S3 stores files of the custom GUI; 

• Cognito provides user sign-up, sign-in, and 

access control to AWS services in the custom GUI 

Storage service Amazon 

DynamoDB 
• is a NoSQL database; 

• stores incoming data from IoT devices 

Analytics 

service 

AWS IoT 

Analytics; 

Amazon 

QuickSight; 

Data analysis 

GUI 

• IoT Analytics collects, processes and stores 

incoming data from IoT Core; 

• IoT Analytics can request data from the 

DynamoDB for analysis; 

• IoT Analytics allows to run SQL queries for 

analysis; 

• QuickSight allows visualizing data in a ready-

made data analysis UI 

Alerting service Amazon SNS • listens to incoming messages describing events 

that take place in the system; 

• sends notifications (alerts) to users via emails 

and SMS 

Control agent Bayesian 

reinforcement 

learning algorithm; 

Amazon 

SageMaker 

• the algorithm processes incoming data and 

makes decisions based on it; 

• SageMaker allows to deploy the algorithm and 

manage inputs that come to it and outputs that 

come from it 
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Manual remote 

control service 

Greenhouse 

monitoring and 

management GUI 

• Greenhouse monitoring and management GUI 

allows users to manage actuators in a convenient 

way 

Actuators 

management 

service 

AWS IoT Core 

(device shadow 

sub-service) 

• keeps actual states of actuators in virtual form; 

• updates states of actuators according to 

incoming commands; 

• ensures the state of the physical device is the 

same as the state of device shadow 

Administration digital services 

Device 

management 

service 

AWS IoT Device 

Management; 

System 

monitoring and 

management GUI 

• allows to onboard IoT devices; 

• allows to manage devices remotely; 

• allows to update the firmware of devices; 

• monitors devices and logs data about errors 

taking place; 

• has a separate GUI for administration 

System 

monitoring and 

management 

service 

Amazon 

CloudWatch; 

AWS CloudTrail; 

System 

monitoring and 

management GUI 

• CloudWatch logs data about the performance of 

other AWS services; 

• CloudWatch allows to monitor and manage the 

performance of other AWS services; 

• CloudTrail records the activity of users in all 

AWS services; 

• CloudTrail sends logs to CloudWatch for 

monitoring; 

• CloudWatch has a separate GUI for 

administration 

Identity and 

access 

management 

service 

AWS IAM; 

System 

monitoring and 

management GUI 

• allows to grant unique security credentials to 

users to specify which AWS service APIs and 

resources they can access; 

• has a separate GUI for administration 

 

The system is going to be composed of various services including AWS IoT Core, AWS 

IoT Analytics, Amazon S3 (storage), Amazon Cognito, Amazon DynamoDB (database), 

Amazon QuickSight, Amazon SNS, Amazon SageMaker, AWS IoT Device Management, 

Amazon CloudWatch, AWS CloudTrail, AWS IAM. Application of the services allows to 

meet all the user requirements expressed in user stories and provided in Table 11. 

 

Microservices architectural style will be applied in the IoT system. The services are going 

to communicate with each other by use of RESTful application program interface (API) as 

described in the AWS technical guides [76]. The specific services and relationships 

between them are represented in Fig. 12.  
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Fig. 12. Functional view. 

As can be seen from Fig. 12, the system is going to have three main graphical user 

interfaces (on the top of Figure 12). The data analysis GUI is a part of Amazon QuickSight 

service, which is used for the analysis of the data extracted from the database. The 

greenhouse monitoring and management GUI will be made from the scratch with the use 

of Amazon Cognito (for user sign-up, sign-in, and access control) and Amazon S3 (for file 

storage). The system monitoring and management GUI is a part of the AWS Management 

Console [77], which is used for access control and system monitoring by system 

administrators and business users. Some of the services have their own additional GUIs 

which are not represented in the Functional view to simplify diagram perception. 

 

For the convenience of representation, the descriptions of the relationships are given in Table 16.  
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Table 16. Relationships between functional components. 

Relationship Description 

1 
AWS IoT Core (rules engine) writes incoming data from sensors and 

meters to NoSQL database Amazon DynamoDB for storage. 

2 

AWS IoT Core (rules engine) sends alerting messages to SNS to trigger 

notifications of users if incoming data points to unsafe conditions or critical 

conditions in a greenhouse. 

3 
AWS IoT Core (rules engine) sends logs to AWS IoT Device Management 

if the incoming data points on errors taking place. 

4 
AWS IoT Core (rules engine) sends incoming data to AWS IoT Analytics 

for further processing or analysis. 

5 
AWS IoT Analytics sends filtered data to the algorithm deployed in 

Amazon SageMaker. 

6 
Amazon SageMaker sends commands to change actuators states to AWS 

IoT Core (device shadow). 

7 
AWS IoT Analytics sends filtered data to the greenhouse monitoring and 

management GUI. 

8 

Users send commands to change actuators states in AWS IoT Core (device 

shadow) through greenhouse monitoring and management UI when 

running manual mode. 

9 
The files of greenhouse monitoring and management UI are stored in 

Amazon S3. 

10 
Amazon QuickSight requests specific data from Amazon DynamoDB 

through AWS IoT Analytics. 

11 
AWS IoT Analytics gets specific data from Amazon DynamoDB for 

Amazon QuickSight. 

12 
Amazon QuickSight allows users to analyze the data using its ready-made 

Data analysis GUI. 

13 
Amazon CloudWatch monitors the performance of all the services from 

key functionality group. 

14 
Amazon CloudWatch monitors the performance of all the devices through 

AWS IoT Device Management. 

15 
AWS CloudTrail records the activity of users in all the services from key 

functionality group. 

16 
AWS CloudTrail sends logs of users’ activity to CloudWatch for 

monitoring. 

17 AWS CloudTrail stores logs of users’ activity in Amazon S3. 

18 
Amazon CloudWatch sends alerting messages to SNS to trigger 

notifications of users if monitored services are experiencing troubles. 

19 AWS IAM controls access to all the services from key functionality group. 

20 AWS IAM controls access to Amazon CloudWatch. 

21 AWS IAM controls access to AWS IoT Device Management. 

22 AWS IAM controls access to AWS CloudTrail. 

23 
System monitoring and management GUI allows users to access services 

from the administration group in a convenient form. 
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5 DISCUSSION AND CONCLUSIONS 

In the beginning of the thesis, the author stated two research questions that needed to be 

addressed. The questions are: 

1. What are the requirements of the IoT system for greenhouse farming from the 

researched company perspective? 

2. How should the high-view architecture of the IoT system look? 

 

The answers to these questions are represented in the results chapter of the thesis. They 

cannot be shortened for the conclusions because each answer contains lots of equally 

important details. Below are the main findings which were discovered while answering the 

research questions. 

 

Business requirements were highlighted as the most important ones because they represent 

the wishes of the main decision-makers of the company. The main business need that the 

IoT system must satisfy is the increase in production volume of cannabis. The CEO of the 

company sees the monitoring, data analysis, and automation capabilities as the solution. 

The business representatives want the system to sense its greenhouses, make decisions 

based on accurate data, and act on the environment all automatically. The company is 

expanding fast and has more greenhouses each year. That is why the CEO of the company 

wants the solution to be as scalable as possible. The author found that the cloud-based IoT 

system can provide all the needed capabilities and scale to hundreds of globally distributed 

greenhouses. That is why it was chosen as the solution. 

 

Development of the architecture required decisions on both physical devices and IoT 

platform with its services. A wide range of devices offered by Libelium and services 

offered by AWS allowed to create the architecture that consists almost entirely of the 

elements provided by these reputable companies. Libelium is specialized in the agricultural 

field and has the sensors to measure all the parameters that the researched company needs 

to monitor. AWS is not specialized in the agricultural field but has all the services which 

are needed for the greenhouse monitoring and automation use case as the results shown. 

Use of ready-made Libelium devices and AWS services can simplify the development of 

the IoT system and reduce time to market.  
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The findings mean that both hardware and software vendors have all the necessary 

products that can be used by agricultural companies in their IoT application projects. 

Creation of architecture and subsequent implementation of the IoT system using the 

solutions from vendors should not require much effort. This finding was surprising as the 

previous work of other authors captured in the scientific literature does not cover the 

application of ready-made solutions. Almost all the previous applications in greenhouse 

farming that were analyzed provide a narrow view from one perspective, such as the 

development of custom WSN. This thesis is different from what was done by most of the 

researches previously in that it provides an extended view of the greenhouse monitoring 

and automation system that utilizes the capabilities of many technologies such as WSN, 

actuators, cloud computing, and IoT platform at once.  

 

The thesis presented the high-view architecture of the IoT system for the researched 

company. This architecture does not cover all the development and deployment issues and 

can not be properly evaluated before the implementation. The future research must fill 

these gaps by presenting detailed technical architecture and providing the results of test 

implementation of the IoT system that was developed based on it. 
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