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Sensitivity Analysis of a PLC-Based DSSS
Anti-Islanding System in Power Distribution Grids

Anton Poluektov, Antti Pinomaa, Aleksei Romanenko, Jero Ahola, and Antti Kosonen

Abstract—As smart grid applications, distributed generation,
and microgrid technologies have become more widespread, new
safety-related issues have arisen. Unintentional islanding is an
example of a grid fault that may result in damage to electrical
equipment and severe personal injuries. In this paper, an anti-
islanding system employing power line communication (PLC)
and direct-sequence spread spectrum (DSSS) modulation imple-
mented with software-defined radios for continuous signaling is
tested in a laboratory test setup. A concept of a fault detection
algorithm is evaluated. A DSSS sensitivity analysis is carried out
to investigate system’s performance against variation of a signal-
to-noise ratio, and define optimal DSSS settings. The results
of the analysis are interpreted, and conclusions are drawn. A
transformer bypassing scheme allowing to increase the fault
detection speed and throughput is introduced and tested, and the
conditions of applicability are described. As a result of the study,
recommendations for the system development are presented.

Keywords—Direct-sequence spread spectrum, distributed power
generation, islanding, loss of mains, power line communication,
sensitivity analysis, software-defined radio.

Nomenclature
B Signalling bandwidth
C Channel capacity
α Signal attenuation coefficient
µG Micro grid
BER Bit error rate
CDMA Code division multiple access
DG Distributed generator
DSSS Direct-sequence spread spectrum
ID Islanding detection
LoM Loss of mains
LV Low voltage
MV Medium voltage
NB Narrow band
NDZ Non-detection zone
OFDM Orthogonal frequency division multiplexing
PC Personal computer
PLC Power line communication
Rx Signal receiver
SC Spreading code length
SDR Software-defined radio
SG Smart grid
SK Synchronization key length
SNR Signal-to-noise ratio

Authors are with LUT School of Energy Systems, Lappeenranta-
Lahti University of Technology LUT, Lappeenranta, Finland e-mail: (see
https://www.lut.fi/web/en/school-of-energy-systems/contact).

THD Total harmonic distortion
Tx Signal transmitter
Tx/Rx Transceiver, intermediate signal repeater
USRP Universal Software Radio Peripheral, a brand name
VI Virtual instrument

I. Introduction
A. Islanding condition and associated risks
Recently, distributed generation (DG) together with micro

and smart grid (µG/SG) technologies has attracted considerable
attention and become widespread. Besides advanced features,
i.e., grid monitoring and control, data transmission, improved
energy efficiency, and system robustness, new safety-related
issues have arisen. An unintentional islanding condition as a
particular fault case is among the concerns to be addressed.
Islanding describes a condition where a part of the grid

becomes disconnected from the main power utility, being
energized by a distributed generation unit (DG). The condition
may be unintentional, resulting for instance from environ-
mental disturbances and a loss-of-mains (LoM) fault, and/or
intentional when an island starts operating autonomously as
a µG. Unintentional islanding may cause harm to the grid
personnel unaware of the island location or to the electrical
equipment as a result of possible overvoltages and overcurrents
[1]. Moreover, the grid power balance may be disturbed.
Islanding condition should be recognized in a shortest period

of time in order to prevent an aftermath and switch the
grid automatically to a controlled island mode, or disconnect
DGs. An intentional island mode is applied to maintain grid
operation under a fault condition and also requires grid state
monitoring [2]–[6]. Introduction of DGs to electrical grids is
regulated by standards institutions (e.g. IEEE and IEC) and
by local regulating authorities [7]. Islanding detection (ID) is
a mandatory functionality for a DG according to the IEEE
standards 929-2000 and 1547-2003, which state that the unit
should disconnect from the grid within 2 s in the case of
islanding [8], [9].

B. Islanding detection methods
ID methods can be divided into three main categories;

passive, active, and communication-based ones [1], [7], [10].
Hybrid solutions combine several ID methods, e.g. passive
and active [11]–[13], passive and communication-based [5],
[14]. The solutions vary by complexity, cost, fault detection
accuracy, scalability, applicability and speed. Fault detection
accuracy is commonly characterized by a non-detection zone
(NDZ), which represents a range of conditions when an
islanding condition is not detected by the safety system.
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Passive solutions are based on monitoring of sudden devi-
ations in the characteristics of the supplied power, and the
protection algorithm is triggered when a permitted fluctua-
tion threshold is exceeded. Passive systems typically consider
voltage, frequency, phase angle, particular harmonics, or total
harmonic distortion (THD) [7], [15]–[20]. It is important to
notice that when the power consumption of the local load
nearly matches the output power of the DG, a passive solution
may be ineffective [15], [18], [21]. In this case, the customers
are mainly energized by the DG, and fluctuations of the moni-
tored parameters of the supplied power are not sufficient to be
recognized by the passive system; thus, the islanding condition
is not detected [15], [21]. Passive solutions also have a range
of conditions, under which an ID system detects a fault in a
normal grid state. For relay-based systems, NDZ is affected,
for instance, by dynamic voltage and frequency variations, a
type of the DG (a/synchronous), or a type of DG controllers
(constant current or power) [18], [22]. Passive systems have
relatively large NDZ comparing to active and communication-
based solutions. For this reason hybrid passive solutions apply-
ing advanced techniques, and featuring machine-learning [1],
neural networks [23], and pattern recognition [24] have been
developed lately to achieve a higher ID efficiency.

Active systems apply artificial disturbance injection and
grid feedback monitoring [1], [15], [25], [26]. Active systems
have a much smaller NDZ, comparing to passive methods,
but at the same time have certain drawbacks. First of all,
injected disturbances decrease the power quality, and therefore
are designed to be as small as possible. Furthermore, mutual
interference in the case of a high number of DGs may decrease
the fault detection accuracy [7], [15]. Islanding misdetection
is possible when synchronous generators are operated with
power electronic-based sources. Finally, active ID methods
are typically developed for inverter-based DGs and are not
applicable in case of synchronous generators [12].

Communication-based ID solutions do not depend on the
type of a DG unit and therefore have a wider application
range than active and passive ID systems. In contrast to active
and passive schemes, they do not decrease the power quality
and have a smaller NDZ [1]. Communication-based systems
employ data transmission between protected devices and can be
based on supervisory control and data acquisition (SCADA),
power line communication (PLC), or communication with a
utility recloser unit [5], [7], [14], [15]. Main challenges of this
type of ID schemes is their relatively high cost, complexity,
and operation speed. PLC-based solutions stand out, as the
communication channel exists in the power lines, and thus
no separate communication medium is needed. Application of
a noise and attenuation robust signaling method, e.g. direct-
sequence spread spectrum (DSSS), capable for long-distance
signaling also minimizes expenditures on intermediate signal-
ing units comparing to other PLC-based schemes.

C. Contributions
According to [15], PLC-based ID methods can detect a fault

within 200 ms. A PLC-based solution applying commercial
hardware was presented in [27], [28]. According to the authors

of these papers, the system provided signal reception in the
range of approximately 4 miles (6.4 km). Data transmission
was not considered to be an essential system functionality.
The concept proposed in [29] has an ID time of approxi-
mately 20 ms; however, this result was achieved by computer
simulation and the concept was not evaluated neither during
laboratory nor field tests. A hybrid solution combining voltage
and frequency measurements with PLC signaling was proposed
in [30]: the concept was tested in a medium-/low-voltage
(MV/LV) grid. In the best case, an islanding was detected
within 55 ms, yet the maximum achieved signaling distance
was only 1.2 km. The signaling frequency band, error rate,
transmitted data parameters, and signal processing algorithms
were not covered, and wide-band modulation techniques were
not discussed.
This paper introduces a state-of-the-art anti-islanding sys-

tem, which applies continuous signaling on narrow-band (NB)
PLC devices, and a DSSS modulation. The system is im-
plemented and evaluated by using software-defined radios
(SDRs). The work fills a niche and provides the following
contributions to the field of PLC-based anti-islanding:

1) A novel ID algorithm, allowing also multiuser commu-
nication, is presented and evaluated in the laboratory.
Thus, system’s applicability for islanding detection is
demonstrated in adequate conditions. ID speed fulfills
IEEE standards 929-2000 and 1547-2003. Estimated
signaling distance, calculated based on the channel
attenuation coefficient [31], exceeds 10 km. In both ID
speed and signaling distance the proposed system excels
competing solutions.

2) A sensitivity analysis of DSSS modulation settings is
performed in the laboratory. The analysis covers a wider
range of DSSS settings than the case presented in [32].
The target is to study the performance of the DSSS, i.e.,
sensitivity and selectivity against variation of the signal-
to-noise ratio (SNR) in normal and fault conditions. The
DSSS spreading code length and the synchronization
key length, which provide the highest fault detection
speed and communication throughput under various
SNRs, are determined.

3) The processing latency (affects the fault detection
speed) of the system is investigated during communi-
cation tests. Affecting factors are described.

4) Extending the study of [32], a bypassing scheme is
presented for the MV/LV transformer, and the operation
results and the operation limits are evaluated by labo-
ratory tests. The scheme is designed for the scenario
where a signal cannot propagate through the MV/LV
transformer because of a low SNR on the MV side,
and increases the fault detection speed and throughput.

The proposed system is described in Section II. The fault
detection system, the DSSS sensitivity analysis, and the by-
passing scheme tests carried out in the laboratory setup are
presented in Section III. The results and analysis are discussed
in Section IV, and the paper is concluded in Section V.
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II. Proposed Method
The choice of PLC as a basis for the developed system is

based on the following reasons [15], [33], [34]:
• Communication-based systems have a smaller NDZ and

a higher fault detection speed compared with active and
passive solutions.

• Economic feasibility of PLC compared with other wire-
communication-based methods. The means of commu-
nication is already present and available on the grid.

• Fault detection functionality can be implemented to-
gether with data transmission.

The proposed PLC system is evaluated using SDRs in the
laboratory setup. Two USRP N210 and one USRP N200 SDR
units, which are produced by Ettus Research company, were
applied. An SDR is a radio system in which components
commonly implemented in hardware (e.g. mixers, filters, am-
plifiers, (de)modulators) are implemented with software on
hardware, thus providing high flexibility. A design of the
PLC modem to be applied in the final solution, as well as
final signaling settings and functionality of the system can
be determined based on the system evaluation tests presented
in the study. Essential constraints that have to be considered
when designing a PLC-based solution are the grid topology
and dimensions, the coupling interface, channel attenuation
and noise in the channel, signaling frequency bandwidth, and
signaling standard(s), including transmission power limitations.

A. Signaling Scheme
To detect islanding, continuous signaling is performed over

the power line from MV grids to the customers and DGs on LV
grids using PLC devices. These devices operate as transmitters
(Tx), receivers (Rx), and intermediate transceivers (Tx/Rx).

The main transmitter is installed at the primary substation
in the MV grid, as illustrated in Fig. 1. This substation is also
equipped with a signal receiver. Intermediate transceivers are
installed at each MV/LV transformer, which is a component
that degrades signal propagation by producing high signal
attenuation and distortion [35]. A distribution transformer can
be modeled by parasitic inductances and capacitances, and
the characteristics of the transformer applied in this paper
were previously studied in [36]. Therefore, a bypassing scheme
(Fig. 2) is proposed [37]. The transceivers are powered from
the LV side. Each customer on the LV grid is provided with
a signal receiver, and each DG has both signal receiver and
transmitter (Fig. 1). Each transmitter sends a modulated signal,
which includes a personal identifier of the transmitter. This way
receivers are able to detect what transmitters are connected to
the signalling medium at the moment and, therefore, evaluate
what grid components (DGs, transformers) are connected to
the grid. This way intended islanding can be safely performed.
Transmitter identification also improves the fault location ac-
curacy.

The system flowchart is presented in Fig. 3. The primary
substation is the main signal transmitter, and transmits the
signal to MV grid and its branches. Each MV/LV transformer
receives the signal from the primary substation and from all
connected DGs. MV/LV substation processes the signals and

transmits its own signal to customers and all connected DGs.
DGs receive signals from the MV/LV transformer and other
DGs installed in the LV grid. Then they transmit their corre-
sponding signals. Customers operate only as signal receivers.
Data from DGs and MV/LV transformers is then transmitted
to the primary substation, allowing to perform continuous grid
monitoring. Local grid monitoring is also performed at all DGs
and MV/LV transformers, as the described communication
scheme allows them to evaluate the current grid state.
In general, multiuser signal transmission requires a certain

method of channel division; for instance time-division mul-
tiplexing or frequency-division multiplexing can be applied.
For DSSS modulation a code division approach is considered.
Therefore the DSSS system transforms into a Code-Division
Multiple Access (CDMA) modulation system. Such modifi-
cation requires application of mutually-orthogonal spreading
codes (used for signal modulation) for every signal transmitter.
Receivers can switch between the codes and this way receive
data from several transmitters. As demodulation is performed
on a software level, several channels can be demodulated
simultaneously, meaning that each signal receiver can receive
and process data from all transmitters at the same time.
The signal reception algorithm, implemented both in the

receiver and the transceiver, includes a signal processing
mechanism, which evaluates the received message and signal-
ing parameters (BER, bit rate, latency between packets). By
analyzing the received signal parameters, or if no signal is
heard, a loss of signal can be detected, which indicates that
a channel between the current receiver and the transmitter is
interrupted. If a warning message is received, it indicates that
a grid fault has occurred before the previous transceiver. In this
way, signal receivers can estimate the current grid state. In the

Fig. 1. MV/LV power grid with an integrated PLC-based LoM system [32].

Fig. 2. Intermediate Tx/Rx and bypassing setup installed at the transformer.
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Fig. 3. Islanding detection system operational flowchart, including the main substation, MV/LV transformers, customer households and DG units.

case of islanding, it is then possible to disconnect a load/DG
from the grid. In the case of an intended island scenario, it
is possible to switch a DG to a controlled island mode and
operate islanded grid segment as a µG.
Application of the transformer bypass scheme has been

debated in the literature, and a number of approaches have
been presented. When bypassing is not considered, a trans-
former channel analysis is performed in order to choose a
signaling frequency band with the lowest attenuation [35].
Moreover, conventional single carrier modulation techniques
are often substituted by communication based on wideband
modulation and channel access technologies, such as DSSS
and orthogonal frequency division multiplexing (OFDM) [35],
[37]. Bypassing approaches can use wireless communication or
a bypassing communication channel with additional coupling
components [35], [38]. In the proposed system, the bypassing
setup comprises the PLC coupling interface placed on the MV
side, which receives the signal (Fig. 2). Signal processing is
performed in the PLC device and a new signal is injected
through the interface installed to the LV side of the transformer.
Of the two coupling interface alternatives, that is, capacitive
and inductive, an inductive one is chosen because of the ease
of installation and galvanic isolation [39].

B. Frequency Band Selection
The selection of a frequency band for the signaling system

is based on consideration of the power line channel character-
istics, noise in the channel, and relevant standards/legislation.

Signal attenuation in a power line is described by an attenu-
ation coefficient α, which increases as a function of frequency
[40]. Moreover, α depends on the characteristics of conductors
and insulation materials used in the power lines; overhead

lines and underground cables. Typical insulation materials
of underground LV power cables are for instance polyvinyl
chloride (PVC) and cross-linked polyethylene (PEX). Different
insulation materials produce different dielectric losses and
thereby different signal attenuation [40], [41]. Considering
the grid topology, MV line lengths can be several tens of
kilometers while LV lines are typically only a few kilometers
long. Further, the MV part of the grid is less branched, which
is beneficial as the signaling power is divided into each branch
and the channel capacity decreases [42].
Taking these aspects into account, the application of in-

termediate transceivers is vital in order to provide signaling
through MV and LV grids. As α increases as a function of
frequency, the low-frequency band (<500 kHz) over the high
frequency band is more suitable for LoM signaling [40].
Noise in the channel can be categorized into five noise

types: colored background noise, narrow-band noise, periodic
impulsive noise (synchronous and asynchronous to the mains
frequency), and asynchronous aperiodic impulsive noise [40],
[43]. Noise components are active in different frequency bands,
but the frequency range below 20 MHz can be chosen as the
most suitable one for PLC considering noise scenarios [40].
Moreover, channel noise can be characterized as endogenous
and exogenous, i.e. self-imposed and induced noise. For non-
shielded MV lines exogenous noise is dominating [44].
Signal attenuation and the noise power spectral density

(PSD) determine signal-to-noise ratio (SNR). A higher SNR
with available bandwidth B results in a higher channel capacity
C, as seen in the following derived from Shannon’s law

C = B · log2(1 + SNR). (1)

Based on the signal attenuation and noise scenarios under
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consideration, a frequency range below 500 kHz is chosen
as the signaling band for the system. PLC is regulated by
CENELEC EN 50065-1 in the bandwidth of 3–148.5 kHz
and by the FCC standard in the bandwidth of 14–480 kHz
[45], [46]. Moreover, a G3-PLC Physical Layer Specification is
developed for modems, which operate in the frequency band of
35.9–90.6 kHz. This specification has provisions to extend the
band to 480 kHz [47]. As a result, and following the previous
study [32], the frequency band of 100–300 kHz is selected, and
accordingly, the system performance is tested and evaluated
with this signaling band.

C. DSSS Modulation Technique
In the proposed system, continuous signaling is implemented

by applying DSSS on PLC devices. DSSS is a spread spectrum
modulation technique, which withstands signal attenuation and
noise in the channel more effectively than conventional single
carrier modulation techniques [48]. DSSS is able to detect the
signal with a negative SNR in the receiver [48].

DSSS modulation suggests phase shifting of a sine wave
using code symbols – pseudonoise bit sequences, also called
chips. Demodulation is possible only if these codes are known
to the receiver. In this paper these code symbols, applied
to spread the initial signal, are called spreading codes. A
DSSS-based communication system (Fig. 4) is developed in
a LabVIEW environment [32]. The original system consists of
DSSS Tx and Rx schemes and is advanced by a Tx/Rx signal
repeater application for the current work. The Tx/Rx demodu-
lates the received signal, processes its parameters, modulates a
new signal, and transmits it. The DSSS implementation in the
study is based on binary phase-shift keying (BPSK). The main
DSSS signaling parameters, such as spreading code length
(SC) and synchronization key length (SK) can be adjusted by
software. A synchronization key is a bit sequence placed in the
beginning of each data packet and used for synchronization.
The transmitted data packet has a length of 14 random bits,
and the SK can be 8 and 12 bits. The SC has six options:
Barker codes of 5, 7, 11, and 13 bits, and Walsh-Hadamard
codes of 16 and 32 bits. Barker codes are often deployed in
DSSS applications, as they provide low auto-correlation and
low cross-correlation with other bit sequences [49]. Moreover,
a 11 bit Barker code is applied in the 802.11b standard.
Walsh-Hadamard codes, being mutually orthogonal, are often
deployed in CDMA applications, which is a multiuser form of
the DSSS [48]. The developed transmitter, transceiver repeater,
and receiver applications, called virtual instruments (VIs) in
LabVIEW, are each executed on a separate laptop, which is
connected to a corresponding SDR.

D. System Functionality
1) Fault detection is based on signal processing. Signal pa-

rameters fluctuate within a range of certain limit values under
normal conditions, and exceeding these limits is interpreted
as a fault. The limits are determined by a healthy channel
estimation, and are dependent on the channel conditions.

2) Fault location is interpreted by the received signal in
the transceivers. An intermediate Tx/Rx may detect a faulty

segment in the grid, and send an error message or information
about the grid condition downstream to the LV grid. As
transceivers are installed at every MV/LV transformer, each
MV branch can be monitored.

III. Fault Detection, Sensitivity Analysis, and
Transformer Bypass Performance Assessment

A. Fault Detection Tests
To evaluate signal processing as a base for fault detection

in the proposed system, a series of tests were performed. The
second target was to estimate the fault detection time and its
compliance with the requirements set in [8], [9]. The laboratory
setup for the tests is illustrated in Figs. 5 and 6; the receiver
was coupled on the MV side of the MV/LV transformer. In this
way, the PLC channel was deployed without signaling through
the MV/LV transformer, but between the two transformers. The
test was performed over the AXMK power cable with a 2 dB
attenuator. During the test SNR was 12 dB. For the transmitter,
a signal amplifier TS200 by Accel Instruments was used. Band-
pass filters (pass band of 140–500 kHz) were applied; the
schematic of the filters is presented in Fig. 7. A receiver
amplifier was also used at the receiver SDR (Fig. 8). The
signaling center frequency was 200 kHz and the bandwidth
was 200 kHz. The DSSS communication system presented in
[32] was used with an SC of five bits and an SK of eight bits.

Fig. 4. Block diagram of the implemented DSSS algorithm into SDRs [32].

Fig. 5. Laboratory test setup used for the fault detection, DSSS sensitivity
analysis, and bypassing signaling tests. Signaling is performed in the MV side
of the transformer. An optional bypassing circuit, including coupling interfaces
and radio equipment, is presented in the dashed circle.
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Signaling was carried out cyclically in an automated manner;
first, the signal transmission was performed for 4 s, and
then, the transmitter was in the idle mode for 1 s. The idle
mode represented a LoM fault scenario, when signaling was
interrupted. The signal receiver was continuously performing
signal reception, measuring the received signal parameters and
exporting them (at 15 s intervals). The receiver provided BER,
bit rate, and processing latency values with a 1 ms resolution
for the whole test period. In order to investigate if the fault
point can be distinguished, time periods of 1 s before, 1 s of the
fault period (idle mode), and 1 s after the fault were analyzed.
The mean value of each parameter during the respective period
in each test cycle was calculated and presented in Fig. 9.

As can be seen, the latency characteristic provided the
highest sensitivity to a fault among the parameters under
consideration. In the case of a loss of the signal, the mean
processing latency rapidly increased from 23.8 ms to 89.3 ms,
and after the fault, it decreased to a value of 27.7 ms (Fig. 9).
During the loss of the signal, the channel noise is interpreted
as a signal. This issue intensifies with short SCs, as a smaller
number of consecutive noise bits can be interpreted as a DSSS
packet. The BER increased in the case of a fault, and the bit
rate decreased. This can be explained by the fact that they
were measured in 15 s time periods, not considering each

Fig. 6. Test setup build in the laboratory. Tx – a transmitter SDR, Rx – a
receiver SDR, Tx/Rx – a transceiver SDR.

Fig. 7. Schematic of the PLC band-pass filter. The pass band is between 140
kHz and 500 kHz.

received data packet separately. This approach is due to the
calculation power limitation of the controlling PC. Both BER
and bit rate parameters fluctuated less than the latency. Bit
rate parameter has a noticeably lower change rate between the
fault and after-the-fault states comparing to BER and latency
parameters. Therefore it can be considered the least feasible for
fault detection. It can be concluded that the following algorithm
should be applied (Fig. 10): first, latency, as the most sensitive
parameter is evaluated, then if the warning limit is exceeded,
the BER parameter is evaluated in the derivative form and
compared to the corresponding limit value. If the second limit
is also exceeded, it means that the grid is in the island mode.

Fig. 8. Schematic of the PLC signal amplifier at the receiver.
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Fig. 10. Islanding detection algorithm, performed by the signal receiver.
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As the mean processing latency under normal operation
conditions is 23.8 ms, exceeding this limit can be considered
a fault. Nevertheless, it should be noted that a faulty packet
may be received under normal operation conditions as a
result of a fluctuation in channel conditions (e.g. impulsive
noise; load impedance variation causing impedance mismatch).
Therefore, a certain number of consecutive faulty packets,
which is interpreted as an islanding condition, should be set in
the fault detection algorithm. Depending on this number, the
fault detection time may differ, being a multiple of 23.8 ms
(latency for a single packet) in the conditions under study.
The obtained ID speed is comparable with the PLC-based
solutions available and meets the requirements of the applica-
ble standards [8], [9], [15], [29], [30]. Moreover, as observed
in [32], the signal processing latency and thereby the fault
detection speed and sensitivity, when deploying a channel with
constant characteristics, mainly depend on the settings of the
DSSS signaling. Different SC and SK can provide a clearer
distinction between normal and fault conditions when the
signaling parameters are monitored, also minimizing the issue
of the channel noise being interpreted as a signal. Moreover,
different DSSS parameters can provide a different system
applicability range considering SNR.

B. Sensitivity Analysis
A DSSS sensitivity analysis is carried out to investigate

system’s performance against variation of a signal-to-noise
ratio (SNR) – changing of BER,bit rate and latency parameter
values, while the SNR and the DSSS settings (SC and SK)
and modified.

It is important to notice that the SNR varies both during
normal grid operation as a result of inconstant channel con-
ditions, and in the case of islanding when the signaling is
interrupted. Sensitivity is estimated by measuring the received
signal parameters; BER, bit rate, signal latency with different
DSSS settings on different SNR levels. Consequently, this
analysis allows to determine the DSSS settings, i.e., the SC
and SK, which provide the highest fault detection speed and
communication throughput under various SNRs.

The sensitivity analysis was performed in the test setup pre-
sented in Fig. 5, when bypassing was not used. Six alternative
SCs and two alternative SKs were used (Fig. 11). A signal
attenuator, added to the channel, was used to adjust the SNR.
In the tests, attenuations of 2, 5, 8, 10, 12, 14, 16, 20, 25, and
27 dB were added, providing an SNR range of –13–12 dB.
After adding the attenuator to the setup, the tests were run
automatically in accordance with the program (Fig. 11) with all
possible DSSS settings for approximately 12 hours. Then, the
test was paused, and the SNR was decreased by adding more
attenuators to the channel. After that, the tests were continued
in an automated manner for 12 hours at each SNR level.

C. Sensitivity Analysis Test Procedure
The measurement results for BER, bit rate, throughput, and

latency with SK=8 and SK=12 are presented in Fig. 12. In each
plot measurement results under different SCs are provided.

1) BER: As can be seen for both SK options, a longer
SC provides a lower error rate over the whole SNR range.
Moreover, the settings with a longer SK provide a lower BER
than the measurements with the same SC. The shorter the
SC, the higher the probability that random noise bits can be
interpreted as an actual spreading code. If the SK is short,
then there is a high probability that noise bits are interpreted
as valid synchronization key and following bits are considered
as valid data. This way short SC and SK contribute to a higher
BER.
2) Bit rate: We can see that the settings with SK=12 provide

lower bit rate values than the settings with SK=8. For SK=8
longer SCs provide a lower bit rate, while for SK=12 longer
SCs provide a higher bit rate. This could be explained by the
receiver with a short SC interpreting noise in the channel as a
transmitted signal, which increases both the BER and bit rate.
Moreover, a lower SK increases the number of data bits in the
packet, which increases the bit rate.
3) Throughput is used to combine the obtained BER and

bit rate measurements and achieve a more complete signal
characteristic. Throughput reflects the number of correct data
bits received per second. The throughput values are calculated

T hroughput = (1 − 2 · BE R) · BitRate. (2)
A longer SC contributes to a lower BER, and a shorter SK
means a higher number of data bits in each transmitted packet
and thereby a higher bit rate. Both statements are valid for the
throughput characteristic.
4) Latency describes the time elapsed between two received

and processed data packets, thus being crucial for determining
the fault detection time of the proposed system. For SK=8 the
shorter SCs provide a lower latency. The difference between the
characteristics decreases with an increase in SNR. For SK=12
the difference between the characteristics is less noticeable,
and several intersections can be seen. Considering the mean
latency values and the small difference between the results,
it can be concluded that longer SCs provide a lower latency,
which is opposite to the scenario for SK=8. Comparing these
two graphs, it can be seen that the latency values for SK=8 are
lower, which means that a shorter SK provides a lower packet
processing latency.

D. Bypass Technique Assessment
A test setup presented in Fig. 5 was used for the bypass

scheme evaluation tests. Unlike in the scheme presented in
Fig. 2, no transmitter amplifier was used in the bypassing.

Fig. 11. Lab test procedure. Six SCs and two SKs are deployed for signaling
on each SNR level.
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Fig. 12. Measurement results for different settings of SC and SK under different SNR values. Left column; SC=8 bits, right column; SC=12 bits.

Based on the sensitivity analysis, a setting of (SC=13, SK=8)
was chosen and applied in each SDR. The aim of the tests was
to demonstrate in which channel conditions (considering SNR)
bypassing can enhance fault detection, in other words, increase
the detection speed and provide a higher throughput. Moreover,
the target was to determine the conditions in which it is vital
to apply the bypassing. The latency in the intermediate SDR
was a source of concern, as the additional processing latency

may decrease the total fault detection speed.
As in the sensitivity analysis, the signal parameters were

monitored during several measurements with different signal
attenuation values, and thus, under different SNR conditions.
To compare the operation with and without a bypassing, the
obtained characteristics were presented in the same figures with
the original ones, whereas the SNR values were presented for
the original channel (without bypassing). The throughput and
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latency characteristics are presented in Fig. 13.
The throughput characteristic was calculated with (2). The

point with the highest SNR (12 dB in the initial channel)
excluded, the bypassing scheme provides a higher through-
put. The latency characteristic sums the processing latency
in the transceiver (reception+transmission) and the receiver
SDR. Similar to the throughput characteristic, the latency
characteristic is less fluctuating than the characteristic for the
conventional signaling scheme, and the signal latency is lower
when bypassing is used. Nevertheless, with the SNR levels
higher than 4 dB (in the original channel), the processing
latency for bypassing was higher.

IV. Results and Analysis
A. Parameter Estimation

The DSSS setting to be used in the system has to provide
the highest fault detection speed and throughput among all
tested settings. Fault detection speed is defined by the process-
ing latency. Therefore, throughput and latency characteristics
obtained during the sensitivity analysis were considered.

When considering the throughput, the setting (SC=13,
SK=8) provides the highest total average throughput, whereas
the settings (SC=32, SK=8) and (SC=16, SK=8) provide
slightly worse results. Taking into account the processing
latency, the setting (SC=5, SK=8) demonstrates the smallest
average latency value, but also a little sensitivity to SNR, and
thereby to LoM (Fig. 12). Thus, the setting (SC=5, SK=8) can
not be accepted for the system. Therefore, the setting (SC=7,
SK=8) becomes the most feasible one for the application, ahead
of settings (SC=13, SK=8) and (SC=16, SK=8).

Finally, taking all the studied characteristics into account,
we may conclude that the setting (SC=13, SK=8) is the most
beneficial one for the system in the test setup under study.
Alternative and less preferable options are the settings (SC=32,
SK=8) and (SC=16, SK=8).

B. Bypass Scheme Efficiency
According to the obtained results, if the SNR level on the

MV side of the transformer is below 4 dB, a bypassing scheme
has to be applied. The throughput may increase significantly,
whereas the processing latency will decrease even if the latency
in the transceiver SDR is taken into account. At the same time,
with a higher SNR, we can see that the mutual interference of
the original signal and the bypass signal results in a lower
throughput and a higher latency.

The average processing latency reaches 33 ms with SNRs
above 4 dB, when the bypassing scheme is not used. With
lower SNRs when the bypassing scheme is applied, the average
latency is up to 58 ms. The fault detection time is a multiple
of the processing latency, and thus, the requirements set in
[8], [9] are met in both cases. A throughput of 176 bits/s was
achieved in the SNR range under study.

V. Conclusion
A novel NB-PLC-based anti-islanding system employing

DSSS modulation for continuous signaling was proposed. The
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Fig. 13. Comparing the measurement results for the signal throughput under
different SNR values for SC=13 SK=8 in the setup with and without a bypass
circuit with an intermediate transmitter.

developed fault detection algorithm based on the received
signal analysis was validated by laboratory tests using SDRs.
The achieved fault detection speed (min. 33 ms in the studied
SNR range) meets the requirements of IEEE Std. 929-2000
and 1547-2003. Estimated signaling distance exceeds 10 km. A
DSSS sensitivity analysis was performed and settings (SC=13
SK=8, SC=16 SK=8, SC=32 SK=8) providing the highest fault
detection speed and throughput were defined. The transformer
bypassing scheme was tested and its feasibility for the signaling
concept was proved. During the next phase of the concept
development a multiuser communication applying the chosen
DSSS settings in the CDMA configuration will be studied.
System operation will be examined during consequential lab-
oratory and field tests in the MV/LV grid.
Considering the study limitations, we may refer to the

computation power of the PC in which the fault detection
algorithm was executed. In order to minimize the influence of
this component, longer test periods are needed. Moreover, the
test measurements did not include or consider channel noise
components, but only channel attenuation. Therefore, results
have to be verified in distribution grids in the field.
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