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Software maintenance costs are growing from year to year because of the growing soft-
ware complexity. Currently, maintenance may take up to 92 percent of the whole project
budget. To reduce the complexity of the developed software, engineers use different ap-
proaches. Microservice architecture offers a novel solution to the problem of distributed
applications’ complexity. The microservice architecture relies on the comprehensive in-
frastructure, which reduces the complexity of the application.

Several large companies have successfully adopted the microservice architecture, but not
many studies have examined microservice applications testing and quality assurance. In
addition, smaller companies are showing interest in the microservice architecture and
trying to adopt it using different infrastructure solutions to reduce software development
and maintenance costs or to integrate legacy software into newly developed software.
Therefore, we explore the possible approaches to microservice testing, describe the mi-
croservice testing methodology, and use design science to implement the microservice
testing service that adopts the described methodology.

This study provides an analysis of different software testing techniques and offers a
methodology for microservice testing. In addition, an example implementation illustrates
the described methodology.
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Chapter I

Introduction

The budgets of the global IT sector are steadily growing from year to year, and that
indicates an increase in the complexity of problems, solved by the software being de-
veloped (Stanley, 2017). Companies try to reduce development and maintenance costs,
and therefore attempt to reduce software complexity. The complexity of software has
two varieties: accidental complexity and essential complexity (Brooks, 1987). Accidental
complexity is the set of problems that are provoked by engineering tools and can be
fixed by software engineers, while essential complexity is caused by the subject area and
cannot be ignored (Brooks, 1987). According to the definition, essential complexity is
impossible to reduce, but accidental complexity can be shifted to some automated infras-
tructure. Companies and developers have attempted to follow this approach and have
created different software development techniques as a result (Thönes, 2015).

Web service architecture was a response to the rising market demands and consumer
dissatisfaction in the security and reliability of software on the market when the web
service concept emerged (Erl, 2005). The main idea of web services was the provision of
remote resources, which may belong to different owners (OASIS, 2006). Papazoglou and
Georgakopoulos (2003) state that the services are open, self-determining software com-
ponents that provide a transparent network addressing and supporting the fast building
of distributed applications. However, over time, for example, a single database may grow
too large to store and process with a single service. This fact has led to the separa-
tion and orchestration of more than one service (Thönes, 2015). Cloud computing, a
"promising paradigm that could enable businesses to face market volatility in an agile
and cost-efficient manner" (Hassan, 2011), then took form and was widely adopted by
software engineers. The concept of cloud computing and a Platform-as-a-Service (PaaS)
approach allowed developers to bypass the physical restrictions of hardware and use vir-
tualized resources, for example, disk space or CPU time. Such opportunities led to the
ability to implement a single application as a set of independent services, where each
dedicated service has its own responsibility and can be managed automatically. This
approach enables software developers to reduce development complexity by shifting ac-
cidental complexity to the infrastructure and focusing on the essential complexity of the
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14 1. Introduction

problem (Thönes, 2015). The described approach drove the emergence of a microservice
architecture.

Microservice architecture implies that the application is implemented as a set of isolated,
independent and autonomous components, working in their own virtual machines (Merkel,
2014). A single microservice provides transparent access to its functions and imple-
ments dedicated business capability. Microservices usually store their state in an isolated
database and communicate with other services using some non-proprietary protocol; mi-
croservice interfaces are usually implemented in accordance with the REST API style
(Fielding, 2000). Compared to a more traditional client-server architecture built around
a single database, microservice architecture has several advantages: as long as each mi-
croservice has its own responsibility and is logically isolated, the workload can be scaled
according to a required external load. In addition, microservices may be developed and
maintained by different teams. The distributed nature of microservices also enables
developers to use different programming languages, frameworks or operating systems
within a single microservice application to reduce development and maintenance com-
plexity. Responsibility isolation also leads to the reusability of existing microservices
because of weak coupling between microservices. The weak coupling also enables devel-
opers to modify some parts of the system without changing or redeploying the whole
system if a microservice contract is not changed. This makes systems development and
maintenance less costly and more efficient, as has been illustrated by Amazon, Netflix,
and eBay (Runeson, 2006). These companies implemented their infrastructure according
to the microservice style because they faced challenges in their software in scaling and
adapting to the high load.

Growing software complexity and coupling leads to a higher probability and seriousness
of faults (Sogeti, 2016). Sogeti’s report states that chief executive officers and IT man-
agers should concentrate on the quality assurance and testing of their products to prevent
possible faults and, therefore, to prevent major financial losses for the company (Sogeti,
2016). Those goals may be reached only through comprehensive software testing. This
study describes a microservice testing service that gives companies special testing and
deployment instruments. Those instruments enable development teams to test the mi-
croservice application as a whole, as well as dedicated microservices. This type of testing
usually imposes additional requirements on the developed software and makes the de-
velopment process somewhat predefined. Such an approach may increase development
costs.

This study focuses on microservice testing methodology development, testing service
development, and evaluation.



Chapter II

Microservice testing

Microservice architecture is a relatively new development approach and mostly adopted
by large companies. Microservice development is not as formalized as other development
approaches, so each implementation may have different features, and the only similarity
is the infrastructure. According to our knowledge, there are no well-known or widely
adopted general microservice application testing approaches. The implementation of the
microservice testing service requires microservice architecture analysis to highlight the
similarities between microservice architecture and other distributed computing architec-
tures and approaches and to describe the general approach to microservice application
testing. As the starting point, we used the ISO/IEC 29119 software testing standard and
the ISO/IEC 25000 software quality standard series (ISO 25010, 2011; ISO 29119, 2013).

Clemson introduces possible microservice testing strategies (Clemson, 2014). This study
describes microservice testing at the component, integration, and system levels, as well
as mock testing. Mock testing is aimed at creating entities that are simplified represen-
tations of real-world objects. Such an approach is useful in microservice system testing
but is not enough for comprehensive microservice application testing.

Other distributed computing techniques appear to be very similar, and they are applied
to different levels of business logic to implement the system. For example, the actor
programming model operates actors: programmatic entities that can make local deci-
sions, send and receive messages from other actors, and create new actors. This model
is used within a single computational node or local network to imitate a large number
of entities communicating with each other (Tasharofi et al., 2012). On the other hand,
service-oriented architectures are aimed at the wider service provisioning – for example,
the Internet.

2.1 Microservice architecture premises

Microservice architecture is a currently popular approach to building big systems (Thönes,
2015). The microservice approach is mostly used in connection with high load web ser-
vices. At first glance, the microservice architecture looks very similar to the existing
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16 2. Microservice testing

Figure 2.1:
Mainframe
client-server
architecture

Figure 2.2:
Two-tier
architecture

Figure 2.3:
Three-tier
architecture

software development approaches, for example, service-oriented architecture, actor pro-
gramming, or agent-oriented programming, but it cannot be described using existing
software development approaches. Therefore, we describe the premises that have led to
microservice architecture derivation.

In the 70s, mainframe computers used to be expensive, and their computational resources
were shared between several users. To address this issue, access to the mainframes was
implemented through remote terminals (King, 1983). This approach preceded the client-
server architecture because it allowed access to a remote resource through the network
using a lightweight terminal (Figure 2.1). Client-server architecture also implies that
one or more clients together with a server are parts of a single system to provide remote
resource usage (Sinha, 1992). Client-server architecture also concentrates business logic
in one place. Business logic contains the rules that determine how data is processed
within a domain (Wang and Wang, 2006).

The client-server architecture later evolved into a two-tier architecture. A two-tier ar-
chitecture implies that the software architecture is separated into two tiers: the client
tier and the server tier (Gallaugher and Ramanathan, 1996). This architecture is usually
implemented as a set of clients working with a single remote database. Business logic is
implemented on the client tier, while the server tier is only responsible for data storage
(Figure 2.2). This approach has several drawbacks that limit its applicability: a large
number of connected clients can produce high load on a server, and this connection is
usually not secured. Consequently, a two-tier architecture is usually implemented within
the local network of one organization: the local network may be physically separated
from the global network, while the number of clients is conditionally constant. In ad-
dition, any business logic change leads to a need to manually update all clients, which
may be difficult within a global network (Gallaugher and Ramanathan, 1996). These
drawbacks may be solved using security policies within the enterprise’s local network.

Global network development has led to the evolution of distributed systems and remote
resource delivery rules, and the two-tier architecture has been replaced by a three-tier one.
A three-tier architecture implies that the architecture is logically divided into three levels:
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the presentation tier, the logic tier, and the data tier (Helal et al., 2001) (Figure 2.3):

1. The presentation tier handles the user interface and communication. This tier is
usually the only tier available to end-users, and end users cannot directly commu-
nicate with the data tier. In addition, the presentation tier usually has a minimal
amount of business logic (Helal et al., 2001).

2. The logic tier is responsible for the business and domain logic of the application.
This tier transforms data from the data tier to the domain logic objects for the
presentation tier and handles requests that the end-user submits using the presen-
tation tier. The software implementation of the logic tier is called the application
server (Helal et al., 2001).

3. The data tier provides persistent data storage. This tier is usually implemented
as a database server and used as a storage. Database management systems offer
different functions to implement parts of the business logic in the database, such
as stored procedures, views, and triggers, but in the three-tier architecture, those
functions are often considered as bad practices because business logic should be
implemented only on the logic tier (Helal et al., 2001).

Scalability is the capability of a system, network, or process to handle a growing amount
of work, or its potential to be enlarged to accommodate that growth (Bondi, 2000). A
three-tier architecture provides higher scalability capabilities than a two-tier architecture
because a three-tier architecture relies on thin clients and implements business logic in
a single place. The three-tier architecture is usually scaled with new instances of the
application server. Such an approach to scaling can be taken if the system is implemented
as a black box that accepts a specific set of requirements as an input, processes those
parameters, and discards the session (Bennett et al., 2000). This approach increases the
load on the data tier and makes it a bottleneck (Fox and Patterson, 2012), requiring
many resources for scaling.

A three-tier architecture solves the essential problems of a two-tier architecture, but a
rising number of clients still poses challenges to the system scalability. To address the
growing number of clients and the increasing system complexity, developers started to
split web services into several logical parts (Sahoo, 2009). Each of those parts han-
dles a slice of the business logic and can be scaled separately. This approach offers less
overhead for large web systems, but also requires service orchestration and communica-
tion (Aalst, 2013). It is known as service-oriented architecture (SOA) (Gold et al., 2004),
a paradigm for organizing and utilizing distributed capabilities that may be under the
control of different ownership domains (OASIS, 2006). SOA implies that the system is
implemented as a set of logically independent services, communicating using standardized
protocol (OASIS, 2006). Several different implementations of SOA and communication
protocols incompatible with each other, which made the adoption difficult. In addition,
SOA services were usually extensive enough to make deployment and maintenance more
difficult than in a single web service (Fox and Patterson, 2012). However, SOA enables
software companies to divide their software development between different teams with
different backgrounds, and sometimes those teams may be geographically distributed.
This approach is known as global software development (GSD) (Herbsleb and Moitra,
2001) and has successfully been adopted by the software development community.
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Computational resource virtualization has enabled software engineers to use remote re-
sources more easily and to reduce maintenance cost (Linthicum, 2010). A virtual machine
offers the same environment for development, testing and production, and it may be con-
figured once and then replicated to several physical servers. Service-oriented architecture,
based on virtualized resources, has led to the emergence of microservice architecture.

Several large companies have successfully implemented the microservice architecture and
published results indicating that microservice architecture may reduce development and
maintenance costs. For example, Netflix has presented its Platform as a Service (PaaS)
infrastructure solution and legacy service integration (Bryant, 2014).

Microservices are built around business capabilities and deployed independently using
special deployment automation (Lewis and Fowler, 2014). There are various solutions
for container virtualization and microservice automation, including those presented by,
for example, Vamp (2014), Docker (Docker, 2014; Merkel, 2014), and Mesosphere (2014).
The key difference between a microservice architecture and other distributed computing
approaches is the ability to create new microservices: in the microservice architecture,
only the infrastructure can create new instances of microservices to handle the chang-
ing load. In other distributed computing approaches, intelligent agents, for example,
can create new agents if the task requires this. Microservice platforms usually include
automatic scaling mechanisms and the gathering of performance metrics, but they lack
testing features that are necessary for complex microservice applications.

2.1.1 Cloud computing

The idea of cloud computing was first mentioned in 1996, and this idea is close to utility
computing (Feeney et al., 1974). Utility computing is a concept of resource delivery on
demand, just like water and electricity. It means, that users should have easy network
access to remote pools of configurable computational resources on demand (Bohn et al.,
2011).

Cloud computing may be defined as a parallel and distributed system consisting of a
collection of inter-connected and virtualized computers that are dynamically provisioned
and presented as one unified computing resource or more based on service-level agree-
ments established through negotiation between service providers and consumers (Buyya
et al., 2009). This definition highlights two features of cloud computing: virtualization
and dynamic provisioning. Virtualization is the abstract representation of computing
resources that enables a single physical computational node to run several different oper-
ating system instances (Barham et al., 2003; Buyya et al., 2009). Dynamic provisioning
implies that computational resources – for example, CPU time, RAM, and disk space –
are available on demand and paid upon use (Lu and Chen, 2012; Buyya et al., 2009).
From the customer point of view, cloud computing may be defined as the applications
delivered as services over the internet and the hardware and system software in the data
centers that provide those services (Armbrust et al., 2009). This definition mostly con-
centrates on service provisioning but ignores underlying technical aspects, such as the
virtualized infrastructure.

The National Institute of Standards and Technologies (NIST) defines cloud computing
as a model for enabling ubiquitous, convenient, on-demand network access to a shared
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pool of configurable computing resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released with minimal management
effort or service provider interaction (Bohn et al., 2011; Mell and Grance, 2011). The
NIST definition distinguishes three basic service models (Mell and Grance, 2011):

1. Software as a Service (SaaS) represents the consumer’s capability to use the provider’s
applications running on a cloud infrastructure. The applications are accessible
from various client devices through a client interface, such as a web browser. The
consumer does not manage or control the underlying cloud infrastructure includ-
ing a network, servers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-specific configuration set-
tings (Bohn et al., 2011; Mell and Grance, 2011; Olsen, 2006).

2. Platform as a Service (PaaS) is the capability to deploy onto the cloud infrastruc-
ture consumer-created or acquired applications created using programming lan-
guages, libraries, services, and tools supported by the provider. The consumer
does not manage or control the underlying cloud infrastructure including a net-
work, servers, operating systems, or storage, but has control over the deployed
applications and possibly configuration settings for the application-hosting envi-
ronment (Bohn et al., 2011; Mell and Grance, 2011).

3. Infrastructure as a Service (IaaS) is a service model that implies that customers
control computational resources, storage, the network, and other resources. For
example, customers can install and run custom software, such as operating systems,
frameworks, or applications. A customer can control and choose the provided
services, such as firewalls and DNS settings. The physical network, host operating
systems, physical storage, and other physical infrastructure are controlled by the
cloud provider (Bohn et al., 2011; Mell and Grance, 2011).

Cloud computing service models are not limited to SaaS, PaaS, and IaaS. Some studies de-
fine additional service models: for example, Software Testing as a Service (STaaS) (Aalst,
2010), or even Everything as a Service (XaaS) (Duan et al., 2015), but these models usu-
ally fall under the scope of the three basic ones.

Cloud computing is difficult to implement without virtualization technologies (Yau and
An, 2011). Virtual resources allow to abstract the underlying logic from the environment
and bypass the physical limitations of the hardware, for example, the geographical lo-
cation. In addition, virtual machines may be used on a higher level of abstraction. For
instance, PaaS allows to host virtual containers and adopt such a system for a changing
load with container duplication (Rhoton and Haukioja, 2011). In practice, containers
are often understood as a lightweight equivalent of virtual machines. Containers make
available protected portions of the operating system – it means that containerization
is based on isolated root namespaces, supported by the operating system kernel. Two
containers running on the same operating system do not know that they are sharing re-
sources because each has its own abstracted network layer, processes, and so on (Merkel,
2014). Containerization technology is closely linked with the term ’DevOps’. DevOps
represents the combination of software development (development) and system adminis-
tration (operations) (Ebert et al., 2016). Containerization technology enables developers



20 2. Microservice testing

to use the same environment during development, testing, or production deployment, and
DevOps also widely used in microservice development (Balalaie et al., 2016). DevOps,
cloud computing, and SOA were linked even before microservice architecture introduc-
tion (Hosono et al., 2011). All of these technologies together aimed to shorten software
delivery time; in other words, continuous delivery (Pawson, 2011) – an approach that is
intended for the manual delivery of new versions of the software.

Cloud computing reduces hardware expenses and overheads in software development, es-
pecially in small projects, because a customer can rent only the resources that they need,
and pay only for the resources that they actually used (Leavitt, 2009; Marston et al.,
2011). This paradigm is known as pay-per-use (Durkee, 2010). Generally, cloud comput-
ing makes the software engineering process more agile and cost efficient (Patidar et al.,
2011), but imposes more requirements on the developed software in exchange (Grundy
et al., 2012; Sodhi and Prabhakar, 2011). For example, SaaS applications require greater
effort in testing because they may deal with millions of customers and should be able to
fulfill their requirements (Riungu-Kalliosaari et al., 2013).

2.1.2 Microservice architecture

In this study, we understand microservice architecture as a subset of SOA because mi-
croservice systems meet all of the requirements, imposed to SOA (Papazoglou and Geor-
gakopoulos, 2003): they are reusable, have a standardized service contract, are loosely
coupled, encapsulate business logic, are composable, are autonomous, and are stateless.
In addition, it is also possible to test dedicated microservices using existing SOA testing
mechanisms or tools.

Microservice architecture is usually compared with the more common three-tier architec-
ture. The application server in the three-tier architecture usually works in one operating
system process. Such a system is easy to develop and maintain, but it is generally hard
to scale for a changing load (Sneps-Sneppe and Namiot, 2014). Microservice systems are
more complex to develop, but the microservice architecture is intended to be scalable.
As the system consists of small services, infrastructure can create new instances of the
most loaded microservices, creating less overhead and requiring less maintenance because
microservices rely on containerization technology instead of virtualization (Kang et al.,
2016). This has led several large companies to adopt microservices (Thönes, 2015). For
example, Thönes (2015) describes reasons that made Netflix, a large media provider,
to refactor its whole infrastructure according to the microservice style. Netflix decided
to shift the accidental complexity from the software to the infrastructure because there
are currently many ways to manage accidental complexity at the infrastructure level:
programmable and automated infrastructure, cloud services, and so on. Netflix is an
example of the successful implementation of the microservice system and illustrates how
to change the existing infrastructure to the microservice one. In companies such as Net-
flix, eBay, and Amazon, the microservice approach their IT solutions less expensive to
maintain as well as makes them more stable and predictable (Thönes, 2015). Amazon
originally started with a monolith web service with a single database aimed for online
shopping but later faced performance issues especially during holidays, when the number
of customers rose. The wave of clients could be handled by increasing the amount of
hardware, but this hardware was not in use during the working days. To solve this issue,
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Figure 2.4: Differences between monolithic and microservice architectural styles

Amazon decided to rent out its computational resources when they were not in use, thus
launching Amazon Web Services (AWS) (Rhoton and Haukioja, 2011). AWS was the
first large-scale and commercially successful application for the provision of distributed
resources that enabled the adoption of a microservice architecture.

Figure 2.4 shows the differences between three-tier architecture (also called monolith)
(Figure 2.4, left) and microservice architecture (Figure 2.4, right). The application
server in the monolith applications often works as one process and handles business
logic, Hypertext Transfer Protocol (HTTP) requests from the user, communicates with
the database and generates some output, for example, Hypertext Markup Language
(HTML) or JavaScript Object Notation (JSON) responses. To handle an increasing
load, the system administrator creates duplicates of the application server process. Such
an approach imposes high overheads because process duplication also involves pieces of
code that are not highly loaded. For example, if the hardware is not able to handle a large
number of requests to the Component 1, the whole application instance should be dupli-
cated, while in microservice architecture, it is possible to duplicate only the microservice
that implements the required functionality (Figure 2.4). Changes to code require the
redeployment of all of the application server processes, which may be difficult.

Lewis and Fowler (2014) mention that it is generally difficult to maintain a good modular
structure when developing large applications. Therefore, companies have to divide a large
application server physically into smaller modules and develop them separately. Such an
approach also facilitates companies to outsource the development and maintenance of
some modules while keeping the service contract untouched. Such an approach was
introduced by Jeff Bezos in the early 2000s and called "You build it, you run it" (Vogels,
2006). All modules are hosted and deployed separately and can be adjusted in an agile
manner to conform to a changing load. This is one of the main reasons for large companies
to adopt a microservice architecture (Mauro Tony, 2015).

The fine-grained architecture of microservice systems has also been influenced by the agile
development paradigm (Beck et al., 2001), and the microservice architecture follows agile
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principles, such as customer satisfaction, adaptation to changing requirements, and close
relationships between business and software engineers (Zimmermann, 2017).

2.2 Software testing techniques

Software quality assurance and testing focus on understanding the quality of the soft-
ware under specific requirements (Kaner, 2006). Software quality is generally difficult
to define, and there are several different definitions for it (Blaine and Cleland-Huang,
2008; Kitchenham and Pfleeger, 1996; Sommerville, 2004). In this study, we understand
software quality as the capability of a software product to satisfy stated and implied
needs when used under specified conditions (ISO/IEC, 2005). Software quality has two
aspects: external and internal software quality. External software quality is the ability
to demonstrate the intended behavior, and internal software quality mostly targets static
parameters, such as architecture and structure (ISO/IEC, 2005).

Web services introduce new challenges for stakeholders involved in test activities, i.e. de-
velopers, providers, integrators, certifiers, and end-users (Canfora and Di Penta, 2009).
These challenges are linked with the architecture, operational environment, and in-
creasing number of customers. Unlike desktop applications, web services, including
microservice-based systems, work in a special environment, and their quality assurance
may involve more activities than that of stand-alone software. Cloud-based applications
face more challenges in testing, including an on-demand test environment, scalability,
and performance testing, testing security and measurement in clouds, integration test-
ing in clouds, on-demand testing issues and challenges, and regression testing issues
and challenges (Zech et al., 2012). These issues are mostly linked with the nature of
the clouds: cloud-oriented applications are difficult to deploy and test locally, and the
quality of the cloud infrastructure should be defined by the cloud provider in a service-
level-agreement (Gao et al., 2011).

Generally, software testing methods may be divided into two categories: black box test-
ing and white box testing (Kasurinen et al., 2009; Kit and Finzi, 1995). The key dif-
ference between these techniques is the amount of information of the system structure.
This means that black box testing techniques do not use the information about the sys-
tem’s internal data processing and use only information such as system specification,
service contract, and a common sense. In contrast, white box testing techniques can
access the internal logic of the application to find comparable test cases, for example,
boundary values linked with the business logic of the developed application. Black box
testing and white box testing may be associated with external and internal software
quality, respectively. In real application testing, both categories are used. The ISO/IEC
25000 (ISO/IEC, 2005), ISO/IEC 25010 (ISO 25010, 2011), ISO/IEC 29119 (ISO 29119,
2013) and IEEE 1012 (IEEE, 2012) standards describe different quality and software
testing aspects, but standards dedicated to microservice testing do not exist. Therefore,
to derive the microservice testing methodology, we need to analyze different distributed
computing testing approaches and their similarities with the microservice architecture,
including their advantages and disadvantages.
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Figure 2.5: Test design and implementation process (modified from ISO/IEC
29119-4)

2.2.1 Software testing standards

Software testing and quality assurance processes may be defined and explained differently.
For example, Heiser describes the software development cycle as a set of the following
steps: requirement specification, preliminary design, detailed design, coding, unit testing,
integration testing, and system testing (Heiser, 1997). This process is very general and
ignores challenges linked with distributed systems, deployment, and a virtual or cloud
environment. The ISO/IEC 29119-2 standard describes a general software testing process
that can be applied to the wider range of software. This process consists of six steps:
identify feature sets (TD1), derive test conditions (TD2), derive test coverage items
(TD3), derive test cases (TD4), assemble test sets (TD5) and derive test procedures
(TD6) (Figure 2.5).

The ISO/IEC 29119 (ISO 29119, 2013) standard describes different test levels and differ-
ent test types. As an example, in this study, we observe the component, integration, and
system levels, and performance, security, and functional testing types. To test microser-
vice systems, we use the information described in ISO/IEC 29119 as a starting point,
but we also follow microservice features described by Fowler and Lewis. This study con-
centrates on TD3, TD4. and TD5 because other testing process steps should be defined
according to the domain and application features.

To apply existing testing standards to the testing of microservice applications, we need
to analyze test levels and types and then choose examples of levels and types that explain
microservice testing. For the chosen levels and types, we pick possible test techniques,
that can be implemented in the microservice testing service. In our study, we selected the
component, integration, and system levels as test level examples for microservice testing
(Figure 2.6). Then, we implemented the selected test levels with corresponding features
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Figure 2.6: Test levels and types (ISO/IEC 29119-4 software testing standard,
modified)

within the microservice testing context. ISO/IEC 29119 (ISO 29119, 2013) describes
more test levels, but the described test levels were chosen to illustrate the applicability of
the microservice testing service to the microservice testing. The quality characteristics of
microservice applications and individual microservices can be derived from the require-
ments and functions of the system. The ISO/IEC Service Quality Requirements and
Evaluation (SQuaRE) standard (ISO/IEC, 2005) lists eight quality characteristics and
divides them into sub-characteristics. The quality characteristics and sub-characteristics
were used to select examples of microservice test types and further microservice test tech-
niques. As examples, we selected performance testing, security testing, and functional
testing.

2.2.2 Distributed systems testing

Microservice architecture shares similarities with multi-agent and actor approaches. The
multi-agent system is the system of multiple communicating intelligent agents (Jennings,
2000). Wooldridge (1997) defines an agent as an encapsulated computer system that
is situated in some environment and that is capable of autonomous action in that en-
vironment in order to meet its design objectives, but in practice, the intelligent agent
is understood as a programmatic entity that performs processing on a local or remote
computational node. On the other hand, the actor approach considers distributed com-
puting as a set of primitives called actors that can make local decisions, send and receive
messages from other actors, and create new actors if needed (Tasharofi et al., 2012).
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Even though the approaches above share many similarities with microservice architecture,
there are still many differences. For example, actors can create new actors to fulfill their
responsibilities, but in the case of a microservice, only the infrastructure can create new
microservices. Agents usually work at a lower level of abstraction than microservices.
In addition, microservices are virtual containers at the physical level, and an internal
container infrastructure should also be tested. Multi-agent systems testing implies that
the application should be tested at different levels – the component, agent, integration,
and multi-agent or system levels (Nguyen et al., 2011). Dividing the testing process
into levels makes the testing process easier because it is divided into several independent
steps. Each microservice may be considered as a dedicated software entity and tested
respectively. In comparison with actors, microservice architecture has more differences,
as well as in their testing. Actors can create other actors. In addition, actors usually
maintain their own state, while in a microservice architecture statefulness is usually
considered as a bad practice (Tasharofi et al., 2012). Differences are provoked by the
differences in the applications of those approaches, and therefore, actor systems are
usually tested using workflow testing techniques (Altintas et al., 2004).

2.3 Summary

Chapter 2 describes the background and scope of this study. It includes an overview of the
existing testing approaches and standards, as well as several distributed computing ap-
proaches and their differences with the microservice architecture. Microservice architec-
ture shares similarities with actor-oriented architectures, service-oriented architectures,
and agent programming, but it is not implemented at a higher level of abstraction. To
formulate the approach to microservice testing, we decided to combine different sources
and demonstrate the implementation of several test levels and types as an example of
the microservice testing.
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Chapter III

Research problem, methodology and process

In this chapter, we describe the research problem we want to solve, establish the research
question, and review possible research methods and choose the most appropriate one.
Then, we describe the application of the chosen research method. The selection of the
research method is based on the research question. We use the description of the mi-
croservice architecture by Lewis and Fowler (2014) as a basis to establish the research
question. Then, we use the research method taxonomy described by Järvinen (2012) to
choose the appropriate research method.

3.1 Research problem and its shaping

The demand for software testing grows from year to year, and software faults generate
remarkable losses for companies (Sogeti, 2016), and it is clear that software testing in-
creases the resulting quality of the software product (Tassey, 2002). On the other hand,
software engineers may choose the microservice architecture for high load web services,
but there is no standard for such an implementation. Therefore, different microservice
systems may be implemented in a different way, including protocols, formats, and infras-
tructure automation tools. This also leads to the conclusion that each company performs
microservice testing in its own way, depending on the infrastructure, deployment mech-
anism, and other factors, including the software development and maintenance budget.
It also means that microservices are usually not publicly available. This concerns also
microservice testing tools and explains why publicly available microservice testing service
is a novel artifact and needs to be implemented from scratch based on empirical obser-
vations. To select the proper research method, we first need to understand the research
problem and the domain. Microservice architecture is a relatively new concept, and there
are few studies concerning microservice testing. Our research problem is to develop a
microservice testing methodology, and an artifact, it’s novel software implementation.
This research problem leads to a research question that can be formulated as follows: Is
it possible to create a system that can be used as a general tool for microservice testing?

27
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3.2 Research methods

To choose the proper research method, we need to analyze the research problem and the
corresponding research methods. Figure 3.1 shows the taxonomy of the research meth-
ods, described by Järvinen (2012). This taxonomy distinguishes mathematical methods
from other methods because they work with the formal languages, for example, algebraic
units and other abstract entities, that are not directly linked with any real objects. Then,
the taxonomy distinguishes methods by the research question of the method. Approaches
studying reality contain two classes of research methods: studies that aim to stress real-
ity, and studies that are stressing the utility of the artifacts – something made by human
beings. Research stressing what is reality also have two subclasses – conceptual-analytical
approaches and approaches for empirical studies, which include theory-testing approaches
and theory-creating approaches. Conceptual-analytical studies deal with basic terms and
definitions behind theories; theory-testing approaches deal mostly with experiments that
can also be called field tests; theory-creating approaches include case studies, grounded
theory, etc. These approaches aim to create a theory based on empirical observations.
Artifact-centered studies are divided into two classes: artifact-building approaches and
artifact-evaluation approaches, but proper design science research includes both (Hevner
et al., 2004). Design science research requires engineers and stakeholders to impose spe-
cific requirements on the artifact, and the artifact should be evaluated to determine
whether it fulfills the imposed requirements or whether it solves the original problem.
Design science research is based on preliminary empirical studies to determine the re-
quirements and identify the problem, but the design science research process concentrates
on artifact creation and evaluation (March and Smith, 1995). This study focuses on the
creation and evaluation of a novel artifact, and therefore, we use design science as the
research method.

Figure 3.1: Järvinen’s taxonomy of research methods (modified)

3.3 Research process

In this study, we follow the regular design science process, described in Figure 3.2. This
process, described by Peffers et al. (2007), implies, that the research is divided into six
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Figure 3.2: Design science research method process model by Peffers et al.
(modified)

steps: problem identification and motivation, objectives and solution definition, design
and development, demonstration, evaluation, and communication. The design science
process may be initiated from different entry points, for example, it might be initiated
from a client or problem context. In this study, we decided to choose problem-centered
initiation and started from the analysis of different testing approaches. Then, we defined
the objectives and a possible solution as a set of requirements for a microservice testing
methodology. The design and development phase consisted of the methodology descrip-
tion, architecture derivation, and following software implementation. The implemented
testing service was published on an open source website and evaluated using example
microservices.

3.4 Related publications

The microservice architecture was described by Lewis and Fowler (2014), and it means
that this approach is relatively novel. A number of studies investigate microservice ar-
chitecture applications, but only a few deals with microservice applications testing. The
latter are mostly theoretical, which is why it is difficult to adopt those testing techniques
in practice. For example, Ford (2015) describes basic ideas regarding microservice sys-
tems development, monitoring, and testing approaches, but this study lacks practical
implementation.

Savchenko and Radchenko (2014) describe a prototype for distributed application de-
velopment. This platform was implemented as an infrastructure to support distributed
applications that consist of small independent components, implemented around business
capabilities. Those components can communicate only using a built-in message passing
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interface, and therefore, fulfill the external contract. This platform implements microser-
vice architecture logic on the low level of abstraction and is intended for use in business
capabilities automation.

A general process of software testing can be developed based on ISO/IEC and IEEE stan-
dards. The IEEE Standard for System and Software Verification and Validation (IEEE,
2012) describes the general process of verification and validation for a wide range of soft-
ware products. Verification includes activities associated with general quality assurance
– for example, inspection, code walkthrough, and review in design analysis, specification
analysis, etc. Validation usually aims to check whether the system meets the imposed
requirements or solves the original real-world problem. The IEEE 1012 V&V standard
defines software validation as a process of a component or system testing in order to
check, does the software meet original requirements (Geraci et al., 1991). Validation
consists of several levels: component testing, integration testing, usability testing, func-
tional testing, system testing, and acceptance testing. In practice, validation is usually
known as dynamic testing, while static testing is associated with verification, so in this
study, we mostly focus on the validation process.

3.5 Summary

This chapter described the research problem, research question, and research process
that was used in this study. Table 3.1 and Figure 3.3 summarize the research phases of
the whole study.
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Figure 3.3: Research phases and publications

Table 3.1: The research phases

Phase Phase 1 Phase 2 Phase 3 Phase 4
Research question How to cre-

ate a flexible
solution for a
business in-
frastructure?

How to test
microservice
systems?

How to build
microser-
vice testing
service and
evaluate it?

How to build
an early-
warning
system for a
wide range
of software?

Research method Design
science

Design
science

Design
science

Design
science

Reporting Publication I Publication
II

Publication
III, Pub-
lication
IV

Publication
V
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Chapter IV

Overview of the publications

This chapter presents an overview of the most important results expressed in the pub-
lications of this dissertation. Five publications, attached as an appendix, contain the
results in detail. All publications have been published separately in peer-reviewed scien-
tific conferences and a journal. This chapter briefly discusses each of the publications,
including their research objectives, main results, and their relation to the whole study.

4.1 Publication I: Mjolnirr: A Hybrid Approach to Distributed
Computing. Architecture and Implementation

4.1.1 Research objectives

The objective of this study was to design and implement a private PaaS solution called
Mjolnirr. This solution aimed at business infrastructure automation using a modular
approach. The modular approach reduces the maintenance and development costs, and
dedicated modules can be reused in other applications. The approach we investigated
and described within the development of the Mjolnirr platform fits the microservice def-
inition because the developed platform operates fine-grained and isolated components
that communicate using a message bus. Microservice systems are based on a container-
ization technology, while components in Mjolnirr are based on a Java virtual machine.
Mjolnirr platform development highlighted possible problems in the quality assurance of
microservice-like systems.

4.1.2 Results

In this study, we investigated possible problems in business automation and existing
solutions and offered a new solution to the problems. The study also presents an im-
plementation of the Mjolnirr platform that meets business automation needs. The main
features of the described platform are an advanced messaging system and support of
distributed computing at the level of architecture.

33
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Figure 4.1: Mjolnirr platform architecture

The Mjolnirr platform is intended to meet the following requirements:

• Costs should be reduced by using popular and well-maintained open source projects
as well as widely-used programming languages. In addition, the Mjolnirr platform
has the ability to work not only on dedicated servers but on unallocated resources on
personal computers within an organization. The use of idle resources may provide
savings in server hardware.

• Application development should be facilitated with a popular language and inte-
grated software development kit (SDK).

• New resources and legacy applications should be integrated with the help of built-in
modular application architecture.

The Mjolnirr platform architecture (Figure 4.1) was developed to meet the requirements
listed above. It consists of four basic component classes: Proxy, Container, Component,
and Client. The Proxy acts as a gateway of the platform. It provides and controls access
to the internal resources, manages the communication between applications, maintains
the message bus, and hosts system services: a user authentication module, a shared
database access module, a distributed file system module, etc. The Container is the entity
that is responsible for physical resource allocation and applications hosting. A Mjolnirr
installation may have several containers on different computational nodes, for example, a
server node or personal computer. The Container provides a virtualized infrastructure for
the applications and abstracts the custom applications in real hardware. It is important
to note that the term "container" in the context of the Mjolnirr platform is not the same
as, for example, the Docker container because it does not provide isolated namespace
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and operating system capabilities. Mjolnirr containers rely on Java Virtual Machine to
run custom Java applications within the dedicated network. The Component is a custom
application developed by third-party developers. The Component provides business logic
and is usually built around a single business capability. Optionally, the Component may
have an HTTP-based interface accessible to clients. The Client is an external application
that accesses the applications through the proxy.

4.1.3 Relation to the whole

This study was the starting point in understanding the practical needs of microservice
systems research. The Mjolnirr platform is not a microservice platform implementation,
but it partially follows the definition by Lewis and Fowler (2014) and can be used to
evaluate microservice testing techniques. The Mjolnirr platform was implemented in
accordance with a microservice paradigm and using this example, we found that such
systems are difficult to test. During this study, only a few microservice infrastructure
implementations were available, and that is why we used the Mjolnirr platform as an
example of the microservice platform in later studies.

4.2 Publication II: Microservices validation: Mjolnirr platform
case study

4.2.1 Research objectives

In the previous study, we studied the deployment and maintenance flow of systems that
consists of a set of small independent components. In addition, during the year 2014,
Lewis and Fowler published their research about microservice architecture. In our study,
we focused on possible techniques for microservice testing. We decided to analyze the
testing techniques for different distributed computing approaches and describe a possible
methodology of microservice testing.

4.2.2 Results

This study presents the approach to the microservice testing and uses the ISO/IEC 29119
(ISO 29119, 2013) and ISO 25010 (ISO 25010, 2011) standards as starting points. We
modified the generic test design and implementation process defined in ISO/IEC 29119
and described the microservice testing methodology. This methodology considers several
features of microservices that are not specific to other software development approaches.
In addition, we described the possible implementation of the testing system that was
based on the Mjolnirr platform, portrayed in Publication I.

To depict the microservice testing methodology, we chose component, integration, and
system testing levels as an illustrative example. To perform microservice testing at those
levels, we need to analyze those levels and highlight special features in the microservice
testing context. Then, we use the highlighted features to find the most appropriate test
techniques.
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1. Microservice component testing. Component testing of microservices consists of in-
dependent testing of the individual microservices to meet functional requirements.
This type of testing is based on the formal description of the functional requirements
imposed on each microservice, including requirements of the input and output data.
Functional component testing considers a microservice as an isolated component,
and testing can be conducted locally. The development of a software system in
accordance with the microservice style means developing individual and indepen-
dent microservices that interact exclusively using open protocols, as follows from
the microservice definition by Lewis and Fowler (2014). Therefore, each microser-
vice is an independent piece of software that needs to be developed and tested
independently of the other microservices during the component testing. Testing
a single service may be considered equivalent to component testing (Canfora and
Di Penta, 2009). On the other hand, the microservice can be a complex software
system which consists of several software components (local storage, web server,
etc.) encapsulated in a container. Also in the case of third-party software, compo-
nents of such an ensemble inside a container must be validated. The microservice
inside the container is available only through its external interface. Hence, we can
consider the microservice as a black box (Canfora and Di Penta, 2009). Therefore,
in the component testing of microservices, it is necessary to test the compliance
of the interface of the microservice with specifications, and the entire microservice
should be tested using its external interface.

2. Microservice integration testing. As expressed by Lewis and Fowler (2014), a mi-
croservice system is built around business requirements and consists of many dif-
ferent microservices. The microservice system can be dynamically changed using
new instances to meet varying conditions, for example, service unavailability. In
such a scenario, it becomes crucial to test services for interoperability, i.e. to test
service integration (Canfora and Di Penta, 2009). The integration testing involves
testing of different types of communications between the microservices. It includes,
for example, the testing of communication protocols and formats, the resolution of
deadlocks, shared resource usage and messaging sequences (Jüttner et al., 1995).
To find corresponding test techniques, we need to track the messages transmitted
between the microservices and build a messaging graph. For this purpose, we need
to know the origin and destination of the messages. A microservice interface def-
inition offers this information as the test basis. With the interface definition, we
can track the correct and incorrect messages to specific microservices. Further, we
can filter and generate messages to predict the behavior of the microservice system
in the production environment. Integration testing can also be used to audit the
microservice system.

3. System testing. System testing means the testing of the whole microservice system
regardless of its internal structure (Geraci et al., 1991). It can be, for example, a
web-service and can thus be tested with web service test techniques. For example,
it is possible to perform a generic application program interface (API) testing at
the system level as well as at the component level. However, there is a difference
at the component level: individual components are not reachable outside of the
microservice environment, whereas the whole system is. Therefore, at this level,
we should ensure not only functional suitability but also, for example, the security of
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the entire system and its external interface. During system testing, the microservice
system can be considered as a black box (Geraci et al., 1991). Therefore, test
techniques which can be applied at this level do not consider the internal structure
of the system. Microservice system testing can be widely covered by generic test
techniques, including web-service testing.

To choose the appropriate test techniques, we first choose the quality characteristics
and sub-characteristics. In this study, we selected security, performance, and functional
suitability as our object quality characteristics and the equivalent testing types: secu-
rity, performance, and functional suitability testing (Figure 2.6). We applied the map-
ping between the ISO/IEC 25010 (ISO 25010, 2011) quality characteristics and sub-
characteristics, and the test design techniques (ISO 29119, 2013). By applying this
mapping, we can find appropriate test techniques for the quality characteristics and sub-
characteristics (Table 4.1). The mapping is an example and needs to be modified due
to the special features of the applications, and also the microservice architectural style
may entail extra quality requirements. Table 4.1 provides an example of the microservice
quality characteristics, sub-characteristics and related test techniques in connection with
the test types, security testing, performance testing, and functional testing.

Table 4.1: Examples of quality characteristics and sub-characteristics mapped
to test design techniques, according to the ISO/IEC 29119-4 software testing
standard (modified)

Quality characteristic Sub-characteristics Test design techniques
Security Confidentiality

Integrity
Non-repudiation
Accountability
Authenticity

Penetration testing
Privacy testing
Security auditing
Vulnerability scanning

Performance Time behavior
Resource utilization
Capacity

Performance testing
Load testing
Stress testing
Endurance testing
Capacity testing
Memory management testing

Functional suitability Functional completeness
Functional correctness
Functional appropriateness

Boundary value analysis
Equivalence partitioning
Random testing
Scenario testing
Error guessing
Statement testing
Branch testing
Decision testing
Data flow testing
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4.2.3 Relation to the whole

This study was the initial part of our microservice testing research. In this paper, we
formulated the basic rules for microservice and microservice systems testing. We pre-
sented the methodology that can be applied to Mjolnirr testing – the example of the
microservice platform. In this study, we also reformulated our research question into:
"How to test microservice systems?". This change was motivated by a rising interest in
the idea of microservices, but it was not clear at that moment how to test microservice
systems.

4.3 Publication III: Testing-as-a-Service Approach for Cloud Ap-
plications

4.3.1 Research objectives

This study aimed at the practical implementation of the microservice testing service
prototype. In addition, we applied the term ’Testing-as-a-Service’ to such an approach
for the first time.

4.3.2 Results

This study presented an example implementation of the microservice testing service. The
prototype had limited applicability and implemented only three test techniques: REST
API testing, performance testing for web services, and UI testing for single page web
applications. The prototype was not yet evaluated in this study, but we explained the
workflow when applying it to microservice testing.

In building the implementation, testing activities were selected from the test level and
test type examples. The microservice testing service example includes the following
activities:

1. component testing of the microservice source code;

2. component testing by microservice self-testing, where the microservice tests its own
external interface;

3. component testing of security;

4. integration testing of security to determine if is it possible to intercept and/or
change the contents of the messages between individual microservices. Security
and isolation testing of the SUT;

5. integration testing of performance efficiency to test the interaction’s functional
suitability under the load;

6. integration testing of functional suitability to test the microservice’s interactions.
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Figure 4.2: Microservice testing service use case

Each test design and its implementation is an external service because the microservice
testing service uses a plug-in structure to enables end-users and designers to add more
test designs and cases to the system.

The microservice testing service was implemented as a web application. It enables end-
users to run their preconfigured tests automatically or with a suitable trigger. The
system allows to create and configure test projects, set test objectives and install new
test designs and cases. Test designs and cases may be associated with an application
type – a predefined set of techniques most suitable for the application. For example, a
web service, implemented using Ruby on Rails (2018), should be tested with one set of
test designs and cases, while a command-line application for infrastructure usage should
be tested with a different set of test designs and cases. The microservice testing service
offers test designs and cases by application type if the test cases have been implemented
earlier. Figure 4.2 describes the main roles of the users.

1. The end-user uses the service to test the SUT;

2. The test designer creates and registers test designs and cases in the testing service.
Test designs and test cases shall meet the requirements of the testing service to be
properly registered;

3. SUT is a microservice system.

The roles are interpreted as the actors of the service. The end-user can set the applica-
tion’s test level and type, select test designs, and test cases or configure new test cases
to achieve the objectives, run separate tests or launch scripted test runs, and obtain test



40 4. Overview of the publications

Figure 4.3: Microservice testing service architecture

reports. The reports contain detailed information of passed and failed test executions
and reasons for them.

Since microservices can be implemented using different programming languages, frame-
works or even operating systems, it is difficult to build one monolithic test software
to handle different microservices. To solve this problem, the microservice testing ser-
vice uses external containers that host different test designs and their implementations.
A microservice testing service provides an HTTP Application Programming Interface
(API) for easy integration of third-party test designs and cases. The testing service is
implemented in accordance with the microservice architecture to support and allow the
extension. Figure 4.3 depicts the proposed architecture.

The authentication and authorization service identifies users, their roles, and permissions
using their credentials when the end-user enters the testing service. Rights are given
according to the permissions. The test project service and test objective service both
provide create, read, update and delete actions for the test project entity and objective
entity. Each test project and objective can have parameters which will be passed to
underlying test objectives and cases to facilitate the test configuration.

The test attribute service provides a list of associated test designs and cases according to
application attributes. An application attribute describes the features of the SUT, such
as the implementation language, operating system or database type. In addition, this
service can accept new links between application attributes and test designs and cases.
The test case service also provides create, read, update and delete actions for test designs
and cases. Each change of any test design or the case will trigger the test design service
that registers all added or modified test designs and cases and parses their interfaces.
Test cases are executed during test runs. The process of the test project creation and
run may be described as follows:

1. the end-user enters his or her credentials in the authentication and obtains rights
in the authorization.

2. the end-user creates a new test project with a name.

3. for the created project, the end-user creates a test objective with a name and
attaches the desired test levels and types as application attributes.
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4. according to the supplied application attributes, the service offers a set of test cases
if available.

5. the end-user adds, creates or modifies the test cases, sets the order of execution
and provides the required parameters.

6. to initiate the test process, the end-user provides the final testing parameters, such
as the microservice system location or programming language. The service executes
the test cases.

The microservice testing service prototype has an HTTP API interface for external com-
munication and a visual interface. The visual interface is intended for the configuration
of test projects, objectives, test designs, test cases, names, parameters, the test execution
order, etc. in the scope of the SUT. Using the HTTP API interface, the end-user can
run tests to reach the test objectives. HTTP API also returns the test execution status,
error log and other test-related information. HTTP API can be initiated using the visual
interface. To create the test objective, the end-user specifies the name of the objective,
describes it and chooses one or more available application attributes. The testing service
uses this information to offer a list of applicable test designs and test cases. After cre-
ating the objective, the end-user can set ’static’ parameters. By ’static’, we understand
parameters that do not change from run to run, such as the programming language or
database endpoint. Moreover, the end-user can set the order of the test case execution
and fault logic, for example, whether the test process should stop if one test case fails.
The objective or project can be run using the HTTP request (Listing 4.1).

Listing 4.1: Example of a request to run tests with available test methods

POST / api / t e s t i n g {
test_set_type : " p r o j e c t " ,
test_set_id : 1 ,
test_params : {
source : " git@github . com : skayred /netty−upload−example . g i t " ,
methods : " a l l " ,
language : " java " ,
endpoint : " https : // netty−upload . herokuapp . com"

}
}

The HTTP request provides the necessary information for the test execution linked with
the objectives except the ’static’ parameters. Listing 4.1 displays the source code repos-
itory location, programming language, and location of the SUT.

4.3.3 Relation to the whole

This study illustrates the implementation of the microservice testing system. The imple-
mentation is based on the methodology, described in Publication II. It is generally difficult
to perform a quantitative evaluation for this kind of a system. Microservice architecture
is not as widely used as, for example, REST-based monolith web services because it
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requires high effort for the initial implementation and it yields benefits in potentially
high-loaded applications. In addition, microservices are mostly used in large companies
within their proprietary infrastructure, and it makes the analysis of microservice systems
more difficult. Publication III mostly focused on the architecture and implementation of
the microservice testing service, whereas evaluation is conducted in later studies.

4.4 Publication IV: Microservice Test Process: Design and Im-
plementation

4.4.1 Research objectives

In this study, we described the methodology of microservice testing. The methodology
uses ISO/IEC/IEEE 29119 and ISO 25010 as starting points, as well as the existing test-
ing techniques used with other distributed computing approaches. This study combines
all of the results from the previous publications and evaluates the developed system.

4.4.2 Results

This study summarizes the studies of microservice testing. It indicates that the testing
of a single microservice has few differences compared to the testing of any other web-
service or SOA entity. A microservice system consists of a set of independent services
that are deployed independently using an automated infrastructure. This affects features
in the testing process. As a solution, we offer an example of architecture and implemen-
tation that may be included in the existing continuous integration infrastructure. The
architecture is based on the microservice architecture because the microservice system
may contain microservices implemented using different operating systems, frameworks,
and programming languages. The system that we described in this study meets those
requirements and offers a plug-in structure for different test techniques. The developed
system was evaluated using an open source microservice with a flow that illustrates the
integration of the microservice testing service with a continuous integration system.

The design science process includes the evaluation of the developed artifact. To evaluate
the microservice testing service, we decided to use an open source microservice, imple-
ment a continuous integration process, and integrate the microservice testing service to
this process. In addition, it is generally difficult to perform quantitative measurements
for such a system. Therefore, we decided to implement a scenario that illustrates the
applicability of the artifact. To estimate the applicability of the microservice testing
service, we employed a Docker container which contains the microservice testing service
implementation. A typical example of the evaluation was selected because the number
of different test scenarios is unlimited. The evaluation was conducted on an example of
an open source microservice. To demonstrate the typical workflow used in continuous
integration with real-world microservices, we implemented the scenario Figure 4.4 shows.
This scenario includes the microservice component, system, and integration testing, con-
currently following the guidelines of ISO/IEC 29119 standards (ISO 29119, 2013) and
implementing the collected observations. The scenario was implemented using two sim-
ple Ruby scripts that called command line interface and executed described commands.
The success of the operation was determined using exit codes: 0 for a successful test and
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Figure 4.4: Workflow of the evaluation example

any other for a failed test. This workflow illustrates how the microservice testing service
can be integrated into the continuous integration infrastructure. The pluggable structure
allows third-party developers to add new test designs and cases and use them for testing.
The HTTP API of the testing service helps end-users to integrate continuous integration
or continuous delivery systems. The described testing service supports creating, reusing
and executing test cases according to the end-user request, but it does not yet support
run-time monitoring. The integration example we provided in Publication IV showed a
possible way of including the microservice testing service in existing infrastructure.

4.4.3 Relation to the whole

This study was a summary of microservice testing studies and combines previous results
with system implementation and evaluation. We provided an overview of microservice
testing service design, implementation, and evaluation according to the Design Science
principle of Peffers et al. (2007). Publication IV answers the research question: "How to
build a microservice testing service and evaluate it?". As an evaluation, we decided to
demonstrate the applicability of the microservice testing service and illustrate it using the
integration of this service into an existing continuous integration system. The evaluation
showed that the developed microservice testing service can be used to organize continuous
integration and delivery for a wider range of software without major changes. It is
possible because of the distributed nature of the microservice testing service. As long as
test designs and implementations are hosted on remote nodes, it is possible to apply the
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system to different heterogeneous systems or mobile applications.

4.5 Publication V: Code Quality Measurement: Case Study

4.5.1 Research objectives

In this case study, we analyzed the sources of maintenance costs and ways to reduce those
costs. In addition, this study presents an implementation of a system, that follows the
principle of continuous testing to pinpoint possible sources of maintenance expenses as
early as possible. This study is an example of the application of the microservice testing
service to a wider range of software.

4.5.2 Results

This study introduces an overview of different maintenance metrics that could reduce the
effort required in software maintenance. We used this overview to further develop the
architecture of a system that is able to collect a large amount of data from the software
and from all stages of the development process. The architecture of the microservice
testing service was developed to be modular and extendable. We used the developed
architecture to implement the continuous testing solution in the Maintain project. Main-
tain project is a Business Finland funded research project to reduce maintenance costs
(http://www2.it.lut.fi/projects/maintain/). It was motivated by the rising maintenance
cost in modern software development: according to the Gartner report (Kyte, 2012),
maintenance costs may reach up to 92% of the total project expenses. We used the
developed microservice testing service architecture and integrated it with a continuous
integration flow in the Maintain project.

The Maintain software architecture is based on the microservice testing service architec-
ture, but it also introduces new entities – Probes and Analysers (Figure 4.5).

• Probe is a program that gathers measurement data from software (static or dy-
namic). Each probe has an associated analyzer that analyzes new data from the
probe;

• Raw Data Storage is a data storage that stores the raw data from the probes. Each
probe may generate outputs in different formats, which is why Raw Data Storage is
based on a document-oriented database that allows maintaining schemaless storage;

• Analyzer is a sub-program that receives the associated probe output from the Raw
Data Storage and creates a report, based on this data;

• Report Storage is a data storage that stores reports from analyzers;

• Report Visualizer is a component that creates a visual representation of the report.

Maintain software uses existing interfaces and entities to accumulate data from probes
instead of test design and implementation which were used in the microservice testing
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Figure 4.5: Maintain system architecture

service. In addition, we built an analyzing sub-system on top of the data gathering in-
frastructure provided by microservice testing service. Different probes may have different
output formats – for example, a probe that calculates source code quality and a probe
that monitors web page behavior and performance generate outputs in different formats.

The Maintain system was evaluated using a proprietary web application implemented
with Ruby on Rails as a backend and CoffeeScript on top of React.JS as a frontend.
The analyzed project is in the maintenance phase, and we decided to analyze historical
data and compare Maintain system results with the feedback from the project manager,
who managed the analyzed project. The application was used by five administrators and
about 10000 users. Maintain system was deployed in Heroku cloud, while probes were
running on a local PC. We gathered the code quality information for all previous code
revisions to make the picture more consistent.

The Maintain project illustrates the general "health" of the analyzed application in
the last code revision of the current working branch. Figure 4.6 shows the JavaScript
(CoffeeScript) and HAML code quality. The project started as a pure backend solution,
while frontend development started at the beginning of September 2016. A freelance
designer was involved in the HAML development between November and December. As
the graph shows, the HAML code quality decreased from September 2016 until December
2016, but after that it was stable. This behavior can be explained by the poor quality of
the code that the freelancer produced and the deadline of the project, which was at the
end of the year 2016. After the deadline, the active project development stopped. The
project manager evaluated the results and stated that such an "early warning" system
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Figure 4.6: Project performance and code quality report

could notify the team about the possible problems in the frontend markup (HAML)
and save some development resources. This evaluation shows that a microservice testing
service can work together with continuous integration and continuous delivery systems
and provide maintenance information on the SUT. Further pilot tests are ongoing with
three operational systems. In the pilot tests, we gather historical information about old
code revisions, analyze them within the Maintain project, and then conduct a set of
interviews with the project managers involved in those projects. We use historical data
to verify the reliability of the Maintain project analysis because the project manager can
provide expert opinions on code quality issues and the problems it caused. This approach
allows us to understand whether the analysis provided by the Maintain project confirms
the subjective point of view of the project decision makers.

4.5.3 Relation to the whole

Maintain project evaluated the microservice testing service which was an integral part
of the Maintain project architecture and implementation. Therefore, this study was
also a pilot of the microservice testing service. The Maintain project employs the same
ideas and architecture as a microservice testing service but to a wider range of different
software. Combined with the analytic module, this provides real-time information about
the code quality and software behavior.
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Implications of the results

The microservice architecture is a relatively new approach to building highly-scalable ap-
plications to handle a massive external load. In this study, we understand s microservice
as "SOA done right" (Lewis and Fowler, 2014): this means that one dedicated microser-
vice meets requirements that are usually imposed on web services. This study focuses
on the development, software implementation and evaluation of the microservice testing
methodology.

When this study started, only a few studies had been conducted in the microservice field.
The number of available publications was limited because different companies adopted
a microservice architecture in different ways. Some companies reported their results in
research papers, but their implementations were mostly proprietary and not available
to the external researcher. Therefore, our study had a limited amount of information
to start with. The microservice testing methodology was developed based on the ex-
isting software, service testing standards, and observations from existing solutions in
the domain, for example, testing methodologies for actor-oriented systems, multi-agent
systems, and web services. This study illustrates three examples of software quality
characteristics and corresponding test types using three test levels. This illustration may
be used to implement the continuous testing solution for microservice application in the
real world. In addition, our study showed that a microservice testing service architecture
has a modular structure and may be extended to meet a wider range of software. To
demonstrate the applicability of the developed architecture, we decided to evaluate three
different projects within the Maintain project piloting and compare the results of the
Maintain project to the subjective feedback from the project manager.

As a first iteration of the evaluation process, we decided to analyze the historical data
of the full-stack JavaScript application for seven weeks. We chose such a time range to
make it easier to gather feedback from the project manager. On the first iteration of the
analysis, we compared the code quality report directly to the feedback from the project
manager (see Fig 5.1). Generally, results from the Maintain project show that code
quality changes are linked with the project phase, but we also noticed several anomalies.
To clarify those observations, we decided to concentrate on the dynamic of the code
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Figure 5.1: First step of the evaluation: raw data

quality change instead of its absolute value. This dynamic may be roughly described
as a difference between the linear regression of the code quality measurements and the
actual results. The outcome of this operation is presented on Fig. 5.2, and this led us to
the conclusion that in order to create the early warning system for software code quality
monitoring, we need to analyze code quality change dynamics.

To evaluate this theory, we decided to perform the same operations on the results from
Publication V. Data was processed in the same manner as in the previous step and
presented in Figure 5.3. This presentation highlights that all aspects of the analyzed ap-
plication (markup, frontend, and backend) are linked to each other. Within this project,
HAML markup was handled by a freelance designer, and the decline of the code quality
for the whole project was initially provoked by the HAML part. As long as the HAML
quality metric is based on the code smells, and JavaScript and Ruby metrics are based
maintainability index, this link appears to be correct. In addition, the project manager
also approved that freelance designer imposed several major problems that were later
handled by the main team.

As the third step of evaluation, we decided to perform an analysis of the project that was
not involved in previous studies. This time, the analysis took place over a longer period
of time, but it was impossible to gather feedback from the project manager. Previous
steps highlighted that the objective code quality change is linked with the development
stage, so code quality should increase during refactoring or bug fixing and decrease during
new features development. To check the observations within this project, we compared
the code quality change with the data from the issue tracking system. To produce the
metric that represents the development stage, we introduced a simple metric, based on
issue type. For each day, the value is calculated as a sum of 1 (for bug) or -1 (for
feature). Figure 5.4 compares this metric and the Maintain project report. The figure
demonstrates that code quality have some correlation with the issue tracking system
metric, but peaks are a little shifted. This shift may be explained by the missing data
in the issue tracking system output: as a date, we used the creation date, so there was
no guarantee that the bug was fixed the same day or week.
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Figure 5.2: First step of the evaluation: normalized data

Figure 5.3: Second step of evaluation
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Figure 5.4: Third step of the evaluation

This piloting is an extended evaluation of the Maintain project within real organizations.
As long as the Maintain project architecture is based on the microservice testing system
architecture, we can consider the piloting as the evaluation of the microservice testing
service in real conditions.



Chapter VI

Conclusions

In this study, we analyzed the microservice architecture and compared it with other dis-
tributed computing approaches, such as multi-agent systems and actor-oriented systems.
Using this information, we offered a testing methodology that uses a modified software
test process described in ISO 29119 standard (ISO 25010, 2011). The described testing
methodology was implemented as a distributed system with a web interface and published
as an open source project1. In addition, the testing system architecture uses microser-
vices to implement external test designs and techniques to provide testing capabilities in
a heterogeneous environment. An analysis of different distributed computing techniques
showed that there are many similarities between microservice testing, SOA testing, and
other distributed computing techniques, but the core difference is the microservice in-
frastructure and deployment automation. The microservice testing methodology was
designed and implemented to be used together with different continuous integration sys-
tems – for example, Jenkins (2018) or TeamCity (2018) – popular tools to automate
the testing process and release management. The described methodology was illustrated
using the developed microservice testing service in the testing of a simple open source mi-
croservice application. As an evaluation, we used and reported results of the applicability
of the microservice testing service in real software development projects.

As a case study, the microservice testing service was applied in the Maintain project,
which focuses on the systematic collection and analysis of the different software metrics
for maintenance purposes. The main goal of the Maintain project is the reduction of
the effort required during the maintenance phase using an early warning system that
may highlight future problems during the development phase and system operation. To
meet this goal, we built a service that accumulates both static and runtime metrics from
the developed software and then analyzes them using different analyzers. The analyzer
output visualizes the current quality of the whole project and also highlights possibly
problematic modules. The microservice testing service has a modular and extendable
architecture, which is not platform-specific. In the Maintain project, measurements were
done using probes. Probes are small embedded programmatic agents that gather metrics

1Source code available at https://bitbucket.org/skayred/cloudrift2
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from the developed software and submit them to the Maintain project analyzer. Probes
communicate with the Maintain core using HTTP API, making it possible to implement
a new probe and associate it with new analyzers to meet the updated requirements, for
example, a new programming language or framework. The Maintain project also uses
a schemaless solution for the output of the probes. Therefore, the associated analyzer
can access specific attributes of the analyzed data: for example, the analysis of the
user interface and the analysis of code quality require different data, and the output
of associated probes should have different formats. The Maintain project offers the
metrics reports of the developed software, and it allows to use different software metrics
in a real development process. Future development of the Maintain project includes the
implementation of the probes for different languages and test levels. In addition, the
Maintain project was evaluated in several software development companies to obtain the
proof-of-concept of the correctness of the analyzer and the early-warning system.
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Abstract - Cloud computing became very popular during 
the last few decades. It provides convenient access to remote 
computing resources for individual users and organizations. 
However, there are still security issues arise if the private 
data is transmitted to the public cloud for processing. This 
issue can be resolved with private cloud systems. In this 
paper, we propose the design and implementation of a 
Mjolnirr private cloud platform for development of the 
private PaaS cloud systems. It provides infrastructure for 
cloud applications development, including software 
developer kit and message brokering system. Proposed 
cloud platform can be deployed on resources of a 
distributed computing system, including idling resources of 
personal computers. For a developer, a Mjolnirr application 
is represented as a collection of independent components 
communicating by a message exchange communication 
protocol. 

Keywords - PaaS, Mjolnirr, Cloud computing, distributed 
system, message passing 

I. INTRODUCTION 
Cloud computing became very popular computing 

paradigm during the last decade [15], [25]. This approach 
to resource provisioning offers convenient access to 
computing resources, which makes it easy to use them for 
custom services development. 

Before the introduction of the cloud-computing 
concept, there was an another distributed computing 
concept called “grid computing” [11]. It is still used by the 
scientific community to solve extra-large and resource-
intensive scientific tasks. The name “grid” originated from 
the metaphor of the power grid. However, unlike 
electricity devices, integration of new resources to the 
grid-computing environment is not trivial.  

Meanwhile, PaaS (Platform as a Service) [9] solutions 
provide the ability to create custom applications [6]. 
However, the problem is that the most PaaS solutions are 
deployed on remote hosting platforms. The owner of the 
application may not know exactly where his information 
is stored, as well as he cannot be sure about the safety and 
security of his information [20]. These issues might be 
solved by the private PaaS platform [10]. 

In this paper, we propose the design and 
implementation of the private cloud platform called 

“Mjolnirr”. There are several solutions available now that 
provide private IaaS (VMWare Private Cloud, OpenStack) 
and PaaS (Yandex Cocaine, AppFog, Stackato) levels of 
service. Comparing to these solutions, main features of 
our approach are integrated messaging subsystem, flexible 
workload management and native UNICORE [24] grid 
environment integration module. 

This paper is organized as follows. In section II we 
present the concept of the Mjolnirr cloud platform. In 
section III we describe the results of the analysis of 
existing cloud platforms and compare them with the 
Mjolnirr platform. In section IV we describe the 
architecture of the Mjolnirr platform and the component 
communication protocol. In section V we describe the 
implementation of the Mjolnirr platform and demonstrate 
the process of custom applications development. In 
section VI we describe the platform performance 
evaluation. In section VII we summarize the results of our 
research and further research directions. 

II. MJOLNIRR PLATFORM CONCEPT 
The Mjolnirr private cloud platform provides 

development of a Java-based private PaaS cloud 
infrastructure. A Java application or library can be 
implemented as a Mjolnirr-based service. The Mjolnirr 
platform provides infrastructure for cloud applications 
development, including software developer kit, message-
brokering system. For a developer, an Mjolnirr application 
is represented as a collection of independent components 
communicating by message exchange. This approach 
allows development of flexible and scalable cloud 
applications. 

Mjolnirr also provide integration with the UNICORE 
grid environment through the DiVTB [18] platform. The 
DiVTB (Distributed Virtual Test Bed) platform provides a 
task-oriented approach for solving specific classes of 
problems in computer-aided engineering through 
resources supplied by grid computing environments. Thus, 
Mjolnirr can be used to provide infrastructure both for 
scientific projects with the grid systems and in a business 
infrastructure. 

During our research, we should: 

• analyze technologies of cloud systems and private 
cloud platforms development; 

• develop Mjolnirr platform architecture; 
The reported study was partially supported by Grant Fund for 
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• implement Mjolnirr platform; 

• evaluate the performance and scalability of the 
Mjolnirr platform. 

III. ANALYSIS OF EXISTING SOLUTIONS 
An investigation shows that C-level executives and IT 

managers in enterprise companies have issues with 
integration of cloud computing in their data 
processing [5]. One of the most serious concerns is the 
possibility of data breaches. A cloud provider can give 
access to the company’s private data (accidentally or 
intentionally) or may bring harm to the data owner 
[14], [21].  

For the prevention of such privacy threats, it is 
possible to use the encryption of data that is stored in the 
cloud [19], [22]. However, this approach is effective only 
when cloud is used just for storage. If the data is processed 
in the cloud, it become available decrypted in the memory 
of the host, where the processing occurs [4]. In addition to 
this drawback, the owner of the data does not control the 
location of his virtual machine, so it can be moved to the 
physical computer with the virtual machine that contains 
malware. It may cause the ban of the virtual machine or 
forfeiture of a computer containing these virtual machines. 

Nowadays, there are two ways to ensure the data 
security in the cloud. The first way is called “trusted 
computing”. It ensures security of virtual machines in the 
cloud [7]. Nevertheless, your data cannot be completely 
safe. For example, in present IaaS clouds, the virtual 
machine can be dynamically moved to the other host, but 
the concept of trusted computing provides security only 
for virtual machines running on the same host. Otherwise, 
the concept of TCCP (Trusted Cloud Computing 
Platform) [12] solves this problem by creating the safe 
environment for running virtual machines. In fact, neither 
of these approaches solves the problem of VMs placement 
on the same host with a malicious VM. 

Another way to deal with the security issues is to 
deploy the cloud infrastructure on the private hardware. In 
this case, the owners themselves will protect all the data. 

However, buying and maintaining of the hardware is more 
expensive than rent of computing resources [9], [10]. 

The simplest way is to create a private cloud system, 
and there are several different products existing in this 
area. They can be divided into two categories according to 
the level of abstraction – infrastructure (IaaS) solutions 
(e.g. OpenStack and VMWare Private Cloud), and 
platform (PaaS) solutions (e.g. Yandex Cocaine, AppFog 
and Stackato). 

OpenStack [17] is a popular open source package for 
private cloud systems provision. It provides infrastructure 
layer based on virtual machines abstraction. Software 
developers should install web servers, load balancers and 
other specific services manually. It offers great 
opportunities, but IaaS maintenance is expensive. 
VMWare Private Cloud [16] also provides IaaS-level 
solution, but on a commercial basis. VMWare Private 
Cloud offers advanced virtualization capabilities, as well 
as, the commercial support. 

Yandex Cocaine and AppFog platforms provide the 
ability to create private PaaS solutions based on 
application containers [2], [3]. These platforms allow 
development of a “Heroku-like” [13] application hosting. 
They provide a number of built-in modules and a server 
infrastructure. Stackato [1] provides all advantages of the 
mentioned solutions and provide local application store. 
Some of them use Docker [8] containers to provide 
isolated environment to the applications, but Docker can 
be used only on Linux hosts. However, all of the above 
solutions consider custom applications as a monolith and 
ignore its internal structure that is why it is not possible to 
automatically and effectively balance the load on the 
individual subsystems applications. In addition to this 
drawback, none of these solutions considers end-user 
workstations as computing resources providers. 

We decided to create a Mjolnirr cloud platform, which 
solves these problems as follows: 

• Using popular open source libraries and 
programming languages, as well as the opportunity to 
work not only on the server platform, but also on the 

 

Figure 1: Mjolnirr platform architecture 
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personal computers, using idling resources of the 
computer system, will provide cost reduction. 

• Using popular programming languages, developer 
tools and SDK will provide ease of application 
development. 

• Integration of new resources ease will be provided 
by the application architecture modularity and custom 
components reusability. 

IV. ARCHITECTURE 
Mjolnirr platform architecture is presented at the 

figure 1. The Mjolnirr platform consists of the following 
components. 

• Proxy provides access to the cloud system for the 
external clients and manages the communication between 
cloud application components. Proxy is the only 
component that accessible from the external network; 

• Containers are deployed on computing nodes and 
responsible for hosting of cloud applications components 
and message transmission. It can be deployed both on the 
personal computer and on the nodes of dedicated server; 

• Components are custom applications, created to 
run in cloud environment. Each component has a unique 
name. UI components (applications) are multi-page 
applications, it means that applications has different 
representations for different actions, like different web-
pages of one web-application; 

• Client (browser or third-party application) is an 
application, which render user interfaces and provide user 
interaction with cloud applications, hosted in Mjolnirr 
platform. All clients should use encrypted channel and 
client certificates to communicate with the proxy. 

A. Proxy 
The Proxy (see fig. 2) provides access to Mjolnirr 

system from the external network. The Proxy performs the 
following actions: 

• it stores and provides static resources (page layout 
descriptions, images etc.) of the deployed cloud 
applications in the Static Storage; 

• it acts as a messaging server for the components of 
cloud applications; 

• it handles client’s requests to the Client Interface; 

• it performs the authorization and authentication of 
users. 

The external Proxy interface provides the following 
methods as RESTful API: 

• getUI (applicationName, pageName) – returns the 
page layout description; 

• getResourceFile (applicationName, 
resourceName) – gets the static file; 

• processRequest (componentName, methodName, 
args) processes a client request, redirecting it to the first 
free suitable component. This method can be called 
directly from the application page (e. g. with JavaScript). 

B. Container 
The container (Fig. 3) provides cloud application 

component hosting. The container provides an API for 
remote components instances method invocation. The 
Mjolnirr installation can have any number of containers. 

Any Mjolnirr-based application consists of 
independent components, which use a built-in messaging 
system, implemented in the basis of the Publisher-
Subscriber pattern. The Proxy is responsible for message 
queue maintenance. The Message Server of the Proxy 
provides publisher-subscriber messaging service for cloud 
application components. Mjolnirr Containers subscribe to 
Message Channels that operates as a broadcast delivery – 
any message sent to the Message Channel will be 
transmitted to the subscribers of this channel. Each cloud 
application instance is subscribed on two types of 
Message Channels:  

• Component Public Channel: every instance of the 

Figure 2: Mjolnirr proxy architecture 

 

Figure 3: Mjolnirr container architecture 
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cloud application component is subscribed on this public 
channel. This a listener channel – when any message 
come to this channel, the appropriate component instance 
will be invoked.  

• Instance Private Channel: provides direct 
communication between instances. 

When container starts, it performs several initialization 
steps. The order of the container initialization: 

• Container registers in the proxy database and 
receives the list of components to load in response; 

• For each component from the list: 

o The container checks it’s local cache, for each 
missing package container downloads it from the 
proxy; 

o Container runs the component;  

o Container subscribes on the Component Public 
Chanel and Instance Private Channel for the loaded 
component. 

Container provides messaging API to the hosted 
component. Typical message transmission sequence looks 
like shown below (Fig. 4): 

• when one component calls another component 
remotely, the container sends the call to a Component 
Public Channel (for example, when the Comp_A 
component calls the Comp_B component, the application 
Comp_A, will send the request to the channel CPC_B); 

• The first available instance of the component in the 
cloud system processes the request; 

• The response is returned to a private IPC channel 
of the instance that sent a message. 

In addition, container has an opportunity to work in 
stand-alone mode. In this mode, the container does not 
support communication with other containers and acts as a 
stand-alone computing system (container and proxy at the 
same time). 

C. Components 
From the developer’s point of view, Mjolnirr cloud 

application is a collection of independent components 
communicating by message exchange. Components 
represented as a package that contains the following 
information: 

• manifest, that provides the interface of the 
component, including description of provided methods 
and their parameters; 

• executables to handle incoming requests; 

• static files, used in pages rendering (images, page 
layout descriptions and scripts) for UI provision. 

Each component can be: 

• Application Component: provides the user 
interface definition, scripts, styles and UI-specific actions. 
Optionally contains complex logic. 

• Module Component: represents a single entity in 
the domain logic of the application. The Module 
Component provides data processing and storage, but 
doesn’t provide interface and static files. 

D. Clients 
Mjonirr platform uses HTML and JavaScript to 

represent end-user interface in common Internet browser. 
But it’s possible to consume Mjolnirr resources in third-
party application because of using commonly used and 
standardized protocols. 

V. IMPLEMENTATION 

A. Components 
Each custom component must have a manifest: an 

XML file that contains all the necessary information about 
the component’s name, the name of the main class, list of 
methods and a list of parameters for each method. Sample 
manifest for the Calculator service is shown below. 

<hive> 
<application 

     name="Calculator" 
     classname="org.exmpl.Calculator"> 
     <methods> 
      <method 
        name="calculate" 
        type="java.lang.String"> 
       <parameters> 
        <parameter   

       type="java.lang.String"/> 
        </parameters> 
       </method> 

  </methods> 
</application> 
</hive> 

 

Figure 4: Mjolnirr container architecture 
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The container parses the manifest for each loaded 

component.  

As stated above, the manifest must have the name of 
the main class as a fully qualified name of the facade class 
of the described components. Each facade class must have 
an implementation of the method “initialize”. The 
container calls this method immediately after instantiating 
the component and passes the component context there. 
This context contains information about the working 
directory of the current application instance and the 
directory containing the configuration files. 

B. Messaging subsystem implementation 
Mjolnirr platform messaging subsystem is 

implemented on the basis of the open source HornetQ 
queue, which is built into the Proxy component. HornetQ 
was chosen for the following reasons: 

• it can work in embedded mode; 

• it provides high queue management 
performance [23]. 

The container provides messaging API to the 
components. Example of using messaging interface is 
shown below.  

Communicator communicator =  
        new HornetCommunicator(); 
 
YourResultClass result =  
Communicator 
     .sendSync( 
        componentContext,   
        "componentName", 
        "methodName",  
        argsList,  
        YourResultClass.class); 
 
communicator.send( 
   componentContext,  
   "componentName",  
   "methodName",  
   argsList,  
   new Callback<YourResultClass>() { 
       public void   
       run(YourResultClass res) {} 
   }); 

C. UNICORE integration 
The Mjolnirr platform provides a UNICORE 6 

integration module. This module uses DiVTB Server for 
communications with grid environment. It enables 
Mjolnirr applications to use UNICORE grid resources 
easily. 

The concept of DiVTB allows users to split the 
supercomputing simulation in two phases - building 
experiment and launching the test stand. The main 
advantage of the DiVTB concept is the ability to use 
several times once set up the experiment. 

UNICORE integration module provides the following 
methods: 

• uploadTestBed – used for test bed archive 
uploading; 

• indexTestBed – indexes specific text bed; 

• indexAllTestBeds – indexes all available test beds; 

• createExperiment – create experiment from one of 
the test beds; 

• startExperiment – start experiment with specific 
parameters; 

• getStatus – get experiment status (started, finished 
or failed); 

• getResults – get experiment results. 

VI. PERFORMANCE EVALUATION 
Mjolnirr platform was evaluated using text-processing 

experiment. 1 gigabyte of text data was divided on 100 
parts and distributed between available worker 
components for processing. Each worker divided text on 
words and counted frequency for each unique word. 
Pieces of work were distributed automatically – each 
worker polled Message Bus to receive new task. The 
results of the experiments are shown on the figure 5. 

We used 1 virtual node with 2 CPU cores and 
2048 MB RAM for proxy node and 10 virtual nodes with 
1 CPU core, 512 MB RAM as worker nodes. Virtual 
machines were installed on the computing server node 

 

Figure 5: Performance evaluation 
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with the following characteristics: 2 Intel Xeon X5680 
CPU (6 Cores, 3.33 GHz) 12 GB DDR3 RAM. 

Experiments have shown that the platform is stable. 
Average execution time on 10 containers was 219 
seconds, comparing to 1107 seconds using 1 worker. 
Thus, acceleration of parallel word frequency counter task 
reached 5.3 on 10 worker nodes. 

VII. CONLUSION 
In this article, we described the design and 

implementation of a private cloud platform called 
Mjolnirr, which allows creating distributed cloud 
applications on private computing resources. Main 
features of the described platform are advanced messaging 
system and distributed computing support. 

As a further development of the Mjolnirr platform we 
will investigate and implement application-level migration 
support, integration with the advanced resource 
monitoring systems, flexible adaptation to load changes, 
advanced system security and application store. The 
application store will reduce the number of duplicate 
software products and simplify the creation of individual 
business infrastructure to meet the needs of a particular 
company. 
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Abstract – Microservice architecture is a cloud application 
design pattern that implies that the application is divided 
into a number of small independent services, each of which 
is responsible for implementing of a certain feature. The 
need for continuous integration of developed and/or 
modified microservices in the existing system requires a 
comprehensive validation of individual microservices and 
their co-operation as an ensemble with other microservices. 
In this paper, we would provide an analysis of existing 
methods of cloud applications testing and identify features 
that are specific to the microservice architecture. Based on 
this analysis, we will try to propose a validation 
methodology of the microservice systems. 

Keywords - Microservices, Services Oriented Architecture, 
Cloud computing, PaaS, testing, validation 

I. INTRODUCTION 
The microservice architecture is a cloud application 

design pattern that implies that the application is divided 
into a number of small independent services, each of 
which is responsible for implementing of a certain feature. 
Microservices can be considered as meta-processes in a 
Meta operating system (OS): they are independent, they 
can communicate with each other using messages and 
they can be duplicated, suspended or moved to any 
computational resource and so on. 

There are several examples of software systems, which 
were designed and implemented in accordance with 
microservice concept. Such companies as Netflix [19] and 

SoundCloud [3] use the microservice concept in their 
architectures, while Amazon [20] offers services like S3, 
which can be considered as microservices. 

We can describe microservice architecture by 
comparing it with the monolithic architecture style, when 
an application built as a one big single unit (figure 1). The 
server-side monolithic application will handle HTTP 
requests, execute domain logic, retrieve and update data 
from the database, and select and populate HTML views 
to be sent to the browser. Such a design approach may 
result in that a change made to a small part of the 
application, requires the entire monolith to be rebuilt and 
deployed. Over time, it is often hard to keep a good 
modular structure, making it harder to keep changes that 
ought to only affect one module within that system [13]. 

In a case of microservice architectural style (figure 2), 
we can divide the application into a several independent 
components (microservices) and scale them 
independently. It is useful in a case of high-loaded 
systems and systems with lots of reusable modules. 

Some developers and researchers believe that the 
concept of microservices is a specific pattern of 
implementation of Service Oriented Architecture [11]. In 
particular, the developers of the Netflix platform, which is 
considered the embodiment of the microservice 
architecture, named their approach of a design of software 

 
Figure 1. Monolithic system architecture 

The reported study was partially supported by RFBR, research 
project No. 14-07-00420-a and by Grant of the President of the Russian 
Federation No. МК-7524.2015.9 

 
Figure 2. Microservice system architecture 
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architecture as "a fine grained Service Oriented 
Architecture" [12]. However, the microservice pattern 
defines following specifics of software services 
development process [13]: 

• microservices should use lightweight mechanisms for 
the communication (often an HTTP resource API); 

• microservices should be built around business 
capabilities; 

• microservices should be independently deployable by 
fully automated deployment machinery; 

• there should be a bare minimum of centralized 
management of these services, architecture should 
provide decentralized service governance and 
decentralized data management. 

However, the microservice approach is not an ultimate 
solution to deal with the system complexity. Using 
microservice approach, we are shifting the accidental 
complexity [2] from inside of the application out into 
infrastructure. That is why we should use special 
approaches to manage that complexity. Programmable 
infrastructure allows automating the microservices 
lifecycle management [18]; including automation of 
service deployment and termination, load balancing, 
service naming, continuous integration and delivery etc. 
Such support can be provided by a PaaS cloud platform, in 
order to scale the system automatically, manage it and 
provide middleware for the message communication. In 
addition, there should be implemented monitoring 
mechanisms to control the flow of the microservice 
application. It can be implemented as a specialized PaaS 
[16] solution or integrated in the existing PaaS. 

Since the continuous integration is the only option of 
the implementation of the microservices architecture 
pattern, the question arises about the support this process 
on the methodological and software level. One of the most 
important stages of the process of continuous integration 
and deployment is validation of the developed software. 

Our research goal is to develop the microservice 
validation methodology and a software support for 
microservice testing. To reach this goal, during our 
research we should solve the following tasks: 

• to provide a review of existing software validation 
methods to identify testing features that are specific to 
microservice architecture; 

• to develop a methodology for microservice systems 
validation, including approaches for component and 
integration testing; 

• to develop a software solution that provides support 
for microservice systems testing on the basis of the 
proposed methodology. 

In the framework of the current article, we would 
concentrate on the analysis of the current software 
validation standards and approaches and their relevance to 
the microservice architecture pattern. This paper is 
organized as follows. In Section II we will provide a 
review of the research and standards, related to the 
microservices testing and validation. In Section III we 

would try to identify special aspects of microservice 
validation, related to the component, integration and 
system testing. In Section IV we would propose 
microservice validation techniques for the Mjolnirr cloud 
platform prototype. In section V we summarize the results 
of our research and further research directions 

II. RELATED RESEARCH 
Microservices concept is relatively new, so there are 

few materials in the field of microservice validation and 
testing right now. Basic information about the 
microservice approach is provided in the article [13] by 
James Lewis and Martin Fowler. In this article, they 
define the concept of microservice as well as the specific 
features of microservice architecture. Toby Clemson in his 
article [5] provides strong emphasis on the analysis of 
possible strategies of microservice systems testing, 
including certain types of microservice systems 
architecture; unit, integration, component and contract 
testing. Neal Ford provides a review of the proposed 
approaches on this subject is his work [6]. He describes 
basic ideas about microservice systems development, 
monitoring and testing. In addition, several commercial 
companies successfully moved to microservice 
architectures and published their result. For example in the 
paper [14] Netflix provide an overview of their PaaS 
system and mechanisms that they use to provide features 
of their platform to the components that initially was not 
designed to be used inside of the Netflix PaaS platform. 

In our previous works, we described a prototype of 
distributed computing system called Mjolnirr [17]. This 
system works with isolated components, connected using 
message passing pattern. This system also can be 
considered as a microservice platform, because each 
component is isolated, fine-grained and has open 
standardized interface. In addition, automated scheduling 
and planning mechanisms have been implemented within 
the Mjolnirr platform in order to optimize the system 
load [15]. 

The ISO/IEC standards, ISO/IEC 25010 – Software 
Product Quality [7] and ISO/IEC 29119 – Software 
Testing [8], serve as the starting point of the study of 
microservice system testing and validation. Generally, we 
define testing as a combination of verification and 
validation [8]. In this research, we define microservice 
testing as microservice validation, because in general it is 
impossible to apply static testing methods to the compiled 
microservice. 

As we mentioned before, we can consider 
microservices as a subset of Service Oriented Architecture 
(SOA). Thus, we can use SOA validation techniques in 
application to microservices systems. Some of existing 
approaches to SOA validation use SOA's BPEL business 
model for constraints-based SOA functional testing [10], 
other use white-box testing [1] to determine, is service 
covered with tests enough.  

When we are talking about service testing and 
validation, we should decide, which quality characteristics 
are important for the product we are going to validate. 
Quality in use is defined in the ISO/IEC 25011 standard: 
“Quality in use of a service is the degree to which a 
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service can be used by specific users to meet their needs to 
achieve specific goals with effectiveness, efficiency, 
satisfaction, freedom from risk and SLA coverage” [8]. 
ISO/IEC 25011 standard defines eight quality 
characteristics of services: Service Suitability, Service 
Usability, Service Security, Service Reliability, Service 
Tangibility, Service Responsiveness, Service Adaptability, 
and Service Maintainability. All of them, except Service 
Tangibility, can be applied to microservices. In addition, 
in a case of microservice system, we do not care about 
effectiveness and efficiency – these characteristic should 
be provided and measured by application programmer. 
However, satisfaction (stability of the whole system, quick 
response, etc.), freedom from risk and SLA coverage are 
important when we want to validate microservice system.  

According to ISO/IEC 29119-4 standard, test design 
and implementation process consists of 6 steps – 
identifying feature sets (TD1), deriving test conditions 
(TD2), deriving test coverage items (TD3), deriving test 
cases (TD4), assembling test sets (TD5) and deriving test 
procedures (TD6) (see Fig. 3) [8]. To describe the 
microservice validation methodology, we should focus on 
the TD2, TD3, TD4 and TD6 steps. 

III. SPECIAL ASPECTS OF MICROSERVICE VALIDATION 
In this study, we define microservice as a software-

oriented entity, which has following features: 

• Isolation from other microservices as well as from the 
execution environment based on a virtualized 
container; 

• Autonomy – microservices can be deployed, destroyed, 
moved or duplicated independently. Thus, 
microservice cannot be bound to any local resource 
because microservice environment can create more 
than one instance of the same microservice; 

• Open and standardized interface that describes all 
available communication methods (either API or 
GUI); 

• Microservice is fine-grained – each microservice 
should handle its own task. 

Let us consider the most significant stages of the 
validation process, in relation both to the software as a 
whole and in particular microservice systems and define 
the features of the validation to be considered for 
microservice systems. By unit validation we understand 
individual validation of the microservice, by integration 
validation – validation of the interaction between 
individual microservices and by system validation – 
validation of the whole system (see Table 4). 

System validation does not seem to offer features to 
microservices testing, since validation of the system level 
does not consider the internal structure of the application. 
The internal structure of the system can be considered as a 
black box, so there would be no difference in the system 
validation process for any application for which network 
resources access is needed. 

A. Microservice unit validation 
Functional Unit validation of microservice systems 

involves independent validation of individual 
microservices to meet the functional requirements. This 

TABLE I.  FEATURED TYPES AND LEVELS OF TESTING 

 Component Integration System 

Functional + + – 

Load + + – 

Security + + – 

– - no features for microservice validation 
+ - has features for microservice validation 

 

Figure 3. ISO/IEC/IEEE29119-2 Test Design and Implementation Process (modified) 
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type of validation is based on a formal description of the 
functional requirements (including requirements as input 
and output data) imposed on each microservice. To 
provide the functional unit validation, microservice does 
not require to be deployed in a cloud environment, as this 
type of validation considers microservice as an isolated 
component. 

Development of a software system in accordance with 
microservice approach is a process of development of 
individual independent microservices interacting 
exclusively based on open protocols. Thus, each 
microservice represents independent software product that 
should be developed and tested independently of the other 
microservices. Functional unit validation of the 
microservices can be divided into two stages (see Fig. 7): 

1. unit, integration and system validation of the 
microservice source code or/and internal 
components (basic level); 

2. self-validation of the microservice interface. 

Each microservice can be a relatively complex 
software system, which consists of several software 
components (local storage, web server, etc.) encapsulated 
in a container. Even in a case of ready-made software 
solutions, integration of such a component ensemble 
inside a container must be accompanied by validation the 
correctness of these components work together. 

After that, it is necessary to test the interface provided 
by the individual microservice on its compliance with the 
specifications defined in the design. In this case, the entire 
microservice should be tested in general using its external 
interface. 

Functional unit tests of a microservice should be 
conducted automatically on each microservice 
configuration change. 

Load unit validation is aimed at the individual 
microservice validation at a certain load. Such validation 
may also be performed automatically for each 
microservice. Microservice load validation allows to 
identify resources that should be provided to the 
microservice container to ensure its correct work. 

Security unit validation is aimed at the security and 
isolation validation of the individual microservice. As in 
the case of functional validation, microservice security 
does not end with the security of its individual classes. In 

component security validation we test the security of the 
whole microservice in the complex (for example, for 
typical vulnerabilities of web servers, injections, etc.). 
This stage of validation is performed without the presence 
of application programmer. 

B. Integration microservice validation 
Integration validation of microservice systems 

involves validation of all types of communications 
between the microservices. It includes validation of 
communication protocols and formats, resolution of 
deadlocks, shared resource usage and messaging 
sequence. To provide all of this validation techniques, we 
need to track all the messages, transmitted between 
microservices, and build the messaging graph. For this 
purpose, we need to know the messaging direction, 
message origin and destination. This information must be 
provided by microservice standard contract. 

Functional integration validation ensures 
interoperability of the validation individual microservices. 
In this type of validation, we check for correctness of 
sending requests from one microservice to another, the 
sequence of interactions, microservice orchestration and 
choreography. In this type of validation, we can generate 
test cases in semi-automated mode – we need to know the 
communication sequence, and this data should be 
provided by the developer. Using this data, we can 
produce communication graph and test the system 
according to this graph. 

Load integration validation is aimed at checking the 
microservice correctness under automatic deployment, 
backup and transfer, as well as microservice orchestration 
and choreography. This type of validation can be done 
automatically. Unlike functional integration validation, 
this type of validation includes loading of communication 
channels to discover the maximum load the microservice 
can handle before failure. 

Integration security validation is aimed at validation 
of the security of communications between microservices, 
as well as checking for the interception of messages from 
outside or inside by anyone, besides the message 
recipient. Microservice specific validation should also 
take into account the particular environment in which the 
microservices are applied. 

IV. VALIDATION OF MJOLNIRR-BASED MICROSERVICES  
We have developed a prototype of the Mjolnirr 

microservice platform [17]. This platform supports 
microservices, implemented using JVM-compatible 
languages and Java-based containerization. Integration 
with Mjolnirr will be the first step of our validation 
framework implementation. This step includes Java-
specific methods of software validation, such as jUnit for 
component validation. Let’s describe, how validation 
implementation steps that we have highlighted in 
Chapter 2 could be implemented on the basis of Mjolinrr 
platform. 

 

Figure 4. Functional unit validation of the microservice  
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TD2 (Derive test conditions) describes the testable 
aspects of components, in our case - microservices. In 
Mjolnirr, we can consider microservices and their calls as 
test conditions. As mentioned in Chapter 3, each 
microservice is isolated and autonomous and can be tested 
in a fully isolated JVM. Microservices are communicating 
using messages. Therefore, conditions, which determine 
quality of microservice system, are following: full 
isolation for component level, message communication for 
integration level and encapsulation for system level. 

TD3 (Derive test coverage items) describes the 
attributes, derived from test conditions. Test conditions 
are microservices and their communications, therefore, 
test coverage items would be microservice methods and 
messages. Each microservice method and communication 
channel should be covered. Coverage items can be 
covered automatically or by application developer. 

TD4 (Derive test cases) describes the test cases 
generation process. According to quality characteristics 
and ISO/IEC 29119-4 standard, we can decide, what test 
design techniques we should use and find exact 
technologies to implement those techniques. To perform a 
component-level testing, we can use only specification-
based techniques, such as Boundary Value Analysis, 
Equivalence partitioning, Use case testing, Random 
testing and Scenario testing. In a case of component 
security testing, we can also scan microservice for typical 
vulnerabilities of the specific middleware, used in its 
infrastructure. 

TD6 (Derive test procedures) describes the testing 
process. In Mjolnirr we use both automated and user-
provided test cases, so we should cover all the coverage 
items, provided by microservice interface, and call all the 
test cases, provided by application developer. Test case 
can modify the microservice environment and state, 
therefore, microservice validation should be executed in 
an isolated environment, which should be purged after 
each set execution. As shown on figure 6, Mjolnirr has 
three sets of environments – special validation container 

for isolated component-level validation, validation 
environment for integration-level validation and 
production environment for end users. Validation 
environment and production environment has built-in 
Chaos Monkey service to ensure system stability. These 
three steps should be passed by each microservice to go to 
production. 

To use those techniques, we need to have detailed 
microservice interface description, including input and 
output variables types, boundaries and syntax. Using this 
information, we can perform black box testing to each 
microservice in addition to the simple unit tests. 
Microservice interface definition described on figure 7.  
{ 
  "name": "test_microservice", 
  "inputs": [ 
    { 
      "type": "integer", 
      "min": 0, 
      "max": 10 
    }, 
    { 
      "type": "string", 
      "syntax": "he.?lo" 
    } 
  ], 
  "outputs": [ 
    { 
      "type": "integer", 
      "min": 0, 
      "max": 10 
    } 
  ], 
  "input_connections": ["test_microservice2"], 
  "output_connections": ["test_microservice3"] 
}	  

Figure 7. Microservice interface description 

In a case of integration testing we have knowledge 
about internal structure of the tested system. Therefore, 
we can use the testing techniques, mentioned before, and 
structure-based test design techniques, such as data flow 
testing, branch condition testing, etc. As shown on figure 

 

Figure 6. Validation of Mjolnirr-based microservices 
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5, microservice interface also describes input and output 
connections for each microservice, and we can use this 
knowledge to produce call graph and validate this 
structure. 

Integration-level validation cannot be implemented on 
a container level, so this type of validation will be handled 
by Proxy node. Proxy will store the call graph, compare it 
with the desired structure, based on component interface. 
Also, Proxy will use different integration validation 
techniques, like Chaos Monkey [4] and random 
messaging, which are useful in a case of high load system. 

V. CONLUSION 
In this article, we described microservice testing 

features and validation techniques. In addition, specific 
test design techniques were mentioned. We have 
described the basics of microservice approach, provided 
and overview of methods and standards of software 
testing and validation. We described microservice 
validation features and proposed an approach to 
microservice validation. At last we proposed a brief 
overview of possible methods of implementation of 
microservice validation framework based on a Mjolnirr 
platform. 

As a further development of this study, we will 
implement microservice validation framework, which will 
be able to perform automated and semi-automated 
validation to the microservices. 
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ABSTRACT
Web-based systems test techniques developed rapidly over
the past years. Continuous integration approach demanded
rejection of manual testing methods, and transition to fully
automated methods, covering all application from the source
code of core services to the user interface and API correct-
ness. Every year there are dozens of new approaches to
cloud applications testing, many of which, despite their ef-
fectiveness, little known to ordinary developers and testers.
We propose a Testing-as-a-Service solution to simplify the
cloud applications testing by providing a catalog of applica-
ble test techniques and automating testing processes.

CCS Concepts
•Software and its engineering → Cloud computing;
Software testing and debugging;

1. INTRODUCTION
It is believed that writing documentation and writing tests

- the two things software developers hate. Indeed, high-
quality testing of complex applications, such as cloud ser-
vices, requires competence in testing automation [1], knowl-
edge about the state-of-the-art testing techniques (like Twit-
ter Diffy, Chaos Monkey, Fuzzy Testing, etc.) and skills of
applying these techniques. Furthermore, development of the
cloud service testing methodology is often become a sepa-
rate complex project that should be conduct concurrently
with the main software development project [2]. For all of
these reasons, software developers and project managers of-
ten pay insufficient attention to the comprehensive testing,
sacrificing the quality for the sake of faster product delivery.
We propose a Testing-as-a-Service solution to simplify the

cloud applications testing by providing a catalog of applica-
ble test techniques and automating testing processes. Three
main features of the proposed service can be distinguished.

• Testing methods catalog: Providing users a catalog of
testing methods available for their applications. Based
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on the features of the application under test (like pro-
gramming language, development framework, applica-
tion type, etc.), the testing service offers to a user a
set of ready-to-use suitable testing methods.

• Extensibility: each testing method is implemented as a
separate microservice, easily integrated to the catalog
of existing testing methods.

• Pay-as-you-go: using the cloud approach to implement
the software testing provides to the user the combina-
tion of cost flexibility and built-in resource scalability.

2. SYSTEM OVERVIEW AND
SERVICE ARCHITECTURE

According to the features, defined in the introduction, we
decided to implement cloud applications testing service as a
web-application. Two actors are interacting with the testing
service: tester and test techniques developer. Tester uses
the service to test a cloud application. A tester can browse
a catalog of available test techniques, create test projects,
define test objectives, run tests and obtain test results. Test
techniques developer implements test techniques in the
testing service.
The interaction of the actors with the testing service is

performed using the following key entities, defining features
of the application under test and testing process.
Application attribute describes a feature of the cloud

application under test. For example, a tester can define pro-
gramming language, basic application framework or database
type as an application attribute value. Each application at-
tribute is associated with a set of test techniques, which pro-
vide testing for the applications with such attribute value.
Test technique is an atomic testing step. It aims the

testing of the one single system aspect (like unit-testing,
API interface testing, load testing, etc.).
Test objective is a set of test techniques focused on a

testing of some aspect of the cloud application (e.g. test-
ing of a specific component, interface, performance or stress
testing and so on). While defining the test objective, the
tester provides a set of cloud application properties (appli-
cation attribute values) so the testing service could offer him
a list of applicable test techniques. The tester picks and con-
figures test techniques for the test objective, providing such
information as source code repository URL, web server URL,
test cases files, etc. When all test techniques are configured,
the tester can run the test objective. When the test objec-
tive execution is finished, the tester can get the test report,
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Figure 1: Testing service architecture

which contains detailed information about passed and failed
tests.
Test project is a set of test objectives that represent

a comprehensive cloud application testing solution. While
creating a test project, a tester defines a set of static (con-
figured once per project, like source code repository URL)
and dynamic (must be set on each run) parameters. Test
project parameters are passed to underlying test objectives
and test techniques when the test project is initializing.
We can highlight the following components in the cloud

applications testing service (see fig. 1):

• Authentication and authorization component identifies
users, their roles, and permissions. It provides authen-
tication through the login-password pair, SSH keys,
OAuth accounts and authentication tokens (for third-
party API users).

• Test projects, objectives and techniques managers pro-
vide Create, Read, Update, Delete (CRUD) actions for
the Test projects, Test objectives, and Test techniques
entities respectively.

• Mapper associates application attributes to the corre-
sponding testing techniques.

• Test technique is independent service, implementing
common REST interface providing test configuration,
execution, and results delivery.

Let’s describe the process of test configuration and execu-
tion (see fig. 2):

• The tester passes the authentication, creates a test
project and a test objective, defining application at-
tributes of the cloud application under test;

• According to provided application attributes, testing
service offers a list of testing techniques that can be
implemented for the application;

• The tester chooses test techniques he want to imple-
ment, defines parameters and sets the execution order
of the test techniques;

• To initiate a testing process, the tester provides dy-
namic parameters of the test, executes the test project
and receive the testing results.

3. IMPLEMENTATION AND FUTURE WORK
Testing service was implemented using Ruby on Rails frame-

work and deployed to Heroku cloud platform for evalua-
tion (available on http://cloudrift.x01d.com). It provides a
REST API and a web interface for projects, objectives and
test techniques configuration. Three test techniques were
implemented - API testing using Ruby and Airborne; load
testing using Ruby, Apache Benchmark, and ABCrunch; and
UI testing for the Facebook React Framework using Node.JS
and Carte Blanche.
Let us describe test objective initialization process. First,

the tester defines static parameters for the created objective.
In a case of API testing, he provides the cloud application
domain. Next, the tester fills the tests list by choosing the
“API testing” test technique. For each test technique, the
tester provides API method path, HTTP verb, test param-
eters and excepted outputs as JSON. Testing service sends
those parameters to the test technique service, and calls the
API according to the provided parameters and matches the
output with the expected one.
As a further development, we are going to enhance test

techniques catalog, increase the number of covered tests
techniques; implement automatic application attributes de-
tection for the popular frameworks and programming lan-
guages; implement desktop and mobile applications testing
support.
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Abstract: The objective of this study is to develop a test process approach for 

microservices. Microservice architecture can reduce the development costs of web 

systems and shift the accidental complexity from the application to the 

infrastructure. In this paper, we provide an analysis and description of the 

microservice test process, as well as an example implementation of the software 

system, that supports the described process. An example of usage demonstrates the 
advantages of our solution in the real environment. 

Key words: microservices, testing, test techniques, testing service. 

1. INTRODUCTION 

The increasing amount of automation in information technology (IT) can usually be 

traced back to rising maintenance costs of IT departments, data centers and server rooms [15, 

28]. Microservices offer a novel architecture for development, testing, deployment, and 

maintenance in contrast to the traditional monolithic architectural solutions. In cloud 

applications, the monolithic architecture and microservice architecture are the two conceptual 

approaches to development, testing, deployment, and maintenance. Monolithic applications 

are derived from the client-server architecture in which the components that implement the 

business logic of the application are collected in the application server [22]. Microservice 
architecture implies that the server application is divided into microservices – isolated, 

autonomous components, each running on its own virtual machine [17]. Each microservice 

implements a separate role in the application's business process, retains its own state in a 

separate database and communicates with the other microservices using Hypertext Transfer 

Protocol (HTTP) and Representational State Transfer (REST) architectural styles [8]. Each 

microservice has its own responsibility, so the system can easily be scaled to handle different 

loads. Microservices can be created using different programming languages and developed 

by different teams because of the loose coupling of the modules [17]. 

Nowadays, microservices are adopted by numerous major organizations in the software 

market, such as Amazon, eBay, or Netflix, which have migrated their infrastructure to the 

microservice architecture [25]. The microservice approach shifts the accidental complexity 

(problems that are produced by a programming language and environment) from the 
application to the infrastructure [2]. Increased complexity and interconnectivity of IT 

systems and devices increase the probability and seriousness of defects [26]. With a defect 

having the potential to go viral in minutes, senior managers focus on protecting their 
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corporate image. They view this as the key objective of quality assurance (QA) and 

testing [26]. This means that business requires practical solutions to support microservice 

testing. The analysis of how to test microservices should become an essential part of service 

design. 

In this paper, we develop an approach to microservice testing. First, we present the 

design of techniques for microservice testing based on a literature review. Second, we 

introduce a process of microservice testing using the proposed techniques and an example 

implementation of this process as a microservice testing service. Third, we illustrate the 

service usage in a real environment. 

2. LITERATURE REVIEW 

The microservice architecture is often compared with the monolithic architecture. A 
monolithic system as an application that has its components connected to one thread or 

process [24]. With an increasing load, the application should be reconfigured to carry the 

required load. The monolithic approach does not require special deployment tools because 

there is usually no need to organize communications between separated modules. But large 

service providers, such as Netflix, an Internet video subscription service, and several other 

companies decided to implement their infrastructures in the microservice style [30]. Shifting 

the accidental complexity from the application out into the infrastructure was the main driver 

for the migration. Some companies have implemented their products as big monoliths and 

have later been forced to split these monoliths into reusable modules [25], so they rebuilt 

their infrastructure in accordance with the microservice style. Amazon also started with a 

large database in a monolithic architecture and later revised the entire infrastructure as 
service-oriented architecture [30]. 

 

Fig 1. Differences between monolithic and microservice architectural styles 

Fig 1 illustrates a comparison of the microservice style with the monolithic style. In the 

monolithic style, the application is built as one unit (Fig. 1, left). The server side in a 

monolithic application handles HTTP requests, executes domain-specific tasks, retrieves and 

updates data in the database, and selects and populates Hypertext Markup Language (HTML) 
views. This design approach usually leads to a situation where a change made to a small part 

of the application requires the entire monolith to be rebuilt, tested and deployed, and over 

time, it is difficult to maintain a good modular structure where changes affect only one 
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module within the system [17]. In the microservice style (Fig. 1, right) the system is divided 

into several independent microservices. The application can be scaled by applying the 

duplication ability of microservices and scheduling the load between different servers. The 

system is most useful in high availability systems with many reusable modules [14]. 

2.1. Microservice test design techniques 

The microservice architectural style was introduced by Fowler and Lewis in 2014, so 

there is lack of microservice testing approaches [17]. Ford [9] describes the basic ideas of 

microservice systems development, monitoring, and testing, but a technical solution for 

microservice testing is missing. Netflix describes the microservices-based Platform-as-a-

Service (PaaS) system and mechanisms, which are used to integrate legacy software into the 

platform [3]. Clemson [5] analyses the microservice testing strategies for the whole system 
and proposes the implementation of microservice testing using mocks (simulated objects that 

mimic the behavior of real objects in controlled ways). Ashikhmin et al. [1] describe a mock 

service generator based on RAML (RESTful API Modeling Language). Mock services are 

implemented as Docker containers [20] and they can be directly deployed in the microservice 

environment. Mock approach facilitates microservice development and testing and does not 

require much effort for maintenance. 

Another popular approach to microservice testing is the fault injection [19]. It allows 

finding and eliminating possible unpredictable faults, such as database overloads. Meinke 

and Nycander offer a learning-based approach to evaluate the functional correctness of 

distributed systems and their robustness against injected faults [19]. This system simulates 

the communication faults between microservices and data sources (for example databases) 
and then checks that the system provides the expected output. The initial testing scenario 

evolves on every iteration and does not require any further manipulation [10]. Another 

approach to the microservice fault injection testing is described by Heorhiadi et al. [23]. The 

authors describe the Gremlin, a framework for systematically testing the failure-handling 

capabilities of microservices. This framework simulates the failures in communication 

between different microservices and other network components. 

Described test design techniques do not fully cover microservice testing. Some of them 

consider microservice systems only as a set of service-oriented entities and concentrate, for 

example, on the integration level. However, they can be used in the design of the novel 

approaches. 

2.2. Service-oriented architecture 

The microservice architecture is closely related to the service-oriented architecture 

(SOA). SOA is defined by the Organization for the Advancement of Structured Information 

Standards (OASIS) as the paradigm for organizing and utilizing distributed capabilities under 

the control of different ownership domains [22]. This study uses a practical definition of SOA 

provided by Thomas: “SOA is a form of technology architecture that adheres to the principles 

of service-orientation. When realized through the Web services technology platform, SOA 

establishes the potential to support and promote these principles throughout the business 

process and automation domains of an enterprise” [7]. SOA imposes the following 

requirements when microservices are considered as a subset of SOA. They are reusable, 

loosely coupled, composable, autonomous, stateless, and share formal contracts and an 

abstract underlying logic [7]. The microservices return the same results for different requests 

with the same parameters and are discoverable because they operate in an environment that 
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decides which microservice receives the message. By microservices, we mean processes as 

a set of fine-grained services instead of building a monolithic service to cater to all 

requirements with one solution. Microservices might be considered as a subset of SOA and, 

therefore, they meet the same requirements on microservice systems. 

Kalamegam and Godandapani [13] describe testing challenges from the viewpoint of 

different stakeholders and different test techniques that could be applied to SOA testing. The 

most effective way to test service-oriented software is to use a continuous end-to-end testing 

process that should validate requirements when it is developed, run and maintained. Jehan, 

Pill, and Wotawa [12] describe a Business Process Execution Language (BPEL), a constraint-

based approach to SOA test case generation. The approach uses the BPEL definition for 

services to generate different test cases to produce the expected output [18]. However, this 
solution considers services as a black box and does not cover the integration of different 

services. Li et al. [18] describe another approach based on BPEL, and it takes into account 

both service interfaces and communications between different services. Such an approach 

implements gray-box testing of service-oriented software. Canfora and Di Penta [4] describe 

the challenges faced by different stakeholders involved in testing. They propose an approach 

to divide the testing process for service-oriented software into different levels and perform 

testing of different levels separately. BPEL and test levels division could be also used in 

microservice testing in addition to microservice test design techniques of different test levels. 

2.3. Actors and agent-oriented systems 

Microservices, multi-agent systems, and actors share a common architectural principle. 

They have a set of logically independent entities, which work together to provide a response 
to an external request [16]. However, unlike microservices, a multi-agent system is an 

approach to problem solving. The agents are not only programmable entities but they can be 

humans or any other external entities that provide information. The actor model differs from 

microservices in many aspects, but the main difference is that one actor can create another 

actor, but microservices cannot. An analysis of the existing test techniques for different 

models provides a set of approaches that can be used for microservice systems. For example, 

it is possible to apply the existing approach based on a detailed description of the input and 

output to test microservice communication [21]. 

Rahman and Gao [23] describe an approach to microservice testing based on behavior-

driven development (BDD). BDD is a software development methodology, in which an 

application is specified and designed by describing how its behavior should appear to an 
outside observer [27]. In practice, the BDD testing of microservices could be implemented 

by using a BDD support library, such as Cucumber [6]. However, some approaches cannot 

be easily implemented for a microservice model. For example, Tasharofi et al. [29] present a 

testing framework that operates in accordance with the actor model. Such an analysis can be 

carried out only for actor systems because, unlike the actor model, a microservice cannot 

create a new instance of itself or any other microservice. Therefore, the actor system is a 

problematic approach to modeling or testing microservices since one of its prominent features 

violates the microservice architecture. 

The analysis of the existing test techniques of microservice systems shows detached 

examples of microservice testing, but a comprehensive model of microservice testing is 

missing. We observed different test design techniques that could be applied to microservice 

testing, but according to our understanding, they cover the microservice testing process only 
partially. Our analysis showed, that testing of a single microservice is similar to any other 
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SOA entity testing, but there is higher complexity in the microservice infrastructure and 

deployment process. 

3. TESTING SERVICE DESIGN AND IMPLEMENTATION 

As said above, the biggest complexity of microservice testing is concentrated in 

infrastructure, and we decided to split the process of microservice testing by three different 

levels, according to existing software testing practices – component testing, integration 

testing, and system testing. Figure 2 describes the proposed test process for microservice 

testing. 

 

Fig. 2. Microservice test process 

The following steps should be made when testing the microservice system in practice: 

1. The automated testing of a microservice’s interface and communication process 

requires the definition of the interface of every microservice as a test basis (it means, that 

each microservice has a JSON file that describes inputs, outputs, and their syntax or possible 

values). 
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2. According to the features of the programming language and the chosen 

implementation framework, the developer provides appropriate automated component test 

cases of the microservice’s source code to ensure its compliance with the requirements (for 

example, JUnit for Java, Karma for JavaScript, RSpec for Ruby). 

3. If the source code passes static tests and component tests, the microservice will be 

packed into a Docker container, and container self-tests (external interface testing, made by 

service itself) will be carried out to ensure that all of the components of the container are 

functioning correctly and the interface of the container corresponds to the interface definition 

provided during step 1. 

4. If the self-tests are successful, security and performance tests will be carried out 

for the microservice. Steps 1-4 are run locally on the developer’s machine. 
5. If all of the tests are passed, the microservice test environment will be set up and 

integration tests for security, performance efficiency and functional suitability will be 

performed. This allows detecting issues in the microservice’s orchestration, including load 

balancing, lifecycle management, and communication issues. 

6. If the microservice passes all of the tests in the test environment, it can be deployed 

in the production environment. A continuous stability test is performed in the production 

environment according to the methods of deliberate provocation of random failures of the 

system components. 

This approach allows microservice component, system, and integration testing. Also, 

the described process implies three different environments for microservices: local developer 

PC, test environment, and production environment. 
The microservice testing service was created based on the described testing algorithm. 

The service facilitates the automatic testing of microservices during different phases of the 

microservice’s life cycle from the component testing of the code to the stability testing of the 

system under test (SUT). In this service, the end-users can test the SUT and extend the testing 

service using their own test cases and designs. In building the artifact, the microservice 

testing service activities were selected from test level and test type examples. The 

microservice testing service example includes the following activities: 

1. Component testing of the microservice source code. 

2. Microservice self-testing: the microservice tests its own external interface. 

3. Component testing of security. 

4. Integration testing of security to determine if is it possible to intercept and/or 
change the contents of the messages between individual microservices. Security and isolation 

testing of the SUT. 

5. Integration testing of performance efficiency to test the interaction’s behavior 

under the load. 

6. Integration testing of functional suitability to test the microservice’s interactions. 

Each test design and implementation is an external service because the microservice 

testing service uses a plug-in structure to enable end-users and designers to add more test 

designs and cases to the system. 

3.1. Microservice testing service architecture 

Since microservices can be implemented using different programming languages, 

frameworks or even operating systems, it is difficult to build one monolithic test software to 

handle different microservices and microservice systems. To solve this problem, the 
microservice testing service uses external containers that host different test designs and their 
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implementations. Microservice testing service provides HTTP API to enable easy integration 

of third-party test designs. The testing service is implemented in accordance with the 

microservice architecture to support and allow extensions. Fig. 33 depicts the proposed 

architecture. 

 

Fig. 3. Microservice testing service architecture 

The authentication and authorization service identifies users, their roles, and 

permissions using their credentials when the end-user enters the testing service. The test 

project service and test objective service both provide create, read, update and delete actions 

for the test project entity and objective entity. Each test project and objective can have 

parameters that will be passed to underlying test objectives and cases to simplify the test 

configuration. 

The test attribute service provides a list of associated test designs and cases according 
to application attributes. An application attribute is a characteristic that describes the features 

of the SUT, such as the implementation language, operating system or database type. In 

addition, this service can accept new links between application attributes and test designs and 

cases. 

The test case service provides create, read, update and delete actions for test designs and 

cases. Each change of any test design or the case will trigger the test design service that 

registers all added or modified test designs and cases and parses their interfaces. Test cases 

are executed during test runs. 

Fig. 44 describes the test project creation and run process. 

1. The end-user enters his or her credentials in the authentication and obtains rights 

in the authorization. 
2. The end-user creates a new test project with a name. 

3. For the created project, the end-user creates a test objective with a name and 

attaches the desired test levels and types as application attributes. 

4. According to the supplied application attributes, the service offers a set of test cases 

if available. 

5. The end-user adds, creates or modifies the test cases, sets the order of execution 

and provides the required parameters. 

6. To initiate the testing process, the end-user provides the final testing parameters, 

such as the microservice system location or programming language. The service executes the 

test cases. 
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Fig. 4. Microservice testing service sequence diagram 

3.3. The microservice testing service interface 

The microservice testing service prototype has an HTTP API interface for external 

communication and a visual interface. According to the scope of the SUT, the visual interface 

is planned for the configuration of test projects, objectives, test designs, test cases, names, 

parameters, the test execution order, etc. Using the HTTP API interface, the end-user can run 

tests to reach test objectives. HTTP API can also return the test execution status, error log 

and other test-related information.  

To create the test objective, the end-user specifies the name of the objective, describes 

it and chooses one available application attribute or more. The testing service uses this 

information to offer a list of applicable test designs and test cases. After creating the 

objective, the end-user can set ‘static’ parameters. ‘Static’ parameters are not changed from 

run to run, for example, programming language or database endpoint. Moreover, the end-
user can set the order of the test case execution and fault logic; for example, whether the test 

process should stop if one test case fails. The objective or project can be run using the HTTP 

request (Table 1). The HTTP request provides the necessary information for the test 

execution linked with the objectives except for ‘static’ parameters. Table 1 provides the 

source code repository location, programming language, and location of the SUT. 

Table 1. Example of a request to run tests with available test methods 

POST /api/testing { 

 test_set_type: “project”, 

 test_set_id: 1, 

 test_params: { 

  source: "git@github.com:skayred/netty-upload-

example.git",  

  methods: "all", 

  language: "java", 

  endpoint: "https://netty-upload.herokuapp.com" 

 } 

} 
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4. MICROSERVICE TESTING PROCESS EVALUATION 

To estimate improvements in the real environment, we implemented a Docker container, 

which contains the microservice testing service implementation (source code available at 

https://bitbucket.org/skayred/cloudrift2). Typical example for the evaluation was selected 

because the number of different test scenarios is unlimited. The evaluation was conducted on 

an open source microservice example (https://github.com/kbastani/spring-cloud-

microservice-example). To demonstrate the typical workflow used in Continuous Integration 

with real-world microservices, we have implemented the scenario shown in Figure 5. 

 

Fig. 5. Workflow in the evaluation example 

This scenario follows the process, described in section 3, and enables microservice 

component, system, and integration testing, concurrently following the guidelines of 

ISO/IEC 29119 standards [11] and implementing the collected observations. The scenario 

was implemented using two simple Ruby scripts, that were calling command line interface 
and executed described commands. The success of the operation was determined using exit 

codes: 0 for a successful test and any other for a failed test. This workflow illustrates how 

the microservice testing service can be integrated into the Continuous Integration 

infrastructure. The pluggable structure allows third-party developers to add new test designs 

and cases and use them for testing. The HTTP API of the testing service helps end-users to 

integrate continuous integration or continuous delivery systems. Described testing service 

supports creating, reusing and executing test cases according to the end-user request, but it 

does not yet support run-time monitoring. 

5. CONCLUSION 

Microservices offer an architecture with fine-grained, isolated components. In this 

paper, we offer an approach to microservice testing. Microservices are tested using test 

techniques modified from existing test techniques and automated as a service. We derived 
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the test design and implementation process for microservices, selected example test levels 

and test types, derived corresponding examples of test techniques, and generalized the results 

as a generic testing service for microservices. 

Our analysis showed, that the testing of a single microservice is similar to any other 

SOA entity testing, but there is complexity in the microservice infrastructure and deployment 

process. The described microservice testing process could be implemented using different 

Continuous Integration system (for example, TeamCity and Jenkins), but microservices 

could be implemented using different environments, that makes the testing infrastructure 

more complex. The described process was illustrated using the open source example, based 

also on the idea of microservices. 

This paper presents an example solution and its evaluation. The microservice test 
techniques and test automation, together with the benefits of the microservice architecture, 

reduce testing, deployment and maintenance costs. This study helps both researchers and 

practitioners to develop microservice test techniques with test cases and to offer them as an 

automated service. The described service architecture and implementation allow the plug-in 

of new test techniques and cases, making the service extensible and capable of covering the 

most common scenarios in microservice testing and applicable to the testing of traditional 

software. 

According to the usage example, the proposed system facilitates basic microservice 

testing. However, further study is required to assess its actual performance and effectiveness 

in increasing the number of available test designs and cases. In future work, we will expand 
the described testing service to support more test techniques, test cases, and run-time 

monitoring. 
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Abstract - As it stands, the maintenance phase in the 
software lifecycle is one of the biggest overall expenses. 
Analyzing the source code characteristics and identifying 
high-maintenance modules is therefore necessary. In this 
paper, we design the architecture for a maintenance metrics 
collection and analysis system. As a result, we present a tool 
for analyzing and visualizing the maintainability of a 
software project. 

Keywords - maintenance, code quality 

I. INTRODUCTION

Maintenance and upkeep is a costly phase of software 
life cycle. It has been estimated that maintenance can 
reach up to 92% of total software cost [1]. Code quality 
can be analyzed using various existing metrics, which can 
give an estimate on the maintainability of software. There 
are several tools and frameworks for assessing the 
maintainability characteristics of a project. Many tools are 
included in integrated development environments (IDEs), 
such as Eclipse metrics [2], JHawk [3] or NDepend [4]. 
As such the existing tools are specific to platform and 
programming language, providing quality analysis during 
development. Considering maintenance also includes 
activities post-release of a software product, it would be 
beneficial to perform quality measurement also in the 
maintenance and upkeep phase of life cycle.  

One solution to the post-release monitoring are online 
data gathering probes, which can be inserted into 
production code to gather runtime performance data. In 
order to establish and sustain a commitment for 
maintenance measurement this work introduces a design 
for data collection and storage. In this paper we present an 
architecture for systematically collecting code metrics for 
maintenance. Additionally, the visualization and analysis 
of the metrics are explored. 

In this study we will focus on the analysis of web-
applications. This delimitation is due to the collection of 
runtime metrics as well as static metrics. The focus on 
web-applications provides a reasonably standardized 
measurement interface for runtime performance through 
the browser's web API. In this paper we also propose the 
design and implementation of the system called Maintain. 
The probes for gathering metrics in the system are 
implemented in both JavaScript and Ruby programming 
languages. 

Rest of the paper is structured as follows. In Section 2, 
related work in analyzing software maintainability is 

introduced. Sections 3 and 4 presents the architecture and 
our implementation for a metrics collection and analysis 
system, which is main contribution of this work. 
Evaluation of the system’s performance and utility is 
presented in Section 5. Finally, discussion and conclusions 
are given in Section 4.  

II. RELATED RESEARCH

Software maintenance, as defined by ISO 14764 
standard, is the “the totality of activities required to 
provide cost-effective support to a software system”, 
consisting of activities both during development and post-
release [5]. The analysis of software maintainability is by 
no means a novel concept. Motogna et al. [6] presented an 
approach for assessing the change in maintainability. In 
[6], metrics were developed based on the maintainability 
characteristics in the ISO 25010 software quality model 
[7]. The study presents how different object oriented 
metrics affect the quality characteristics.  

A study by Kozlov et al. [8] distinguished that 
particular code metrics (data variables declared, McClure 
Decisional Complexity) have strong correlations with the 
maintainability of a project. In the work, the authors 
analysed the correlation between maintainability and the 
quality attributes of a Java-project. 

In the study by Heitlager et al. [9] a practical model 
for maintainability is discussed. The study discusses the 
problems of measuring maintainability, particularly with 
expressing maintainability as a single metric 
(Maintainability index). 

Studies where different evaluation methods are 
combined in order to get a more thorough view on the 
maintainability of a project have been conducted during 
the past decade. For example, Yamashita [10] combined 
benchmark-based measures, software visualization and 
expert assessment. In a similar vein, Anda [11] assessed 
the maintainability of a software system using structural 
measures and expert assessment. In general, these studies 
suggest that visualization systems providing developers 
and project managers with an analysis of the health of a 
software project can help distinguish problematic program 
components, and thus help in the maintenance efforts of 
software. 

III. ARCHITECTURE

Maintain system architecture is presented at the figure 
1. System consists of the following components:

This study was funded by the Technology Development center of 
Finland (TEKES), as part of the .Maintain project (project number 
1204/31/2016). 
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• Probe is a program that gathers some valuable data 
from the software (static or dynamic). Each probe 
should have an associated analyzer; 

• Data Storage – data storage that stores the raw data 
from the probes. It also has REST interface that 
receives the data from the probes; 

• Analyzer is a program that gets the raw data from 
the associated probe and creates a report, based on 
this data; 

• Report Storage – data storage that stores reports 
from analyzers; 

• Report Visualizer is a component that creates a 
visual representation of the report. 

 
Figure 1. System architecture 

 
Workflow of the system is centered around the Data 

Storage. Generally, it looks like this: 
• Probes gather the information from the source 

code, it might be some static analysis results or 
dynamic performance data; 

• Gathered and normalized data is sent to the Data 
Storage. Probe can have different data types, data 
structure is defined by analyzer; 

• When new data is received by Data Storage, the 
associated analyzer is called. It requests the data 
from the Data Storage, produces report (object, that 
contains current status of the analyzed application 
aspect and a set of time series for the end user); 

When end user requests the report, Reports Visualizer 
generates a visual representation of the time series, that 
were created by analyzers. 

IV. IMPLEMENTATION 
Maintain system was implemented using Ruby on 

Rails framework and hosted on Heroku cloud platform. 
Project details page is shown on Figure 3. This page 
provides the information about the current state of the 

project, that is described as a set of 8 scores, based on 
quality characteristics, described in ISO/IEC 25010 [7]. 
Those scores are visualized as a polar chart with 8 axis for 
each quality characteristic respectively. Score calculation 
is based on the report statuses – each report has an 
associated probe, and each probe has a set of associated 
quality characteristics. Quality characteristics are set by 
the project administrator. 

System class structure is organized as pictured in 
figure 2. As system gathers the data using REST API, it is 
generally impossible to predefine all possible probes and 
probe types and set their quality characteristics in 
advance. That’s why we decided to let user define the 
quality characteristics for probe when it is created or 
modified. Result score is based on statuses of last reports 
for each probe respectively. 

 
Figure 2. System entity-relationship diagram 

 

A. Probes 
As a case study, we have implemented four probes: 

HAML, JavaScript and Ruby code quality probes, and 
browser performance probe. JavaScript and Ruby code 
quality probes are based on maintainability index, which 
is calculated using the following formula: 

maintainability = 171 – 

            (3.42*Math.log(effort))- 

            (0.23*Math.log(cyclomatic))- 

            (16.2*Math.log(loc)) 

 

HAML maintainability index uses recursive formula, 
based on linter report: 

Maintainability = a*maintainability 

 

where a is 0.9 for linter error and 0.99 for linter 
warning 

Code quality probes produce the following data for 
Data Storage: 

{ 

    maintainability: M, 

    revision: R, 

    datetime: D, 

    modules: Ms 

} 

1456



where M is average maintainability index for the 
whole project, R is current Git revision, D is current date 
and time, and Ms is a list of maintainability index for 
project files and their names. Browser performance probe 
generates report in different format: 

{ 

    page: P, 

    timing: T, 

    datetime: D 

} 

Where P is an URL of the current page (without 
query), T is the time between page load start time and 
DOM ready event time in milliseconds, and D is current 
date and time. 

B. Analyzers 
Currently we have implemented two different 

analyzers - maintainability analyzers for Ruby, JavaScript 
and HAML probes, and performance analyzer for browser 
performance probe. Workflow for maintainability 
analyzer works is described below: 

• Data from Data Storage is grouped by days, 
maintainability index for each day calculated as a 
median of indices for day. If no data presented for 
day, analyzer sets the value for the previous day 
(fallback for weekends); 

• List of maintainability indices are smoothed using 
exponential moving average method, those values 
are used as a time series for visualizer; 

• Linear regression for last five days is used as a 
status of the project source code quality: if it is less 
than zero, then code quality is bad. 

Workflow for browser performance analyzer is different: 
• Performance data is grouped by five minutes, value 

for each section is calculated as a 95th percentile of 
all values for section; 

• If values for all sections are less than 2 seconds, 
then browser performance is good. 

V. MAINTAIN SYSTEM USAGE EXAMPLE 
Maintain system was evaluated using a proprietary 

web application, that was implemented using Ruby on 
Rails as a backend, and CoffeeScript on top of React.JS as 
a frontend. This project is on maintenance phase, so we 
decided to analyze historical data and compare 
Maintenance system results with the feedback from the 
project manager, who managed the analyzed project. 
Application was used by 5 administrators and about 10000 
users. Maintenance system was deployed in Heroku cloud, 
while probes were running on local PC, that had 1.8 GHz 
2-core CPU and 4 Gb RAM. We gathered the code quality 
information for all the previous commits to make picture 
more consistent.  

Figure 3. Project page example 
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Figure 3 illustrates the general ‘health’ of the analyzed 
application at the last Git revision at Master branch. 
Figure 4 shows the JavaScript (CoffeeScript) and HAML 
code quality. The project was started as a pure backend 
solution, while frontend development started at the 
beginning of September 2016. As shown in the graph, 
HAML code quality was decreasing from September 
2016, until December 2016, then it was stable. This 
behavior can be explained by a deadline of the project, 
that was at the end of the year 2016. After the deadline, 
the project active development stopped. Project manager 
evaluated the results and stated, that such an ‘early 
warning’ system could notify the team and save some 
development resources. 

VI. DISCUSSION AND CONLUSION 
The objective of this study was to facilitate the 

systematic collection and analysis of maintenance metrics, 
in order to reduce the effort required in the maintenance 
phase of software already during development. To realize 
the goal we designed and implemented an architecture for 
a system which can be used to collect both static and 
runtime metrics of a software project. We then 
implemented analysis tools to visualize these metrics, and 
display the most high-maintenance modules in a project 
repository. 

The novelty of the presented work is the extendibility 
and modularity of the architecture. The architecture is not 
platform specific. New probes and corresponding 
analyzers can be added at any stage, using the REST API 
with any programming language or platform. The data 
storage and reporting system provide a common interface 
for the systematic collection of quality metrics, allowing 
the developers of a project to establish and sustain a 
commitment for quality measurement.  

Providing a platform to establish the measurement 
commitment is important, because previous research 

shows that the quality assurance and testing practices of 
developers do not necessarily line up with measurement 
possibilities distinguished in academic research. For 
example, the recent study by Garousi and Felderer 
distinguishes that the industry and academia have different 
focus areas on software testing [12]. Likewise, Antinyan 
et al. show in [13] that existing code complexity measures 
are poorly used in industry. In this work, we used the 
maintainability index as an indicator for code quality, as it 
has been used in both academia and industry. In future, we 
should work on evaluating whether quality metrics 
presented in academic publications could be implemented 
into our system as probes providing reliable 
measurements. 

Additionally, in future work we aim to develop more 
measurement probes in the system. We should evaluate 
the different metrics to distinguish which measurements 
provide the most useful information about software 
maintainability.  
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