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The purpose of this study is to analyse consumer motivations for acquiring online 
security products and how this motivation can be encouraged through marketing 
communication. While looking at the consumer motivation generally, the study aims to 
fill a research gap by analysing the impact of different online threats on the motivation. 
Based on the existing research, Protection motivation theory (PMT) was chosen as the 
central theory for this study. PMT proposes that individuals are motivated to protect 
themselves based on the perceived severity of a threat, the perceived vulnerability of 
this threat, the perceived self-efficacy and the efficacy of the protective action. 

Primary data was collected through the mixed methods approach, which combined 
quantitative and qualitative data collection methods, one after another. Quantitative 
data was collected through an online questionnaire (n=101) and qualitative data 
through unstructured interviews (n=8). Quantitative data collection was built around 
PMT, whereas in addition to deepening the quantitative data, qualitative data collection 
was open for new discoveries around consumer motivation. The quantitative findings 
indicated that individuals perceive all the studied threats either severe or very severe. 
However, on average, they perceive themselves less vulnerable to these threats. The 
highest perceived vulnerability and severity did not exist for the same threats. The most 
severe threats were related to money, such as online shopping and online banking. 
Whereas the threat with the highest vulnerability was for a computer getting a virus. 
On top of PMT related factors, the qualitative data findings highlighted themes such as 
the notion that online security is simply necessary on internet-connected devices and 
it brings peace of mind. 

The study concludes that consumer motivation to acquire online security is a 
combination of multiple factors, such as needs, prior experiences, overall feeling of 
necessity, family and friends, and the factors shown in PMT. In terms of different online 
threats, certain threat scenarios can potentially affect the motivation to acquire online 
security, however, the low vulnerability rates for multiple threats challenge the 
motivation formation. To increase the motivation, marketers should aim to 
communicate where the need for security is already existing, such as when the 
consumer is purchasing a new device. Marketers should also use right levels of fear 
and increase the perceived vulnerability for various threats by explaining the likelihood 
of those threats. Finally, marketers should use communication to enhance the self-
efficacy and response-efficacy. 
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Tämän tutkielman tarkoituksena on tutkia kuluttajien motivaatiota hankkia 
verkkoturvatuote ja miten tätä motivaatiota voi kasvattaa markkinointiviestien avulla. 
Tutkimus käsittelee kuluttajien motivaatiota yleisemmällä tasolla, sekä pyrkii 
täyttämään tutkimusaukon tutkimalla eri verkkouhkien vaikutusta tähän motivaatioon. 
Aiempien tutkimusten perusteella suojelumotivaatioteoria (Protection motivation 
theory, PMT) valittiin tutkimuksen keskiöön. Teorian mukaan yksilön motivaatio 
suojautua perustuu koettuun uhkan vakavuuteen, koettuun uhkan todennäköisyyteen, 
suojaavan toiminnan tehokkuuteen sekä koettuihin omiin kykyihin suojautua. 

Primaaridata kerättiin yhdistämällä kvantitatiivista ja kvalitatiivista tutkimusta 
peräjälkeen. Kvantitatiivinen data kerättiin verkkokyselyllä (n=101) ja kvalitatiivinen 
avoimella haastattelulla (n=8). Kvantitatiivinen tutkimus perustui 
suojelumotivaatioteoriaan, jota kvalitatiivinen tutkimus pyrki syventämään. 
Kvalitatiivinen tutkimus mahdollisti myös uusien teemojen löytämisen 
kuluttajamotivaation ympärillä. Kvantitatiivisten tulosten perusteella kuluttajat kokivat 
kaikki tutkitut uhkat vakaviksi, mutta eivät kokeneet yhtä todennäköiseksi mahdollista 
altistumista näille uhkille. Uhkat, jotka koettiin vakavimmiksi ja todennäköisimmiksi 
yksilölle, eivät olleet samoja. Vakavimmat uhkat liittyivät rahaan, kuten nettipankin 
käyttöön ja nettiostoksiin. Kun taas uhka, joka koettiin todennäköisimmäksi tapahtuvan 
yksilölle, liittyi tietokoneviruksiin. Kvalitatiivisen tutkimuksen tulokset korostivat 
suojelumotivaatioteoriassa käsiteltyjen asioiden lisäksi yleistä ajatusta siitä, että 
verkkoturva on yksinkertaisesti pakollinen internetiin yhdistetyissä laitteissa ja se antaa 
mielenrauhaa. 

Tutkimuksen perusteella kuluttajien motivaatio hankkia verkkoturvatuote on monen 
asian summa, jossa yhdistyy kuluttajan tarpeet, aiemmat kokemukset, yleinen tunne 
turvan pakollisuudesta, perheen sekä ystävien vaikutus, sekä 
suojelumotivaatioteoriassa korostetut asiat. Eri uhkien kannalta on mahdollista, että 
jotkut uhkat vaikuttavat kuluttajien motivaatioon, mutta kuitenkin kuluttajien kokemus 
uhkien todennäköisyydestä hankaloittaa motivaation syntymistä. Kasvattaakseen tätä 
motivaatioita, markkinoijien tulisi kommunikoida kuluttajille hetkessä, jolloin heillä on 
konkreettinen tarve, kuten uuden laitteen hankinta. Tämän lisäksi markkinoijien tulisi 
käyttää sopiva määrä pelkoa kommunikaatiossa ja kouluttaa kuluttajia ymmärtämään 
eri uhkille altistumisen todennäköisyys. Markkinoijien tulisi myös pyrkiä kasvattamaan 
kommunikaatiollaan kuluttajien kokemusta heidän omista kyvyistään suojautua sekä 
kokemusta suojaavan toiminnan tehokkuudesta. 
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1. Introduction 

 
1.1. Background 

 

Motivation plays a central role in consumer decision-making. Motives provide energy 

to make daily decisions and thus, drive the behaviour. (Emilien, Weitkunat et al. 2017) 

However, motivation does not automatically lead to the actual behaviour, as consumer 

behaviour is a combination of different elements; motivation, ability and opportunity to 

do an action (Statt 1997). While consumer behaviour is a combination of different 

elements, motivation is a key part of the behaviour as it travels through or even 

actuates the behaviour. While its importance is evident, identifying motivations is highly 

challenging as consumers may not be aware of their own motivations or unwilling to 

admit them (Wright 2006; Tyagi, Kumar 2004; Blythe 2013). 

 
This study explores consumer motivations in the field of consumer online security. The 

industry itself poses different challenges, as the number of threats is constantly 

increasing while the consumers may lack knowledge of how and where these threats 

are evolving. And from the product perspective, online security solutions, ranging from 

antivirus and internet security to security routers and VPNs, can be considered as 

technical, time-consuming and complex. Regardless, the majority of the Finnish 

population is shown to have at least a certain level of security on their devices. 

According to a recent study, 70 % of Finnish people have some internet security 

product or service on their smartphones. In addition to security, Finns are rather privacy 

conscious, as 66 % have reported changing their application settings to limit access to 

personal information. (Statistics Finland 2018a) 

 
While existing literature has explored consumer motivations in the context of online 

security, this study aims to fill a research gap on how different online threats affect the 

consumer motivation to acquire an online security product. Understanding the 

motivations, their sources and how the different threats are tied to the motivation, 

opens up new opportunities for marketers to communicate their products to 

consumers. 
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1.2. Online threat landscape 

 
According to studies from different countries, the amount of online crime is large. A 

British study, done by the National Crime Agency (2016), suggests that 50 % of crime 

happens online. Similar rates have been recorded in Germany, suggesting that every 

second German has been a victim of online crime (Bundeskriminalamt 2018). While 

online crime is growing, the threat landscape is also constantly evolving and as some 

threats become less common, online criminals are finding new approaches. 

 
In the consumer threat landscape, malwares rank as the most common online threat 

(F-Secure 2019c). Malware, which is an umbrella term for different malicious software 

variants, cover a wide range of threats, such as viruses, spyware and ransomware. 

There are multiple sources to get a malware, but a recent research done by a 

cybersecurity company, reported that spam e-mail was the most common method for 

cyber criminals to spread malware in 2018. Around 70 % of these spam campaigns 

attempt to trick individuals to visit malicious websites and to download a file containing 

a malware or commit another action that results in an infection. (F-Secure 2018b) 

Malware threats are followed by credit card fraud, and SMS and call frauds. While 

these traditional forms of cybercrime generally are still more common, identity thefts 

and account take-overs are growing. (F-Secure 2019c) Even though account take-

overs, referring to cases in which a criminal illegally gets access to a victim's accounts, 

are still less common, account details are in danger. In the beginning of 2019 happened 

the largest ever data breach. Data breaches are security incidents, in which sensitive, 

protected or confidential information is accessed without authorisation. This breach in 

2019 contained more than 770 million account details which were in a public database. 

Briefly after this data breach, named as #Collection 1, Collection 2-5 emerged taking 

the total number of hacked user accounts published to 2.2 billion. (Winder 2019) These 

data breaches are connected to the use of secure and unique passwords, which has 

been a relevant topic for a long time. Regardless, a recent study showed that 40 % of 

the Finnish population use the same password in multiple online services (Nordea 

2019).  

 
To understand the importance of online threats, it is necessary to recognise how cyber 

criminals aim to get money from people. Phishing is one of them. Phishing is a 

fraudulent method to gather personal information, such as usernames, passwords and 
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credit card details, through messaging services, e-mails and websites. In Finland, 

multiple banks have informed their customers about phishing attacks. These attacks 

aim to collect individual's login details and phone numbers, or link users to fake banking 

sites (Korhonen 2019; Koskinen 2018; OP 2019). Another relatively widely discussed 

threat, ransomware, aims to make money. Ransomware refers to a malware, a harmful 

program, which takes the user’s device or data over, and then demands payment to 

restore the access. In 2017, the largest ransomware outbreak took place, driven by the 

WannaCry outbreak in May. While in that year ransomware detection reports increased 

by 415 % compared to the previous year, ransomware activities started to decrease 

already towards the end of the year. (F-Secure 2018a) Regardless of the decline in 

2018, ransomware attacks still play a crucial role as in 2019, ransomware attacks had 

again more than doubled compared to the previous year. (Palmer 2019) Furthermore, 

there are also threats that seek access to online banking systems and payment card 

information. According to Kaspersky (2019), banking trojans, which refer to malicious 

programs that are designed to get access to credentials in the online banking systems, 

have been on the rise. In 2019, they were reported to be up by 15 % in comparison to 

the previous year. Another newer approach by online criminals, is formjacking. 

Formjacking, which surged in 2018, aims to inject malicious scripts into websites to 

steal payment card information (Symantec 2018). These threats do not cover all 

money-related threats, but instead, show the diversity of them. 

 
Finally, the use of Internet of Things (IoTs) is growing. However, the security of these 

devices is lagging behind. In 2018, FBI warned consumers about IoT threats stating 

that cyber criminals typically target devices with weak authentication, unpatched 

firmware or other software vulnerabilities. Or they employ attacks on devices with 

default usernames and passwords. (Federal Bureau of Investigation 2018) According 

to the cybersecurity company F-Secure, threats targeting weak or default credentials, 

unpatched vulnerabilities, or both, made up 87 % of the observed threats. Thus, many 

of these threats use predictable and known techniques. (Sattler 2019) From the 

consumer perspective, three out of four consumers are reported to be aware of the 

malwares in internet-connected home appliances (Finnish Communications 

Regulatory Authority 2018). 
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This study takes these different threats into account to evaluate how consumers 

perceive them, and how they are connected to consumer motivation.  

 

1.3. Research questions 
 

The goal of this study is to explore consumer motivations for acquiring an online 

security and to understand how these motivations can be encouraged through 

marketing communication. The aim is to provide theory around consumer behaviour 

and consumer motivation overall and in the context of online security. The empirical 

part explores how individual consumers experience pre-defined online threat 

scenarios, but also evaluates other themes around the motivation. Therefore, this 

study aims to offer new insights in the field and recommendations for marketers to 

encourage consumer motivation. The main research question is:  

RQ: What motivates consumers to acquire an online security product and 

how to increase the motivation? 

The main research question is divided into three sub-questions. The first sub-question 

takes a wider approach and explores consumer motivation to acquire an online security 

product. The second sub-question takes a deeper outlook to explore how different 

online threats affect the motivation to acquire an online security product. And finally, 

the third sub-question seeks to understand how this consumer motivation can be 

encouraged through marketing communication.  

Sub-RQ1: What factors affect consumer motivation to acquire an online 

security product? 

Sub-RQ2: How consumers perceive different online threats and how these 

threats affect the motivation to acquire an online security product? 

Sub-RQ3: How marketing communication can encourage the motivation to 

acquire an online security product? 

This study follows the structure of the research questions, starting from the broader 

sub-question and ending to the more practical question, in which earlier theory and 

findings are transformed into marketing recommendations. 
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1.4. Literature review 

 
This section discusses prior academic research in the identified research field. 

Emphasis is on consumer behaviour, consumer motivation theories, Protection 

motivation theory (PMT), unrealistic optimism, and motivational constructs, such as 

involvement and perceived risk. By evaluating previous studies, the research gap was 

identified; existing literature on consumer online security ignores the impact of different 

threats and instead, focuses on the overall concept of threat. Therefore, this study aims 

to explore consumer motivations in the field of online security, and to see how different 

online threats affect motivation. 

 
Consumer motivation is very central in the consumer decision-making, as motives 

provide the energy to make daily decisions and thus, drive the behaviour (Emilien, 

Weitkunat et al. 2017). However, while motivation is central, consumers’ buying 

behaviour is a combination of different elements; the ability to buy something, the 

opportunity to buy it and the motivation to do so (Statt 1997). 

 
One of the most known motivation theories is Maslow’s hierarchy of needs in which 

the assumption is that humans seek to first satisfy their basic physiological needs, such 

as food and shelter, before moving their attention to other higher order needs, such as 

safety, love and self-actualisation (Barnes 2011). Kellerman (2014) offered an updated 

version of this theory, in which the needs were considered in the context of the virtual 

world. In this theory, safety in the virtual world applies to online safety measures, such 

as online security. These safety measures are set in place to protect personal and 

business information. This simplistic theory assumes the same as the original theory; 

individuals would first set up security in the virtual place, before moving to the even 

higher order needs. Another motivation framework, which is built on the needs 

theories, is the Generalised needs-based model of motivation. In this theory, 

motivation is shown as a more complex process which is a combination of essential 

drives, learning and esteem-related processes. (Emilien, Weitkunat et al. 2017) A third, 

more generic motivation theory, stimulus-organism-response (S-O-R), shows that 

motivation can lead to a purchase, but typically buying behaviour is a combination of 

current stimulus, such as an ad or product, and antecedent conditions, such as beliefs, 

attitudes and perceptions. Finally, this theory highlights a relevant notion, that those 
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motives, attitudes and underlying processes which are out of the advertiser’s control, 

are defined to be insignificant to the advertiser. (Williams 1957) 

 
In addition to those three general motivation theories, other aspects around motivation 

are explored. Involvement and perceived risk are considered as motivational 

constructs, which influence consumer behaviour, such as information search and 

dissemination, as well as the decision-making process (Dholakia 2001). Involvement 

is the consumer’s perception of the self-relevancy of the object, (Ekström 2010) in 

which the object can be a product, brand, advertisement or purchase situation 

(Solomon, Bamossy et al. 2006). Involvement can range from low to high, and it can 

be situational or enduring (Dholakia 2001; Arnould, Price et al. 2004; Ekström 2010). 

These differently involved consumers then require different marketing messages. 

(Ekström 2010) To approach the marketing tactics further, Elaboration likelihood model 

of persuasion (ELM) is analysed. Similarly, consumers’ perception of risk has been 

shown to affect purchase decisions and consumer behaviour. This theory assumes 

that consumer behaviour involves a risk, which implies that there is some level of 

uncertainty about the outcomes (Karbalaei, Norouzi et al. 2013).  

  
Moving from the generic motivation theories to the online security context, existing 

literature highlights the suitability of the Protection motivation theory (PMT). PMT helps 

to understand why attitudes and behaviour can change when people are confronted 

with threats (Floyd 2000) and thus, how threats influence the individuals’ intention to 

adopt online security technology (Chenoweth, Minch et al. 2009). In the simplistic form, 

PMT assumes that in order to adopt secure behaviour, and to acquire an online 

security product on individual’s devices, one has to perceive the threat severe and feel 

vulnerable to it. After this process, identified as threat-appraisal, the individual will 

evaluate one’s ability to cope with the threat and prevent it, as well as evaluate the 

effectiveness of the recommended action to prevent the threat. And finally, response 

costs are considered, to evaluate whether the preventive action is worth the perceived 

cost, which could be monetary, personal, time or effort. The framework also includes 

sources of information, which affect the cognitive mediating process. These sources, 

environmental and interpersonal are also considered throughout the research. PMT 

framework is shown in the figure below (Figure 1). 
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Figure 1: Protection motivation theory 

 

Source: adapted from Floyd 2000, p. 410 

 

Existing PMT literature approaches the online security industry strongly from the 

organisational angle (Crossler 2014) by exploring for example how managers or 

executives are motivating their employees to apply secure online behaviour (Johnston 

2010; Menard 2017), follow security policy compliance (Ifinedo 2011) or how they are 

motivated to decide on security products for the company (Lee & Larsen 2009). The 

following table (Table 1) shows PMT studies, which have had consumer or home usage 

focus. All these will be discussed further in the full literature review.   
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Table 1: Literature review of PMT and consumer online security research 
 

Author, year Research title Topic / Focus 

Lee, 2008 Keeping Our Network Safe: A 

Model of Online Protection 

Behaviour 

Use of virus protection 

Anderson, 2010 Practicing Safe Computing: A 

Multimethod Empirical 

Examination of Home Computer 

User Security Behavioral 

Intentions 

Protective behaviour to secure 

computer and internet in a home 

Chenoweth Minch 

et al., 2009 

Application of Protection 

Motivation Theory to Adoption of 

Protective Technologies 

Users' intentions to adopt anti-

spyware 

Gurung, Luo et al., 

2009 

Consumer motivations in taking 

action against spyware: an 

empirical investigation 

Use of anti-spyware tools when 

faced with security threats 

Crossler, 2014 

 

An Extended Perspective on 

Individual Security Behaviors: 

Protection Motivation Theory 

and a Unified Security Practices 

(USP) Instrument 

Use of different security practices 

(USPs, Unified Security 

Practices) for protecting 

individual’s computers and 

networks. 

Tsai, 2016 

 

Understanding online safety 

behaviors: A protection 

motivation theory perspective 

Online security for home 

computer users. New motivational 

factors are integrated in the PMT 

framework for the first time 

 
Even though PMT has been found useful in predicting computer security behaviours, 

not only in organisations but also at home (Ifinedo 2011), existing literature focuses on 

the overall security behaviour and ignores different types of threats. Therefore, there 

is still a research gap and lack of understanding how consumers perceive different 

online threats, instead of the overall security perception. 

 
Finally, unrealistic optimism is discussed. Unrealistic optimism from the personal risk 

perspective is a widely documented phenomenon for different topics and populations 

across literature. By taking the optimistic standpoint, consumers negate their own 
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vulnerability which allows them to maintain a positive self-view. (Emilien, Emilien et al. 

(2017) Unrealistic optimists were found not to think that the risks are generally low, but 

only that their standing on the risk was favourable (Radcliffe 2002). 

 

1.5. Theoretical framework 
 

Theoretical framework for this study is shown in the figure below (Figure 2). The 

framework presents the key concepts for the study and how these are connected in 

the context of consumer online security. The key concepts affecting consumer 

motivation are defined as internal and external antecedent factors and current or past 

experiences with online threats. The research also approaches consumer motivation 

through other potential motivational factors. Antecedent factors refer to factors that 

have taken place in the consumer’s past. These are defined as internal, referring to 

factors rising from the consumer, and external, referring to factors outside the 

consumer. These can cover a wide range of factors, such as other people or media as 

external factors and personal experiences and personality as internal.  

 

Figure 2: Theoretical framework 
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1.6. Definitions of the key concepts 
 

Consumer motivation: Processes that cause consumers to behave as they do. In 

psychology, motivation occurs when a need is aroused, and the consumer wishes to 

satisfy it. (Solomon, Bamossy et al. 2006) 

Online security: In the current study, online security refers to a product, which is 

ensuring that online user data and privacy are not compromised by cybercriminals. In 

terms of specific products, online security is considered as an umbrella term for various 

online security and privacy related products, such as internet security and VPN.  

 

1.7. Delimitations 

 
This study examines consumer related online security, and thus, ignores security in 

businesses. The study takes a marketing and sales-oriented approach to online 

security and threats, by aiming to identify what type of marketing communication could 

increase the motivation to acquire an online security product. Due to this orientation, 

this study focuses only on threats which can be protected by current online security 

products. Therefore, the chosen threats are based on different online security products 

and their selling points, but also on the overall threat landscape discussed before. The 

pre-defined threats, listed in Appendix 1, are explored through the quantitative 

research method, while the qualitative research method allows to bring up new topics 

outside of these threat scenarios.  

 
Due to the researcher’s location and time restrictions, this study is limited to the Finnish 

population. Moreover, due to the nature of the study, the focus was on adults who use 

the internet and thus, are potential victims of online crime. In more detail, this 

population is 35-74 years old, which was defined based on the internet usage across 

the Finnish population. Even though younger audiences use the internet a great deal, 

their buying power was considered to make them irrelevant for this study. 

 

1.8. Research methodology 
 
This study combines primary and secondary data to answer the research questions. 

Primary data is collected through a mixed methods approach, which combines 

quantitative and qualitative research methods. This approach was chosen to provide a 
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deeper, broader and more comprehensive understanding of the same complex human 

phenomena (Greene 2008). The Figure below (Figure 3) shows the full research 

methodology process. 

 

Figure 3: Research methodology process 

 
 

The data collection began with an online questionnaire and was followed by 

unstructured interviews. Thus, to generalise the findings, quantitative research method 

with larger sample size was used and then these findings were complemented with 

qualitative research method. As this study explores the motivations to acquire an online 

security product, qualitative research opened up an opportunity to bring up new themes 

as well as deepen the quantitative research method findings. In practice, both methods 

were given generally equal weight in this study and they explored the same complex 

phenomenon through varied facets. In both data collection methods, data protection 

was considered, and all research participants were informed through a Data Protection 

form.  

 
Two different sampling methods were used: random sampling for the quantitative 

research method and non-probability sampling for the qualitative research method. 

Random sampling enables selection in which each member of the population has 

equal probability of being selected and the selection of each individual is independent 

of the selection of any other (McBurney, White 2007). The sampling population for the 

research, including quantitative research and qualitative research, was users who use 
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the internet and different internet-connected devices. In terms of demographic 

behaviour, respondents had to be 35-74 years old, and speak Finnish in order to fill in 

the questionnaire and to be interviewed. The age was defined based on internet usage 

across the Finnish population, to understand to whom online security is relevant. The 

final sample size for the questionnaire was 101. Then again, non-probability sampling 

allows to select the population for the study (Ritchie, Lewis 2003). In order to deepen 

the questionnaire findings, the interview sample was formed from the volunteering 

questionnaire respondents. When planning the interview sample, two key factors were 

considered: the sample should be fairly homogenous, and the interviewees should 

share critical similarities related to the research question (DiCicco‐Bloom, Crabtree 

2006; Ritchie, Lewis 2003). The final sample was formed based on the average 

(defined in the questionnaire as 4.27) self-efficacy, with a sample size of 9, out of which 

one interview was left out due to failed recording.  

 
Both methods were pilot tested to make sure that the data collection runs as expected. 

And finally, quantitative and qualitative data were analysed separately, then the 

findings were linked. Quantitative data was analysed through a statistical program and 

qualitative data was analysed with content analysis approach, in which both content 

and context were analysed. 

 

1.9. Structure of the study 
 

As seen in the following figure (Figure 4), the research follows a typical research 

structure.  

 

Figure 4: Structure of the study 

 

The research begins with a literature review, discussing consumer behaviour and 

motivation theories on a more generic level, and moves then to the context of online 

security. The literature review is followed by Methodology, in which data collection, 
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data protection and data analysis are discussed. The Findings section discusses both 

the quantitative and the qualitative research findings hand in hand, in order to support 

the complementarity purpose of the mixed methods approach. Finally, Discussion and 

Conclusion are presented to answer the research question and all the sub-questions, 

with research limitations and recommendations for future studies. 

  



 

14 
 

2. Literature review 

 
This section discusses prior academic studies in the identified research field. The 

discussion moves from the broader topic of consumer behaviour to the specific 

theories in the context of online security. 

 

2.1. Motivation in consumer behaviour and decision-making 

 

The importance of the motivation research in consumer decision-making lies within the 

knowledge that motives provide the energy to make daily decisions and thus, drive the 

behaviour (Emilien, Weitkunat et al. 2017). When consumers are highly motivated to 

achieve a goal, they are more likely to put more effort into it through actions, such as 

paying attention to it, spending time thinking about it and attempting to gain and 

critically evaluate the goal related information. Moreover, consumers are motivated to 

behave, process information or to engage in effortful decision-making when they feel 

that the topic is personally relevant to them. (Hoyer, McInnis 2008) However, defining 

motives is highly complex as individuals might not be aware or certain about the real 

source underneath their behaviour. Thus, in some cases individuals are unable to 

identify the motivation which operates below the subconscious level, or then they are 

unwilling to admit the specific motivation. This might cause individuals to give incorrect 

reasons for their actions when another reason would in fact be the truthful one. (Wright 

2006; Tyagi, Kumar 2004; Blythe 2013) 

 
While motivation research is a large research area on its own, it is necessary to 

recognise that consumers’ buying behaviour is a combination of different elements; the 

ability to buy something, opportunity to buy it and the motivation to do so. While some 

consumers might be highly motivated to purchase an item, if they do not have money 

(ability) or access to it (opportunity), motivation itself is not leading to a purchase. (Statt 

1997) 

 

2.1.1. Emotional and rational consumer behaviour 

 

Emotional and rational motivations are key aspects of consumer behaviour. Emotions 

are primal motivations in human conditions and affect the purchasing behaviour as well 

as processing of advertising messages. Additionally, and simultaneously, consumers’ 
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decisions are based on ratiocination and reason. The rational approach focuses on 

information analysis and processing, in order to arrive at an optimal decision. From the 

perspective of marketing messages, the balance of emotions and reason is highly 

relevant as rational beliefs can be changed more easily while feelings are more 

resistant. (Chaudhuri 2006) 

 
The figure below (Figure 5) explains how emotion and reason affect behaviour. First, 

a consumer faces a stimulus, to which one would then respond through emotion and 

reason, and then behave accordingly. This response is also affected by multiple 

variables; individual characteristics, environment and genetics. (Chaudhuri 2006; 

Emilien, Weitkunat et al. 2017) 

 

Figure 5: A model of consumer behaviour 

 

Source: adapted from Chaudhuri 2006, p. 2 

 

Williamson (2002) divides behaviours to cases where emotion plays a significant part 

and reason not, and oppositely where reason plays a significant part and emotion not. 

Primal human motivations, such as fear, fall under the cases in which the emotions are 

the primary driver for consumer behaviour. Then again, cases in which the reason is 

the primary driver are more difficult to identify. The study proposes an example of the 

IT department choosing new equipment as a reason driven behaviour, however, this 

case most likely exists only in organisational context. (Williamson 2002)  
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One of the emotions discussed later with Protection motivation theory is fear. Fear as 

an emotion is one of the rare innate emotions and is built through evolution (Hansen, 

Christensen 2007). One of the key marketing considerations, or questions, around fear 

is whether a mild threat or really scaring people is the more persuasive approach. Fear 

and the level of fear are discussed more in section 2.5.1. 

 

2.2. Consumer behaviour in online security 

 
Consumer behaviour in the context of online security looks at the consumers and their 

capabilities, but also the product and security related factors. Starting from the 

consumers, a research on American consumers shows how the diffusion of innovation, 

also referred to as adoption of new technology, affects the consumers in the field of 

online security. In the study, it was found that more internet usage was associated with 

more knowledge on computers and more frequent rate of updating antivirus software. 

It was hypothesised that this was connected to the difference in diffusion of technology 

and that early adopters are more able to understand and apply technical knowledge. 

Thus, the late adopter consumers may not understand the concepts of online security, 

such as phishing and spyware, and lack the ability to fix a computer if it becomes 

infected. This potentially leaves these consumers at a higher risk of becoming victims 

of online threats. (Downs 2009) To continue with the consumer differences, another 

research studied the familiarity with online threats and differentiated three groups: the 

experts, those who are unfamiliar with newer threats and those who are unfamiliar with 

well-known threats. These groups were identified to have different internet attitude and 

different attitude to use specific computer security features. For example, those with 

lower familiarity about newer threats were less likely to use specific features than the 

experts. Thus, it is possible that online security behaviour is also dependent on how 

new or well-known the threats are. (Jeske 2017) 

 
As pointed out, some consumers may lack knowledge in the field of online security 

(Downs 2009; Jeske 2017). This underlines the importance of communicating the real 

product benefits with ease. The problem may appear if the product benefits are difficult 

to convey to the consumers or if the focus is on the product features rather than the 

benefits. The emphasis on features instead of benefits causes a lack of relevance and 

potentially discourages to adopt the product. This verdict is very much in line with 

complexity, which is highly relevant in the field of adoption of high technology products. 
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While consumers might be overwhelmed with the new technologies, the perceived 

complexity may also be seen as a risk. (Sengupta, Mohr et al. 2010) Perceived risk 

and its impact on consumer behaviour will be discussed later in section 2.4.2. 

 
Furthermore, lack of knowledge explains why cyber security companies with high-

technology offerings should take the relative advantage aspect into account. The 

concept of relative advantage refers to the benefits of adopting the technology 

compared to the costs, including the emotional worry and financial value. The 

consumer will have fear, uncertainty and doubt whether the technology will deliver the 

promised benefits and whether the consumer will have the skills and capabilities to 

realise those benefits. (Sengupta, Mohr et al. 2010)  

 
Individuals’ skills and capabilities, also discussed as self-efficacy, are crucial to 

understand technology acceptance, implementation and use (Torkzadeh 2002). The 

self-efficacy, defined as individual’s belief in one’s ability to perform a task (Floyd 

2000), can be applied to various relevant topics, such as computers (Compeau 1995) 

and the internet (Eastin 2000). Based on the definition of computer self-efficacy as 

“individual's perceptions of his or her ability to use computers in the accomplishment 

of a task”, including the use of specific software (Compeau 1995, p. 191) outlines the 

topic to be highly relevant for this study. Self-efficacy can be split according to the 

original theory into magnitude, strength and generalisability. To continue with the 

computer self-efficacy, consumers with high self-efficacy magnitude perceive 

themselves as able to accomplish more difficult computing tasks in comparison those 

with low self-efficacy. Then again, strength measures the conviction or confidence on 

performing the computer related tasks. Finally, while strength and magnitude are 

important, the self-efficacy generalisability defines if the judgement is limited to a 

particular domain of activity, such as different hardware or software configurations. 

(Compeau 1995) Thus, a consumer might have high magnitude and strength in 

computer self-efficacy, but due to low generalisability, it is limited to only certain 

domains. Self-efficacy and cost are further discussed in the context of Protection 

motivation theory, which continues to discuss the motivation in the online security 

context. 
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2.3. Motivation theories 

 

Motivation research has strong grounds already in the 1950s (Fullerton 2013). Since 

then, human motivations have been approached from multiple different viewpoints 

(Emilien, Weitkunat et al. 2017). Generally, motivation research seeks to answer the 

question “why” to understand individual’s behaviour. The typical answer to that 

question is some inner process or internal disposition of the individual, which is the 

motive. (Emilien, Weitkunat et al. 2017; Williams 1957) To further support this 

definition, generally in consumer behaviour literature, needs are considered as an 

internalised state which motivates behaviour when a critical point is reached. (Buttle 

1989; Tyagi, Kumar 2004)  

 

2.3.1. Needs theories 

 
One of the core perspectives theorists have presumed to affect human motivation is 

the needs (Emilien, Weitkunat et al. 2017). In fact, while multiple paradigms exploring 

motivation as a psychological construct have risen and fallen during the past decades, 

the concept that motivation is a result of unmet needs has remained throughout the 

theories (Pincus 2004). 

 
The essence of the needs theories is that they are innate and built through experience 

(Emilien, Weitkunat et al. 2017). One of the most familiar and recognised needs 

theories of human motivation is Maslow’s hierarchy of needs, in which the assumption 

is that humans seek to first satisfy their basic physiological needs, such as food and 

shelter, before moving their attention to other higher order needs, such as security and 

safety. The five categories of needs in the hierarchical form, from bottom to top are 

physiological, safety, love and belonging, esteem and self-actualisation. Once a need 

has been satisfied, other needs will appear motivating the human to move up on the 

hierarchy. While the theory is highly simplistic, it was not intended to be as 

straightforward, as the importance of needs is likely to vary. Furthermore, even though 

the theory is built in levels, it also assumes that the needs do not require to be satisfied 

systematically from the bottom to the top. (Barnes 2011) However, Maslow’s model is 

criticised for not being scholarly valid and confirmed through clinical observations or 

experimental data (Buttle 1989; Yalch 1996; Kellerman 2014).  
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More recent research proposes a different perspective on Maslow’s framework by 

separating it to physical and virtual spaces. While safety as a concept of securing the 

human body and material property exists in the physical space, its management and 

control can be based in the virtual space. As seen below in the highlighted area (Figure 

6), safety in the virtual world applies to online safety measures, such as online security. 

These safety measures are set in place to protect personal and business information 

that is stored and sent through the communication media. (Kellerman 2014) This 

approach remains equally simplistic as the original theory but makes the needs theory 

more applicable to this study. At the lower levels of the hierarchy, where safety exists, 

virtual world’s needs mostly complement the physical needs (Kellerman 2014). Thus, 

while safety as a need can be fulfilled in the physical world, the virtual world’s safety 

can complement it by offering more security through the discussed management and 

control.  

 

Figure 6: The satisfaction of human needs in physical and virtual spaces 

 

Source: adapted from Kellerman 2014, p. 5 

 

To expand the definition of needs, Emilien, Weitkunat et al. (2017) define a framework 

(Figure 7) which highlights that motivation is a combination of essential drives, learning 

and esteem-related processes. As the figure shows, the essential drives are formed 

from the physiological and psychological needs, which were discussed through 
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Maslow’s theory. These essential drives are then affected by multiple different 

variables before the motivation is formed. To combine the safety in the virtual world 

with this framework, it is possible to identify that at the beginning there is the need for 

security online. This need is then affected by previous online security related 

experiences and learnings, and eventually also self-esteem around online security. All 

these combined, in a very generalised way, build the motivation. This framework is not 

the only one available but shows well how a complex system motivation formation is, 

and that it cannot simply be identified through one perspective, such as proposed by 

Maslow. 

 

Figure 7: Generalised needs-based model of motivation 

 

Source: adapted from Emilien, Weitkunat et al. 2017, p. 370 

 

2.3.2. Stimulus-organism-response model 

 
Another dominant paradigm in marketing and consumer research is the stimulus-

organism-response, S-O-R, model (Buttle 1989). Theoretically, a motive can be 

simplistic, such as the motive for smiling can be happiness. However, when aiming to 

predict and control behaviour, this type of simplistic motivation is not enough. (Williams 

1957) As Williams (1957, p. 125) states, “we need to know what conditions external to 

the respondent, and observable or manipulable by us are related to these inner 

processes, and how they are related, as well as how these inner processes are related 

to behaviour.”  When combining this aspect of research with advertising, Williams 
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(1957) continues with a framework in which an advertisement or product (stimulus) 

leads to a purchase (response), as shown below (Figure 8).  

 

Figure 8: Stimulus-Response 1 

 

 

Source: adapted from Williams 1957, p. 126 

 

However, while organism could simply be the motivation, typically there are more 

intervening variables which play a crucial role in marketing research or buying 

behaviour, such as beliefs, attitudes, perceptions and so on. When taking these 

variables into account, the model can be reframed as in the following figure (Figure 9). 

In this case, the variables are considered as states of organism which are produced 

by some prior operation or antecedent condition. Thus, a consumer who has seen an 

advertisement (present stimulus) and has had a previous excellent experience with the 

brand (antecedent condition) will purchase the product (response). From the 

perspective of the marketer, it is most important to understand what the controllable 

antecedent conditions or external factors related to the buying behaviour are and how 

they are related to that behaviour. In fact, those motives, attitudes and underlying 

processes that are out of the advertiser’s control are insignificant to the advertiser. 

(Williams 1957) 
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Figure 9: Stimulus-Response 2 

 

Source: adapted from Williams 1957, p. 127 

 

These different motivation frameworks suggest that motivation is a complex system. 

While motivation can be activated by a need or want, it is then affected by multiple 

other variables. Some of these variables will be discussed later in this study, such as 

certain personality traits, prior experience, self-esteem related topics and 

competence/self-efficacy.  

 

2.4. Motivational constructs 

 
Involvement and perceived risk are considered as motivational constructs, which 

influence consumer behaviour, such as information search and dissemination as well 

as the decision-making process (Dholakia 2001). 

 

2.4.1. Involvement 

 
When considering motivation in combination with persuasive marketing 

communication, involvement is an important topic. It is argued that there is a lack of 

consensus what the concept of involvement means, as in some cases involvement is 

considered as a characteristic of a product (low-involvement products) and in other 

cases it is a characteristic of response (low-involvement behaviour). However, most 

researchers agree that involvement is the consumer’s perception of the self-relevancy 

of the object. (Ekström 2010) Thus, it can be defined as “a person’s perceived 

relevance of the object based on their inherent needs, values and interests” 

(Zaichkowsky 1985, p. 342), in which the object can be a product, brand, advertisement 
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or purchase situation (Solomon, Bamossy et al. 2006). Thus, the degree of 

involvement depends on the characteristics of the consumer and those of the object. 

Due to this, involvement varies across consumers and across products. While some 

consumers perceive a product as highly involving, for example due to social or 

utilitarian reasons, others might not care at all. (Ekström 2010)  

 
The level of involvement defines how much the consumer is willing to put effort into 

processing the message (Solomon 2009), and it can range from simple processing to 

full elaboration in which the incoming information is connected to one’s existing 

knowledge (Solomon, Bamossy et al. 2006). The intensity of involvement can vary on 

a continuum from low to high and is dependent on the degree of personal relevance to 

the consumer. The better a product supports satisfying personally relevant motives, 

needs, values and lifegoals, the higher the involvement becomes. (Ekström 2010; 

Arnould, Price et al. 2004)  

 
While consumers can have different levels of involvement in products, they can also 

have different levels of involvement towards the same advertisement. Thus, 

involvement varies depending on the person, not the advertisement. The involvement 

with an advertisement has the same definition, and thus, is about how relevant the 

person feels the advertisement is in relation to their own values, needs and interests. 

(Zaichkowsky 1994) In one study on involvement and advertising, the consumers’ 

open-ended responses towards the same ad varied largely: while one found the Pepsi 

Cola ad “inspiring with the upbeat tempo”, another responded that “this is not my type 

of music and therefore the ad was unappealing” (Zaichkowsky 1994). This highlights 

how different the level of involvement towards an ad can be, based on the personal 

relevance to it. 

 
Involvement can take two forms, either enduring or situational. Situational involvement 

refers to short-term involvement which takes place when a consumer has temporary 

motivation in a given situation. This increased interest then disappears after the 

product decision has been made. (Dholakia 2001; Arnould, Price et al. 2004; Ekström 

2010) Then again, enduring involvement refers to an ongoing interest for a product 

class. This type of involvement is independent from specific purchase situations 

(Richins 1986). To continue with the situational involvement, these consumers who 

need a product have higher interest in learning about the product and go through a 



 

24 
 

detailed evaluation of the cost and product features. (Dholakia 2001; Arnould, Price et 

al. 2004; Ekström 2010) These individuals also pay more attention to relevant 

advertising (Statt 1997). Then again, the ongoing enduring involvement changes only 

if for example the consumer’s lifegoals change or the product undergoes a remarkable 

transformation. Thus, enduring involvement is considered to be an ongoing 

motivational state. (Ekström 2010) To support this notion, consumers with high 

involvement to a product category were found to be more loyal, less spontaneous and 

less price-value conscious (Bauer 2006). When comparing the degree of enduring 

involvement and situational involvement, for most consumers enduring involvement 

contributes very little to the involvement outcome (Richins 1992). This view 

emphasises the importance of situational involvement in purchase decisions.  

 
Differently involved consumers require different marketing communication. Marketing 

of products which typically evoke situational involvement during purchase should take 

the variations in enduring involvement into account. Even if the situational involvement 

is high, the level of enduring involvement affects for example the degree of knowledge 

and search activity. Thus, regardless of the situational involvement level, consumers 

with low enduring involvement are still more difficult to activate than those with high 

enduring involvement. (Richins 1992; Ekström 2010) To approach the marketing 

tactics further, the Elaboration likelihood model of persuasion (ELM) is discussed. It 

defines two different routes to persuasion: central and peripheral. Consumers who are 

highly involved, are assumed to be engaging in higher levels of elaboration. For these 

consumers, the central route to persuasion should be more effective. This type of 

persuasion is likely to result from a careful consideration of the information presented. 

Whereas those with low involvement and low elaboration likelihood, the peripheral 

route to persuasion should be more successful. To form attitudes and make product 

decisions through this route, consumers are assumed to focus or rely on some simple 

cue in the persuasion context, such as an attractive source. (Bauer 2006; Ekström 

2010; Petty, Cacioppo 1986) Central and peripheral routes are not mutually exclusive 

types of message processing, but continuous dimensions ranging from high to low 

elaboration likelihood (Petty, Cacioppo 1986). 

 
 
 



 

25 
 

2.4.2. Perceived risk  

 

Consumers’ perception of risk has been an important topic in the past literature, and 

has been shown to affect purchase decisions and consumer behaviour (Karbalaei, 

Norouzi et al. 2013). While risk is also related to the threats online, in this context the 

focus is on consumer behaviour overall. Perceived risk in relation to online threats will 

be discussed later in combination with Protection motivation theory. Consumer 

behaviour involves a risk, which implies that there is some level of uncertainty about 

the outcomes. This uncertainty then brings a possibility of harm or damage. 

Consumers are likely to apply intuitive judgement to decide whether something is risky 

or not based on their previous experiences, their level of involvement or the price of 

the purchase. However, when the perceived risk falls below the consumer’s 

acceptance level, it is potentially ignored, or it has minimal impact on the intended 

behaviour. (Karbalaei, Norouzi et al. 2013)  

 
Perceived risk is relevant to the software industry. As software products are intangible, 

they may appear risky to consumers. (Laroche, M. 2003) When splitting the concept 

of intangibility into separate constructs, mental intangibility has been identified to have 

significant impact on the perceived risk while physical intangibility does not. This 

finding encourages software companies to provide mental representation of a product 

through free trials. (Laroche, M. 2003; Laroche, Michel, McDougall et al. 2004) Other 

relevant risks are related to performance and time, such as will the product perform as 

supposed and will it have a time-consuming aspect (Statt 1997).  

 

2.5. Motivation theories for cyber security and online security 

 
Different theories have been used in the context of security to define the motivation of 

consumers to adopt for example anti-spyware tools (Gurung, Luo et al. 2009). Yet, the 

most common theory around motivation in the recent information security and overall 

cyber security literature is the Protection motivation theory (PMT). It will also be in 

focus in this study. The PMT model provides an understanding of why attitudes and 

behaviour can change when people are confronted with threats (Floyd 2000) and thus, 

influence individuals’ intention to adopt online security technology (Chenoweth, Minch 

et al. 2009).  
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Other applied theories are the Theory of planned behaviour, Theory of reasoned action 

and Technology acceptance model (Gurung, Luo et al. 2009). The Theory of planned 

behaviour was found relevant in the organisational context as subjective norms and 

attitudes toward compliance were found to have a significant positive effect on the 

behavioural intention to comply with information systems security policies. Thus, the 

theory stressed the importance of individual’s attitude toward the compliance and 

importance of colleagues’ views at the workplace. (Ifinedo 2011) However, Gurung, 

Luo et al. (2009) argue that as fear is likely to change individuals’ attitude or behaviour, 

those three attitudinal theories might be inadequate in explaining the adoption of 

security tools. Similarly, while it has been proposed that technology adoption theories 

are suitable models for predicting user behaviour for information technology 

acceptance, they are limited in explaining the acceptance and use of security 

technologies as they exclude the concept of threat and are more set towards 

productivity-based applications, such as spreadsheets and word processors. 

(Johnston 2010)  

 

2.5.1. Protection motivation theory 

 

While previous research highlights how comprehensively PMT has been used in the 

context of online and information security (Menard 2017; Crossler 2014; Boss 2015), 

a very small proportion of the existing literature explores consumer product aspects 

(Crossler 2014). Thus, the existing literature approaches the industry strongly from the 

organisational angle (Crossler 2014) by exploring for example how managers or 

executives are motivating their employees to apply secure online behaviour (Johnston 

2010; Menard 2017), to follow security policy compliance (Ifinedo 2011) or how they 

are motivated to decide security products for the company (Lee, Larsen 2009). This 

type of literature provides certain understanding around online security, but due to the 

context, it ignores the individual’s motivation to protect oneself (Crossler 2014). 

Consumer related  PMT studies explore the use of different tools, such as virus 

protection (Lee 2008) and anti-spyware (Chenoweth, Minch et al. 2009; Gurung, Luo 

et al. 2009). Broader topics have also been studied, such as online security for home 

computer users (Tsai 2016), the use of different security practices (Crossler 2014) and 

protective behaviour to secure computer and internet in a home setting (Anderson 

2010). 
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As seen in the figure below (Figure 10), PMT has two cognitive mediating processes: 

the threat-appraisal process and the coping-appraisal process. Additionally, the theory 

has two sources of information input: environmental and intrapersonal. At the stage of 

cognitive mediating process, the threat appraisal is processed first in order to evaluate 

the coping options. (Floyd 2000) All these aspects are discussed later in more detail. 

 

Figure 10: Protection motivation theory 

 

Source: adapted from Floyd 2000, p. 410 

 

As seen in the figure above, the sources of information may originate the cognitive 

mediating process. In comparison to the other discussed motivation models, similar 

variables emerge, such as personality and experiences. In PMT, verbal persuasion, 

especially through fear appeals such as potential online threats, is a valuable 

determinant in the previously highlighted persuasive communication. However, the 

effectiveness of the persuasive message is dependent on the individual’s motivation 

to process the message. On the environmental level, observational learning considers 

experiences that have happened to other people and what the individual is learning 

from those. Then again, prior experience on the intrapersonal level refers to the 

experiences of similar threats that have happened to the individual. It has been 

highlighted that prior experience is affected by feedback from the coping activity and 

can affect the subsequent experience. (Gochman 1997; Kaspar 2015) 
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As pointed out, a key aspect in PMT is the fear appeal which triggers the threat 

appraisal process. Fear appeals “are persuasive messages designed to scare people 

by describing the terrible things that will happen to them if they do not do what the 

message recommends”. (Witte 1992, p. 329) Johnston (2010) argues in his research 

around fear appeals in the field of information security that the perception of threat is 

a crucial component of motivation for using protective software.  

 
Fear as an emotion outside of PMT was already discussed in section 2.1.1. The 

findings on whether mild fear or strong fear is more persuasive is shown to lean 

towards the stronger fear. Generally, it is proposed that the more fear is aroused, the 

more likely an individual is to be influenced by the communication (Statt 1997). Similar 

findings have emerged around PMT, as the use of weak and strong fear appeals has 

been found to have different impact on the PMT model. With strong fear appeals, the 

PMT model was fully supported while with weak fear appeals, the model did not hold. 

(Boss 2015) Similarly, in the context of safe behaviour, it has been proposed that a 

moderate amount of fear encourages safe behaviour and a low amount of fear 

diminishes it. The diminishing effect is potentially caused by the fact that the individual 

is not finding the fear high enough to address it. However, strong fear can also prevent 

safe behaviour as it is potential that individuals suppress their fear rather than cope 

with the danger. (Larose 2008)  

 
To continue with the model, in PMT, the threat appraisal process aims to arouse fear 

by presenting a threat which the individual is assumed to be vulnerable to (perceived 

vulnerability) and which has severe consequences (perceived severity). Another 

aspect of the threat appraisal process are the extrinsic or intrinsic rewards, which refer 

to the positive aspects of starting or continuing the threat-related behaviour. The 

experienced threat is then calculated by extracting perceived vulnerability and 

perceived severity from the rewards. As in this study, the focus is on finding motivators 

for adaptive behaviour, acquiring an online security product, understanding the impact 

of these factors is necessary. While perceived vulnerability and severity have a positive 

effect on the adaptive behaviour, rewards have a negative impact on it (Maddux, 

Rogers 1983; Crossler 2014; Ruiter 2014; Floyd 2000).  
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The coping-appraisal process evaluates the ability to cope with the threat and prevent 

the threat. The coping appraisal comprises response-efficacy, self-efficacy and the 

response costs.  Self-efficacy was largely discussed in chapter 2.2, however in this 

context, the focus is on the person’s belief in one’s ability to successfully perform the 

recommended protective action. Then again, response-efficacy considers the 

effectiveness of the recommended action to prevent or neutralise the threat. Finally, 

response costs consider whether the preventive action is worth the perceived cost, 

such as monetary, personal, time or effort. (Floyd 2000) Generally, while self-efficacy 

and response-efficacy increase the probability of adaptive coping response, response 

cost decreases the probability of selecting the adaptive coping response (Crossler 

2014; Ruiter 2014; Floyd 2000; Maddux, Rogers 1983). In the context of online 

security, the coping-appraisal process contemplates whether the individual is able to 

complete the recommended protective action, such as install an online security 

software to scan and remove a virus, and whether the recommended action removes 

the threat. Even if self-efficacy and response-efficacy are high, the cost of the action, 

such as cost of the software, is likely to decrease the adaptive behaviour.  

 
To continue with the topic of fear appeals and their use, as discussed before, the 

findings highlighted differences between strong and weak fear appeals. While strong 

fear appeals supported the PMT fully, they also created a high enough level of fear 

and threat which actuated a suitable coping-appraisal process. Thus, fear appeal 

should also address issues that can increase self-efficacy and response-efficacy while 

decreasing the response cost. This approach can help in achieving protective 

response and reduce the message rejection. (Boss 2015) In addition to understanding 

the differences in fear appeal strength, the persuasiveness of the appeal has been 

defined necessary. In order to heighten threat severity and vulnerability enough to 

generate fear, persuasive messages, instead of merely pointing out the threat, are 

required. (Boss 2015) Persuasion can be further boosted through concrete examples 

of the threat outcomes (Johnston 2010). 

 
Overall, the Protection motivation theory has provided understanding in the field of 

online security. It has been concluded that the perception of threat severity, 

vulnerability, self-efficacy and response-efficacy enhance the desired result. (Johnston 

2010; Anderson 2010; Crossler 2014; Chenoweth, Minch et al. 2009) Thus, both threat 
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appraisal and coping appraisal are necessary in motivating security behaviour (Liang 

2010). Moreover, to highlight the importance of cost, it has been concluded that when 

individuals’ perception about response costs increases, their intention to use 

antispyware software decreases. This leads to higher tendency to adopt a maladaptive 

coping strategy, such as avoiding the issue completely. (Chenoweth, Minch et al. 2009)  

 
At the same time, some conflicting and dissimilar findings have emerged. To start with, 

research on the use of anti-spyware concluded conflicting findings. Regardless of the 

similar sample of undergraduate students, one study noted that self-efficacy did not 

significantly influence individual’s behavioural intention to use antispyware software 

(Chenoweth, Minch et al. 2009). Another study pointed out significant relation between 

self-efficacy and the use of anti-spyware tools (Gurung, Luo et al. 2009). Furthermore, 

even though the existing literature generally hypothesises and has shown that 

perceived vulnerability has a positive relationship with security practices, the findings 

are inconsistent. Simply recognising a vulnerability to a threat did not encourage 

adopting a security tool (Chenoweth, Minch et al. 2009; Tsai 2016), but also lead to a 

situation in which the individual was actually even less likely to do something about the 

threat. However, when an individual understood the severity of the threat and that they 

can do something effective against it, they were found more likely to do something 

about it. (Crossler 2014) This is in line with the proposed approach to fear appeals, as 

appeals with strong fear in combination with coping appraisal were defined to be the 

most effective. Finally, perceived severity has been found not to have a significant 

effect on the intention to adopt appropriate protection behaviour. It has been suggested 

that even though individuals understand the severity of the threat, they may not think 

that they are likely to be affected. (Lee 2008) This finding suggests that unrealistic 

optimism, which will be discussed later, is likely to exist in the online security context. 

 

2.5.2. Additions to PMT 

 
Additional factors have been incorporated to the original PMT framework. Tsai (2016) 

integrated prior experience with safety hazards, personal responsibility, subjective 

norms, perceived security support and habit strength to the framework. Before Tsai’s 

(2016) research, these variables had not been considered as part of a comprehensive 

framework for home computer security. While this research supported previous 

conclusions around the original PMT, it also provided new findings, especially around 
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the coping appraisals: In addition to existing knowledge on the importance of response 

efficacy, also personal responsibility as a new variable was found to be significant. Yet, 

security habit strength, defined as “automaticity in responding that develops as people 

repeat actions in stable circumstances” (Verplanken 2006), was found as the strongest 

predictor of security intentions. Thus, as concluded in some previous studies, being 

aware of the threat is not enough. In addition to highlighting the severity of the threat, 

one has to recognise their own responsibility to be motivated to take protective action. 

(Tsai 2016) 

 

2.5.3. Perceived risk of threat and unrealistic optimism 

When a consumer is considering whether to apply security protection, accepted losses 

in terms of for example losing valuable data is likely to be one of the motivations. In 

this case, the consumer analyses the trade-off between the cost of the protection and 

the cost of the loss. If the consumer believes that the data or services can be easily 

replaced, disclosed or lost without serious consequences, consumer is likely to apply 

low level of protection. The analysis for the required level of protection is typically done 

through intuition (Besnard 2004), thus, the potential bias of individual’s risk perception 

is a crucial factor. 

 
To continue with the concept of perceived risk, it is proposed that an individual’s risk 

perception is in fact highly biased, suggesting that one’s valuable data could be under 

a threat without one recognising the reality. (Besnard 2004) As noted previously, 

individuals understand the severity of the threat, but they may not think that they are 

likely to be affected. (Lee 2008) To enhance this finding, a study on computer security 

pointed out that while the research respondents were aware of online threats, they 

believed the risk to be low. Actually, consumers considered their neighbour to be in 

higher risk than themselves (Loch 1992). Biased perceived risk is related to the 

concept of motivated reasoning. This type of information processing leads to biased 

processing, also called as self-serving bias, in which the consumer aims to reach a 

conclusion that they prefer. For example, as consumers generally prefer to see positive 

things happening to them, they may underestimate the likelihood of facing negative 

issues or problems. This leads to a failure of taking preventive action in order to avoid 

those problems. (Hoyer, McInnis 2008; Ditto, Lopez 1992; Radcliffe 2002) It is crucial 

to recognise that in some cases optimism is realistic, such as someone who has no 
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computer can realistically assume that they won’t get a malware on their computer. 

However, unrealistic optimism occurs when the person who actively uses a computer 

connected to the internet believes that he or she has no risk of getting a malware 

infection on their computer. (Emilien, Weitkunat et al. 2017) 

 
Unrealistic optimism from the personal risk perspective is a widely documented 

phenomenon for different topics and populations across literature. By taking the 

optimistic standpoint, consumers negate their own vulnerability which allows them to 

maintain a positive self-view. (Emilien, Weitkunat et al. 2017) Unrealistic optimists were 

found not to think that the risks are generally low, but only that their standing on the 

risk was favourable (Radcliffe 2002). Furthermore, when consumers have strong 

preferences, they may engage in motivated or biased processing. Biased processing 

is even more likely to occur when the information to be processed is inconsistent with 

the consumer’s preferences. The processing in this context was found to be more in-

depth and included more counterarguments than in cases where the information was 

consistent with the consumer’s preferences. (Jain 2000) 

 

2.5.4. Monetary cost 

 
Response cost was defined as a key concept in PMT, as it affects adaptive behaviour 

negatively. While the response cost covers a range of costs, not only monetary costs, 

the price of the product is central in the field of online security products. While there 

are multiple companies selling their products with annual or monthly subscriptions, 

some companies offer free versions.  

 
Money was already discussed in the previous chapter as a trade-off between the cost 

of the protection and the cost of the loss. However, in more general terms, price is 

connected to the perceived quality and perceived sacrifice (Schiffman, Hansen et al. 

2008; Teas, Agarwal 2000). In this context, sacrifice refers to the money the customer 

has to sacrifice in order to fulfil the consumption needs (Lichtenstein, Ridgway et al. 

1993; Völckner 2008). These variables then form the trade-off to define the perceived 

value, in which the perceived quality has positive linkage to the perceived value and 

the perceived sacrifice has negative linkage to it. Finally, the perceived value affects 

the willingness to buy either negatively or positively. (Teas, Agarwal 2000; Schiffman, 

Hansen et al. 2008) This simplistic approach does not provide full understanding, as 
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price is a complex stimulus and consumers perceive the price more broadly than just 

as a negative factor. Thus, another approach suggests that price has two distinct roles 

in the consumers’ product decision: it works as a measure of sacrifice and as an 

information cue. To explain the information cue, one core example is that some 

consumers perceive high price as an indicator of high quality, which then affects the 

purchase probability positively. (Völckner 2008; Schiffman, Hansen et al. 2008) The 

price-quality relationship is found to be driven by a need to simplify cognitive tasks. 

However, from the perspective of sacrifice, if a consumer is sensitive to the situation 

in which one has a specific budget to be shared between alternative products, a high 

price is likely to affect the purchase probability negatively. This response is particularly 

relevant to consumers who are price conscious and have perceived budget 

constraints. Hence, these consumers focus on monetary savings even at the expense 

of quality. Even more strongly affecting the sacrifice element is the expected price and 

the actual price. Consumers who face a lower actual price than they expected are more 

willing to purchase. This response is most valid for consumers who are quality 

conscious but less brand loyal. (Völckner 2008) 

 

2.5.5. Intention and behaviour gap 

 
In the existing literature, PMT has strongly focused on security related intentions, 

instead of actual behaviour. (Boss 2015) As this study aims to explore motivations that 

actuate installation of online security, the actual behaviour is at the core of the study. 

This constraint has been considered in some PMT studies, in which the relationship 

between intentions and actual behaviour has been considered to be strong and 

consistent (Anderson 2010). When considering online security related studies, it has 

been stated that the relationship between behavioural intention and actual behaviour 

is significant (Venkatesh 2003). However, the concern of the gap between intention 

and behaviour is further pointed out in a recent study highlighting the inconsistency 

between self-reported concern for privacy and security, and behaviour (Vance 2014). 

This approach is more related to online privacy which is part of the overall online 

security concept. When investigating privacy-related attitudes and personal 

information discloser behaviour, it was noticed that they differ largely. While consumers 

explicitly stated that they would not provide specific personal information, they did, 

even without benefitting from doing so. (Norberg 2007) 
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When exploring the intention-behaviour relationship in organisational context, 

personality traits were considered. Even though these examples are not fully valid for 

consumer security products, they can show what other factors affect the intention and 

behaviour relationship. Additionally, personality traits have been discussed throughout 

this study, especially in the motivation theories section. The findings from different 

studies show that conscientiousness and agreeableness moderate the intention and 

actual behaviour. Thus, referring to individuals who are organized, careful, self-

disciplined and achievement-oriented (conscientiousness) as well as those who are 

worried about what others would think of them (agreeableness). (Shropshire, 

Warkentin et al. 2015)  

 

2.6. Summary 

 

The literature review discusses consumer behaviour and motivation in a more general 

setting as well as in the context of online security. These discussions provide an 

appropriate base for this study by defining PMT as the most suitable framework, but 

also by suggesting factors outside of PMT. These different factors, such as personality, 

previous experiences, self-esteem related topics and competence/self-efficacy 

emphasise the complexity of motivation research.  

 

  



 

35 
 

3. Research design and methods 

This chapter explains research design and structure. The discussion provides 

justification for the chosen research methods from the perspective of achieving the 

research aims and objectives. The figure below (Figure 11) summarises the 

methodology process, of which each part is discussed in more detail later. 

 
Figure 11: Research methodology process 
 

 

The research context was narrowed down to consumer online security products, 

without limiting it to any specific security product, such as internet security, antivirus or 

VPN. This study focused on people who speak Finnish. 

 

3.1. Secondary research 
 
Academic journals accessed through various electronic portals were the main source 

of secondary data. Textbooks were used for more theoretical and higher-level 

concepts, such as consumer motivation and consumer behaviour. The search began 

with a very broad understanding of consumer behaviour, consumer needs and 

consumer motivation, and was then narrowed down to make the results more specific. 

Boolean terms, such as “and” and “or” were used to combine search terms, as shown 

through the Venn diagram (Figure 12). 
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Figure 12: Secondary research search terms examples 

 

The key search terms and their volumes are shown in the table below (Table 2). The 

searches were not only limited to these terms and the purpose of the table is to indicate 

the scope of this study. The number of results refer to the international e-resources 

search results, including scientific articles, e-books and references from various 

publishers. While Google Scholar was also used to find relevant studies, these 

numbers are referring only to the search results which have the full text available 

through LUT Finna. LUT Finna offers access to materials from Finnish museums, 

libraries and archives. When searching, quote marks were used to specify terms. It is 

necessary to recognise that those defined as the specific search terms are topics in 

multiple different areas of research and are not only limited to marketing.  

 

Table 2: Key search terms in secondary research 
 

Search term Number of results  

General consumer behaviour search terms  

  “Consumer needs” 34 681 

  “Consumer behaviour” 35 420 

  “Consumer motivation” 1 673 

Specific search terms  

  “Self-efficacy” 112 077 

  “Online security” 9 191 

  “Protection motivation theory” 1 832 

Combined search terms  

  “Online security” consumer motivation 222 

  “Online security” purchase motivation 164 

  “Protection motivation theory” security 476 

 “Protection motivation theory” computer security 291 

Motivation Purchase

Motivation

Purchase
Online 
security
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3.2. Primary research 

For this study, primary data was collected through a mixed methods strategy which 

combined quantitative and qualitative methods, one after the other. First, the mixed 

methods strategy is discussed in detail, followed by the chosen quantitative and 

qualitative methods.  

 

3.2.1. Mixed methods research 

 
A mixed methods approach is especially suitable for social research, due to the 

complexity of the social phenomena. The mixed methods approach allows to use the 

strengths of one method to compensate for the weaknesses of the other method, as 

well as to offset unavoidable method biases. (Axinn, Pearce 2006; Greene 2008) In 

this study, the mixed methods strategy is used for the purpose of complementarity 

(Greene 2008), allowing to have the scope through the quantitative research method 

and the detail in people’s understanding through the qualitative research method 

(Silverman 2005). With this approach, mixed methods seek to offer deeper, broader 

and more comprehensive understanding of the same complex human phenomena 

(Greene 2008). The strategy allows balancing a structured method with a less 

structured method and thus, makes it possible to explore further the findings 

documented through the more structured method (Axinn, Pearce 2006).  

 
Thus, to generalise the findings, the quantitative method with a larger sample size is 

used and then these findings are deepened with the qualitative research method. As 

this study explores motivations, qualitative research opens an opportunity to bring up 

new themes as well as deepen the quantitative research method findings. In practice, 

both methods are given generally equal weight in this study and they explore the same 

complex phenomenon through varied facets. While timing in a mixed methods study 

with complementarity purpose does not require to be sequential, the sequential 

approach is applied due to practical considerations. (Greene 2008) 

 

3.2.2. Quantitative research 

 

Online questionnaire was chosen as the research instrument for the quantitative 

research method. With a questionnaire, the researcher was able have a larger sample 
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and to study and collect data in a structured way. Online questionnaire was also 

considered efficient in terms of cost and speed. (McBurney, White 2007) 

 
The questionnaire was built based on the Protection motivation theory to understand 

what exact online security scenarios consumers perceive severe and how vulnerable 

they feel to those scenarios. Additionally, the questionnaire took a more direct 

approach to study how these scenarios affect the motivation to acquire an online 

security product. The threat scenarios selected for this research are based on different 

online security products and their selling points, but also on the overall threat 

landscape which was discussed in section 1.2.. The table below (Table 3) shows the 

analysed products, their features and their key selling points. These are taken from 

different cyber security companies’ product pages. Appendix 1 shows the threat 

scenarios studied through quantitative research. 

 

Table 3: Consumer online security product features and key selling points 

Product Product features Key selling points 

Avast Internet 

Security 
Internet security 

Anti-ransomware, Antivirus, Malicious file 

scan, Avoid fake websites, Phishing, 

Firewall, WiFi inspector 

F-Secure TOTAL 

premium cyber 

security 

Internet security, 

VPN, password 

manager 

Antivirus, Browsing and banking protection, 

Avoid fake websites, Protect your identity and 

privacy, Store passwords securely, Parental 

control, Home protection 

Kaspersky Total 

Security 

Internet security, 

VPN, password 

manager 

Antivirus, Stops webcam hijacks and hides 

browsing, Banking protection, Parental control, 

Password manager, File protection 

McAfee Total 

Protection 

Internet security, 

VPN, Password 

Manager 

Virus protection (Spyware, malware and 

ransomware), Safe web browsing, Privacy 

protection, Family protection, PC performance 

optimization, Identity theft protection, Home 

network security, Password manager 

Norton Security 

Premium 

Internet security, 

VPN, Password 

manager 

Anti-Spyware, Antivirus, Malware & 

Ransomware Protection, PC Cloud Backup, 

Firewall, Password Manager, Parental Control, 

Online privacy 

Source: Avast Software s.r.o 2019; AO Kaspersky 2019; F-Secure 2019a; F-Secure 2019b; 
McAfee 2019; Norton 2019 
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Due to the lack of consumer knowledge in the field of online security, detailed industry 

related terminology was avoided, and the chosen cases and situations were simplified 

in order to avoid misunderstandings. However, certain terminology such as malware 

and ransomware were used. Furthermore, even though this study explores online 

threats, to avoid biased questioning (McBurney, White 2007), the word “threat" was 

replaced by more neutral terms such as “situations” and "statements". For example, 

“How likely you perceive that these situations could happen to you?” and “How severe 

you perceive these statements?”.  

 

Questionnaire structure 
 
Appendix 2 and 3 show the questionnaire in the original and translated form. Data 

collection started with an introduction to the research and the researcher. The 

questionnaire contained close-ended questions which were designed in advance by 

the researcher. The close-ended questions were chosen due to the complexity of the 

research topic and the ability to study larger population (McBurney, White 2007). 

These types of questions allowed to study individuals across the population, regardless 

of the respondents’ online security knowledge or their self-efficacy.  

 
The question section began with background information on the respondents, including 

their age, how many smart devices, which are not owned by an employer or any other 

third-party member, their household has and how much they use those smart devices. 

The questionnaire also explored the respondents’ self-efficacy through a Likert scale 

on a scale from 1 to 7, in which 1 is low and 7 is high. The Likert-style scale questions 

were also used to explore the perceived threat severity, perceived threat vulnerability 

and motivation to purchase. These topics were questioned through the pre-defined 

online threat scenarios, allowing respondents to rate these cases on a worded scale, 

which was later coded to numbers from 1 to 4. As seen in the following table (Table 4), 

in this scale, 1 was at the negative extreme as the threat is “very unlikely” to happen 

to me, threat is “not severe at all” or the threat “does not motivate at all”. At the positive 

extreme, 4 was defined as the threat is “very likely” to happen to me, threat is “very 

severe” or the threat “motivates very much”. Questions also included an “I don’t know” 

option, later coded as 0.  
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Table 4: Questionnaire response options 

 0 1 2 3 4 

Perceived threat 
vulnerability 

I don’t know Very unlikely Unlikely Likely Very likely 

Perceived threat 
severity 

I don’t know 
Not severe at 

all 
Slightly 
severe 

Quite 
severe 

Very 
severe 

 

Motivation to 
purchase 

I don’t know 
Does not 

motivate at all 
Motivates 

slightly 
Motivates 

quite much 
Motivates 
very much 

 

Due to the differences in the respondents’ current online security status, the question 

of “Do you have some internet security product (in Finnish tietoturva) on your devices?” 

directed respondents to different questions based on their answers. Those, who 

responded that they have some internet security, were provided a hypothesising 

question that if they did not have any security, how likely they perceive certain 

situations could happen to them. And for those, who responded that they do not have 

or do not know if they have any security on their devices, were asked how likely they 

perceive those same certain situations happening to them. The following questions on 

the perceived severity and motivation to purchase were the same for all respondents. 

 
In order to maximise the number of responses, the questionnaire was designed to be 

short and easy. The questionnaire was tested to take around 5-7 minutes on a 

computer. In the end, the time it took for the respondents to complete the questionnaire 

ranged mainly between 5 and 12 minutes. Out of all those who started the 

questionnaire, 74 % finished it. The questionnaire was administered through the 

internet due to low cost, speed and ability to gather data to an electronic format. 

Furthermore, use of internet was considered as a good indicator that the respondent 

uses the internet and owns a device (a smartphone, tablet or computer). 

 

Questionnaire sample 
 
The most common quantitative sampling method, random sampling, was applied. 

Through random sampling, each member of the population has equal probability of 

being selected and the selection of each individual is independent of the selection of 
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any other. (McBurney, White 2007) The sampling frame for the research was users 

who use the internet and different internet-connected devices. In terms of demographic 

behaviour, the respondents had to speak Finnish in order to fill in the questionnaire 

and be 35-74 years old. The age was defined based on internet usage across the 

Finnish population, to understand to whom online security is relevant.  

 
On average, 89 % of the Finnish population uses the internet on a daily basis (Statistics 

Finland 2018). However, as seen in the table below (Table 5), there are evident 

differences amongst age groups. While 96 % of 35-44 year olds use the internet daily, 

only 19 % of the population older than 75 years old use it daily. However, almost half 

of 65-74 year olds use the internet multiple times a day, meaning that the older end of 

the population is still extremely potential for online threats.  

 

Table 5: Internet usage by age groups in Finland in 2018 

Age 
group 

Has used 
internet 

Uses internet 
generally multiple 

times a day 

Has purchased 
something 

online 

Has a 
smartphone 

35-44 100 % 96 % 96 % 76 % 

45-54 98 % 87 % 90 % 56 % 

55-64 93 % 72 % 80 % 32 % 

65-74 78 % 47 % 59 % 17 % 

75-89 40 % 19 % 24 % 7 % 

Source: Statistics Finland 2018 

 

The sample population was defined to be 2.3 million, including people within the 

defined sample frame, and those who use the internet on a daily basis or almost on a 

daily basis. The final questionnaire sample size was 101. The sample size was 

calculated with 9.75 % margin error and 95 % confidence. The margin error was 

evaluated and accepted, due to the nature of the study. Its aim is not to represent the 

whole population or to understand how Finns behave, but to have connections 

between variables.  
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The questionnaire was distributed through different social media platforms, online 

messaging, e-mail and word-of-mouth. Audience was encouraged to respond and to 

share the questionnaire to their networks. The distribution method was decided in order 

to reach respondents who are active online and thus, potential online security users. 

 

3.2.3. Qualitative research 

 
Qualitative data was collected through unstructured, in-depth interviews. This type of 

interview technique was chosen due to its flexibility, depth, interactive nature and the 

potential of bringing up new topics that the researcher may not be aware of. (Axinn, 

Pearce 2006; Ritchie, Lewis 2003) However, due to the interviewees’ average level of 

self-efficacy around the topic, certain agenda was defined to make sure that 

comprehensive discussion can be accomplished. The defined structure was flexible, 

in terms of question order and wording, allowing the interviewer to fully probe and be 

responsive to the relevant topics raised by the interviewees. (Ritchie, Lewis 2003) 

 
Due to the interviewees’ locations around Finland, the interviews were conducted 

through online video calls and regular phone calls. Video calls were prioritised, 

however, due to the interviewees’ wishes, some of the calls were done as voice calls 

through mobile phones. All interview candidates were informed to prepare 30 to 60 

minutes for the interview. This was defined through the pilot interviews, which are 

explained later in section 3.2.5. The length of the interview was planned beforehand, 

and the aim was close to 30 minutes. Even though too short interviews may affect the 

amount of information negatively (Axinn, Pearce 2006), the length was set due to three 

reasons: complementary purpose of interviews, respondent’s online security self-

efficacy level and interview mode. It is argued that the level of interview fatigue 

increases with the cognitive difficulty, thus, interviewing those with average and lower 

self-efficacy encouraged to keep the interviews shorter and design it so that the most 

cognitive effort is put on the first interview topic. Also, it is believed that phone 

interviews should be shorter than face-to-face interviews. (Axinn, Pearce 2006) 

 

Interview structure 
 
Three topics were chosen for the interview and depending on the interviewee’s 

answers, they were discussed in the planned or different order. The topics were 
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defined to provide complementary findings to the questionnaire, with completely new 

concepts or further understanding on the questionnaire findings. The table below 

(Table 6) shows the interview structure and the interview topics. The defined structure 

brought consistency and ensured that necessary topics are covered systematically 

(Ritchie, Lewis 2003).  

 

Table 6: Interview guide 

 Description 
Research 

sub-question 

Introduction  

(3 min) 

Explain the interview process and interview aim 

Ensure audio recording is accepted 

Inform that this material will be used for a study 

Ask if interviewee has any questions before starting the 

process 

 

Interview topics 

(20 - 30 min) 

Topic 1: Key concerns and opinions on online security 

and online threats 

RQ1, RQ2 

 

Topic 2: Motivations to acquire online security product RQ1 

Topic 3: Thoughts on specific online situations 

explored already in the questionnaire, such as online 

banking and passwords 

RQ2 

 

Closing the interview 

(2 - 5 min) 
Opportunity for additional thoughts and final questions  

 
Thanking interviewees for their co-operation 

Explaining the interview reward 
 

 

Interview sample 
 
For the interviews, non-probability sampling was used. This approach is typical for 

qualitative data, allowing to select the population for the study (Ritchie, Lewis 2003). 

Questionnaire respondents were offered an opportunity to sign up for the interviews at 

the end of the questionnaire. Signing up was encouraged by offering a 1-year 

subscription for a consumer online security package for those who are chosen for the 

interview. 32 respondents left contact details and accepted the consent that their data 

can be used for contacting purposes. 31 of them have some internet security product 

and 1 did not know if one has any internet security on their devices.  



 

44 
 

When planning the interview sample, two key considerations were taken into account: 

the sample should be fairly homogenous and the interviewees should share critical 

similarities related to the research question (DiCicco‐Bloom, Crabtree 2006; Ritchie, 

Lewis 2003). Thus, interviewees were chosen based on their self-efficacy level and the 

current status of protection on their devices. Possible candidates were from all self-

efficacy levels, however, respondents around the average (defined in the questionnaire 

as 4.27) self-efficacy were chosen for the interview. This allowed detailed investigation 

of online security concerns for that type of average consumer, defined through self-

efficacy, across age groups. The final sample size was 9, out of which one interview 

was left out due to failed recording. Homogenous population allowed the size to be 

smaller, and due to saturation, or point of diminishing return, very little new major 

evidence emerged after the first half of the interviews (Ritchie, Lewis 2003). The table 

below (Table 7) shows interviewees split by their self-efficacy and age. 

 

Table 7: Interviewees’ self-efficacy and age group 
 

3 4 5 

35-44 

55-64 

55-64 

65-74 

35-44 

55-64 

55-64 

55-64 

 

 

 

3.2.4. Data protection for quantitative and qualitative research methods 

 
Data protection was considered in both data collection methods. All research 

participants were offered the opportunity to read the General Data Protection 

Regulation (GDPR) form provided by LUT University. This form was filled in by the 

researcher, to offer information separately for the questionnaire and for the interviews. 

The form included sections which explained to the questionnaire respondents and 

interviewees what data is collected, why the data is collected, how the data is 

processed, who has access to the data, how it is stored, where it is stored, for how 

long it is stored and what are the rights of the data subjects.  
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In the questionnaire, the GDPR form was included in the introduction through a link. 

The questionnaire respondents were also offered an opportunity to leave contact 

details for the interview, and to be contacted, they had to consent to “I accept that the 

contact details are used for the purpose of contacting”. This same GDPR form was 

designed for the interviews and offered to be read by all interviewees. They were also 

asked before starting the interview, if they have further questions and if the recording 

is accepted. Thus, this study follows the latest GDPR considerations and all collected 

primary data will be destroyed when the research is complete, on 31 December 2019. 

 

3.2.5. Pilot tests for quantitative and qualitative research methods 

 
To ensure that the data collection processes run smoothly, pilot tests were conducted. 

The questionnaire was first piloted by the researcher on different devices multiple 

times. Then it was piloted with 7 potential respondents, equating to 7 % of the final 

sample. For the interviews, the interview structure was tested on 3 potential 

interviewees who had left their details, equating to 38 % of the final sample.  

 
The sample group for the pilot tests was similar to the sample chosen for the actual 

research and the tests were administered in the same manner as the actual data 

collection (Malhotra, Birks et al. 2010; Saunders, Lewis et al. 2012). The respondents 

did not raise any major concerns with the questionnaire; however, minor edits were 

made to the questionnaire to ensure the validity of the data collection (Saunders, Lewis 

et al. 2012). Similarly, the interview structure, video call setup and recording were 

tested. Discussions went according to the interview plan and test interviewees 

provided relevant answers. These calls lasted 24 and 27 minutes. 
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3.2.6. Data analysis of quantitative and qualitative research methods 

 
Both methods were analysed separately, then the findings were linked (Greene 2008). 

Quantitative data was analysed through a statistical program. First, the 5-scale worded 

Likert-scale was coded into numbers and the results were presented on a scale from 

1 to 4, and all “I don’t know” responses were set as 0. Different quantitative findings, 

such as means, medians, correlations and the share of each individual response were 

analysed. 

 
Due to the type of the quantitative data and type of expected relationships (monotonic), 

Spearman's rho was used for correlations. Correlations were explored to understand 

if self-efficacy affects how individuals perceive the threat scenarios, their severity and 

vulnerability, and whether it affects the motivation to purchase. However, the weakness 

of correlations challenged this part of the research. Even more importantly, for most 

themes in the study, correlations were shown to be statistically insignificant. The 

chosen significance level was set at α = 0.05. And for those, which the statistical 

significance was at the required level, correlations were weak or below it (correlation 

below 0.39/-0.39). Statistical insignificance was considered to be an outcome of the 

too small sample size and too narrow measurement range. By increasing the sample 

size, the correlation outcomes could be different.  

 
Qualitative data was analysed with content analysis approach, in which both content 

and context were analysed. The data analysis began by transcribing all interviews and 

then identifying emerging themes, how they are presented and the frequency of their 

occurrence. Transcribed interviews were labelled through cross-sectional code and 

retrieve method, in which categories were devised and applied across the data set. 

This approach allowed systematic overview of the data through helping to locate the 

conceptual categories which are not in a specific order. (Ritchie, Lewis 2003) 

 

3.3. Reliability and validity 

 
Reliability and validity were considered throughout the research design process, 

including areas such as the use of the mixed methods approach, careful methodology 

planning, pilot tests and careful wording in both data collection methods. (Saunders, 
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Lewis et al. 2016) The following discussion looks at each concept separately and 

together, as some areas of discussion affect both reliability and validity. 

 
Reliability refers to replication and consistency, measuring the degree to which 

repeated measures will yield similar responses (Axinn, Pearce 2006; Saunders, Lewis 

et al. 2016). In this study, the design of the questionnaire was important in terms of 

reliability. A close-ended questionnaire format was found the most suitable for the 

research, however, its limitations in combination with difficult topics challenged the 

reliability as well as validity. Even though the questionnaire wording was carefully 

designed and simplified, the lack of respondents’ knowledge on different threats which 

was noticed during the interviews, suggested that some threat variables may not have 

been understood fully.  

 
Additionally, high focus was put on the neutrality of the questionnaire and interview 

questions. Yet, the questionnaire question of “What motivates or would motivate you 

to purchase an internet security product or an internet security package” assumed that 

the undefined product, referred in the questionnaire as “an internet security product or 

an internet security package” (in Finnish: tietoturvatuote tai tietoturvapaketti) would 

protect from the different threats. While with the English term, internet security, it can 

be noted that this security product does not protect from, for example, threats related 

to Wi-Fis or passwords, in Finnish the term (tietoturva) is broader. Therefore, 

depending on the respondent’s knowledge of different threats and protection from 

them, this question can affect the reliability. Nevertheless, this potential reliability issue 

was considered during the data analysis and individual responses were evaluated to 

see, if the questionnaire respondents considered these threats irrelevant in the context 

of internet security. Any issues did not arise during the manual evaluation but are worth 

of recognising. 

 
Furthermore, throughout the research, one of the core considerations was the level of 

self-efficacy. The random sampling and respondents’ personal perception of their own 

self-efficacy could be considered to affect reliability, especially through the stability of 

the respondent’s responses over time. It could be assumed, that if more respondents 

had low self-efficacy instead of very high, the results would be different. This study has 

a relatively equal share of low and high self-efficacy levels, and the most ranging 

around the average. However, the results show a slight trend towards the higher self-
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efficacy levels, indicating that the results lean more towards that audience. The 

research did not take action to exclude any member of the population, such as highly 

knowledgeable individuals, including IT experts and cyber security experts. Thus, it is 

necessary to notice that self-efficacy is the individual’s own perception and self-efficacy 

affected the research outcome strongly. Furthermore, self-efficacy overall was 

considered as the individual’s perceived skills, know-how and knowledge around 

online security. This approach looks at the concept as one and ignores if some 

individuals have for example higher secure behaviour knowledge but lower technical 

skills knowledge. Therefore, those with the same quantified self-efficacy might 

perceive themselves differently limiting the ability to replicate the research, even if 

choosing people with the same self-efficacies. 

 
Finally, in both data collection methods, the respondents’ personal motivation level 

was considered potentially to affect the reliability, for example through lack of focus or 

interest in careful responses. (Axinn, Pearce 2006) This personal motivation could 

have been affected by for example the repetitive nature of the questionnaire questions 

or the questionnaire respondent’s current location and environment. 

 
Then again, a valid research method is accurately measuring what it is intended to 

measure (Axinn, Pearce 2006), and thus, the research conclusion is correct 

(McBurney, White 2007). In this study, internal and external validity were considered. 

While internal validity considers the appropriateness of measures used and accuracy 

of analysis, external validity considers the generalisability of the findings. (Saunders, 

Lewis et al. 2016) Firstly, one of the key reasonings of the mixed methods approach is 

that it is a valuable method in producing a comprehensive empirical record about the 

topic. Thus, the strategy is likely to increase the validity (Greene 2008) Moreover, the 

researcher completed a thorough literature review from which the Protection motivation 

theory was identified as the most suitable theory for this study. Previous research on 

PMT validates the relevance of the theory and the importance of the chosen topics, 

perceived vulnerability and perceived severity. Additionally, content was discussed 

with research and cybersecurity experts. However, as the questionnaire was not filled 

in a controlled environment, it is impossible to identify the situations respondents were 

in. For example, it is possible that they searched for further information when filling in 

the questionnaire or requested help from someone. 
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Regarding the generalisability, self-selection should be noted as self-administered 

questionnaires and convenience sampling are argued to cause self-selection bias. 

Individuals who are more interested in the topic may be more willing to take part, and 

thus, cause a biased sample (Malhotra, Birks et al. 2010). This could be the reason 

why the largest proportion of respondents already have some internet security on their 

devices. In addition to self-selection, social desirability bias should be considered 

(McBurney, White 2007), especially for the interviews. Generally, interviewees 

indicated that they are very careful and considerate when online, which typically is the 

scenario for a knowledgeable and wise internet user. However, especially when 

discussing about passwords, the interviewees indicated slight shame when stating that 

they use the same password in multiple logins. This shame gives an indication that the 

interviewees feel this type of inconsiderate behaviour online is not socially desirable or 

suitable.  
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4. Findings  
 
Findings begin with exploring the respondents’ profiles, then the two different areas of 

PMT, perceived threat vulnerability and perceived threat severity, are discussed 

separately and together. Finally, the motivation to purchase is considered. 

 
The questionnaire and interview findings are discussed simultaneously due to the 

complementarity research purpose. With the quantitative research method, the 

researcher was able to gather findings through a larger sample which were then 

deepened through the qualitative research method. These findings are separated by 

naming the research method format or naming the questionnaire respondents as 

respondents and the interview respondents as interviewees. To clarify the findings 

from each method, the perceived threat vulnerability, perceived threat severity and 

motivation to purchase sections are concluded with a figure presenting the key findings 

from each method.  

 
The questionnaire was designed to enable separation between those who currently 

have an online security product from those who do not have and do not know if they 

have any online security product. However, while this provided a great opportunity to 

understand these different audiences, this research could not reach enough 

respondents who do not have any security solutions. Therefore, the focus in the 

findings and later discussions is to understand overall how individuals perceive the 

pre-defined online threat scenarios, regardless of their current security status.  

 

4.1. Questionnaire respondents’ and interviewees’ profile 

 
As shown in the following figure (Figure 13), respondents from all age groups were 

represented in the quantitative research. In the questionnaire (n=101), the largest 

group was the youngest, 35-44 years old (39.61 %), followed by 55-64 years old (29.70 

%), 45-54 years old (17.82 %) and 65-74 years old (12.87 %). In the interview (n=8), 

almost all age groups were represented. 
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Figure 13: Quantitative and qualitative research age groups 
 

 

 

In the questionnaire, self-efficacy was determined as “your perceived skills, know-how 

and knowledge around internet security and online security”. As can be seen in the 

figure below (Figure 14), all levels are represented in the questionnaire sample. On 

average, respondents perceived their self-efficacy at 4.27, with the standard deviation 

of 1.48. As defined in section 3.2.3., the interview sample was chosen to have self-

efficacy around average, more specifically between 3 and 5.  

 

Figure 14: Questionnaire respondents’ self-efficacy 
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Originally, online security self-efficacy was considered as one concept. However, 

through the interviews it was identified to have two different areas; technical self-

efficacy related to online security solutions and behaviour related self-efficacy. These 

two areas varied largely, while those who ranked themselves around average or just 

below the average self-efficacy in the questionnaire, felt relatively confident or neutral 

in the interviews on not becoming a victim of online crime due to their own secure 

online behaviour. Similarly, these individuals felt very insecure on installing and 

choosing the online security product. Many mentioned in the interviews that they had 

requested help to install the online security product. 

 
The questionnaire also studied how many smart devices the respondent’s household 

has, including for example computers, tablets, smartphones and gaming consoles. 

This question emphasised that those devices should not be owned by an employer or 

any other third party. As seen in the figure below (Figure 15), around half of the 

respondents have 4-6 smart devices in their household. While majority of the 

respondents reported 1-10 devices, 5 % of the respondents reported as many as 10-

22 smart devices.  

 

Figure 15: Number of smart devices in respondents' household (questionnaire data) 

 

 

The following figure (Figure 16) shows the hourly usage of these smart devices per 
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Figure 16: Number of hours spent on using smart devices per day (questionnaire data) 

 

 

One of the key questions on the questionnaire respondents’ background is whether 

they have some security on their smart devices. This question offered an opportunity 

to explore these groups separately and see whether differences exist. However, 

majority of the respondents, 85.15 %, reported to have some internet security on their 

smart devices, while only 5.94 % reported not to have any. Also 8.91 % reported that 

they do not know if they have some internet security on their smart devices. Due to the 

limited number of respondents who do not have any security on their devices, further 

findings are reported across the entire sample (n=101) or separately on those who 

already have some security on their devices (n=86). 

 

4.2. Sources of information 

 
Prior experiences with online threats were explored through the questionnaire and 

discussed in the interviews. The majority of the questionnaire respondents, 74.26 %, 

reported that they have not been victims of online crime, 8.91 % did not know and 

16.83 % of respondents have been victims of online crime. These respondents were 

given an opportunity to describe the online crime in more detail and the majority 

provided more information. The responses varied mainly around stolen credit card 

details (5), hacked accounts (3) and phishing (2). Due to the lack of data on those who 
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mentioned by the interviewees at different occasions. Furthermore, experiences that 

had happened to the interviewees’ family and friends were also mentioned at multiple 

occasions. In terms of others’ experiences, the interviewees pointed out most often 

social media related scams and phishing. According to the interview findings, personal 

experiences and experiences that happened to others were not directly connected to 

purchasing behaviour, but more to concerns around online security. 

 
In the interviews, when exploring why the respondents have acquired the security 

product, different persuasive factors were identified, including family, friends and 

salespeople. Some could not identify a specific influencer, but they overall had heard 

that one must set up some security on internet-connected devices. Also the media, 

including newspapers and television, was indicated to affect the individual in their 

purchasing decision and online behaviour. 

 

4.3. Perceived threat vulnerability 

 

As defined in the methodology, perceived threat vulnerability was surveyed differently 

in a separate question from those who have an online security product or online 

security suite, and from those who do not have or do now know if they have. 

  
The following figure (Figure 17) shows the questionnaire findings, including mean and 

median, for the perceived threat vulnerability. Perceived vulnerability means ranged 

on average from 1.64 to 2.89, with a stable standard deviation across all variables, 

ranging from 1.01 to 1.30. In comparison to the topics of perceived threat severity and 

motivation to purchase, the mean value ranged the most for this area of PMT. The 

figure also shows the medians, which range between 2 (unlikely to happen) and 3 

(likely to happen).  
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Figure 17: Perceived threat vulnerability scenarios, mean and median values 
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As seen in the figure above (Figure 17), the questionnaire respondents perceived 

themselves the most vulnerable to scenarios in which Their computer gets infected by 

a virus, They become victims of phishing and They unknowingly click a malicious link 

in social media or e-mail. To identify potential differences for those who currently have 

some security, the threat scenarios were tested also separately on those respondents 

(n=86). The mean values were similar to the whole sample, differing for the majority of 

scenarios only between 0.02-0.06. The full range of differences between the two 

populations was from -0.08 to 0.17, in which the highest difference (0.17) was for Your 

computer gets infected by a virus. Thus, those who have security would feel slightly 

more vulnerable to get a virus if they did not have any security, in comparison to those 

who do not have any security or do not know if they have. 

 
To explain the changes in the questionnaire data means and medians across the threat 

variables, the distribution of responses was evaluated. The figure below (Figure 18) 

shows the distribution across all variables. The most common response was “Likely” 

(41.81 %), followed by “Unlikely” (25.82 %) The two extremes of the responses, “Very 

unlikely” and “Very likely” emerged each less than 10 %. Worth of noting, up to 15.08 

% of the respondents chose “I don’t know” as the answer. In fact, the highest number 

of “I don’t know” (IDK) responses emerged for the perceived threat vulnerability. Some 

explanations to IDK responses were given in the interviews: the threat has never 

happened to them before, they trust the service, such as banks and social services 

and that they do not perform those activities, such as download files. Appendix 4 shows 

the distribution for each scenario separately. 

 

Figure 18: Distribution of responses, perceived threat vulnerability 
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To continue with the findings presented in Figure 17, the interviews provided the 

opposite finding for clicking malicious links as the interviewees stated that they are 

very careful and do not click anything suspicious. Furthermore, virus as a concept 

emerged across the interviews and was widely used as the term for a threat, instead 

of for example using the umbrella term “malware”. One more threat scenario which 

was ignored in the quantitative research but was brought up in the qualitative research, 

was the concern for identity theft. Some interviewees had bought insurance to protect 

themselves in the case of an identity theft.  

 
In the interviews, the individuals were shown to be relatively confident that their own 

secure behaviour helps them to stay safe online. They also considered themselves to 

be careful online and avoid certain actions, such as downloading files. Other themes 

emerging through the interviews around perceived threat vulnerability were the general 

feeling of safety when browsing online and the disbelief in why anyone would be 

interested in their information. One of the most commented themes throughout the 

interviews was clicking malicious links and phishing, as the interviewees for example 

stated to identify fake e-mails. At the same time, when asked on a higher level whether 

they think they could become a victim of online crime, all felt that it is possible. Another 

reason given through the interviews to explain low vulnerability to some threats, is the 

lack of performing that act. Thus, in the case for interviewees who stated that they do 

not download anything on their computer, it makes that specific threat scenario unlikely 

for them.  

 
One key topic in the interviews was passwords. Both research methods showed that 

individuals use the same passwords in multiple logins or are likely to use the same 

passwords in multiple logins. However, the interviewees considered that they use 

different and more secure passwords for more important logins. These were identified 

as money-related, most frequently as online banking. The less important logins were 

defined as logins which do not store any payment or personal details. Social media 

and e-mail were shown as both, more and less important login, depending on the 

interviewee. To continue, the interview findings indicated that the use of the same 

password is not caused by lack of knowledge, as it was fully known that the use of the 

same password is not recommended. The reasons behind this type of unsecure 

behaviour were identified as laziness and the thought that why would anyone hack my 
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online account. One of the core mindsets was that as the individuals do not have 

anything important in certain accounts, such as social media or e-mail, why would 

anyone be interested in hacking that account. Discussions around these topics, such 

as why would anyone hack someone‘s online account and how password hacking is 

performed, indicated lack of further knowledge. 

 
Finally, to summarise quantitative and qualitative research findings for perceived threat 

vulnerability, the figure below (Figure 19) shows the previously discussed key findings 

for each method.  

 

Figure 19: Main questionnaire and interview findings on perceived threat vulnerability 
 

 

4.4. Perceived threat severity 

 

The questionnaire followed the same format to explore perceived threat severity for 

different scenarios. The following figure (Figure 20) shows the variables studied in the 

questionnaire, their mean and median values. Overall, the mean values are relatively 

equal, ranging from 3.14 to 3.93. This defines all threat scenarios to be above the 

definition “Quite severe”, with some very close to “Very severe”. Similarly, medians are 

at the highest value of 4 (very severe), with some exceptions of 3 (quite severe). 
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Figure 20: Perceived threat severity scenarios, mean and median values 
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As shown, the scenarios with the highest means were related to online banking, placed 

as the first, second and fourth most severe scenarios. In the interviews, these topics, 

especially online banking, were identified as the most worrying topic when discussing 

the overall online security related concerns. The interviewees identified the connection 

to the loss of money from the bank account. Additionally, some interviewees 

highlighted that the amount of money in the bank account affects the severity of the 

threat: the more individual has money, the more severe the threat feels and oppositely, 

lack of money in the bank account makes the threat less severe. As described earlier, 

money related themes also emerged around the topic of passwords. While the 

interviewees stated that they use the same passwords for multiple logins, they 

specified that they protect their online transactions with more secure passwords.  

 
On top of those, according to the questionnaire data, the respondents perceived 

password leaks as highly severe. However, while the questionnaire respondents 

considered being a victim of a password leak one of the most severe threats, they also 

considered the use of the same password in multiple logins as the least severe threat. 

Furthermore, hacking smart home devices, such as a smart television or smart fridge 

remained as the least severe scenarios. Similar to perceived threat vulnerability, the 

number of each questionnaire response was explored. As seen in the figure below 

(Figure 21), opposite to perceived threat vulnerability, IDK responses were reported 

only in 1.49 % of all responses. Supporting the median values, the “very severe” 

answer has received the most responses across the variables, in total 68.15 % of all 

variables. As explained by the findings and shown in the figure, the data is highly 

negatively skewed. It is necessary to recognise that data skewness affects the 

perceived threat severity findings, and as shown later, also the motivation to purchase 

findings. Appendix 5 shows the distribution of the responses for each threat. 

 

Figure 21: Distribution of responses, perceived threat severity 
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The figure below (Figure 22) summarises the key findings on perceived threat severity 

from the questionnaire and interviews. 

 

Figure 22: Main questionnaire and interview findings on perceived threat severity 
 

 

 

4.5. Motivation to purchase 

Lastly, the motivation to purchase an online security product was studied through the 

questionnaire. This question was not formed based on PMT, but instead, it provides 

an opportunity to identify why respondents themselves perceive to be motivated to 

acquire online security. Similar to the two previous topics, the following figure (Figure 

23) shows the mean and median values for motivation. In terms of means, the most 

motivating threat scenarios are in line with the variables that have the highest 

perceived threat severity. Similarly, the median values are very similar and range 

between 3 (motivates quite much) and 4 (motivates very much). All the top threat 

scenarios are related to online banking. Other top variables have very similar mean 

values, ranging between 3.30 and 3.50. The least motivating variables are related 

again to using the same passwords in multiple logins and hacking smart home devices. 
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Figure 23: Motivation to purchase scenarios, mean and median values 
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As seen in the figure below (Figure 24), an analysis on the response distribution shows 

a very similar trend as seen for the perceived threat severity. Responses on the 

positive end of the Likert scale are the majority. Overall, 56.99 % of the responses 

were “Motivates very much” and 23.49 % “Motivates quite a lot”. At the other end of 

the scale, only 5.06 % of all responses were “Does not motivate at all” and 12.71 % 

“Motivates slightly”. Moreover, similar to perceived threat severity, the number of “I 

don’t know” responses was low. Appendix 6 shows the distribution for the threats 

separately. 

 

Figure 24: Distribution of responses, motivation to purchase 
 

 

 

To continue with the interview findings, all interviewees had some security solution on 

their devices. When exploring this further, the theme of new devices, including mobile 

phones and computers, was brought up. Thus, some interviewees indicated that when 

they had purchased a new device, they had bought security with it at the same time or 

had looked up options later on their own. After discussing their current security briefly, 

the interviewees were asked if they could imagine that they did not have any security 

on their devices. All, some after brief considerations, answered that they could not 

imagine it. Many mentioned that security is necessary to have, and one interviewee 

highlighted that it brings peace of mind. When asking why it is necessary, the 

interviewees mentioned the previously discussed prior experiences, but also that they 

have heard that it is necessary or “has been said that it is good have”, and also that all 

threats cannot be noticed, even if you try to be careful. 
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While the interviewees were shown to be motivated to acquire online security, they 

also highlighted the difficulty in acquiring it, mainly due to technicality. These 

interviewees have another person in the household who has taken care of the security 

or have decided to pay for an online security reseller to support in installation and 

renewal. Related to the technicality, the interviewees highlighted concern on the 

performance and level of protection, stating that they are uncertain if the product 

protects them and whether it has been installed correctly. 

 

Finally, these questionnaire and interview findings are summarised in the figure below 

(Figure 25). In comparison to previous similar figures on the perceived threat 

vulnerability and severity, this last section had less synergies between the 

questionnaire and the interview findings, but instead, the interviews explored the 

motivators and barriers outside the threat related framework. 

 

Figure 25: Main questionnaire and interview findings on motivation to purchase 
 

 

 
4.6. Combining threat variables across PMT 

To understand the threats and their relationship to the motivation, this last chapter 

discusses them together. The following figure (Figure 26) highlights the previously 
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discussed mean values for the perceived threat vulnerability, perceived threat severity 

and motivation to purchase for the limited variables. Due to the highest differences in 

vulnerability values, the variables are filtered based on their perceived vulnerability 

medians (median ≥ 3, “Likely to happen”) and organised according to the mean, from 

the largest to the smallest. In all cases, perceived threat severity ranks noticeably 

higher than vulnerability and the most severe threat variables are not even shown in 

the figure, due to their low perceived threat vulnerability. While all threat scenarios are 

shown to motivate, You use the same passwords in multiple logins variable shows the 

lowest motivation, but also the lowest severity. Then again, passwords leaking online 

is the most severe scenario out of these variables and has one of the highest means 

for motivation to purchase.  

 

Figure 26: Mean values for perceived threat vulnerability, perceived threat severity 

and motivation to purchase variables 
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5. Discussion 
 

Existing literature has identified PMT as a relevant framework for understanding 

motivations in the field of online security and information security. Research areas vary 

largely from business contexts to existing consumer products, such as anti-spying and 

virus protection tools. This study uses PMT to understand motivation to acquire an 

online security product. This study aims to fill a gap in the existing literature by defining 

how consumers perceive different online threats and how these threats are connected 

to motivation. This study also allows for the identification of other motivational factors 

outside the chosen framework. Thus, while PMT is at the core of this study, the analysis 

is open to other factors affecting consumer motivation. Due to the marketing and sales 

scope, this study emphasises the aspects that can be influenced, in order to increase 

consumers’ motivation to acquire an online security product. 

 

5.1. PMT and motivation to acquire online security products 

 

5.1.1. External and internal motivational factors 
 

Motivation theories, including PMT, suggest that there are multiple factors that affect 

the motivation process. In PMT, previous online threat experiences, which either have 

happened to the individual or they have experienced them happening to someone else, 

can affect the outcome of the threat-appraisal process, and through that motivation. 

This study cannot confirm that these experiences affect the behaviour leading to 

product acquisition directly, but instead, they potentially increase the concern for online 

threats. Similarly, due to lack of data, this study was unable to support the existing 

finding that prior threat experiences increase perceived threat vulnerability. However, 

as this assumption is relatively self-evident on a very general level, it is possible that 

prior experiences affect motivation through the threat-appraisal process. In comparison 

to previous PMT research, this study evaluates different threats. Due to this focus in 

this study, it is worth noting that the concept of prior experiences does not consider the 

threats in a more detailed level, and thus ignore how individuals might perceive a threat 

after experiencing some different threat first. For example, if someone has experienced 

a computer virus, would they feel vulnerable only to that threat or also to other online 

threats, such as identity thefts. Perceived threat vulnerability will be discussed later in 

more detail. 
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Furthermore, the impact of social circles in the past literature has been identified to 

affect consumer motivation. The findings in this study support this, as especially family 

has been identified to increase the motivation to acquire an online security product. 

While the different discussed motivation theories indicate that verbal persuasion, social 

interaction and feedback from others can affect the motivation, the impact of other 

people is more complex than shown in these models. In fact, it is shown that the impact 

of family and friends, similar to salespeople, could potentially decrease the impact of 

other processes and even be the only motivator. In this scenario, an individual would 

acquire the product based on the recommendation. Even though this finding was 

shown in this study, due to the challenge of motivation research, it is possible that there 

were other underlying motivational factors that the individual could not identify. Also, 

this might be more evident in cases where self-efficacy is low. For these individuals, a 

suggestion from a more knowing person can even create the need, which more easily 

leads to an action. 

 

5.1.2. Different online threats and threat-appraisal process 
 

The threat-appraisal process was examined through the threat scenarios and overall 

online security experiences. Perceived threat vulnerability and severity have been 

defined as the core functions to create motivation, and previous research has proposed 

that both have to take place in order to create fear (Liang 2010). In this study, while 

individuals perceive their vulnerability low to the threat scenarios, the severity of them 

is perceived high. This is in line with the existing research which suggests that 

individuals understand the severity of the threat, but they may not think that they are 

likely to be affected (Lee 2008). Similarly, it is suggested that individuals are aware of 

online threats, but they believe the risk to be low (Loch 1992). 

 
Based on the existing literature, it is assumed that vulnerability alone is not creating 

the motivation to buy (Liang 2010). This study shows supporting, while limited, 

evidence that those who currently have a security product did not perceive higher 

vulnerabilities in comparison to those who do not have any or do not know if they have. 

The only exception, which will be discussed later, is the threat of getting a virus on their 

computer. This poses a question that if individuals do not generally feel that they could 

become a victim of these threats, why have they acquired some security on their 
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devices. To continue, while the perceived vulnerability is low for different threat 

scenarios, individuals still feel that they in general could become victims of online 

crime. This suggests that instead of these studied threat scenarios, they are worried 

about something else or have different reasons to be motivated. However, this study 

focused on more common threats and topics that individuals may have heard about, 

limiting the opportunity to explore the more complex and less known threats. 

 
When analysing the results on only perceived threat vulnerability, this study supports 

previous studies by identifying that in the context of online security, unrealistic 

optimism does exist (Besnard 2004; Lee 2008; Emilien, Weitkunat et al. 2017). Some 

of the most highlighted threat scenarios which are affected by unrealistic optimism, are 

around phishing and clicking malicious links. Individuals feel like they would recognise 

these threats online and would apply careful behaviour. However, these two threats 

exist, and it is unrealistic to assume that they could be completely avoided when using 

the internet, and especially when using e-mail and social media. At the same time, 

some threat scenarios are more difficult to categorise for unrealistic or realistic 

optimism. For example, individuals who state that they avoid unknowingly downloading 

harmful files. This might hold true, and thus be realistic optimism, if they never 

download anything, even attachments in e-mails or applications to smartphones. While 

this also seems unavoidable, it is possible that the person requests help from others 

in necessary situations. Similar threats potentially are for example online shopping and 

public Wi-Fi as these scenarios can be avoided, if the person never buys anything 

online or never uses public Wi-Fi. Another key theme rising from perceived vulnerability 

is the number of “I don’t know” responses. While this can be caused by the lack of 

overall knowledge on online security, it might tell that consumers generally do not have 

any idea whether these threats could happen to them.  

 
Certainly, perceived threat vulnerability is a complex concept. As discussed, it is a 

combination of multiple factors, such as confident but careful behaviour, unrealistic 

optimism and realistic optimism. Also, individuals have a feeling of security online but 

also disbelief that online criminals would be interested in their, ordinary people’s, data.  

Then again, across the threat scenarios, the perceived threat severity is high, and 

individuals feel that these threats are either quite severe or very severe. Due to the 

lack of opposite end of responses (not severe), it is possible that individuals feel that 
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any online threat is severe. This assumption diminishes the importance of perceived 

threat severity in the PMT framework, as the overall feeling is that whatever the threat, 

it is severe. Yet, it is necessary to recognise that how the threat scenarios are posed 

in this study can possibly create a mindset that anything related to online threats and 

these threats happening to anyone is serious. The majority of the question framings 

also assume that the threat would happen to the individual, making it highly personally 

relevant. At the same time, the majority of the research sample was identified to have 

some security solution, which is likely to affect the perceived severity outcome. Those 

who already have thought about online security products enough to be ready to acquire 

one, may perceive online threats more severe than those who have not chosen to 

install any security products. However, due to lack of data, this assumption cannot be 

confirmed. 

 
Regardless of these considerations, some themes emerged from the threat scenarios. 

In terms of perceived severity, the most evident theme which emerged throughout the 

data collections was money. This theme is potentially explained by the existing 

literature, which proposes that when consumers are considering online security, they 

analyse the trade-off between the cost of the protection and the cost of the loss 

(Besnard 2004). This finding shows that there are potentially some scenarios which 

are likely to affect the motivation to purchase, especially if the individual identifies the 

potential loss of money higher than the price of the security product. Generally, the 

cost of the potential loss is not easy to identify, which leaves the individual to define 

this themselves and these estimations may differ largely. While individuals were 

worried about online banking and payment related threats, there was an indication that 

the amount of money on the bank account is likely to affect the worry. This assumes, 

that if the savings on the bank account are low, they would be less worried about the 

threat. This notion ties it back to the cost of potential loss again. When looking at the 

theme of money from the perspective of very low perceived threat vulnerability, the 

findings suggest that there are multiple reasons to believe that these money-related 

scenarios would not happen to the individuals. Generally, individuals trust the banks 

and national systems to keep them safe when they browse these sites. And then again, 

they feel that they would recognise, and thus avoid, phishing which is related to 

financial matters. Also, even though individuals do online shopping, book hotels and 

purchase flights online, some try to avoid doing these or are very careful in these 
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actions. These findings indicate that people analyse their behaviour online before 

making any money-related actions in order to avoid financial losses. However, these 

discoveries are likely to be linked to unrealistic optimism, as all these individuals take 

financial actions online, and thus, are potential victims of these crimes. 

 
Another core theme which emerged throughout this study was passwords. Previous 

research highlights that in fact, 40 % of Finnish people use the same password in 

multiple logins (Nordea 2019). While passwords are a key theme in the context of 

online security, it is shown that individuals do not take these matters very seriously. 

There is shown to be concern around password leaks, however, the effort needed to 

keep passwords more secure shows to be too high. And even though there is 

awareness on password security, the complexity and purposes behind these crimes 

are not shown to be known. For example, individuals feel that they have nothing to 

hide in their social media or e-mail accounts. While this can be true, the assumption 

indicates lack of knowledge on what online criminals can do for example with personal 

information.  

 
To follow the PMT framework and its threat-appraisal process, perceived threat 

severity and vulnerability are evaluated together. In this study, as the perceived 

vulnerability for the majority of the threat scenarios was even below the positive level 

and the individuals felt threats relatively unlikely, those with the highest perceived 

vulnerability would provide the best indication. These included getting a virus on a 

computer, becoming a victim of phishing and clicking a malicious link in e-mail or social 

media. Thus, in contrast to previous discussions, if both severity and vulnerability were 

required to be high, money-related variables would not increase the motivation to 

acquire an online security product. Then again, those scenarios of virus, phishing and 

malicious links were also highlighted throughout the research and emerged often as 

examples of secure online behaviour and things that people consider when browsing 

online. Therefore, in comparison to, for example, money-related threats, it is potential 

that these increase the motivation for more secure behaviour but may not increase the 

motivation of acquiring the product. These examples were shown to be common 

knowledge across the individuals with average self-efficacy and will be discussed 

further later.  
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As defined earlier, this study also explored directly individuals’ motivations to acquire 

an online security product, based on the same threat scenarios as for perceived 

vulnerability and severity. These findings test PMT and the assumption that both 

perceived vulnerability and severity are needed in order to actuate the motivation 

creation process. The identified motivators were very much in line with the perceived 

threat severity, indicating that in fact, severity might affect the motivation to purchase 

more than perceived threat vulnerability. If motivations were analysed through this 

approach, the four money-related scenarios are considered the most motivating 

threats. While this discussion provides interesting insight to the field, it is necessary to 

recognise that the question framing assumed that the threat had already happened to 

the individual. Therefore, the question relies not only on the acknowledgement of these 

threats, but on the actual exposure to these threats. 

 
In addition to individual threats, it is worth noting that when exploring the motivations 

outside the threat scenarios, overall security and safety online become a key aspect. 

This challenges, or provides another layer on, the individual threats, as individuals 

experience the threats as an overall concept. If following this finding through the threat-

appraisal process in PMT, it is potential that individuals feel vulnerable to the overall 

threat and perceive the overall threat severe. To understand the difference between 

different threats and the overall threat, further research is required. 

 

5.1.3. Coping-appraisal process 

 

In PMT, the threat appraisal is processed first in order to evaluate the coping options. 

The theory assumes that the higher the self-efficacy and response-efficacy are, and 

the lower response cost is, the higher the motivation to perform the protective action 

is.  

 
Online security self-efficacy was identified to have two different areas; technical self-

efficacy related to security solutions and online security behaviour related self-efficacy. 

This supports the existing literature, which defines self-efficacy to have different 

domains, which might differ for individuals (Compeau 1995). Similar findings emerged 

also in the current study as online security self-efficacy might be high but limited to only 

certain domain. Individuals perceived their online behaviour self-efficacy higher, such 
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as avoid clicking anything unsecure, than the technical side of self-efficacy, including 

choosing and installing the security solution. In the context of online security and 

consumer motivations, technical self-efficacy is more relevant in order to select the 

right product, install it and manage it. Regarding the installation and management, also 

computer or other device related self-efficacy should be considered.  

 
Knowledge, as part of self-efficacy and separately, was identified throughout the 

research. Existing literature shows that knowledge of different threats is connected to 

online security behaviour (Jeske 2017). When exploring the threats mentioned by the 

individuals throughout the interviews, simplicity and lack of online security knowledge 

were evident. All mentioned threats were generally more known, such as social media 

scams, clicking something harmful and phishing. The knowledge around these threats 

is likely to also affect their higher perceived vulnerability ranking. Additionally, those 

with average self-efficacy used virus as a general term for malwares or online threats. 

This indicates the generality of the term “virus” in the mind of average consumers but 

also the lack of knowledge in the field of online threats. This finding around the lack of 

threat knowledge might also explain why the virus-related threat received the highest 

rate for perceived threat vulnerability. 

 
Existing literature does not discuss the importance of response-efficacy much in the 

context of online security. However, assuming that it is an important factor when the 

security software could help the individual stay safe online, especially if paying for the 

product. In fact, for those who have acquired some security solution, the level of trust 

on the product differed, as some individuals had very strong trust in the program and 

the brand, and some stated that they hope that the security tool keeps them safe 

online. As this variable was explored through the interviews, these findings suggest 

that regardless if individuals trust or are not sure if they trust the product to keep them 

secure, they have decided to install and potentially pay for the software. This finding 

questions again why individuals have acquired the product if they hesitate on its 

response-efficacy. One suggestion to this conflict is that the lack of knowledge, 

especially technical, around these products lowers individuals’ confidence on the 

product. Another explanation is that some external factors, such as encouragement 

from family members or salespeople, has made them acquire the tool and thus, 

decreased their own personal decision-making process. 
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5.2. Other motivation theories 

 
In this study, online security was defined as necessary and mandatory on internet-

connected devices. This assumption moves the origin of motivations closer to the very 

basics, such as Maslow’s Hierarchy of needs in the virtual world, which suggests that 

online safety exists at the lowest levels of the hierarchy (Kellerman 2014).  

 
While this study validates that motivation for getting an online security product can be 

a simplistic process from an obvious need to an acquisition, it does not fully explain 

what creates the need. Some indication was given, as acquiring an online security 

product was tied to a situation of new devices, such as buying a new mobile phone. 

While the need creation can be this simplistic, it can be also affected by multiple other 

variables after the initial need, as explained for example by the Generalised needs-

based model of motivation. Similarly, to indicate the complexity around need formation, 

it is necessary to recognise that needs are innate and formed by experience (Emilien, 

Weitkunat et al. 2017).  

 
However, the needs theories do not hold for all individuals. Not everyone perceives  

security necessary on internet-connected devices, therefore this theory holds 

potentially only for security conscious individuals or those who have already installed 

some security software. To explain this further, the theory applied to the virtual world 

suggests the need for security to be at the lower levels of the hierarchy. However, even 

this study reported individuals who do not have any security on their devices even 

though they use the internet. Maslow built his needs theory to be flexible, which 

suggests that these individuals are likely to be satisfying their needs on other levels 

before moving to security and safety, if ever doing that.  

 

5.3. Increasing the motivation for acquiring an online security product 

 
The final research question focuses on how the motivation to acquire an online security 

product can be encouraged through marketing communication. As identified earlier, 

understanding the controllable factors related to consumer motivation and how those 

can be affected, is essential for marketers (Williams 1957). Therefore, in comparison 

to previous discussions, in this section the focus is on evaluating the controllable 
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factors related to consumer motivation and how those can be affected. And finally, 

while there are other factors that affect consumer’s buying-behaviour, such as those 

related to money (ability) or access to the product (opportunity), current focus is on  

consumer motivation. 

 
This study offers multiple different approaches for marketing communication to affect 

motivation to acquire an online security product. The simplest approach is to 

communicate to a consumer when their need is high, or potential to be activated. 

Common scenarios when need rises, or is potential to rise, is when an individual 

purchases a new device. Similarly, prior personal experience or observed others’ 

experience might create a need for security. This need creates the situational 

involvement, in which consumer is looking for more information and is potentially more 

aware of the relevant marketing communication. Situational involvement offers very 

concrete opportunities, such as communication through online and offline retailers 

which sell relevant devices. Another opportunity is digital marketing campaigns that 

allow smart targeting to consumers who have recently purchased a new device. In 

these scenarios, if the need has not yet been created, online security marketer has an 

opportunity to create that need through right communication. 

 
In addition to situational involvement, involvement helps to approach consumers who 

do not have that pre-defined distinctive need. As identified, differently involved 

consumers require different marketing messages (Ekström 2010). Similar to self-

efficacy, involvement was shown to have two different areas; product related 

involvement and secure online behaviour related involvement. Almost a tenth of the 

people did not know if they have some security on their devices, indicating low 

involvement around online security products. At the same time, involvement for secure 

online behaviour was higher and more enduring. Regardless of prior or recent 

experiences with online threats, individuals were shown to read articles and news 

around online security. Thus, while the threats are not on the consumers’ mind 

constantly, there is some level of involvement. Very interestingly, when analysing these 

two different areas of involvement, those who were shown to educate themselves on 

secure behaviour, had requested technical help from others with the product selection 

and installation. Therefore, without further research, there is no finding to support that 

individuals who educate themselves about secure online behaviour, would be more 
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motivated to purchase a product. This notion leaves it open whether providing 

educative marketing messages around secure online behaviour would encourage 

product related involvement. Furthermore, these differently involved customers should 

be approached with different sales messaging. The Elaboration likelihood model of 

persuasion identifies two very different approaches, central and peripheral, which 

however should not be used in isolation. 

 
To continue with the marketing messages, the analysis of different threats offers 

valuable discussion points for marketing. One of the core themes is money and the 

payments methods around it. If the product offers banking protection or other features 

that protect the consumer’s finances, this angle is highly relevant. If the perceived 

vulnerability of the most severe threats can be increased, they offer a great potential 

to increase motivation. In fact, all the threats which were connected to low vulnerability 

and especially unrealistic optimism, offer potential discussion points. Increasing the 

awareness of how much these threats happen, how they can happen to everyone or 

providing actual victim stories could help to tackle unrealistic optimism as well as low 

perceived vulnerability. It is necessary to emphasise that if a person is using the 

internet, and certain services within it, this person is vulnerable to relevant online 

threats. 

 
Another key finding around marketing messages is the level of awareness, which is 

connected to perceived vulnerability as well as self-efficacy. Customers with average 

skills and knowledge are aware of the security basics, such as password security, the 

concept of virus and phishing. However, they lack further understanding of these 

threats, such as the smart techniques used to hack passwords, the spectrum of 

different malwares and what could be done with individual’s login details. Equally, the 

thought that "why would anyone hack my online account” opens an opportunity to 

discuss what online criminals are after and how they could use different types of 

personal data. When addressing these marketing messages, the perception of fear is 

relevant. As identified earlier, existing literature states that threat is a crucial 

component of motivation for using protective software (Johnston 2010). However, 

when discussing the threats, the level of fear is essential. It is proposed that the more 

fear is aroused, the more likely an individual is to be influenced by the communication 

(Statt 1997). Yet, strong fear can also cause the consumer to suppress their fear 
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(Larose 2008), making too strong marketing messages unsuitable. Therefore, while 

secure behaviour related marketing communication may not affect the motivation to 

acquire an online security product, increasing the awareness through the right level of 

fear potentially can. 

 
Finally, to decrease the perceived risk and to increase technical self-efficacy, 

companies should improve and address the simplicity of the installation and provide 

support for it. If consumers assume that they cannot choose or install the security 

product, they are more likely to choose the maladaptive behaviour and continue 

without any security software. Similarly, marketers can affect the response-efficacy in 

PMT, diminishing the concerns on product performance and whether it protects from 

threats. To encourage the trust on performance, the security product could send 

monthly threat reports and provide access to them through the user interface. This in 

combination with free trials could increase the acquisition rate, especially if the threat 

reports indicate different existing and serious threats. Acquisition based on this 

approach is very much dependent on the threats during that trial period or before the 

first renewal stage.  

 
These suggested marketing communication approaches and recommendations allow 

marketers potentially to affect consumer motivation. While the aim is to affect the 

motivation to acquire an online security product, it is potential that consumers’ focus is 

instead moved to the other identified area, secure behaviour. Therefore, marketers 

need to adapt and test the suggested approaches to see how not only behaviour can 

be affected, but how the actual consumer motivation towards the product can be 

increased. 
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6. Conclusion 

This section concludes the previous discussions around the three sub-research 

questions. Each research question is discussed separately. And finally, research 

limitations and recommendations for future research are discussed. 

 
6.1. Research questions 

Sub-RQ1: What factors affect consumer motivation to acquire an online security 

product? 

 
Consumer motivation is a combination of different factors. This study approaches the 

motivation through needs theories, broader motivation theories and the Protection 

motivation theory (PMT). Identified in PMT, in the context of online security, consumer 

motivation is affected by different sources of information, followed by the threat-

appraisal process and finally the coping-appraisal process.  

 
The sources of information, also identified in other motivation theories, affect the 

consumer motivation. Existing literature highlights that prior personal as well as others’ 

observed experiences with online threats influence the motivation to acquire an online 

security product. In PMT, these prior experiences affect the cognitive mediating 

process, including threat-appraisal and coping-appraisal processes. While this study 

cannot confirm that these experiences influence the threat-appraisal process, they are 

shown to potentially increase the concern for online threats. Furthermore, social circles 

are shown to affect consumer motivation. While the different discussed motivation 

theories indicate that verbal persuasion, social interaction and feedback from others 

can affect motivation, the impact of other people is more complex than shown in these 

models. In fact, in this study it is shown that the impact of family and friends, similar to 

salespeople, could potentially decrease the impact of other processes and even be the 

only motivator. In this scenario, the individual would acquire the product based on the 

recommendation. 

 
To continue with PMT, the threat-appraisal process and fear are necessary elements 

for the motivation process to actuate. These will be discussed more in sub-RQ2. Lastly 

in PMT, the coping-appraisal process is needed for a person to find the suitable coping 

approach. The theory assumes that the higher self-efficacy and response-efficacy are, 
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and the lower the response cost is, the higher the motivation to perform the protective 

action is. In this study, online security self-efficacy was identified to have two different 

areas; technical self-efficacy related to security solutions and online security behaviour 

related self-efficacy. Interestingly, individuals perceived their online behaviour self-

efficacy higher than their technical self-efficacy. In the context of online security and 

consumer motivations, technical self-efficacy is more relevant in order to select the 

right product, install it and manage it. Existing literature does not discuss the 

importance of response-efficacy much in the context of online security. However, it can 

be assumed that it is an important factor when the security software could help the 

individual stay safe online, especially if paying for the product. Regardless of this 

assumption, in this study, the level of trust on the product differed. It is possible that 

the lack of knowledge lowers the confidence on the product, or their decision-making 

has been encouraged by family members or salespeople.  

 
Finally, in addition to PMT, the needs theories were found to be relevant, as online 

security was defined as necessary and mandatory on internet-connected devices. This 

assumption moves the origin of motivations closer to the very basics, such as Maslow’s 

Hierarchy of needs in the virtual world, which suggests that online safety exists at the 

lowest levels in the hierarchy. This study validates through some examples that the 

motivation for getting an online security product can be a simplistic process from an 

obvious need to a acquisition. 

 
Sub-RQ2: How consumers perceive different online threats and how these 

threats affect the motivation to acquire an online security product? 

 
To understand the importance of threat and fear in PMT, it is the fear that triggers the 

threat-appraisal process and thus, moves the process toward the motivation. The 

threat appraisal process aims to arouse fear by presenting a threat to which the 

individual is assumed to be vulnerable (perceived vulnerability) and which has severe 

consequences (perceived severity). Multiple pre-defined threat scenarios were 

explored through these concepts of perceived vulnerability and perceived severity, 

which both according to PMT have to take place in order to create the fear.  

 
This study shows that across the threat scenarios, the perceived threat severity is high. 

Thus, individuals feel that all the studied threats are either quite severe or very severe. 
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This suggests that the overall perception of online threats is serious and that any online 

threat is severe. In the context of online security, this assumption diminishes the 

importance of perceived threat severity in the PMT framework, as the overall feeling is 

that whatever the threat, it is severe. When analysing individual threats, the scenarios 

with the highest severity are related to money and password leaks.  

 
When looking at the perceived vulnerability, individuals on average perceive different 

threats to be unlikely or likely to happen to them, missing the two extremes of very 

unlikely and very likely. In comparison to perceived severity, individuals perceived 

threats noticeably more severe than those threats happening to them, supporting 

previous studies in the field. The threat scenarios with the highest perceived 

vulnerability were getting a virus on a computer, becoming a victim of phishing and 

clicking a malicious link in an e-mail or social media. Low vulnerability rates are 

potentially caused by unrealistic optimism, as shown in the previous studies. In this 

study, unrealistic optimism was shown around for example phishing and clicking 

malicious links. In those scenarios, individuals feel like they would recognise these 

threats and be careful enough. However, these two examples are relevant threats and 

it is unrealistic to assume that they could be completely avoided if using the internet, 

and especially if using e-mail and social media. 

 
Therefore, certain threat scenarios can potentially affect the motivation to acquire an 

online security product, however, the low vulnerability rates challenge the threat 

appraisal process. Finally, when exploring the motivations outside the threat scenarios, 

overall security and safety online become a key aspect. This finding suggests that 

instead of different threats, individuals feel vulnerable to the overall threat and perceive 

the overall threat as severe. 

 

Sub-RQ3: How marketing communication can encourage the motivation to 

acquire an online security product?  

 
For a marketer, understanding the controllable factors related to consumer motivation 

and how those can be affected is central. This study offers multiple different 

approaches for marketing communication to affect motivation to purchase an online 

security product. The simplest approach is to communicate to a consumer when their 

need is high, or potential to be activated. Examples of these situations are the purchase 
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of a new device and prior personal and observed others’ experiences with online 

threats.  

 
The analysis of different threats offers valuable discussion points for marketing. The 

threats, which were considered highly severe but with low vulnerability, such as related 

to money, should be worded to explain the realistic and potential vulnerability level. If 

the perceived vulnerability of the most severe threats can be increased, they offer a 

great potential to increase motivation. Similarly, increasing awareness and knowledge 

through more in-depth communication of different threats could affect the motivation 

to purchase. However, when addressing these marketing messages, using the right 

level of fear is necessary. 

 
Finally, marketing communication can enhance consumer motivation by increasing 

self-efficacy and response-efficacy, which both can be identified also as perceived risk. 

To improve the technical self-efficacy, marketing communication should address the 

simplicity of the installation and provide support for it. And to improve the response-

efficacy, communication should consider consumers’ concerns on product 

performance and whether it protects from threats. 

 

6.2. Limitations and recommendations for future research 
 

This research was conducted to define consumer motivations in the field of consumer 

online security, and how different pre-defined online threats affect the motivation to 

acquire an online security product. These limitations are formed to take delimitations 

into account, and thus does not discuss the impact of the chosen country or the scope 

of the study.  

 
All identified limitations were around the methodology. Firstly, one of the key limitations 

in this study was the quantitative research sample size. As defined earlier, certain 

statistical tests were not able to be performed due to the lack of statistical significance. 

This study aimed to identify also how self-efficacy correlates with different threats, and 

while the low correlations showed certain trends, they were not strong enough to be 

used in this study. This opens an opportunity for future research to explore how self-

efficacy is related to these different threats, such as does lower self-efficacy affect the 

perceived vulnerability and severity. If future research increases the sample size to 
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explore these topics, it is also worth noting that with a larger sample size, also the 

measurement range should be increased to provide a wider spectrum of answers. 

 
In addition to sample size, also sample bias was discussed before. In convenience 

sampling, self-selection bias is a relevant consideration. It is potential that those, who 

have already some online security software in use or higher interest in the topic, 

decided to participate in the study. More importantly, the outcome of the potential self-

selection lead to a situation that the majority, in the qualitative research 100 % and in 

the quantitative research 85 %, reported to have some security on their devices. This 

was a major limitation to the study, as the results are largely defined by consumers 

who have already considered to use online security software. These limitations 

encourage further research on consumer motivations on those individuals who 

currently have no, or do know if they have, online security products in use. By 

approaching these populations, future research could identify potential differences in 

threat perceptions. 

 
In addition to sample related limitations, it is necessary to recognise that motivation 

research is a highly challenging area. The lack of experience on conducting an 

interview to explore consumer motivation set a limitation to this study. Motivation 

researchers and interviewers are generally highly experienced specialists, who can 

explore the unconscious motivations that even the interviewees may not be able to 

detect. Finally, certain question framings and selection of words in the questionnaire 

were identified to limit the study. The motivation to purchase and perceived threat 

severity questions were aimed to be neutral, however, they were framed to assume 

that these threats happen to an individual. For future research, the threats should be 

studied through a different approach, such as by removing the word “you”. As an 

example, this would reframe the question to be “how severe you perceive the use of 

the same passwords in multiple logins”, instead of “how severe you consider that you 

use the same password in multiple logins”. Another question framing, also exploring 

the motivation to acquire was considered. While the research aimed to focus only on 

motivation and emphasise the word “acquire”, this question was originally designed to 

have the price element and thus, was worded to include “purchase” instead of 

“acquire”. 
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Appendices 

 

Appendix 1: Pre-defined threat scenarios 

Threat level Threat category Threat scenario 

Individual Account security 
Your accounts, such as e-mail or social media, get 
hacked 

Individual 
Account security/ 
Payment security 

Your banking details are stolen when you log into online 
services, such as social insurance institution or Finnish 
tax administration 

Individual IoT security 
Your connected home devices, such as smart television 
or smart fridge, get hacked through the Wi-Fi 

Individual Malware You download a harmful file on your computer 

Individual Malware Your computer gets infected by a virus 

Individual 
Malware  
(Banking trojan)  

Your login details and password get stolen on fake 
online banking site 

Individual 
Malware 
(Ransomware)  

You get ransomware on your computer or smartphone 

Individual Online privacy 
Your internet service provider can see what you do 
online 

Individual 
Online privacy / Wi-Fi 
security 

Someone can access information on your smartphone or 
laptop through a public Wi-Fi 

Society 
Online privacy / Wi-Fi 
security 

It is easy to access smartphones and laptops through 
public Wi-Fi 

Society 
Overall threat 
landscape 

Over half of the crimes happen online 

Society 
Overall threat 
landscape 

Malwares in smartphones or computers may not be 
visible for human eyes 

Individual Password security You use same passwords in multiple logins 

Individual 
Password security / 
Data breaches 

Your passwords leak online 

Individual Payment security 
Your banking details are stolen after you have done 
online shopping 

Individual Phishing 
You become a victim of phishing, and confidential 
information is tried to collect from you (e.g. e-mail logins, 
passwords and payment card details) 

Individual Phishing 
You unknowingly click a malicious link in social media or 
e-mail 

Society Phishing 

Half of Finnish people have been victims of phishing, 
and confidential information has been tried to collect 
from them (e.g. e-mail logins, passwords and payment 
card details) 
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Appendix 2: Original questionnaire in Finnish 
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Appendix 3: Question sections in the questionnaire, translated to English 
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Appendix 4: Share of responses on perceived threat vulnerability variables 
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Appendix 5: Share of responses on perceived threat severity variables 
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You use same passwords in multiple logins

You unknowingly click a malicious link in social media
or e-mail

Your internet service provider can see what you do
online

Over half of the crimes happen online

Your connected home devices, such as smart
television or smart fridge, get hacked through the WiFi

Your computer gets infected by a virus

You become a victim of phishing, and confidential
information is tried to collect from you

It is easy to access smartphones and laptops through
public WiFi

You download a harmful file on your computer

Your accounts, such as e-mail or social media, get
hacked

Someone can access information on your smartphone
or laptop through a public WiFi

You get ransomware on your computer or smartphone

Half of Finnish people have been victims of phishing,
and confidential information has been tried to collect

from them

Your passwords leak online

Your login details and password get stolen on fake
online banking site

Malwares in smartphones or computers may not be
visible for human eyes

Your banking details are stolen after you have done
online shopping

Your banking details are stolen when you log into
online services, such as social insurance institution or

Finnish tax administration

I don't know Not severe at all Slightly severe Quite severe Very severe
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Appendix 6: Share of responses on motivation to purchase variables 
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You use same passwords in multiple logins

Knowledge that your internet service provider can see
what you do online

Your connected home devices, such as smart television
or smart fridge, get hacked through the WiFi

You unknowingly click a malicious link in social media
or e-mail

Knowledge that half of Finnish people have been
victims of phishing

Knowledge that it is easy to access smartphones and
laptops through public WiFi

Knowledge that over half of the crimes happen online

Your computer gets infected by a virus

You download a harmful file on your computer

You become a victim of phishing

Someone can access information on your smartphone
or laptop through a public WiFi

You get ransomware on your computer or smartphone

Malwares in smartphones or computers may not be
visible for human eyes

Your passwords leak online

You accounts, such as e-mail or social media, get
hacked

Your login details and password get stolen on fake
online banking site
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online shopping
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