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This research explores how blockchain (BC) could be used in big data management 

(BDM) from an organizational and strategic perspective. A BDM process model was 

developed based on knowledge management theory. By identifying BD challenges 

within it, the potential of BC for BDM was explored. Data collection was done in two 

parts; a study of 40 online articles was conducted and then interviews with ten 

people were arranged. The results show BC can improve BDM by enabling data 

trading, turning IoT phenomena into digital form, securing BD storage, enhancing 

data processing, guaranteeing the integrity and reliability of data for BD analytics, 

improving the commensurateness, transparency and trust related to BD, and inter-

organizational data sharing. Using BC to improve intra-organizational data sharing 

or privacy protection is not recommended. Key takeaways include understanding 

what problems BC can solve and finding balance between decentralization, 

scalability and security. The results show greatest potential for industries where a 

lot of valuable data is created and coordinated in environments with multiple actors 

across different geographical locations and where transparency is needed. This 

research increases both theoretical and practical knowledge about BC and BDM 

and enables firms to better understand the phenomenon and how to take advantage 

of BC in order to find new ways to create competitive advantage.  
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Tässä tutkimuksessa selvitetään, miten lohkoketjua (BC) voidaan käyttää big datan 

(BD) hallinnassa yritysten strategisesta näkökulmasta. Tutkimuksen pohjana toimi 

tietojohtamisen teorian pohjalta rakennettu BD:n hallinnan prosessimalli. 40 

nettiartikkelin tutkimuksen ja kymmenen haastattelun avulla selvitettiin, miten BD:n 

hallinnan haasteita voidaan ratkaista BC:n avulla. Tutkimuksen tulosten mukaan 

BC:lla voidaan parantaa BD:n hallintaa mahdollistamalla datakaupankäynti, 

muuntamalla IoT-ilmiöitä digitaaliseen muotoon, turvaamalla BD:n varastointi, 

kehittämällä datan käsittelyä, varmistamalla analysoitavan datan eheys ja 

luotettavuus, parantamalla datan yhteismitallisuutta, läpinäkyvyyttä ja luotettavuutta 

ja tiedon jakamista organisaatioiden välillä. Tulosten mukaan organisaation 

sisäiseen tiedon jakamisen tai yksityisyyden suojan parantamiseen BC-teknologiaa 

ei kannata käyttää. Tärkeintä on ymmärtää, millaisia ongelmia BC voi ratkaista ja 

etsiä tasapaino desentralisaation, skaalautuvuuden ja turvallisuuden väliltä. Suurin 

potentiaali on aloilla, missä luodaan paljon arvokasta dataa monitoimija-

ympäristöissä, koordinointia tehdään maantieteellisesti laajalla alueella ja on tarve 

läpinäkyvyydelle. Tämä tutkimus lisää teoreettista ja käytännön tietoa BD:n 

hallinnasta ja BC:sta ja auttaa yrityksiä ymmärtämään paremmin BC:a ja sitä, miten 

voivat hyödyntää BC:a luodakseen kilpailuetua.  
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1 INTRODUCTION 
 

Blockchain (BC) is a new technology that enables storing information in a secure, 

transparent and unchangeable way by first combining transactions into blocks and 

then chaining them together. (Johansson, Eerola, Innanen & Viitanen 2019, 27) 
According to Shrier, Sharma and Pentland (2016), we are in the early stages of the 

adoption of this novel technology. It is expected that BC technologies will disrupt 

existing industries, change existing business models and result in the creation of 

new types of companies. (Nofer, Gomber, Hinz & Schiereck 2017, 186; Felin & 

Lachani 2018; Lee & Pilkington 2017) Tapscott and Tapscott (2016), also predict 

BC to be the technology most likely to change the next decade of business, while 

Iansiti and Lachani (2017) see it is highly likely to affect all businesses. 

 

Knowing those predictions, it is not that surprising that Shrier et al. (2016) found out 

BC technology, enabling parties to interact transparently on a more trusted and 

secure network that gives access to data, has become one of the top strategic 

priorities of Fortune 1000 CEOs. Clearly, firms are interested in the technology and 

want to use it. According to Harvey et al (2018), finding ways to design and 

implement transformations related to BC should be a priority for CMOs and all 

strategic, financial and technological decision makers, and early action will give the 

best position to benefit from widespread adoption. However, the understanding of 

BC is poor among industry, academia and policymakers and the dangers the 

technology can generate and the benefits it has are only modestly understood. 

(Ferguson 2018; Shrier et al. 2016) With careful planning, though, companies can 

use BC to gain an edge over competition in numerous ways, while those without a 

BC strategy risk being disrupted by competitors and may end up watching their 

whole business models go obsolete. (Ferguson 2018; Felin & Lachani 2018; Nofer 

et al. 2017; Nowiński & Kozma 2017) 

 

This research combines BC with big data management (BDM). Widespread 

commercial use of the Internet has tremendously increased the volume and scope 

of data organizations are collecting, and big data (BD) has appeared as a term to 
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cover both the technical and commercial aspects of this growing data collection. 

(Nunan & Di Domenico 2017) In the recent years, the phenomenon of BD has 

gained interest among academia and businesses as both acknowledge its high 

operational and strategic potential in generating business value. (Ferraris et al. 

2019) Even so, Janssen et al. (2017) argue that BD still has a long way to go before 

it lives up to the claims currently being made for it. The ability of companies and 

organizational entities to collect, prepare and analyze BD can be different, which is 

why those abilities can make the difference, especially if the organization is able to 

make those processes difficult to imitate for example due to customized 

infrastructure or path dependencies. (Janssen et al. 2017) This research aims to 

bridge the gap between organizations, BC and BDM by identifying the challenges 

of BDM, exploring how they could be solved with BC and showing what types of 

businesses should implement BC and how they should go about it. This type of 

study from an organizational and strategic perspective is all new to the academia, 

so it makes a great contribution to current literature around the topics of BC and 

BDM. 

 

1.1 Goals and Research Questions 
The understanding of BC is not at a very high level yet – and when it comes to the 

connection between BC and BDM, even less is known. To increase the 

understanding of BC, this research examines the relationship between BC and two 

organizational issues: KM and BDM. The purpose of this study is to better 

understand BC and the role it could play in solving BDM challenges faced by 

organizations, which in turn could enable improved decision-making and 

competitive advantage. To explore the relationship between BC and BDM, I use the 

theory of knowledge management (KM). In particular, I develop a conceptual 

process model of BDM based on the theory of KM and use that framework to 

examine how BC could solve BDM challenges. Thereby, this research will increase 

both theoretical and practical knowledge about BC and the ways it could be used in 

BDM, thus enabling firms to better understand the phenomenon and how to take 

advantage of this new technology in order to find new ways to create competitive 

advantage. 
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Specifically, I hypothesize that BC, as a new technology for storing information 

securely and transparently, can help to solve critical BD challenges regarding 

optimum BDM from an organizational and strategic perspective. Accordingly, the 

main research question is “How could blockchain be used in big data 

management?”. The goals are to both explore the ways of using BC in BDM and to 

develop especially managerial understanding about combining BDM with this new 

technology. The sub-questions are “What are the big data challenges blockchain 

could solve to improve big data management?”, “What are the challenges in using 

blockchain to improve big data management processes?”, and “What types of firms 

will benefit the most from using blockchain in big data management?”. The first sub-

question aims to map out the challenges that could be solved with BC in BDM and 

how that could be done. The second sub-question aims to identify the challenges 

that prevent firms from implementing BC in BDM, and thus aims to help them 

overcome those problems and to be able to take advantage of BC in BDM. The third 

sub-question aims to create an understanding of what types of firms or which 

industries should implement BC in BDM to develop an understanding of the use 

cases in which this technology is the most beneficial. 

 

1.2 Literature Review of Blockchain 
What is known so far in the existing literature is that BC can be scaled and used to 

interact with any number of different stakeholders, such as customers, employees, 

suppliers, or other companies, and they can solve numerous problems in many 

contexts and industries. (Felin & Lachani 2018, 34) For example, because BC can 

enable organizations, individuals, machines and algorithms to freely interact with 

each other with little friction, intermediaries such as lawyers may no longer be 

necessary. (Iansiti & Lachani 2017; Gupta 2017; Tucker & Catalini 2018) Making 

supply chains more efficient and transparent is a more specific example of the use 

of BC that has been identified in previous research. (Casey & Wong 2017; 

Treiblmaier 2018; Epps, Carey & Upperton 2019; Zhu & Kouhizadeh 2019) Other 

ways to use the technology include IP and licensing contracts (Tapscott & Tapscott 

2016; Morabito 2017; Felin & Lakhani 2018), insurance (Shrier et al. 2016; Disparte 

2017; Nofer et al. 2017; Johansson et al. 2019, 153-158), digitized assets and digital 

record keeping (Lewis, McPartland and Ranjan 2017), monitoring transactions 
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(Shrier, Wu & Pentland 2016; Tapscott & Tapscott 2017; Felin & Lakhani 2018), 

lowering transaction costs (Tapscott & Tapscott 2016; Iansiti & Lachani 2017; 

Catalini 2017) and smart contracts (Michelman & Catalini 2017; Morabito 2017; 

Koltz 2018; Eenmaa-Dimitrieva & Schmidt-Kessen 2019). Just by looking at this list, 

which is merely a fraction of all the possible ways to use the technology, it starts to 

become evident how widely adaptable BC is. 

 

However, despite all these findings, existing literature about the use of BC mainly 

seems to focus on the financial point of view, which of course is not that surprising, 

considering that BC was originally developed as the technology behind 

cryptocurrencies, (Tapscott & Tapscott 2017; Nofer et al. 2017) Many researchers 

have studied the potential of BC technology in the financial industry, but some of 

the changes BC is enabling in finance, for example, might also be applicable in 

BDM. Ito, Narula and Ali (2017) and Tapscott and Tapscott (2017), for example, 

wrote about how BC is changing finance and how practically all kinds of assets can 

be moved and stored privately and securely and from peer to peer because trust is 

established by cryptography, network consensus, collaboration and clever code 

instead of intermediaries. Security and privacy are indeed some of the issues that 

will be discussed in the theoretical part of this research regarding BDM. Lewis et al. 

(2017), in turn, wrote about the possible uses of BC technology in financial markets, 

but also about the challenges of the technology, including technical and business 

challenges such as privacy and security, and regulatory challenges such as 

uncertainty, but they still see BC as a promising source of future innovation. This 

research will make a contribution to the current knowledge and research about BC 

by showing how it could be used in BDM. 

 

1.3 Theoretical Framework 
The aim of the theoretical framework (Figure 1) is to illustrate how the main concepts 

discussed in the literature review are connected to each other and explore the 

theoretical base that guides the empirical part of this study. The theoretical 

framework of this study is built around the theory of KM and the two main themes: 

BD and BD. It illustrates how BC can be used to solve BD challenges caused by the 

5Vs (volume, variety, velocity, value and veracity) to improve BDM from a strategic 
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and organizational perspective. The challenges of BD will be examined through a 

process model that was built based on the current theory and literature about KM 

and BDM: acquisition, conversion, application and protection of knowledge. The 

theoretical background addresses these connections between BC, BDM and KM, 

and the empirical part will explore in which ways BC could be used in BDM to solve 

challenges related to it. 

 
Figure 1. Theoretical framework. 

 

1.4 Key Concepts and Delimitations 
The delimitations and key concepts of this study – BC and BD – will be defined in 

the following to provide a basic understanding of the terminology and concepts used 

in this research.  

 

1.4.1 Blockchain 
There are numerous definitions for BC. The basis of all definitions is that it is a new 

technology. It uses developed cryptography and distributed systems architecture to 

achieve an improved result of storing information. It can thus be used to create a 
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secure, transparent and unchangeable source of truth that has been designed to 

withstand different attacks and manipulation. The term “block” refers to the way 

transactions are combined to one another by cryptographically gluing them together. 

In other words, transactions form blocks, after which they are chained together. One 

basic definition is that BC is a database of sorts where practically any kind of 

information can be stored, and the information cannot be altered anymore after 

being stored but instead only new information can be stored and linked to it. 

(Johansson et al. 2019, 27-28; Nofer et al. 2017) Another description defines BCs 

as memory devices – a kind of database – that enable recording and verifying 

transactions and terms of engagement (Felin & Lachani 2018; Tucker & Catalini 

2018). Dhillon, Metcalf and Hooper (2017), on the other hand, define BC as “a 

decentralized data structure with internal consistency maintained through 

consensus reached by all the users on the current state of the network”. In this 

research, the definition is a combination of all of the above: a secure, decentralized 

database for storing data in an immutable form.  

 

Because BC essentially is a generic data storage for all kinds of data, the generic 

use cases of it are proof of time, order, identity, authorship, ownership, existence 

and nonexistence (Drescher 2017; Tucker & Catalini 2018). Furthermore, BCs can 

be public (open) – such as Bitcoin – or private (closed) ones that may not have 

anything to do with cryptocurrencies and have been designed for the internal use of 

banks or other institutions (Johansson et al. 2019, 29; Morabito 2017). In this 

research, the focus is on both public and private BCs. What makes all BCs alike is 

that mathematical rules and unbreakable encryption methods – unlike trusting error 

prone humans or institutions – guarantee the constancy, reliability and 

incorruptness of the entries (Johansson et al. 2019, 30; Nofer et al. 2017). 

 

1.4.2 Big Data 
The amount of data generated and shared by businesses, public administrations, 

various industrial and non-profit sectors as well as scientific research has increased 

tremendously. (Agarwal & Dhar 2014; Sivarajah 2017) Initially, BD emerged as a 

term to describe the technical innovations that are the foundation of the massive 

increase in data being collected. (Nunan & Di Domenico 2017) BD has also been 
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defined as enormous amounts of structured and unstructured data accessible in real 

time (Einav & Levin 2013; O’Leary 2013) or “large, diverse, complex, and/or 

longitudinal data sets generated from a variety of instruments, sensors, and/or 

computer-based transactions”. (Mazzei & Noble 2017) Günther et al. (2017) define 

BD as large volumes of highly varied data generated, captured and processed at 

high velocity, whereas Simsek et al. (2019) see that it refers to generating, 

organizing, storing, retrieving, analyzing and visualizing data sets of large volumes 

and variety, while involving “new kinds of methodological, epistemological, and 

politico-ethical issues and questions”. Knapp (2013), in turn, sees that BD refers to 

the tools, processes and operation models allowing organizations to create, 

manipulate and manage very large data sets and storage facilities. Boyd and 

Crawford (2012), on the other hand, have a more holistic approach, proposing BD 

entails technology, such as storage and computation power, analysis, such as 

identification of patterns for economic, technical, legal and social claims, and 

mythology, such as the widespread belief of BD offering a higher level of creating 

valuable insights. There are also definitions that highlight different aspects of the 

concept of BD. For example, while some authors, such as Havens et al. (2012) and 

Manyika et al. (2011), emphasize the requirements of storage and analysis of BD, 

others, such as Johnson (2012) and Davenport et al. (2012), tend to focus more on 

the variety aspect of data sources. In this research, BD is defined simply as vast 

amounts of structured and unstructured data generated from a variety of sources.  

 

BD can also be defined as the approach of managing, processing and analyzing the 

five characteristics or dimensions of data with the goal of creating actionable insights 

for long-lasting value creation, performance measurement and creating competitive 

advantages. (Fosso Wamba et al. 2015) In the literature, those five characteristics 

are known as the “5Vs”, which stand for volume, variety, velocity, veracity and value. 

(Fosso Wamba et al. 2015; Janssen et al. 2017; Nunan & Di Domenico 2017; 

Wamba et al. 2017; Simsek et al. 2019; Ferraris et al. 2019) Some have introduced 

more dimensions, such as visualization – presenting the data in a manner that is 

readable – and variability, or in other words, data the meaning of which is constantly 

changing. (Sivarajah et al. 2017) However, the above mentioned five dimensions 

are the leading definitions of BD, and out of these five, volume is the leading one, 
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after which comes variety, velocity, value and veracity. (Ylijoki & Porras 2019) Even 

so, that does not mean all researchers use the same combination of characteristics; 

Some researchers recognize only 3Vs, as for volume, velocity and variety of data 

(e.g. Laney 2001; Shah et al. 2015), while others refer to four dimensions that 

include volume, velocity, variety, and variability (e.g. Liao et al. 2014) or volume, 

velocity, variety and value. (Cai & Zhu 2015) Some even recognize 6 dimensions of 

data: volume, velocity, variety, veracity, variability and value. (Gandomi & Haider 

2015) Ylijoki and Porras (2019), in turn, suggest a new definition for BD as a 

phenomenon should be considered, and for clarity and coherency, the definition 

should only cover data and data management aspects, referring to the 3V definition, 

where the Vs come from volume, velocity and variety. Simsek et al. (2019) also 

argue “that the popular definition in terms of data properties such as volume and 

variety has created ambiguity about what might count as big data”. They argue that, 

for example, “it is not entirely clear what determines the threshold to qualify data as 

“big” across different settings and applications”.  In this research, the five leading 

dimensions of BD are used: volume, variety, velocity, value and veracity. 

 

Volume has been described as tremendous volume of the data (Cai & Zhu 2015), 

ever-increasing amount of data (Ylijoki & Porras 2019) and the magnitude of data 

(Tonidandel, King & Cortina 2018), among others. The high volume of data comes 

from the never-ending technological innovation that has caused the quantity of data 

created every day to grow exponentially. (Ferraris et al. 2019) Over the last couple 

of years alone, 90 percent of the data in this world was generated (Marr 2018), and 

the amount of data generated every second on the Internet is larger than the storage 

capability of the entire Internet 20 years ago. (Ferraris et al. 2019) Furthermore, 

while 2.5 quintillion bytes of data are already created every day at the current pace, 

the pace is only increasing with the growth of IoT (Internet of Things). (Marr 2018)  

 

Variety refers to the structural heterogeneity in a data set (Tonidandel, King & 

Cortina 2018; Janssen et al. 2017), meaning that we are shifting away from simply 

collecting data in text format and moving towards data in video, audio and image 

formats, for example. (Nunan & Di Domenico 2017; Ylijoki & Porras 2019) Ferraris 

et al. (2019) also explain how there are numerous sources of BD and they are quite 
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new, as data are generated from different digital platforms, and BD can thus be in 

the form of messages, updates, images posted on social networks, readings from 

sensors, GPS signals from cell phones, and more. Moreover, because BD has all 

kinds of data types and data are generated from a large variety of sources and 

formats, that diversity divides data into structured and unstructured data. (Cai & Zhu 

2015; Fosso Wamba et al. 2015)  

 

Velocity refers to the rate at which data are generated and the speed at which they 

are collected, analyzed and used. (Fosso Wamba et al. 2015; Gandomi & Haider 

2015; L’Heureux et al. 2017; Nunan & Di Domenico 2017; Sivarajah et al. 2017; 

Tonidandel, King & Cortina 2018) Cai and Zhu (2015) add that as velocity means 

data are being formed at such a high speed, it “must be dealt with in a timely 

manner”, which is crucial for analysis purposes, (Kim & Chu 2018) Simsek et al. 

(2019) also see that this dimension is associated with matters such as transfer 

speed, storage scalability and timing, while Janssen et al. (2017) see the matter a 

little differently, saying that velocity refers to constantly changing data sources. 

Ferraris et al. (2019) note that today, data are obtainable in real time or nearly real 

time, which enables firms to be much more fast and agile in their decision-making 

processes. Moreover, Ferraris et al. (2019) argue that due to the economic world 

becoming increasingly competitive and ability to make decisions faster is one of the 

key factors for success, the speed of data creation is even more important than 

volume of data. 

 
Value can be defined as extracting knowledge or value from vast amounts of 

structured and unstructured data (Sivarajah et al. 2017), or extracting economic 

benefits from the available big data, which has great importance. BD are often 

characterized by relatively “low value density”, meaning that data received in its 

original form usually holds low value relative to its volume, but high value can be 

extracted by analyzing large volumes of such data. (Cai & Zhu 2015; Gandomi & 

Haider 2015) The value of BD is often linked to the ability of the organization to 

make better decisions. (Ferraris et al. 2019; Fosso Wamba et al. 2015; Janssen et 

al. 2017) However, the problem is that organizations encounter challenges of 

storing, managing and extracting value from BD cost-effectively (Abawajy 2015). 
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Veracity, the fifth dimension of BD, represents the unreliability of some sources of 

data and thus refers to the possibility of data being incomplete, inconsistent, out-of-

date and containing noise (Gandomi & Haider 2015; Janssen et al. 2017; Sivarajah 

et al. 2017; Ferraris et al. 2019; L’Heureux et al. 2017) It concerns issues such as 

uncertainty, trustworthiness, authenticity and accountability. (Simsek et al. 2019) 

 

1.5 Structure  
After this introductory chapter, which outlines the background of this study, the key 

concepts, research objectives and questions behind this research and the 

theoretical framework, the following chapter analyzes the literature about KM and 

BDM that was used to guide this study, and then moves on to introducing the 

research gap. The third chapter introduces the methodology applied in this study in 

two parts: data collection and data analysis. Chapter four moves to the empirical 

part of this study by presenting the findings and analysis, followed by a concluding 

chapter that discusses the empirical findings and reflects them towards existing 

literature, provides answers to the research questions, addresses practical 

implications for management, assesses the reliability and validity of this study as 

well as the limitations and potential ideas for future research in addition the 

conclusions of this study. 

 
2 THEORETICAL BACKGROUND 
 

Even though the benefits of BD are considerable, there are multiple challenges to 

be addressed before its full potential can be released. (Sivarajah et al. 2017) Despite 

the obvious operational advantages, new challenges and distress among firms have 

also arisen because of the trends toward using it; collecting, storing and analyzing 

data are primary concerns to firms as they try to work out the technical demands 

associated with such new capabilities. (Mazzei & Noble 2017) Some of the 

challenges arise from the characteristics of BD, while some are a result of the 

existing BD analysis models and methods, and lastly, some challenges are derived 

from the limitations of current data processing. (Jin et al. 2015) This chapter will take 
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a deeper look into those challenges to make it possible to find opportunities for BC 

to solve them.  

 

To be able to approach the issue more effectively, the problems should first be 

categorized. Sivarajah et al. (2017) grouped the broad challenges of BD into three 

main categories based on the data lifecycle: data, process and management 

challenges, where data challenges are related to data characteristics and process 

challenges are related to capturing, integrating and transforming data, selecting the 

right model for analysis and providing results. Management challenges, on the other 

hand, are related to privacy, security, governance and ethical matters. (Sivarajah et 

al. 2017) L’Heureux et al. (2017), Gandomi and Haider (2015) and Qiu et al. (2016), 

in turn, analyzed the challenges by connecting them to the characteristics or 

dimensions of BD. In this research, the challenges are categorized based on the BD 

processes they concern. Accordingly, this chapter first examines knowledge 

management (KM) and BD processes and then connects the challenges of BD to a 

process framework derived from the existing KM and BDM literature, which will help 

in identifying possibilities for BC to improve or enhance BDM. At the end of this 

chapter, the research gap is presented to illustrate the need for research in the area 

of this study. 

 

2.1 Knowledge Management and Big Data Processes 
According to North and Kumta (2018, 38), in an organizational context, KM means 

organizing all the stages or fields of action of the “knowledge ladder”. (Figure 2) 

Each level of the ladder builds on the previous one and thus illustrates how 

knowledge has more value than data and information. (Jennex & Bartczak 2013; Liu 

2020, 6) In the literature, the transformation from data to information and finally 

knowledge is also known as the “knowledge hierarchy”, “knowledge pyramid” and 

“information hierarchy” hierarchy, for example. (Frické 2009; Jennex & Bartczak 

2013; Rowley 2006) 
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Figure 2. The knowledge ladder and stages of KM (adapted from North & Kumta 

2018, 35 and Liu 2020, 5). 

 

The first stage at the bottom of the ladder is information and data management, 

which is the basis of KM because the supply, storage and distribution of information 

are critical for the ability to create and transfer knowledge, turning knowledge into 

know-how, taking action, creating competence and building competitiveness. (North 

& Kumta 2018, 38-39) Data are symbols that represent properties of objects, events 

and their environments, while information is data that are processed to be useful, 

relevant, usable, significant, meaningful or processed data. (Frické 2009; Rowley 

2006) Therefore, BD as mere data is located at the bottom of the knowledge ladder, 

and as such, it does not hold much value. However, it can be made more valuable 

by giving it meaning and adding context, and thus turning it into information and then 

knowledge. 

 

Operative knowledge management at the second stage of the knowledge ladder is 

about connecting information into knowledge, know-how and actions, but it also 

includes the ability to establish conditions that enable and stimulate knowledge 

creation, distribution and use. (North & Kumta 2018, 38-39) In other words, while 

data are bare facts or observations without meaning or context and information is 

structured data with meaning, knowledge is information that has context and thus 
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enables action and decisions. (Liu 2020, 6) Knowledge has also been defined as a 

set of “justified beliefs that can be arranged and managed to enhance the 

organization’s performance through effective action”. (Alavi & Leidner 2001; Ferraris 

et al. 2019; Nonaka 1994) Indeed, knowledge has become one of the key 

ingredients for sustainable competitiveness. (North & Kumta 2014, 6) Furthermore, 

knowledge can be divided into tacit knowledge that can be recorded in information 

systems and explicit knowledge that cannot be recorded as it is part of the human 

mind (Rowley 2006), so to be clear, in this research, the focus is only on tacit 

knowledge. 

 

The last stage of the ladder is strategic knowledge management, which explains the 

competencies required to be competitive and thus encompasses the whole 

knowledge ladder from top to bottom; it includes competence – the right choice of 

knowledge at the right moment – and competitiveness, which is achieved when 

competences are bundled uniquely in the organization. (North & Kumta 2014, 35) 

Correspondingly, organizations are extensively developing and implementing KM 

initiatives to make their business processes more efficient, to find new products and 

solutions for their customers and to improve the quality of their services (Donate & 

Sánchez de Pablo 2015; Nguyen & Mohamed 2011) 

 

Within those stages of KM, three acknowledged major KM processes exist: the 

acquisition, conversion and application of knowledge. (Alavi et al. 2006; Gasik 2011; 

Ferraris et al. 2019; Gold, Malthora & Segars 2001) Some researchers have also 

used different terminology to describe KM processes. According to North and Kumta 

(2014, 6), KM enables organizations, teams and individuals to collectively and 

systematically create, share and apply knowledge to meet their operational and 

strategic objectives, thus increasing the efficiency and effectiveness of operations 

while changing the quality of competition by developing a learning organization. 

Many others are along the same lines, explaining that an appropriate KM strategy 

makes it possible for a company swiftly create, acquire, access and leverage 

knowledge, thus enabling improved performance. (Alavi and Leidner 2001; Donate 

and Sánchez de Pablo 2015; Gray and Meister 2004; Kim et al. 2014; Zack et al. 

2009) Magnier-Watanabe and Senoo (2010), in turn, explain that KM processes 
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enable companies to capture, store and transfer knowledge efficiently. Some have 

also included additional capabilities. Gold et al. (2001) and Tseng (2014), for 

example, see that relying on KM processes is crucial because they make it possible 

to store, transform and transfer knowledge while further explaining that these 

processes include the organizational capabilities of knowledge acquisition, 

conversion and application, as well as knowledge protection.  

 

Similarly, multiple steps can be found for the BD process in the literature. The virtual 

value creation (VVC) framework (Figure 3), presented by Rayport and Sviokla 

(1995), is among the first models to describe the value creation process of data and 

includes five steps: gather, organize, select, synthesize and distribute, with the 

expectation that value increases as data items from numerous sources are brought 

together to create meaningful pieces of information. (Ylijoki & Porras 2016) Later 

on, with the exponentially growing amount of data, the focus has shifted to BD, and 

Bizer et al. (2012), for example, identify six steps in the BD process: capturing, 

storing, searching, sharing, analyzing and visualizing data, while Sivarajah et al. 

(2017) identify seven steps: capturing, storing, mining, cleaning, integrating, 

analyzing and modeling data. Chen and Liu (2014), on the other hand, only identify 

three steps, providing a more simplified view that includes handling, processing and 

moving data. Marx (2013), in turn, suggests five steps that start from problem 

definition, after which come data search, data transformation, data entity resolution 

and finally solving the problem. Some researchers have also used other naming 

protocols for the steps in the BD process, such as Zhou et al. (2014), whose six 

steps include data collection, storage, management, manipulation, cleansing and 

transformation. Some of these are focused more on the process itself, such as Chen 

and Liu (2014) with their more simplistic view of the process, while some also take 

value creation into account more clearly, such as Sivarajah et al. (2017) in the steps 

of analyzing and modeling data, or Marx (2013) with the step of solving the problem. 

Overall, what seems to be in common with all these process descriptions of both 

KM and BDM is that the process begins with the collection and storage of data and 

then moves on to making that data useful and finally taking advantage of the 

acquired knowledge. 
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Figure 3. Virtual value creation (VVC) process (adapted from Rayport & Sviokla 

1995 and Ylijoki & Porras 2016). 

 

Collection and storage of data clearly belong to the first level of KM – information 

and data management. Making data useful could be seen to happen the between 

information and data management and operative knowledge management – when 

information turns into knowledge. Taking advantage of the acquired knowledge, in 

turn, certainly belongs to operative KM. What is surprising though, is that protection 

of knowledge seems to be a somewhat overlooked or forgotten element, even 

though I think it is in fact quite an important aspect of managing data, considering 

how valuable data is as an asset of an organization. Accordingly, the process model 

used in this research as a basis for exploring BD challenges, which in turn will serve 

as a basis for finding opportunities for BC to solve those challenges, consists of the 

following four parts: acquisition, conversion, application and protection of BD (Figure 

4). These processes will be discussed in the following chapters along with the 

related BD challenges identified in previous research.  

 
Figure 4. The process model of BDM used in this research. 

 

A summary of all the BD challenges and the related steps of the BD process can be 

found below in Table 1. What becomes evident is that protection and conversion 

may be the most challenging steps in the BD process as they contain the most 

problems and thus are in need of most help and solutions to these problems. 
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Protection is a critical area with multiple challenges to be solved with regard to data 

security and privacy, while the majority of problems regarding conversion seem to 

be related to big data analytics, but also data aggregation and integration as well as 

data processing. The challenges related to the acquisition of BD are mainly related 

to data storage and managing the fast inflow of data, while BD application 

challenges are connected to data sharing and data interpretation. These challenges 

will be explained in more detail in the following chapters. What I will also discuss is 

how BC could possibly solve some of these problems, the reality of which will then 

be explored in the empirical part of this research. 

 

Table 1. KM processes and the related BD challenges. 
Process BD challenges Author(s) 

Acquisition 
Developing 

new 

knowledge 

from data 

and 

information 

Acquiring data from various sources and storing it for the 

purpose of value generation. 

 

Managing fast inflow of non-homogenous data. 

 

Collecting, cleaning, integrating and obtaining high-

quality data fast enough. 
 

Reducing the vast amount of data before storage to 

capture useful information and discard useless 

information. 

Wang & Wiebe 

2014; Paris et al. 

2014 
Chen et al. 2013 

 

Cai & Zhu 2015 

 
 

Zhang et al. 

2015a&b; Barnaghi 

et al. 2013 

Conversion 
Making the 

acquired 

knowledge 
useful, 

usable and 

easily 

accessible 

Difficulty of data integration due to diversity of data. 

 

Volume increases computational complexity, so even 

trivial operations become expensive. 
 

Integrating high volumes of data. 

 

The high speed of data generation calls for higher 

requirements for processing technology. 

 

Large-scale data sets cause challenges to data mining. 
 

Noisy data is one of the main challenges of BDA. 

 

Cai & Zhu 2015 

 

L’Heureux et al. 

2017 
 

Chen, Argentinis & 

Weber 2016 

Cai & Zhu 2015, 

L’Heureux et al. 

2017 

L’Heureux et al. 
2017 

Fan et al. 2014 
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Collecting, cleaning, integrating and obtaining high-
quality data within a reasonable time frame is difficult 

due to high volume. 

Cai & Zhu 2015, 
Barnaghi et al. 

2013 

Application 
Taking 

advantage of 

the acquired 

and 

converted 

knowledge  

Sharing data between distant departments or 

organizations.  

 

Data silos usually caused by data variety pose a 

challenge to data sharing. 

 

The growth and variety of unstructured data impact 
people’s interpreting and processing of new knowledge 

from raw data. 

 

Defining how technological solutions in Internet 

computing have developed to allow access, aggregation, 

analysis and interpretation of BD is an unsolved 

challenge. 

Al Nuaimi et al. 

2015 

 

Chen, Argentinis & 

Weber 2016; 

Redman 2018 

Sivarajah et al. 
2017 

 

 

Bhimani & 

Willcocks 2014; 

Sivarajah et al. 

2017 

Protection 
Prevention of 

inappropriate 

knowledge 

access 

There are not enough satisfactory security controls for 
ensuring information is resilient to altering or a 

sophisticated enough infrastructure to ensure security. 

 

Security against the leakage of personal information. 

 

As data sources become more extensive, data security 

challenges are amplified. 

 
Malware is a threat to data security. 

 

Privacy violations are one of the key challenges of BD.  

 

Decisions concerning individuals are driven by obscure 

and complicated data processes, turning them into units 

of groups generated by analytics. 
 

Legalese wording and the complexity of data processing 

cause users to disregard privacy policies.  

Bertot et al. 2014 
 

 

 

Kim & Cho 2018 

 

Sivarajah et al. 

2017 

 
Abawajy, Kelarev & 

Chowdhury 2014 

Al-Badi, Tarhini and 

Khan 2018 

Mantelero & 

Vaciago 2015; 

Pasquale 2015 
 

Mantelero & 

Vaciago 2015 
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Guaranteeing user privacy rights in the gathering and 

usage of BD. 

 

Weaknesses in organizational processes and systems 

enable the ethical issues of BD. 

 
Sivarajah et al. 

2017 

 

Nunan and Di 

Domenico 2017 

 

2.2 Acquisition of Big Data 
Executives across various industries are investing in BD projects with the aims of 

monitoring, measuring and managing their organizations better and hoping to solve 

persisting operational concerns (Mazzei & Noble 2017), but in order to create value 

from data, large datasets coming from different data sources must be combined. 

(Janssen et al. 2014) Consequently, quality is not merely dependent on the data but 

also depends on the data collection process and the way data is processed. 

(Janssen et al. 2017) Knowledge acquisition can be defined as the process of 

developing new knowledge from data and information (Gold et al. 2001; Gasik 2011; 

Ferraris et al. 2019; Donate and Sánchez de Pablo 2015), processes within KM that 

are oriented toward obtaining or acquiring new knowledge (Obitade 2019) or the 

process of gaining new knowledge from either inside or outside the organization 

(Magnier-Watanabe & Senoo 2010). In comparison, in the VVC framework, 

gathering data covers for example data acquisition and storage (Ylijoki and Porras 

2016).  

 

The challenge of BD acquisition and warehousing lies in acquiring data from various 

sources and storing it for value generation purpose, as problems in this kind of BD 

engineering arise due to the complexity of BD and fast-growing demands. (Wang & 

Wiebe 2014) Paris et al. (2014) also support this argument, arguing that lack of data 

origin, knowledge and inconsistencies of scale inherent in collection and processing 

of data are among the main barriers to BDA. These barriers further limit the speed 

and resolution of capturing and storing data (Sivarajah et al. 2017), thus influencing 

the ability to extract actionable insights from the data. (Chen & Zhang 2014) 

Moreover, because of the tremendous volume of data and the difficulty of judging 

data quality within a reasonable time frame, collecting, cleaning, integrating and 
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obtaining high-quality data within a reasonable amount of time is a challenge. (Cai 

& Zhu 2015) 

 

Furthermore, with high volumes of data, acquiring valuable information requires 

robust and intelligent smart filters that are needed to capture useful information and 

discard useless information that contains imprecisions or inconsistencies, which is 

a challenge in itself, but efficient analytical algorithms are also needed to understand 

data origin, to process the tremendous data and to reduce data before storage. 

(Zhang et al. 2015a; Zhang et al. 2015b) Chen et al. (2013) also see that the 

challenge of velocity is the need to manage the fast inflow of heterogenous data, 

and Barnaghi et al. (2013) are along the same lines, explaining that retrieving, 

processing, determining, integrating and interpreting for example business data is a 

challenge because of the massive amount of data in addition to the ubiquity, 

heterogeneity and dynamic nature of the different data sources. In addition, with 

increasing data size, the performance of algorithms becomes more reliant on the 

architecture of storing and moving data. (L’Heureux et al. 2017)  

 

As established earlier, BC is a kind of database for all kinds of data (Drescher 2017, 

224-226; Tucker & Catalini 2018) that uses developed cryptography and distributed 

systems architecture to achieve an improved result of storing information 

(Johansson et al. 2019, 27-28). Consequently, an assumption to be made here is 

that this new technology might have an impact on BD storage. In the empirical part 

of this research, I will examine if and how BC could improve BD storage, and 

whether there are some other, not quite as obvious benefits this technology could 

offer for BD acquisition. 

 

2.3 Conversion of Big Data 
In KM, knowledge conversion means that the acquired knowledge is made useful 

for the organization (Gold et al. 2001; Ferraris et al. 2019) or in other words, 

knowledge is converted into a form that is usable and easily accessed. (Gasik 2011; 

Obitade 2019) Nahapiet and Ghoshal (1998) argued that efficient conversion of 

knowledge into a useful form requires proper organizing and structuring, while 

O’Dell and Grayson (1998) proposed the knowledge conversion process relies on 
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organizing, coordinating, combining, integrating and distributing knowledge. 

Obitade (2019) add that the process also includes integration of knowledge from 

various sources. According to some, knowledge conversion is achieved by 

structuring the acquired knowledge or transforming tacit knowledge into explicit 

knowledge. (Herschel, Nemati & Steiger 2001; Ferraris et al. 2019) Data conversion, 

in turn, is a challenging task, as it requires translating unstructured data and 

summarizing them into a meaningful and informative format. (Eurostat 2017) The 

aim in the BD process is to improve the quality and quantity of published data over 

time by removing noise, adding meta-data and converting datasets into machine 

readable and linked data, for example, which can have an impact on how BD can 

be used for decision-making. (Janssen et al. 2017; Kitchin 2014) In the following, 

the key parts and challenges of the BD conversion process will be examined. These 

include aggregation and integration, data processing and modelling and big data 

analytics (BDA). 

 

2.3.1 Aggregation and Integration 
The analysis process includes specific issues in data access, clean up, search and 

processing that are unlike conventional approaches, and a key challenge is storing 

and integrating structured and unstructured data in a way that makes the later 

analyses and visualization efficient and secure. (Simsek et al. 2019) Complexity, 

which refers to BD being generated through various sources, causes a challenge 

when data collected from different sources must be connected, matched, cleansed 

and transformed. (Gandomi & Haider 2015; Koltay 2016) Bellazzi (2014) also sees 

that combining, interpreting and analyzing immense and diverse data types from 

various sources as a challenge. In line with this argument, Cai and Zhu (2015) 

explain that as a result of the diversity of data sources, there are numerous data 

types and complex data structures, which makes data integration more difficult, 

because it is challenging to obtain BD with complex structure from various sources 

and to effectively integrate the data. Similarly, Karacapilidis, Tzagarakis and 

Christodoulou (2013) explain that integrating data sources to create new knowledge 

to serve improved decision-making remains a key challenge due to the large 

volumes and various types of data. Chen, Argentinis and Weber (2016) also see 

that a solution must be capable of managing the immense volume of data and has 
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to be able to keep up with integrating all the new data that is constantly being 

produced. Likewise, Sivarajah et al. (2017) explain that heterogeneity makes 

comprehending and managing BD challenging and that aggregating and integrating 

clean data mined from vast unstructured data is indeed a challenge.  

 

The reason why that is a problem is that lack of data integration is one of the reasons 

for failure of data quality, which business intelligence and decision-making rely on. 

(Kim & Cho 2018) Therefore, the full potential of BD is not yet realized because 

current solutions cannot fully handle with its scale and variety (Bellazzi 2014; Higdon 

et al. 2013) and there is a need for technology solutions to address these challenges 

and thus enable more productive and efficient research. (Chen, Argentinis & Weber 

2016) Having not found any evidence for how BC could help in BD aggregation and 

integration, this matter remains an open question that will be explored in the data 

collection stage of this research. 

 

2.3.2 Big Data Processing and Modelling 
Sivarajah et al. (2017) explain that the ability to process and manage data 

appropriately could reveal new knowledge and help to respond to emerging 

challenges and opportunities faster. However, as mentioned earlier, data change 

rapidly, and that causes the requirements for processing technology to be higher, 

but real-time processing and analysis software for BD is still only being developed 

or going through improvement, and only few highly effective commercial products 

exist. (Cai & Zhu 2015) Similarly, L’Heureux et al. (2017) note that traditional 

approaches are struggling to process BD because of the size, velocity and variety 

of data, thus recognizing the need for real-time processing because it enables 

instantaneous reaction to the gathered data. Cai and Zhu (2015) explain that the 

reason why existing techniques of data processing quality struggle with the high 

degree of unstructured BD is that transforming those data into structured data types 

and processing the data is very time consuming.  

 

Furthermore, because of the unstructured and complex nature of data, Sivarajah et 

al. (2017) see a serious challenge in categorizing, modelling and mapping BD as it 

is captured and stored and state that new methods are needed for maximizing the 
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impact and business value of BD. Similarly, Barbierato et al. (2014) explain that 

because of the need for massive storage capacity, computing power and efficiency 

caused by BD, old ways of data modelling are no longer suitable, while Ferraris et 

al. (2019) note that BD are available everywhere, but because such data are very 

complex, they cannot be processed using traditional methods. Furthermore, the 

high volume of data also increases computational complexity, and even trivial 

operations can become expensive with such great volume. (L’Heureux et al. 2017) 

The question of whether BC could aid BD processing and modelling remains 

unanswered at this point, which is why this is another matter that will be explored 

more closely in data collection stage of this research. 

 

2.3.3 Big Data Analytics 
BD is closely related to BDA that are needed to create value from the data (Janssen 

et al. 2017), and BDA is indeed increasingly becoming a trending practice adopted 

by many organizations for constructing valuable information from BD. (Sivarajah et 

al. 2017) Nunan and Di Domenico (2017) also explain how value creation from BD 

happens by large-scale data analysis – not only by collecting and combining multiple 

datasets, because even though the focus tends to be on the implications of the 

volume of information collected, BD is not as much about the size as it is about the 

capacity to search, combine and analyze large datasets. L’Heureux et al. (2017) 

also highlight that the ability to extract value from BD is dependent on data analytics. 

 

BDA can be defined as a comprehensive approach for managing, processing and 

analyzing the data-related dimensions of volume, variety, velocity, veracity and 

value with the aim of creating actionable ideas to measure performance, deliver 

continuous value and create competitive advantages. (Fosso Wamba et al. 2015) 

BDA enable analysis and management of strategy through a data lens (Brands 

2014), thus enabling improved, data-driven decision-making and innovative ways of 

organizing, learning and innovating, which in turn for example enhances operational 

efficiency and overall firm performance. (Fosso Wamba et al. 2017) Consequently, 

BDA is increasingly becoming an essential component of business decision-making 

processes. (Hagel 2015) BDA could change the way firms compete by enabling 
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them to better understand, process and exploit massive amounts of data coming 

from different internal and external sources and processes. (Ferraris et al. 2019)  

 

Past research about data usage has shown that data quality has an impact on 

decision-making quality (Staelin 1987; O'Reilly 1982), and recent research confirms 

the same message. Cai and Zhu (2015), for example, highlight the fact that in order 

to create value from BD, the use and analysis of BD must be based on accurate, 

high-quality data. Moreover, the findings of Fosso Wamba et al. (2015) emphasize 

the availability of good quality BD as the key to adding value in the organization. 

Consequently, BD quality could also have an impact on decision-making quality 

(Janssen et al. 2017), which brings us to the issue of veracity.  

 

Fan et al. (2014) talk about noisy data, which contain different types of measurement 

errors, missing values and outliers, and they view this as one of the main challenges 

of BD analysis, while also discussing noise accumulation, which is typical in BD due 

to the common high dimensionality of BD. As a consequence, because the data can 

be diverse, interrelated and unreliable, mining, cleansing and analyzing BD is very 

challenging. (Chen et al. 2013) Sivarajah et al. (2017) also see data mining and 

cleansing as a BD challenge because data collected pool of large-scale 

unstructured data must be extracted and cleansed. In addition, Zhao et al. (2013) 

explain that the increase of large-scale data sets also causes new challenges to 

data mining techniques and calls for innovative approaches. Indeed, Chen et al. 

(2012) report that BD and BDA advocates see great potential impact and value in 

identifying a better way for mining and cleansing BD, while Gandomi and Haider 

(2015) explain that tools and analytics developed for data management and mining 

of uncertain data can be used to address the issue of imprecise and uncertain data. 

Fosso Wamba et al. (2015) also explain that as a result of the inherent 

unpredictability of BD, BDA is required to overcome the unpredictability in order to 

gain reliable prediction. Whether or not BC could be one of those new methods 

remains an open question to be explored in the following stage of this research. 
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2.4 Application of Big Data 
The value of BD usually comes from the ability to make better decisions (Janssen 

& Kuk 2016), and the ability to take advantage of all available information has 

become a central ability for organizational success. (Olszak 2016) Knowledge 

application refers to applying the knowledge in the organization (Gasik 2011) and 

using it to perform tasks (Sabherwal & Sabherwal 2005; Ferraris et al. 2019), or, in 

other words, it implies integrating knowledge from different sources in order to 

develop organizational capability. (Donate and Sánchez de Pablo 2015; Grant 

1996) Knowledge application can also be viewed in terms of the “type or amount of 

learning in the difference between knowledge exploration and exploitation” (Gupta 

et al. 2006; Magnier-Watanabe & Senoo 2010), where exploitation means searching 

for familiar knowledge to deepen the current knowledge, and exploration means 

searching for new knowledge to achieve radical development. (Gupta et al. 2006; 

Eriksson, Leiringer & Szentes 2017; Junni et al. 2013; March 1991; O’Reilly & 

Tushman 2004) According to Donate and Sánchez de Pablo (2015), KM application 

practices should focus on making it easier and more effective for an organization to 

integrate and apply existing knowledge to organizational activities and problem 

solving. The processes of knowledge application include storage, retrieval and 

sharing of the acquired and converted knowledge (Davenport, DeLong and Beers 

1998; Obitade 2019) In this research, however, storage is seen as a part of BD 

acquisition. 

 

Data governance can be seen as the starting point of data management (Koltay 

2016) that enables better decision making. (DGI 2020; Koltay 2016) It refers to the 

processes, policies, rules, standards, methods of enforcement and procedures 

adopted by an organization for managing data. (Al-Badi, Tarhini & Khan 2018; 

Koltay 2016) In other words, unless the preceding steps in the BDM process are 

completed properly, the application of BD is undermined. Riggins and Klamm (2017) 

explain that data governance enables organizations to make the right decisions by 

guaranteeing the right people have access to the right data when needed. Koltay 

(2016) also highlights that data governance enables proper access and sharing of 

data. With the constantly increasing demand for BD, organizations see data 

governance as an approach for improving and leveraging information, ensuring data 
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quality, maintaining the value of data as a key organizational asset and supporting 

in gaining insights in for business decisions and operations. (DGI 2020; Sivarajah 

et al. 2017) The issue of data sharing and gaining insight brings us to the next BD 

challenge.  

 

According to Irani et al. (2014), in order to maximize the effect of data and 

information sharing, it must be balanced and controlled, thus enabling organizations 

to easier establish close connections and harmonization with their business 

partners. Knowledge diffusion and transfer activities allow efficient knowledge flows 

by enabling organizational members to share, distribute and reproduce information, 

spreading it to locations that need and are able to put the company's existing 

knowledge to good use. (Alavi & Leidner 2001; Donate and Sánchez de Pablo 2015; 

Magnier-Watanabe & Senoo 2010) However, Al Nuaimi et al. (2015) see that 

sharing data between distant departments or organizations is a challenge for data 

management. Moreover, Wilder-James (2016) and O’Toole (2020) see data silos – 

which can be described as isolated or inaccessible data – as the critical obstacle to 

using advanced data analysis, while Redman (2018) sees silos as a challenge to 

data sharing as well. Chen, Argentinis and Weber (2016) explain that data silos tend 

to be an issue related to data variety; most organizations have data silos, and while 

there are existing approaches to integration and analysis, they have not been fully 

successful when it comes to addressing the diversity or scale of data. Data sharing 

does seem like an area where BC technology could possibly offer some room for 

improvement, thus potentially making a contribution to data access. This hypothesis 

will be tested in the empirical part of this research. 

 

2.5 Protection of Big Data 
Knowledge protection refers to the protection of valuable information (Elliott et al. 

2019; Liebeskind 1996; Rajan & Zingales 2001), prevention of any inappropriate 

knowledge accessing, such as knowledge theft (Gold et al. 2001; Tseng 2014) or 

avoiding unintended knowledge spillovers to external parties. (Estrada, Faems & de 

Faria 2016) This can be seen as the ability to apply information technology to 

prevent any inappropriate knowledge access or establishing effective protective 

policies and procedures to protect knowledge and prevent inappropriate knowledge 
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access, usage and theft. (Tseng 2014) In the following, the protection of BD is 

examined in two parts: data security and privacy, both of which are major challenges 

in BDM. 

 

2.5.1 Security 
Lu et al. (2014) have identified security as a major issue in BDM, arguing that BD 

as a phenomenon will not be accepted very well globally unless security challenges 

are addressed properly. According to Sivarajah et al. (2017), securing BD has 

certain challenges that are not very different from traditional data. The numerous 

security challenges include the distributed nature of large BD that is complex and 

just as vulnerable to attack as any other data. (Yi et al. 2014) Bertot et al. (2014) 

state that one of the key issues is that there are not enough satisfactory security 

controls for ensuring that information is resilient to altering, or a sophisticated 

enough infrastructure to ensure data security, such as confidentiality, accountability, 

availability and integrity. Kim and Cho (2018) also acknowledge there are issues 

that must be addressed with the introduction of BD solutions, including security 

against the leakage of personal information. Al-Badi, Tarhini and Khan (2018) also 

mention security as one of the challenges of BD. Moreover, as data sources become 

more extensive, data security challenges are amplified (Sivarajah et al. 2017), and 

malware is another threat and challenge to data security. (Abawajy, Kelarev & 

Chowdhury 2014)  

 

2.5.2 Privacy 
Krishnamurthy and Desouza (2014) explain that even though organizations have 

made immense investments in BD projects in order to streamline processes, they 

are struggling with managing privacy issues, which slows them down in the attempts 

of moving forward in taking advantage of BD. Managing privacy in the context of BD 

is about limiting access to existing data (Nunan & Di Domenico 2017), and according 

to Al-Badi, Tarhini and Khan (2018), for example, privacy violations are one of the 

key challenges of BD. Krishnamurthy and Desouza (2014) also see that BD poses 

great privacy concerns and safeguarding privacy in the digital age is a vital 

challenge. Part of problem is that decisions concerning individuals are driven by 

obscure and complicated data processes, which turns individuals into mere units of 
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groups generated by analytics. (Mantelero & Vaciago 2015; Pasquale 2015) What 

is more, legalese wording and the complexity of data processing cause users to 

disregard privacy policies and provide their data because they simply want to access 

certain services or because of the service provider’s reputation. (Mantelero & 

Vaciago 2015) In addition, Sivarajah et al. (2017) see that storing massive datasets 

with potential analysis challenges poses an overwhelming task of sharing and 

integrating key information across different organizations, and the challenge lies 

within making sure user privacy rights are guaranteed in the gathering and usage of 

BD. Nunan and Di Domenico (2017), however, argue that the ethical issues of BD 

are connected to the weaknesses in organizational processes and systems that 

enable it more than the data collection; because the data being collected and the 

use of them tend to be unknown, maintaining privacy depends on how legitimate 

and effective the organizational processes are that prevent harmful forms of sharing. 

(Nunan & Di Domenico 2017) 

 

Considering BC is a technology that enables storing information in a secure, 

transparent and unchangeable way, and it has been designed to withstand different 

attacks and manipulation (Johansson et al. 2019, 27-28), I would assume it will most 

certainly have a positive effect on BD security. Moreover, Ito, Narula and Ali (2017) 

and Tapscott and Tapscott (2017) wrote about how BC is changing finance and how 

practically all kinds of assets can be moved and stored privately and securely and 

from peer to peer. Therefore, maybe BC could also have a positive impact on 

security and privacy in BDM as well. Considering privacy and security are major 

challenges in BDM, the impact of BC in the protection of BD could be considerable. 

 

2.6 Research Gap 
This research identifies and fills multiple gaps in the existing literature. First, while 

many academic studies have documented the importance of BC to finance 

(Tapscott & Tapscott 2017; Nofer et al. 2017) and most studies have focused on 

cryptocurrencies (Nofer et al. 2017), no one has explored BC from a BDM point of 

view. Indeed, having researched the topic quite extensively, I noticed that the few 

articles written about the connection between BC and BD were merely ones that 

have appeared on online sites and magazines. Therefore, in academia, little is 
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known about how organizations could leverage BC to improve BDM. Secondly, it 

has been noted how BC has not yet been thoroughly studied from a strategic and 

organizational perspective by academics or practitioners and most publications are 

made from technical, computational and engineering points of view (Morabito 2017).  

 

Thirdly, Simsek et al. (2019) call for “development of new theories, approaches and 

frameworks that could help managers and their firms to better use and extract value 

from big data”, while Fosso Wamba et al. (2015) state that future research could 

focus on developing predictive and explanatory theories that incorporate all cross-

functional aspects for increasing understanding and knowledge in the domain of BD. 

More specifically, they call for research on topics such as technology and tools, 

business value and decision-making processes, among others, which have a 

tremendous impact on the implementation of BD. Finally, Sivarajah et al. (2017) 

explain that more generic theory is needed in the BD and BDA debate as BD is a 

cross-cutting theme that has numerous connections with established topics across 

business and management, social sciences, engineering and computing and 

mathematics, among others. They see that it would be valuable to expand the scope 

of the subject area and to repeat the exercise of evaluating BD challenges and 

analytical methods to identify and draw links with established theoretical 

contributions in other different associated areas, stating that “a publication based on 

such analysis would provide an extremely valuable platform for the BD and BDA 

research and practitioners' community.” 

 

To fill these gaps, this research provides empirical evidence that shows how firms 

could use BC to solve BDM challenges from an organizational and strategic 

perspective, and thus also explains how managers and firms could effectively 

manage BD and extract more value from BD. This is achieved by building a 

conceptual process model of BDM based on the theory of KM and using this 

framework to examine how BC could solve BDM challenges. Therefore, this is the 

first academic paper to empirically test the hypothesis that BC technology can 

improve BDM by solving challenges related to BD from an organizational and 

strategic perspective. With the growing interest among businesses and academia in 
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extracting more value from BD, the potential of BC must be examined from this new 

point of view. 

 

3 RESEARCH DESIGN AND METHODS 
 

The approach of this research is abductive, meaning that it stands between 

inductive analysis led by material from the research and deductive analysis where 

analysis is led by existing theory. (Tuomi & Sarajärvi 2018, 109-110) However, 

abductive analysis is closer to inductive reasoning, to which theory is brought in to 

guide the end result and there is continuous interaction between theory and 

empirical observation. (Dubois & Gadde 2002; Tuomi & Sarajärvi 2018, 109-110, 

113) The closer to the end of the analysis theory is used as guidance, the closer the 

it is to being inductive – and vice versa. (Tuomi & Sarajärvi 2018, 109-110, 113). 

The goal is to build more on “refinement of existing theories rather than inventing 

new ones”. (Dubois & Gadde 2002) This type of research involves a logic of doubt 

and discovery (Simsek et al. 2019), where theoretical concepts should be used as 

general guidelines for the empirical part of the research (Blumer 1954; Bryman 

1995), but the analysis is not fully based on theory (Tuomi & Sarajärvi 2018, 109-

110). In this research, current theory of KM was used as a guideline for creating the 

BDM process model, which enabled identifying the challenges in the process and 

also guided the research process of exploring the ways in which BC could solve 

BDM challenges. An abductive approach proved to be the most fitting alternative for 

this study because, as explained by Dubois and Gadde (2002), an abductive 

approach is beneficial if the objective of the researcher is to discover new things, 

such as other relationships, and similar to grounded theory, generating new 

concepts and developing theoretical models is the main concern, rather than 

confirming existing theory. Consequently, as the purpose of this research was to 

conduct an exploratory research about the potential benefits of BC to BDM, 

abductive research turned out to be a fitting research method.  

 

The research process started from formulating the preliminary theoretical framework 

and the BDM process model based on existing theory and literature about KM and 
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BDM. After having created the process model, current literature about the 

challenges in BDM were studied and the challenges were divided under the four 

parts of the BDM process model and arranged under themes. While building 

understanding of BDM and constructing themes around BDM challenges, the first 

part of the data collection – an online study of the benefits of BC for BD – was 

commenced in order to guide the formation of the challenge field in BDM, while also 

aiding in the formulation of the discussion guide by giving an initial idea of how BC 

might impact each part of the BDM process and what matters might be useful to 

pursue. The original framework of this research was successively modified during 

the process as a result of theoretical insights gained during the process, because 

as suggested by Miles (1979, 591) and Dubois and Gadde (2002), the preliminary 

framework can be vague: merely a working frame near the beginning of fieldwork, 

and it is refined through “critical evaluation of emerging constructs against ongoing 

observations” (Suddaby 2006, 636). Moreover, as stated by Ragin (1992, 218), in 

this type of research, “at best, theory provides an initial image, a vague starting point 

for looking at empirical evidence”, and according to Sandberg and Tsoukas (2011, 

352) concepts need to be seen as “emergent conditions which help us orient 

ourselves in the world”, referring to the development that happens throughout the 

research process. The framework found its final form around the time when the 

theoretical part of this research was finalized alongside the online data collection. 

After having completed those steps in the process, ten interviews were conducted. 

The data collection and data analysis methods of the online study and interviews 

will be described in more detail in the following chapters. 

 

3.1 Data Collection 
This research combines two different data collection methods or sources of 

information: documents and interviews. Data can be gathered from documents, and 

as they tend to be inexpensive and fast to access, it is usually very easy to gather 

data from documents than interviews, for example, but even so, it is better to use 

them as supporting material rather than on their own (Myers 2013, 159). Therefore, 

in this research, in order to gain some preliminary perspective into what benefits BC 

could offer for BDM, online articles were studied. Information was also gathered by 

conducting interviews. This dual approach was chosen due to the lack of scientific 
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literature in the area of combining BC and BDM, while over a hundred million non-

scientific search engine results were available on Google as of January 2020. As 

these articles can be seen as not the most trustworthy sources of information, 

interviews were also used to validate the findings from the articles. The findings of 

the articles also served as guidance and a basis of understanding for building the 

discussion guide. Both data collection methods will be discussed in the following 

two chapters. 

 

3.1.1 Online Articles 
In the online data collection, the search words used were “blockchain” and “big 

data”, which produced numerous search engine result pages of articles and other 

texts written about these two phenomena. The search engine used was Google. 

Articles were studied in the order in which they appeared in the search engine 

results, relying on the fact that the most relevant articles with the highest ranking 

are at the top. The articles chosen for the analysis covered topics revolving around 

the theme of how BC and BD could or have been combined and how BD could 

benefit from BC. The matters the articles mentioned in terms of the benefits BC 

could offer for BD were listed in Excel, and after a benefit had already been listed, 

each time another article mentioned the same benefit, the count for that benefit 

would be updated in order to build a scale of how many articles mentioned each 

benefit. The aim was to study as many articles as reaching saturation would require. 

In qualitative research, saturation is used as a criterion for ending data collection 

and/or analysis (Saunders et al. 2018). Grady (1998, 26) defines data saturation as 

the point where new data tend to be redundant of the data that has already been 

collected. In other words, saturation can be defined as the point where the ‘new’ 

does not necessarily add anything new to the overall theory (Saunders et al. 2018; 

Sarajärvi & Tuomi 2018, 99-100). After the 16th article, there were no new topics 

appearing from the articles, indicating saturation may have been achieved. 

However, the online search was continued to eliminate uncertainty and to ensure 

and confirm no new topics were emerging, in addition to gaining more in-depth 

understanding, as suggested by Saunders et al. (2018). All in all, 40 articles were 

studied (Appendix 1). 
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3.1.2 Interviews 
As described by Glaser and Strauss (1967), the sampling procedure in abductive 

research tends to become similar to theoretical sampling in grounded theory, and 

Dubois and Gadde (2002) explain it becomes a continual process rather than a 

separate stage in the research, so sampling and data analysis become overlapping 

and intertwined tasks with mutual impact. Moreover, as qualitative research does 

not aim for statistical generalizations but instead the aim is to understand certain 

actions or give a theoretically sensible explanation to some phenomenon, it is more 

important to reach people who either know as much as possible about the 

phenomenon or have experience from the industry. (Tuomi & Sarajärvi 2018, 98) In 

this research, sampling did indeed happen simultaneously with the analysis, and 

doing so enabled gearing the interviews and insights gained from them towards the 

needed direction and fulfilling the purpose of this research more effectively.  

 

Initially, the goal was to find respondents who deeply understand how BC could be 

used in BDM. However, after realizing that finding enough respondents who deeply 

understand both sides of the matter would be very challenging and combining 

different types of expertise – both technological and strategic – would actually help 

in reaching the purpose of this study, the sampling goal was changed a little. As a 

consequence, the focus in sampling shifted more towards finding technical 

understanding about BC and the ways in which it can be used from that perspective 

with less emphasis on understanding both BD and BDM very deeply. This 

knowledge gap was reflected in the discussion guide which was developed to 

include more guidance and explanations about the challenges that need to be 

solved in BDM. That shift made it possible to build a more thorough understanding 

about the topic by combining the strategic knowledge and understanding of BC and 

BD with the technical feasibility of using BC in BDM. Thereby, the respondents of 

this research (Table 2) come from different backgrounds, industries and positions 

and some have a more strategic background while others have a more technical 

background, but a common trait was their understanding of BC, which made it 

possible to gain very useful, interesting and even surprising insights about using this 

technology in BDM. All of the respondents were recruited based on their experience 

in BC related matters, and thorough background checks were made for each 
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respondent to ensure they were fitting for the purposes of this research and fulfilled 

the criteria of BC expertise. Overall, ten people were interviewed. 

 

Table 2. Background of the respondents. 
No. Name Title & 

Company 
Type of business Experience with BCs 

1 Paul Neto Co-founder & 

CMO, 
Measure 

Protocol 

Marketplace for 

person-based data 
powered by 

blockchain 

Two years with Measure Protocol. Some of 

the core technology is all BC based. 

2 Antti 

Innanen 

Partner, Dottir 

 

Business law with 

focus on technology 
and media 

Since 2017, has studied BC, co-authored a 

BC book and has been handling firms’ BC 
cases at work. 

3 Anony-

mous 

- - - 

4 Mika 

Lammi 

- - Has been involved with BC since the 

beginning of industrial BC in R&D projects, 

writing academic papers and giving 
conference speeches 

5 Mikko 

Eerola 

Co-founder & 

CEO, Bering & 

Co 

Technology 

consulting 

Has been involved with BC since 2017, co-

authored a BC book (with Innanen et al.) 

after which founded Bering & Co. with 
another co-author, Juha Viitala 

6 Jukka 

Myllyaho 

Head of 

performance 
improvements, 

EY 

Business consulting 4-5 years of his own technology interest and 

3 years of different BC projects at Accenture. 

7 Michael 

Gord 

Founder & 

CEO, MLG 
Blockchain 

Blockchain 

consulting and 
development 

Got interested about BC in university, 

founded a cryptocurrency club at his 
university and helped found others on 

different campuses, started MLG Blockchain 

after graduating 

8 Teemu 

Päivinen 

Founder & 

CEO, 

Equilibrium 

Building core 

infrastructure for the 

new distributed web 

Founded Coinmotion, one of the first 

European Bitcoin marketplaces, in 2013, has 

helped and consulted many firms in BC, 
smart contracts and information security, 

founded Equilibrium in 2018 

9 Pekka 

Nikander 

Professor of 

practice, Aalto 
University 

Education and 

research 

Wrote his dissertation about decentralized 

trust and trust in decentralized systems at 
the end of 90s, has been part of starting 

many DLT related projects 
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10 Dr. Mark 
van 

Rijmenam 

Founder, 
Datafloq 

Platform for insights 
and opportunities to 

drive innovation 

with BD, BC and AI 

In university researched how BDA, BC and 
AI affect organizations. Founded Datafloq 

and Mavin, has written 3 books about data, 

BC and the combination of them, keynote 
speaker 

 

The discussion guide for the interviews was formed based on the findings from the 

online study in addition to using the theoretical background as a guideline. The 

online study enabled deepening the focus of the discussion guide, thus making it 

possible to extract more valuable information from the interviews. Moreover, the 

interviews enabled verifying and, in some parts, rectifying the findings from the 

online study, while also making it possible to raise questions that were not explained 

well enough or left unanswered in the online articles. The interviews were (semi-

structured) theme interviews, in which the interview is structured around chosen 

themes and pre-formulated questions. In this research, the main themes were BD 

acquisition, conversion, application and protection. Smaller-scale themes included 

the possibilities and challenges in using BC in each part of the BDM process. 

(Appendix 2) As described by Myers (2013, 122) and Tuomi and Sarajärvi (2018, 

87-88), theme interviews made it possible to specify and deepen the questions 

based on the received answers, and allowed new questions to arise during the 

interviews, which allowed improvisation and pursuing new insights, while some 

consistency still remained across the interviews. Taking advantage of that possibility 

allowed focusing on the strengths of each respondent and gaining different 

perspectives about the discussed themes, resulting in a fuller picture of the 

combination of BC and BDM. 

 

3.2 Data Analysis 
The style of analyzing the data in this research is content analysis where a 

document – in this case online articles and interviews – can be systematically and 

objectively analyzed (Tuomi & Sarajärvi 2018, 117) by searching for structures and 

patterned regularities in the text and making inferences based on them (Myers 2013, 

172). While familiarizing with current theory about KM and BDM and its challenges 

and writing the theoretical background of this study, an online study was conducted 

to map out the potential benefits BC could offer for BDM, and that knowledge was 
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used as guidance for finalizing the theoretical background and building the 

discussion guide for the interviews. The way the online research helped the 

research process was that it enabled building a preliminary idea of the areas in 

which BC might improve BDM, which made it possible to develop the BDM process 

model to fit the purposes of this research better. Moreover, understanding the 

potential benefits BC could offer for BDM made it possible to build certain themes 

in the discussion guide for the interviews and deepening the focus of the interviews. 

Data from the interviews was analyzed simultaneously with the interviewing 

process, which made it possible to further seek for meaningful connections, pursue 

new insights and take advantage of the findings of the online study and each 

conducted interview. The discussion guide was also refined during the interviewing 

process after the first interviews to better guide the conversation towards the needed 

direction.  

 

To identify the areas with most potential in terms of BC benefits, the transcribed 

interview data was taken to Excel. Each topic or theme had its own row and each 

respondent had his own column, so that each answer to a specific question had its 

own cell. In the first stage of the analysis, the responses in each cell were analyzed 

and the cells were colored on a scale of green to red based on how positive or 

negative the effect of BC on each discussed matter was seen. After having 

conducted all the interviews and colored all the cells, the effect of BC on each part 

of the BDM process was quite easy to interpret from the rows; some rows were 

mostly green and light green, some varied between green, light green, yellow and 

orange, while some were mostly orange and red. This made it easy to combine and 

categorize the findings at the next phase, when the interview data was transferred 

to Word and divided into groups or categories based on the potential of BC in each 

part of the BDM process or the color-coding and the specific sub-part of the process, 

such as data analysis. First, all information was gathered in categories, after which 

it was synthesized to form a concise understanding of the matter, and then the 

information was selectively reworked numerous times until only the key insights and 

sufficient contextual information remained to form a clear picture of the findings, as 

recommended by Dubois and Gadde (2002), Siggelkow (2007, 23) and Ruddin 

(2006). In addition, as proposed by Dubois and Gadde (2002), the research issue 
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was redirected a number of times and the framework was refined during the analysis 

process of the online study, and during the interviews, the accuracy of the findings 

was advanced by re-observation and comparing the results of the interviews and 

the online study, similarly to what Pattinson and Woodside (2007) advise.  

 

4 FINDINGS 
 

In this chapter, the findings of the online study are described first, after which come 

the findings from the interviews, which are divided into six sections: first, the four 

parts of the BDM process including the benefits of BC as well as the challenges 

firms could come across, and second, explaining how firms should implement BC 

in BDM and what types of firms could benefit the most from doing so. 

 

4.1 Online Study 
Overall, 15 benefits of BC to BDM emerged from the articles (Figure 5), some of 

which were mentioned in nearly all articles and some only in a few. Security and 

privacy, which were mentioned in the vast majority of articles, as well as 

immutability, transparency and decentralization, which BC enhances according to 

most articles, stood out as the dominating benefits across online literature. Other 

key benefits included traceability, improved data sharing, quality of data, analytics 

and integrity, as well as fraud detection. The benefits are discussed in more detail 

in the following chapters where they have been divided under the themes of BD 

acquisition, conversion, application and protection. 
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Figure 5. Benefits of BC to BDM based on the online study and the number of 

articles that mentioned each benefit.  

 

4.1.1 Data Trading and Improved Storage 
When it comes to BD collection, many articles mentioned how the decentralization 

of BC could remove third parties from data collection and some articles also said 

BC would enable data trading between consumers and organizations. Article 23, for 

example, explains that “without the intermediaries, parties have a simpler, more 

transparent relationship with one another”. Many articles crossed the topic of 

autonomous control of personal data and data trading, which is said to be made 

possible by BC enabling individuals to own their data and making it possible for 

them to sell it to companies that want to collect it. Such changes could be seen to 

have an impact on how companies collect data by giving more control to consumers 

over their data and letting them decide what information they give to organizations. 

A few articles mentioned how smart contracts enabled by BCs could be useful for 
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automatically settling transactions in a network but considering how many articles 

did not mention this benefit, the actual benefit may be questionable. More efficient 

storage is another topic a few articles mentioned. Article 16, for example, refers to 

decentralized file storage, saying that projects such as FileCoin and Sia are aiming 

to disrupt the cloud storage industry by using the “unused storage space in people’s 

devices across the world”.  

 

4.1.2 More Efficient Data Processing and Improved Analytics 
More efficient data processing was mentioned in some articles, but it did not appear 

as a dominating benefit, which begs the question, is that an area where BC could 

really benefit BDM, so this matter will be explored in the interviews more closely. 

Increased quality and value of data, which were mentioned in numerous online 

articles, could be seen to improve BDA, because as mentioned earlier, the analysis 

of BD must be based on accurate and high-quality data to be able to create value 

from the data. (Cai & Zhu 2015) For example, one article explained that controlling 

dirty data is an area where BC can positively impact BDA by providing “a seamless 

way to conduct data integrity and audit trails”. (Article 9) Moreover, multiple articles 

claimed BC could make analytics more efficient. For instance, Article 5 explains that 

BC creates a new way of managing and operating with data, as the decentralized 

technology could enable analyzing data “right off the edges of individual devices”. If 

those claims are true, BC could indeed help companies improve their data 

conversion efforts. 

 

4.1.3 Improved Data Sharing and Value of Data 
In the area of BD application, improved data sharing and improved quality and value 

of data seem to be key benefits BC could offer based on the online articles. As 

article 25 says, BC enables organizations to collaborate effectively by “sharing the 

information they have at their disposal”. Article 33 gives an example of the Fujitsu 

data exchange network, a solution for enterprise data sharing that “allows 

organizations to share their data safely and quickly with their competitors without 

disclosing confidential information” while getting paid for all data used by the third 

party. The article explains the solution uses a hyper ledger-based framework that 

provides organizations full control over their distributed data, with the goal of 
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promoting data interchanges between organizations. Consequently, it could be 

expected that BC may improve or enable better cooperation between organizations 

and even competitors in terms of data sharing, which could have an impact on how 

effectively the collected data could be used. Moreover, improved data integrity or 

trust was mentioned in numerous articles, and because having data that can be 

trusted more can be seen as a factor that could improve decision-making, it could 

be suspected BC also has a positive impact on BD application in this sense. 

 

4.1.4 Enhanced Big Data Security and Privacy 
Enhanced data security, privacy, traceability, transparency, immutability and fraud 

detection seem to be the greatest benefits of BC to BD protection based on the 

online articles, as they were all mentioned numerous times. Article 40 says that 

“most importantly, BC is very secure, and this is one aspect the BD sector has been 

missing -- Once data is entered into a BC platform, it cannot be altered.” Indeed, 

multiple articles say transactions are cryptographically secured, so they are 

immutable and BC technology ensures the security and privacy of data through its 

decentralized system. Many articles also mentioned that fraud detection could be 

improved. Article 17, for example, says a consortium of 47 Japanese banks signed 

an agreement with Ripple in 2017 to transfer funds through the BC, explaining that 

normally, real-time transfers are expensive and there is a risk of double-spending 

fraud (using two transactions with the same asset), but BC eliminates that risk. 

Based on these findings, it seems quite likely BC will have a positive impact on BD 

protection, but that will still be confirmed in the interviews. 

 

4.2 Acquisition of Big Data 
Based on the findings from the interviews, the effect of BC on BD acquisition seems 

to be quite positive in terms of BD collection. The key benefits include incentivization 

and turning IoT phenomena into digital form. Solving problems in the storage of BD 

does not seem very easy at the moment and in general, the consensus was that 

using BC simply for data storage does not make sense, but the use of different 

hybrid solutions was seen as an opportunity for using BC in BD storage. The 

following chapters will explain these issues in more detail and tell what challenges 

are involved in these solutions. 
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4.2.1 The Problems and Potential in Incentivization and Data Trading 
When it comes to BD collection, the results show that the effect of BC on this aspect 

is positive, but there are also challenges involved. Incentivizing consumers to share 

their data is where the most potential seems to be in data collection. Based on the 

interviews, BC could enable firms to collect larger amounts of data or access data 

that otherwise could not be accessed, while enabling consumers to gain control over 

their data. The respondents explained BC makes it possible to build monetization 

mechanisms for data sharing as it has a built-in value transfer mechanism that 

enables creating a computational or real currency type of token, which makes it 

possible to build incentives for sharing data in situations where otherwise there may 

not be any reason or need to share data.  

 

For example, Neto says that in data collection, firms need to engage people to 

provide data due to a trust problem caused by consumers do not trusting the 

experience of the research industry, for example, so at Measure Protocol (MP), they 

aim to use BC to establish that trust. He explains they have an app and the data 

users give stay primarily on the device so MP has no access to the data, but they 

can send users requests to update or collect certain types of data, and any time 

users provide access to their data, MP provides record of the request, any data 

transfer and any kind of payment, which Neto says is very transparent. He tells they 

have also developed cryptographic techniques to be able to look for certain types of 

people, for example, and they can qualify whether someone fits a profile without 

having access to their data. Based on that, they can send an offer to participate in 

some data task, and according to Neto, they are participating in data minimalism, 

and from privacy perspective, he says, “with the GDPR and everything, we are quite 

clean in the sense that we do not hold their data, so we do not have the kind of data 

liability as someone who builds a massive data store to carry the liability of.” 

 

However, Päivinen notes the technological side of incentivization is quite difficult, 

saying he has not seen inventing a model that would make it work even though he 

sees potential in incentivization, and Innanen says it might require a change in the 

way people think; they would need to really feel they have control over their data. 

Nikander is also a little skeptical, saying that current systems cause the price of data 
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to be zero because the cost of copying data is essentially zero and everyone has 

an incentive to sell it immediately. He says his research team has tried to find ways 

of solving the problem, but they do not see any easy solution, saying that solving it 

would require a whole research program.  

 

4.2.2 Turning IoT Phenomena into Digital Form 
Something only one respondent, Lammi, mentioned was transforming IoT 

phenomena of the physical world into digital form and collecting them. He explains 

that typically all IoT devices, such as thermometers or pressure sensors, transmit 

one dataset ”until eternity” and collecting that type of data in traditional methods is 

very challenging because all those devices operate in their own technology spheres, 

follow their own protocols and standards and often they do not store anything. 

Instead, the data goes into some silo and the data may have been formatted so 

many times before that moment that the data is no longer valid to the BD use case. 

Lammi sees the way BC solves that problem is that while transmitting the data from 

IoT devices to the desired location, it is possible to “attach another hose” and take 

the raw data to the BC, and because that can be done in a “genuinely 

administratively and technically distributed database”, there is no need for any 

massive point-to-point integration for every single device to the BD database, but 

instead, BC can be seen as a database that exists in a distributed form. This type 

of approach could be seen to simplify the process of BD collection. 

 

4.2.3 A Hybrid Solution to Big Data Storage 
In terms of storing BD on the BC, the results show that BC could be used as a 

supporting tool for BD storage, but not for “pure storage”. The common firm opinion 

was that BC is not meant to be a large-scale data storage – especially only for the 

purpose of storage. Neto, for example, explained that MP is collecting a lot of data 

but for most BD applications, the data just cannot be stored on the BC because it 

comes with a lot of limitations in terms of the amount of data that can be stored and 

the type of data that can be used. Eerola illustrates the challenge with an example 

of supply chain management where tens or even hundreds of thousands of units of 

groceries can be produced in only one day, and collecting supply chain data about 

each product or even each batch of products in a BC does not make sense, and it 
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should be stored somewhere else. The key point, according to many respondents, 

is using BC to solve problems related to trustworthiness or immutability of the 

collected data or a given database – not the collection and storage of the data itself. 

 

Many respondents saw that storing BD on BC is quite challenging at the moment 

because of the early technical maturity of the technology, as BCs are not yet capable 

of handling such large volumes of data. Myllyaho explains that distributing the data 

in many locations creates a certain natural heaviness to the BC data management 

process and brings complexity to the pure data storage function, as multiplication 

and synchronization of the data in many locations is always heavier in a distributed 

database compared to a centralized one. Moreover, many respondents said these 

technologies are too expensive for BD storage for the time being. However, some 

respondents see that in the next few years, the problem will no longer exist because 

the energy and storage efficiency of these technologies will grow and third or even 

fourth generation technologies will emerge, which are as good as for example 

Bitcoin or Ethereum in terms of immutability but considerably better in terms of 

energy efficiency. For example, Nikander says that right now, Bitcoin uses more 

electricity than Denmark and storing data on it costs hundreds of thousands or even 

a million times more than storing data on traditional cloud service, so storing 

anything more than a few kilo bytes of data comes at a tremendous cost. In the 

future, though, he says costs will come closer to the cost of “normal databases”, so 

we could expect these technologies can be used more in BD storage as it becomes 

more cost efficient. 

 

Even so, the consensus still seems to be that in an environment where there are 

multiple actors and the problem is about lack of trust or if enhancing trust brings 

additional value in some way or the goal is to secure storage, BC is a fitting solution, 

but for storing data on a BC solely for the purpose of storage is definitely not 

recommended. In other words, the use case must take advantage of the key benefits 

of BC. For the time being, one so called hybrid solution suggested by a few 

respondents is storing metadata related to BD on the BC, such as time stamps. BC 

thus can be used to verify how, where, when, and by whom a particular data entry 

was created and to produce use and access logs for BD. The way Eerola 
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recommends using BC for storage is storing only data that must remain unchanged 

while using distributed databases, such as Orbit, for off chain storage of large data 

that must be removable afterwards if needed. Similarly, Neto says there is nothing 

wrong with storing data off chain and using BC as a primary control mechanism; MP 

simply cannot store everything on the BC, so they primarily use it for validation and 

record of transactions while storing a lot of data off chain and using “many 

interesting cryptographic techniques” so the data is well protected. 

 

4.3 Conversion of Big Data  
More trustworthy and reliable data seems to be the main promise of BC for BD 

conversion because it could improve BDA. BD processing could also see certain 

improvements because of BC, but the problem may still be the high cost of using 

these technologies.  

 

4.3.1 More Reliable Data for Analytics 
Based on the findings from the interviews, BC could improve BDA by ensuring data 

quality – but not necessarily improving it, because as van Rijmenam points out, 

governance is still very important and “BC does not magically transform low quality 

data into high quality data”. Many respondents believe BC can improve the reliability 

of data by making changes to the data traceable and more transparent by creating 

an immutable log. The key message is that BC enhances data integrity and doing 

analytics with data that has more integrity gives greater confidence in the data being 

analyzed and understanding it. Time stamping confirms the time when the data has 

been collected and accepted as part of some dataset, so BC could be used to 

ensure where the data comes from, who has interacted with it and when and how 

the data has been changed, which makes it possible to know for sure the data is 

correct and has not been tampered with. In other words, time stamping verifies the 

integrity of the data; the data cannot be changed afterwards.  

 

However, verifying the real origin of the data is not possible with this technology, 

because as Nikander pointed out, it cannot be proven the data has not been 

collected before it enters the BC – that would require using some additional system, 

such as cryptographic identifications for each device, which would not be dependent 
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on DLT (distributed ledger technologies, which include BC) and could be used with 

or without DLT. Moreover, Päivinen says time stamping might be challenging if there 

is a need to make many operations, such as in an IoT use case where tens of 

thousands of data inputs come in all the time and they should all be verified, which 

creates a scalability challenge for using any type of BC because of the consensus 

mechanism; when everyone in a network must agree about something, it is 

challenging. Even so, he thinks the problem should be solved by “achieving a great 

enough certainty” and only in some problem situations the consensus mechanism 

level should be entered to ask what everyone thinks. In addition, Nikander points 

out that data analysis or computationally doing something on DLT does not make 

sense because it is so much more expensive than using a traditional cloud service. 

However, as mentioned earlier, these technologies will most likely become 

significantly less expensive to use in the near future, which means that analytics 

could also be possible from the cost efficiency perspective. 

 

Neto explains MP uses BC for validation; when they collect a data piece saying the 

consumer has purchased something from a store yesterday, they have their 

analysis saying “this is an individual that has been validated, so there is high 

confidence that what the person reports and what they have collected is the truth”. 

In addition, Päivinen sees a possibility in having multiple parties improve the data 

and keeping track of who has improved it, so data improvement could be 

crowdsourced by coordinating a larger group of individuals or firms. He sees the 

same could most likely be done with traditional tools as well but says it may be 

difficult or at least more challenging. 

 

4.3.2 Potential Improvements in Big Data Processing 
There may be potential for improvements in data processing as well but overall, this 

was not an area that stood out in the interviews. However, considering more efficient 

data processing was mentioned in the online articles as well, it seems that this may 

indeed be an area where BC could improve BDM. Nevertheless, Neto said that for 

most BD type processing, there is a need for speed and inexpensive processing, 

while anything stored on a BC is slow and expensive, which speaks against the 

benefits of BC in this area. Even so, Lammi sees potential in using BC for combining 
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different data sources. Because data processing could be done at such an early 

stage – right after the data collection –it would be possible to ensure the 

compatibility or commensurateness of the data groups, which could have a positive 

impact on data aggregation and integration. He explains that BC is a decentralized 

computing environment capable of doing information refinement on the BC 

database and moving it forward from there. Handled that way, BD would no longer 

need to be collected in one large database only to make it processable; it could be 

handled or at least pre-processed and pre-analyzed in a distributed format. When 

using BC for sourcing data like that, for example in IoT, Lammi says validation and 

data normalization and standardization can be done in the sourcing phase, and the 

conversion could be done so that the data goes into the BC in a clean format. 

Moreover, Anonymous sees that BC could make the process of aggregation and 

integration and potential changes in the data more transparent.  

 

4.4 Application of Big Data  
Just like guaranteeing the quality of data for BDA, BC could similarly make data 

more trustworthy to enable better decision-making. It could make it possible for 

knowledge to move between different organizations and thus enable a wider 

audience to take advantage of the collected data. Using BC within a single 

organization was deemed non-advisable, though. 

 

4.4.1 Stronger Foundation for Decision-Making 
A common view was that BC can add value to BD application by ensuring the 

transparency, accountability and trust related to data, which has a positive effect on 

decision-making, because decisions can be made and action be taken based on 

data that can be trusted. For example, Anonymous said BC could significantly 

improve the reliability of COVID 19 test and death rate data; It is currently unknown 

and not traceable who produced the data, where and based on which criteria. Even 

so, “the data is used for political decision making and reporting in media as if the 

figures were correct and comparable in real time from hundreds of different 

countries”, which he says they of course cannot be due to significant differences in 

healthcare regulation, testing equipment and diagnostic procedures, for example. 

Moreover, Eerola says a key challenge in being able to take advantage of BD is the 
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lack of common unique identifiers; even if there is data related to the same 

phenomenon, such as a paper machine, the machine, factory or process may not 

have their own unique identities, so data from different sources cannot be taken 

advantage of together because it is not known those data are related to the same 

phenomenon, but BC makes it possible to create digital identities (DID) to people, 

things, processes, places and objects, thus making data more commensurate from 

the perspective of identity. 

 

4.4.2 Improved Data Sharing Between Organizations 
For solving the problem of data sharing inside an individual organization, the results 

show that BC is not worth the investment, but for improving data sharing between 

different organizations or external industry partners, BC is a great solution. As 

Myllyaho said, in intra-organizational use, other technical solutions, such as 

centralized databases or more traditional solutions are more efficient simply 

because of the complexity BC brings with it. The common view was that the benefits 

of BC emerge in multilateral systems between multiple organizations where lack of 

trust exists between the participants. Some respondents also mentioned how great 

changes have been made in the Finnish real estate business where competitors 

have achieved considerable advantages through cooperation, referring to DIAS, a 

real estate platform that uses private DLT and in which multiple real estate 

operators, including banks, real estate firms and constructors are working together 

to make digital apartment deals possible (DIAS 2020). Innanen says the key to such 

success is cooperation and commitment towards shared operations, but also notes 

that trying to solve a problem related to human or social issues with a technological 

solution most likely will not bring any benefits or improve any cooperation. 

 

Eerola explains that traditionally, data has been collected in a one-way manner, but 

BC could make it a two-way street; traditional technologies are strong in point-to-

point operations and integrations tend to be built well between two subsequent 

operators in a network, but data does not move well between the whole network, 

and Eerola thinks optimizing a data network is possible only with a distributed model. 

A common view among the respondents was that in such situations, firms may 

encounter business or governance challenges when data is suddenly supposed to 
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move both ways instead of just in one direction because it has an impact on the 

allocation of power in a network, which may be hard for firms to accept. However, 

finding an environment where sharing data benefits everyone in the network, such 

as in the DIAS example, is how such problems can be solved according to many 

respondents. In short, finding win-win situations is the key to success. 

 

4.5 Protection of Big Data 
Based on the findings from this research, data security is a great opportunity for BC 

in BDM, but privacy protection does not show as much potential due to challenges 

related to the combination of GDPR and the immutability of data on a BC. The 

problem with GDPR could be solved, but the question still remains, should BC be 

used for privacy protection or are other solutions better suited for that purpose.  

 

4.5.1 Enhanced Security 
Integrity, trust, immutability, auditability and strong cryptography are the key words 

that came up numerous times during the interviews. The respondents explained that 

BC guarantees data is not tampered with by anyone and time stamping can be seen 

as a way of securing the data. A common view was that BC is at its best in tracking 

transaction flows, securing transactions and controlling access to the transaction 

data, and the key benefit is the immutable nature of the data base. Lammi states 

that if the BC is built and administered correctly, data collected on it is immutable 

forever even on a theoretical level and information is 100 percent intact, so the data 

can be trusted to a great degree. The respondents explained that digital identity 

enables controlling who has the right to access, save, read and use data and 

recording who has used the data, thus enabling auditability, while so called verifiable 

claims can be used to ensure that person has the right to make the query, and the 

trail of all this can be recorded in a way that the trail cannot be deleted afterwards. 

For example, Neto explains that MP uses the BC as a way of controlling access and 

maintaining records of access to the data anytime there is some kind of transaction 

to it. 

 

Moreover, the common view is that the decentralized nature of BC means hacking 

the data is very difficult. Myllyaho says decentralizing the data in multiple locations 
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removes the risk of single point failure, or in other words, a single database being 

corrupted is not a holistic risk, and even if one database was hacked, that does not 

mean all other data is corrupted as well. Päivinen, however, is a little skeptical about 

any direct benefits, explaining that even though the knowledge of who has made 

changes to the data can be used in data security for ensuring nobody has changed 

or accessed anything, that may be a weak proposition in the sense that if someone 

manages to access something, it is possible that someone can also change the data 

access log. Even so, he believes BCs will have a major impact on information 

security as an industry, because Bitcoin, for example, has created enormous 

incentives for hackers because the reward of succeeding to hack those systems is 

massive, but it still has not been hacked. Others say the same; the incentive is so 

great that it immensely improves information security by forcing everyone to 

consider it as a very central issue all the way from coding language to structuring 

softwares. Even so, Päivinen has difficulty seeing BC as a more secure alternative 

because they often are more open systems and thus “maybe a little less secure in 

a traditional sense”.  

 

Furthermore, some respondents brought up the matter of complexity and multiple 

abstraction layers; BCs are built to be very modular, open and transparent, which 

makes it quite impossible to enter and access information on a private BC without 

permission, but only until abstraction layers are accumulated on top of the basic BC, 

which Lammi says always happens. Abstraction layers refer to third party softwares 

used to manage the BC, the combinations of which create potential surfaces for 

attacks even though the BC itself may be immutable. In summary, the BC is secure, 

but as soon as some other software controls it, the other software is a security threat. 

Lammi gives an example of Ethereum, which has been on the headlines for being 

hacked multiple times because its internal smart contract environment enables 

complex scripting due to the nature of the network. Consequently, as long as BCs 

and their control mechanisms are simple enough, the problem is small, but too much 

complexity or too many abstraction layers cause security threats. In addition, human 

error was commonly seen as the worst threat. 
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The so-called BC trilemma, which consists of decentralization, scalability and 

security, was a common challenge mentioned by a few respondents. For example, 

the stronger the encryption and consensus protocols are, the slower the processing 

is and the more calculation power and energy it requires, or the more secure and 

decentralized the BC is, the more difficult it is to scale. There is a need for 

continuous balancing between these three dimensions. Eerola explains the idea of 

Facebook and its partners was that the number of nodes for their digital currency 

Libra would be around one hundred rather than a million, which would make it 

partially centralized and less energy consuming, but it would take power away from 

full decentralization. In conclusion, the right way to use BC means making 

compromises and choosing what matters the most in each use case, because 

building a system that is one hundred percent secure, scaled and decentralized is 

not possible. Overall, the common view was that the scalability and the costs of this 

technology for the purposes of BD are a problem and set some limits in terms of 

what can be done with large amounts of data, but as van Rijmenam says, “it is a 

matter of time”. 

 

4.5.2 The Problem with Blockchain and Data Privacy 
Privacy could be improved from the perspective of individuals. Gord says using any 

internet applications today means one’s data is public by default, but with BC, the 

data can be made private so the user can choose which data is made available to 

data collectors, thus giving the user better control over their data. In this regard, BC 

could be seen to improve the privacy of consumers. Moreover, Neto says that while 

most people value their privacy, they are happy to share their data as well – they 

just are not happy when their data is being shared or used without their knowhow, 

so privacy is not necessarily only about keeping data hidden but also about having 

accountability around data usage and access, but Neto thinks it requires companies 

to adopt a philosophy of minimizing data and giving up control of the data to users. 

 

While improving the privacy of individuals may be possible with BCs, there is one 

grave challenge to be overcome, because while the immutability of BC is great for 

data security, there is another side to it as well. According to the GDPR (General 

Data Protection Regulation), an individual has the right to be forgotten or have their 
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data corrected, which means that anyone can request a data collector tell them what 

personal information they have on that person and to remove or rectify the data, 

which the data collector must confirm to be done within 30 days (Office of the Data 

Protection Ombudsman 2020 a & b). The interviews emphasized that because data 

on a BC is immutable, it poses a very difficult challenge with regard to storing 

personal data because it is very hard or even impossible to remove any data from 

the BC. As Neto describes it, “BC and GDPR are like oil and water”. Consequently, 

if the use case requires flexibility in terms of changing or handling the data, the BC 

is not a very viable solution, or it would require using some other system in addition 

to the BC. The findings show that one solution to the problem is storing hashed data 

on the BC, which confirms the authenticity of the data stored elsewhere, and storing 

only metadata of the PII on the BC while the storing PII itself on some other 

protected database is another solution, which Nikander says is a standard way to 

solve the problem. 

 

Even though the problem could be solved, it seems that using BCs for privacy 

protection may not be the best use case for this technology. For example, Päivinen 

states that while it is possible to use BC technologies for privacy issues, using well-

functioning digital infrastructures where privacy concerns have been considered and 

encryption is used where needed and it has been done correctly might be at least 

an equally good solution and BC would not be needed. What is more, Myllyaho 

notes that while it is possible BC could improve privacy protection, in the cases 

where the BC is shared between all actors, the protection is weakened in the sense 

that the data is decentralized to the ownership of multiple operators. In addition, 

Anonymous points out that while there are good privacy applications on BC, the 

main question remains what BC should be used for and are the characteristics of 

BC the best solution for that particular problem. Päivinen, for example, mentions 

how some type of an identity verification system is being developed on the hyper 

ledger side, but he does not see why BC should be used for it. 

 
4.6 Implementation of Blockchain in Big Data Management 
To enable firms to take advantage of the findings of this research, this chapter first 

takes a brief look into the key issues they should consider if they wish to implement 
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BC in BDM. Second, some common aspects of the firms and industries that could 

benefit the most from using BC in BDM will be presented with a few examples.  

 

4.6.1 Key Issues in Blockchain Implementation 
According to most respondents, the first key problem in BC implementation is 

understanding this new technological phenomenon and what it can be used for. As 

van Rijmenam says, many organizations “just do not understand the convergence 

of BC and BD”. The common view is that there is a lot of hype around BC but very 

little understanding and expertise in it. Overall, the findings show that firms are 

hesitant about trying new technologies they do not understand, and so far, BC still 

seems to be at a very early stage in terms of technology adoption. Lammi says BC 

requires reaching a critical mass of users, such as different organizations, firms or 

other data providers, for the technology’s benefit to be realized because the added 

value of BC depends on network theory – every connection between the members 

of the network creates additional value and the more members there are, the more 

connections can be built, so each new member grows the added value of the 

network almost exponentially. The problem is that no one knows what the critical 

number is in each use case, which is why it requires a leap of faith type of approach 

from firms. In addition to trial and error, taking advantage of experts and consultants 

was a common piece of advice, and so was taking small steps in the implementation 

process instead of aiming too high with massive projects. As said by Lammi, firms 

should “hire a project leader with a bold samurai attitude who does not ask needless 

questions and understands to take small enough steps, and a small, enthusiastic 

team that moves according to the agility principles, for example in one-week sprints, 

while seeing what happens, staying focused on the horizon and taking baby steps 

one at a time”.  

 

Another common challenge that came up in the interviews was that companies need 

to understand their problem to be solved, why they want to use BC and what 

problems BC can and cannot solve. Nikander mentioned a list of four questions 

published in an article by Mattila, Seppälä and Holmström (2016), saying a firm 

should answer “yes” to all four questions or otherwise it does not make sense to use 

DLT because it is so much more expensive than using traditional decentralized 
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databases. The requirements are having a shared database between multiple 

partners, the absence of trust, a need to create explicit consensus technically, or in 

other words, there is a technical possibility of one party attempting to cheat, and 

finally, the absence of a trusted third party. All in all, wrong assumptions and 

“implementing for the wrong reasons” were the problems that stood out the most. 

As Päivinen and Neto said, respectively, “right now, everyone is trying to put BC 

everywhere” but “in most cases, BC is not needed.” The key message is the 

importance of validating whether the use case is suitable for BC and essentially, it 

comes down to solving problems related to trust and immutability. Neto gave a good 

example that illustrates the poor understanding of the real use case of BC: “In this 

accelerator we went through, there was about 120 companies that started and by 

the end, it ended up being about 20. What happens is companies start weeding out 

because at the end of the day, they do not have a BC problem. They do not have a 

trust problem.” 

 

Overall, one of the key issues in maximizing the benefit of BC is cooperation, but it 

is also a challenge. One key challenge is the general view of databases being a 

primary asset of a firm and how companies are externally valued based on how 

much data they own. Many respondents saw that BC challenges that way of 

thinking; as Neto says, it is a different way of operating, which is why he thinks 

getting started with BC is much easier for new companies and startups because 

they do not need to try to move away from having a primary data store, give up a lot 

of control or make a lot of concessions in what can be done technically while bearing 

the cost of those changes. Innanen says the typical approach he has witnessed is 

forming a consortium that starts moving forward together, which causes challenges 

in terms of how the ownership of shared IP is organized, defining everyone’s 

responsibilities and the possible founding of a new firm, for example, in addition to 

general humane factors such as how people get along with each other. 

Consequently, tackling basic leadership challenges is one challenge, but more 

importantly, firms need to be ready for a shift in thinking, because as Neto said, “The 

moment you adopt BC, you are adopting a series of philosophies of how you store 

data, manage data and think about validation and transparency --- you have to make 
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these uncomfortable compromises and decisions around things like transparency 

and how you maintain records and provide access to them.”  

 

Lastly, a rather common view regarding BC implementation that stood out in the 

interviews was that more use cases will emerge as the cost of using these 

technologies decreases and velocities grow, and the convergence of different 

technologies was seen as the direction where the industry will move in the future. 

Eerola says that for example IoT, machine learning and BC should converge for the 

maximum benefit of each technology to be reached; IoT could be seen as the source 

of data, BC as the sharing platform, different unstructured and decentralized 

databases as the storage, and machine learning and data analytics as the 

technology for taking advantage of the data – and they will all be increasingly 

intertwined. Päivinen also foresees large datasets being created for the purpose of 

machine learning around topics where such datasets have not existed before, which 

might be done by using incentive structures. Consequently, when thinking of BC 

implementation, firms should also consider combining different technologies with 

BC to get the maximum benefit out of it.  

 

4.6.2 Promising Industries 
The findings emphasize that the common factors in industries that will benefit the 

most are creation of a lot of data that holds value in an environment where there are 

multiple actors, doing coordination, analysis and such widely across different 

geographical locations and cases where transparency is increasingly called for. 

According to Neto, “any kind of industry around personal data, consumer data and 

sharing of data is a pretty big opportunity”. Overall, finance, supply chain and energy 

were common examples. Lammi says firms that source data from a wide 

geographical area in an environment with multiple actors to whom improved integrity 

and trust of the data create additional value will benefit the most because that plays 

to the strengths of BC. He says DHL or any other global air freight or transportation 

business would benefit from BC because having BC integrations in all their vehicles, 

containers or even packages would enable them to source data to a decentralized 

computing environment in real time from all over the world at the same time, which 

would reduce the number of abstraction layers in the mere sourcing, so the data 
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would come straight from its source in a readily usable format without needing to 

retrieve, move or formulate the data. Eerola gives another example of teleoperators 

because “they have massive amounts of data and they always operate as 

networks”.  

 

5 DISCUSSION AND CONCLUSIONS 
 

This chapter focuses on providing further analysis and discussion of the empirical 

findings of this study and provides answers to the research questions. The structure 

is divided into the following subchapters: discussion, theoretical contributions, 

managerial implications, reliability and validity of the study, limitations and 

suggestions for future research and lastly, conclusions. 

 

5.1 Discussion 
The purpose of this research was to explore the ways in which BC could be used in 

BDM from an organizational point of view. The study is based on the theory of KM, 

and based on the current theory, I created a process model of BDM that consists of 

four parts: the acquisition, conversion, application and protection of BD, or in other 

words, the collection and storage of BD, making the acquired data useful, taking 

advantage of the converted data and finally, the protection of the data, which I 

divided into data security and protection of privacy. Within those four categories, I 

investigated the challenges of BDM based on recent literature, and then based on 

a dual data collection from an online study of 40 articles and ten interviews, my goal 

was to find out how BC could be used to solve those challenges. The main research 

question was “How could blockchain be used in big data management?”. The goal 

was to both explore the ways of using BC in BDM and to develop especially 

managerial understanding of combining BDM with BC. The answer to the main 

research question is that BC can actually be used in all the four parts of the BDM 

process in different ways, but mainly they are all connected to the key benefits of 

this technology: trust and immutability. To go more into detail in answering the main 

research question, I will answer the sub-questions. 

 



 

 
 

55 

 

The first sub-question was “What are the big data challenges blockchain could solve 

to improve big data management?”. In BD collection, the key benefit BC could offer 

organizations is the ability to collect data by incentivizing users to share their data. 

Some companies are already doing it, and the way incentivization helps them is that 

while giving control of data to individuals, it enables individuals to decide what data 

they share with companies, and firms can ask them to provide the data they need. 

When they get the desired data from consumers, they can use a computational or 

real currency type of token to as a reward for the provided data. This way, firms can 

collect larger amounts of data or access data that otherwise may not be accessible. 

In addition, BC could be used to eliminate the problem of having massive point-to-

point integrations for different devices in the BD database and simplify the collection 

of data by making it possible to take raw data from IoT devices, for example, straight 

to the BC. All in all, incentivization seems to be the great promise of BC to BD 

collection based on both the interviews and the online study. 

 

Furthermore, the findings from the interviews show that using BC solely for data 

storage is not recommended simply because there are better solutions available 

and BC is very expensive to use, but using BC in BD storage to take advantage of 

the key benefits of the technology is a use case that could be recommended based 

on the findings. However, what should be noted is the expensiveness of these 

technologies at the moment, which affects the cost effectiveness of using BC for 

data storage right now, but in a few years, BC technologies should become less 

expensive and it is likely they can be used more widely in BD storage as well. In 

fact, the results show that in the future, BC most likely will be “just another 

database”. In the meantime, hybrid solutions, such as storing metadata related to 

the BD on the BC, could be used to avoid the problem of high costs while gaining 

the benefits of security and ability to solve trust issues. These findings are partially 

in line with the findings from the online study, which suggested using BC in BD 

storage is possible, but the reality is that at the moment, traditional solutions are the 

better alternative unless trust and immutability are key issues in the use case. In 

conclusion, it cannot really be said BC can solve the problem of acquiring data from 

various sources and storing it for value generation purpose, as described by Wang 
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and Wiebe (2014), for example. However, it seems that in the future – maybe within 

the next few years – that problem could be solved.  

 

The findings from the interviews validate the findings from the online study, showing 

that using BC to improve the conversion of BD is possible. The results suggest data 

processing could be done right after the data collection, which would ensure the 

compatibility of the data groups, thus having a positive impact on combining different 

data sources. Consequently, it seems that BC could help in of combining immense 

and diverse data types from various sources, the aforementioned BD challenge 

identified by Bellazzi (2014), Gandomi and Haider (2015) and Koltay (2016). In 

addition, it seems that BC could make the process of aggregation and integration 

more transparent. Most importantly, BC could improve BDA by ensuring data 

quality, integrity and reliability, but improving data quality with BC does not seem 

possible based on the findings. BDA would benefit from the ability to ensure data 

quality because as mentioned in the theoretical part of this research, creating value 

from BD requires that BDA is based on accurate, high-quality data. In addition, the 

ability of BC to make data more commensurate from the perspective of identity could 

also be seen to help in solving the problem of diverse, interrelated and unreliable 

BD which causes challenges in BDA, as explained by Chen et al. (2013). 

 

Based on the findings of from both the online study and interviews, BC can also 

enhance BD application by improving the transparency, accountability and trust 

related to data, which means firms can have greater confidence in the data they 

have collected and making decisions and taking action based it. Moreover, the 

findings from the interviews show BC makes it possible to create digital identities to 

different things, which makes the data more commensurate from the perspective of 

identity, and that is important in terms of being able to take advantage of the data. 

Additionally, both the online articles and interviews proved that BC can improve data 

sharing between multiple organizations, which makes it possible for them to better 

take advantage of the collected information and knowledge, thus helping to solve 

the challenge of sharing data between distant organizations that Al Nuaimi et al. 

(2015) discussed. Using BC for intra-organizational information sharing, however, 

is not advisable based on the findings. 
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When it comes to the protection of BD, the results of this research show that BC can 

definitely improve data security because of its strong cryptography and immutability, 

which makes it possible to secure transactions and control access to the transaction 

data. Therefore, the challenge mentioned by Bertot et al. (2014) – lack of 

satisfactory security controls for ensuring information is resilient to altering or a 

sophisticated enough infrastructure to ensure data security – is a problem BC can 

solve. However, firms must note that the security of BCs remains intact only as long 

as their control mechanisms are kept simple enough so that the complexity of the 

system does not become too high, as that was identified as a key security threat. A 

key finding was also that firms need to find a balance between decentralization, 

scalability and security by understanding what dimensions matter the most in their 

specific use case and make compromises. Moreover, based on the findings from 

this research, the conclusion would be that using BC for privacy protection may not 

be the best idea after all, which is contrary to what the results of the online study 

show. If the data to be stored on the BC requires flexibility, using BC is challenging 

because even though the problem of immutability could be solved with hashed data 

or metadata, it seems the protection of privacy could be done more efficiently off 

chain with other solutions, such as encrypted digital infrastructures. The key 

message is considering the use case, what BC should be used for and whether the 

characteristics of BC the best solution for that particular problem. Consequently, BC 

could be used for improving BD security but improving privacy protection is not a 

very feasible use case. 

 

The second sub-question was “What are the challenges in using blockchain to 

improve big data management processes?”. The key finding was that firms simply 

do not understand BC or how it relates to BD, which restrains their ability to use BC 

and means they need to hire experts or consultants – or both. Companies also need 

to understand their problem to be solved, why they want to use BC and what 

problems BC can and cannot solve, which essentially come down to solving security 

and trust problems. Another key challenge is related to the cooperation of firms in 

BC projects, sharing data between multiple companies and the philosophy of BC, 

as the general view of databases is that they are a primary asset of a firm, but BC 

challenges that view. Firms must be prepared for a shift in thinking from “own data” 
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to shared data and come to terms with the fact that BC will change power 

arrangements in networks when data suddenly is supposed to move both ways 

instead of just one way between firms. 

 

Finally, the third sub-question was “What types of firms will benefit the most from 

using blockchain in big data management?” and the aim was to create an 

understanding of what types of firms or industries should implement BC in BDM to 

develop an understanding of the use cases in which this technology is the most 

beneficial. Based on the findings from the interviews, the most potential lies in 

industries where a lot of data that holds value is created in an environment where 

there are multiple actors doing coordination and analysis widely across different 

geographical locations and cases where transparency is increasingly called for, 

such as supply chain. 

 

5.2 Theoretical Contributions 
This research fills multiple research gaps and makes a needed and called-for 

theoretical contribution in current literature. First, it makes a contribution to the 

existing BC literature, because as mentioned earlier, while many previous academic 

studies have documented the importance of BC to finance (Tapscott & Tapscott 

2017; Nofer et al. 2017), BC has not been explored from the perspective of BDM. 

While many articles have been written about this topic on countess online sites, 

hardly any academic papers are available. This research makes a theoretical 

contribution to that research gap by showing how organizations could leverage BC 

to improve BDM. By identifying challenges in the BDM process and then exploring 

and analyzing how BC could be used to solve them, this research has proved that 

BC can indeed be used in BDM and there actually are ways to use it in all the four 

parts of the BDM process from BD acquisition to protection in addition to 

documenting the challenges firms need to overcome to implement BC in their BDM 

processes and showing which industries hold the most potential for such 

implementation. Because existing literature about how BC could be used in BDM is 

quite hard to find, the contribution this research makes in that area is quite 

formidable.  
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Second, as this research was made from a managerial, strategic and organizational 

perspective with the aim of showing how firms could use BC to improve their BDM 

processes and what challenges they must overcome to do so, it makes a theoretical 

contribution to the current BC literature that has been missing this point of view as 

the focus has mainly been on technical, computational and engineering 

perspectives. (Morabito 2017) Many studies have focused on showing how a BC 

solution could be used in a certain task that may be just one part of the BDM process 

identified in this research and they do it from a technological point of view by 

focusing on showing how the solution is built, for example, such as the recent 

research by Chen et al. (2019) which studied decentralized data sharing. While such 

studies are important and interesting, what organizations need is to understand why 

and how they could implement BC in their operations, such as BDM, because as 

the results of this study show, firms tend to not invest in anything they do not fully 

understand, which has been a problem with the implementation of BC. 

 

Third, this research makes a contribution to BD literature by formulating the process 

model of BDM based on theory of KM and showing how firms could use BC to 

improve the four parts of the BDM process model. This research illustrates how 

firms could extract more value from BD, thus making a contribution to the 

development of new theories, approaches and frameworks that have been called 

for in this area of BD research. (Simsek et al. 2019) Furthermore, by increasing 

understanding and knowledge in the domain of BD by showing how BC technology 

could be used to improve BDM, this research makes the type of contribution to 

current BD research Fosso Wamba et al. (2015) called for. Moreover, by creating a 

BDM process model based on KM, this research draws links between BDM and the 

established theoretical contributions of KM, and by evaluating the challenges of BD 

in each part of that process model and analyzing how BC can be used to solve those 

challenges, this research provides the type of valuable platform for the BD and BDA 

research and practitioners' community Sivarajah et al. (2017) were hoping for. 

 
5.3 Managerial Implications 
As BC is likely to become a disruptive force, businesses need to learn how to use it 

not only to find competitive advantage, but also to stay in the game in the long run. 
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To be able to implement BC, one of the key findings of this research was the 

importance of understanding what BC is and what it can be used for. Managers 

must make sure to understand what BC should be used for because it can be used 

in many ways, but that does not mean it should. The key benefits are security or 

immutability and the ability to create trust. It is also advisable to hire someone who 

truly and deeply understands BC from a technological perspective, and when 

starting a BC project, firms should hire a straightforward project leader and use a 

small team that follows agility principles in small sprints. Based on the findings, it is 

not wise to aim too high with massive projects, but instead moving forward little by 

little while continuously staying focused on the project goals is the best course of 

action. 

 

In data collection, firms could use BC to incentivize consumers to provide them data 

in cases where large amounts of data are needed or accessing the data may 

otherwise not be possible. In the case of data storage, firms should investigate the 

real needs of the company very well and take a hard look at whether BC really is 

the right place for storing the company’s data. The only recommended use case at 

the moment is using BC for its main benefits: adding security, transparency and 

trust. If the use case does not require those, BC may not be the right tool because 

it simply is too expensive. In the future, the use of BC for data storage may be more 

cost-effective as the cost of using these technologies will decrease. In data 

conversion, or making data useful, BC could be used to improve data processing so 

that the processing would be done right after data collection, which could ensure 

the compatibility of the data groups and positively impact data aggregation. BC 

could also be used to make BD aggregation and integration more transparent, and 

to ensure data quality, which would benefit BDA.  

 

In taking advantage of the collected information, firms could use BC to improve 

information sharing in a network of different organizations but using BC to improve 

data sharing within a single organization is not recommended and traditional 

systems should be used instead. BC could also be used to create a stronger 

foundation for decision-making by ensuring the transparency, accountability and 

trust related to data. Finally, in data protection, the findings suggest using BC to 
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improve data security is advisable, but storing any personal data is strongly not 

recommended because of the immutable nature of the BC and the requirements of 

the GDPR. Privacy protection is a challenging area and based on the findings from 

this research, using BC to improve data privacy is not recommended. 

 

5.4 Reliability and Validity 
In order to improve the reliability of this research and the findings from it, first, an 

online study of 40 articles was conducted, which helped to form a basis of 

understanding about the different ways in which BC could potentially be used in 

BDM and helped guide the discussion of the interviews more effectively, thus 

resulting in deeper insights. In addition, using data from a large number of online 

articles made it possible to widen the scope of the collected data, and going through 

that many articles resulted in reaching the point of saturation, which speaks for the 

reliability of the findings as well. What is more, even though online articles may not 

be seen as the most reliable source of information especially for academic research, 

the large number of articles used in the online study helped find the key issues in 

the combination of BC and BDM because the number of times each benefit BC could 

offer for BD was quantified, which also made it possible to see clearer which matters 

may not be either as truthful or useful. After the online study, ten people who 

understand BC from strategic and technological backgrounds were interviewed, 

which also made it possible to validate the findings from the online study and to seek 

more insights. In addition, using a combination of people who came from two 

different backgrounds – both strategic and technological – allowed looking at the 

matter from different perspectives and connecting the dots between the technical 

and strategic side of BC implementation. The respondents were also from different 

types of firms, which allowed gaining a comprehensive look into the topic. 

 

The method for collecting and analyzing data in this research was qualitative content 

analysis and the approach was abductive, which was a very well-fitting combination 

of methodology and made it possible to find the needed answers to the main 

research question and sub-questions. The research design and especially the 

decision of combining two different data collection methods proved to be very useful 

and effective in terms of making interesting discoveries about the use of BC in BDM 
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and being able to answer the research questions with great certainty. The sampling 

also proved to work very well for the goals of this research, as the combination of 

experts with backgrounds in both the strategic and technical sides of BC made it 

possible to understand the phenomenon more deeply and had an important effect 

especially on the managerial implications of this research. In addition, interviewing 

ten respondents made it possible to see emphasis around certain issues in the 

discussed topics and to draw stronger conclusions in the analysis. Based on all of 

this, I would argue the results and conclusions drawn from the collected data are 

valid in the context of BDM. 

 

5.5 Limitations and Future Research 
This research could serve as a basis for more studies in the area of using BC in 

BDM. Because this research was not made in the context of any specific firm or 

industry, an interesting area for research would be building on this research and 

focusing on a specific industry and looking for more industry specific use cases and 

benefits BC could offer for BDM because it would be more fruitful in terms of finding 

concrete examples of use cases and making more specific recommendations as for 

how to use BC. For example, market research was something I initially considered 

as a context for this research because of my personal interest in the industry and 

the potential I see in it for BC, but I ended up letting it go for the time being. Part of 

the reason was lack of available data – or experts – who would be have deep 

knowledge in not only BDM and BC, but also market research, which would have 

required me to limit the size of my sample, which in turn would have been an 

obstacle in terms of finding meaningful connections in the collected data.  

 

Choosing to forgo the specific industry context could be seen as a limitation in this 

research. However, limiting the scope of this research to the four parts of the BDM 

process I identified based on KM literature made it possible to overcome at least 

part of that problem. Anyhow, now that the foundation for understanding how BC 

could be used in BDM has been created, I would argue using this as an opportunity 

to explore more specific implications for market research, for example, would be an 

interesting area for future research. Considering how this research showed that BC 

holds great potential for industries where a lot of data is created in an environment 
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with multiple actors, coordination and analysis are done widely across different 

geographical locations and transparency is increasingly called for, I would see 

potential in combining BC and market research. Supply chain also seems to be a 

very interesting area for future research based on the findings from this research. 

 

Another interesting topic for future research would be studying the combination of 

multiple novel technologies – such as IoT, artificial intelligence, BC and machine 

learning – and BD and what effect that might have on solving BDM challenges, 

because based on the findings of this research, the intersection of these different 

technologies is where the benefit of all of them could be maximized. Consequently, 

the implications of this research are limited to the degree of BC’s impact as a single 

technology, so to say, as even greater benefits could potentially be gained by 

combining BC with other technologies for the purpose of BDM. It would thus be 

interesting to see how all of these different technologies could be used together to 

generate more value in organizations, especially from a strategic and organizational 

perspective and in BDM. Moreover, it would be interesting to see if and how other 

technological solutions could be used to solve the challenges in BDM identified in 

this research. 

 

The impact of GDPR on BDM and especially BD protection is yet another interesting 

topic in which I could see potential for future research. Furthermore, I think the 

formation of price for data and solving the problem of pricing in data trading is a very 

interesting topic for future research, which was also called for by Nikander in his 

interview, as it could have great implications for using incentivization in data 

collection. I would be intrigued to see how different use cases of data collection 

affect how individuals view the value of their data and how firms should price their 

data based on what they collect it for. 

 

In addition, as sample sizes and the number of respondents in qualitative research 

tend to be rather small – such as 10 in this case – one could argue the sample size 

is a limitation of this research. However, that limitation was countered by including 

another data collection method to support the interviews: the online articles, which 

enabled magnifying the findings from the interviews – and vice versa. Moreover, the 
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limited geographical scope in terms of where the respondents are from, as a majority 

of them were Finnish and only three were from other countries, could be seen as a 

limitation. I would argue, though, that the topic of BDM is quite universal in this 

globalized world, which weakens the effect of the geographical limitation, and so 

does the data from the interviews with the three non-Finnish respondents that shows 

these issues do not concern only Finland. Even so, I think it would be interesting to 

hear the perspectives of people from a wider geographical spread and from different 

cultures to see if there would be any differences. Anyhow, I would say this research 

is limited to developed countries because all the data was collected from such 

countries. Maybe when BC becomes less expensive, an interesting research topic 

could be investigating if developing countries could benefit from BC in BDM. 

 

Finally, as a mere business student, my view of this topic is not very technical at all 

and I simply do not understand a whole lot about coding and that side of BC or DLT, 

which leads to a certain type of limitation to this research. Even so, I would like to 

argue it makes this research that much more useful especially for the use of 

managers, because I had to approach this topic starting from a very low and simple 

level of understanding of the issue, so I have also aimed to explain everything in 

this research in very simple terms so that people like me who do not understand the 

technicalities could understand how they could use BC in their businesses. I think 

interviewing multiple experts with both technological and strategic backgrounds also 

helped me bridge the gap between the technical and non-technical understanding 

about the use of BC and to see the benefits more clearly. I knew there was potential 

in combining BC and BDM but did not really know or understand why. I built that 

understanding by combining insights from people who understand the topic and 

speak my language and people who deeply understand BC from the technical and 

technological point of view. In the process, aimed to make those insights as easily 

understandable as possible for others as well, so that as many firms as possible 

could use the understanding I built to improve their operations. After all, one of the 

key findings was that one of the main reasons why firms do not implement BC or do 

not succeed in doing so is the lack of understanding about it. 
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5.6 Conclusions 
The purpose of this research was to explore the opportunities BC offers for BDM by 

mapping out the challenges in BDM, researching if there are some ways BC could 

solve them and finding ways to solve the most common problems firms encounter 

in BC implementation in addition to identifying the most potential industries for the 

use of BC in BDM. A conceptual process model of BDM was developed based on 

KM theory and by identifying BD challenges within that model, the potential of BC 

for BDM was explored by a dual data collection method that combined online data 

collection and analysis of 40 articles and interviews with ten people with experience 

and knowledge of BC and BD.  

 

The results show that BC can be used in BD collection, but storing BD on BC is not 

recommended right now unless the use case requires improving security or trust, 

because traditional databases are more cost-effective. After a few years though, BC 

can likely be used for BD storage more widely because the costs will decrease. BC 

can also be used to improve BDA by ensuring the quality of data, to simplify BD 

aggregation and to make aggregation and integration more transparent. It can also 

improve the transparency, accountability and trust related to data, so firms can have 

greater confidence making decisions based on it. BC also makes it possible to 

create digital identities to different things, making data more commensurate from 

identity perspective, which is important in terms of being able to take advantage of 

BD. Furthermore, the results show BC can improve data sharing between different 

organizations but using it for intra-organizational data sharing is not recommended. 

BD security can also be improved with BC, but using BC for privacy protection is not 

very advisable because of the GDPR; even though the problem of PII and 

immutability could be solved by using hashed data or by storing only metadata of 

PII on the BC, it seems other solutions are better suited for such purposes.  

 

This research makes a contribution to the current literature by combining BC and 

BDM from a strategic and organizational perspective through the lens of solving 

BDM challenges. It also provides useful findings and implications to organizations 

by showing how BC could be used in BDM, what matters need to be considered in 

the implementation of BC and what kinds of firms should implement BC in BDM.  
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Appendix 2. Interview questions. 

 

Background information  

1. How is your work or experience related to BC? 

2. How familiar are you with the concepts of BD and BDM? 

 

BD can be described as large volumes of data but there are certain challenges in 

managing that data, and I have divided the process into four parts: the collection 

and storage of data, conversion of data, taking advantage of the collected and 

converted data and protection of that data. Let’s talk about these issues and how 

blockchain could change or improve them, starting from the collection and storage 

of BD. 

 

Acquisition 

3. What kinds of problems do you think BC could solve in the collection of BD? 

In which ways do you think BC could change or improve these things? Why 

/ how? (specifically, storing vast amounts of heterogenous data that are 

generated at high speeds from various sources) 

 

4. What about the storage of BD? In which ways do you think BC could 

change or improve storing big data? Why / how? 
 

5. What types of challenges do you see in using BC in the collection and 

storage of BD? What are the internal or external matters that could stop 

organizations from implementing BC in BD acquisition and storage? Why? 

How could those challenges be overcome? 

 

Conversion  

6. What kinds of problems do you think BC could solve in the conversion of BD 

or in other words, making the collected data useful? Why / how? (e.g. 

aggregation and integration of diverse and vast amounts of data, data 

processing, reducing costs caused by computational complexity due to high 

volumes of data, dealing with dirty data, data analytics) 
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7. What types of challenges do you see in using BC in the conversion of BD? 

What are the internal or external matters that could stop organizations from 

using BC in BD conversion? Why? How could those challenges be 

overcome? 

 

Application  

8. What kinds of problems do you think BC could solve in taking advantage of 

the acquired knowledge and information? Why / how? 

 

9. How do you think BC could improve BDM in the area of data access or 

sharing the gathered knowledge and dealing with data silos (isolated or 

inaccessible data) that could help companies benefit from the acquired and 

converted data? Why / how? 

 

10. What types of challenges do you see in using BC in taking advantage of the 

knowledge generated from BD? What are the internal or external matters 

that could stop organizations from implementing BC in BD application? 

Why? How could those challenges be overcome? 

 

Protection  

11. What kinds of problems do you think BC could solve in BD security? Why / 

how? 
 

12. What kinds of problems do you think BC could solve regarding the protection 

of privacy? Why / how? 

 

13. What kind of challenges do you see in using BC in the protection of BD? 

What are the internal or external matters that could stop organizations from 

implementing BC in BD protection? Why? How could those challenges be 

overcome? 
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Industries and future 

14. Which industries or what types of firms do you think will benefit the most 

from the changes and improvements in the acquisition, conversion, 

application and protection of BD? Why / how? (What do these have in 

common?) 

 

15. How does the future of using BC in BDM look? What will be different? How 

do you see things evolving? What can we expect to change? 

 

Anything to add 

16. Do you feel like there is anything important or worth mentioning that has not 

been covered during this interview so far? Anything for me to consider or to 

remember? Any last piece of advice you would like to give to any firms 

considering the use of BC in BDM? 


