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tarkastellaan neljän yritysprofiilin ja yksittäisten riskiluokkien näkökulmasta. Lisäksi
riskinarviointeihin liittyy selvitykset erityisistä riskivaikutuksista, lieventämismenetelmistä
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ominaispiirteisiin sisältyy myös samanlaisia teemoja yritysten välillä, mikä kuvaa käsitteen
merkitystä hallinnollisesta näkökulmasta. Tutkimustulokset ovat osittain yhdenmukaisia
olemassa olevan tutkimuskirjallisuuden kanssa.
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1 INTRODUCTION

There is no doubt that risk management has risen in prominence since the early 1990s,
particularly in the case of supply chains. The economic environment pushes companies to
be more competitive and resource efficient which in turn has led to increased specialization
in the markets. This change has also greatly affected the supply chains that are now, more
than ever, globally implemented. Over the past few decades new supply chain initiatives to
control revenue, costs and overall efficiency of various assets have given rise to ever more
complex supply chains, a phenomenon that has increased the supply chains’ susceptibility
to disruptions and risks (Craigshead et al., 2007). Therefore, it has not been surprising that
supply chain risks have also been on the growing list of worries for company executives,
which has led to increased diversity in the supply chain risk management research (Sodhi et
al., 2012).
The developments in supply chain risk management are well summarized by Wagner and
Bode (2006) in stating that the world in which supply chains operate is becoming more
unstable while the supply chains themselves are becoming increasingly sensitive. Indeed,
the impacts of risk realization and disruptions within the supply chain can be potentially
devastating, jeopardizing normal business operations (Narasimhan and Talluri, 2009) and
even have adverse correlations with the stock price performance in the long-term (Hendricks
and Singhal, 2005). The sources of disruptions are often both internal and external to the
supply chain, ranging from different upstream supplier side risks to natural disasters, acts of
terrorism or e.g., financial crises (Wagner and Bode, 2006; Blome and Schoenherr, 2011).
Overall, the present times due to the COVID-19 pandemic reflect well the importance of
supply chain risk management, which is another challenge to be tackled by companies and
their respective supply chain managers. The importance of researching supply chain risks is
not, however, limited to so called external shocks to the supply chain – internal sources of
instability and uncertainty must also be considered in order to gain a holistic understanding
of the subject.
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1.1 Background

Managing supply chain risk has increased its importance in the field of supply chain
management especially because of the existence of different trends that have been set in
place in various industries. These trends are often related to the increase of strategic
outsourcing, globalization and exposure to more capable information systems that are
present in controlling the supply chain (Tang, 2006; Narasimhan and Talluri, 2009). The rise
of importance has prompted several suggestions of supply chain risk management (SCRM)
research directions. These directions could be based on, for example, the surrounding
elements consisting of the philosophy, principles, and processes around the concept (Jüttner,
2005). Understanding the looming uncertainty within supply chains can also be approached
from a specialized standpoint, where in-depth concepts such as supply disruptions are
researched in order to find ways to increase practical responsiveness in both short and longterm (Blackhurst et al., 2005). To pinpoint the key issues, themes such as visibility, capacity,
prediction, supply chain re-configuration, damage control and supply chain optimization
tools must be further researched in the framework of supply chain disruptions.
On the other hand, supply chain risk management needs more thorough investigation,
particularly on the theme of identifying risk sources within the supply chain – in fact, this
has been viewed as a gap in the field of research on the subject (Rao and Goldsby, 2009). It
has also been argued that a gap has existed in investigating supply chain risk management
with a systemic supply chain perspective, specifically to determine critical issues from a
practitioner perspective (Jüttner, 2005). Exploring the research gaps in supply chain risk
management have been also directly assessed by Sodhi et al. (2012) in their attempt to
generate specific research areas for the future. Three different “gaps” that are involved with
the future research of SCRM are: 1) no consensus on the definition of SCRM, 2) lack of
research on the response to supply chain risk incidents, and 3) deficiencies in the amount of
research in the field of SCRM. Furthermore, it is concluded that the future research should
be conducted on similar “practitioner communities”, such as companies, that can provide
individualistic data on the risks they are and have been facing in their particular business
environments and industries. In addition, themes such as “sustainability” are regarded as a
valid and important addition in future research of the subject, suggesting the availability of
corporate social responsibility aspects in SCRM research (Sodhi, et al., 2012). All in all, it
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has also been concluded that the research of the joint impact of risks, rather than individual
inspection, may contribute to understanding the management of supply chains - this has also
been lacking in the research of supply chain risk factors, where correlations of risk types and
probability are considered through field and case studies (Ho et al., 2015). Additionally, it
has been further suggested that supply chain risk and SCRM related research consists of
numerous gaps which relate to, for example, the holistic understanding of the SCRM process
and risk categorization structure (Fan and Stevenson, 2018). Based on this preview, there
exists a research gap when the investigation of supply chain risks is in question. Below is
the approximation of the research gap (Figure 1), in which the thesis pursues to focus in.

Enterprise Risk
Management

Supply chain risk
management

Supply chain risks

Multiple case study on
supply chain risk:
sources, probability,
impact and mitigation
capabilities

The research gap, which this thesis aims to cover.

Figure 1: The research gap

1.2 Research problem and objectives

The focus of the thesis research is assessing different supply chain risks, disruptions, and
management within case companies by identifying their respective sources, potential origins,
and level of probability and impact in the supply chain. As a further outline risk mitigation
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evaluation is used to pinpoint potential connections between risk severity assessments and
management approaches. In addition, the overall research process aims also to understand
how the risks are managed in the supply chain, i.e., what can be measured and what are
perhaps some of the tools and methods included in the company’s supply chain risk
management. Consequently, the characteristics of global supply chains and related
perceptions of supply chain risk management will be discussed.
As such the research questions are inherently linked to the previously discussed concept of
supply chain risk and supply chain risk management. The thesis main research question and
supporting research questions are displayed below.

Main research question:
What do multiple risk assessments in globally configured supply chains indicate about
supply chain risk and supply chain risk management?
To gain information about the perceptions related to supply chain risk and supply chain risk
management multiple risk assessments are conducted. The purpose of the main research
question is therefore to find indications that illustrate the concept of the studied phenomenon
from the case companies’ perspective. Establishing illustrative results that answer the main
research question is done through systematically answering the supporting research
questions according to the interview structure, and synthesizing the results based on
accumulated findings.
Supporting research questions:
What are the identified risk types/categories in the supply chains?
To further observe the approach to understanding supply chain risk in the case companies
the sources of risk must be first identified by the case companies. Risk identification can
generate meaningful information about differences of observing risk in different supply
chains. Since the risk assessment is not designed to suit individual companies, risk
identification process will also establish further validity for the research.
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How are different risk categories understood in supply chains in terms of severity?
One of the aims of the thesis is to gather information about different supply chain risk
category perceptions by understanding supply chain risk as a concept that is further divided
into sub-components, namely the risk categories. The risk categories are assessed on basis
of probability and impact, thus potentially establishing a hierarchy of severity for different
types of supply chain risk within respective companies. By evaluating supply chain risks in
terms of severity in multiple supply chains, it is possible to understand the multifaceted
nature of the risk construct in the company environment but potentially individually as well.
How can the impacts of risks occur in the supply chains?
Different types of risk impacts are considered in order to establish examples of disruptive
effects and potential vulnerabilities in the supply chain. Common themes on risk impacts
can potentially be discussed, however the main purpose is to reflect risk impacts on an
exploratory level.
How can risks be mitigated in the supply chains?
Supply chain risk mitigation is a part of the risk assessment process and as such the objective
to understand the elements related to it is a valuable addition to the research. Answering this
supporting research question consists of exploratory attempts to explain different methods
and strategies to control initial occurrence or management of risk post-impact. Companies’
mitigation capabilities are also reflected together with the risk assessment to obtain
information about company-specific relationships of risk severity and mitigation
possibilities.
What are some of the characteristics of supply chain risk management?
Common themes and characteristics of supply chain risk management are also investigated.
One of the objectives of the research is to understand different perceptions of supply chain
risks and supply chain risk management in globally configured supply chains by exploring
different areas related to uncertainty in the supply chain, but also companies’ considerations
about relevance and importance of the concepts.
All in all, the research pursues to find tangible answers to the main and supporting research
questions through a risk assessment framework and selected open questions that further
complement in procuring answers to the research problem. Moreover, the purpose of the
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research questions is to support each other, and therefore some of the practical implications
related to them overlap each other. In summary, risk categories are first established by
identifying them. Following the identification of risks, the supply chain risks are then ranked
by their evaluation scores in company specific profiles and individual risk categories, based
on information gathered via semi-structured interviews. Additional data regarding the
research questions is gathered via open questions. The methodology of the research will be
presented in chapter three prior to the empirical research findings.

1.3 Theoretical framework

Elements of supply chain risk management selected into the thesis are represented in Figure
2. The literature review about the elements includes a brief outlook into many of the facets
of supply chain risk management, risks in general and ultimately the risk assessment
methods used in the thesis research itself. Only the most relevant topics were selected and
viewed in detail.

Supply chain management
CSR and sustainable
supply chain
management

Supply chain
ELEMENTS OF SUPPLY
CHAIN RISK
MANAGEMENT
Risk construct

Supply chain risk
assessment methods

Supply chain
resilience

Supply chain risks

Supply chain
flexibility

Supply chain
disruption

Bullwhip effect

Supply chain
vulnerability

Figure 2: Theoretical framework
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Elements of supply chain risk management are firstly related to the overarching managerial
concept, which deals with supply chain and operations management (presented uppermost).
The conception of supply chains and other focused aspects such as sustainability belong into
this branch as well. Moving down, the specific risk dimensions are discussed in detail, and
are seen to relate closely below the supply chain risk management concept. Risk assessment
methods are also a key part of supply chain risk management. Finally, supply risk and risk
management related concepts and phenomenon such as supply chain resilience, flexibility
and the bullwhip effect are investigated as value-adding parts to the overall perception of the
thesis research and its ultimate goals; namely understanding how risks and risk management
are perceived in the case companies’ supply chain.

1.4 Key concepts
Supply chain risk management:
“The identification of potential sources of risk and implementation of appropriate strategies
through a coordinated approach among supply chain risk members, to reduce supply chain
vulnerability.” (Jüttner et al., 2003)

Risk:
“Risk can be broadly defined as a chance of danger, damage, loss, injury or any other
undesired consequences.” (Harland et al., 2003)

Supply risk:
“The potential occurrence of an incident associated with inbound supply from individual
supplier failures or the supply market, in which its outcomes result in the inability of the
purchasing firm to meet customer demand or cause threats to customer life and safety.”
(Zsidisin, 2002)

Supply chain risk:
“Supply chain risks refer to the possibility and effect of a mismatch between supply and
demand.” (Jüttner et al., 2003)
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Corporate social responsibility:
"The social responsibility of business encompasses the economic, legal, ethical, and
discretionary expectations that society has of organizations at a given point in time.”
(Carrol, 1979)

1.5 Outline of the thesis

The thesis will follow the outline presented in Figure 3.

Figure 3: Outline of the thesis
The thesis starts with a brief introduction chapter, followed by the literature review and
investigation into the theoretical elements of supply chain risk management. The purpose of
investigating the literature is to present many of the relevant themes related to managing
risks in the supply chain. This includes both traditional and more modern aspects. Literature
review is followed by the research, starting from going through the research methodology
and how the research was conducted. Consequently, the research findings are shown and
discussed in detail. The final chapter of the thesis draws the conclusions of the research with
more discussion related to the findings, additionally limitations, managerial implications,
and future research agendas are discussed.

9

2 ELEMENTS OF SUPPLY CHAIN RISK MANAGEMENT

The following chapter will go through the most relevant theoretical contributions related to
supply chain management and supply chain risk management, risks, uncertainty, and
disruptions in the scope of this thesis’ research. The aim is also to assess the perception of
supply chain risks primarily through associated terms, phenomena, and measures in the
framework of supply chain risk management. Focal points will evolve around categorizing
supply chain risks, discussing parameters and potential sources of origin for them. Merging
important concepts such as disruptions, vulnerability, resilience, and supply chain flexibility
is also a part of a determined effort to constitute a holistic overview of the subject. In the
latter part of this chapter the risk assessment frameworks used in the thesis research will also
be illustrated.

2.1 Supply chain and supply chain management

Supply chain by one definition is encompassing all the activities and processes that are
participating in in the deliverance of the end-product to the end-customer, including all
distribution channels from raw-material acquisition, processing, warehousing, and final
delivery (Lummus and Vokurka, 1999). On the other hand, Mentzer et al. (2001) argue that
the supply chain is a configuration of three or more entities consisting of organizations
and/or individuals who are directly involved in the upstream and downstream movement of
various resources. These resources may include, for example, products, services, finances,
or information. Apart from minor definitional differences the key aspects of understanding
the supply chain remain the same: it is an extensive accumulation of processes that are
related to the acquisition, production, and delivery process of a good or service. Key to
understanding modern supply chains is to also assume them as complex networks in which
parallel flows of physical elements and information exist in order to accurately and costefficiently deliver goods and services to the correct location (Jüttner, 2005).
As an overarching managerial concept supply chain management (SCM) is also subject to
interpretation and various definitions but it is largely derived from combining a management
philosophy with scope of the supply chain. It has its roots in the logistics literature where it
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is closely related to inventory management (Ellram and Cooper, 1993; Houlihan 1988).
Supply chain management incorporates the previously discussed supply chain activities into
a smooth process (Lummus and Vokurka, 1999). On the other hand, Ellram and Cooper
(1990; 1993) describe it as “an integrative philosophy” to operate the circulation of resources
of a distribution channel from the suppliers to the end-customer. Apart from individual
definitions there have been attempts to compartmentalize the complexity of the concept. To
illustrate this, Bechtel and Jayaram (1997) found that SCM can be understood by labelling
them in “schools of thought” which underline somewhat different aspects of the operational
and strategic management attributes that are related to it. These schools include the chain
awareness school, linkage/logistics school, information school, integration school and
finally the future school – all of which define the term supply chain management in a similar
yet slightly different way depending on their focus.
Understanding SCM in a more practical sense can also be achieved by examining it as a
management philosophy that is based on three distinct characteristics (Mentzer et al., 2001):
1. By perceiving the supply chain as a whole which includes the management of the
flow of goods inventory from the supplier to the end-customer.
2. By consolidating intra- and interfirm strategic capabilities into a whole with strategic
measures such as cooperation and synchronization.
3. By embracing a customer value focus that is based on unique sources of value for
the customer with the aim of providing best possible customer satisfaction.
With this approach SCM can be somewhat wholly and succinctly understood in the scope of
this thesis: management of upstream and downstream processes must be strategic, and it
must intent to maximize customer value. It is true, however, that as with all terminology and
understanding of concepts there is room for interpretation – Mentzer et al. (2001) further
propose that SCM can be understood as a set of management activities, set of management
processes and that there is even a confusion about the term SCM in relation to supply chain
orientation (SCO) which is perceived to have been erroneously coexisting within similar
attempts to define the term SCM in the literature. Supply chains can be very complex when
it comes to assessing the practical nature of the types of supply chain relationships from a
management perspective. For example, Mentzer et al. (2001) propose that various
conceptualizations of distribution channel relationships include the direct supply chain,
where the firm is in a triad with the supplier and customer; the extended supply chain, where
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suppliers’ suppliers and customers’ customers are added into the chain; and finally, the
ultimate supply chain, where third party members belong to the ever-complicating facets of
the supply chain relationships. The degree of the complexity of channel relationships is
naturally dependent on the individual firm and industry.

2.2 Supply chain risk management

The purpose of supply chain risk management (SCRM) is to concentrate on managing the
risks that can cause negative outcomes that obstruct the operational capabilities of the supply
chain (Bandaly et al., 2012). Many if not all the discussed elements of the supply chain risk
management included in the thesis’ theoretical investigation belong to the field of SCRM in
some shape or form. Even though it is a fairly well researched topic, the literature suggests
that clear and uniform definitions do not exist for the concept of SCRM (Sodhi et al., 2012).
The aim of SCRM is to identify risk sources and apply strategies in order to reduce supply
chain vulnerability (Jüttner et al., 2003; Jüttner, 2005). One of the main objectives of SCRM
is also to avoid destructive “ripple effects” that various disasters or even lesser disruptions
can provoke in a supply chain (Norrman and Jansson, 2004). To illustrate the depth of the
concept, SCRM can also be understood as a complex process or set of processes. For
example, as a part of a five-step process for supply chain risk management and risk
mitigation Manuj and Mentzer (2008b) propose that SCRM consists of three fundamental
components, namely risk identification, risk assessment and evaluation and finally the
selection of appropriate risk management strategy – while implementation of strategy and
risk mitigation being the last two steps related to risk mitigation, which can be of course
considered as part of overall SCRM as well. Similar suggestions have been made by authors
such as Chopra and Sodhi (2004), Norrman and Jansson (2004), Hallikas et al. (2004) and
Zsidisin et al. (2004) whereby managing the supply chain risks consists mainly of a process
of identifying, assessing, implementation of mitigation strategies and monitoring. Supply
chain risk management process is illustrated in Figure 4.
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Risk Identification
Risk Assessment
and Evaluation
Risk Treatment

Strategy Selection

Risk Monitoring

Strategy
Implementation

Norman and Jansson, 2004; Chopra and Sodhi, 2004;

Mitigation

Hallikas et al., 2004; Zsidisin et al., 2004

Manuj and Mentzer, 2008b

Figure 4: Supply chain risk management process, adapted from various authors
To commence any meaningful risk management process, it must start by identifying
potential hazards and threats to the supply chain (Bandaly et al., 2012). Risk identification
as a process is by nature proactive, but it can also be used to become aware of current events
that are causing uncertainty (Hallikas et al., 2004). Whereas some risk identification methods
exist, whether they are precisely focused on the supply chain risk construct (Hallikas et al.,
2004; Norrman and Jansson, 2004) or other risk-dimensions such as vulnerability (Sheffi
and Rice, 2005), a lack of them has been established in the literature (Rao and Goldsby,
2009).
After risk identification the following procedure includes assessment and evaluation. Risk
assessment and evaluation are often related to the probability-impact dichotomy, which is
used in research to scale the most prominent risks with qualitative probability and impact
scores (Bandaly et al., 2012). To enhance risk assessment factors such as interdependency
must be considered and furthermore, it has also been argued that further vulnerability
analyses that measure damages in social, political, economic, cultural and psychological to
individuals and societies should be conducted (Cohen and Kunreuther, 2007). Other
measures to assess risk can include the stress testing of specific links in the supply chain to
identify priorities and tailoring different risk management approaches, to evaluate risks
resource-tradeoffs that maybe implied from using different mitigation approaches (Chopra
and Sodhi, 2004).
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By going through the first two steps of the SCRM process, risk identification and risk
assessment, the primary remaining element which encompasses the success or failure of the
endeavor is the management of risk. Risk management in itself may contain various methods
and tools to reduce identified sources of risk. Some of these methods include risk transfer,
risk taking, risk elimination, risk reduction and further analysis of individual risks (Hallikas
et al., 2004). Moreover, Norrman and Jansson (2004) discuss concepts such as risk
avoidance, risk reduction, risk transfer and risk sharing. Risks can be avoided by eliminating
them or reduced by decreasing probability and/or impact. On the other hand, methods such
as risk transfer can be accomplished through insuring or transferring risks to supply chain
partners. Diversely, structured contracts can be used to share risks and thus lessen or
eliminate their presence (Norrman and Jansson, 2004). Other risk management efforts are
based on similar actions attributed to methods such as hedging, assuming, postponement,
and speculation (Manuj et al., 2014). All in all, it is evident that the definitions and
approaches to risk management strategies have some overlapping tendencies.
As shown in Figure 4, SCRM as a process is straightforward. Some variation in the process
elements by various authors can be explained by understanding them as essentially
alternative conceptualizations, where the ultimate goals and even methods remain the same.
The empirical part this thesis is focused on solely the two first elements of the process; risk
identification through categorization of risks and risk assessment and evaluation through
subjective evaluation of probability and impact. Risk assessment is additionally
complemented by inquiries designed to answer the thesis research problem more thoroughly.
Risk mitigation efficiency evaluation is also used as a complementary aspect to weigh the
different risk dimensions in a broader sense.
In the end, the ultimate goal behind SCRM is to achieve forecasted cost savings and
profitability (Manuj and Mentzer, 2008a). Consequently, some authors also have included
sustainability and stakeholder dimensions in SCRM, where measurable beneficial effects
from practicing sustainable SCRM results, in addition to economic performance, to
environmental and social performance as well (Brandenburg and Rebs, 2015; Giannakis and
Papadopoulos, 2016).
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2.2.1 Risk

The underlying foundation behind understanding uncertainties within the supply chain is the
concept risk. Therefore, the definition of risk and understanding its implications in an
operative business environment is of utmost importance. While risk can be understood in
multiple dimensions the relevancy of the concept in the framework of this thesis will be
focused on the organizational side, particularly from the supply chain and purchasing
management point of view.
According to Harland et al. (2003) the broad definition for risk is that it is a chance for
undesired adverse consequences. Uncertainty about negatively perceived outcomes is a
component in basically all risk constructs, however the source of uncertainty is understood
to be originating from imperfect knowledge (Mitchell, 1995) - in other words, risks may
originate from what is not known or perceived. Deviating from more superficial attempts to
understand risk Yates and Stone (1992) argue that a more refined risk construct is based on
three elements: potential losses, the importance of those losses and uncertainty of the losses.
Mitchell (1995) on the other hand describes it in a more precise and logic-based manner;
risk is an event n that consists of two factors determining the probability of loss and its
significance. This precise formulation of the risk construct is in fact essential to the thesis
research part and will be further illustrated as:
Riskn = P(Lossn) x I(Lossn)
To expand on this definition, it can be further argued that a single risk scales greatly from
the probability of the risk, however, a situation where multiple uncertainties and risk events
are probable and present, the overall risk is the sum of the contribution of all individual risks
(Mitchell, 1995).
As mentioned before the term risk in the business environment has multiple dimensions, and
further specifying characteristics are often attributed to the types of risks that are being
discussed in the framework of various business impacts or the nature of the organizational
transaction. By displaying a combination of various authors work Harland et al. (2003)
concludes that there are different risk types: strategic risk, operations risk, supply risk,
customer risk, asset impairment risk, competitive risk, reputation risk, financial risk, fiscal
risk, regulatory risk, and legal risk. A comprehensive outlook on the risk construct also
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requires the understanding of the effects of the negative contingencies associated with it.
Varying negative impacts of risks can be viewed as six types of losses (Jacoby and Kaplan,
1972; Roselius, 1971; Mitchell, 1995) which are manifested by:
1. financial loss,
2. performance loss,
3. physical loss,
4. psychological loss,
5. social loss, and
6. time loss.
Apart from obvious effects such as financial and performance or time loss, it is also to be
noted that losses caused by risk can be e.g., physical (hazard losses, dangerous to health) or
psychological (ego losses, self-awareness of negative perceptions or expectations) (Roselius,
1971). These can be important aspects when organizational activities are also considered
from a humane standpoint. Furthermore, these types of losses can often range from minor
impacts to catastrophic effects, and often certain types of risk events will in fact cause these
risk types to manifest collectively and simultaneously. (Harland et al. 2003)

2.2.2 Supply chain risk

Supply chain risk is a multifaceted construct and can also be defined in many ways. Zsidisin
(2002; 2003) discusses supply risk and defines it as: “the potential occurrence of an incident
associated with inbound supply from individual supplier failures or the supply market, in
which its outcomes result in the inability of the purchasing firm to meet customer demand
or cause threats to customer life and safety”. This definition is used as a foundation for
understanding supply chain risk in this thesis, as supply risk can be seen to be a cornerstone
in understanding risk in the supply chain or network focus (Zsidisin, 2003). In simplistic
terms supply chain risk relates to any risks in the material or immaterial supply chain flows,
and to the possibility and effect of a mismatch between supply and demand (Jüttner et al.,
2003). Supply chain risk is also tied to the earlier conception of risk where probability and
impact of losses are considered as a dimension of risk but in the case of global supply chains
two more dimensions, “speed and “frequency”, can also be considered as crucial elements
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(Manuj and Mentzer, 2008a). Speed and frequency can be used as an effective attribute for
risk evaluation but an important distinction to be made is that this thesis focuses primarily
on risk probability and risk impact.
While supply chain risks can be thought as a singular conceptual entity, in practical terms it
has been found that identifying sources of supply risk through e.g., categorization is a first
step for risk identification and risk management (Chopra and Sodhi, 2004). Overall,
categorization of supply chain risk can be approached from many directions, such as
corporate governance, financial risk agenda or in terms of multi-level complex system (Peck,
2004). Furthermore, supply chain risk categorization can be achieved by perceiving risks in
the internal-external scope of risk sources (Christopher and Peck, 2004), or further dividing
risk into identifiable components that have severe business impacts (e.g., Manuj and
Mentzer, 2008b; Chopra and Sodhi, 2004); Tang and Tomlin, 2008). Table 1 represents the
relevant theoretical contributions in identifying different supply chain risk categories and
sources.
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Table 1: Different approaches to identifying supply chain risk categories
Theoretical contributions
Jüttner et al. (2003)

Supply chain risk categorization
Environmental risk, network risk
and organizational risk

Spekman and Davis (2004)

Inbound supply, information flow,
financial flow, information systems
security, relationships, corporate
social responsibility risks
Physical, financial, informational,
relational, innovational risks

Cavinato (2004)
Chopra and Sodhi (2004)

Disruptions or delays on systems,
forecast, intellectual property,
receivable, inventory, capacity

Christopher and Peck
(2004)

Process, control, demand, supply,
environmental risks

Sodhi and Lee (2007)
Tang and Tomlin (2008)

Supply, demand, contextual risks
Supply,
process,
demand
intellectual propetry, behavioral,
political/social risks
Supply,
operations,
demand,
security,
macro,
policy,
competitive, resource risks
Framework, problem specific,
decision-making risks

Manuj and Mentzer
(2008b)
Rao and Goldsby (2009)
Badurdeen et al. (2014)

Risk taxonomies based on political,
policy, macroeconomic, social,
natural, organizational, industrial,
and sub-categories of risk

Giannakis and Papadopoulos (2016)

Sustainability related supply chain
risks divided in endogenous and
exogenous
sources
of
environmental,
social
and
financial/economic risks

Table 1 consists some of the various attempts to understand supply chain risk sources by
approaching them on a category basis. It is evident that risks are understood in somewhat
similar settings, however organizational focus and complexity of categorization are variable.
Moreover, sustainability related risks are less sufficiently discussed in the literature. The risk
assessment framework represented in the end of this chapter will utilize the risk
categorization adapted from Manuj and Mentzer (2008b), which is also found in Table 1.
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2.2.3 Supply chain disruption

To obtain a more coherent picture of supply chain risks and how it is perceived the term
supply chain disruption must be further discussed. Disruption can be seen as the impact event
which causes the negative effects of the previously potential risk. Moreover, supply chain
disruption risks are understood as unintended and unplanned events that disrupt the normal
flow of materials in the up- and downstream of the supply chain (Craigshead et al., 2007).
The definition of disruption risk is similar to the previously discussed supply chain risks
because they ultimately pursue to identify the same phenomenon. Moreover, supply chain
disruption risk may arise from operational contingencies, natural hazards, earthquakes or
hurricanes or terrorism and political instability (Kleindorfer and Saad, 2005). Sources of
disruption or disturbance to the supply chain may also originate from “atomistic” (direct) or
“holistic” (indirect) sources and are considered as exploitation of inbound logistics
vulnerabilities (Svensson, 2000). Supply chain disruptions are often considered in the
framework of vulnerability, i.e., how susceptible the supply chain is to disruptions
(Svensson, 2000; Kleindorfer and Saad, 2005; Craigshead et al., 2007).

2.2.4 Supply chain vulnerability

Supply chain vulnerability (SCV) can be defined as “the existence of random disturbances
that lead to deviations in the supply chain of components and materials from normal,
expected or planned schedules or activities, all of which cause negative effects or
consequences for the involved manufacturer and its sub-contractors” (Svensson, 2000). The
cause for supply chain vulnerabilities is seen to originate from developments in managing
of supply chain, which include “leaning” activities and processes such as outsourcing,
globalization of supply chains, single sourcing or otherwise centralized distribution,
increased volatility of demand, technological innovations, centralized production, and
inventory reduction (Jüttner, 2005; Zsidisin et al., 2005; König and Spinler, 2014). As such,
vulnerability can be linked with supply chain risks from a theoretical view because both of
them are tied to the managerial counterpart called supply chain risk management (Jüttner,
2005). Ultimately, it must be noted that the previously mentioned sub-concepts related to
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supply chain risk might become convoluted, especially because there is a lack of agreement
about uniform definitions of supply chain risk and supply chain risk management (Rao and
Goldsby, 2009; Sodhi et al., 2012).

2.3 Supply chain resilience

Another concept to assess the capabilities in the risk-dimension of the supply chain is the
supply chain resilience (SCRES). Principally it means the capability of a system to return to
its original state or change to a different desired state after it has been disturbed (Christopher
& Peck, 2004; Peck, 2005). The discussion about the concept further reveals
multidimensionality of the risk construct itself. This is because SCRES itself is a relatively
new term compared to supply chain risk, but attempts have been made to include it in
multiple disciplines by displaying it as a sort of adaptive capability to respond and cope with
adverse events in the supply chain (Ponomarov and Holcomb, 2009). Key characteristics
attributed to resilient supply chains include agility/flexibility, velocity, visibility,
collaboration (Christopher & Peck, 2004; Jüttner & Maklan, 2011). The aim of the resiliency
factors is to decrease disruptive events and risks in the supply chain. Furthermore, resiliency
capabilities are perceived as strategic initiatives, which can be implemented e.g., by building
in redundancy and increasing flexibility which may help an organizations capability to
regain its operational capacity after disruptions (Sheffi and Rice, 2005). Supply chain
resilience can be also improved by managing vulnerabilities, risks, and disruptions.
Blackhurst et al. (2011) suggest that there are three broad categories, with respective subcategories, that can be developed to enhance supply chain resiliency:
1. human capital resources (e.g., education/training of employees),
2. organizational and interorganizational capital resources (e.g., communication and
relationship development), and
3. physical capital resources (e.g., safety stocks, visibility, risk management)

20

On the other hand, supply chain resiliency reducers have also been discovered. These include
categories, represented by Blackhurst et al. (2011), such as:
1. flow activities (number of nodes),
2. flow units (product complexity), and
3. source of flow units (volatility of supplier location/clusters).
Consequently, supply chain resiliency can be analyzed through these resiliency enhancers
and reducers. This can be done through a visual 2-by-2 matrix where supply chain resiliency
is assessed through enhancing and reducing factors that are company specific. Essentially,
vulnerable supply chains consist of low resiliency enhancers and high resiliency reducers,
which renders them unusually vulnerable to even insignificant disruptions in the supply
chain – this might lead to even disastrous effects in the case of small disturbances. In the
scope of the thesis, resiliency is not analyzed per se, but nevertheless crucial linkages to
resiliency from expected supply chain risk impacts can still be drawn quite clearly.
(Blackhurst et al., 2011)

2.4 Supply chain flexibility

Supply chain flexibility can be understood as a separate concept in the SCM literature –
overall it appears to relate heavily to the previously discussed resiliency. In fact, supply chain
flexibility has been discovered as a direct attribute of resilient supply chains (Christopher &
Peck, 2004; Jüttner & Maklan, 2011). When compared to supply chain risks, flexibility is
also a part of the construct of risk and therefore relate to supply chain and supply chain risk
management.
Increasing flexibility is seen as a strategic priority for many firms – a process which consists
mainly of dealing with changes in production volumes and customer delivery schedules
(Krajewski, et al., 2005). It has been argued that the literature does not represent a clear and
concise uniformly accepted definition of the term flexibility (Manders et al., 2016a; Manders
et al., 2016b). Moreover, the progression of the term over the years has switched from
referring to manufacturing flexibility to instead cover relevant phenomenon related to supply
chain flexibility (Stevenson and Spring, 2009). Stevenson and Spring (2007; 2009) have
identified four categories that the term supply chain flexibility is split on:
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1. what links firm’s flexibility to elements that are external to the firm,
2. flexibility in the design of supply chains,
3. flexibility through supply chain relationships, and
4. flexibility through information sharing.
On the other hand, supply chain flexibility can also be seen as a part of more detailed supply
chain management process, such as scheduling; these so called “short-term process
flexibilities” may relate to processes such as capacity slack, expediting efficiency, or labor
efficiency (Krajewski et al., 2005). It is important to understand that flexibility itself is a
multi-dimensional construct, different elements of flexibility are more visible in different
environments, and that flexibility as a capability does not have to be demonstrated in order
to validify its existence (Stevenson and Spring, 2007). When assessing the measurability of
supply chain flexibility, it is to be understood that equally flexible supply chains can appear
similar in the measurements but for vastly different reasons, i.e., the flexibilities can be
located in different processes. Hierarchical levels of flexibility measurement can be
displayed as:
1. operational flexibilities, manifesting as flexibilities related to machines, material
handling, automation, labor, and more,
2. tactical flexibilities, manifesting as flexibilities related to e.g., product modification,
volume levels, delivery request changes,
3. strategic flexibilities, manifesting as flexibilities related to speed and efficiency of
new designs, expansion capabilities, market-adaptability and,
4. supply chain flexibilities, manifesting as flexibilities related to e.g., robustness of the
supply chain, re-configuration capabilities, up-and-downstream relationships, and
logistics.
Measuring flexibility changes of course with the target industry and specific companies.
However, supply chain flexibility measuring consists of several supply chain processes or
process elements. All in all, it has been established that flexibility is strategically important
to firms and supply chains. (Stevenson and Spring, 2007; Stevenson and Spring, 2009)
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2.5 Bullwhip effect

The bullwhip effect is a well-known phenomenon in the supply chain management literature
and industry. It was first brought up by Forrester (1961) in the seminal work about demand
amplifications. It is defined by the notion that variability of orders increase as one moves up
in the supply chain from retail to manufacturing – in plain language this means that the
changes in retail demand do not accurately reflect the corresponding changes in
manufacturing output (Sucky, 2009). Therefore, the bullwhip effect can also be called as
“demand amplification” (Geary et al., 2006). The importance of bullwhip effect in regard to
supply chain risk management is displayed by the dramatic negative effects it may cause for
the company that suffers from them (Metters, 1997), therefore it can be seen as a source of
uncertainty that can be managed or reduced. Causes for the occurrence demand amplification
can arise from demand signal processing, batch ordering, price fluctuation, and shortage
gaming (Lee et al., 1997), or for example, lack of inter-company communications and delays
between transmittals of receipts and order information (Metters, 1997). Measuring the
bullwhip effect is often done through mathematical investigation on amplification volatility,
such as coefficient of variation, variance, or standard deviation (Wang and Disney, 2016),
but also generic business profitability impact scores can be used (Metters, 1997).
The bullwhip effect is an important component of the thesis, even though it is not measured
or specifically assessed in the thesis’ research, because its reverse application has been
identified as a mitigation response to uncertain supply chain processes, namely through a
method called “reverse bullwhip”. The reverse bullwhip in this case refers to the tightening
of product mix, leading to a scenario where retailers are supplied with a more concentrated
selection of products, which leads to demand satisfaction at the benefit of less variable
resources tied to employing the whole production mix on the current market. However, this
reverse bullwhip method has only been identified as a viable strategy in times of moderate
crisis, such as the COVID-pandemic and “panic”-induced demand variations, and therefore
applied on a short-term basis. On the other hand, some of the case companies have identified
to not having any warehousing stock, but “production-on-demand” based on actualized
demand orders, or simply historical data, dictating what kind of production orders are
expected to be completed on a daily basis. In those companies the demand amplification
effect is minimal.
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2.6 Corporate social responsibility and sustainable supply chain management

Corporate social responsibility, or the triple bottom line, in relation to sustainable supply
chain management have gained importance in both the dimensions of practical business
operating and academic attention seeking to research the subjects (Feng et al., 2017; Meixell
and Luoma, 2015). For example, stakeholder pressure has been identified as a sustainabilityawareness increasing element in sustainable supply chains (Meixell and Luoma, 2015).
Sustainability and responsibility related issues have also been seen as a part of risks in the
thesis research.
Corporate social responsibility (CSR) is defined as: "the social responsibility of business
encompasses the economic, legal, ethical, and discretionary expectations that society has of
organizations at a given point in time" (Carrol, 1979). In addition, the sustainability aspect
of responsibility has been included in the more recent triple bottom line (TBL) construct
(Elkington, 1998), which has seen growth over the recent decades. The triple bottom line
can be argued to combine environmental, economic, and social performance not only in
attempt to establish competitive advantage for companies, but to achieve it in the framework
of sustainability (Carter and Rogers, 2008).
The merging of CSR with the traditional supply chain management philosophy results in
conception of sustainable supply chain management. Sustainable supply chain management
is a term that can be defined in many ways in the scope of the supply chain. Alternative
conceptualizations include terms such as green supply management (Lintukangas et al.,
2015) or green supply (Bowen et al., 2001) and many more, underlined by common theme
to link supply chain management to previously discussed areas of corporate social
responsibility and TBL approach. As an example, a conceptual framework for sustainable
supply chain management can be presented (Brandenburg and Rebs, 2015). It includes the
traditional triad-supply chain with the focal company surrounded by:
1. sustainability goals related to economic, environmental and social performance
2. sustainable supply chain management practices such as sustainable supplier
management, managing sustainability risks, managing pressures and incentives,
3. stakeholder groups, such as governments, customers, NGOs etc.
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All of these factors represented in the framework from stakeholders and different supply
chain processes are interconnected. (Brandenburg and Rebs, 2015)
The purposes to initiate sustainable supply chain management can be manifold, but they are
often related to increasing competitive performance or responding to stakeholder pressure
(Seuring and Müller, 2008; Gold et al., 2010). Identifying problems in the supply chain
before they emerge in public’s knowledge and cause brand reputation loss for companies is
also recognized as a driver for sustainability (Seuring and Miller, 2008). This kind of
pressure from the public eye, but also external pressure from governments and NGOs, has
also been recognized as one of the driving forces to monitor CSR and sustainability issues
in the supply chain in the case companies of the thesis research.
The era of sustainability focus in global supply chains has also introduced a new facet of
uncertainty in operative business environments that needs to be managed. Particularly when
approached from the supply chain risk dimension, achieving sustainability is seen as an
efficient strategy to deal with contemporary challenges that face global supply chains.
Categorizing supply chain risks from a sustainability perspective, it has been found that risks
can be allocated to endogenous and exogenous categories of environmental, social and
financial/economic risks. The management methods and processes of the sustainable supply
chain, however, are similar to the traditional supply chain risk management process:
identification, assessment, and risk management. (Giannakis and Papadopoulos, 2016)

2.7 Supply chain risk assessment framework

The primary methods of structured risk assessment used in the thesis’ research will be
presented in this chapter. Here structured risk assessment is divided into three different
elements: identifying risk categories with a true/false statement for selected risk categories,
assessing probability and impact of risks in these identified categories, and finally, assessing
risk mitigation capabilities with evaluation scales that qualitatively correspond to the
probability/impact evaluation. Ultimately, the supply chain risk assessment leads to
categorization and mapping of risks in the dimension of probability/impact, where
additionally mitigation capabilities can be compared with the overall perceptions of risk in
the supply chain.
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2.7.1 Supply chain risk categorization framework

For the empirical part of the thesis the following risk categorization approach (Table 2) is
employed. It is adapted from Manuj and Mentzer (2008b) specifically because of the
practical nature in terms of understandability and relatability of the categories. It is also
deemed sufficient to cover the supply chain risk concept from its many dimensions with
flexibility. Macro, policy, competitive and resource risks are thought to overlap with supply,
operational, demand and security risks to some extent, however these are always individual
considerations on supply chain to supply chain basis (Manuj and Mentzer, 2008b). The
existence of the specific supply chain risks presented in Table 2 was established with
true/false statements prior to the actual risk assessment.
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Table 2: Supply chain risk categorization used in the thesis, adapted from Manuj and
Mentzer, 2008b
Type of risk

Source

Supply risks

Disruption

of

supply,

inventory,

schedules

and

technology access; price escalation; quality issues;
technology uncertainty; product complexity; frequency of
material design changes
Operational risks

Breakdown of operations; inadequate manufacturing or
processing capability; high levels of process variations;
changes in technology; changes in exposure

Demand risks

New product introductions; variations in demand; chaos
in the system

Security risks

Information systems security; infrastructure security;
freight breaches from terrorism, vandalism, crime, and
sabotage

Macro risks

Economic shifts in wage rates, interest rates, exchange
rates, and prices

Policy risks

Actions of national governments like quota restrictions or
sanctions

Competitive risks

Lack of history about competitor activities and moves

Resource risks

Unanticipated resource requirements

Supply risks in this category adhere to the previously discussed definition by Zsidisin (2003),
where possibility of an event is associated with inbound supply that can cause failures that
result in inability to meet customer demand or causes threat to customer life and safety.
Moreover, it is perceived as existing around the movement of materials in the supply chain
and includes practical considerations such as reliability of the supplier, single versus dual
sourcing, make or buy decisions, centralized vs. decentralized sourcing and security issues.
Reliability issues with the supplier incorporate adverse selections, moral hazard and goal
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conflict. Single vs. multiple sourcing risks arise from disruption of supply which may be
voluntary or opportunistic, inventory disruptions and/or schedules, technology access
disruptions, price escalation and quality issues. Make or buy decisions related risk factors
on the other hand deal with technological uncertainty, product complexity and frequency of
material design alterations. (Manuj and Mentzer 2008b)
Operational risk category includes possible negative occurrences in the firm’s production
ability that affect quality, timeliness, and profitability – for this reason they are perceived to
be originating within the firm. Possible effects of operational risk realization include
breakdowns in core operations, deficiencies in manufacturing and processing capabilities,
increasing level of process variation, technology changes that affect negatively on
production facilities and changes in operating exposure. (Manuj and Mentzer 2008b)
Demand risks relate to the possibility of negative occurrences in outbound flows of
materials, goods or products which affect order placement of customers. They can originate
from inefficient product introductions, demand variations and chaos in the system which can
be caused by overreactions or unnecessary interventions (Johnson, 2001; Wilding 1998).
(Manuj and Mentzer 2008b)
Information security risk category is based on risk possibility from entities that reside outside
of the supply chain with potential criminal motivations, and their sources are often related
to information leaks, hacking or otherwise inadequate security measures, instability of
infrastructure and freight breaches. Macro risks are dependent on currencies and other
economic developments such as exchange rates. Competitive risks reside outside the supply
chain in competitors’ actions. Finally, resource risks consist of unanticipated resource
requirements. (Manuj and Mentzer 2008b)

2.7.2 Supply chain risk probability/impact framework

The supply chain risk assessment framework used in this thesis is presented in Figure 5. The
scale is based primarily on an adaptation of risk assessment methods presented by Hallikas
et al. (2004) and Norrman and Jansson (2004). However, it must be added that vulnerability
and disruption assessment method presented by Sheffi and Rice (2005) result in a
thematically similar output when considering risk probability and impacts. Blackhurst et al.
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(2011) also presented similar methods in assessing supply chain resilience. Moreover, the
logical foundation for the tool can also be understood to be partly originating from the
traditional risk perception formula by Mitchell (1995) where risk n is a factor of the
probability of the risk and impact of the risk:
Riskn = P(Lossn) x I(Lossn)
The results in the risk assessment framework are based on two components, namely
probability and impact. These two components are individually evaluated in the empirical
research. The risk map can be used to view individual supply chain risks or all of them
together, dependent on the favored approach to understand the phenomenon.

Figure 5: Risk assessment framework, adapted from Hallikas et al., 2004; Norrman and
Jansson, 2004; Mitchell, 1995
Moreover, severity of risk events is often exhibited risk maps or matrixes such as shown in
Figure 5 (Norrman and Jansson, 2004). This kind of representation of risks also produces an
overall view of all the risks that are being assessed and pinpoints the most crucial risks in a
visible manner, also indicating if probability, impact or both can be reduced to gain more
control of the risk (Hallikas et al., 2004). Essentially, risk perception in the presented risk
map scales from left to right, and from down to up, to show the overall level of combined
risk in the dimensions of risk probability and impact. Furthermore, the qualitative
classification of risk probability and impact which are used to generate the visual risk
assessment diagram are presented in Table 3 and Table 4.
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Table 3: Evaluation scale for probability of risks, adapted from Hallikas et al., 2004;
Norrman and Jansson, 2004; Mitchell, 1995

Evaluation scale for probability of risks:
1 (Very low probability) - Occurs very rarely or not at all
2 (Low probability) - Occurs rarely
3 (Intermediate probability) - Occurs moderately often
4 (High probability) - Occurs often
5 (Very high probabilty) - Regular and persistent occurrences

Table 4: Evaluation scale for risk impact, adapted from Hallikas et al., 2004; Norrman and
Jansson, 2004; Mitchell, 1995
Evaluation scale for risk impact:
1 (Very low impact) - Inconsequential effects, does not affect
operational activities
2 (Low impact) - Lesser effects and costs
3 (Intermediate impact) - Temporary negative effects and costs
4 (High impact) - Lasting negative effects and costs
5 (Very high impact) - Disastrous effects, business activities
suspended

Perhaps the most important distinctions to be made from Table 3 are that very low
probability is thought to represent zero risk and on the other hand very high probability
represents continuous occurrences, while the values between are relativistic and subjective
assessments by the interviewee. Moreover, same separation must be given in the evaluation
scale for impact, represented in Table 4, where very low impacts have in essence zero
operative effects, while intermediate impacts are thought to be short-term effects, high
impacts as long-term effects and finally very high impacts are seen as disastrous effects
halting partly or fully the associated business activities.

2.7.3 Supply chain risk mitigation capabilities framework

Moving on, the last structured tool used in the empirical part is supposed to measure the
level of supply chain mitigation strategy. A similar evaluation scale compared to Tables 3
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and 4 was used to represent the subjective evaluation of risk mitigation in the supply chain.
This scale is presented in Table 5:
Table 5: Evaluation scale for level of mitigation, based on Table 3 and Table 4 to provide
complementary point of view in the dimension of supply chain risk management
Evaluation scale for level of mitigation:
1 (Very low mitigation) - No mitigation methods or strategies
2 (Low mitigation) - Mitigation methods and strategies are
insufficiently implemented or they are otherwise not efficient
3 (Intermediate mitigation) - Mitigation methods and startegies are
sufficiently implemented or they are otherwise moderately efficient
4 (High mitigation) - Mitigation methods and strategies are almost
fully implemented or they are otherwise efficient
5 (Very high mitigation) - Mitigation methods and strategies fully
implemented or they are otherwise very efficient

The purpose of the risk mitigation scale is to gain insight about the correspondence of
currently perceived risk mitigation level to the previously perceived combination of risk
probability and impact. It uses the same relative approach to evaluate mitigation by 1
corresponding to no mitigation and 5 corresponding to full or very efficient mitigation that
does not need to be improved or further developed. The scale was proven to be intuitively
understood and successful in obtaining meaningful data from the research’s interview
participants.

31

3 METHODOLOGY
This chapter outlines the research methods and methodology used in the thesis’ empirical
research of assessing supply chain risks and management approaches. In short, the research
is derived with the help of the previously presented theoretical part, where contributions
regarding supply chain risk management and related concepts are considered. Also, specific
tools and methods represented in the earlier chapter will be implemented in order to assess
the supply chain risks according to the data retrieved. Moreover, evaluating the thesis
research methods’ reliability and validity will also be discussed in the end of this chapter.
Limitations of the research are discussed separately in the last chapter of the thesis.

3.1 Qualitative research and case study method

Ketokivi and Choi (2014) define qualitative research as “a research approach that examines
concepts in terms of their meaning and interpretation in specific contexts of inquiry”, as
opposed to quantitative which uses examination of amounts, intensity, and frequency. A case
study, on the other hand, is a form qualitative research - an empirical enquiry that aims to
investigate a contemporary phenomenon within its real-life context, specifically when the
confines between the investigated phenomenon and context are not clear (Yin, 2003).
Moreover, it is suggested that the case study method is applicable in particular when the
research questions are based on “how” and “why” the investigated phenomenon takes place,
when the events dictating it are not controlled, and when the focus is on contemporary events
(Yin, 1989; Stuart et al., 2002). Case study research process can be represented in eight
different phases that follow each other in order Kähkönen (2011). The research process for
case studies is presented in Figure 6 below.
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Literature review
Defining research questions
Research methodology selection
Case selection
Data collection method selection
Data collection
Data analysis
Conclusion drawing

Figure 6: The research process for case studies (Kähkönen, 2011)
The basis and starting point for case study research is the literature review, which enables
the researcher to identify potential research gaps and define research questions and overall
research strategy (Kähkönen, 2011). The foundation of case studies is also based in the fact
that it is a “many-sided view” when investigating a situation or concept (Halinen and
Törnroos, 2003). Moreover, case studies may be implemented for different types of research
purposes, such as 1) exploration to uncover areas for research and development, 2) theory
building to identify key variables, linkages and “why’s” of relationships, 3) theory testing,
to test previously developed theories or predict future outcomes, and 4) theory
extension/refinement, to mold existing theories to fit better into newly observed results (Voss
et al., 2002).
Case selection in case studies can include single or multiple cases. The research is based on
four company interviews. Moreover, data gathering conducted to acquire research data can
be based on different types of interview techniques, such as the semi-structured interview
used in this thesis (Seuring, 2008). Semi-structured interviews are known for using different
themes and key questions when establishing casual relationships between variables
(Saunders, 2015) In the interview process it is important that the interviewer gains the
interviewer’s trust quickly to be able to determine true casual relationships (Stuart et al.,
2002).
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3.2 Case companies

In total four companies were selected for the interviews. The researched and represented
companies and interviewees in this thesis will remain anonymous. The case companies
selected for the research are all established in a global supply chain environment. This means
that the supply chain activities, production, or sales operations exist in multiple countries or
continents. However, selected company size and location in supply chain vary on companyto-company basis, and so do their specific supply chain risk-associated priorities, problems,
and complications. Apart from the size, the alterations in risk focuses are mainly based on
belonging to a different branch of industry and company-specific protocols. Table 6
represents the industries and relative sizes measured in yearly turnover (€), with a random
scale based around actual turnover, displayed in this way to further preserve anonymity:
Table 6: Selected case companies
Case company

Industry

Company A

Pharmaceutical

Company B

Technology industry, design

Company C

Food industry
Product development,
research and design

Company D

Yearly
Turnover
(scaled)
600-1200M€

Interviewee Title

Sourcing Manager
Procurement and
25-45M€
Sourcing Manager
100-150M€ Operations Director
15-30M€

Operation Manager

While there is some variation in company sizes and industries, it is to be noted that all the
interviewees had large amounts of experience from observing, managing, and assessing a
multi-tier supply chain environment. In this regard, the interviewees are regarded as experts
of the field, that not only gave their subjective estimations on the theme of supply chain risk
assessment within the confines of their current managerial position, but to some extent in
their expert-capability and accumulated experience overall through-out the years of being
practitioners.
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3.3 Data collection

The research data was collected through semi-structured interviews. These interviews took
place in early April of 2021 and they were conducted with a remotely accessible software
with conversational call, recording, and screen sharing capabilities. Especially due to the
present situation at hand with the COVID-19 pandemic it was deemed necessary to approach
these interviews flexibly with public health instructions in mind. By employing a type of
adjustable phone interview-technique, which consisted of actual interviewing, going through
the interview form together with remote control and free and open-minded relationship with
the interviewer and interviewee when it comes to structure and progression of the interview,
the interview process was capable to develop a concentrated data about present supply chain
risk perceptions in the given supply chains. To preserve some of this interview data,
specifically on the area of open questions or other thoughtful freeform exploration and
discussion of the concepts during the interview, it was mutually agreed that the interview is
to be recorded. Recorded sections of the interview aid in further analysis in the research, and
meaningful parts of that are also contextually transcribed in the empirical analysis. The
interview consisted of 53 individual questions, most of them being structured evaluationscale based and the rest were open questions. The interview form can be found on
appendices. Discussion and elaboration of thoughts took place in both types of questions,
however, resulting in a fluid interview where the freedom was given to the interviewees
according to their willingness to spontaneously illustrate and share thoughts on the topics
related to interview questions even in the case of structured questions. The average interview
length was 54.5 minutes, with some variation between interview participants.
The interview question form and related reference material, that consisted of crucial
definitions of supply risk categories, were delivered to the interviewees beforehand so that
they can, if desired, explore the themes of the interview, individual questions, or the research
specific approach to understanding risk categorization in order to prepare for the interview
and provide more in-depth expert opinions and answers regarding the interview questions.
Because of this pre-delivery and chances to comprehend the upcoming interview beforehand
the interviewees were able to provide swift and concise judgements, which allowed the
interviews themselves to progress with quick succession and very minimal confusion about
the individual elements, definitions, and purposes of the interview questions.
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Data collected from the interview participants was overall very coherent, with some
exceptions. Structured multiple-choice questions were default for everyone, but openness
and willingness to elaborate different concepts varied between participants during all the
question types which overall affected the details and reliability of what can be reported in
the research.

3.4 Reliability and validity

Semi-structured interviews can lead to concerns about reliability and validity due to lack of
standardization (Saunders, 2015), and whether other researchers would be able to find
similar information. Personal biases are also a potential issue in semi-structured interviews,
where the interviewer or interviewees might impose their personal beliefs or attitudes on the
data the cost of objective information. Findings gathered from a semi-structured interview
might also not be repeatable because the information reflects only the state of information
in the moment it was first collected. Using a small number of cases might also lead to
generalization issues because there might not be enough information to formulate objective
conclusions. Moreover, transferability of research derived with semi-structured interviews
can also be difficult due to inaccurate portraying of detailed research methods, data
collection and interpretations. Validity and credibility of a research conducted through semistructured interviews can be high, though it requires flexibility in assessing answers given
by looking at both positively and negatively reinforcing aspects that relate to the research
itself. Limitations of the research are discussed in the last chapter; however, it can already
be stated that risk assessment based on subjective opinions from a standpoint of multiple
interviewees generates reliability problems, but also certain validity problems if the findings
of the research are considered outside the case supply chains. (Saunders, 2015)
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4 RISK ASSESSMENT IN GLOBALLY CONFIGURED SUPPLY
CHAINS

This chapter goes through the analysis of the results based on the four semi-structured
interviews. The purpose of the research is to assess supply chain risks from two perspectives
and provide illustrative examples with the help of open questions. Firstly, the company-focus
includes assessing supply chain risks and their relevant interrelations in the company’s
overall risk perception. The company focus also includes the examination of realized supply
chain risk impacts in their respective supply chains. Risk mitigation capabilities are also
considered in the company risk profiles, which is used as a complementary view to assess
the level of supply chain risk management and relation to perceived supply chain risks.
Secondly, also an independent risk overview is constructed by weighing all the data gathered
in the research together. Various information about specific characteristics of supply chain
risk and risk management collected in the interviews will also be presented in an attempt to
holistically understand the previously delineated research problem.

4.1 Identified risk categories

The first step of the research was to find out whether the risk categories (Table 2) adapted
from Manuj and Mentzer (2008b) are identified by the interviewees. This is because the risk
categories were not individually tailored on company-to-company basis, nor was industry
considered. The identification of risk categories was deduced with “Yes” and “No” answers,
with the help of category definitions with both English and Finnish translations provided
flexibly before and during the interview. The results of the identification process are
presented in Figure 7.
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Figure 7: Identified risk categories
The results show that most of the risk categories were indeed identified to be a part of supply
chain risks. The existence of supply risks, demand risks, policy risks, competitive risks and
resource risks were identified to be part of supply chain risks by all the interviewees.
Operational risks were not identified by one interviewee. To some surprise, the existence of
security risks was denied by 2 interviewees. Finally, macro risks were also not identified by
two interviewees. In total 27 out of 32 (84%) answers were positively identifying the risk
categories as risk sources, whereas 5 out of 32 (16%) did not identify a specific risk category
as a risk source.
Consequently, most if not all the non-identified risk categories were said to be recognized
or understood but that they were for various reasons not relevant to risk assessment at the
current moment and therefore not included. This is an important distinction to make because
apart from not including them in the identified risk categories many of the companies were
able to assess these risks to have some level of severity in the supply chain regardless. When
considering some of the reasons related to not identifying some of the specific risk categories
presented in the interview, the main arguments were mostly related to two different aspects.
For example, Company A insisted that due to internal company policies, risk management
programs or protocols security risks were not included as a source for risks, even though
their existence could be intuitively acknowledged or even discussed within the company –
this is because the processing of this risk category was not in any way, shape or form
structural. On the other hand, Company B argued that the sensitivity of a specific industry
in which a company operates was seen at the moment stable enough to discard the existence
of security risk totally. It was noted, however, that this is based on the present perception
and is prone to change in the future. This underlines the multidimensionality of the supply
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chain risk construct by implying that risk perceptions also have a to be considered in the
framework of time and specific circumstances. Moreover, risk identification per risk
category is not always accurately definable because some of the risk categories are seen to
overlap each other - this was reflected both in the theoretical inspection of the risk sources
and by the interviewees themselves. Ultimately, the risk identification process was
nevertheless straightforward in all the interviews - most of them, whether identified or not,
were simply quoted as true or false without further discussion.
Following the structured identification process of risks based on the pre-conceived risk
categorization framework an open question was presented about the potential existence of
other risk categories or sources of risk. It was found that the eight presented risk categories
overall fit very well into existing risk perceptions, and that most of the perceived risks fit
into their respective confines. However, some differentiation began to emerge in the shape
of a new risk types that were not discussed in the structured categorization framework. While
it was agreed that risks were well represented by the category framework, some of them
could be re-iterated in order to more accurately assess those risks in a more specific risk
typology. For example, country or region-specific risks due to combination of culture,
legislation and other elements were identified as a crucial element in risk sources, but not
necessarily underlined well enough in the presented risk framework. When specific reiteration was not needed it was mentioned, for example, that global scale developments in
diplomatic relationships and management of the COVID-19 pandemic might require new
typologies to be implemented later (Company B). New suggested risk typologies are
presented in Table 7.
Table 7: New risk typologies suggested by the case companies
Suggested new typologies for supply chain risk
Environmental risk
CSR-risk
Impartiality risk

Reported by
Company A
Company C
Company D

Firstly, it was noted by all the interviewees that corporate social responsibility element was
a part of the operational dimension of the firm and industry. Two of the interviewees brought
up the existence of corporate social responsibility in the area supply chain risk management.
For example, Company A referred to environmental risk as a source of risk in supply chain
management, with the caveat that it is at present time determined outside of risk
management, however. Company C further elaborated that being involved with food and
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agriculture industries, it naturally poses responsibility dimensions in operative management
of the business, which also can be seen as part of supply chain risks. Preparedness to answer
and act according to corporate social responsibility breaches or problems was identified as
an important part of managing operations on a global scale, and often these, if associated
with risks, manifest differently in different countries and regions of operation. Moreover,
related terminology such as environmental, social and governance (ESG) was brought up as
a completely element in the business model that is present in managing risks and operating
sustainably (Company C). Corporate social responsibility related risks are also seen as
transformational; they keep developing and unless you are aware of new trends or new
important topic discussed in the sustainability dimension, you risk at causing negative effects
to the business.
Another risk typology was proposed by Company D by mirroring the core business
operations to the specific requirements that are needed in order to conduct the firm. The
agreed definition of the new risk was called impartiality or neutrality risk – meaning that the
employees of the firm must adhere to rules, regulations, and standards to remain as
independent, impartial or neutral as possible when evaluated by internal and external
inspectors. This impartiality-imperative was present in normal business operations, but also
emanated into the supply chain operations, and was therefore a part of supply chain risks.
All in all, the identification process showed that companies are capable of identifying the
supply chain risk construct as a concept that is formed from separate constituents, in this
case the risk categories. Furthermore, companies are capable of proactively enhancing the
accuracy of possible risk typologies by suggesting new alternatives or including previously
unmentioned themes such as regional dimensions into the concept of how supply chain risks
can be perceived. Even in the case of not including particular risk categories as structured
sources of risks in the assessment, companies are capable of intuitively understanding them
as part of supply chain risk and supply chain risk management.

4.2 Risk profiles

Mapping the risks in a probability/impact matrix is the next procedure after establishing the
presence of supply chain risk categories in the case companies. Risks are mapped on a
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company basis in order to view the risks in relation to each other within respective
companies. Furthermore, the presented supply chain risk assessment is complemented with
the evaluation of risk mitigation capabilities and how they link to the overall risk perception.
Additionally, company specific risk impacts are discussed in the following independent
company profiles.
The thesis research found that by assessing severity of different risk categories through the
average of probability and impact it is possible to make suggestions about current level of
importance of different risk categories in the case companies. This notion assumes that the
weight of probability and impact are considered the same, which is in the end a subjective
perspective. The results reflecting category-based severity are presented in Table 8.
Table 8: Severity of risk categories in case companies
Very High (4.5 - 5)

Company A

Company B

Supply

High (3.5 - <4.5)

Intermediate (2.5 - <3.5)

Competitive, Supply,
Operational, Policy

Demand, Resource,
Environmental*

Demand, Policy, Resource

Macro

Operational, Competitive,
Security

Operational, Competitive,
Supply, Demand, Security,

Macro, Resource, CSR*,
Policy

Supply, Policy

Impartiality*

Company C

Company D

Operational

Demand, Resource, Security,
Competitive

Low(1.5 - <2.5)

Very Low (1 - <1.5)

Security, Macro

Macro

Table 8 suggests that there are many severe risks present in the case companies’ supply
chains which promotes the importance of active supply chain risk management. Suggested
complementary risk categories by case companies are marked with an asterisk. It was also
found that there are clear hierarchies within supply chains, which indicates that selective risk
management based on most important risks could be utilized. Companies also have risks
present in the supply chain that may not be considered very important. A detailed discussion
about company specific risks is presented further in the independent company profiles.
Furthermore, by assessing whether the most critical component contributing to the severity
of a risk category is probability or impact it is possible to suggest which one should be
prioritized first from a risk management perspective. In the case of a category attaining
similar evaluation for probability and impact it is suggested that both are decreased. If a
category is perceived of low importance to the company priority suggestions are not given.
The results related to priority of decreasing specific risk elements is illustrated in Table 9.
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Table 9: Priorities to decrease the severity of risk categories in case companies
Prioritize decreasing
probability

Prioritize decreasing impact

Prioritize both

Company A

Policy, Environmental, Supply,
Operational

Company B

Supply

Competitive, Demand,
Resource
Demand, Policy, Resource,
Macro

Operational, Competitive,
Security

Not important risk
Macro, Security

Company C

Demand, Security

Operational, Supply,

Competitive

Macro, Resource, CSR, Policy

Company D

Resource, Competitive

Operational, Demand,
Security, Policy

Supply

Macro, Impartiality

As depicted in Table 9, companies have varying compositions of risk – the primary
determining factor of a risk severity could be probability or impact, or they might attain same
values. Therefore, decreasing risk severity in the supply chain must be considered
independently from an individual company’s perspective. All companies do not possess only
probability-oriented risk diminishing priorities, whereas priorities to diminish impacts are
present uniformly in the case companies. This is because impact assessments were on
average higher than probability assessments. Equally assessed risks that consist of same
probability and severity were also found, in which case companies can pursue to diminish
either or both of the severity drivers. Consequently, decreasing the severity of a risk category
must be considered separately for each risk in each company.
The research also concluded that there are several different types of risk impacts present in
the case companies. These risk impacts are illustrated in Table 10.
Table 10: Risk impacts in case companies
Different types of risk impacts in case companies

Reported by

Supplier turns into direct competitor
Authorities denying supplier permits
Material flow/logistics related risk impacts
Single supplier failure
Supplier attaining monopoly position by gaining leverage
Failure in supplier selection*
Product/service design related impacts
Concentration of manufacturing input**
Offshore exports related impacts
Information systems breach
Equipment breakdown
Failure to maintain equipment
Loss of core competence
COVID-19 related risk impacts

Company A
Company A
Company B, C, and D
All companies
Company B
Company B
Company B and D
Company C
Company C
Company D
Company D
Company D
Company D
All companies

* Reported specifically by Company B, but essentially it may be argued that all case companies' supplierside
failures are partly originating from failure in selection.
** A source for both risk impacts and mitigation of risks.
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Supply chain risk impacts are mostly company specific, as can be seen from Table 10. It is
also to be noted that some risk incidents which are listed here as separate might have
overlapping tendencies. Some risk impacts might also cascade into other forms of risk in
case of realization (e.g., failure to maintain equipment leads to equipment breakdown, or
single supplier failure leading to other types of negative events). However, some risk types
such as single supplier failure and COVID-19 related risk impacts are present in all supply
chains. Even though reported within similar risk types, the risk dimensions themselves can
have varying properties within respective supply chains of companies. It can also be
suggested that one of the common themes of risk impacts relate to dependency on inadequate
number of suppliers and resources. Impacts of COVID-19 were also uniformly reported –
these impacts are further discussed as a separate aspect in section 4.5.6, however.

4.2.1 Company A

The supply chain configuration for Company A is defined as global. Company A did not
identify security risks and macro risks as a source of structured risk in the interview. As an
alternative category, Company A suggested that environmental risks could be included in
the risk assessment, as environmental awareness was part of the supply chain management,
despite it being defined outside the company’s risk management at the time. Apart from the
two non-identified categories the risk evaluation resulted in a somewhat even spread, mostly
between average levels of probability and impact. Although some categories could be
considered critical. The risk profile associated with Company A is presented in Figure 8.

Figure 8: Company A risk profile
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According to the risk map the most important risks for Company A are competitive risks
[4,4], followed closely by the second cluster of supply risks, operational risks and policy
risks [3,4; 2,5]. From purely risk impact perspective policy risks are rank among the highest
with a very high impact, but these risks are evaluated to occur very infrequently, lowering
their total risk score in the risk map. The new risk typology as proposed by Company A,
environmental risks [2,4], ranked slightly below the second cluster with higher impactfulness
but lesser probability. Demand and resource risks fall into the middle of the risk evaluation
map [3,3]. Macro and security risks were not a part of structured risks; therefore, they have
been attributed to have very low probability and impact. To complement the risk profile of
Company A, the risk mitigation capabilities are presented next in Figure 9.

Figure 9: Company A mitigation capabilities
Risk mitigation capabilities of Company A are reflected by a high perceived risk mitigation
strategy implementation against competitive risks which was ranked the highest risk source
for the company. Furthermore, corresponding to the earlier risk severity assessment next
crucial risk categories fall into the intermediate risk mitigation capabilities. This would
suggest that Company A has employed a proactive risk strategy for competitive risks, but is
slightly behind in supply, operational, policy and environmental risks if the level of
mitigation is used as a counterpoint. Low mitigation capabilities assessed for demand and
resource risks indicate also that they have potential to be developed further, since their scores
in the risk map fall into the area of average risk severity. Overall, eight out of nine (89%)
potential risk categories were mitigated on intermediate level or worse, which leaves many
improvement opportunities on that regard should the company pursue more efficient risk
mitigation capabilities. It was agreed that since security and macro risks are not considered
as structural part of the company risks, their risk score and mitigation were ranked into the
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minimum values of the spectrum, however in this consideration it could be suggested that
relevant areas to them are still monitored at some level to prevent possible future disruptions.
When discussing risk management strategy, it was mentioned that the basis for initiating,
developing, and assessing risks more particularly is a realized risk event or perceived
occurrence of negatively affecting event.
“We have initiated risk management when the risk has realized for the first time, and after
that we have been trying to more actively manage it in future’s perspective.”
This statement somewhat underlines the problems associated with uncertainty – it is difficult
to assess and manage without having concrete evidence of the risks that can take place. Of
course, a framework for risk management must exist at some level but at least in the case of
severe supply chain risks it seems that their appearance and required management can be
sudden. Following a discussion about realized risk impacts it was mentioned that in the
pharmaceutical industry the most prominent forms of risk impact that came to mind were
related to competitive risks and policy risks. This was also reflected in the risk assessment
framework.
“One big risk which is related to our industry is that our suppliers can turn into our direct
competitors and start selling the [previously supplied] products themselves.”
This form of development in the supply chain’s supplier relations is not only possible but
already happened according to Company A. The transformation of supplier into competitor
cannot be easily predicted, if at all, Company A representative re-iterated further. This is
another example of risk management protocol initiating after a risk has realized. Active way
of managing this risk is mostly related to balancing the business relationship by incentivizing
the supplier to not take these sorts of actions in order to keep the supply chain stable.
In the case of policy risks it was briefly mentioned that they happen in the upstream of the
supply chain. An example was given that the governing authorities denied a supplier of
manufacturing permits. Even though supply and operational risks were ranked to be
somewhat critical in the risk map, they were not seen to have been realized in the supply
chain with enough importance to give any sort of anecdotal information. Raw material
availability was one of the aspects seen as related to supplier-side risks and understood only
as a theoretical risk.
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4.2.2 Company B

Supply chain configuration of Company B is global. Company B reported to identify all risk
categories except for operational risks and security risks. Operational and security risks were
not seen as key risk features in day-to-day operations and supply chain management
processes, although their presence could be anticipated or foreseen in the future. No
alternative risk typologies were proposed, the risk categories presented were deemed to be
sufficient to fit in all supply chain related risks. It was added, however, that the COVID-19
pandemic or country/region specific or caused risks could be attributed individually, but that
it was also acceptable to fit them in the presented categories. Overall, the risks assessed by
Company B ranked quite high on the evaluation spectrum. Company B risk map is presented
in Figure 10.

Figure 10: Company B risk profile
By far the most crucial risks in Company B’s supply chain are supply risks [4,5]. Demand
risks, policy risks and resource risks are clustered as second most important risks sources
[4,4] – it was added that specifically uncertainty towards future demand and resource related
risks were considered a barrier for progress in achieving growth-oriented goals. Macro risks
present a medium level risk [3,3], followed by operational and competitive risks in a lowrisk cluster [2,2]. Operational risks were not identified as a relevant risk category, however
as the interview progressed it was suggested by Company B that they still do have a low
priority in the risk assessment framework due to it depending on a key area of business
management. The least risky category was seen to be security risks [1,2], although not
recognized as a part of supply chain risks, they were deemed to have at least some impact
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on the supply chain should they occur in the future. Risk mitigation capabilities of Company
B are presented next in Figure 11.

Figure 11: Company B risk mitigation capabilities
Considering the most critical risks in relation to risk mitigation capabilities for Company B
it seems that there is much room for improvement. High level of mitigation applies only to
operational risks, which was not identified as a source of structured risk and was ranked low
in the spectrum. Intermediate level risk capabilities were assessed for supply risks, macro
risks and policy risks. Supply risks were identified as the most critical risk source in the
supply chain of Company B, closely followed by a cluster of risk categories including policy
risks that is also mitigated on intermediate level. Low level of mitigation applied to demand
risks and resource risks, which ranked overall second highest in the risk assessment chart.
Lastly, security and competitive risks are mitigated on a very low level, security risks not
being identified as an important or existing risk source and competitive risks ranking low in
the risk map. Seven out of eight (87%) were mitigated on intermediate level or worse. This
strongly suggests that risk mitigation capabilities are not on sufficient level especially when
compared to severity of potential risks presented in the risk map.
In subsequent discussion Company B mentioned that the risk management activities are
allocated to one employee who oversees the risk management and risk assessment, but that
other department managers or relevant personnel will also participate in managing risk by
giving input from their process specific perspective. Case in point was the supply chain risk
management, where the supply chain manager is cooperating in the supply chain risk
dimension with the overall enterprise risk management. Risk assessment is therefore not
only a streamlined process managed by specific individuals, but a cooperation-based activity
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where risk perceptions and common resources are pooled together in order to gain maximum
levels of insight about the present levels of risk.
It can be understood that proactivity is key in managing supply chain risks, and it is based
on prediction and managing currently perceived risks. When asked about risk forecasting
methods Company B remarked the following:
“We have quarterly forums where department-specific risks are being evaluated, by
assessing the presently existing risks, updating new risk sources and potentially adding
more risks into the list.”
The managing for supply chain risks must consider potential risks before they occur, while
also managing current risks. Supply chain risks are therefore not only acknowledged but
updated and constantly monitored in order to manage uncertainty in the supply chain.
Furthermore, there does not seem to exist a possibility for perceiving risks only in the
dimension of a priori assessment – the risks must be continuously evaluated in order to gain
problem specific insight about the current state of uncertainty in the supply chain.
Company B reported that there have been many realized risk impacts, and that it is reflected
by the risk map where risk probabilities and impacts were generally ranked on the high-end
of the evaluation spectrum. Impacts of COVID-19 were seen as one factor related to realized
risks and cause for uncertainty, but it was deemed to be somewhat outside of risks that occur
in the supply chain’s operational dimension.
“When we have business units in every continent and suppliers globally, the flow of
materials and goods are perceived as one of the definite risks.”
Global supply chain operations not only pose new types of risks when compared to local
ones but the difficulty of managing them increases when distances between operating units
and stakeholders grow. Many of these material movement related risks on a global scale can
be attributed to logistical risks that may have various origins. This type of risk is a rather
common risk and is very often attributed to global supply chains across different industries.
Regardless of its common prevalence, global logistics related risk can be and often is a very
severe source for supply chain disruptions. Company B also argued that supply chain risks
are also coming to existence in the form of country or region related risks – when materials
flow from one country to another there are many uncertainties that may cause disruptions,
for example, the diplomatic relations between the two countries (e.g., China and U.S.A) or
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different strategies of authorities in managing the COVID-19 pandemic influence the supply
chain performance.
When assessing risks from supplier-by-supplier perspective it was found that supplier
selection and the number of suppliers for specific processes is seen as a risk that has had
impacts in the supply chain already.
“We pursue having two suppliers, so that a backup supplier always exists, but because of
the variety of our product mix it is not always economically feasible because the volume
required from one supplier might decrease drastically […] leading to a scenario where we
lose significance to the suppliers.”
This is a dilemma that Company B reportedly faces at the present moment: for stable supply
chain operations it is seen important there are at least two suppliers for product assembly
processes but having the required two suppliers might lead to losing significance in the
suppliers’ view and therefore imply supply chain performance or effectivity losses e.g., in
the form of delivery times or reliability. Because of this many products are supplied by a
single supplier which is also seen as a supply chain risk not only because of the potential
malfunctions or other deficits in a single supplier materials stream that might occur but
because the single supplier in Company B’s view might attain a sort of monopoly position
and gain leverage in the relationship of the supplier and focal company.
“There is a risk that we choose the wrong supplier (has occurred already), even though we
have a specific process to audit and select suitable suppliers.”
Another form of supplier selection risk is simply choosing the wrong supplier. Company B
illustrated this in two ways. Firstly, a faulty supplier might have operational deficiencies that
cause supply chain disruptions and increase uncertainty, de-validating the supplier selection.
Secondly, the supplier might be too large operator in the market, where the company’s
sought-after materials might fall on the bottom of supplier’s priority (due to low amount of
demand) which in turn causes uncertainty in the supply chain. Favoring local suppliers that
might be more expensive was seen as a good alternative to large global suppliers, that might
not have the need to prioritize supplying materials to the company fast enough. Overall, the
failure in supplier selection leads to multitude of different types of negative occurrences,
ranging from decreased quality to delivery times and other unspecified disturbances in the
supply chain.
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Some realized supply chain risk impacts were attributed also to specific elements of the
product launch procedure.
“We have [scalable] products listed in the sales catalogue that have not been made
previously.”
Due to a large amount of product variations caused by scalability of a product (i.e., different
sizes) there is a lack of certain scales in the warehouse, even though it might be on sale and
demanded by a customer. In other words, a product has been proven to function properly on
a certain already produced scale, but because it has not been produced on other variant scales
yet the tool or method to create a larger or smaller variant might not exist yet. Moreover,
size-variant products are first tried with a sample-product. Designing and testing the
functionality of this initial test product then might fail in the first batch leading to failing in
customer delivery times or promises because the standardized new variant has not been
successfully created in time. From the supply chain risk perspective Company B further
iterated that it is a conscious choice from investment point of view, as investing to especially
larger scale variants might be economically costly, when the demand of such extremely
customized sizes might not be predictable. This is a supply chain risk source prevalently
associated with product design and manufacturing in an industry that requires intensive
specialization for a market that has variable or customizable demand specifications.

4.2.3 Company C

Supply chain configuration of Company C was assessed as global, even though the main
bulk of operations do not reach outside the European continent. Company C viewed all the
presented risk categories as existing and identified sources of risk in the supply chain.
However, it was specifically noted that there can be a discussion about which of the
presented categories were relevant and to which effect – in other words there is a clear
hierarchy in the importance and relevancy of the presented categories. This notion was useful
as it displays that this is a fundamentally understood perspective regarding the next step of
the research, where the risks were going to be assessed on a severity related scale. A new
risk typology was also suggested to be related in corporate social responsibility related
uncertainties in the supply chain that has different effect in different operating countries and
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regions. Overall, Company C risk assessment led to an understanding that supply chain risk
vulnerability was on a low level and that in general the mitigation of risks is on a good level.
Company C risk map is illustrated in Figure 12.

Figure 12: Company C risk profile
Operational risks [2,4] and competitive risks [3,3] were seen as the most critical risks in
Company C’s assessment. Operational risks were seen to have potentially high impacts due
to increased focusing of production facilities at the cost of quantity, but a low probability
due to a very stable and high (99%) reliability of delivery. Competitive risks on the other
hand were associated only with selected few competitors in the market who have similar
market shares, whereas smaller competitors are not actually seen to be effective competitors
at all, therefore leading to average level of risk perception. For example, a predatory product
launch of a competitor might bring momentary impacts on the overall demand, but nothing
that cannot be solved after it potentially occurs.
Supply risks [2,3], demand risks and security risks [3,2] followed as the next important risks.
In the case of supply risks, it was mentioned that mirroring it to the COVID-19 pandemic
and its potential effects the managing of supply risks is functioning surprisingly well in the
food industry, leading to a low-to-intermediate risk perception for the category. Demand
risks were seen as a volatile category due to altering behaviors of consumers in the market
or other demand affecting factors such as the ongoing pandemic, but because the amount of
different sold products it was perceived to not affect too much in the long run. Security risks
were seen to be altering on country-basis, for example, in Finland there is need for lesser
surveillance but on other countries where supply chain activities are present there might be
a need for much stronger grip on surveillance and security related risks. Due to the high level
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of mitigation implementation against security risks it was seen to rank lower side in the
assessment scale.
Macro risks [3,1], resource risks and CSR risks [2,2] were placed in the low-end of the
assessment scale. Assessment of macro risks placed them on intermediate probability due to
the variability of supply chain risk within different countries, e.g., Finland is more stable,
but other countries may have much more variation. Resource risks were seen to be low
relevance due to extensive dialogue with customers and the general high level of knowledge
what resources are needed and when in day-to-day operations. CSR related risks were not
seen as imminently important per se, but it was understood that there are different potential
topics in CSR where the company could invest into and understanding and knowing them
causes some uncertainty.
Policy risks [2,1] were seen as the least critical of all the perceived risk categories. Since
there were reportedly no glaring issues withy policy related aspects in the supply chain,
policy risks were ranked low on the scale.

Figure 13: Company C risk mitigation capabilities
Risk mitigation in Company C is overall on a high level, as seen in Figure 13. For the most
important risks that consist of operational risks and competitive risks, however, the
mitigation level was only assessed as intermediate, which indicates that there is potential to
increase supply chain risk management efficiency for the most important risks in the supply
chain, as well as demand risks which scored lower on the assessment scale. High level of
mitigation against supply risks, security risks, macro risks, resource risks, policy risks and
CSR risks demonstrates that the functionality of supply chain is stable, and that high-risk
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mitigation might even correspond to the (in general) low level of risk perception in the
supply chain.
Supply chain risk forecasting methods were discussed next. Because of the specific way of
operating in the food industry, where products cannot be warehoused for a long time and
they need to be fresh, it was argued that there is a certain “flow” element in the production
which is based on historical data, extensive dialogue, and experience-based intuition to know
how much needs to be produced each day before actual demand requests have been
submitted. Generic and traditional methods of forecasting are being used to monitor supply
chain and other sources of risk. Moreover, to manage the potential day-to-day demand
variations a method called over-production is being used, essentially producing a higher
stock of products before accurate demand forecasts are present.
“On the demand forecast accuracy side, we sought after low-variance products that were
produced successfully […] and after finding them we reduced the amount of
overproduction related to these products which cut our losses from producing too much.”
In this case the risk forecasting methods were used in conjunction with active risk
management in order to gain cost-efficiency related benefits. In other words, it would appear
that uncertainty related forecasting is seen to be implemented with risk management
simultaneously, rather than assumed separately as just solely a source of information about
risks.
When questioned about realized risk impacts Company C was able to give multiple
examples. To begin with, the amount of production facilities has been diminished while
production output of remaining facilities was increased according to the growing demands
of the industry.
“There are [now] more efficient production lines that are lesser in quantity but fuller
production wise – when or if that kind of production line fails it can affect the sales
greatly.”
The diminishing of production lines was reportedly done in orders of magnitude compared
to the current amount, which was seen as a source of high-risk impact especially if one or
more facilities were rendered somehow unable to continue production seamlessly. This sort
of operations or production related risk is nothing out of the ordinary, especially in
efficiency-seeking activities where concentrating production to fewer locations brings many
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benefits such as more efficient usage of total production capacity. This also relates to the
theme of specialization and especially concentration of aggregate production, which has
been recognized as a source for supply chain risks in general.
Supplier side incidents affecting negatively on the supply chain are also present in Company
C’s operations.
“We had to withdraw an entire product from the market for a year after a supplier had a
disruption in their own facilities.”
In the case of single and specialized supplier it is possible to halt an entire product line if
incidents cripple the supplier’s capabilities to deliver according to their contractual
obligations. In Company C’s case it took roughly a year to restore the product into the
markets after a critical failure in specialized supplier’s facilities. The risk was not only
dependent only on the supplier itself, but on the form of refinement on the raw materials
used in the product. Luckily, the effects were only financial losses due to demand not being
met, and it didn’t trickle down to other core products or supply chain activities. This kind of
risk realization underlines the importance of risk assessment and management in a supply
chain especially if the product in question is of utmost importance to the company. Even if
the product is not crucial, it may still pose financial costs to the company, calling for at least
some level of risk awareness.
Related to the concentration of production to fewer facilities, risk impacts are also potentially
felt even in greater effects when these facilities are located offshore.
“We have an offshore production facility that exports a sizeable part of production to
multiple countries. If production facilities there face problems the immediate effects are
visible in reliability of delivery to all of the countries in which it exports products.”
Delivery reliability is a key part of any functioning supply chain. Production deficits
transmitting negative effects in multiple countries simultaneously not only lead to financial
losses, but potential image and brand related risks when the sought-after products are not
available. In this specific example Company C reiterated that the problems are seen to
originate from the concept of single source supplying, which has been present in other
companies’ supply chains as well – but at the same time it is seen as an efficient strategy to
manage the supply chain and supplier relations when one can accept the risks associated with
it. Outside of single supplier related risks are similarly affecting risks that relate to the
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characteristics of the industry, when for example different recipes are specialized for
different facilities, and their functions cannot be easily transferred to other locations in the
case of production facility deficits. Other material availability related risks relate to source
requirements, where raw materials cannot be acquired just from any market to continue their
usage; they must be sourced from accepted origins.

4.2.4 Company D

Company D is the last risk profile presented in this section. The supply chain configuration
of Company D is also global. Company D identified all the presented risk categories except
macro risks as impactful sources of supply chain risk. When assessing alternative supply
chain risk categories, it was proposed that a risk called impartiality risk should be included.
Impartiality risk relates to being neutral and impartial in activities such as testing and
measurement, where also confidentiality is considered in addition to fair and unbiased
assessment. Overall, Company D risk assessment indicates that there are many critically
perceived risk categories with most of the risks ranking above average in the risk evaluation
scale, and that the mitigation capabilities for these risks are not sustained on a desired level
in comparison. The risk map of Company D is presented in Figure 14.

Figure 14: Company D risk profile
Operational risks [4,5] are the most important source of supply chain risk for Company D.
This is associated primarily with equipment malfunction or failure, which would cause very
high relative costs to the company for the repair and would potentially have disastrous effects
if repairs cannot be completed.
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Demand risks [3,5] and resource risks [5,3] were closely following still attributed to
generally high level of risk perception. In the case of demand risks it was particularly added
that if there is no demand, or some other demand deficiencies start occurring, in the scale of
business it will eventually lead to disastrous levels of risk impact. Resource risks are
associated primarily with human resources and core competence of personnel; finding and
hiring competent experts is difficult and that has caused some difficulties in operations,
albeit not on the level of bottleneck or other major impairment.
Security risks [3,4] and competitive risks [4,3] were understood to be slightly over medium
risk in the evaluation scale, in both risk categories risk realization impacts had been felt to
affect the operations and supply chain of the company: for security risks there had been a
breach in information systems previously, for competitive risks severity was based on
competitors being more specialized to specific fields of testing which has led to some
financial losses.
Supply risks [3,3] on the other hand positioned in the center implying a medium significance
for the company – this was explained by a relatively low demand for components and raw
materials, however, in case of equipment damage there is a risk associated with poor
availability for specialized (and often old) equipment that need special parts and know-how
in order to repair them. Warehouse management was reportedly used to control supply risk.
This includes the addition of safety stocks or other increased quantity of materials in
warehouse.
Policy risks [1,4] ranked high on impact due to e.g., permits being denied halting processes,
but very low on probability because there had not been identified any risk impacts from that
source.
Impartiality risks [1,2] ranked second last in terms of risk severity and macro risks [1,1]
were not identified at all, thus positioned in the very low spectrum of the evaluation scale.
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Figure 15: Company D risk mitigation capabilities
The risk mitigation capabilities of company D presented in Figure 15. Demand risk
mitigation is reportedly on a high level which is appropriate for a risk rated so high in the
evaluation. Impartiality, competitive and security risks were reported to be on intermediate
levels – specifically in the case of competitive and security risk that were evaluated to be of
close to high significance there is potential to seek more efficient risk mitigation. Low
mitigation capabilities include supply risks, resource risks, policy risks and operational risks.
Most of these risk sources are critical risks for the company, particularly operational and
resource risks, yet perceptions about mitigation capability seem to suggest that they are not
on the desired or optimal level. Lastly, macro risks were ranked in the very low spectrum,
as the risk category was not identified to be a part of the immediate supply chain risks for
Company D. In total eight out of nine (89%) risk categories were seen to be mitigated on
intermediate level or worse, which suggests that apart from demand risks there is great
potential to increase risk mitigation capability against the most severe forms of risk that were
evaluated for Company D.
Following the risk profile, a question was presented about supply chain risk forecasting
methods. Company D reported that the main methods currently include preparedness for
known potential risk impacts and training/education of personnel specifically against
security risks, as they had risen as a problem in recent years. Demand side sales activities
are also forecasted, and proactive methods are implemented to reduce negative demand
variation. The aim of forecasting and predicting uncertainty is to increase stability of the
business operations and help in achieving business growth goals in the long-term. For
competitive risks it was mentioned that profitability and productivity are measured while
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trying to identify the most important competitors and what is the company’s position regards
to the competitors.
Company D was able to give some examples of realized supply chain risk impacts. Most
prominently in recent memory were security risk impacts which had somewhat disorienting
effects on the information system side.
“Due to an information system breach, we had our systems down for a couple of months.”
In this day and age information systems are a given for any globally operating company. A
system breach might have varying effects depending on the location, sensitivity, and
connectedness of the system. Out of all the interviewed companies Company D was the only
one to bring up systems security specifically. The precise effects of this risk impact were not
disclosed in the interview.
COVID-19 has also imposed supply chain risks on Company D.
“Along with the COVID-19 situation an issue with equipment supplied by specialized
offshore suppliers has risen. Maintenance of equipment is difficult when there is no
competence locally, and we rely on the supplier that is not permitted to travel.”
Reliance on single suppliers is further displayed by Company D’s illustration of the risk
impact. It is based on supply risk which could have direct implications to operational risks
– a type example of interconnectedness of risk impacts potentially having cascading effects
in the supply chain. With effectual travel restrictions special knowledge and competence
regarding equipment maintenance cannot be utilized. Supply and operational risk events
such as this may have disastrous consequences if it is not solved in due time according to
the risk map. This type of risk realization is inherently connected to very high specialization
of both supplier and the focal company’s competence, which can be seen as a source for
competitive advantage on the markets, but also a source of critical risks.
One impactful risk identified was the potential loss of core competence in the company.
“Certain personnel that were the only ones who had competence to conduct specific tests
and left the company is regarded as losing competence and it is a definite risk that has
happened.”
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In case of Company D this is heavily related to individual employee competence,
specialization and tacit capabilities that are difficult if not impossible to replace if the
employee departs from the company. It is attributed to resource risks in this instance, where
core business operations are closely tied to not necessarily material but human resources.
Losing HR-competency can be crucial in an industry and business model that is dependent
on high specialization. Losses due to this might not only be financial, but also operational
bottle necks which may affect demand too, as it is similarly displayed by the earlier anecdote
with single-supplier maintenance problems. To manage this risk employee education and
developing multi-skill capabilities for single employees has reportedly been utilized.
Equipment breakdown was further iterated as a realized risk impact that has had negative
financial implications.
“Equipment breakdown overall is its own category […] their high reacquisition cost and
long delivery times are some of the risks we face.”
This risk impact has to do with particularly special test equipment that could be as old as 40
or 50 years and it has no known market replacement currently. Reacquisition costs are very
high and even repairs could be hard or impossible arrange. The risk impact represents
another form of operational risks that can also be caused by the occurrence of supplier failure
due to the presence of COVID-19 restrictions which was discussed earlier. It can also be
viewed as a form of product/service design risk, where required equipment is in key part of
providing value to the customers. The severity of equipment breakdown related risks is
correlated often with the importance, size or complexity of the equipment – i.e., an
insignificant breakdown won’t cause operational deficiencies whereas significantly
equipment breakdowns may cause local bottlenecks or even in the case of Company D
disrupt entire business processes.

4.3 Evaluating supply chain risks individually

Supply chain risks were previously assessed on company profile basis in order to gain
information about risks within the companies’ hierarchy of risks and their relations to each
other and mitigation capabilities. The following analysis includes every risk category
inspected separately. The aim is to rank the supply chain risks according to their severity so
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that the importance of supply chain risks can be evaluated in relation to each other. It must
be concluded that risk evaluations can never exist in a vacuum and with this kind of
inspection with only 4 companies as data source the objective is to verify what risk categories
are seen as relatively important or unimportant in the case companies’ supply chain. Even
this can be a difficult task from a validity standpoint. This is because one company’s
evaluation might swing averages considerably. As risk severity assessment can be also very
subjective, depending on the independent weights given to probability and impact, this
section presents average scores for probability, impact and their combination as similarly
weighted to preserve maximal amount of integrity in the following observations. Illustration
about the results of independent supply chain risk category assessment is presented in Table
11.
Table 11: Severity assessment of supply chain risk categories in case companies

Risk category

Probability

Impact

Severity

Supply risks
Demand risks
Operational risks
Resource risks
Competitive risks
Policy
Security
Macro

3
3.25
2.75
3.5
3.25
2.25
2
2

3.75
3.5
3.75
3
3
3.5
2.25
1.5

3.375
3.375
3.25
3.25
3.125
2.875
2.125
1.75

Relative
importance
among case
companies
1st
1st
2nd
2nd
3rd
4th
5th
6th

As Table 11 suggests, comparisons can be made between the case supply chains about which
of the risk categories are more severe than others. Severity of important risk categories differ
from each other only slightly, but enough to illustrate their relative importance among case
companies. Moreover, severity of a risk category is based on the average of probability and
impact among case companies. Case companies reported that supply and demand risks are
the most important sources of risks, while operational and resource risks were second most
important. Competitive risks ranked third and policy risks fourth. Security and macro risks
were not considered to be very important categories overall, although security risks were
given more significance in some supply chains. Ultimately, understanding severity of risks
in a supply chain must be based on independent analysis, accumulated findings and
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comparisons can only explore and elaborate the results of the thesis research in the
framework of understanding supply chain risk from multiple points of view.

4.3.1 Supply risks

The first category to be inspected in the scope of probability and impact are supply risks.
Supply risks are defined as disruption of supply, inventory, schedules and technology access;
price escalation; quality issues; technology uncertainty; product complexity; frequency of
material design changes. Results are illustrated in Figure 16.

Figure 16: Probability and impact of supply risks
Probabilities for supply risks were evaluated to be ranging from low and intermediate to high
with an average probability of 3 which corresponds to intermediate levels of probability.
Impacts of risk realization were understood to be on at least intermediate level and reportedly
even high and very high levels are present depending on company orientation and industryspecifics with a risk impact average of 3.75 which positions more in the area of high than
intermediate.
Overall, it can be understood that supply risk in the framework of supply chain risk
management based on the interviews is a relevant risk category because it was both identified
by all companies and evaluated as a considerable risk in the risk map. The risk severity
established from combined probability and impact is at 3.375, which indicates that risk
perception in supply risk category is above the intermediate level and ranks joint top overall
in all risk categories. In other words, supply risks occur moderately often, and their impacts
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are deemed in the region of temporary or long-term effects on average, but also according
to one interviewee on the level of disastrous or business suspending events. It was argued
that, for example, sustained business operations in an old and experienced industry causes
the perception of risk probabilities to diminish because uncertainty and negative impacts are
already more or less well-known and managing them is on an established level. On the other
hand, one company evaluated supply risks combined rating at 4.5/5, which was reportedly
due to the fact that all resource and material requirements are outsourced. This in turn makes
the company critically dependent on suppliers and successful supplier strategy.

4.3.2 Operational risks

Next step was to analyze the risk perception in operational risks. Operational risks are
defined as breakdown of operations; inadequate manufacturing or processing capability;
high levels of process variations; changes in technology; changes in exposure. Operational
risk map is presented in Figure 17.

Figure 17: Probability and impact of operational risks
Probabilities were assessed either low, medium, or high with an average probability of 2.75
which corresponds to slightly below intermediate probability. Risk impacts on the other hand
were evaluated at low, high, or very high scores with an average impact of 3.75 which scores
closer to high level of perceived impact.
Operational risks are also seen on an established level in terms of risk severity with the
caveat that one company did not recognize them as a structured source of risks. Despite this
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notion, it was perceived to have some level of probability and impact in the company’s
supply chain. Combined risk severity of operational risk is at 3.25, which is still perceived
as slightly above intermediate level of risk and ranks joint second overall among the risk
categories. Apart from being near the average level of risk perception, the risk impacts
themselves might have long-term or even disastrous impacts, which have to be recognized
even if the probability for them is lower. For one company specifically operational risks
were argued to be of severe level (4.5 out of 5 risk severity). One company reported that
some of the reasons in case of low probability of operational risks are reflected in the very
high value (e.g., 99%) in delivery reliability.

4.3.3 Demand risks

Moving on, the next evaluated category was demand risks. Demand risks are defined as new
product introductions; variations in demand; chaos in the system. In general, it was agreed
that demand risks are also based on continuity and volume of sales, which have direct
financial implications on short and long-term strategy. Demand risk map is presented in
Figure 18.

Figure 18: Probability and impact of demand risks
Probability of demand risks was perceived to be mostly on the intermediate level but also
high. Average probability of demand risk is 3.25 which positions closer to intermediate
rather than high probability. Impacts of demand risks were seen to vary as low, intermediate,
high, and even very high with average risk impact of 3.5 which ranks between intermediate
and high impact.
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As well as the previous risk categories, demand risks remain at an established level. In
addition, demand risks were uniformly recognized as a source of risks in the supply chain.
The combined risk severity of demand risks is 3.375 which corresponds with above
intermediate level of risk perception for both probability and impact. The score itself is same
as the severity of supply risks presented earlier in this section and ranks joint most important
risk category - but it must be noted that the composition of the risk map is different. Demand
risks were overall seen as an important category, and it was noted that for example in certain
industries demand fluctuations might be large, and more importantly, in the case of COVID19 it can be hard to predict the demand of the ultimate end-user of products which might
cause the risks to be higher or lesser in the future, depending on the development of the
situation. For two companies the demand risk was collectively rated as high as 4 and 4.5 out
of 5 in the combined risk average which is nearing a critical level in overall risk perception.

4.3.4 Security risks

The following analyzed category is security risks. Security risks relate to information
systems security; infrastructure security; freight breaches from terrorism, vandalism, crime,
and sabotage. Security risk map is illustrated in Figure 19.

Figure 19: Probability and impact of security risks
Security risks are not seen as a relatively important risk category according to the
interviewees. Probability-wise security risks were ranked very low and intermediate on the
evaluation scale with an average probability of 2 which corresponds to exactly low level of
probability. Security risk impacts were seen to range between very low, low and high with
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an average impact level of 2.25. Only two interviewees identified the security risk category,
therefore it naturally had a lower level of risk perception. In the case of non-identification,
it was agreed that the levels of probability are close to zero, which is indicated as very low
in the risk assessment framework. However, on the impact-scale it was seen by one company
that apart from not identifying the security risks as a source, the related phenomenon even
though very unlikely, would have at least some impacts on the supply chain.
The combined average risk severity for security risk stands at 2.125 which means that
security risks are overall perceived at slightly higher than low level, but it is fair to say that
the security risks are not seen as important in the risk assessment framework. One company
reported to have serious issues with security risks in the past, which indicated the priority of
the category currently for the company. Overall, the below average grade for security risks
was somewhat surprising when considering that infrastructures and e.g., security systems
have a fundamental presence in modern day supply chain operations. Nevertheless, this was
the assessment given by the interviewees; compared to other types of risks they are of lesser
importance.

4.3.5 Macro risks

Next, the risk perspective on macro risks in the supply chains is displayed. Macro risks are
defined as economic shifts in wage rates, interest rates, exchange rates, and prices. Included
in this typology are some elements of country and region-specific risk sources, even though
they can be seen to co-exist in policy risks. Macro risk map is shown in Figure 20.
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Figure 20: Probability and impact of macro risks
It can be understood that macro risks are not an important priority in the risk classification.
Probability of macro risks ranges in very low and intermediate with an average probability
of 2 which corresponds to low probability. Impacts of macro risks were seen dominantly to
be very low, apart from company assessing it as an intermediate. The average impact score
for macro risk is 1.5, which is between no impact and low impact. The relatively low grade
for risk perception for macro risks is partly explained by the fact that two companies did not
recognize it as a structured source of risk. Non-identified risk classification was agreed to
belong into very low probability and impact in both evaluation scales for macro risks.
Combined risk severity for macro risks stands at 1.75 which is by far the lowest risk
perception out of all investigated and structured risks categories. This indicates that macro
risks are below low risk priority, but not completely at the level that they can be completely
dismissed. On a company specific scale, however, it was noted by one company that macro
risks are on combined intermediate level in the risk map. The specific reasons for ranking
macro risks higher were explained by regional sources of risk, i.e., in different countries
where production facilities and various supply chain activities take place the macro risk
related developments could be foreseen to have some impact on the business.

4.3.6 Policy risks

The sixth risk category consists of policy risks. Policy risks can be defined as actions of
national governments like quota restrictions or sanctions. Diplomatic relations between
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countries that affect the supply chains were also attributed to this risk in some cases. Policy
risk map is presented in Figure 21.

Figure 21: Probability and impact of policy risks
Policy risks are uniformly identified as a source of risks. Probability of policy risks is
attributed to very low, low, and high with an average probability of 2.25. Impacts of policy
risks are evaluated in very low, high and very high with an average impact of 3.5, which
indicates that policy risks might have critical consequences in the case supply chains should
they realize.
The individual evaluations confirm that policy risks are established, albeit at somewhat
lower level in comparison to the most crucial supply chain risks. The combined risk severity
for policy risks is 2.875 which mirrors this fact; policy risks on average are closer to
intermediate rather than low risk perception. One company mentioned that policy risks are
rated as a high overall risk perception (4 out of 5 risk severity) – this is due to realized risk
events in the supply chain that were seen to originate between different countries and regions
where supply chain operations were conducted due to policy effects but also diplomatic
relations.

4.3.7 Competitive risks

The seventh risk category is the competitive risks which was positively identified by all
companies. Competitive risks are defined as lack of history about competitor activities and
moves. The participants of the interview associated competitive risks with all uncertainties
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arising from existing competitors and their actions. Competitive risk map is presented in
Figure 22.

Figure 22: Probability and impact of competitive risks
Competitive risk probability ranges from low, intermediate to high with an average
probability of 3.25 which represents above intermediate probability. Risk impacts in this
category also range from low, intermediate to high with an average impact of 3, illustrating
on average an intermediate impact across all case companies.
Overall, competitive risks were seen as an important source for risks. The combined risk
severity of competitive risks is 3.125 which means that the combination of
probability/impact is seen to achieve slightly above intermediate levels of severity.
Competitive risks were therefore ranked as fourth most important source of risks across all
case companies.

4.3.8 Resource risks

The last structured risk category is resource risks which was an identified category for all
the companies. Resource risks are defined as unanticipated resource requirements. Resource
requirements were seen as material and human resources when discussed in more detail with
the companies. Resource risk map is presented in Figure 23.

68

Figure 23: Probability and impact of resource risks
The probability of resource risks ranges from low, intermediate, high to very high with an
average probability of 3.5 which indicates above intermediate but not high level of
probability for risk impact. The risk impacts of resource risk range from low, intermediate
to high respectively with average risk impact of 3.
The combined risk severity for resource risks remains at 3.25 which indicates above
intermediate severity of the risk category. Therefore, resource risks rank joint second in the
risk assessment evaluation of supply chain risks. Apart from one company resource risks
were seen as somewhat severe form of supply chain risk. It was reported that diminishing
factors for the probability and impact of resource risks was seen to be related to an
established business and industry, where uncertainties regarding resource availability in
experienced chain of supply operations were not regarded important.

4.3.9 Alternative risk categories

Although establishing alternative categories was a part of the interview, since there was no
uniform recognition, their independent inspection is not presented in this section. The
alternative risk categories are, however, present in the company risk profiles, where
influence on the company’s overall risk perception can be recognized. Apart from Company
A, alternative risk categories weren’t seen relevant compared to the most severe forms of
supply chain risk perceived in the supply chains.
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4.4 Supply chain risk mitigation methods and strategies

During the interview, an inquiry was made to all interviewed companies about examples of
risk mitigation methods specifically against the most severe forms of supply chain risks.
Understanding how risk mitigation works and what are some of the methods is important in
the framework of supply chain risk management and risk assessment. This section goes
through the examples that were given. The examples of risk mitigation methods and
strategies, explained by case companies in varying level of detail, are illustrated in Table 12.
Table 12: Risk mitigation methods and strategies in case companies
Different types of risk mitigation methods and strategies in case
companies against the most severe types of supply chain risk
Alternative or backup suppliers
Limiting outsourcing of processes or core competence
Monitoring policymaking
Sales and operation planning
Supplier selection and monitoring
Single sourcing *
Reverse bullwhip
Other mitigation methods

Reported by
Company A and B
Company B and D
Company A, C, and D
Indirectly implied by all
companies
All companies
Company C
Company C
Company specific, low level of
detail

* A source for both risk impacts and mitigation of risks.

Like the previously discussed risk impacts, the risk mitigation methods and strategies are to
be understood as company specific elements. However, some common elements are present
in risk mitigation approaches, mostly related to managing suppliers, measurement of data
and monitoring of policymakers. Other risk mitigation methods presented in Table 12 and
later in this section are company specific and reported with lower level of detail, and such
they cannot be reported in the thesis as independent or structured attempts to mitigate the
most important risks in the supply chain.
Moreover, the risk mitigation methods discussed in this section and during the research also
indicate that there are essentially two ways to manage and mitigate risks:
•

Proactive risk management, which includes strategic usage of tools, methods and
measures to forecast risks and mitigate their impacts before they are realized. This
may include active development of risk forecasting and mitigation tools beforehand,
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or usage of existing methods to deal with predicted incoming supply chain
disruptions.
•

Reactive risk management, which basically means risk taking of predicted or
unforeseen risk impacts. It can be suggested that reactive risk management implies
that risk mitigation methods and forecasting might be developed after the risk impact.
Already realized risk impacts are evidence that reactive risk management is to some
extent present in all case companies’ supply chains and that in some cases proactive
risk management can be preceded by more reactive approach.

4.4.1 Alternative / backup supplier

It was specifically reported by two companies that the usage of alternative suppliers was a
preferred method in managing supply chain risks particularly in the case of the most
important products or services. An alternative supplier refers to an additional supplier that is
used as an insurance if the primary or key supplier fails. The alternative supplier is often (but
not always) part of the supply chain processes and deliveries even if the key supplier still
exists as operational.
“We have pursued to find an alternative supplier for our most important products, for the
potential events that the authorities will take away licenses/permits from our main
supplier.” [Company A]
For Company A it is a considerable policy risk that permits are taken away or denied from a
supplier. This type of risk realization can cascade further into other types of risk in the
eventual case of supplier failure. To counteract against this backup suppliers are used. Using
backup suppliers can also be seen as a sort of diversification of suppliers which lessens risk,
but in the industry of Company A it was also mentioned that overall using multiple suppliers
cannot be sustained due to the limitations in the industry. For this reason, the backup supplier
is seen as a theoretical second choice supplier that will be activated in the case of failure of
the primary supplier.
“We use a main supplier and a backup supplier, and they should specifically exist in two
different countries”. [Company B]
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Company B also reports the usage of backup suppliers as a supply chain risk mitigation
method. Moreover, it was stressed that when using two suppliers for important products they
should exist in different countries in order to further decrease country related risks. COVID19 and China was used as a practical example: when a Chinese supplier could not deliver
reliably due to the pandemic, a local backup supplier was used instead to keep material flows
ongoing.

4.4.2 Limiting the outsourcing of core competences and capabilities

Specialization in an industry and specific business model can yield great benefits but not
without increased risks. Limiting the amount of outsourcing is therefore one the reported
risk mitigation methods. Outsourcing target could be specific company processes or even
core competences as it was reported by the companies.
“We have not outsourced everything, for example engineering and quality control are still
part of our internal processes.” [Company B]
“Against [HR] resource risks we try to increase personnel’s know-how and individual
employees’ competence.” [Company D]
Company B and Company D particularly reported to having used the limitation of
outsourcing and increasing levels of core competence as a risk mitigation method. Preserving
various aggregates of competence in a company is an important task not only in the human
resources aspect, but also risk mitigation. Finding the optimal degree of outsourcing and
targets of outsourcing is a common question for many companies; outsourcing too little loses
cost-effectiveness and outsourcing too much may cause disruptions in the supply chain in
the long term.
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4.4.3 Monitoring policymaking

Policymaking is an important risk consideration in many companies supply chains. This is
due to various permits, licenses or other types of regulations that must be considered to
actively pursue specific types of operations or acquisition of materials. Monitoring policy
was reported as one of the risk mitigation methods against supply chain risks. Understanding
corporate social responsibility initiatives was also somewhat understood to be related to
policy monitoring, whether e.g., new environmental or social governance directives would
take place and needed to be managed proactively.
“Political decisions have great effects in our operational field; therefore, we must monitor
the policy making of officials very actively.” [Company A]
“We want to monitor and be involved in local law-making as much as possible […] if you
are not involved in monitoring then new policies will come as a surprise.” [Company C]
“If regulatory edicts start changing, we usually have our experts involved in the committee
discussions, which gives us information and we can predict how it effects our operations.”
[Company D]
Monitoring policymaking prepares companies to face new regulatory challenges or changing
legislation which might either limit or open new operational possibilities. The basis of this
risk mitigation method relates to having more information and using that information to the
company’s benefit. For example, Company C reported that due to being involved in
monitoring of policymaking of pre-governmental committees they were able to proactively
prepare a year in advance to changing legislation that allowed Company C to utilize much
more efficient equipment modification in the local supply chain delivery process. This
equipment modification was previously not permitted but due to intense preparation allowed
by monitoring policy, they were able to implement the efficiency changes within one or two
weeks after the legislation. The financial benefits achieved by using this method were
considerable.
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4.4.4 Sales and operations planning

It was mentioned that one way to mitigate demand related risks in the supply chain is the use
of sales and operations planning, which make the use of forecasting and other measurements.
It is a method mostly based on predictive actions, although reportedly dialogue was also
used with customer to help planning sales and demand forecasting. For this mitigation
strategy the use of automatic electronic systems to control, manage and measure orders is
also prevalent and a more recent development in the supply chains. Sales and operations
planning is implemented differently across the companies; however, it is recognized
uniformly as a part of supply chain risk mitigation. For companies that perceive demand
risks as a high priority sales and operations planning was a sort of operations guiding process
in addition to mitigation.

4.4.5 Supplier selection and monitoring

Supplier selection and monitoring was reported to consist of various methods to ensure that
suppliers are preferable to the focal company, and that their continued supply chain activities
are as capable as possible to function without needless deficiencies. Supplier selection can
be augmented with, for example, tailored selection processes where supplier qualities are
evaluated through different methods of supplier auditing. Using single or multiple suppliers
is also seen as part of supplier selection and as such a risk mitigation consideration – this
process is present in all case companies’ supply chains. Supplier monitoring on the other
hand is a more measurement-based activity which also has elements of relationship
management included in it. For example, implementation of key performance indicators for
suppliers and other measurement tools is also in great role of monitoring the supplier.

4.4.6 Single sourcing

A plan to achieve more concentrated supply or manufacturing base was reported as a method
to develop business and decrease risks. This concentration of supply base and operations
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was regarded as single sourcing, even though it has also been seen as a risk by other
companies. There is no doubt that whether single sourcing is considered as a risk or a benefit
it is dependent on the specific company capabilities or even industrywide elements that either
allow or disallow the usage of this method as a risk mitigation tool.
“If our plans go accordingly, we will soon have another 20% decrease to manufacturing
facilities […] it goes towards the single sourcing strategy.” [Company C]
Single sourcing was specifically mentioned in the framework of gaining efficiency increases,
so it seen both as a risk mitigation strategy and cost-efficiency seeking process in Company
C’s case. This kind of example promotes strategic proactivity in the field of supply chain
and enterprise management, where developmental processes are used in conjunction with
solving multiple challenges and achieving financial objectives of the focal company.

4.4.7 Reverse bullwhip

Reverse bullwhip was an implemented risk mitigation method reported by Company C. It
means the inverse application of the traditional bullwhip effect as a managerial tool to
counter unexpected demand variations.
“During last spring when retailer shelves were being emptied, we inverted the bullwhip
effect. We agreed with retailers that we narrow the product assortment and produce it with
maximum capacity no matter how the markets swing.” [Company C]
Instead of supplying the market with a wide range of product mix, in times of turmoil
Company C narrowed product selection knowing that they will still sell pretty much
everything. On the supply chain level this means that the effect of reverse bullwhip takes
place in the upstream of suppliers and instead of demand amplification induced deficiencies
the aim is to tighten the assortment to proactively control potential demand shocks that could
have happened otherwise. This came at the cost of retailers not being able to order specific
products that might have been otherwise demanded. This method is identified therefore as a
short-term method to counter unanticipated demand variations due to external shocks such
as the COVID-19.
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4.4.8 Other risk mitigation methods

•

Measuring own processes and capabilities
o Having measurement on the focal company’s own activities was reported to
be a risk mitigation method. This method can also be used to position your
company against competitors. The measuring methods range from all sorts of
process key performance indicators to more traditional ways of measuring
data from the supply chain and business operations itself. All companies
reported using different metrics.

•

Safety stocks and warehouse management
o If the focal company uses warehousing for materials or products the usage of
safety stocks and warehouse management is considered as one method to
mitigate supply risks. This may include various methods to assess warehouse
status. For example, Company D reported using visual management in
assessing warehouse values.

•

Internal security training
o Particularly for companies that are susceptible to security risks an internal
training can be used to act against this risk. Company D specifically reported
using this mitigation method.

•

Monitoring internal and external satisfaction
o Company D reported specifically that internal and customer satisfaction is
measured with quantitative and qualitative feedback that are initiated
procedurally a time interval basis. It is a form of human resource and
customer base management which also mitigates risks by giving information.
New customers get feedback surveys as commissions are appointed and older
ones get them in intervals. Measuring customer satisfaction is a common
function in many companies, even if not measured specifically by other
companies during the interviews.
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4.5 Characteristics of globally configured supply chains

The last theme of the interview was related to open questions in general about supply chain
risk and supply chain risk management. The purpose of this section is to further determine
some the characteristics of supply chain risk management assessed by the case companies
more precisely. An overview of the results reported by case companies is displayed in Table
13.
Table 13: Characteristics of globally configured supply chains
Characteristics

Reported by

External sources of risk
are more important than
internal sources

Company A, B, and C

Supply chain resilience is
being measured

Company B, C, and D

SCRM is a very important
part of enterprise risk
management

All companies

Suppliers are expected to
have a role in managing
supply chain risks

All companies

Corporate social
responsibility is a part of
managing supply chain risk

Company B, C, and D

COVID-19 pandemic has
impacted SCRM

All companies

Implementation of SCRM
is systematic
New risks emerge in
global supply chains

All companies
All companies

4.5.1 External sources of risk are more important than internal sources

Supply chain risks can be seen to originate internally or externally to the focal company’s
supply chain. Companies reported that internal risks occur more often but are less impactful,
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whereas external risks occur less often but have much more impact in comparison.
Furthermore, it was felt that internal risks can be managed efficiently while there was seen
to be little to no influence on external risks such as natural disasters taking place. External
risk sources also require adaptation from the company rather than proactive management.
One company reported that in comparison to the pre-pandemic times it could be argued that
internal risks were more visible and assessed structurally but now with the pandemic
imposing risks externally to the supply chain the external risk as a category has taken more
importance than internal risks. Only one out of four companies rated internal risks higher
than external risks due to seeing the continuity and profitability of operational business
depending on inter-company resources and activities rather than external shocks in the
supply chain. Overall, it was agreed that external sources of risks are greater in comparison
to internal sources, mostly because the predictability, assessment, and management of
externally originated risks are more difficult to pursue.

4.5.2 Supply chain resilience is being measured

Supply chain resilience as a managerial concept was uniformly recognized by all companies
but assessed in different ways. For example, supply chain resilience measurement is partly
understood to exist within the previously discussed supply chain risk mitigation methods
and to some extent there is some overlap here. Practical measures such as key performance
indicators are used for different processes. Suppliers are measured with on time delivery
performance indicator, which measures the ratio of on time deliveries with total number of
completed deliveries. Reliability of delivery is also an indicator used to measure
performance of supply chain. Other ways include measuring response time to order
placement. The companies reported that key suppliers have more sophisticated and
controlled resiliency measurements. For example, key supplier relationship management
through quarterly events where suppliers are invited is seen to provide and measure
resiliency from the supply chain management perspective. Leading and lagging key
performance indicators are also reportedly used and considered very important in
coordinating supply chain activities. Specifically leading KPIs were considered important in
the food industry where there is practically no warehousing and are products need to be
produced before more information about what the customer wants to order. It was concluded
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that a desired level of delivery reliability was the end product of managing the supply chain
well, and also a result of utilizing different process KPIs that guide the performance that
attribute to the overall good level of delivery reliability. The longer and more complex the
supply chain is and the longer the product manufacturing phase is in comparison required
daily or customer-specific demand the more leading KPIs are needed in the supply chain so
that the company can react earlier to match customer demands. Apart from process KPIs
traditional methods such as sales and operations planning measures are used to understand
and manage the demand dimension of the supply chain more accurately. Lastly, external
auditing processes were mentioned as an information source for supply chain resiliency,
which control the company to operate within acceptable standards. One company reported
to have no measures that particularly assess resiliency of supply chains.

4.5.3 SCRM is a very important part of enterprise risk management

To understand the importance of supply chain risks and SCRM in relation to other
dimensions of risk management in an enterprise an inquiry about relative importance was
made to the interviewed companies. The importance of different managerial areas of risk
management usually correspond to the industry and business model of the company; more
production orientated companies will place more importance on the supply chain whereas
more service-oriented companies might perceive other areas of risk management as
important.
Overall supply chain risk management is seen as very important if not the most important
area in the company’s risk management approach. For example, if major disruptions occur
in the supply chain the production will halt immediately or shortly thereafter but if someone
in the office department gets sick it does not affect production too much, remarked one of
the companies. Another company reported that no other process apart from the ones related
to the management of supply chain can cause catastrophic effects that result in inactive
production or unmet demand. It was also mentioned that focuses in managing uncertainty
might change, but they are always related to the processes that attribute most to operational
capabilities and meeting customer demand. If these processes are related to the supply chain,
then naturally SCRM is more important, but if not then it cannot be logically viewed as
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equally important. Ultimately, it depends on company-specific processes, industry and how
company resources are transformed into meeting the demand of customers.

4.5.4 Suppliers are expected to have a role in managing supply chain risks

Supply chain risks can be managed throughout the supply chain by both the focal company
and the suppliers. It was suggested by all the companies that there is a desire for suppliers
having responsibilities in managing uncertainties that might occur on their end. However,
this kind of preference can be difficult to arrange, and companies reported varying levels of
success.
For example, Company A mentioned that theoretically it would be very preferred increase
suppliers’ responsibilities but in reality, they are quite small. Company B reported using an
auditing system in which risks are assessed together with suppliers and therefore awareness
of supply chain risks and to some extent responsibility is indirectly applied to suppliers – but
this cooperation with supplier will also result in new risks in the focal company’s risk map.
Cooperation and relationship management with suppliers itself was seen important, as it
increases suppliers’ incentives to proactively participate in risk management, especially in
the case of strategic or single key suppliers. Responsibility in the upstream supply chain
processes is also expected from supplier in the sense that they must be able to conduct supply
chain processes independently. Company C reported that their outsourced logistics chain
must progress and continue without active input from the focal company. Other suppliers
such as raw material suppliers, which can exist in large numbers, must be expected to
function faultlessly to a degree by themselves; otherwise, this would mean contacting all of
them individually on order-delivery basis, which is not seen as very logical or efficient
strategy.
It would seem that the more supplier base and supply chain activities a company has, the
more responsibility is placed on individual suppliers, due to the management and
coordination difficulties associated with growing number of supplier base. Other aspects of
risk management from supplier side are assumed on supplier evaluation and contracting
process, where suppliers know through the evaluation and contractual obligations the
requirements of the supply chain process. Company D reported that contractual obligations
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could include e.g., a supplier-side warehouse stock for most critical equipment spare parts,
that act as insurance for potential disruptions that may lead to equipment breakdown.

4.5.5 Corporate social responsibility is a part of managing supply chain risk

Corporate social responsibility is a somewhat important area of discussion, as it is already
established during this thesis research. All companies reported uniformly that the term is
recognized and to some extent affecting business operations, but not necessarily supply chain
activities. In one of the companies, it was reported that while from managerial perspective
CSR and supply chain risk management are practically connected, company policy defines
it outside in a separate managerial area. On the other hand, some companies reported using
measures such as supplier code of conduct, which implies responsibility aspects for the
supplier. Moreover, quality, environmental, health and safety (QEHS)- policy as mentioned
as a source of CSR element in the supply chain risk management. In some respects, it was
also seen that participating in policy monitoring and committee discussions when preparing
new legislation is same as actively pursuing CSR standards in the industry and business
operations. Another way of including CSR in the supply chain risk management is reportedly
done by following regulatory standards and specific legislation related to CSR aspects. This
can be seen as a form of external stakeholder pressure that leads to initiation of CSR
awareness in supply chain, and it was also found to be one of the driving factors in the
theoretical inspection of the subject. Moreover, one company reported that sometimes they
can be commissioned to deliver services that relate to strongly to environmental awareness
and managing sustainability. For example, if the industry’s supply chain in question
processes a lot of materials that produce waste, managing CSR aspects can become very
important.
All in all, CSR is regarded as an important but relatively new managerial concept in the
supply chain – it also changes rapidly and there is some confusion about what the term
includes, and how it should be managed specifically, if at all since established industry
standards and general abiding of the law seems to be sufficient most of the times.
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4.5.6 COVID-19 pandemic has impacted SCRM

The COVID-19 pandemic is an important recent event which has shaken supply chains and
company operations in general globally. While it is generally understood that external
catastrophes can have major disruptions on supply chains, many of them do not have such
long lasting effects such as the ongoing pandemic and all the regulatory aspects and
limitations related to it. The interviews were seen as a good opportunity to gain insight
regarding the effects of COVID-19 from experts in the supply chain in order to understand
supply chain risks predicaments in times of moderate crisis.
All interviewed companies identified the coronavirus situation as a severely affecting
phenomenon in the supply chains, with varying degrees of impact. Impacts have been in
general lessened by good management approaches and the time that has passed from the
initial reckoning of the pandemic. Moreover, supply chain risk management impacts
specifically attributed to COVID-19 have been recorded. For example, one company
reported that the monitoring of suppliers and two-way dialogue has increased drastically
since the inception of the pandemic. Diversely, it was reported that some suppliers who had
been contracted with exclusive rights now realized as severe risks because of the travel and
indirect material flow restrictions between countries where supply chain streams flows exist.
The same effect applied for all single suppliers basically, whose operations existed outside
of the local supply chain and this had impacts that were already covered: supplier failures,
disruptions in material flows and inability to repair equipment breakdown.
Reverse bull whip, or the tightening of product assortment momentarily, was a method
specifically used due to the pandemic induced demand shocks in the retail markets. Since
usage of masks or other respirator controls were mandatory in certain operations it was
reported that building up safety stocks for these was considered important from a risk
management point of view.
Other effects that the coronavirus brought into day-to-day operations were naturally hygiene
related aspects such as using masks and more intense or increased cleaning, changing from
products used to new hygiene related practices. In some cases, facilities that had public
access were now closed from visitations, further managing risks in the framework of
restriction requirements but also in practice limiting excessive physical contact among
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employees and other people. Even inter-company protocols were reported, where employees
are advised to restrict contact with guided time and spatial controls. Furthermore, it was
reported that everything that can be arranged remotely, such as meetings, are done so.
On the other hand, it was reported that the challenges imposed by coronavirus has shown
that pre-existing supply chain risk management were very well implemented and operational
to begin with; in other words, validating existing risk management strategies. Most of the
strategies and management protocols devised against the COVID-19 related effects are
internal control, however. It was seen that affecting external aspects of the supply chain in
regard to the pandemic was difficult or impossible.
In general adapting to the new situation was also reportedly good; there were no reported
chains of exposure due to hygiene controls that would have led to supply chain disruptions.
However, new adaptation requirements were seen also as a strain on the sustenance of the
personnel, since limiting human interactions and isolation procedures requires very
adaptable people and distress management.

4.5.7 Implementation of SCRM is systematic

A systematic implementation of SCRM refers to the method of implementation of supply
chain risk management practices; is the implementation trickled top-down in the hierarchy
or are risks managed more locally and less strategically in local supply chains or even
supplier-by-supplier basis. The interviewed companies reported uniformly that
implementation of SCRM is either initiated from the company-wide level or that risk
management practices exist in all supply chain elements, such as local chains and in some
cases even in individual supplier relations. The gathered information suggests that
implementation of SCRM is indeed systematic in the interviewed companies, although the
weight of importance may vary in different parts of the hierarchy and supply chain (i.e.,
globally, or varying levels in the local supply chains).
One of the companies stated that risk management programs are initiated in the top level of
corporation in the executive committee. These company-wide initiatives are monitored and
updated during the year regularly and the details of them extend through the supply chain all
the way to managing approaches on individual supplier basis. Furthermore, it was briefly
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mentioned that further down in the hierarchy, in the supply chain itself, managers are very
interested in developing micro-level risk management practices, but this does not partially
reflect the amount of interest that is held in the executive branch, because they are more
interested in macro level developments and associated uncertainties.
Assessing company-wide risks as well as supply chain risks was reportedly not onedimensional: different departments may assess different types of enterprise risks and they
have roughly speaking their own focuses. These different approaches are integrated into the
overall risk framework of the company, however, so that information regarding uncertainty
is known and considered through-out the company and supply chain. It was also stated that
there are standard procedures, such as code of conduct and external auditing, that are based
on the same protocols no matter where in the supply chain (e.g., different countries) they are
being conducted. CSR aspects were also reportedly initiated higher in the hierarchy, and
those initiatives were given to relevant supply chain or operational management.
One company also stated that the need for localized SCRM implementation is governed by
country-specific regulations. An example was given in the form of creating job descriptions
or supervisors for certain process flows. This indicates that regulations and laws govern
some aspects of SCRM implementation, because in the absence of them these actions would
not have been taken.
SCRM on individual supplier basis was reportedly covered by contracting and standard
procedures such as supplier evaluation, selection, and auditing. Furthermore, the individualperspective was not regarded as important as having a wider understanding of managing
uncertainties in the companies’ chain of hierarchy. It was specifically mentioned that
individual suppliers may get more attention in the form of monitoring if critical failures or
other disruptions occur in the supply chain due to suppliers’ actions. Supplier relations
management is regarded as standardized and individual discussions, deeper approach is
initiated mostly in cases of key suppliers.
Ultimately, the evaluating the level of implementation of SCRM can be difficult because it
differs greatly from company size and industry, if not specifically on the company’s
standardized ways of managing or not managing uncertainty in the supply chain. In smaller
companies the risks may be observed and treated more locally, as responsibilities are more
concentrated, whereas in larger supply chains hierarchy levels may have global initiatives
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and individual managers in the supply chain might have less leverage. It was understood that
the implementation is overall systematic, but there are still differences in different supply
chains – they cannot be treated as equal or the same when considering how strategic it is.

4.5.8 New risks emerge in global supply chains

Supply chain risk management is changing as the world and times change. A final inquiry
was made to the companies whether they see any new risks that have particularly emerged
as important sources of uncertainty during their time as expert professionals in the field. It
was concluded that risks are not stable identified elements, uncertainties keep changing and
that there are company specific trends that can be associated with new risk types.
COVID-19 was an easily approachable topic for all the interviewed companies as it was seen
as definitely new and effecting source of uncertainty in the supply chains. One of the new
risks related to preserving core competence and experts in company’s employment and there
had been seen a definite increase in turnover of new employees; competent personnel’s
commitment is shorter now than before and they are more opportunistic in achieving career
goals. On the other hand, competitive risks have increased status reportedly for one of the
companies, especially in the transformation of supplier into direct competitor. This
phenomenon has been seen to increase over the recent years, and it had not been as
problematic before. Digitalization and automation were reportedly seen as not perhaps new
but still changing elements in company operations which may affect supply chain risks too,
depending on companies’ level of investment into information technology. Risks related to
digitalization may vary from minor impacts to major disruptions, as was the case with
Company D and previously discussed security risks. Sustainability issues were also seen as
a new source of uncertainty, as they had not been part of managing supply chain risks before
as dominantly as they are now. Sustainability and CSR related issues were seen as bit
obscured in a sense that there is no structure or guide for companies to know how to manage
it properly, e.g., what areas of sustainability and responsibility to invest on.
Consequently, it can be assessed that emerging risk types in supply chains apart from the
coronavirus are more or less company specific and there is difficult to draw definite
conclusions about trends based on this interview. However, it is certain that new risks
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develop and keep emerging, which promotes strategic agility and responsiveness from the
perspective of supply chain risk management of companies.
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5 CONCLUSIONS

In this thesis the research of supply chain risks, supply chain risk management and the
assessment of uncertainty in the supply chain was conducted through four case companies.
The foundation of the research was achieved by formulating selected research questions and
basing the research around solving them. This chapter displays the main and supporting
research questions one by one and aims to deliver conclusions for each question.
To understand the different sources of supply chain risks a risk categorization framework
based on Manuj and Mentzer (2008b) was utilized. With the help of this risk category
framework supply chain risks can be identified and assessed as supply, operational, demand,
security, macro, policy, competitive or resource risks. In addition, companies were able to
suggest additional risk typologies to correspond to risk sources that were considered to be
inaccurately presented or absent in the risk category framework.
The risk assessment conducted in the research is based on probability and impact analysis in
a risk map, which is adapted from Hallikas et al. (2004), Norrman and Jansson (2004) and
to some extent Mitchell (1995). The probability/impact risk map was utilized for two
perspectives:
•

company profiles, to assess supply chain risk and related concepts such as examples
of risk impacts in specific company environments, and

•

individual risk assessment, to gain an insight about the potential hierarchy of risk
severities between the case companies.

In addition to the probability and impact risk assessment, a mitigation capabilities framework
was included. The mitigation capabilities evaluation is based on similar qualitative
evaluation scale to assess the level of risk mitigation in the case companies. The purpose of
the mitigation capabilities assessment is to understand the relation of perceived risk
mitigation level to different supply chain risk sources.
Following the formal supply chain risk assessment and evaluation of mitigation capabilities
the research continued by probing different key areas of supply chain risk management in
order to obtain information about the characteristics globally configured supply chains and
SCRM in the case companies. Aspects related to supply chain disruptions, the increase of
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supply chain vulnerabilities, potential flexibility and resiliency enhancing factors and
methods of supply chain risk mitigation were considered in framework of different processes
and managerial perceptions. As an addition, the recent impacts of COVID-19 pandemic and
presence of corporate social responsibility in the dimension of supply chain risk management
were briefly looked at more closely.

5.1 Answers to the research questions

Main research question:
What do multiple risk assessments in globally configured supply chains indicate about
supply chain risk and supply chain risk management?
The thesis research strongly supports the conclusion that supply chain risk is a complex and
multifaceted construct and that all risk considerations should be viewed individually in
respective supply chains. Practical benefits of supply chain risk assessment to companies
can be increased by focusing on more detailed individual case company approaches, where
supply chains are evaluated more precisely and with the company’s specific preferences in
mind.
Moreover, supply chain risks are identified as originating from separate types or categories,
and that the role of supply chain risk management exists in the case companies to prevent,
control, and mitigate supply chain disruptions. Common themes in risk impacts, mitigation
strategies and general perceptions about supply chain risk and SCRM indicate that the supply
chain risk and related concepts are uniformly important for the case companies, and it could
be argued that they could be therefore important to other companies as well. Ultimately, it
can be concluded that uncertainties in the supply chain dimension are persistent, they keep
changing and there is a need for continuous management of supply chain risks.
Additionally, companies were capable of suggesting completely new typologies for supply
chain risks and uncertainties, such as the environmental risks, corporate social responsibility
risks, and impartiality risks. It was also found that the case companies have the capacity for
establishing hierarchies related to risk severity between different types of supply chain risks.
Severity of different risk categories can be decreased by focusing on probability, impact, or
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both. Furthermore, some risk categories are not currently important, therefore they should
not be focused from a supply chain risk management perspective. Consequently, it follows
that companies and supply chain managers also have capacity to perform individual risk
assessments that evaluate probability and level of impact, but also mitigation capabilities,
according to subjective evaluations. Risk assessments can therefore generate practical
insight for managing supply chain risk.
The results evolving around the main research question are more thoroughly observed
through the supporting research questions. Their purpose is to entertain more detailed
discussions based on the research problem and therefore partly synthesize findings to answer
the main research question separately.

Supporting research question:
What are the identified risk types/categories in the supply chains?

All risk categories were identified to be a part of supply chain risks by at least half of the
interviewed companies. In addition, non-identified risk categories were intuitively
understood to be part of risks or general uncertainty, but not structurally included in the
company’s risk perception. This illustrates the usefulness of categorizing supply chain risk
and that relevant supply chain problems to companies can be analyzed through a risk
categorization framework.
Risk category identification results were illustrated in Figure 7, and new suggested risk
typologies in Table 7. Some companies could make severity assessments for risk categories
that were not identified, while others evaluated them to the minimum severity possible. In
essence, it was found that considering different sources for uncertainty and risk in the supply
chain can be strongly dependent on the company’s and interviewee’s interpretation.
Moreover, the research suggests that different risk sources were also considered to be
evolving and not fixed stable elements in the supply chain. For example, some risks that are
not identified now might be present in the supply chain later. On the other hand, supply chain
risks can be understood to exist in somewhat regional dimensions too; companies must
evaluate the same risk type for multiple countries in which the supply chain processes exist.
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Ultimately, it was found that companies can separate different sources of supply chain
uncertainty proactively and independently. The results also show that companies have an
intuitive understanding of supply chain risk categorization approach and that it can be
utilized to gain information from expert practitioners.

Supporting research question:
How are different risk categories understood in supply chains in terms of severity?

Assessing supply chain risks from a company profile perspective showed that risks and
uncertainty can take different meanings, interpretations, and forms in supply chains and that
overall, the generalizability of supply chain risk assessment is very low to non-existent.
Risks are always to be considered in the company’s perspective, where immediate
information and interpretations of uncertainty can stay relevant when trying to assess supply
chain risks and develop supply chain risk management strategy. Therefore, different
companies have differing formations of risk severity assessments. Risk assessments can
ultimately mainly contribute utility to the company in which it is based; however, evaluating
all of them together indicates that there are some similarities between companies, and that
overall, the existence of hierarchies between risk categories implies the importance risk
management. Severity of risk in supply chain categories can be decreased by prioritizing the
source of severity based on the probability and impact assessment. Decreasing priorities
were found to be company specific.
Individual risk category assessment consisting of all risk assessments given by the
companies was also performed. This was conducted so that potential relations between
hierarchy of risks between companies can be established. However, this approach has its
obvious limitations; individual company assessments may swing averages drastically, and
lacking identification or subjectively evaluated disregard for some categories may dissuade
the importance of some risk categories even if they can have meaningful presence in certain
companies’ supply chains. These notions further promote the idea that risks should be
evaluated within a company’s supply chain and not necessarily across multiple different
supply chains. However, to visualize the average perception of risk categories the combined
supply chain risk assessments gathered from the case companies is displayed in Figure 24.
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Figure 24: Combined assessments of supply chain risk categories
With the previously discussed caveats in mind, it can be perhaps concluded that there is
divide between which risk categories are considered important or not between the case
companies. For example, macro and security risks were generally not considered nearly as
important as supply, demand, operational and resource risks. In terms of severity policy risks
rank somewhere between unimportant and important, even though it is seen to have
potentially high impacts. It could be suggested, for example, that above intermediate average
severity can be considered as more important risks than the ones that rank below them – this
would mean that supply risks, demand risks, operational risks, resource risks and competitive
risks are widely considered to be a part of the most important supply chain risk categories
with some variation in between relevance. Ultimately, based on company evaluations
presented in this thesis, supply and demand risks could be understood as the most critical
supply chain risk types, because they are seen to elicit the most severe combination of
probability and risk impacts in the case companies’ supply chains. Moreover, relative
importance of all supply chain risk categories among case companies was illustrated in Table
11. To gain validated information about whether these types of severity-based hierarchies
can be constructed more research needs to be conducted on multiple risk assessments,
however.
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Supporting research question:
How can the impacts of risks occur in the supply chains?

Companies reported numerous examples of supply chain disruptions. All risk incidents were
particular to specific companies, but some of them could be seen to exist within similar
thematic category; some degree of conceptual overlapping between different risk impacts
may also be argued to be present. Most of the mentioned supply chain risk incidents relate
to failure of supplier or failed supplier selection/monitoring in one way or another due to
various reasons, but other incidents such as COVID-19, product design, breakdown of
equipment, information systems breach and loss of core competence were also mentioned.
Risk impacts were further illustrated in Table 10.
The results also suggest that risk impacts can be partly generated by dependency on
inadequate number of suppliers or resources. Different supply chain risk impacts can also be
interconnected and cascade into other types of risk – this displays the multidimensionality
of the risk concept. Other common risk factors include long distances between processes and
stakeholders that are normal to global supply chains. It was also found that external risks
such as the COVID-19 pandemic has had uniform impacts on case companies supply chains.

Supporting research question:
How can risks be mitigated in the supply chains?

The research indicates that apart from one company there is potential to improve risk
mitigation capabilities considerably in the case companies. Companies also reported several
practical supply chain mitigation methods. For example, strategically managing suppliers by
means of selection and monitoring, limiting outsourcing and monitoring external factors
such as policymakers. Also, more conventional methods such as interfirm measurement of
processes, sales and operations planning, tightening product assortment and warehouse
management are in use. Risk mitigation methods and strategies were illustrated in Table 12.
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Based on the research it can be suggested that supply chain risk management can be initiated
proactively before the risk realization or after the initial risk impacts. It was found that
companies seek to be proactive, but eventual disruptions in the supply chain force all
companies to be also reactive in their risk management. Proactive supply chain risk
management is associated with usage of risk mitigation methods and capabilities with risk
forecasting, and risks are actively mitigated before they can have major disruptions. Reactive
risk management, on the other hand, is evident due to already realized supply chain
disruptions: it is illustrated by preparedness to take risks and develop forecasting and
mitigation tools accordingly post-impact.
Ultimately, efficient supply chain risk mitigation is understood to be a proactive strategy
which considers both internal and external sources of risk and manages uncertainty on a
global scale through, for example, the methods presented in this research. Alternatively,
companies can establish preparedness for risk taking.

Supporting research question:
What are some of the characteristics of supply chain risk management?

In the final part of the thesis research the characteristics of globally configured supply chains
and supply chain risk management were considered. Multiple aspects were covered, and the
consensus is that supply chain risk management remains as an important core managerial
part of company operations and risk management. An overview of the characteristics of
globally configured supply chains was presented in Table 13.
It was found that external sources of risk are understood as more important than internal
sources of risk, but this consideration is also dependent on the company itself. In general,
external risks are seen as rarer but more impactful, whereas internal risks occur more often
but are less impactful and much more manageable. Most recent example of an external risk
source that had uniform effects in the case companies’ supply chain is the coronavirus.
Moreover, the results show that companies seek active ways to decrease vulnerabilities and
increase the supply chain’s flexibility by using various methods and strategies, with varying
levels of success. Supply chain resiliency is also understood, recognized, and measured in
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most of the supply chains. Companies also reported that SCRM is a very important aspect
of total risk management of a company, to a point where it can be considered even the most
important for some companies. Furthermore, all companies reported that SCRM is
implemented systematically in every level of the supply chains.
In addition, the results indicate that suppliers are expected to have a role in managing risks;
this ranges from audits and contractual obligations to completely transferred risk especially
in the case of outsourced logistics or high specialization of suppliers. Some companies
observed more risk transfer towards suppliers than others.
The results also show that corporate social responsibility is widely considered to be a part of
supply chain risks. Firstly, CSR-related aspects were proposed as new risk typologies by two
companies. In addition, all companies acknowledged the term and its potential existence in
the risk dimension. Secondly, preparedness to answer and act according to corporate social
responsibility breaches or problems was identified as an important part of managing
operations on a global scale, and often these, if associated with risks, manifest differently in
different countries and regions of operation. External stakeholder pressure to initiate
awareness on CSR and sustainability issues were also seen to be a present factor in supply
chain risk management.
The research also found that COVID-19 impacts have been extremely visible to operations
of supply chains; however, companies have recovered well from initial uncertainty with
proactivity that implies flexibility and resilience in the supply chains.
Consequently, companies report new emerging risks relevant to industry and company
specific operations, coronavirus being uniformly recognized and CSR-related aspects to
some extent. Uncertainties evolve and new challenges appear repeatedly; supply chain risk
dimension is not stable. To manage supply chain risks constant monitoring and preparedness
for new uncertainties is required.

5.2 Discussion of results

Most of the results gained through the research can be only applied to the relevant case
companies’ supply chains and processes. However, there are some practical considerations
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of this research that can be linked to previous research literature on the subject. For example,
the case companies intuitively understand risk as a concept related to undesired
consequences as explained by Harland et al. (2003). Furthermore, by assessing risk from
multiple aspects, namely company profiles and individual risk analysis, it can be established
according to previous literature that supply chain risk is a complex construct that can involve
many interpretations, meanings, and considerations (Zsidisin, 2003). The research shows
that the case companies imply a scope of supply chain risk that in general extends to cover
multiple already established categories (such as the adapted risk category used in the thesis
based on Manuj and Mentzer, 2008b) and other known sources of supply chain risks
(presented in Table 1, for example Jüttner et al., 2003; Giannakis and Papadopoulos, 2016)
in the literature. These sources include e.g., internal and external classification of risks, or
environmental, sustainability and social responsibility included aspects. However, a new
suggested typology called impartiality risks was not specifically found in the literature,
although it can be most likely to be fitted in one of many risk constructs to display a loss of
credibility. Case companies also indicated that supply chain risk management is also
understood to be an important existing managerial concept which is underlined by the
objective to manage uncertainties in the supply chain (Bandaly et al., 2012).
Information about the causes of supply chain vulnerabilities, i.e., the susceptibility for risk
impacts in the supply chain, can be considered to reflect already established theoretical
knowledge in the field of supply chain risk management. Companies reported vulnerabilities
to be related to leaning activities such as global outsourcing, single sourcing, centralized
distribution and production, volatility of demand and reductions in inventories (Jüttner,
2005; Zsidisin, 2005; König and Spinler, 2014).
Researched companies reported to having similar resiliency increasing strategies, methods
and initiatives that are displayed in the literature, which include flexibility, visibility and
collaboration (Christopher and Peck, 2004; Jüttner and Maklan, 2011).
Other relevant contributions related this research reflect the importance of corporate social
responsibility in supply chain management. Sustainability awareness has increased in the
case companies, and this was partly due to stakeholder expectations (Luoma and Meixell,
2015; Seuring and Müller, 2008; Gold et al., 2010) and partly due to general lack of
understanding how and why CSR related aspects can be managed in the supply chain.
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Overall, the thesis research tried to fulfill a research gap that was identified by various
authors (Sodhi et al., 2012; Rao and Goldsby, 2009), and faced similar problems that the
research field has in general faced: there is some amount of obscurity about supply chain
risk and supply chain risk management construct among researchers and researched case
companies. Understanding supply chain risks on generalized company level seems very
difficult, and all attempts to generate meaningful theoretical input for the thesis’ focus should
perhaps be based on individual company analyses.

5.3 Managerial implications

Formal risk assessment via risk mapping can be used to establish risk hierarchies in a supply
chain. This can be extremely efficient when combining it with single case approach instead
and building detailed company specific process maps of potential supply chain risks where
risks can be evaluated.
In terms of risk impacts the thesis reassures that reducing supplier-side incidents is
paramount to preserving stability in the supply chain. On the other hand, going to the other
end of the supply chain stream and controlling demand variation can be seen equally as
valuable. Overall, being conscious about realized risk impacts in a company’s supply chain
and collecting data related to it can be considered very important and valuable.
As shown in the research, proactive risk management is a fundamental attribute to successful
supply chain risk management. Some of the determinants of proactivity should be sought
after in companies if they want to seek risk management related efficiency increases.
Measurement of suppliers, cooperation and relationship management are also related to
flexible and resilient supply chains; these should be included heavily in resiliency-striving
supply chains.

5.4 Limitations of the research

Upon reflecting the thesis research specifically, it can be argued that the interview sample
used cannot be used as a generalization for understanding the importance of supply chain
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risks or any other related findings outside the case supply chains. Diversely, these risk
evaluations are to be understood in the company specific environments where they are given
assessments of severity by the interviewee. Risks should therefore be evaluated perhaps only
in a company dimension, until more clearly defined theoretical foundations are established
for supply chain risks and supply chain risk management. As expressed by Sodhi et al. (2012)
and Rao and Goldsby (2009), supply chain risks have not been researched enough; for
example, there is no consensus on common definitions, and there is lack of verifying
research on supply chain incidents. More recent claims about existing research gaps in the
field of SCRM are also further concluded to be related to the holistic understanding of SCRM
and risk categorization, among other relevant concepts (Fan and Stevenson, 2018). In the
scope of this thesis, this means that reflecting results on prior literature is implied to be
difficult, because even prior literature has not perhaps had the luxury of having many
alternative or reinforcing conclusions. One of the apparent reasons for the lack of structured
research is also the phenomenon itself – supply chain uncertainty and related phenomenon
are not necessarily fully grasped even by companies themselves, which is evident due to the
existence of unprevented supply chain risk disruptions in companies.
Other limitations of this research include the multiple case study method: while it can give
a good overview of related phenomenon and valid information, it may not have much
meaning outside the case companies. Apart from in-depth understanding of realized risk
impacts, risk assessments are fundamentally also obtained through observing uncertainty –
this uncertainty is logically, from a priori perspective, representing the unknown. Deriving
data from case companies might therefore imply reliability issues, since different personnel
of same companies or even same interviewee’s sometime in the future might give different
answers to what have been acquired in this research. The limitation regarding reliability is
further enhanced by the consideration that similar research on other companies might
produce vastly different results on supply chain risk specific elements that were discussed
throughout the research. Reliability issues related to the thesis are also underlined by the fact
that one of the discovered results imply that uncertainties and risk perceptions change
through time – what is uncertain now might be even more uncertain tomorrow, or completely
forgotten and replaced by new uncertainties. Consequently, some the notions presented in
this section do, however, also support the claim that continuous risk management can be
considered crucial particularly because of the nature of changing uncertainties in the supply
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chain. In other words, the existence of reliability issues due to the nature of the researched
phenomenon also confirms its importance from a managerial perspective.

5.5 Further research suggestions

Future research using risk assessment methods should focus on single case companies. This
way researchers can prepare together with companies optimally configured risk
categorizations and risk maps, which both enriches the detail of information given to
researcher and potentially gives much more meaningful insight into supply chain
vulnerabilities for the case company. Detailed theory could then be built with one company
at a time, and with enough information some comparative studies could be completed.
One way to arrange meaningful determinants for probability and impact of different risk
typologies is to collect more specific information. Process information about the amount of
total amount of completed processes vs. failed processes could constitute a meaningful
probability figure for individual process related supply chain risk incidents. Impact of these
risks could be established on financial loss brackets determined by estimation of average or
specific financial losses due to risk incidents. With this framework more accurate depiction
of severity of risk categories can be achieved, rather than subjective evaluation of managers
or expert practitioners.
Other research suggestions include corporate social responsibility, as it is a growing trend in
managing supply chain risks. Instead of probability research could focus on supply chain
risk impacts, since they are determined and known elements of supply chain risk assessment,
whereas assessing probability is more about conjecture. COVID-19 related supply chain risk
research may also be considered as a valuable branch to study prolonged effects of a major
external risk source.
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APPENDICES

APPENDIX 1: Interview form
Preliminary information
1. Your name:
2. The name of your company:
3. Your title in the company:
4. Country of the operating unit:
5. Past experience in current position (years):
6. Supply chain configuration global or local:
Theme 1: Identifying Risk Categories
7. Are the following risk categories identified in the supply chain?
8. Are there any other suggested risk categories or sources of risk? (Can be completely new
and e.g. separated or combined from the presented ones.)
Theme 2: Risk Probability
9. What is the probability of risk events in following risk categories?
10. Are there any specific examples of risk forecast/prediction methods? If so, were they
developed before or after risk realization?
Theme 3: Risk Impact
11.What is the level of risk impact in the following risk categories?
12. Are there any specific examples of realized risk impacts?
Theme 4: Risk Mitigation Capabilities
13.What is the level of risk mitigation in the following risk categories?
14. Are there any examples of risk mitigation tools/methods for the most severe supply
chain risks?

Theme 5: Open Questions
15. What is the relative threat level of risks associated to internal and external sources of
risk in the supply chain? (Which is considered greater?)
16. Are there any measures for supply chain resilience?
17. Compared to other areas of company risk management how important is supply chain
risk management?
18. What is the suppliers’ role in managing supply chain risk?
19. Is there a corporate social responsibility element related to managing risk in supply
chain? Examples?
20. How has the COVID-19 pandemic affected the managing of supply chain risk?
21. Overall, how systematic is the approach to SCRM? (Company-wide initiatives, locally
in supply chains or perhaps individually on supplier to supplier basis?)
22. Have there been any new and emerging types of risk within the supply chain that in
your experience have not existed before or have emerged during your time as an expert
in the field?

