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Abstract

While the adoption of digital twins among industrial companies is growing due to rapid

developments in available solutions, the utilization of digital twins as a part of company

operations and management is a new phenomenon. As a result, the long-term functionality of

the digital-twin lifecycle is not well understood. Because of the small number of example

cases, there is a lack of existing case data. This chapter offers both theoretical and empirical

insights into the business-related risks that can arise during the different digital-twin lifecycle

phases. The empirical information introduced here came from two Finnish multinational

industrial companies that are planning to develop new service businesses based on digital

twins.
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16.1 Introduction

The utilization of different types of digital twins among industrial organizations is becoming

increasingly common as the possibilities and solutions developed by service providers continue

to grow (Qi et al., 2020; Tao et al., 2019; Tao et al., 2018). Currently, digital twins are

increasingly being adopted and utilized by different types of manufacturing companies to

support, for example, their daily engineering, production, management, and decision making.

The digital twins provide these companies with a large amount of data from various processes.

For that reason, company leaders from many different industries are becoming increasingly

interested in supporting their operations management and business activities with effective

utilization of lifecycle big data (Zhang et al., 2017). From the business point of view,

optimization of the process of digital-twin lifecycle management is an increasingly important
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objective for companies among different industries to improve their sustainable competitive

advantage.

From the business point of view, the management and handling of risks arising during different

digital-twin lifecycle phases generates new types of business-related managerial challenges.

Because the use of digital twins as a part of company operations and management is relatively

new and because of the small number of example cases, the long-term functionality of the

digital-twin lifecycle is not well understood. More precisely, less attention has been paid to the

recognition and understanding of managerial and business-related risks during different phases

of the digital twin lifecycle. Because of a growing interest in the implementation and use of

digital twins, the potential for business-related risk is growing, and there isn’t much real

information available to help mitigate this risk over the long term. Digital twins are being

implemented as integral parts of overall systems, for example in power plants. Because their

expected lifecycle might be decades instead of few years, business- and management-related

risks related to this type of digital twin use cannot be ignored.

This chapter provides insights to help improve the understanding of risks related to the

lifecycle management of digital twins from the business perspective. The aim of the chapter is

to recognize risks related to different phases of the digital-twin lifecycle and provide

information that will help businesses to prepare and deal with these risks. In addition to the

recognition of the risks from the current literature related to digital twins, the chapter provides

empirical insights from two large multinational Finnish industrial companies. These

companies represent digital twin users that are planning to develop new service businesses

based on their digital twin implementations. The company insights were gathered via semi-

structured interviews with people representing different organizational backgrounds and

levels.

The rest of the chapter is structured as follows. First, the theoretical background of the chapter

is presented, including the definition of the digital twin as it is understood here. Next, the

chapter gives a theoretical definition for the digital-twin lifecycle and describes associated

risks and challenges related to the different phases of that lifecycle. The methodology for the

empirical part of the study is then detailed followed by the presentation of results. The chapter

ends with concluding remarks and discussion.



16.2 Theoretical background

16.2.1 Digital twins

The first mentions of the digital-twin concept are from 2011 (Tuegel et al. 2011). A

hypothetical concept of a digital model of an aircraft was introduced that would be capable of

representing its real-world counterpart in an ultrarealistic manner. This digital twin would

include structural and aerodynamic details as well as operational loads and factors. Although

a large amount of computational resources would be needed, the proposed digital model would

be able to compute, in real time, the physical phenomena involved.

Since then, the concept of a digital twin has been under active research and development and

has been defined in many ways. According to Grieves and Vickers (2017), the concept of

having a representative digital model of a real physical system has a long history, and it has

been referred to as a “conceptual ideal for PLM”, a “mirrored spaces model”, and an

“information mirroring model”. Grieves and Vickers (2017) define the concept as follows.

“The digital twin is a set of virtual information constructs that fully describes a potential or

actual physical manufactured product from the micro atomic level to the macro geometrical

level”.

In their definition, the digital-twin concept is further defined as “a digital-twin prototype” and

“a digital twin instance”, the former being a digital representation of a prototypical physical

artefact and the latter representing an individual instance of a product throughout its lifecycle.

Similarly, Hartmann and Van Der Auweraer (2020) introduced the concept of “executable

digital twin”, which is based on existing simulation models developed during the product

design and development phases. Such digital twins would be built according to specific

applications and would have the required accuracy and performance. Together with their

execution engines or simulation tools, these digital twins could be deployed on the edge (edge

computing) or in the cloud. They could be used by autonomous machines or users with little

experience. In both definitions of a digital twin, the authors are referring to physical products.

The definition of a digital twin can be extended from those referring to physical products or

systems, such as aircrafts, to any kind of system such as industrial processes (Vachálek et al.,

2017) and even non-physical systems such as operational and organizational processes e. This
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wider interpretation of the digital-twin concept makes it difficult to categorize what a digital

twin is or what it is not (Rasheed, San, and Kvamsdal, 2020). Nevertheless, the concept

contains three main elements: the target system or product, its digital representation (the digital

twin), and communication and data exchange between the target system or product and the

digital representation.

The level of detail and the form of representation the digital twin has about the target system

depends on the purpose of the digital twin. For example, if the purpose of the digital twin is to

monitor and collect information about the state and condition of the machine system, it may

represent a detailed structure of the target machine assembly that includes details of the

individual components and their condition and history. On the other hand, if the purpose of a

digital twin is to optimize the operation of the target system, e.g., by minimizing structural

loading and maximizing system performance, details of the dynamics of the target system are

needed by the digital twin together with some optimization capabilities.

16.2.2 Digital twin lifecycle

The lifecycle of a digital twin refers to the existence of the digital twin itself, i.e., its conception

(beginning of life), its use, any possible modifications and upgrades (middle of life), and

retirement (end of life). The evolvement of the concept of a digital twin builds on top of other

concepts relating to digital models, such as “virtual prototypes” (Wang, 2003) (Madni et al.,

2019) and “cyber-physical systems” (Chen, 2017) (Nazarenko and Camarinha-Matos, 2020).

In these concepts, the digital models of the physical systems contain features that are present

in the design and engineering phase of the targets, i.e., at the beginning of life of the physical

system and the digital twin.

How the lifecycle of a digital twin refers to the lifecycle of the target system may differ. At the

design and development phases of the product (beginning of life), the digital twin contains

most of the information and possibly different models constructed to help design the product.

Digital twin models are designed in virtual space according to the product operational needs

and requirements. At this stage, the digital twin models may represent a generation of the

product having similar characteristics.



These simulation models are used as digital-twin prototypes in the virtual space for

experimentation and the analysis of product behaviors. Once the product is tested and the

simulation results are considered satisfactory, the product is ready for production and

instantiated from the digital twin models considering the unique requirements of the end-user.

The product is then manufactured considering its potential use and operating conditions. At

this stage, therefore, the digital twin models are modified and instantiated so that each digital

twin corresponds to an instance of the physical product. Information from the digital twin can

be directed back to the virtual space and used in the design of new generations of the product.

This means that a digital twin can also be used for product lifecycles other than the one it

explicitly represents (Tao et al., 2019).

According to Haag and Anderl (2018), the current computer-aided design, manufacturing, and

engineering models (CAD, CAM and CAE models, respectively, or CAx models) are not

designed to be utilized beyond the product development phase, which hinders the automatic

generation of digital twin models that can be used during the subsequent product operational

phase. There is a need for development and maintenance of a “digital-twin template” in

conjunction with the product at every phase of the product development process. Therefore, as

the physical product is instantiated from the product models, the corresponding digital twin

will be readily available from the digital twin template.

At the product operation and maintenance phase (middle of life), the digital twin evolves along

the product lifecycle and captures all the information about its physical counterpart. The digital

twin and the physical twin are linked through data that flows both ways, i.e., from the physical

product to the digital twin (e.g., data about product performance, behavior, state, and

configuration) and from the digital twin to the physical product (e.g., predictions about

product’s performance, failure, and life span).

A digital twin is a digital replica of a real product system. In the industrial or business context,

this means that if the target system is a series product, there will be a series of digital twins,

one for each product produced. In a successful business based on series products, the number

of digital twins will increase over time, and the maintenance required for each will cover the

lifecycles of all the products sold. In addition, when a digital twin is used in an industrial or

business context, the resource aspects must be considered. As a result, the digital twin should

be constructed automatically from the design and engineering data as a side product of the
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design work. During the operational phase of the product, the maintenance and possible

modifications and upgrades of the digital twins should also be automated to cover the overall

fleet of digital twins.

A digital twin should bring benefits to both the vendor and owner of the real asset. A digital

twin will help the owner to monitor and optimize the performance of the physical product, and

the vendor will be able to better design the next product generation using the information and

knowledge gained from the digital twin. For a digital twin to accurately represent the actual

state of its counterpart physical twin, timely modifications and upgrades must be carried out.

The digital twin may come from the original vendor, or it may be provided as a service from a

third party. In either case, strong collaboration among all the participants should continue to

appropriately allocate responsibilities, ensure secure access, protect IPR, and receive fair

rewards (Cameron et al., 2018).

At the product disposal phase (end of life), the digital twin may be used for safe product

disposal. Since the digital twin is a digital representation of the physical product, it contains

information about, e.g., product configuration and materials, which is useful for proper product

disposal. Similarly, for a large and complex system, such as a process plant, a digital twin can

help in demolition planning for the production process lines and structures by providing

information about the available space around equipment and in the buildings and possible

hazardous structures. The use of up-to-date digital models simplify planning and reduce the

risk of accidents.

16.2.3 Lifecycle risks of digital twins

The digital twin contains all the information about the physical system, the data linking the

real to the virtual, and the information linking the virtual to the real system throughout the

digital-twin lifecycle (Schützer et al., 2019). From the perspective of doing business with the

digital twin, this reciprocal data flow introduces several potential risks along the entire

lifecycle. These risks have been previously studied from the perspective of data lifecycle

management.



The process of gathering, utilizing, and interpreting data introduces a number of risks. These

include the loss of relevant data during data overloads (Tao et al., 2019; Ofner et al., 2013) as

well as the possibility of duplicating data or receiving conflicting data from different sources

(Tao et al., 2019; Zhang et al., 2017) and phases of the lifecycle (Tao et al., 2018). There is

also a risk of losing information across the boundaries of business units, departments, business

processes, and systems (Ofner et al., 2013). This information should be compressed as a small

selection of useful information to support decision-making (Tao et al., 2019).

Tao et al. (2019) have highlighted the necessity of combining data from different sources such

as products, customers, and the operating environment. The unifying management and storage

of the data (Zhang et al., 2017) can decrease the risk of duplicating data from diversified

sources. There is also a risk that the data collected in distinct phases of the lifecycle may

become information islands that waste resources and result in data-sharing problems (Tao

et al., 2018). Furthermore, a lack of regulation or standards at the individual, organization,

national, and international levels hinders the implementation of digital twins (Tao et al., 2018).

Dealing with the technology leads to other risk types. If the technology cannot sense or

completely capture the lifecycle data on time (Zhang et al., 2017), it is a risk for the business.

In situations where there is a need to respond rapidly to real-life events based on real-time data

or to predict a future event based on historical data (Tao et al., 2019), the lack of reliable

technology is a risk. Also, ensuring efficient retention and destruction of collected data has

been highlighted. According to Tao et al. (2019), improper data storage and transfer in a digital

twin can result in severe mistakes. It is also crucial to assure validity and security in data

transmission (Tao et al., 2019). Finally, human-related risks deal with a lack of skills in mining

and using the information coming from lifecycle data (Zhang et al., 2017).

As presented above, there are variety of risks related to data lifecycle management. As the

requirements for different phases of digital twin lifecycle differ (from early stages of systems

development to detailed systems design, maintenance support, and process data feedback)

(Garrido & Sáez, 2019), the same applies to risks. Therefore, being a novel and prominent

form of technology, the risks related to different phases of the digital-twin lifecycle require

further understanding.
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16.3 Research methodology

The case study research methodology was used to collect the empirical data considered in this

study. The case study method was chosen, because it is considered to be an appropriate

research method to explore real-life cases under circumstances where researchers have the

opportunity to observe and gather data in a realistic context (Yin, 2009; Voss et al., 2002). The

motivation for selecting the two case companies under investigation was to keep the number

of cases low, which according to Voss et al. (2002) makes possible deeper observation.

The selected case companies are large multinational Finnish industrial companies that are

planning to exploit possibilities provided by modern digital twinning to develop their service

and product offerings. Since both companies are currently and actively exploring the potential

of digital twins, these cases provide interesting and valuable real-life settings to observe

possible risks related to different phases of the digital-twin lifecycle. Error! Reference source

not found. summarizes the interview process that was used for data gathering.

Table 16.1. Process of empirical data gathering
Case company Company type Interviews

Company A Large multinational machine and solution

supplier in wood industry

- Its customers are companies

operating in the wood products

industry

Group Vice President, Technology

Business Line Manager

Development Manager

R&D Manager

Company B Manufactures and services power sources

and other equipment in the marine and

energy markets

- At the marine market customers

comprise both shipyards and ship

owners

Technology Manager

Development Manager

Product Development Manager

16.4 Results

The results of the interviews indicate that there are currently many open questions about the

business risks associated with the lifecycle stages of digital twins and their identification. The

results of the study also show that new business models based on digital twins, especially



service-business-related business models, are a relatively new phenomenon whose potential is

still being identified. Since there is a shortage of existing real-life cases, more evaluation of

and more experience with longer-term business risks is needed.

In the first phase of the digital-twin lifecycle, one of the biggest business challenges relates to

digital twin-related business logic and its design. When a new service business is designed

based on the digital twin, there are costs associated with launching and developing it that

should be recouped over the digital twin lifecycle. Based on the results from interviews, the

business model related to digital twins that is currently more clearly conceivable and feasible

seems to be based on a fixed monthly fee paid by the end customer, where the customer is

willing to pay for the identified value-added features and elements. In this case, the business

risk arising from the costs of setting up a digital twin remains with the product/plant supplier.

During the lifecycle of the digital twin, the revenue stream becomes positive after the

calculated time span.

Another, alternative model to deal with the digital twin’s business risk is to outsource the

operation of machines, production lines, or entire factories with profit responsibilities to their

supplier. In such a digital-twin-related business model, the supplier operates the products it

supplies using a digital twin, and the business benefit obtained is based on, for example, cost

savings or improved efficiency. Such a business model is seen as a potential option in the near

future, but at present there are still too many risk factors associated with uncertainties regarding

digital twin accuracy and functionality, so business risk from operating products or facilities

could be handled solely by suppliers.

In the “beginning of life” phase of the digital twin lifecycle; along with the delivery of new

machines, production lines, or entire plants; end customers expect advanced and sophisticated

visualizations of the products to be delivered. Providing these have gradually become common

practice for sales and design operations. Digital visualizations are becoming increasingly

sophisticated and complex with no additional cost being billed to customers. As a result,

advanced visualizations to support sales and design work may also result in difficulties for the

sale of digital twins at the “beginning of life” stage, because it may be difficult to identify

additional features that a customer would be willing to pay for. Therefore, customers are

accustomed to constantly receiving and utilizing more sophisticated digital visualizations

without viewing the practice as a billable service.
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In the “middle of life” phase of the digital twin lifecycle, from a business perspective, the main

percentage of currently recognized risks seems to be related to the additional costs of the

necessary changes, upgrades, and maintenance of digital twins over time. When designing the

digital twin in the first phase of its lifecycle, it is assumed that the development and change of

the operating environment will be anticipated and considered as accurately and

comprehensively as possible. Nevertheless, changes due to the development of the operating

environment pose business risks. For example, if the operational environment modeled by the

digital twin changes faster or more than expected, the digital twins may need to face some

major upgrades that may take too long to pay back.

Another risk associated with the change and development of the business environment in the

second phase of the digital twin lifecycle is related to the development of the business model

and earnings logic. As the business and operating environments of industrial companies

continue to evolve, so do the digital twins, which are constantly and more cost-effectively

offering new features and opportunities. This development will also allow business logic to be

updated and diversified during the second phase of the lifecycle, but there is a risk that such

features that will enable additional sales will not be identified or customers will be reluctant to

pay more for them. Customers may assume that the features enabled by the development are

part of the service to be provided in accordance with a previously agreed pricing principle.

From a business perspective, the second phase of the digital twin lifecycle also involves the

most significant human-related risks and challenges. Based on the results, it is assumed that

artificial intelligence and machine learning will soon become a growing part of the digital twin

operating environment. In this case, digital twin implementation will partially or completely

replace people in operational and business decision making. Thus, the digital twin will replace

and displace existing skills and simultaneously demand that new skills be developed to replace

them. Such machine learning and artificial intelligence expertise can be a significant business

investment for companies with risks such as labor availability and price.

One of the major business risks during the second phase of the digital twin lifecycle is

associated with the company replacing existing equipment with new and different equipment.

digital twins may form factory-level entities in which all equipment and functions relevant to



the operation of the factory are visualized under the same digital model. It is assumed that

during the lifecycle of a digital twin, not all devices will come from the same equipment

supplier. The introduction of a new supplier may lead to significant changes and additional

costs for the operation of the digital twin. These may include, for example, the reluctance of

the new entrant to share in the costs of maintaining the digital twin, an unwillingness to share

information, or the inadvertent transfer of proprietary information to competitors.

Table 16.2. Business risks related to digital twin lifecycle
Phase of Lifecycle Human related risks Process related risks Technology related risks

Beginning of life Finding the necessary

human-related skills in

the beginning of life

Identification of the

elements that the customer

is willing to pay for is

inadequate.

Customer expects certain

elements and visualizations

with no extra charge.

Business model and earning

logic – who carries the risk

of the payback and ROI?

Design of long term

updating and maintenance

of digital twin

Digital twin is designed as a

closed system.

Middle of life AI and Machine

learning are replacing

humans.

Finding the necessary

human-related skills

during the middle of

life

Emergence of competitors

on digital twin platforms

Sales of additional services

/ additional features as

functionalities evolve

(customer may not be

willing to pay for new

services because they are

thought to be part of the

product features).

Finding the balance

between the incomes and

costs of operating and

updating of digital twins

The computing

infrastructure (computer

hardware, operating system,

simulation software) may

not be accessible or

available for the long term,

especially for digital twins

with lifecycles in decades.

End of life The digital twin does not

return the investment during

its lifecycle.

The end of lifecycle

happens in an unpredicted

and uncontrolled manner

because of technology loss.
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From a business perspective, the “end-of-life” phase of the digital twin currently appears to be

the least considered and recognized. Digital twins are planned to last a long time. Little

attention is currently being paid to the end of their lifecycle. End-of-life risks include a digital

twin reaching the end of its lifecycle before it has paid for itself or a digital twin reaching the

end of its lifecycle prematurely. The results of the interviews at different stages of the digital-

twin lifecycle are summarized and presented in Error! Reference source not found..

16.5 Concluding remarks

From a business perspective, in the first phase of the digital twin lifecycle, the most significant

risks currently identified seem to be related to the business logic and balancing revenue streams

and costs over the digital-twin lifecycle. Even though the identification of human- and process-

related risks appears to be increasing in the second phase of the digital twin lifecycle, the

technological perspective will nevertheless be emphasized in the consideration and

identification of risks. To summarize the business risks associated with the digital twin

lifecycle, the contemporary identification of risks emphasizes a technological perspective.

First, the risk may realize, if the digital twin is designed as a closed system that can only be

accessed by the service provider. Second, the risk may materialize, if the entire computing

infrastructure (computer hardware, operating system, simulation software) is not be accessible

or available for the long term. Third, the risk can realize, if the end of lifecycle happens in an

unpredicted and uncontrolled manner. This can be, for example, a loss of technology if a

service provider goes bankrupt.

While technology-related business risks are an integral part of the various stages of the digital-

twin lifecycle, human-related risks also pose significant business risks for companies. For this

reason, it would be important in future research to provide more information and an

understanding of the human risks associated with the different stages of the lifecycle of digital

twins and how companies could better prepare for them. As the results of this study also show

that the identification of business risks related to the “end of life” stage of the digital-twin

lifecycle is less compared to the beginning of the lifecycle, future research would also be

essential to provide more information on and understanding to better prepare for the “end-of-

life” phase risks.
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