LAPPEENRANTA-LAHTI UNIVERSITY OF TECHNOLOGY LUT
School of Engineering Science

Software Engineering

Elizaveta Tereshchenko

DEVELOPMENT AND IMPLEMENTATION OF THE DATA QUALITY
ASSURANCE SUBSYSTEM FOR THE MDM

Examiners:  Associate Professor Annika Wolff
Professor, Dr Sci. (Economics) Igor Ilin



ABSTRACT

Lappeenranta-Lahti University of Technology
School of Engineering Science
Software Engineering

Elizaveta Tereshchenko

Development and implementation of the data quality assurance subsystem for the
MDM platform
Master’s Thesis 2021

88 pages, 15 figures, 14 tables
Examiners:  Associate Professor Annika Wolff
Professor, Dr Sci. (Economics) Igor Ilin
Keywords:  master data management, master data management systems, data quality,

master data, information management

Data is the fuel for artificial intelligence systems, the raw material for analytical algorithms,
and the basis for business process automation systems. If decision-makers do not have
timely, relevant, and reliable information, they have no choice but to rely on their intuition.
Data quality becomes a crucial aspect.

The research aims to develop and implement a data quality assurance subsystem designed to
improve data quality and user interaction with data. The study was carried out based on the
master data management platform used in a state-owned company, which perform state
cadastral registration of real estate activities. As a research method, a single case study
analysis and literature review were used. The scientific novelty of the research is the
development of the subsystem, which prevent enterprises from data quality problems.
Considering different aspects of data quality, this research is an excellent asset to the
architectures, developers, and business analysts to develop and adopt data quality assurance
subsystems with master data management systems. Moreover, the methodology can also be

applied to any implemented system.
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1 INTRODUCTION

1.1 Background

The development of information technology has made it possible to create complex
information systems. Such systems can function without human intervention, have a multi-
level geographically-branched structure, and are characterized by high reliability. Without
high-tech information systems, it is already impossible to imagine the activities of many
modern enterprises and organizations. Besides, data becomes a vital asset of the enterprise.
The creation of a single information space for modern enterprises engaged in data has
become an urgent need. Against the background of the constant growth in the volume and
complexity of design documentation, improving the efficiency of such enterprises is possible
only if the automated systems used are integrated. In this regard, choosing a Master Data
Management (MDM) system ensures the integration of the data used in the enterprise into a
single information space and the management of information about the enterprise in the
required volume [1]. This task is actualized even more since data from different systems are
currently used in the exchange process, implying developing methods and algorithms for
intersystem data exchange.

An essential component of master data management is the quality control of the data. The
MDM platform should have several quality control tools, each of which is designed to solve
specific tasks. Having data quality problems in an extensive enterprise system might cost the
company much money. Two primary goals of MDM systems are proactively monitored and
cleanse the data for all applications and keep it clean and access any data source anywhere,

and deploy centralized data quality rules to improve data quality across all applications [2].

In recent years, information systems development has become the system approach, which
is considered a research methodology and a modern way of managerial thinking, giving a
holistic view of the organization.

To automate processes, it is necessary to synchronize input data between automated systems
at all levels, solve the problem of information quality to avoid duplication and inconsistency,

increase reliability, and ensure the integrity of the data.



1.2 Goals and delimitations

The goal of this research is to develop and implement the Data Quality Assurance Subsystem
in the Master Data Management platform. Besides, it was studied the importance of Data
Quality (DQ) in digital companies and DQ practices. A single case study analysis, based on

a governmental company in Russia, was performed.

This work aims to develop and implement the Data Quality Assurance Subsystem in the
Master Data Management platform. This study is designed to understand the importance of
MDM systems, Data Quality (DQ) in digital companies, and existing DQ practices. A single
case study analysis covers the description of the MDM platform, current advantages and
disadvantages of the platform, the need for the development of DQAS, the creation of
requirements for the subsystem, and the specifics of implementation stages and tools. The
task is also to understand how subsystem will affect the performance and indicators of the
governmental company for which the subsystem was developed and implemented. In
addition, the study intends to know whether the features of the development and
implementation of this case study can be generalized and applied for further use in software
development and how these features influence the process of project implementation. This
master dissertation is the Data Quality Assurance Subsystem (DQAS) technical design,
developing the data quality assurance subsystem. It discloses the purpose and scope of its
use, the characteristics of automation objects, information about the regulatory and technical
documents used in the design, the description of the processes of users and personnel, the
leading technology solutions for the structure of the data quality assurance subsystem, its
relationships and modes of operation, the composition of functions and information,
measures to prepare the automation object for putting the system into operation. The main
objective of this thesis is to provide detailed and explicit information about the development
and implementation of data quality assurance subsystems and, including the practices,
methodology, and solutions. Moreover, the master dissertation will indicate the importance

and challenges of data quality.

The main research question is, “How to develop and implement data quality assurance
subsystem?”. However, this question can be refined with four more specific research

questions, where the theoretical background is discussed in more detail in Section 2.
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Accordingly, based on these goals, it is possible to formulate the following research

questions:

RQL1. What are the existing solutions of master data management systems?

RQ2. What are the existing practices of data quality?

RQ3. How should the data quality assurance subsystem be developed and implemented?
RQ4. How effective is the development and implementation of a data quality assurance

subsystem?

The answer to these research questions can help understand the data quality and develop and

implement the data quality assurance subsystem.

1.3 Structure of the thesis

As part of this master dissertation, a data quality assurance subsystem was developed and
implemented. The work consists of an introduction, four chapters, a conclusion and
appendices. The first chapter provides an overview of modern master data management
systems, provides examples of master data management systems usage, and discusses quality
rules and contemporary practices. The scientific method used in this work is also justified.
The second chapter is devoted to describing the existing platform, its shortcomings, the need
to create a subsystem for ensuring data quality, and the justification of the methodology for
developing the subsystem. The third chapter presents the data quality assurance subsystem
requirements, which the project team collected and necessary for successful development
and implementation. The architectural and service model is developed, taking into account
the integration of the subsystem into the complex architecture of the existing platform, and
the business processes for the required operation of the system are described. A data quality
assurance subsystem for the master data management platform has been developed. This
section is of practical importance. The fourth chapter describes the implementation
methodology, provides recommendations for further implementation of systems at
enterprises, and justifies the economic effect of implementing the subsystem. This chapter
describes the impact and effectiveness of the development and implementation project.



The limitations of this thesis are the non-disclosure of part of the information provided by
the company, so this paper does not consider the economic efficiency and payback of

development and implementation.

Considering different aspects of data quality, this research is an excellent asset to the
architectures, developers, and business analysts to develop and adopt data quality

subsystems with enterprise systems.



2 RELATED WORK AND LITERATURE REVIEW

This chapter describes the data types and the data quality, the master data management
systems. This chapter aims to explain and discuss master data management, the current
trends in the management of master data, justification of the usage of data quality rules, and
how the highest data validity can be achieved. A literature review of available sources was
conducted to identify the research problem and clarify research questions and hypotheses.
The literature review helped to understand what is known and what is unknown to determine

what contribution current research will make to developing new knowledge.

In this chapter, the answers to two research questions are given:

RQ1. What are the existing solutions of master data management systems? This question is
answered in Section 2.4.

RQ2. What are the existing practices of data quality? This question is answered in Section
2.6.

The first step was to define the purpose of the research literature review. The goal was to
study the current trends in the management of master data and how the highest data validity

can be achieved.

The next step is to determine the focus of the study. Research questions were compiled to
narrow the focus of the literature review to an acceptable size and select the further direction
of the study. Moreover, the criteria for including and excluding literature searches were
determined [3]. The corresponding theoretical and conceptual bases for the research task
were determined. Methods of data collection for the study were identified during this stage

of research.

Step three was searching for the necessary papers, articles, and books in the database of
university libraries and other search engines of scientific documents, such as Google

Scholar, ScienceDirect, SpringerLink, IEEE Xplore DigitalLibrary4 and ResearchGate.

Search keywords were Master Data Management, Master Data Management Systems,

MDM, Data Quality, Data handling, Master Data, Information management. The search was
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carried out using various combinations of words described above, as well as individual

words.

Finally, step four is about reading and critically evaluating the articles. At this stage, the
choice of further articles used in the master thesis was made. This step is the most
voluminous and complex, as the amount of information grows exponentially every year [4].

The results of the literature review are presented below.

Data is a vital driver of the digital economy [5]. Before going directly into the master data
management systems, it is worth defining the data in general.
The five key types of data are presented below:

1. Metadata.

2. Reference data.

3. Master data.

4. Transactional data.

5. Historical data [6].
Metadata is data about data. It is needed to understand and determine what data the company
operates. Metadata defines structures, data types, accesses. There are various schemes for
describing metadata. For example, an eXtensible Markup Language (XML) Schema

Definition (XSD) can describe the structure of an XML document.

Reference data is relatively infrequent data that defines the values of specific entities used
to perform operations across the enterprise. Such entities most often include currencies,

countries, units of measurement, types of contracts, and accounts.

Master data is the underlying data that defines the business entities that the enterprise deals
with. Such business entities usually include (depending on the subject industry orientation
of the enterprise) customers, suppliers, products, services, contracts, invoices, patients,
citizens. In addition to information directly about a particular master entity, master data
includes relationships between these entities and hierarchies. For example, it can be essential
to identify explicit and implicit relationships between individuals to find additional sales
opportunities. Master data is distributed throughout the enterprise and is involved in all

business processes. Usually, master data is perceived as a key intangible asset of an
9



enterprise since its quality and completeness determine the effectiveness of its work. In

Russia, the term “normative reference information” is often used instead of “master data.”

Normative reference information is a regular part of business information, knowledge about

the objects and subjects of business entities included in the circle of interests.

Transactional data is data that is formed as a result of an enterprise performing any business
transactions. For example, for a commercial enterprise: sales of products and services,
purchases, receipts/debits of funds, landings into the warehouse. Usually, such data is based
on the Enterprise Resource Management system (ERP) or other industrial systems.
Naturally, transactional systems make extensive use of master data when executing

transactions.

Historical data is data that includes historical transactional and master data. Such data is
often accumulated in Open Data Source (ODS) and Data Warehouse (DWH) systems and is

used to solve various analytical problems and support management decision-making [6].

2.1 Master Data Management as a discipline

Master data contains vital information about a business, including customers, products,
employees, technologies, and materials [7]. Master data is specific in that it is relatively
rarely changed and is not transactional. In some cases, master data supports transactional
processes and operations, but it is used for analytical activities and reporting to a greater
extent. We can say that master data defines the enterprises themselves. It represents all the

components of the business, and it is a complete representation of the enterprise.

The concept of Data Governance (DG) is a description of methods for solving high-level

strategic tasks of a business for working with data [8].

Data governance includes:
1. Methods for evaluating data as an asset.
2. Ways to organize data management processes.

3. Ways to create data management policies and regulations.
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4. Roles of specialists in the data management process.
5. Other recommendations for the exercise of leadership and control over information
assets [9].

DG class solutions are a set of tools aimed at creating a unified view of business information
assets and ensuring high data quality throughout their entire lifecycle. It is essential to
distinguish between Data Governance (DG) and Master Data Management (MDM). MDM
class solutions perform an executive function. They allow organizing the practical
implementation of data management: quality assurance, standardization, validation [10].
DG class solutions perform a supervisory function. They allow to create requirements for
data management and monitor their implementation: the formation of business terms, linking
business concepts with the technical implementation of the IT landscape, defining

requirements for conducting MDM [11].

The governance and management of core data are often implemented at the business
development stage when data problems cause significant damage to the business in
monetary, reputational, or other terms. Moreover, the transition to data management is
designed to solve one or several business needs and tasks at once. An example of such a task
is compliance with regulatory requirements in highly regulated industries, such as the
financial and banking sector [12].

Depending on the business environment, the following data management implementation
scenarios are possible:

1. Without an MDM system. This scenario creates requirements for data management,
including developing business terms; analyze the quality of data in different systems;
regulates the work with data; unify reporting.

2. With an MDM system. This scenario expands data source management capabilities,
allows the application of data management requirements directly to the MDM
system, collects new reports, and so on. Thus, using MDM and DG solutions enables
the synergy and mature management of crucial business data [13].

If the business is already using an MDM system, additional integration will be required. If
the use of an MDM system is only planned, then the implementation of MDM and DG will
require significant labor, and the best choice is to use a comprehensive solution that

combines both solutions. The main stages of implementing a DG solution may consist of
11



analytics, where the strategy, goals, and objectives are defined. A business examination
identifies essential details, opportunities, and threats. Next, designing a business solution
where the data management structure, principles, and policies are defined, requirements are
evaluated. Basic entities, business terms, dictionaries, reports are created during the
development of a solution. Finally, suppose implementing the solution, where organizational
changes and problematic issues are managed, embeds data management in processes and
coordinates data management participants’ departments. The implementation methodology

will be covered in chapter four.

Next, we will look at two cases where DG and MDM should be applied.
2.2 Case of monitoring the protection of confidential data

The set of data specified in the business rules is defined as confidential information, whereas
the data from this set is not confidential. For example, such a set can serve as information
about critical customers: personal data, contacts, order history, personal discounts. Sensitive
data is stored in a separate database. Various business services send requests to the
confidential database to retrieve individual data. For example, the delivery service requests
only the name, address, and list of items in the warehouse. Since the business is large and
many different systems are used for their intended purpose and implementation, there is a
risk of data leakage. Similar situations occur when responses to requests accumulate in an
unprotected place in the IT landscape. For example, in the logs of one of the systems. The
MDM and DG class solution allows identifying where confidential data sets still occur and,
It necessary, tracking the full path of technical data placement: find out the origin of the data
and the relationships between other sources and determine the initiator of changes at each
stage of the movement. With this, it is possible to eliminate security flaws.

12
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Fig. 1. Identifying unprotected sensitive data.

Figure 1 shows a case for identifying unprotected confidential data. Business rules define

that the “individual” object with the attributes Full Name, Address, and Client is confidential

data. Different systems request either the address or the full name separately, but in the

logistics department, the attributes of the individual are collected again. At the same time, in

the database logs, confidential data is unprotected, which is a threat.

2.3 Case of working with reports

Problems with reporting can occur for various reasons. For example, some issues can be:

1.

Inconsistency of data within several information systems, different divisions of the
business.

Changed requirements of regulators.

Business acquisition and related differences in understanding of business terms and
critical indicators.

Problems of aggregation of different units of measurement.

There is a need for unified and reliable data sources and a shared understanding of

all business terms to create new reports [14].
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MDM class solutions combine all existing data models into one single model, based on
which all conflicts are closed in units of measurement, business terms. When conditions or
data requirements change, adjustments are made to the unified data model, which
automatically moves down the data structure. MDM class solutions cover three main
scenarios for working with reporting. The first one is to adjust existing reports. A single
model can be quickly changed to meet new requirements, unify data, check data in different
systems, and search for errors. The second is creating recent reports. MDM solves the
problem of finding relevant data and linking the data to the core business concepts. New
reports are collected from existing data. For recent reports, it can be used ready-made data
sets described in business terms or business rules. The last one is translating new reporting
requirements and monitoring the actual execution of reports in each specific information
system. Conditions are sent to business units in the form of business terms. Departments

generate local reports, which can be monitored for implementation.
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Fig. 2. Regulation of annual profit reporting.

Figure 2 shows the case of regulating the reporting of annual profits. From regional division
1 comes the annual profit report, which, based on the analysis results and comparison with
established business criteria, contains data only on annual revenue. The Regional Division
2 report contains both annual revenue and cost data. Since the two reports differ in the basic
understanding of the business term “Annual Profit Report,” it is necessary to regulate this

concept, which will entail adjusting one of the reports.

2.4 Master Data Management Systems

14



Before moving on to the master data management system, it should be defined what master
data management in general. Master Data Management (MDM) is a discipline that works
with master data to create a “golden record,” that is, a holistic and comprehensive view of
the master entity and relationships, a master data reference that the entire enterprise uses,
and sometimes between enterprises to simplify the exchange of information. Specialized
MDM systems automate all aspects of this process and are the “authoritative” source of

enterprise-wide master data. Often, MDM systems also manage reference data.

The methods of using MDM determine what the MDM system will be used for in the
enterprise or who will be the consumer of the master data.
The main methods of use are three:

1. Analytical.

2. Operational.

3. Collaborative [15].
The analytical usage method supports business processes and applications that use master
data to analyze business performance, provide the necessary reports, and perform analytical
functions. It is often done through the interaction of MDM with Bl tools and products.
Usually, an analytical MDM system works with data only in read mode. It does not change
the data in the source systems but is engaged in cleaning and enriching them.

The operational use method allows the collection, modification, and use of master data
during business transactions and maintains the semantic consistency of master data within
all operational applications. In fact, in this case, MDM functions as an Online Transaction
Processing (OLTP) system that processes requests from other operating applications or
users. This mode often requires building a single integration landscape using Service-
Oriented Architecture (SOA) principles and using the Enterprise Service Bus (ESB) tools. It
is ideal if such tools are either directly part of the MDM system or its continuation. There
are vendors with MDM and ESB solutions in their line that are deeply integrated [15].

The collective use method allows the creation of master entities in cases where collaborative
interaction between different user groups is required during this creation. Such coordination
usually has complex “branching” business processes consisting of various automatic and

manual tasks. Various data specialists perform manual tasks in the order defined by the
15



business process. Most often, the collective use method is used in the product domain. For
example, several people are responsible for entering different data, manual work, and final
approval when creating a new product. The MDM system must allow configuring custom

business processes to support a particular enterprise’s business processes quickly.

Modern MDMs, in addition to the master data storage service, the only source of truth,
usually include a whole set of services: Extract, Transform, and Load (ETL) services, data
quality management services (profiling, standardization, enrichment, deduplication),
metadata management services, access control services, services for the work of data experts,

hierarchy management services, search services, and many others [16].

The purpose of MDM is to provide a holistic view of the main components of the business
[17]. Any company, as a single entity, needs to be informed about itself. IT professionals do
not have to deal with information but with data that represents or contains information.
Almost universally, two terms, “information” and “data”, are identified, which is incorrect.
In real life, what is required is not general reasoning about information but solutions based
on intuitive principles, and MDM is one of them. The concept of MDM is uncomplicated.
MDM is operating with data that is distributed between different subsystems that are
available to other users. This data can be merged into one so-called “reference” or “master
file” in the simplest case. Such a file can be, for example, a customer file that is created and
used by different departments. Sometimes an alternative name is used for MDM — Reference
Data Management (RDM). Thus, the main goal of master data management is to ensure that
there are no missing, duplicate, incomplete, or inconsistent records about business domain
objects in all corporate information systems [18]. In the next section, data quality practices

in the MDM systems will be covered.

2.5 Data quality

Data quality is a vast and increasingly relevant topic in today's world. Different authors
define the term data quality differently. Some claim that this is the degree of suitability of
the data for a specific use [19], [20]. Others emphasize that this concept is multidimensional
and consists of accuracy, completeness, and other criteria [21]-[23], [24], [25]. Data quality
assessment is the first and significant step in a time-consuming process called Data Quality

Improvement.
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Over the past few decades, various methods for assessing data quality have been developed
[26] [27]. Most of them are related to the relational data model and are based on analysing
individual values without using other tables. The exception is the method of cross-domain
analysis, which allows handling redundancy and inconsistency of data in several tables [28].
In this section, a data quality assessment method is introduced based on the comparison of
several sources. This approach allows determining the quality of a data instance in the

context of various criteria and with the use of multiple metrics for evaluation.

Data is the fuel for artificial intelligence systems, the raw material for analytical algorithms,
and the basis for business process automation systems [29]. If decision-makers do not have
timely, relevant, and reliable information, they have no choice but to rely on their intuition.
Data quality becomes a crucial aspect [30]. This section aims to describe what requirements
and indicators are applied to data and help define the data’s trustworthiness. Then it is

explained why data quality matter and is essential in business and the digital economy.

The overabundance of various data and the abundance of multiple tools for working with
them can be misleading: it may seem that to monetize data and increase employee
productivity, it is only enough to invest in advanced tools, machine learning, business
intelligence tools, which, for example, allow to develop individual attractive offers through
a deep understanding of the market and consumers. Nevertheless, Big Data (3V: Variety,
Velocity, Volume) is worthless without Veracity. The quantity, speed of collection, and
variety alone do not guarantee an array of high-quality, workable data. Moreover, as
numerous surveys show, the excess of data causes stress for employees, and the diversity of
information, the disparity of its sources, and the lack of standardization are vital factors that

prevent companies from gaining new knowledge from data.

The data is worthwhile only when the business can extract valuable business information
from them [31]. Data quality is a characteristic of digital data sets that shows their suitability
for processing and analysis and compliance with the mandatory and special requirements

imposed on them in this regard [32].

The data quality is applied to the following objects:
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1. Attribute values. The data contained in the attribute of a particular look-up object.
For example, the attribute is Country name, attribute value — Russia.

2. Data blocks. The values of an attribute or group of attributes that describe a single
entity included in the description of the look-up object. The peculiarity of the
attributes that are included in the same tuple is that they change together. For
example, the passport attributes change together when the document is changed.

3. Object record. A set of attribute values and data blocks is united by an ordinary
description object associated with it — for example, data about an individual,
including its details and documents.

Harmonization and validation of the data should be used to ensure data quality for later
uploading and working [33]. Moreover, the rules should be described to find duplicate
records, create a “gold” record, define the rules for combining duplicate data, and describe
the system settings that need to be implemented within these requirements [34]. Thus, data
quality is often described as a concept with multiple dimensions [35]. Over the years, a wide
variety of dimensions and dimension classifications have been proposed [36], [37] [38], [39].
In particular, the ISO 9000:2015 standard defines the quality of data by the degree to which
it meets the requirements: needs or expectations, such as Completeness, Conformity,

Accuracy, Consistency, Integrity, and Timeliness [40].

Completeness is defined as expected comprehensiveness: the property of information that
exhaustively characterizes the displayed object or process. As long as the data meets the
expectations, then the data is considered complete. Conformity refers to information
matching an internal or external standard. The accuracy of information is determined by the
degree of proximity to the actual state of the object, process, phenomenon. The value of
information depends on how important it is for solving the problem and how much it will be
used in any future activities. Consistency is about compliance with established (reference)
data. It refers to whether the data match information from other sources. Consistency
determines its reliability. Integrity refers to the completeness of the data reflection of the
natural state of the target object, which shows how complete, error-free, and consistent the
data is in terms of meaning and structure while maintaining their correct identification and
mutual connectivity. Timeliness is the ability of information to meet the consumer’s needs

at the right time and receive data at a reasonable time [41],[9], [42].
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The most important indicator of data quality is its integrity. It has a substantial impact on
data compatibility and manageability. Furthermore, repeated publication of data with a
violation of integrity will necessarily affect the trust in their provider. Data integrity is not
something separate from meaning, structure, or format and must be respected at all levels of

digital information [43].

Data integrity violation is possible at different levels:

Semantic level —when collecting, an error was made in the completeness or recording of the
data so that the meaning becomes incomprehensible that such data describes [44].
Structural level — when ordering data elements or processing data, an error is made in the
completeness, recording data so that a part or an entire structure becomes
“incomprehensible” [45].

Notation level —when writing, storing, or reading data, an error is made to convert individual
digital data elements or write them together so that it is impossible to correctly establish
separate individual units and relationships between them in the data [45].

Schema level — when writing, storing, or reading data, an error is made at the logic or format
of individual digital data elements or their relationship, so it is impossible to extract
meaningful information about the subject area from the data [46].

To keep up with the development of digital trends and get value from data, data needs to be
managed, checked for their behavior in new conditions and systems, and monitored for

relevance, sufficiency, and relevance.

Most often, we talk about the data quality of attribute values. However, the main task of DQ
and MDM is to ensure the integrity of object data and its comparability between multiple

systems.

The data quality of an object consists of the data quality of individual data blocks and their
attribute values. In general, based on the tasks of MDM projects and their implementation
styles, the role of DQ varies greatly.

The four existing styles of MDM implementation are presented below [47].
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The general catalogue is working with the reference information. It is only needed to control
the quality of data entered by operators and if there is a primary input or loading of data,
then comb this data automatically. This implementation style is often used at the initial stage
of implementing MDM solutions and reference information methodology. Applicable only
for the reference information with a low degree of variability and a low rate of change. It
allows concentrating all data changes in one place, thereby avoiding errors in entering

particularly critical data.

Data quality modules are not used when using this style since the only reference external
classifiers are used. Classifiers are published either without changes or based on the

established conversion rules.

The analytical implementation style already requires a full range of DQ work, including
searching for and combining duplicates, but the data quality level requirement is relatively
low since 80% of the quality level is sufficient for building analytical reports and models.
This style is often used when using the " the reference information + master data™ technique
and allows collecting a standard set of data for internal reference information and master
data. Then, a partial update of the condition data is applied. In most cases, the "replicate
when modified or added" condition is used.

Using this implementation style, data quality modules are most in demand at the
consolidation stage to create a common database and use a decentralized directory
management scheme with one or more data source systems. Thus, data quality requirements
are high at the consolidation stage and medium at the real-time data processing stage. At this
stage, the front-end systems strengthen the control of input data and implement a service

model of control procedures.

For the harmonizing style of MDM implementation, the same set of DQ is already required
as in the analytical one, but with a quality level of 95%. In addition, the style implies the
"alignment" of the reference information and master data in the recipient systems at both the
reference information and master data levels. It means rechecking all data, including
transactional data from previous periods. The implementation style and alignment

procedures require a high level of project maturity and tested data quality technologies.
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Special conditions are also imposed on the MDM system to store the history of changes and
restore the values of the reference information and master data at any time.

Furthermore, the transactional style of implementation does not tolerate errors at all since
automated business processes are imposed on it. The style implies the use of standard
identifiers for the reference information and master data. Cross-system exchange is
performed using the same identifiers in transactions without transmitting significant
reference information and master data. It allows to organize guaranteed data exchange
between systems and avoid intersystem failures at the data integration level. It also solves
the problem of personal data transfer. Since the use of the merge, the transfer of personal

data does not occur, but only system-wide identifiers for personal data are transmitted.

An intermediate version can be used with MDM system cross-link tables, and intra-system
identifiers carry out the exchange between the systems. The method is used as an
intermediate option for systems that do not have the possibility of improvement in terms of
working with a single identifier. The implementation style requires exceptionally high-
quality data and mechanisms that exclude the possibility of error both at the level of

automatic decision-making and the human factor.

The above implies the need for continuous data quality control on both the recipient and the
provider sides. It, in turn, forces the development and use of unique control and measurement

tools.

2.6 Data quality practices

This section aims to describe the general functional requirements for the quality of look-up
entities’ data, what can be done to fix the errors and defects in the data, and how to manage
data quality. Technical error is an error (typo, grammatical or arithmetic error, or similar
error) made by the user in the implementation of data and led to a discrepancy between the
information contained in the system and the information contained in the documents based

on which the data was entered in the system.

While a tremendous amount of research is devoted to schema transformation and schema

integration, data cleanup has received only a tiny amount of attention in the research
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community. Several authors have focused on the problem of identifying and eliminating
duplicates, for example, [48], [49], [50], [51], [52]. In addition, some research groups focus
on general problems not limited to but related to data cleanings, such as unique approaches
to data mining [53], [54] and data transformations based on schema matching [55]. More
recently, several studies have proposed and explored a more complete and uniform approach
to data cleanup, covering multiple transformation steps, specific operators, and their
implementation [56], [57], [58].

If we consider operations with data quality, then the first thing is always data profiling. This
is primarily an assessment of the data structure of the sources, the possibility of mapping
them to the target model. Profiling includes evaluating the essential quality criteria, fullness,
length, uniqueness, pointers to reference directories, then their composition and
inconsistency, the ability to combine them with the target reference directories. The general
purpose of profiling is to understand what the data is, how complete it is, how it can be

transferred to the target model, and how it will need to be transformed. [59]

Metadata is primarily the structure of the source data. Therefore, the closer we are to the
data, the better. Likewise, the fewer transformations the client does with the data, the better
because any data transformation without DQ is always a loss of part of the data.

Then, when the data is already loaded, the overall quality of the loaded source data should

be evaluated.

Validity is an indicator of the quality of an attribute value, tuple, or record. Validation is
performed twice in the data lifecycle, before the cleaning procedure: standardization,
transformation, harmonization, restoration and after these procedures [60]. The first
validation result depends on what techniques will be applied to get the best data as quickly
and cost-effectively as possible. After cleaning, the quality of the final data should be
reassessed. The results of this evaluation are already used in object matching and merging

operations.

The validity of the attribute value is set to one of the values:

1. Critical.
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2. Risky.

3. Reliable.

4. Guaranteed.
Critical validity indicates that the content of the attribute value contains an error that is
incompatible with the business use of the data. Business use includes matching values for
subsequent deduplication. Risky validity indicates the presence of errors that do not affect
business use. Reliable validity indicates that the controls check no errors. Guaranteed

validity indicates the business sense content in the attribute value.

Each attribute has two validity characteristics. The following types of validity indicators are
set for the attribute value by length and content. If several controls use a single indicator,
the worst value is selected, except in guaranteed validity. If the control guarantees validity,

then the other controls lose their values.

Each tuple has one validity metric. It is calculated based on the values of the validity
indicators of the attributes included in the tuple. The calculation involves indicators of the

validity and significance of the attribute.

For example, in the Tuple Document of an individual, there are attributes:
1. Document status.

Document type.

Last name.

Name.

Gender.

Date of birth.

Document series.

Document number.

© o N o g bk~ DN

Date of issue of the document.

10. The issuer of the document.

11. Code of the department that issued the document.
Attributes highlighted in italics are used in the company’s business processes and are
analyzed in automatic processing, while other attributes are used only in printed forms, but

they are not processed automatically.
23



In this way, attributes can be separated by importance. Three states can determine the
character of the importance of an attribute. The key attribute is an attribute that carries the
primary business meaning of the tuple. When this attribute is changed, the tuple is
recognized as unique. It is used in the company’s business processes, processed
automatically, and determines the meaning of the entire tuple. A significant attribute is an
attribute that carries a vital business meaning but not a key one. The loss of the attribute
significantly affects the information content of the tuple. Used in the company’s business

processes, processed automatically, does NOT determine the meaning of the entire tuple.

The additional attribute does not carry a significant business meaning in the tuple. The loss
of the attribute is not critical for the business meaning of the tuple. It is used in the company’s
business processes, is NOT processed automatically, and does NOT determine the meaning
of the entire tuple.

Each tuple has its formula for determining the validity of the tuple. Nevertheless, the general
idea is that the validity of the tuple is determined primarily by the validity of the key
attributes. In the future, the validity of the tuple is used in the merge and conditional
publication operations. The choice of the best possible option is based on the quality of the
data and its relevance. However, individual attribute metrics do not allow the selection of

the entire tuple.

Table 1 shows examples of validation on different types of data.
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Table 1. Validation examples.

Name

Description

Presence of
double hyphens

The attribute value must not contain two or more consecutive hyphens.
If the requirements are not met, the attribute value is set to the critical

content validity. If they are met, reliable content validity is set.

Validation of
numeric

attribute values

Validation of numeric attribute values by format control is to check

whether the value is a number.

Validation of

uniqueness

Validation of the uniqueness of an attribute value consists of finding an
equal attribute value among other objects. Implementing uniqueness
cannot be implemented through a database function since it is always

possible to get an exception.

Cross-

validation

In addition to validating a single attribute value against a list of valid
values, dependent checks can be performed on the values of several
attributes of the same tuple or different contours. Similarly, the
comparison can be made both for open lists and for closed ones. For
instance, they are determining the correctness of the Gender and

Surname.

Standardization removes part of the characters from the attribute values to increase the

information content. For example, it can be rough cleaning, such as removing extra spaces,

double hyphens, and dashes, removing invalid characters. In general, standardization refers

to operations with symbols of the attribute value without considering the symbol’s meaning

[61].

In most cases, standardization repeats the validation conditions and removes characters that

do not match the condition.

Table 2 shows examples of standardization of different types of data.
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Table 2. Standardization examples.

Name Description

Multiple spaces The attribute value must not contain two or more consecutive
spaces. All spaces that are more than one in a row should be
deleted.

Format Standardization of numeric attributes by format attribute consists

standardization  of | of converting the attribute value to the accepted number format.
numeric attribute | The bit depth, precision, and other attributes of the number are set.
values If bit separators, such as dots, spaces, and others, are used, they

are removed, except for the decimal part separating them.

Standardization  of | Standardizing the values of the date type attributes by format is to
date type attributes reduce the characters of the text string to a single alphabet and
write (the dominant alphabet, all uppercase) if the input of the
function receives the attribute values as text and not as a date or
date-time. Conversion from text to date or date-time format is

described in the section harmonization.

The transformation works with part of the attribute value. Transformation is a procedure for
changing the value of an attribute based on the specified change rules to increase the
information content. [62] For example, transformation brings it to a single alphabet, English
or Russian, replacing non-standard abbreviations with standard or full ones (kg on kilograms
or cm3 cubic centimeters). In general, the transformation includes operations with a part of
the attribute value and changing it to another one. An example of transformation is replacing
characters in the text and numeric attributes. All characters that do not match the valid ones
are converted through the substitution tables. The replacement is made in the dominant
alphabet of the attribute value unless otherwise specified in the settings. If there is no match
in the substitution table, the symbol is deleted in the standardization procedure performed

after the transformation [60].

Harmonization operates on the entire attribute value and not part of it. Harmonization is a
procedure for bringing attribute values to a specified storage format. For example, it can be
26



converting dates to a single format (Date), replacing attribute values through transcoding
tables (converting them to reference look-up entities), converting numbers from strings to a
numeric format, and converting them to fundamental units of measurement. In general terms,
everything that provides the ability to store the value in the desired MDM format is referred
to as harmonization [63]. Text attribute values can be harmonized across open and closed
transcoding tables. Transcoding tables are most often used when the MDM model has
enumerations, dependent look-up entities, and links to other entities. The difference between
harmonization for open transcoding tables and harmonization for closed transcoding tables
is that if there is no value in the open transcoding table, the total value does not change since
storage allows other values, and when the transcoding table is closed, the value “Undefined”
is assigned. A link is made with the enumeration value “Undefined,” the reference value

“Undefined” is not connected with the dependent entity.

Data recovery is the procedure for mapping an attribute value or group of attributes to an
etalon. The recovery result should be a pointer to which the record in the etalon is the input
set. For example, a typical representative of recovery is parsing a mail address. Recovery
has an error rate: False Acceptance Rate (FAR) and False Rejection Rate (FRR) [64].

The first kind (false positives) error is when there is no identification of the record. Analog
from FRR biometrics is the probability that a person may not be recognized by the system
(false access denial rate). The second kind of (false negatives) error is when there is the false
identification of the record. Biometrics analog FAR (False Acceptance Rate) is a percentage
threshold determining the probability that one person can be mistaken for another (false
access coefficient). It is also referred to as the error of the second kind. Each recovery
procedure is designed for an object or attribute. The general rules describe only the methods
that can be applied during development. The use or non-use of standardization,
transformation, and harmonization before the restoration procedure is determined for each
attribute individually. Data can be restored data based on non-obvious data present in the
record. For example, the gender can be restored by full name in most cases. Recovery by
external etalons can be carried out using various algorithms that identify the attribute value
with one of the values of the external etalons. All of them are aimed at determining the object

in the reference as accurately as possible.
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The main idea of recovery is to identify a specific record in the reference databases
corresponding to the original record from the data row. The most challenging part of
recovery is deciding which of the appropriate records is the final one in the recovery process.
Therefore, it is vital to have as complete a knowledge base as possible. If there is no record
in the knowledge base, then deciding on an undiscovered record in the presence of very
similar ones is a separate difficult task.

In an ideal world, recovery mechanisms can determine a record from several knowledge
bases and decide which of several records from several knowledge bases to accept as the

final one or not to accept more than one and return not found.

Finally, the last data quality rule is matching or search for duplicates. The purpose of the
matching procedure is to determine the duplicates in the selection. The result of the matching
procedure is the pairs of duplicates found. Each mapping must have one of three results —
“Two objects are duplicates,” “Two objects are possible duplicates,” “Two objects are not
duplicates.” It is important to note that objects with a common duplicate are duplicates, no
matter how similar. The same tools can be used for mapping as for recovery procedures. The
FAR/FRR characteristics also apply to the matching procedure.[48], [49], [62]

When matching, a complete search of the “each with each” selection and matching only the
most suitable objects for comparison can be used. The selection of the most suitable objects
for comparison is carried out through the clustering procedure. Its own rules determine the
allocation of a group of objects (clustering) for entering an object into the cluster.

The comparison can take place according to several rules and by different attributes.

The primary use case compares objects of the same entities, look-up entities, but there are
cases of matching objects by classifiers with intersecting attributes on branches. A frequent
case during the initial download is comparing different entities, look-up entities, and

classifiers.

In most cases, the values of an attribute with critical validity are not allowed to be compared.

For attribute values with validity lower than “Guaranteed” or “Reliable” in most cases, the
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result of matching should not be set - “Two objects are duplicates,” maximum “Two objects
are possible duplicates” since matching on erroneous data often leads to erroneous decisions.
Since the number of comparisons of two objects according to several rules can exceed two
dozen, then on large amounts of data, objects that have not changed since the last comparison
can avoid re-matching by having a separately stored attribute of the pair — “Are not
duplicates.” In this way, re-mappings will only occur on those objects that have been
changed since the last mapping. For example, object mapping compares sets of attribute
values, complex attributes, and relationships between two objects. Simple object matching
is done by comparing the attribute values specified in the rules. Matches are made only in
pairs. Multiple objects are also compared in pairs. In situations where object A is a duplicate
of object B, object B is a duplicate of object C; it is fair to say object A is a duplicate of
object C [16].

The overall process is presented in Figure 3.

Standartization Validation

Standartization Transformation Harmonization Recovery
i /validation
 vValidaton
E /match search /match search

Match search Consolidation

Fig. 3. The sequence of the DQ operations.
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This section aims to study the current trends in the management of master data and how the

highest data validity can be achieved. Two research questions were answered through the
whole section:

RQL1. What are the existing solutions of master data management systems?

RQ2. What are the existing practices of data quality?
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3 THE APPROACH TAKEN TO ANSWER THE RESEARCH
QUESTIONS

The choice of the qualitative approach in current research falls based on several reasons.

Firstly, the qualitative approach is used when there are human interaction and behavior, and
it aims in-depth of its understanding. For instance, in software engineering, it is not easy to
research without considering social interaction. For example, we are interested in factors of

how the project management methodology influences the development team’s work.

Secondly, a qualitative approach is used when it is necessary to answer why and how

questions — in addition to what, where, when, and how many/how often.

Finally, the qualitative approach is used when building the theory since it is based on
induction reasoning. For example, in the article by Kathleen Eisenhardt, she recommends
building the theory using a case study method. She mentions that the case study is
particularly relevant in new topic areas [65].

Overall, the qualitative approach attempts to interpret words, perceptions, feelings rather
than analyze numbers in contrast with the quantitative approach. This research aims to study
how the development of the data quality subsystem influences the work of the companies,
what are the benefits of using data quality management, and why data quality is essential in

the industry?

It is generally accepted to use qualitative research to study the features of human interaction
and consider social issues. As any software development includes human interaction, it is

reasonable to use a qualitative approach.

There are many approaches to conducting qualitative research.

The research method is a single-case study and an empirical inquiry. It has an induction
nature. As with any research in the case study, the researcher first identifies the problem and

forms the research questions. Drawing up research questions allows not only to determine
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the direction of research, the necessary resources, and the limitations [66]. The primary
purpose of the research questions is to build a theory. In this regard, questions should provide
an opportunity to study the phenomenon in depth [67]. A case study studies contemporary
phenomena in their natural context, including people and their interaction with technology.
As part of the research, it is also planned to study outcomes from developing the systems

and practices specific to the company [68].

In this study, an observation and document analysis will be used as a data collection tool.
Observation is a method of collecting primary empirical information about the object under
study utilizing systematic and direct visual and auditory perception. Significant social
phenomena, processes, and situations, that are subject to control and verification of the study,
are recorded to generate outcomes. An observation is s first-degree technique, as the
researcher is in direct contact with the subjects and collects data in real-time [69]. Document
analysis is a systematic procedure for reviewing or evaluating documents. Document
analysis uses information recorded in a handwritten or printed text, computer, and other
information media. The advantage of the document analysis method is that it opens up vast
opportunities for understanding the natural phenomena reflected in the documentary sources
about the activities of the company and the project team. It is a third-degree technique as
the researcher conducts an independent analysis of work artifacts already available, and
sometimes compiled data is used [69]. A severe problem with document analysis is the lack
of confidence in the document’s reliability and content.

Table 3 shows the research questions and the research method used to answer the question.
With the question, the sections that relate to it are also given.
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Table 3. Research question and research methods.

Research question Method and sections

How to develop and implement a data | Case study. Sections 5 and 6

quality assurance subsystem?

RQ1. What are the existing solutions of | Literature review. Section 2

master data management systems?

RQ2. What are the existing practices of data | Literature review. Section 2

quality?

RQ3. How should the data quality | Case study. Sections 5 and 6
assurance subsystem be developed and

implemented?

RQ4. How effective is the development and | Case study. Section 7
implementation of a data quality assurance

subsystem?

These instruments allow broad information about the topic under study and get a deeper
understanding of the issue [70],[71].
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4 PLATFORM DESCRIPTION AND JUSTIFICATION OF THE
NEED TO CREATE THE SUBSYSTEM

The chosen company for the case study specializes in developing and implementing
enterprise master data storage and management systems. The group includes several
companies, each of which is engaged in a specific area, but all of them, in one way or another,

are directly related to high-load systems in the field of data management.

The purpose of the chapter is to study the core of the company’s regulatory reference

information management platform and introduce the basic features of the existing platform.

4.1 Purpose and capabilities of the platform

The data management platform is based on the state-of-the-art free software technology
stack. It has received many positive reviews from well-known analytical agencies such as
Gartner and Forrester. Their users include primary transport, energy, telecommunications
companies, educational institutions, industrial enterprises, and various public administration

institutions.

The company’s methodology for implementing the platform is based on the international
DMBOK standards, fully adapted to the realities of the Russian market, and equipped with
a robust set of industry modules. The unified product development roadmap is based on
current industry trends in Data Management & Governance, Data Quality Assurance (DQ),
regulatory reference information, and new technologies and methods for processing large

amounts of data [64].

The platform is designed to build centralized data management systems, including critical

business data and regulatory and reference information.

The main functions of the MDM platform include:
1. Data processing. Support for creating, searching, viewing, editing, and deleting
records.
2. Administration. The platform’s toolkit for managing users and roles.
3. Data management.
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4. Integration. A set of different APIs for integration with external systems.
Often, master data management is implemented at the stage of business development when
data problems cause significant damage to the business in monetary, reputational, or other
terms. Moreover, the transition to data management is designed to solve one or several
businesses’ needs and tasks at once. Data management in the platform includes: create, view,
and edit a data model, setting up data quality rules, duplicate search rules and consolidation

rules, manage data sources, and view a library of data cleaning and enrichment functions.

All the functions of the platform are divided into two main user groups. Each group performs
its tasks.

Data operator. The main task: processing data that represents individual records of entities
or look-up entities. For example, the platform can create an entity of “Developers,” where
each developer’s information is recorded. The record contains several attributes. It can be
the organizational and legal form, name; phone number; legal address.

Simple processing tasks of data operator are:

1. Enter attribute values for the current moment and a specific state of the record in the
past or future (for a different period of relevance).

2. Edit existing records.

3. Delete records.

The platform allows the creation and manages business processes, organized as an algorithm
for approving any change in records. In this case, tasks are created for approving changes.
There are three reasons for changing records:

1. Processing records that are partially or entirely duplicated. The search rules for
potential duplicates are configured separately. As a result of the rules, records that
have potential duplicates are marked specially. The operator’s task is to compare
these records manually and, if the two records are duplicates, combine them into one.

2. Processing records where quality errors were found. Data quality rules are configured
separately. As a result of the quality rules, records that have errors are marked
specially. The operator’s task is to open a record with errors, view the attributes that
have an error, and correct them. For example, a phone number may have an incorrect

format, or the last name may contain numbers.
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3. Creating, editing, or deleting records may be related to internal enterprise tasks, such

as database expansion.
Data administrator. The main task is to create and configure an information data model
and rules for detecting incorrect data. A data model is created to describe the required subject
area that contains entities or look-up entities. For each entity and look-up entity, it is needed

to create attributes, relations.

The logical structure of the platform is shown in the figure below in Figure 3.

Graphical user intexface

User Interface elements
Third-party implementation in JavaScript

Data Operator

Admin

Platform Coxe Software services

External data bus

Public SOAP API
REST API

Custom functions
Custom User-Exits

Specialized services

J, \L External message queues
Active MQ IBM MQ
Apache Hadoop Elascticsearch Rabbit MQ

Fig. 4. The logical structure of the platform.

Platform frontend is divided into data operator interface and admin interface. The elements
provide access to the relevant functions of the platform for different categories of users. The
data operator and administrator interfaces are available at different addresses and have a
different set of functions. The platform frontend interacts with the platform backend via a

private REST API and runs under the control of a free, open-source Tomcat servlet container.

The order was received for the implementation of the system from a large state customer.

The customer is a federal body that performs the functions of organizing a unified state
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cadastral registration system. Due to the complex structure of the company and the forced
operation with a large amount of data, the company decided to implement a master data
management system. The critical factor in deciding on the choice of our platform was the

functionality of the platform and the law on import substitution of foreign software in Russia.

Since the essential data indicator is its quality, it was decided to develop an additional
module for data verification. The platform's out-of-the-box functionality was not sufficient

for fulfilling the customer’s requirements for data quality.

4.2 Justification of the need to create the module with the quality rules

The primary purpose of developing the DQAS is to conduct checks for the presence of
technical errors in information and support decision-making within the framework of legal
expertise in the implementation of accounting and registration actions in terms of
identification and processing of technical errors, including the processing of information

received from external sources.

The main goals of creating the DQAS software are:
1. Reduce the time for conducting legal expertise.
2. Minimize the number of unjustified decisions on suspension or refusal of requests by
increasing automation of accounting and registration processes.
3. Format a complete and reliable database by improving interdepartmental information
interaction with state authorities and local self-government agencies.

4. Improve the quality of system data.

The achievement of these goals is ensured by solving the following tasks:
1. Automation of the process of decision support by Registrars in the implementation
of accounting and registration actions.
2. Check the information submitted to the state cadastral registration and (or) state
registration of rights to identify and eliminate errors.
3. Check the information for technical errors.
4. Process, check, and enter into the information systems system received from state

authorities, local self-government bodies, and other authorized agencies.
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These tasks should be solved within the framework of legal expertise, evaluation of external
information, and mass verification of the system data for technical errors.
The tasks that are solved during the creation of the DQAS should be considered in the context
of the following business processes of the customer:

1. Support of the legal expertise process.

2. Verification of information received within the framework of interdepartmental

information interaction.

3. Mass verification of system data for technical errors.

The listed business processes are the object of automation.

4.3 Description of the AS-IS process

The process of verifying information received in the framework of interdepartmental
information interaction is described below.

Following the articles of the federal law of the Russian Federation, state authorities and local
self-government agencies are required to send documents to the cadastral authorities for
entering information into the system, including using the unified system of interdepartmental
electronic interaction and regional systems connected to it. The state authority and the local
self-government agency are responsible for failure to submit documents. Resolutions
establish the list of documents and the composition of the information provided to the

cadastral authorities in XML format files.

At the stage of processing information received from state authorities and local self-
government bodies, the Registrar must perform the following actions:

1. View the result of the initial document checks for technical errors.

2. View the results of the initial mandatory checks of the source’s authority, the format
of documents in electronic form, the availability of electronic signatures, and the
composition of the sent documents.

3. Determinate the list of real estate objects, the address or description of the location
of which has changed due to changes in the passage of borders between the subjects

of the Russian Federation.
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4. Determinate the borders of municipalities, the borders of a locality, or the list of land
plots.

5. Determinate restrictions on the use of which have been established or changed due
to establishing or changing the zone's boundaries.

6. Conduct manual checks of the received information and data for inconsistency.

Possible solutions for processing received documents are entering the information and
notifying the copyright holder of the changes or completing the application’s processing with
a refusal if there are appropriate grounds.

In case of a favorable decision based on verifying the received information, the specified
information must be entered. In case of an unfavorable decision, the processing of the request
is completed, and a notification is generated about the impossibility of entering information.
As seen from the description of the existing process, there is a high probability of human
error, missing information, and more resource-intensive document checks due to manual

actions.

The object of the case study is the processes planned for automation in the Data Quality
Assurance Subsystem (from now on referred to as the DQAS), conducting checks of registry
records for technical errors in the information and supporting the decision-making by the
Operator in the framework of legal expertise in the implementation of accounting and

registration actions.

The purpose of the chapter is to study the processes, form a holistic view of the
implementation of the designated processes, identify requirements and proposals for
implementing the DQAS to clarify the Requirements Specification for creating the DQAS.
To ensure the assignment of the DQAS following the Requirements Specification, the main
features are:

1. Conducting checks for technical errors in the system data.

2. Support for decision-making by the registrar within the framework of legal expertise

in the implementation of accounting.
3. Registration actions in terms of identification and processing of technical errors.

4. Processing information from external sources: data model.
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5. Data quality criteria and a list of checks carried out within the framework of the
development of the DQAS.
6. Steps of accounting and registration actions with the indication of the criteria for
their completion.
7. The steps of the legal examination, indicating the criteria for their passage.
8. The required set of data for data quality analysis.
9. The necessary set of information for maintaining the database.
10. Criteria for assessing the quality of the information received through
interdepartmental interaction.
11. Criteria for data quality, taking into account further development.
In preparation for the case study, the author collected the regulatory and legal framework,
analyzed the sources on the Internet, and formed an examination plan that considers the need

to obtain insufficient information on the processes under study.

The examination plan is to interview the customer’s representatives of the Departments of
Informatization and Development of Electronic Services, maintain the system, analyze the
received methodological materials and normative legal acts, analyze documentation, and

describe processes.

To ensure the excellent quality of the data, it is necessary to conduct a mass check of the
records stored in the system for compliance with the quality rules, such as Format-logical
control following the internal rules of data storage of the system, checks for the connectivity
of fields, checks for compliance with the requirements of the output formats of external
information systems, checks for consistency, the presence of duplicate records.

These checks should be carried out both in a continuous mode, maintaining the quality of
the system’s data at the appropriate level. According to the specified criteria following the

employee’s choice is authorized to check the system’s information for technical errors.
At the same time, the authorized employee should be able to select a set of records for

verification according to specific criteria and choose the rules for conducting checks, the
time of the start of the check.
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Upon completion of the audit, the user of this process should be allowed to view the audit
reports in various sections, using pre-configured reports, or using the report designer to

achieve greater transparency of the results of the audits.

The results of the inspections carried out within three days after the discovery should be
issued in the form of a protocol of inspections and requests for the correction of technical
errors for further referral by the Registrars for correction.

The next chapter will cover the implementation framework.

4.4 Framework choice reasoning

The Subsystem development is carried out using industrial design tools, structural and
object-oriented approaches, requirements management tools, configuration management,
change management tools, labor intensity assessment and development planning tools,
documentation tools, and testing tools. In addition, analysis and modeling tools provide
automatic generation of database schemas, prototyping of interface components of the
subsystem.

Designing activity processes are implemented using BPM, a system of symbols (notation)

for modeling activity processes, and the Bizagi Modeler software tool.

The software development process will be carried out according to the Scrum methodology.
For version control of the developed software, the Git system will be used. In addition, to
automate the deployment and management of applications in the virtualization environment

at the operating system level, Docker software version 1.12 and higher will be used.

Agile is a family of agile approaches based on the values of the Agile manifesto and the 12
principles that underlie it. Since there are many different approaches, we will choose one of
them. We will take the most popular project management method for the analysis and
consider how the requirement engineering process takes place in it. JetBrains conducted the
IT industry research as presented in Figure 4 [72]. More than 40% of developers use the

Scrum framework from the agile approach family.
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What agile software development framework do you use in
your team?

Combined Kanban None

AP Other

Fig. 5. Result of IT community research. [72]

Next, we will look at what this framework is and how requirements management is
implemented in it.

Scrum is the method that implements the Agile approach. It is an iterative software
development model used to manage the development of complex products. The iteration

length is fixed and is two weeks, which allows delivering software regularly.

A key feature of Scrum is regularly reviewing the project content and making changes to the
development. It is necessary when developing products that must constantly change under

the influence of market requirements.

These iterations are called sprints. At the end of each sprint, team members and supervisors
gather to plan the next steps. Scrum defines a set of roles and responsibilities that should not
change. Structurally, Scrum provides four operations for each sprint: planning, daily stand-
up, demo sprint, and retrospective. During each sprint, the team uses visualizations, such as
task boards and charts. It allows the team to track the process in detail and get feedback from
the development team. Most Scrum processes are meetings, as this methodology is based on

high-quality communication [25].

The process is presented in Figure 5. Product Backlog is a list of functional requirements,
ordered by their degree of importance [73]. Requirements can come from different

departments: Sales such as requirements of sales, marketing, project Department as
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requirements of ongoing projects, Chief technical officer (CTO) as requirements of
technological development, support as functionality developed in older releases, or

development team as technical and technological debts.

Functionality
Product Backlog 5up9

Sprint Backlog

equiremen
elicitation

Functionality Release Backlog
—

Fig. 6. Release Development: The Overall process.

Development
Sprint
2 weeks

Stabilization
Sprint
2 weeks

Delivery

Release

The release development schedule is shown in Table 3, with participants, duration, and event

details.
Table 4. Release Development: Calendar plan.
Stage Event Participants Duration Obligatoriness
Release planning Product owner, Two days Mandatory
Before stakeholders
start Estimates and release Product owner, Three days Mandatory
planning team
Presentation of the Stakeholders, the Optional
Start actual release volume implementation
team
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Table 4 (continuation). Release Development: Calendar plan.

Stage Event Participants Duration | Obligatoriness
Daily stand-ups 15 Mandatory
minutes

Demo after the sprint 1 hour Optional

Product owner,

team
Development

Triage rallies (2 hours) 1 hour Optional

Product owner,
team

Early access builds Optional

Implementation
team

Presentation of the 2 hours

Product owner,

release to stakeholders, the

implementation team implementation

After release

and stakeholders team

Retrospective 2 hours Mandatory

Team, Product
Owner

The next chapter presents requirements for the development of DQAS.
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5 SYSTEM REQUIREMENTS

The current chapter will be devoted to describing the requirements for developing the data
quality assurance subsystem. The main goal of the designed subsystem is to search for data
and bulk upload the data needed to check the quality rules.

To maintain the uniformity of the platform’s IT landscape, the software of the Subsystem
will be implemented in the Java programming language, while PostgreSQL will be used as
the DBMS of the Subsystem. The choice of software tools used in the development and
organization of the Subsystem is based on the following principles:

1. The software tool must be freely distributed.

2. The program code must be open to allow its modification.

3. The capabilities of the software tool should be well documented.

4. The presence of successful applications of the software tool as complete solutions.

5. Support and use the software solution by many developers, a “platform” for

discussion and consultation.
6. Scalability of the software tool.
7. Cross-platform nature of the software tool.

8. The ability of the software tool to work with large amounts of information.

The leading implementation platform of the Subsystem is JavaSE, which is a set of
specifications and related documentation for the Java language that describes the architecture

of the server platform.

5.1 Requirements for the main functions of the DQAS

The verification module must perform information validation based on the rules configured
by the Admin. The verification module should include the following components described

below.

A data quality model includes a repository of both existing semantic data checks in the
system and newly created checks for entities and information about entities to which the
quality rules apply. The data quality model must support the main data types for attributes:

string, integer, boolean, date, and graphical data types (any documents, text, and image files
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containing applications, scanned documents, tables, graphs, drawings.). In addition, the data
quality model must support up to fifty different objects.
The verification should:

1. Provide the ability to search through the components of the Data Quality Model.

2. Allow to import/export a customized Data Quality Model in XML format.

3. Provide access to the Data Quality Model via programming interfaces (APIs) in

XML format.

The Data Quality Model Constructor, which is an admin interface for configuring the Data
Quality Model, including tools for creating, changing, and loading quality rules used in the
Data Quality Model Constructor, the entities of the system, to which the quality rules must
be applied, must be defined. This list should be configurable, and changing the list should

not require a reboot of the Subsystem.

The Data Quality Model Constructor should determine the order and sequence of applying
quality rules, the level of criticality of identified technical errors, and specify and change the
description of the error text. The list of processed events (actions with entities of the Federal
State Tax Service), upon the occurrence of which the DQAS will launch checks of the

objects.

Initially, the list should include a task configured by an Admin or Data Quality Operator.
The data quality model should allow the DQAS Admin or Data Quality Operator to create
events to trigger checks independently. In addition, the log of the performed check and

Federal State Tax Service Reference books should be included.

The logic diagram of the Verification Module is shown below in Figure 8.
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Verifiable entities System Data

Log of the performed

List of processed events checks
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Reference books of the
management system of
regulatory and reference
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Fig. 7. The logic diagram of the Verification Module.

The verification module is designed to ensure that information checks are performed based

on rules that are configured by the admin and will contain the following components:

1.

2
3
4.
5

Data Quality Model.

Data Quality Model Constructor.
List of processed events.

Log of the performed checks.

Look-up entities.

The DQAS should maintain a history of changes to the Data Quality Model, supporting the

versioning of the Data Quality Model in the database, with the ability to compare versions

and return to the previous version. Changes made to the Data Quality Model during the

configuration process should be applied automatically and should not require a restart of the

Data Quality Management System. Changing the quality model should be available without

reloading or re-passing the authentication and authorization procedures.

The data quality model should implement the following algorithms for format and logic

control for detecting technical errors in the data see Table 4.
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Table 5. List of Data Quality Model algorithms for creating quality rules.

Name Description of the action

Remove Spaces Removes spaces at the beginning and end of a string

Remove extra spaces Removes duplicate spaces

Regular Expression Selects a substring according to the regular expression

Default value Sets the default value if the input parameter is empty

Format Formats the string according to the specified pattern

Align to the left Aligns the row to the left. Adds spaces

Align to the right Aligns the row to the right. Adds spaces

Parse Date Converts the string to DATE format

Parse Number Converts the string to NUMBER format

Parse Integer Converts a string to an INTEGER format

Checking the TIN Checks the TIN for the checksum

Checking the existence | Checks whether the attribute value exists

of an attribute

Checking values Checks values against a regular expression. The field accepts a
regular expression and a value for validation as input
parameters. The value can be a string or numeric

Checking for duplicates | Checks for duplicates

Checking the link Checks for referenced records

The DQAS should be able to establish the following types of validity indicators of attributes
and characteristics of the compliance of the checked attributes with the specified rules or
criteria:

1. By length — entering the boundaries that set the minimum and maximum length of

the attribute.

2. By content — the degree of compliance with the subject area.
The Data Quality Model Constructor should make changes to the created Data Quality
Model without restarting, stopping, or changing the program code of the DQAS.
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The Data Quality Model Constructor should provide the ability to set confidence weights for
the sources of this information. In addition, the data quality model should contain a single

repository of quality rules that implements the data checks.

The DQAS should conduct inspections for both multiple objects and a single object. Batch
checks must be initiated under the tasks created by the Admin and the Data Quality Operator.
The task for conducting batch checks should include the following description of the data
entity to which the quality rules should be applied. Tasks should be generated using the Data
Quality Model Constructor.

The DQAS should provide the possibility of parallel execution of several tasks. The results

of the checks must be saved in the Data Quality Log.

5.2 Requirements for data quality rules

If any quality control rule is violated, a table with a list of errors and information about the
error must be saved in the system. For the list of errors, a data cleaning function will be
provided with the ability to run on a schedule or manually.

When saving a record, the system quality rules are first checked, and then the configured

quality rules of the normalization and enrichment groups are checked.

The system quality rules are permanently blocking: a record with quality errors is not saved
or loaded if the verification conditions are not passed. For example, if the user tries to save
a record with an empty attribute marked as required in the properties. Instead, an
informational message should be displayed, and the attribute in which the error was detected

is marked.

When manually entering data and saving the created or changed records in the system, non-
compliance of the filled values with the quality control rules "normalization” and
“enrichment.” The DQAS will issue the appropriate warnings:
1. In the upper right corner of the record card, there will be a label "Errors ()," which
will display a list of errors in the quality rules.

2. The record will mark the attributes in which errors are detected.
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To ensure the quality of records imported into the System, the System will provide for the
formation of a list of DQ violations, which will contain records of violations of the quality
control rules. In the case of a violation of the quality control rules in the entries received
from external systems, the corresponding description of the violation of the rule will be
recorded in the external table of the PostgreSQL database. The list of errors in the form of a
report will be generated using JasperReports. Hard and soft control is performed when

sending a message to the System via the SOAP API.

5.3 Use case

It is a functionally complete component of the DQAS, designed to control data quality in the
Unified State Register of Real Estate, forming a data quality model, including creating the
required checks and reports on the performed checks.

A diagram of the use cases for DQAS is shown in Figure 9 below.

Data Quality Assurance Module

Create tasks for performing
checks in batch mode

Create a data quality
model
rform checks for technical
errors in batch mode Include>> Eg

‘erform checks for technical <_<_|fld_u_df2i>_ - Administrate the
errors on a specific request or DQAS user accounts Admin
application form . -
' [
i
1

P
<<Include>>
p

i
. <<Include>> !
Create a document template P . :
.
<<Include>>
]

. - 1 i
Generate a report Set up the role
----- <<Include model .
1 - [
! View created reports :
<<Include>>

onfigure interaction with the
e stalrt € identification and authentication
report generation

service

Powared By Visual Paradigm Commur 1y E <

Data Quality Operator

Fig. 8. The DQAS Use Case diagram.

As part of working with the application, the following processes are available to the DQAS
user:
1. Create a Data Quality Model.
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Work with the Data Quality Model constructor.
Check the objects of the Unified State Register of Legal Entities (including batch).
Generate reports.

Administrate the DQAS user accounts.

o g~ D

Set up the role model.

5.4 Description of TO-BE processes

As part of the examination, the team and the customer developed a methodology for
reporting data in working order. The business processes identified during the examination
should be recorded in this thesis using modern CASE tools designed for process modeling.
When describing processes, it is allowed to use all available modern notations. The BPMN
notation was used as the preferred notation for describing business processes.
The BPMN notation contains the following categories of elements:

1. Flow elements (events, processes, and gateways).

2. Connecting elements (control flows).

3. Areas of responsibility (pools and tracks) [74].

Table 6. Elements of BPMN. [75]

Graphic
Name BPMN Description
symbol
Start events Show where the process starts and causes the
O initiation of a process. Start events cannot
connect to the incoming Sequence Flow.
End Events Indicate the end of the Sequence Flow. At the
same time, other flows can continue to execute.
O They cannot be associated with an outgoing
Sequence Flow.
Intermediate Indicate where the event occurred somewhere
Events between the start and end of the process. Affect
© the Sequence Flow but does not start or
interrupt the process.
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Table 6 (continuation). Elements of BPMN. [40]

Graphic
Name BPMN Description
symbol
The event An incoming message triggers an event that

associated with an

©

causes the process of waiting to receive the

incoming message to continue.
message
The event An outgoing message triggers an event that

associated with an
outgoing message

causes waiting for the message to be sent to
continue the process.

Exclusive
Gateway
OR/OR

Manages outgoing flows using Boolean
expressions. Boolean expressions are based on

process data.

Parallel Gateway
AND

A mechanism for splitting a flow into two
parallel flows or for synchronizing multiple

flows into one.

Inclusive The expression validity is checked for each
Gateway outgoing flow, and all flows for which the
ANDI|OR expression is true are activated.

Task (Standard Represents an elementary action within a
form) process. It is an indivisible work within the

process. The user performs a task within the
framework of the DQAS.

Sequence Flow

The arrow is used to link flow elements —
events, processes, and gateways. The Sequence
Flow displays the progress of the process. If

necessary, the flow can be named.
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5.4.1 Creating a Data Quality Model

This subsection describes the formation of the Data Quality Model: metadata of the entities
of the Unified State Register of Real Estate database, their attribute composition, relations

between them, and the reference books.

A diagram of the process of forming a Data Quality Model is presented below in Figure 10.
The following is a basic scenario that describes the interaction in forming a data quality

2
3
E Import a data Importe
e model as an look-up
2 XSD schema entities
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3 Start 3 Data Quality
s Configure the data Model is created
g quality model using
> the data guality
model constructor
3 |
2 -g Create a request
i Eu to import .
= £ ook-up entities
] Q
3 2
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218
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3
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Fig. 9. Diagram of the Creating a Data Quality Model process.

The participants of the interaction are:
1. Administrator.
2. External services of the unified regulatory and reference information management

system.
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The criterion for success is the condition-the Data Quality Model is uploaded in the DQAS.
The prerequisites for execution are: the admin user must be successfully authenticated in the
system, and after logging in to the system, the admin gets to the page for creating a Data
Quality Model.

The execution scenarios are described in Table 7 below.

Table 7. Execution scenarios.

1. The admin uploads the data model in the form of XSD
schemes into the Verification Module.

2. The integration module generates a request for the import
of look-up entities to the external service.

3. The external service prepares data for unloading.
Basic scenario 4. The integration module receives external service data.

5. The verification module imports the received look-up
entities.

6. The admin configures the Data Quality Model using the
Data Quality Model Constructor

7. The data quality model is created.

Alternative scenario| An alternative scenario does not exist.

5.4.2 Working with the Data Quality Model Constructor

This section describes the use case of how to work with the Data Quality Model Constructor,
which includes the following subprocesses:

1. Check assignment (quality rules).

2. Creation of a new check.

A diagram of the assignation of the check process is shown below in Figure 11.
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Check assignment

Fig. 10. Diagram of the check assignment process.

The interaction participant is the admin. The success criterion is the condition — a check is

assigned to the required attribute of the object in the Data Quality Model. The prerequisites

for execution are: the admin must be logged in to the DQAS, and the data model and the

external service’s look-up entities should be imported into the DQAS.

The execution scenarios are described in Table 8 below.

Table 8. Execution scenarios.

Basic scenario

1. The admin searches for the required attribute in the Data Quality
Model.
If the Unified Repository contains the required check, the admin selects it
from the list.
The admin assigns the check to the required attribute.
The admin selects one of the four criticality levels for the detected error.
The admin creates a custom message that will be displayed when an error
IS detected.
The check is assigned.

Alternative

scenario

1. If the required check is missing in the Unified Repository, the
administrator creates a new check.
Return to step four of the basic scenario.

5.4.3 Creating a new check

A diagram of the process of creating a new check is shown below in Figure 12.

55



O

The check is created

Verification module
=]
-]
5 =
2 3 5
3
[’
=+
33
—
s 4

Create a new check

The software development environment

Fig. 11. Diagram of the process of creating a new check.

The following are the basic and alternative scenarios that describe the interactions while

creating a new check.

The interaction participant is the admin. The criterion for success is the condition — a new
check has been created in the Unified Repository (a new quality rule). The prerequisites for
execution are: admin must be logged in to the DQAS, and the data model and the external

service’s look-up entities should be imported into the DQAS.

The execution scenarios are described in Table 9 below.
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Table 9. Execution scenarios.

1.1f a Unified Repository contains algorithms for
] ) implementing a new check, the admin creates a new check based
Basic scenario on them.

2. The admin saves the created check in a Unified Repository.

3. The check is created.

1. 1f a Unified Repository does not have the necessary
algorithms for creating a new check, the function that
implements such a check is created in the software development
Alternative scenario | environment (not included in the DQAS).

The implemented function is saved as a JAR file.

Using the Data Quality Model constructor, the JAR file is
imported into a Unified Repository.

Return to step three of the basic scenario.

5.4.4 Perform a check

This subsection describes the process of conducting checks of one or more objects of the

Unified State Register of Legal Entities, with which the Data Quality Operator works.

The scheme of the process of checking the objects is shown below in Figure 13.
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Fig. 12. The diagram of the process of checking the objects.

The following are the basic and alternative scenarios that describe the interaction of the
performing checks process of the object. The Data Quality Operator is a participant in the
interaction. The success criterion is when the data was checked, and the check results are
displayed in the user interface. A prerequisite for execution is — The Data Quality Operator
must be authorized in the DQAS.

The execution scenarios are described in Table 10 below.
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Table 10. Execution scenarios.

2. The Data Quality Operator needs to check the object.

3. If one object is checked, the Data Quality Operator enters the unique
number of this object.

4. The integration module from the composition of the DQAS generates a
request for the specified unique number to the Right registration subsystem.

5. The right registration subsystem receives a request.
_ 6. The right registration subsystem forms a request to Database.
scenario | 7 The Database generates data for response and sends it back.

8. The integration module receives data from the Database and sends it to
the Verification Module.

9. Checks are carried out at the Verification module.

10. The results of the checks are saved in the Performed Log.

11. The results of the checks are shown to the Data Quality Operator

1. If it is needed to perform a mass check of objects, the Data Quality
Operator creates a task to perform such a check. The task includes setting
criteria for selecting objects and a list of checks that need to be performed.
Alternative | 2. The integration module generates a request for the specified criteria for

scenario  [the processing requests subsystem.

3. The processing requests subsystem receives the request.
4. The subsystem forms a request to the Database.
5. Return to step 6 of the base scenario.

Basic

5.4.5 Generating reports

This subsection describes the process of generating reports. This process is designed to
process the conducted checks and present data from the Data Quality Log in visual reports.

A diagram of the report generation process objects is shown below in Figure 14.
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Fig. 13. Diagram of the report generation process.

The following is a basic scenario that describes the interaction in the reporting process. The

Data Quality Operator is a participant in the interaction. The criterion for success is the

condition — a visual report is generated under the specified criteria. The prerequisites for

execution are: the data quality operator must be authorized in the DQAS, and at least one

check of the objects must be performed.

The execution scenarios are described in Table 11 below.

Table 11. Execution scenarios.

Basic scenario

1. The Data Quality Operator needs to view information about the
results of object checks.

2. The Data Quality Operator generates the criteria for creating the
report.

3. The Reporting module generates a request to the verification module
to provide data on the results of the checks.

4. The Verification module prepares the required data based on the
information contained in the Data Quality Log.

5. The Verification module sends data to the Reporting Module.

6. Based on the received data, the Reporting Module generates the
required report.

Alternative

scenario

An alternative scenario does not exist.
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5.4.6 Administration of user accounts

This subsection describes the process of managing user accounts in the DQAS. This process
includes creating and modifying user accounts in the DQAS, saving all changes to the
Infrastructure Service of Identification and Authentication (SIA).

A diagram of the account administration process objects is shown below in Figure 15.

Existing

Administration of user accounts

Service of identification and
authentication

Fig. 14. Diagram of the user account administration process.

The following are basic and alternative scenarios that describe the interaction during the
account administration process. The interaction participant is the admin. The data about the
DQAS user account is stored in the SIA. Therefore, the user can authenticate and get access
to the DQAS. A prerequisite for the implementation is that the admin must be authorized in
the DQAS.

The execution scenarios are described in Table 12 below.
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Table 12. Execution scenarios.

Basic 1. In creating a new user account, the admin creates a combination of
username and password and specifies additional information (full name,
phone number) in the Administration Module.

2. The user account data is saved in the Administration Module.

3. The DQAS sends the DQAS user account data to the SIA.

4. The DQAS user account data is received in the SIA.

5. The DQAS user account is linked to the user account data in the SIA.

6. The data about the DQAS user account is stored in SIA.

Alternative | 1. In the case of a user account change, the admin makes the required
changes (including deactivation) to the user account of the DQAS.
2. Return to step 2 of the base scenario.

scenario

scenario

The next chapter presents the implementation stages, tools, and outcomes from

implementation.

62




6 IMPLEMENTATION STAGES AND EFFECTIVENESS

The implementation methodology is developed and is necessary for the specialists of the
Implementation Department, Project Managers of the implementation, and designed to
systematize the order of performance of projects. The methodology will reduce the time for
planning future stages and help specialists with frequently encountered problems. All the

stakeholders should make changes and additions to the method.

The participants in the development and implementation process for the project are presented
in Table 13.

Table 13. Participants of the development and implementation process.

Role name Responsibility Note
Project Communicate with the customer,
Manager monitor deadlines and resources, set
(PM) tasks.
Conduct analytics, create a data model,
Business develop requirements for development,
Analyst check implementation, and monitor
delivery times.
Install, update, and configure the
Engineer platform, customization solutions, and
related software.
Backend Develop modules, extensions, !—|e S, an
. X ) implementation
Programmer integration, and functions.
programmer.
Responsible for the client-side of the
user interface, the logical operation of
Frontend T .
all components of the site, including
Programmer . N
content, buttons, images, navigation,
and internal links.
Tester_ Check and test the functionality which There ‘may not _be a
(Quality . X person but an assigned
is developed for the project. .
assurance) one from the project.
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Table 13 (continuation). Participants of the development and implementation process.

Role name Responsibility Note

Work on the so-called invisible
deployment when end users do not
even know that a new version has
been released.

7 | DevOps engineer

There may not be an

8 | Technical writer Prepare documentation. Lo .
individual for a project.

9 | Implementation Manage development and analytics | Required for resource
Managers departments. planning, checking
results, and overseeing
project progress.

Communication between project participants should occur: in person, by video conference,
e-mail, or Skype. All project participants should be located in a familiar and unified
information space, regardless of the project stage. It can be achieved by organizing general
meetings, sending an e-mail to all people involved in the project, creating a general chat
where vital news and results will be broadcasted. All information and outcomes are recorded
in Confluence, a tool for teamwork, where accumulated knowledge is combined with
opportunities for collaboration and easy access at any time and stage of the project [76].

It is necessary to create a Minutes of a Meeting (MOM) at all stages of the project, either
after the meeting with the customer or internal discussions on the project. The MOM is
drawn up according to a template. The MOM records the main points of discussion, such as
the meeting date, the composition of participants, the list of issues, and the decision. The
MOM can be either in text format or in a tabular version. The MOM should be sent to all
participants of the meeting to review and consolidate the decisions taken [77]. The

responsible person is PM or Analyst.

6.1 Initial stage and examination

Firstly, the formation of the goal of developing and implementing the platform (briefly,
abstractly, may change and be modified later) should be made. Next, it is needed to formulate
a description of the purpose. Responsible — Project Manager. The project’s overall goal is

displayed on the project’s main page in Confluence and communicated to all project
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participants at the introductory status. At the end of this stage, a top-level scope and
milestones are formed from several main points that are most significant for the customer.
Then, the project manager assesses requirements for budget planning and the scope of work.

1. The project manager sends the requirements specification and other documents for
evaluation.

2. An analyst is assigned to analyze the requirements and identify what needs to be
finalized. It is made in the form of a list.

3. The list is sent for evaluation, which the costs are put down (in people/week or
people/month). The costs should also take into account the time for testing and
documenting improvements.

4. The final document is sent to the project manager.

5. It is worth paying attention to the requirements specification, which should replace
the existing system since the requirements specification usually does not describe all
the existing functions that users currently use.

6. The evaluation must include testing, testing individual developed features and the
system as a whole, regression testing, load testing, and automation. Testing should

be done on the same side as development.

After a detailed assessment of requirements, the project manager requests resources,
prepares a resource plan, creates requests at Confluence and JIRA, makes platform
allocation, and requests licenses. Finally, the PM determines the composition of the work
and the approximate labor intensity. The labor intensity assessment should include the entire
work cycle in the project and product, including testing and documentation.

The project manager organizes the first Introductory meeting of the project team, where the
deadlines and tasks are announced, the order of interaction is determined, and the main issues
are resolved. Then, the business analyst performs the next stage. It includes familiarization

with the requirements specification and drawing up a list of tasks and improvements.

The Project Manager, Architect, and Business Analyst then conduct an examination. The
examination is designed to establish interaction between the project team and the customer’s

team to formulate a shared vision of the project and the customer’s expectations. It is
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essential to understand the customer’s expectations for platform performance and future

functionality.

At the examination stage, the demo platform should be demonstrated for the customer,
explaining how specific requirements are closed and how the platform will look so that the
deployment stage will not bring any surprises. The business analyst also prepares “To Be”

mockups or screenshots of the platform to minimize risks.

Besides, at the beginning of the project, the PM must agree and fix with the customer and
the team how the team will deal with new requirements which are not in the requirements
specification but will arise during the project (elicitation, analysis, evaluation,

implementation).

The analyst and engineer deploy database dumps on our resources or accesses the databases
from the customer. Then, they convert the data into the format necessary and applicable for

analysis.

6.2 Design stage

The analyst determines the data sources, prepares a list and description of the data

The analyst analyses the baseline information and defines objects and relations to data
sources (without attribute granularity).

As part of the analysis, the analyst must:

1. Perform data profiling using the Atacama. As a result of profiling, it should be clear:
the unique values, the external keys, data formats, data statistics, duplicate data for
creating Look-up entities, relations in the data, and the keys for these relations. [56]

2. Determine which objects will be Entities, Look-up entities, Classifiers, and the order
and the possibility of updating them.

3. Define object attributes.

4. ldentify relations.

5. Check the quality of data: inclusions of invalid characters, inclusions of Latin

characters, masks.
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6. Check the uniqueness of the selected foreign keys.

7. Check what is specified in the values of code attributes.
Profiling should be carried out to understand how complete the data is, the formats, and the
possibility of using this data. It is also advisable to communicate with users to compare the
fields (for example, database tables) and what they were working on within the interface.
Furthermore, it is needed to understand how and by whom the data is used. Finally, it is
necessary to check the completeness of the data: the grouping of values with a quantitative

or percentage rating of each attribute; the length of the attribute.

The analyst prepares a report on the examination and use cases. After that, the project
manager approves with the customer on the examination report, the description of the data
model, and use cases. Next, the architect and analyst develop integration schemes (systems,
exchange directions, and data flow). Then an engineer and an architect develop a design
solution. Special attention is paid to the order of interaction of systems.

6.3 Development stage

An engineer installs a development platform. An analyst, an engineer, and an architect form
the composition of the project distribution and determine the delivery parameters. The
updated list of components that will be transferred to the customer is formed. The delivery
life cycle must be agreed with the customer - the terms, scope, start and end dates of work
on deliveries, testing, transmission format, installation support, and elimination of
comments. Delivery time should not be too short to update the platform version, develop the
tests, and document features. In addition, the team needs to check all previously developed

customization.

The analyst develops a data model of the subject domain considering:

1. Division of the data by object types: entities, look-up entities, classifiers,
enumerations, taking into account their features (the order of loading, the need for
relations, updating).

2. Work out the types of attributes.

3. Select Code attributes for look-up entities.
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4. Check the source data and the data model for empty values in the required fields.

5. Work out the relations between the objects, such as relations and relations, to look-
up entities.

6. Select a foreign key for each source and object and work out the order of updating
records.

7. Prepare the quality rules that should be applied at the loading stage, such as
normalization and cleaning, so that the data enters the system correctly and does not
require data reloading.

The analyst conducts analytics on developing external operations based on requirements and
their implementation on the platform. Then the analyst makes a statement for the
development of a composite function for checking the quality rules. Next, the programmer
develops a composite function for checking the quality rules and tests them together with
the analyst. Finally, the analyst forms the quality rules, sets up match search rules, and sets

up consolidation rules.

The following should be taken into account:
1. Divide the rules into enrichment and validation
2. Work out additional custom functions that have to be developed and create tasks for
their development.
3. Configure composite functions in the box solution.
After developing all the functionality and setting all the parameters at the demo stand, the
platform is deployed at the customer’s stand, and a team of testing engineers conducts

functional and load testing.

The technological process is as follows:

1. Stand preparation.

2. Preparation of testing documentation.

3. Manual functional testing is performed. First, testing is carried out following the
created checklists. After the end of this procedure, depending on the presence of
defects, the following measures may be taken:

e Functional defects, requirements defects, infrastructure defects. The test engineer
should create them with a definition of criticality regarding the impact of

particular functionality implementation. If the functionality is found to have
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defects of priority 1 and 2, this functionality is returned for revision (the task is
assigned the status “Reopen”), and the testers inform the PM;

e the task moves further through the production process with a description of the
stand configuration, the stand number, and a favorable resolution.

4. Automated tests are written. If the project has a framework for automated testing and
no defects in priorities 1 and 2, it is recommended to automate the new functionality.
The testing engineers determine the scope and depth of automated tests with the
approval of the PM.

5. Regression testing is conducted. The regression scope is compiled by the testing
engineers indicating the release number. The scope is formed according to the
requests of the release plan and the functionality implemented earlier. Artifacts are
defects (if any) and the conclusion about the transfer of the release to the customer.
A prerequisite for creating a positive conclusion is the complete passage of the scope

and the absence of defects of priorities 1 and 2.

The analyst prepares The Design Solution document. The technical writer draws up
documents, including the Design Solution and manuals adapted to the project. Next, the
analyst and the project manager prepare the scenarios and test cases needed to demonstrate
the functionality. The scenarios should be clear and logical and describe all the actions so
that anyone can demonstrate the functionality on the platform. The scenario must specify
exactly all the records or search criteria (in the correct case) to work with. Next, the analyst
trains users to work with the platform. Finally, the analyst and engineer delete all test records,
training records, and everything used during the design stages. The engineer is responsible
for updating the platform and setting up the backup data. After the development and
implementation are completed, the platform’s work is transferred to the technical support

service. The project plan is presented in Figure 16.
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7 EVALUATION OF THE RESULTS OF THE DEVELOPMENT
AND IMPLEMENTATION OF THE DQAS

In this chapter, impacts, qualitative results, and outcomes of the development are covered
and discussed. Data quality management remains highly relevant to enterprises of any
industry. The need to develop data quality management systems is a necessary measure in
modern digital conditions, with increasing competition in the market to attract customers
and ensure the effective functioning of the enterprise. It is worth noting that the development
and implementation of these systems are challenging, time-consuming, and costly processes.
To meet the needs of consumers, in the desire to meet the generally accepted requirements
of the market, companies often spend a considerable amount of money on the development
and implementation of a data quality management system. Also, many costs are needed to

maintain its functioning and ensure continuous improvement.

Nevertheless, despite the difficulties of implementation and impressive costs, the competent
implementation of data quality management has many absolute advantages for the company
and allows it to increase the efficiency and effectiveness of the functioning of n enterprises.
The absolute consequence of the implementation of DQAS in the company will be a
necessary improvement in the quality of its functioning manifested in high values of the final
performance indicators of the enterprise, such as effectiveness, the degree of implementation
of planned activities, and achievement of planned results and performance — the ratio of the

achieved results of activities to costs.

Developing an information system allows linking the planned and actual data of the
enterprise to form operational reporting. Such a planning and analysis system ensures
transparency of data, manageability, and flexibility in making operational management
decisions. Transparency of business activities is achieved by unifying the data for various
business lines and divisions and quickly and directly accessing this data for managers at

various levels.

Manageability is achieved through the simultaneous use of the system by individual

departments to plan, control, and manage. Although the ability to quickly adapt the data
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management model to business requirements changes, external conditions provide flexibility

in management.

All indicators of the economic efficiency of implementation can be divided into qualitative
and quantitative. After changing how the company interacts with the system, both
quantitative and qualitative indicators of the company's performance will improve. It is
worth noting that the improvement of quantitative indicators results from the improvement
of qualitative ones. The evaluation of the effectiveness of the implementation of DQAS is
divided into two types. The economic part is a system of indicators that evaluate the
economic effectiveness of the implementation. The process part assesses the compliance of
the system's implementation with the enterprise's goals and objectives. In this thesis, the
calculation of economic efficiency will not be covered due to the Non-Disclosure Agreement

and the company's privacy.

The development and implementation's main goal was to find a solution to the problems:
low speed of performing routine operations on working with data, a long decision-making

time, and a high probability of technical errors.

The data quality management system achieved this goal, reducing the company's financial
and time costs for working with data. With the implementation of the data quality

management system, the following changes will also occur at the qualitative level:

1. A full-fledged information network was built for the well-coordinated work of
departments— its creation will ensure the well-coordinated work of departments of
the enterprise by creating a full-fledged information connection between them and
the convenience of using one system.

2. Access rights to data were differentiated to strengthen the security of information
when working with data.

3. The time for conducting legal expertise was reduced.

4. Minimized the number of unjustified decisions on suspension or refusal of the
processing of requests by increasing automation of the processes of implementation

of registration actions.
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5. A complete and reliable database was created by improving interdepartmental
information interaction with state authorities and local self-government agencies.

6. The quality of system data was improved.

The achievement of these goals was ensured by solving the following tasks:

1. Automation of the process of decision support by Registrars in the implementation
of accounting and registration actions.

2. Check the information submitted to the state cadastral registration and (or) state
registration of rights to identify and eliminate errors.

3. Check the information for technical errors.

4. Process, check, and enter into the information systems system received from state
authorities, local self-government bodies, and other authorized agencies.

These changes are only qualitative and cannot have a quantitative representation.

Table 16 presents a comparison of the activities' critical characteristics, which allows
estimating the quantitative effect of DQAS implementation. As a comparison method, the
Cost-Benefit Analysis (CBA) method was chosen. It shows the DQAS implementation

results by evaluating the values of critical indicators «before» and «after» implementation.

Table 14. Comparison of indicators of the analysis process.

Indicator Before After
ETL-process 1-2 months 15-3h
Frequency of work with | Once a week or once two At least 1 per day
analytical applications weeks
Documentation Analysis | 4 —5 h (depending onthe | 30 min—1,5 h (depending on
Time department and specialist) — | the department and specialist)

on one report — on one report

Thus, according to the critical quantitative indicators of the development and
implementation of the DQAS, the following conclusion can be drawn:
1. Reduction of the time spent by Registrar in the preparation of reporting and checking
documentation by 35%.
2. Increase in labor productivity by 42%.

3. 75% increase in customer satisfaction due to fewer errors in the cadastral objects.
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8 DISCUSSION AND CONCLUSIONS

The research gap thesis aimed to fill was to identify existing data quality practices and
implementation of data quality assurance subsystem. Considering different aspects of data
quality, this research is an excellent asset to the architectures, developers, and business

analysts to develop and adopt data quality subsystems with enterprise systems.

Some issues presented in the section 2 were on a more general level and hold true for a great
variety of strategic IT and business engineering initiatives. Most of the differences can be
explained by the stage of the project; this case study focused on very early phase of the
development, while previous studies focused on “more mature” organizations. This means
that they already had established common understanding between the concepts, objectives
and methods. On the other hand, our study provides ani-depth understanding of how different
issues appear. Since MDM development creates major changes in an organization,
ownership, accountability and responsibility issues are obviously emphasized. For example,
the fear of taking on more responsibilities without receiving adequate resources is more than
understandable.These concerns are largely missing from technically oriented previous

studies.

Due to the prior outcomes, what are the existing practices of data quality?

In the transition to the digital economy, companies have finally become convinced that data
is an important asset to properly store, process, analyze, use for making decisions, and make
forecasts. The effectiveness of these processes is ensured by a single repository, into which
proven quality data must be uploaded. The task of consolidating them from different sources
involves comparing and synchronizing directories in different IT systems. That is why

businesses need Master Data Management systems.

According to experts, data quality management solutions have become very important for
the digital transformation of companies, especially those who use such emerging
technologies as automation, machine learning, cloud computing and business-oriented

workflows.
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Data quality refers to the processes and technologies for identifying, understanding, and
correcting data deficiencies that support effective decision-making and information flow
management within operational business processes. Ready-to-use tools typically include
important functions such as profiling and parsing text information, standardization,

cleansing, matching, data replenishment, and monitoring.

What are the existing solutions of master data management systems? MDM systems are
rapidly developing in the Russian market and have long been accepted in foreign marketing
directions. They allow companies to focus as much as possible on the quality of data and the

most complete and operational work with them.

IBS experts note the expansion of the volume of directory management, management of the
main data-counterparties and materials and other necessary directories for key business
processes of the enterprise. The focus is also on automating the reference information
verification process, including using machine learning technologies, developing common
standards for managing counterparties and materials, and creating digital ecosystems in
which manufacturers and buyers can freely exchange transparent information about goods

and transactions.

The defining trend remains the improvement of data quality - Data Quality. Machine
learning technologies allow for better deduplication in an automated mode. In general, the
development of artificial intelligence significantly changes the previously established
approaches to working with reference information — it increases the efficiency of data
recognition and correction, adds the ability to use multimedia information, makes data

clearer.

How should the data quality assurance subsystem be developed and implemented?

The development of this direction in the enterprise allows identifying problems,
shortcomings in the company's work, identifying their causes, and eliminating them
urgently, without allowing customers to remain dissatisfied and dissatisfied and eventually
go to competitors. Furthermore, the data is necessary for registering information in the
database, which analyzes its activities to adjust its strategy. This set of tools is not limited

only to the management of master data. Nowadays, software products can offer the customer
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a complete software package for managing the business process. With these systems, it can
be detailed the work process down to the interaction between individual employees, plus the
ability to configure a unique interface for each user and distribute not only the scope of work
but also the level of access to information, depending on the position and responsibilities of
the user of the enterprise. This volume of functions in full allows to implement a quick
solution to problems that arise in the course of work, but not only by automating the work
but also by classifying the data array, with the ability to download from the database the

necessary information that meets the current goals, which is helped by specially set filters.

Before implementing the MDM system, it is necessary to accurately understand the features
of the enterprise, how the processes are organized in the enterprise, how effectively the
interaction with suppliers and customers is carried out, how effective the exchange is in the
enterprise, and the IT capabilities. In addition, it is essential to understand the system's goals

and what functions are needed for implementation.

This master's dissertation involved developing the Data Quality Assurance Subsystem and a
comprehensive study of the industry working with data and its quality, including MDM
systems and data quality management. In the course of the work, the goal was achieved, the
development of a Data Quality Assurance Subsystem was made, which allows performing
operations to verify and transform data for the analysis and further work with it and automate
the registrar's operations. The DQAS has been designed and developed that is ready for use
for a state-owned company. Since the subsystem was developed inside the existing MDM
platform, specific requirements were made for the tools used in the development since this
issue remains one of the most actively discussed in the developer community to this day.
During the development, agile project management methodologies were used, thanks to how
the project gradually acquired new features while simultaneously passing the control of all
stakeholders in the final result. The requirements for the project have been implemented —
the subsystem implements all the necessary functions. Moreover, with its help, users can
conduct inspections of real estate objects and speed up entering new data into the state
register.
As the work progressed, the following tasks were completed:

1. The area of work with data quality, existing data quality methods, and tools were

considered.
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2. A literature review of systems for working with master data is presented.
3. The research method used in the thesis is disclosed.
4. The existing platform, its description, and its disadvantages are considered, and the
justification for creating a subsystem is given.
5. The requirements from the customer are collected.
6. The requirements specification for the design of the future subsystem is developed
according to gathered requirements.
7. The design of user cases and business processes has been completed.
8. The stages of implementation of the subsystem were given, and the project plan was
described.
9. The efficiency of the implementation was given.
The developed project meets the requirements identified at the stage of setting the task. The
project tasks were performed sequentially: for each required functionality, the logic of the
subsystem, the service architecture was written first, and then the interface for accessing it
from the client was implemented.
Thus, after the development and implementation of the DQAS, the following conclusion can
be drawn:
1. Reduced time spent by Registrar in the preparation of reporting and checking
documentation by 35%.
2. Increase in labor productivity by 42%.
3. 75% increase in customer satisfaction due to fewer errors in the cadastral objects.
In the future, it is planned to improve the subsystem and platform continuously, as
technologies do not stand still and companies have to face many new problems that require
modern solutions. In addition, at the moment, extra functions can be implemented in the
subsystem that increases the attractiveness of its use. For example, an electronic signature
can be added. From 2021, the approach to forming electronic signature certificates should
change (in connection with the transition to the new GOST). The transition period was
extended until 01.01.2022. After that, all the old certificates will become invalid. As the
system uses a browser plugin for signing, it needs to be updated. Currently, the production
calendar in DQAS does not have a user interface. It would be nice to add it to simplify the
operation of the system. The changes will improve the system and simplify its operation for
users. As future studies, it is planned to form a holistic MDM system that will monitor the

performance of various organizational units of companies.
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The work process in the company has become more apparent and transparent, its speed has
increased significantly, and the requirements for human resources have decreased due to
time reduction. Based on the results of this master dissertation, DQAS was developed and
implemented at the company, employees were trained, a training system was recorded, and
regulations and instructions were written. The DQAS was put into commercial operation.
All the goals, objectives, and research questions in this master dissertation have been
considered and fulfilled.
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