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The advancement of the Web platform has pushed developers to create more interactive and 

sophisticated applications. Traditionally, these apps have been created in JavaScript, as it is 

the only high-level language that is natively supported on web browsers. Due to the 

language's design, which promotes ease of use over performance, JavaScript is not well-

equipped to handle the growing number of compute-intensive applications. WebAssembly 

is a relatively new Web standard for running low-level code at near-native speed to 

particularly address this limitation. This study aims to bridge a gap in earlier research, which 

covers only theoretical benchmarks that do not necessarily present real applications, to 

demonstrate that WebAssembly outperforms JavaScript. 

 

A quantitative multiple-case study was undertaken to support the hypothesis that 

WebAssembly performs better in performance-demanding applications found in the real 

world. Data was collected from prepared measurements discovered in primary sources 

highlighting the transition from JavaScript to WebAssembly. The results showed a 

significant improvement in performance, with execution times ranging from 2x to 39x faster. 

In addition, the complexity of an application seemed to have a factor in how much it could 

benefit from the shift. 
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Web-alustan teknologinen kehittyminen on antanut mahdollisuuden rakentaa yhä 

interaktiivisempia ja monimutkaisempia sovelluksia. Perinteisesti nämä sovellukset on tehty 

JavaScriptillä, koska se on ainoa verkkoselaimilla tuettu korkean tason ohjelmointikieli. 

JavaScript ei kuitenkaan ole tarpeeksi kykenevä vastaamaan näiden sovellusten kasvavaan 

suorituskykytarpeeseen, koska se keskittyy suorituskyvyn sijasta helppokäyttöisyyteen. 

Tämän puutteen korjaamiseksi kehitettiin WebAssembly, joka on suhteellisen uusi Web-

standardi ohjelmakoodin suorittamiseen hyvällä suorituskyvyllä. Tässä työssä pyritään 

täyttämään aikaisemman tutkimuksen jättämä aukko käsittelemällä teoreettisten 

suorituskykymittausten sijasta reaalimaailman käyttökohteita. Tarkoitus on varmistua, että 

WebAssembly suoriutuu määritellyssä tehtävässään paremmin kuin JavaScript. 

 

Aiheen tutkimista varten toteutettiin kvantitatiivinen monitapaustutkimus, jotta tulokset 

olisivat paremmin yleistettävissä. Tavoitteena oli etsiä ulkoisista lähteistä reaalimaailman 

käyttötapauksia, jotka korostivat siirtymistä JavaScriptistä WebAssemblyyn sekä näiden 

suorituskyvyn vertailua. Tulokset osoittivat merkittävää parantumista; joissakin tapauksissa 

suoritusaika oli jopa 39 kertaa nopeampi. Lisäksi sovellusten kompleksisuuden havaittiin 

vaikuttavan siihen, kuinka paljon ne voivat hyötyä WebAssemblyn käyttöönotosta.  



ABBREVIATIONS 

 

API Application Programming Interface 

AST Abstract Syntax Tree 

CPU Central Processing Unit 

GPU Graphics Processing Unit 

JIT Just-In-Time 

SIMD Single Instruction Multiple Data 

Wasm WebAssembly 

 



5 

Table of contents 

 

Abstract 

Abbreviations 

 

1. Introduction ........................................................................................................................ 6 

2. Background and related research ....................................................................................... 8 

2.1 WebAssembly ......................................................................................................... 8 

2.2 JavaScript .............................................................................................................. 11 

2.3 Performance comparison ....................................................................................... 12 

2.4 WebAssembly utilization ...................................................................................... 15 

3. Research method .............................................................................................................. 17 

3.1 Research approach ................................................................................................ 17 

3.2 Multiple-case study method .................................................................................. 17 

3.3 Data collection ...................................................................................................... 18 

4. Results .............................................................................................................................. 19 

4.1 1Password ............................................................................................................. 19 

4.2 Figma..................................................................................................................... 21 

4.3 Micrio .................................................................................................................... 23 

4.4 TensorFlow ........................................................................................................... 26 

4.5 Summary and Implications ................................................................................... 29 

5. Discussion ........................................................................................................................ 30 

6. Conclusions ...................................................................................................................... 32 

References ............................................................................................................................ 33 

 

  



6 

1. Introduction 

The Web has come a long way since its inception; back then, it was just a simple document 

exchange network that allowed people to publish information through text. Now it has 

evolved into a widely accessible application platform and a popular target for a growing 

number of applications — many of which we use daily. Traditionally, these apps were 

written in JavaScript because it was the only programming language that was natively 

supported by all major web browsers until recently. Despite significant and ongoing 

advances in JavaScript engines, the performance of JavaScript is still inadequate for 

compute-intensive applications, such as 3D-visualizations, games, and cryptographic 

algorithms. It also has plenty of other problems, especially as a compilation target [9, 33, 70, 

76] which is problematic given that many applications on the Web are compiled from 

languages like C and C++ to JavaScript [41, 47, 113]. 

 

WebAssembly is a relatively new (2015) standard supported across all major browsers for 

running portable low-level code at near-native speed [41, 46]. It addresses the shortcomings 

of previous attempts and puts a focus on performance to allow new and existing use cases to 

fully utilize the Web platform. WebAssembly programs are generated binaries that can be 

downloaded and processed far quicker than JavaScript applications, which are hand-written 

by developers and require a few extra steps since JavaScript favors convenience over 

performance. In contrast, WebAssembly applications are constructed by compiling existing 

programs into bytecode. As a result of these features, WebAssembly has become an 

emerging technology in the Web community for performance-demanding tasks [45]. 

 

Previous research has strongly demonstrated that WebAssembly outperforms JavaScript in 

complex tasks [41, 44, 46, 59, 68]. Many of these findings are based on compute-intensive 

benchmarks [41, 44, 46], such as scientific applications and image processing [46], which 

fit the description of WebAssembly’s intended use case [101]. However, they are 

specifically designed to highlight differences in performance, and as a result, they may not 

necessarily present real applications found on the internet. To address this issue, this thesis 
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reviews the performance of real-world WebAssembly applications to support the findings of 

the previous research. The main research question is: What are the benefits of WebAssembly 

over JavaScript in terms of performance in complex Web-based applications? To provide a 

greater generalization of the results, the topic is approached utilizing a multiple-case study 

methodology. Data is gathered from web applications that have made the switch from 

JavaScript to WebAssembly and released benchmarks comparing the performance of the 

two versions. 

 

In the following chapter, a review of related literature will be examined to provide insight 

into what WebAssembly is, how it differs from JavaScript, and how it can be used to replace 

JavaScript in performance-demanding parts of an application. In addition, the state of 

adoption of WebAssembly is overviewed and various use cases are identified. The third 

chapter goes into greater detail about the used research methodology and how the study will 

be carried out to support the hypothesis. The fourth chapter presents the results by comparing 

the performance of different JavaScript and WebAssembly applications. This is followed by 

a discussion in the fifth chapter about the meaning of the findings and to address certain 

limitations of the research. The sixth chapter summarizes the thesis and proposes conclusions 

based on the results to back up previous research.  
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2. Background and related research 

This chapter presents a general overview on WebAssembly and JavaScript, followed by a 

side-by-side comparison of these two languages to outline their advantages over the other 

and their distinct use cases. The understanding of WebAssembly’s position and purpose in 

the Web environment is important to properly utilize it. Finally, the findings of previous 

studies about the prevalence of WebAssembly on the Web are presented to provide insight 

into its state of adoption. 

 

2.1 WebAssembly 

WebAssembly (abbreviated Wasm) is a standard for running low-level bytecode on the Web 

[41, 44]. It is the outcome of unremarkable cooperation across all major browser vendors 

with the common goal of replacing prior insufficient technologies with a better alternative 

[41, 99]. And unlike its predecessors, WebAssembly offers a universal solution to high-

performance applications without sacrificing safety, compactness, or portability [41]. It 

enables applications written in high-level languages, such as C/C++ and Go [46, 50] to run 

in the browser at near-native speed and with predictable performance [41, 44, 46]. 

 

The browser giants (i.e., Google, Mozilla, Microsoft, and Apple) first unveiled the 

technology in 2015 while it was still in the works [6], and eventually implemented it in their 

browsers in 2017 [102]. At the time of writing (October 2021), over 94% of all browser 

installations support WebAssembly [21]. Due to the wide browser coverage, WebAssembly 

has been growing in popularity [45] and has given web developers a new tool to work with 

in situations where performance is crucial. Despite its name, WebAssembly is not limited to 

browsers but was designed to be portable, and therefore it does not depend on JavaScript or 

the Web [41]. This has led to the expansion of use cases to other domains like Internet of 

Things (IoT) and embedded devices, serverless cloud computing, and standalone runtimes 

[50, 74]. 
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Portability is not the sole reason why WebAssembly has been widely used outside browsers. 

Other factors include well-structured design, built-in security, not to mention the competitive 

performance with native code. Specifically, the formal semantics of WebAssembly has led 

to a particularly clean design that can be verified and formally analyzed for soundness [41, 

99], thus leaving little room for bugs and inconsistencies. Also, since code on the Web is 

retrieved from untrustworthy locations, the code must be first validated before it can be 

safely executed [41]. Therefore, significant effort has been put into ensuring the safety of 

WebAssembly. For example, applications cannot corrupt their execution environment or 

access arbitrary memory [41, 99, 103] unlike in C/C++, where memory safety concerns are 

ever so prevalent [10, 77, 109]. These measures protect users from buggy or malicious code 

and provide developers a safe environment to work with [103]. 

 

Before the introduction of WebAssembly, JavaScript was the only supported programming 

language by all browsers [41, 46] for over 20 years [107]. It was designed to be a high-level 

language, yet many applications on the Web are compiler-generated through Emscripten 

[27] and Cheerp [49] from C/C++ programs to a low-level variant of JavaScript called asm.js 

[41, 99]. Asm.js is an extremely restricted subset of JavaScript that provides only numbers, 

arithmetic, function calls, and heap accesses. Objects and strings, for example, are not 

supported. These changes make it highly optimized, give compilers a clear definition of what 

kind of code should be produced, and thus performs better than ordinary JavaScript. [54, 

114] 

 

Despite the fact that JavaScript has seen significant performance gains in modern virtual 

machines, it still suffers from inconsistency and a number of other issues, particularly when 

used as a compilation target [9, 70, 76]. Other prior developments like Native Client and 

Microsoft’s ActiveX have also attempted to run low-level code on the Web but have come 

short in doing so [41]. Consequently, WebAssembly was developed to replace these obsolete 

technologies, especially asm.js [41]. Nowadays, many compilers provide a drop-in 

replacement for asm.js and prefer compilation to WebAssembly [28]. However, the aim of 

WebAssembly is not to substitute JavaScript but to complement it in performance-

demanding applications [51, 63] to provide a smooth experience. A JavaScript application 
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programming interface (API) is used to load WebAssembly modules and invoke methods 

inside the modules [56, 57]. Likewise, WebAssembly can also call JavaScript functions (e.g., 

to perform some actions and return values). This is important because WebAssembly cannot 

access the web page contents (DOM) directly nor use Web APIs [57], which means that the 

two must communicate together. Traffic of this sort can cause significant overhead due to 

context switching, though it has been improved upon recently [17]. 

 

To enable humans to read and edit WebAssembly, there is also a textual representation of 

the binary code called WebAssembly text format [41, 59, 99]. Listing 1 shows a function in 

C language for multiplying two numbers together, followed by listing 2, which shows the 

result as if the function was compiled to WebAssembly in the human-readable form. This 

intermediate form allows code to be written, viewed, and debugged manually [104] (i.e., to 

review and understand how the instructions were compiled, and to help in performance 

optimization). 

 

Listing 1. C code for multiplying two numbers 

1  int multiply(int x, int y) { 
2    return x * y; 
3  } 
 
Listing 2. WebAssembly text format for multiplying two numbers 

1  (module 
2    (func (export "multiply") (param $x i32) (param $y i32) (result i32) 
3      local.get $x 
4      local.get $y 
5      i32.mul 
6    ) 
7  ) 
 

However, the intention of WebAssembly is not to be written by hand but to act as a 

compilation target for other programming languages [68, 108]; thus used to compile existing 

programs, libraries, and projects to the Web. A wide variety of backends are supported for 

compiling, like C, C++, C#, Go, and Rust [46, 50], which gives developers the much-needed 

freedom to select a language of their liking, and ultimately makes WebAssembly easier to 
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adopt. Although various existing languages are supported, there are also new ones 

specifically designed to target WebAssembly, such as AssemblyScript, which is a 

TypeScript-like language that is easily accessible as it integrates with the existing Web 

ecosystem [92]. This makes it straightforward for web developers to start utilizing 

WebAssembly since they do not have to learn a new language but can still enjoy the same 

benefits. 

 

2.2 JavaScript 

JavaScript is one of today's most widely used programming languages [38, 76]. It is best 

recognized for its use in web applications, but it is also becoming increasingly popular in 

other areas like server-side applications, mobile apps, and desktop apps [76]. Due to the wide 

extent of the language, it is critical that the performance of JavaScript is up to par even with 

complex applications. This demand has been facilitated by substantial advancements in 

JavaScript performance in recent years, such as the development of greatly optimized just-

in-time (JIT) compilers [37, 76]. 

 

JavaScript is an interpreted programming language, which means that the code is interpreted 

at runtime rather than being compiled into bytecode in advance. In addition, one does not 

have to explicitly define variables before using them or specify types for variables, making 

it a dynamic language. [112] While these properties have multiple inherent benefits (e.g., 

faster development cycle, portability, and the convenience of use), it also harms the 

performance. To address this issue, JIT compilers have been introduced to improve the 

performance of JavaScript in browsers [5]. Although the implementations differ from 

browser to browser, it fundamentally works the same: by optimizing code that is called often 

to reduce compilation time [40]. This addition has had tremendous effects on performance, 

with some reporting up to 20x faster execution time [108]. 
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2.3 Performance comparison 

The first point of inspection into a web application’s performance starts from fetching the 

necessary source code. Code that is sent over the internet should be concise to reduce 

response time [41], allowing users to interact with the site contents faster. WebAssembly is 

better in this regard because it is smaller than JavaScript due to its compact binary format, 

even when minified and compressed [15, 41]. Once the resources are downloaded, 

JavaScript code needs to be parsed into an Abstract Syntax Tree (AST), which is then 

converted to an intermediate representation [15, 67]. In contrast, WebAssembly does not 

require this step since it is already an intermediate representation. However, it still needs to 

be decoded and validated until it is ready for compilation, but this takes far less time than 

parsing JavaScript. [15, 16, 105] In addition, due to its binary format, WebAssembly can be 

used for streaming compilation, where the code is compiled while it is still being downloaded 

[16, 41]. Another distinct feature is that compiled WebAssembly modules can be cached on 

the client’s machine. This means that the modules do not have to be downloaded and 

compiled every time resulting in notably faster page reloads. [13, 55] Together these factors 

make the load times of WebAssembly significantly better than those of JavaScript. 

 

After the initialization phase is complete, the code needs to be prepared through optimization 

and compilation until it is finally ready for execution. In the case of JavaScript, the JIT 

compiler can start optimizing only after it has observed what types are being used. In 

addition, depending on the used types, the same code may need to be compiled multiple 

times and can be subject to additional re-optimization. WebAssembly on the other hand is 

precompiled and already optimized by a compiler like LLVM, and thus less work is needed 

for both optimization and compilation. [15] Although browsers have different 

implementations for compiling WebAssembly, it is much closer to machine code than 

JavaScript (e.g., explicit types) [15], and therefore WebAssembly has far less benefit from 

JIT compilation [108]. The entire execution flow from start to finish is summarized in Figure 

1, which demonstrates that WebAssembly is presumptively and generally faster. 
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Figure 1. Start-up performance of JavaScript versus WebAssembly, adapted from [15] 

 

While JavaScript can run as fast as WebAssembly, it is notoriously difficult to compile 

efficiently [46]. Browsers have different JIT compilers with their own optimization methods 

[15], which may not always work in one’s favor, and thus it is hard to get predictable 

performance across browsers. WebAssembly is different in this regard, as one of its major 

design goals was to provide an edge over JavaScript in terms of execution speed with 

consistent performance [41, 46]. And it has succeeded in just that — many previous studies 

have demonstrated that WebAssembly performs 1.5-2x faster than JavaScript [41, 44, 115]. 

 

In the paper that introduced WebAssembly, the researchers show that a C program compiled 

to Wasm rather than asm.js runs 34% faster in Google Chrome [41]. In addition, multiple 

benchmarks indicate that WebAssembly runs near to that of native code (see Figure 2) [41, 

46]. There are however mixed results regarding the performance over JavaScript since the 

findings are much dependent on the used benchmarking tools, environments, and input sizes. 

JavaScript may very well perform better than WebAssembly in some scenarios, but it is 

generally slower. [108] Figure 3 demonstrates the outcome of SPEC CPU benchmarks, 

which include scientific applications and image/video processing, to compare the 

performance of asm.js to WebAssembly. These results show that WebAssembly performs 

1.54x faster on Chrome and 1.39x faster in Firefox, which support the findings of Haas et 

al. [46] 
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Figure 2. WebAssembly SPEC CPU benchmarks, adapted from [46] 

 

 

Figure 3. Relative execution time of asm.js to WebAssembly, adapted from [46] 

 

It is important to note that WebAssembly is still relatively new and being actively developed. 

One of the planned features is garbage collection to handle memory allocation and 

deallocation automatically [41, 46]. In other words, memory for new variables is handled on 

behalf of the developer and discarded when it is no longer needed. The lack of this feature 

can be seen as one downfall of WebAssembly because the code is prone to memory leaks 
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and requires more effort from developers. However, this also means the performance is 

better and more consistent [15]. In contrast, JavaScript does have garbage collection, making 

it an attractive language for developers to use due to its convenience [48]. There are also 

other features that can boost the performance of WebAssembly applications: threads for 

concurrent execution [100] and Single Instruction Multiple Data (SIMD) to run the same 

operation on multiple data entities simultaneously [106]. In addition, WebAssembly has 

native support for 64-bit integers [26], which may benefit arithmetic calculations since 

JavaScript only supports 53-bit integers [78]. 

 

2.4 WebAssembly utilization 

A study published by Musch et al. in 2019 [64] reveals that in the Alexa Top 1 million 

websites ranking, 1 out of 600 sites utilize WebAssembly. In comparison, JavaScript is used 

by almost every popular site [70]. The utilization rate is understandable since WebAssembly 

is an emerging technology and was only four years old at the time of the research. Among 

the other most noteworthy of the results is that over 50% of these sites use it for malicious 

purposes like unconsented cryptocurrency mining or obfuscation, to avoid detection by 

analysis tools such as adblockers. However, a more recent study by Hilbig et al. [45] 

highlights that the number of WebAssembly-based cryptominers has decreased significantly. 

In addition, testing for WebAssembly support within browsers was found to be a common 

use case by JavaScript libraries [45, 64]. 

 

Musch et al. [64] manually classified 150 Wasm modules and proposed six categories for 

their purpose as depicted in Table 1. As previously mentioned, half of these modules were 

identified to be used for malicious purposes, but other fields of use were recognized as well. 

For example, games accounted only for 3.5% of the analyzed sites while libraries nearly 

40% [64]. A further study then analyzed the prevalence and the nature of these libraries [45]. 

They discovered that almost 35% of all domains that use WebAssembly are using 

Hyphenopoly.js, which is a polyfill for text hyphenation if the browser does not support it 

natively [65]. Another discovery was a library called long.js for 64-bit integer computation 

[20], which was found in 25% of the sites [45]. And lastly, they found Draco, though less 
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widespread (1.8%), it is a library used for “compressing and decompressing 3D geometric 

meshes and point clouds” [39, 45]. 

 

Table 1: Categorization and prevalence of WebAssembly applications, adapted from [64] 

Category # of unique samples  # of unique websites 

Custom 17  (11.3%) 14  (0.9%) 

Game 44  (29.3%) 58  (3.5%) 

Library 25  (16.7%) 636  (38.8%) 

Mining 48  (32%) 931  (55.7%) 

Obfuscation 10  (6.7%) 4  (0.2%) 

Test 2  (1.3%) 244  (14.9%) 

Unknown 4  (2.7%) 5  (0.3%) 

Total 150  (100.0%) 1,639  (100%) 

 

There are also other studies that have attempted to analyze the use cases of WebAssembly 

applications. Namely, Romano and Wang have created a tool called WASim [73] to help 

classify the purposes of these applications by analyzing code features using machine 

learning. Through manual inspection, they divided the purposes into eleven categories, 

which further expands on the classification made by Musch et al [64]. In addition, Hilbig et 

al. [45] also did something similar recently (2021) by categorizing 100 randomly sampled 

Wasm binaries, which produced the most comprehensive classification amongst the similar 

studies (see Table 2). According to the study, games and text processing applications are one 

of the most common uses. Though they did find a variety of other less frequent use cases as 

well, like chat and visualization applications, media players, and blogging sites. [45] 

 

Table 2: Use cases of WebAssembly and their prevalence, adapted from [45] 

Application domain # Binaries  Application domain # Binaries 

Games 25  Online gambling 2 

Text processing 11  Barcodes and QR codes 2 

Visualization / Animation 11  Room planning / Furniture 2 

Media processing / Player 9  Blogging 2 

Demo e.g., of a 7  Cryptocurrency wallet 2 

programming language   Regular expressions 1 

Wasm tutorial or test 5  Hashing 1 

Chat 3  PDF viewer 1 
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3. Research method 

This chapter describes the chosen research method as well as the reasoning behind its 

selection. Subsequently, an overview is presented on how the data was gathered and how it 

will be analyzed to support this study. 

 

3.1 Research approach 

The objective of this study was to understand the performance benefits of using 

WebAssembly in real-world applications. Creswell & Creswell [19] suggest that a 

quantitative approach is the best-suited for testing a theory, and it is often used with 

numerical data for describing a phenomenon [81]. In contrast, a qualitative approach is 

narrative [110] and focuses more on words [75]. Consequently, since computational 

performance is related to numbers in terms of execution speed, a quantitative approach is 

seen as more suitable for this study.  

 

3.2 Multiple-case study method 

Case study research is often conducted as a qualitative study but it can also include or be 

limited to quantitative data [110]. It is described by Yin [110] as an inquiry aimed at gaining 

a comprehensive understanding of a contemporary issue within its real-life context. Case 

study research can also contain multiple studies, and it can be wise since it allows to explore 

the phenomenon more effectively according to Stake [80]. Similarly, Baxter & Jack [7] 

conclude that a multiple-case study is the most advantageous method for researchers to study 

a phenomenon. Therefore, a quantitative multiple-case study approach was selected because 

it allows for better generalization of performance improvements across different 

applications. 
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Stake [80] recommends selecting 4-10 studies when conducting a multi-case study since two 

or three cases do not present enough generalization. However, Yin [110] argues that a 

multiple-case study is both costly and time-consuming to conduct making it beyond the reach 

of a single student. Yin [110] adds that a multiple-case study may be preferred over a single 

case study even if there are only two cases. This is because single case studies are more 

vulnerable to misinterpretation and multiple cases have more analytical benefits and are 

more compelling due to greater evidence [110]. 

 

3.3 Data collection 

Primary sources were collected from a website named “Made with WebAssembly” [52], 

which showcases production applications, libraries, and sites that utilize WebAssembly. The 

collection is open source and is updated by multiple contributors [93], and provides a good 

catalog of potential cases that would be hard to find otherwise manually. Upon further 

inspection, the contents were analyzed to select cases that specifically provide performance 

benchmarking details over their prior JavaScript implementation. Nine different cases were 

identified to be suitable for this study, which were further narrowed down to four cases based 

on the quality and extent of the available documentation. 

 

Although many other applications are using WebAssembly, such as the Zoom web 

conferencing software [69, 116], Adobe Photoshop for the Web [66], and uBlock Origin for 

content-filtering [53, 94], there is insufficient documentation or no documentation at all 

about the potential benefits they got from switching to WebAssembly. Thus, they would 

provide no value to the research since it relies on publicly available data.  
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4. Results 

This chapter encompasses the results of the conducted multiple-case study. Each case is 

reviewed separately by first introducing the service or product in question and then 

presenting the potential benefits and the process of switching to WebAssembly. 

 

4.1 1Password 

1Password is a popular password manager with a focus on security, ease of use, and a 

convenient autofill system (see Figure 4). Their product is trusted by over 15 million users 

and more than 75 000 businesses for managing passwords and securing sensitive 

information. [1, 42] 1Password is available on all major browsers, desktop, and mobile, 

making it easy to authenticate on different devices [1]. The need for password managers 

arises from the way we authenticate to various online services, for example, to read through 

emails, watch movies and TV shows, or shop clothes online. 

 

 

Figure 4. 1Password browser plugin [2] 
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Alphanumeric passwords continue to be the most dominant approach in user authentication 

[11, 43]. They protect accounts with sensitive data and valuable assets, which engages the 

interest of attackers. Therefore, creating strong passwords is an important step to protect 

accounts from exploitation. However, according to Adams et al. [4] users may find it 

challenging to remember secure passwords that are long and random. And this combined 

with the fact that people have more accounts than ever before and are increasingly resorting 

to insecure practices, like reusing passwords across various websites, has raised the concerns 

of security researchers [31]. Password managers, such as 1Password, offer a potential 

solution to the current password conundrum. A password manager is a tool for storing all 

passwords for different services in one place and for filling in the authentication details later 

automatically. This eliminates the need for users to remember all of their passwords, making 

authentication more secure by default. 

 

In May 2019, the 1Password team reported that they had transitioned to using WebAssembly 

in their browser plugin. It is unknown whether they were using plain JavaScript or asm.js 

before the change. And although not much is reported about the subject, they highlight that 

their page filling and analysis system operates 2x faster using WebAssembly. Furthermore, 

websites with many input fields are reportedly 13x faster in Google Chrome and 39x faster 

in Mozilla Firefox. [82] They seemed to be pleased with the result because later in the same 

year they rewrote the core of their product in Rust and WebAssembly to aim for better 

portability and improved performance on the Web [12, 23]. This transform required 

considerable effort since the core was previously written in Go [23], which can be also 

compiled to Wasm [36]. 1Password was however more interested in Rust because some of 

its language features, such as memory safety and the gained performance benefit from not 

having a built-in garbage collector [23]. In addition, Rust can be easily compiled to Wasm 

[58] and provides a developer-friendly environment for doing so. 

 

On top of rewriting the core, they also touched on other parts of the product base, including 

Markdown parsing and time-based one-time password (TOTP) generation [12]. By rewriting 

parts of their product in Rust, 1Password was able to share code between multiple platforms, 

such as desktop and browsers environments. This is a significant benefit in addition to the 
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improved performance, as it saves both time and money while ensuring consistent behavior 

across different implementations. 

 

4.2 Figma 

Figma is a web-based tool for editing graphics, wireframing, creating user interfaces, 

brainstorming, and rapid prototyping (see Figure 5) [29]. It is widely popular among graphic 

designers [25, 32], and many large enterprises like Microsoft, Spotify, Zoom, and Uber have 

picked up the tool to streamline their design workflow and create great user experiences [30]. 

Figma allows for real-time collaboration and since it is strictly web-based it can be accessed 

anywhere with Internet access [29]. 

 

 

Figure 5. Figma editor view (screenshot from [29]) 

 

Figma’s interactive editor is the center and the most performance-intensive part of their 

product. This means that the performance of the editor is pivotal and that it must be up to 

par for optimal user experience. Interestingly, the developers behind Figma had become 

aware of WebAssembly's development and had observed other applications benefiting from 
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it, which led to them giving it a try themselves [96]. The transition turned out to be relatively 

painless since Figma is written in C++ [96], meaning it can be easily compiled to 

WebAssembly. Furthermore, since their editor was previously cross-compiled to asm.js 

using Emscripten [95], which provides a drop-in replacement in favor of Wasm [28], no 

additional work was needed on their part. 

 

The most prominent result they found from switching to WebAssembly was faster load time 

for Figma design documents. Figure 6 shows that regardless of the document size, the load 

time improved by more than threefold. This makes the editor more user-friendly when 

opening and switching between large design documents. They also discovered that the 

compressed Wasm code is only slightly smaller than the asm.js equivalent, which did not 

quite meet the anticipation they had. [96] However, the uncompressed code resulted in nearly 

2x smaller size [96], which supports the findings of Haas et al. [41]. 

 

 

Figure 6. Figma load time comparison on Mozilla Firefox, adapted from [96] 

 

The blog post introducing the usage of WebAssembly dates to 2017 and mentions that Figma 

only uses WebAssembly in Mozilla Firefox. This is because they ran into some showstopper 

issues in Google Chrome’s WebAssembly implementation making it unsuitable for a wider 
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audience. [96] As of now (2022), both issues related to WebAssembly that were stopping 

them seem to be fixed [97, 98]. Figure 7 shows network traffic upon opening a Figma 

document in Google Chrome, which highlights Wasm-related files being transferred — 

indicating that Figma is now using WebAssembly for Google Chrome too. 

 

 

Figure 7. Network traffic upon opening a Figma document in Google Chrome 

 

4.3 Micrio 

Micrio is a storytelling platform [60] that is used by a number of broadcasting companies, 

museums, artists, and other professionals [61]. It enables creators to create visually appealing 

digital content in the form of high-resolution images and videos with minimal effort. The 

content can be further enriched with markers, tours, and audio to make it more engaging for 

end-users [62]. They also feature 360-degree photos, which simulate being in the actual place 

of where the photo was taken and having the ability to look around for more interactivity. 

Figure 8 shows an example of an application made possible by Micrio’s technology. It is a 

digital tour of Rijksmuseum — “the Dutch national museum dedicated to arts and history in 

Amsterdam” [71], giving people a chance to explore the art from the comfort of their home. 
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Figure 8. Digital tour of Rijksmuseum (screenshot from [72]) 

 

Rendering high-resolution images that users can freely zoom, pan, and navigate requires 

quite a lot of computational power, not to mention that the images can also be in 360 degrees, 

which means even more calculations must be done due to 3D matrix projection. This means 

delivering fast load times and a smooth interactive experience is a must. A frame drop 

happens when a Graphics Processing Unit (GPU) or a Central Processing Unit (CPU) fails 

to produce a new frame within the desired timeframe, which means that the display buffer is 

not updated, and the previous frame is still being shown [22]. A single frame drop in the 

processing of visuals can greatly hinder the user experience, for example in video games, or 

in this case, the Micrio library.  

 

In late 2019, one of Micrio’s developers had discovered WebAssembly and wanted to 

experiment if it could make the library run better than the current JavaScript version. The 

current library was done entirely in JavaScript: using three.js and WebGL for 360° images 

and Canvas2D for rendering two-dimensional images. Although there was nothing 

inherently wrong with the performance of the library at the time, the developer felt the need 

to try it out and simultaneously attempt to improve the library’s code architecture. [24] They 



25 

saw the potential in WebAssembly as it could run code at near-native speed making a big 

difference in performance and could thus ensure a smooth browsing experience for the 

clients. 

 

The transition to WebAssembly turned out to be anything but easy. Micrio first rewrote the 

core features of the library (i.e., a virtual zoomable and pannable high-resolution image, 

event handling, and rendering logic) to build a minimum viable product (MVP). This was 

done using C++ and Emscripten with Wasm as the compilation target. Having finished the 

initial prototype, they decided to benchmark it to see whether they were headed in the right 

direction. It turned out that the compiled binary was already at this point more than 3x larger 

than the feature-complete JavaScript version. Consequently, they concluded that it was not 

feasible to continue since the library size would grow drastically, thus hindering the user 

experience. [24] 

 

Fast forward a few months later, the developer decided to give WebAssembly another try 

[24], this time using something a little more familiar than C++. Specifically, he stumbled 

upon the AssemblyScript language, which is just about the same as TypeScript [92]. 

TypeScript is a “strongly typed programming language that builds on JavaScript” [92] 

mainly used in web applications, which the developer had strong experience in. Having 

learned from the previous attempt, the new implementation started small to see if it would 

face the same problem. After Micrio realized the previous issue had been solved, they 

continued to add more functionality to the prototype until it would match that of the 

JavaScript counterpart. It was then again time for benchmarking to witness if it would yield 

better results. Initially, the performance improvement for the new version 3.0 was merely 

14% less CPU usage but after lots of careful optimizing they got it down to 65% (see Figure 

9). The final JavaScript bundle which includes the Wasm binary is 60% smaller in size, or 

when compressed still 12% lighter than the version 2.9. [24] 
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Figure 9. Benchmark of Micrio versions 2.9 and 3.0, adapted from [24] 

 

It is worth noting that the performance comparison was done using only one sample on a 

single environment (i.e., the same device and browser), which means that the results could 

vary. Micrio has however provided hosted versions of the older and newer versions of their 

library, which are using the same sample. This can be used for benchmarking by a third-

party author to verify the results. Furthermore, since the WebAssembly version uses WebGL 

rendering rather than Canvas2D rendering in the JavaScript version, the results are not 

directly comparable. Similarly, the version 2.9 already contains some basic math functions 

in Wasm, thus the improvement could be even higher than presented. In any case, Micrio 

has successfully migrated a pure JavaScript project to a native WebAssembly-built engine, 

making a huge difference in performance, cleaning up the code architecture, and getting rid 

of extra dependencies. They also reduced memory footprint and decreased the library size 

in the process. [24] 

 

4.4 TensorFlow 

Machine learning has become an important tool today — it can help find features and 

patterns in data to optimize processes and make decisions with minimal intervention from 

humans. TensorFlow is a state-of-the-art machine learning system that works seamlessly at 
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large scale and across heterogeneous environments [3, 86]. It is open source and has 

comprehensive tooling, libraries, and resources giving both researchers and developers easy 

access to start learning and building applications [86, 87]. Furthermore, TensorFlow 

provides different levels of abstraction for complex machine learning models [87], which 

makes it suitable for a wider audience regardless of their experience. Many companies today 

are utilizing TensorFlow to benefit from deep learning in their business operations, for 

example, Spotify, Airbnb, and PayPal [88]. 

 

TensorFlow supports several programming languages for constructing and executing graphs, 

one of which is JavaScript [84]. The JavaScript implementation is further divided in four 

different backends that implement tensor storage and mathematical operations: plain 

JavaScript, WebGL, WebGPU, and the latest addition, Wasm [89]. Though, one caveat is 

that the WebAssembly version does not have all the features as the JavaScript/WebGL 

counterpart [79] — but they have been adding more features since the release [111]. 

 

The WebAssembly backend was launched in 2020 as an alternative to the highly performant 

WebGL backend, allowing for faster CPU execution and increased performance on a wider 

set of devices [79]. WebGL is a JavaScript API to access the GPU for graphics operations 

and rendering [18]. It is widely known that GPUs provide high levels of parallelism [14, 34], 

and therefore its usage is increasingly popular in applications that require a large amount of 

computation power [35], such as machine learning. The performance of the Wasm backend 

is competitive with that of WebGL in some situations, yet it only has the second highest 

priority just after WebGL because of its inferior performance and lacking feature parity [83, 

111]. Then, a couple of months later in 2020, TensorFlow announced a major performance 

update to the Wasm backend, featuring SIMD and multithreading, which highlighted up to 

10x improvement. Though, noteworthy is that the default WebAssembly backend does not 

include SIMD nor multithreading, meaning developers have to explicitly declare if they wish 

to use them. [111] 

 

As TensorFlow machine-learning models are based on algorithms, equations, and a slew of 

mathematical operations, the performance of these are critical and make a huge difference. 
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There are two main benchmarks that TensorFlow has used to compare the performance of 

different backends. One is BlazeFace, which is a light face detector model with 0.1 million 

parameters and roughly 20 million multiply-add operations [8, 90, 111]. And the other being 

MobileNet V2, a medium-sized model (3.5 million parameters and some 300 million 

multiply-add operations [111]) described as “a family of neural network architectures for 

efficient on-device image classification and related tasks” [91]. Benchmarks of the different 

backends are shown in Figures 10 and 11, where inference time refers to the time taken by 

the process of using a trained model to make a prediction [85]. From the results, it is clearly 

visible that Wasm is 10-30x faster than plain JavaScript. Although the results look bad for 

JavaScript, it is important to note that this is vanilla JavaScript, which does not have any 

optimizations or multithreading [83], meaning that the results would be closer with asm.js 

and SIMD. The results also outline that Wasm generally performs 2-4x worse than WebGL 

but with the addition of SIMD and threads it performs significantly better than all the 

backends. 

 

 

Figure 10. BlazeFace benchmark, adapted from [111] 
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Figure 11. MobileNet V2 benchmark, adapted from [111] 

 

4.5 Summary and Implications 

The results from the conducted multiple-case study included four unique cases and showed 

varying results regarding performance. All the cases are very different in nature and have 

separate purposes, but it appears that complex tasks where similar operations are executed 

multiple times gained the biggest benefits. Namely, these include Micrio and TensorFlow, 

which rely heavily on mathematics and equations, meaning these factors have the greatest 

impact on performance. Furthermore, 1Password also gained notable benefits from their 

transformation in cases where data is substantially larger, taking more time to process it. 

 

Figma did not report anything related to runtime performance, which is understandable as 

they were using asm.js already and there are many aspects to measure. However, they did 

find significant improvement in their load times. Overall, the results suggest that the 

performance of asm.js is much closer to WebAssembly than could be achieved with plain 

JavaScript. And, that WebAssembly has brought prominent benefits to each of the 

applications in regards of performance.  
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5. Discussion 

This thesis aimed to explore the performance benefits of using WebAssembly to complement 

JavaScript in compute-intensive production applications. The results from the multiple-case 

study indicate that WebAssembly can be used to increase the performance of web 

applications. The observed improvements were in the range of 2-39x faster load or execution 

time depending on the inherent characteristics of the application, but most importantly all 

the cases showed positive results. The more demanding the application was performance-

wise, the more benefit was seen from implementing WebAssembly. In addition, plain 

JavaScript is seen performing significantly worse than asm.js. 

 

The results of this study are in line with those observed in previous research and confirm 

that WebAssembly has given web applications a tool to boost their performance even further. 

These results build on the existing evidence of Haas et al [41] and Jangda et al. [46], who 

used benchmarking suites to demonstrate the edge WebAssembly gives over JavaScript and 

how it competes with native code. While these benchmarking tools do present compute-

intensive applications, they are primarily used for performance comparison, and thus they 

might not entirely present real applications. This research acknowledged that limitation and 

attempted to strengthen the claims. Furthermore, as presented by Hilbig et al., visualization 

tools were found as one of the most common use cases [45], which is supported by this study 

since both Figma and Micrio can be classified as such. 

 

Multiple risks are identified for this study: firstly, the cases were selected from a single 

source of information that is dedicated to showcasing WebAssembly applications, therefore 

the reliability (i.e., due to favoritism and highlighting only positive outcomes) of the results 

is limited. Similarly, the validity of the results is impacted by relying on primary sources for 

the benchmark results and not conducting them independently. Organizations and companies 

have reported the results themselves, which could be biased or exaggerated to delight users. 

Furthermore, some of the benchmarks are performed on an improper setup (e.g., one device 

or browser environment and improper measuring tools) that might not be documented at all, 
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thus directly affecting the reliability, accuracy, and validity of the results. Generalization is 

also a thing to consider since the sample size was relatively small, and the examined 

applications are very different from each other. Though, many of the cases are credible in 

the sense that they provide the ability to run the benchmarks by other individuals, which 

means that the results can be validated. 

 

As the study demonstrates, WebAssembly shows promising results, and with the recent 

additions of SIMD and multithreading [102], it could offer even more room for improvement 

and a broader range of use cases. The adoption rate is still quite low at the moment but is 

expected to rise since Wasm is an emerging technology with even more features planned to 

be added. However, because the results show varying boosts in performance, developers 

should use discretion to decide on its use, first starting from small and then building up. At 

the moment, the WebAssembly website recommends using it only for resource-intensive 

tasks and states that it is not intended to replace JavaScript [105]. They also mention various 

other use cases that were not entirely identified in the previous research [101], indicating 

that applications and developers have not yet fully utilized WebAssembly’s potential.   
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6. Conclusions 

This research aimed to examine what performance benefits real-world web applications 

could gain from implementing WebAssembly to complement JavaScript in performance-

demanding functions. To explore the subject, a quantitative multiple-case study on existing 

applications was conducted for better generalization of the results. Previous research has 

outlined greater performance in WebAssembly compared to JavaScript, but only through 

benchmarking tools that do not necessarily present real applications found on the Web. This 

study was meant to address this limitation and then compare the results to previous findings. 

 

It was observed that the performance benefits are heavily depended on the characteristics of 

the application and that greater benefit was seen in more complex applications. In particular, 

the study showed varying results for different applications: from 2 to 39 times faster 

performance in terms of either execution time or load time. In addition, plain JavaScript was 

shown to perform far worse than asm.js. These findings are in line with the previous research 

and provide a clearer understanding of how WebAssembly can be beneficial for existing and 

future applications. 

 

To better understand the implications of these results, future studies could address the 

limitations posed by this study, since it relied on the benchmarking results of primary sources 

instead of conducting them independently. Although the sources could be argued to be fairly 

credible, the results of the benchmarks may be impacted by inadequate testing setup due to, 

for example, using only a single browser and device.   
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