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European energy sector vulnerabilities are the topic to be covered in this thesis. Continual
functioning of energy related activities is essential for sustaining modern society. Energy
sector functions, such as production and distribution, are evolving as a result of political and
technological trends. The central objective of these changes is to transform the energy sector
for transitioning to a carbon neutral and environmentally sustainable society. This transition

will bring certain required features to future energy activities.

The literature portion of this thesis is dedicated to describing the European energy sector and
key trends occurring within it. The literature portion precedes the evaluation of challenges
associated with sectoral change, the distinction between long- and short-term challenges and
the division of challenges between public and private sectors. Challenges are assessed from
the perspective of vulnerabilities and operational reliability. Reliability and self-sufficiency

in energy supply are at the centre of potential solutions proposed in this thesis.
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Euroopan energiasektorin haavoittuvuudet ovat tdman diplomityon tarkastelun aiheena.
Energiasektorin  keskeytyméaton toiminta on modernin yhteiskunnan toimintojen
yllapitdmisen perusedellytys. Energiaan liittyvat toiminnot, kuten tuotanto seké jakelu, ovat
murroksessa poliittisten paatosten ja teknologisten trendien seurauksena. Uudistusten
keskeisend tavoitteena on siirtyma hiilineutraaliin ja ympéristoystavalliseen kestavaan
yhteiskuntaan. Tastd seuraa tiettyja vaatimuksia energiasektorin tulevaisuuden toimintoihin.

Tyon kirjallisuusosassa kasitelladn Euroopan energiasektoria seka sielld meneillédéan olevia
trendeja. Kirjallisuusosuutta seuraa sektoria koskevien haasteiden kuvausta, jaottelua pitké&n
sekd lyhyen aikavalin haasteisiin sekd jako yksityisen ja julkisen sektorin haasteiden valilla.
Ongelmia kasitellddn haavoittuvuuksien sekd toimintavarmuuden nakokulmasta.
Toimintavarmuus ja energiaomavaraisuus ovat haasteisiin esitettdvien potentiaalisten

ratkaisujen osalta keskigssa.
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1. INTRODUCTION
1.1 Background

Modern society functions through the secure delivery of energy through various systems.
The most generally known of these systems is the electric grid, which is regarded as one of
the greatest engineering feats of the previous century. The importance of immediate and
reliable access to energy services is evident in Western people’s everyday lives. The
production and delivery of energy must function at all times because of this universal need.
Constant functioning of energy systems with minimal disruptions is built upon robust
systems, operational procedures and technological solutions. These energy systems however
are vulnerable to certain hazards that can cause large scale problems effecting many end
users of these systems. These systems connect to vital parts of society such as industry,
transport and residences, where a large scale energy supply problem would result in
complete cease of life sustaining activities. Situations such as this need to be avoided by
protective means, which can range from operational procedures to technical system design.
Supervision and monitoring of energy related activities coupled with basic market functions
make the energy sector execute its tasks. Recent years have brought new challenges to the
sector, mainly from projected long term climate changes and the technological trends and
policies following to accommodate for these issues.

Politically initiated change in energy related activities of society is a new phenomenon. The
use of energy in the past has mainly been changed by technological innovations that have
improved practical use cases. While today is no exception to technological innovation, the
driver of transition is expanded to governmental policies in reaction to emerging
environmental issues. The critical nature of energy systems has stakeholders across different
sectors reliant on sustained operation. Changing such systems at their core requires extensive
co-operation and resources but may result in long lasting benefits in environmental
protection, technological development and large-scale system functioning. These changes
are occurring globally at different developmental rates. The European Union is at the
forefront in global energy system transformations and is a significant actor in leading
change. The world is transitioning away from fossil fuels to renewable energy sources as a
response to emerging environmental and sustainability concerns. Changing sources of
energy in a wide-reaching way, while improving the activities of consuming units, is a cross-

sectorally significant phenomenon.



This transition is accompanied with systemic and economic challenges which affect society
extensively. Decarbonizing our societies is the larger narrative guiding decision making
processes and development regarding the future of the energy sector. This has effects in
production, distribution and consumption of energy, which requires advancements in
existing technologies and methods. Increasing amounts of local production of energy are
being introduced alongside the traditional large scale power plants. Networks are evolving
to accommodate for increasing market participants, renewable energy and making sure
energy security remains despite the occurrence of systemic changes. Energy efficiency
measures are driving total energy consumption down in involved subsectors. As the energy
transition progresses cross-sectorally, it introduces both collective and sector specific
challenges. The private sector and governments alike run into obstacles at the various scales
of the energy system. Consumers and other sectors not involved in production and

governance are also affected by the energy transition.

1.2 Research objectives and questions

The first objective of this thesis is to provide a look into the European energy sector and the
associated structures involved in activities related to the production, distribution and
consumption of energy. Furthermore, there is a look into the trends and drivers which initiate
changes in the energy system. The second objective is to go through vulnerabilities in critical
infrastructure and to narrow down on energy sector specific vulnerabilities. Both pre-
existing vulnerabilities and those brought alongside the energy transition are described, and
a look into possible reliability building measures to counteract those vulnerabilities are
introduced. Thirdly, there is a look into long- and short-term challenges for energy related
activities and how governance and private sector entities respond to and divide
responsibilities during the energy transition. The main sources of information used are

scenario and trend report projections and available literature.

The key questions in this thesis revolve around the problem of maintaining and building
reliability and self-sufficiency during and after the accommodation phase in decarbonizing
energy related activities. What are the vulnerabilities in our modern energy systems? How
do environmental policy and technological trends affect a sector that is characterized by high
requirements of reliability? How can the drawbacks in the existing system be mitigated
during and after the transitioning phase? What are the factors undermining the resilience of

energy systems? What specific changes and trends are occurring? What might energy



systems and structures look like in the future as a result of political and technological
drivers? How will future energy systems have mitigated existing vulnerabilities? Towards
the end there will be a section dedicated for discussion over these central questions and an
attempt to provide some answers found in the gathered research. Closure of this thesis will
be done by recapitulating key themes and findings in the end summary.
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2. THE EUROPEAN ENERGY SECTOR AND ASSOCIATED TRENDS

2.1 European Union energy sector

Energy sectors consist of societal entities participating in the production, distribution and
consumption of energy to form the required balance between supply and demand of energy.
Energy sector stakeholders can be further categorized into fuel suppliers and power
producers involved in production, distributors and transmission operators involved in
distribution and the end consumer who consumes the produced and distributed energy. This
interdependent stakeholder relationship forms the framework of the energy sector. The
European Union is a collection of nation states with different types of internal structures.
The following statistics are EU averages and thus represent a regional generalisation of the
sector, while differences among specific nations may be more pronounced. Figure 1 shows

the energy flow among different energy sector stages.

SUPPLY TRANSFORMATION FINAL

Non-Transfarmed Energy

Net Imports: Available
909.1 for Final Energy

Gross
(Er7ezs (e Tl i . Consumption: Consumption:
available Consumption: | Energy Supply: Transformation | Transfermation

Energy: 1454 14123 Input: Output:

14976 13503 1055.1

Tatal
Praduction:

Figure 1. Energy flow Sankey-diagram of the European Union 2019 [Mtoe] (EU energy in figures
2021)

From Figure 1 we can see that the net imports are around 60% of the total energy into the
energy sector, while the final energy available for consumption is around 67% of the total
energy input to the sector. Figures 2 and 3 display the fuels used in primary production and

the imported energy products.
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Primary energy production by fuel, EU, 1990-2019
(million tonnes of oil equivalent)
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Figure 2. Primary energy production by fuel in EU [Mtoe] (Eurostat 2019)

An increase in the share of renewables and biofuels is observable in primary energy
production, while the use of solid fossil fuels and natural gas is decreasing. The decrease of
natural gas in primary production is due to the increase of natural gas imports, while the
decrease in solid fossil fuel use is driven by the European Union’s commitment to phase out
coal by 2030. These trendlines point to a diversification of primary energy production

methods with renewable energy sources and biofuels.
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Imports of selected energy products, EU, 1990-2019
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Figure 3. Imports of selected energy products [Mtoe] (Eurostat 2019)

Crude oil and natural gas represent the majority of imported energy products. The uptrend
in natural gas imports, offsets the decrease of its use in primary energy production, and drives
the increase of total energy product imports. The majority of these imported energy products
originate from Russia. In 2019 Russia imported 27% of crude oil, 34.3% of natural gas and
43.5% of solid fuels signalling a poorly diversified import portfolio, while other importers
were represented more equally (EC Europa 2019).

The transformation phase lies between the supply and demand sectors. The majority of
energy (95.6 %) from the total energy supply is subject to conversion, i.e. chemical energy
to electricity, in order to be transferred and applicable for consumption. From Figure 1 it is
observable that losses during the transformation phase succeed other individual sector

consumptions.



Final energy consumption by fuel, EU, 1990-2019
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Figure 4. Final energy consumption by fuel in the EU [Mtoe] (Eurostat 2019)

Post-conversion energy forms used in final energy consumption are represented in Figure 4.
Noteworthy observations are the high shares of oil products, natural gas and electricity.
Figure 5 shows the sectors involved in the final consumption of these fuel types. The most
energy consuming sectors in the European union are transportation, residences and industry
representing 83% of final energy consumption. These sectors have the highest degree of

dependence on the energy sector.
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Final energy consumption by sector, EU, 1990-2019
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Figure 5. Final energy consumption by sector in the EU [Mtoe] (Eurostat 2019)

2.2 EU energy sector infrastructure

Energy infrastructure exists to enable the energy sector to function by allowing supply to
meet demand. Due to the requirement of power and heat to maintain everyday life, this
infrastructure is often labelled as critical. Critical infrastructure is defined by the European
Commission as an asset or system which is essential for the maintenance of vital societal
functions (European Commission 2021). Examples of other critical infrastructures are
telecommunications, transport, manufacturing, agriculture and financial systems. These

systems are interconnected and often reliant on each other to function properly.

2.2.1 Plants and refineries

The first part in the energy infrastructure is production, which includes power plants and
refineries. Power plants can be simplistically categorized into combustion plants, nuclear
plants and renewable energy plants. Combustion-based and nuclear power plants require a
flow of raw fuel products which ties the energy production sector to other related
infrastructures. In addition to fuel product flows into the plant, nuclear plants also have strict
spent fuel disposal protocols adding another dimension to the process. Renewable energy
conversion plants use the local environmental supply of energy, thus not requiring
connection to traditional fuel supply chains.
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Electricity producers connect to the European electric grid according to their technical
capabilities by which they are classified as a power-generating module of a certain type.
Those technical capabilities specifying their connection point are the voltage level of their

connection point and their maximum capacity. (Commission Regulation 2016, Article 5)

W Coal

M i

M Gas

M Hydro

M ruclear

M solar

W \aste

M wind
Geothermal

M Biomass

Others

Figure 6. Power plants of Europe by fuel type and capacity (Global power plant database 2021)

Figure 6 displays the geographical locations of the power plants in the European Union along
with the associated fuel type. A high concentration of power plants is noticeable in
continental Western Europe. EU refineries and crude oil pipelines are illustrated in Figure 7.
Offshore and continental pipelines from the North Sea and Russia supply the refineries,

which convert crude oil to consumable oil products.
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Figure 7. European crude oil pipelines and refineries (CIEP 2017, p. 17.)

CLINGENDAEL INTERNATIONAL ENERGY PROGRAMME | CIEP

2.2.2 European electric grid

The European electric grid is the largest interconnected electric grid in the world. Member
state TSOs (Transmission System Operators) are responsible for its coordinated operation
and security to provide access for electricity market participants. ENTSO-E (European
Network of Transmission System Operators for Electricity) is the association for the
cooperation of the TSOs. ENTSO-E’s key responsibilities include network development and
implementation, system adequacy assessments, planning and development of
infrastructures, research and developing platforms for data sharing with market participants.
(ENTSO-E 2021)
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Figure 8. European electric grid. Different colours indicating synchronous zones (Hofmann et al.
2020, p. 9.)

The European electric grid is divided into five different synchronous zones: Continental
Europe (blue), Northern Europe (grey), the Baltic states (pink), United Kingdom (brown)
and Ireland (light green). The dark green lines are HVDC (High-Voltage Direct Current)
lines connecting the different zones while the synchronous zones distribute power through
AC lines at a frequency of 50 Hz (Hofmann et al. 2020, p. 9.).

HVDC transmission systems use DC for electricity bulk transmission between
unsynchronized AC (Alternating Current) systems. It is preferrable to use HVDC over AC
lines when connecting asynchronous networks because AC cannot be used to connect

systems at a different frequency. HVDC allows for better power flow control making it less
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prone to typical AC grid failures. AC is also problematic over long distance transmission
due to the requirement of reactive compensation to allow power flow through the line. DC
connections have no length limitations, thus being more economical. (Melheim 2013, p. 143-
145.)

The electricity transmission and distribution network can be represented as a hierarchical
model with decreasing voltage level from a top-down perspective. From the higher voltage
level transmission networks, electricity distribution trickles down to lower voltage level
layers in order to feed the next layer of the distribution system. The voltage is lowered at
each lower layer sub-station by transformers before the electricity is supplied to the end user
by feeders. (Melheim 2013, p. 16.)

Electricity transmission and distribution is carried out through lines and cables. Electric
cables are used for long distance transmission, i.e. underwater or underground transmission,
when overhead lining is not applicable. Cables and overhead lines have copper or aluminum
as conducting material covered by electrically and thermally insulating material (Melheim
2013, p. 160-161.).

Electric power system control is done by controlling system frequency, voltage, and current
flows. Because of the unfeasibility of storing large amounts of electric energy, generation
and demand must match. The European electric grid must operate at a frequency of 50Hz.
To ensure constant system frequency of the grid, power generation is scheduled and adjusted
to supply electric loads and balance changes in loads. The consumption is forecast
beforehand to schedule production. This practice is referred to as supply-side control.
(Melheim 2013, p. 40.)

2.2.3 European gas network

The European gas network is run similarly to the electric grid. National TSOs operate the
network and the association for cooperation among different TSOs is ENTSOG (European
Network of Transmission System Operators for Gas). ENTSOGs role in the gas grid is to
facilitate and enhance cooperation among TSOs and ensure development of the European
gas transmission system. (ENTSOG 2021)

The natural gas network framework is similar to the electric grid. Pipelines can be divided
into transmission and distribution networks. The changing factor as gas is transferred from

production to consumption is the pipeline pressure, with internal and external diameters
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dimensioned to suit the operating pressure and flowthrough. Natural gas pipelines have
compressor stations at regular intervals to maintain pressure and valve stations for pressure

relief or flow stoppage. (Wei & Wang 2020, p. 7.)

Natural gas transmission pipes are currently made of high-carbon steel, while distribution
lines may use high strength composites or plastics as well. Pipes can be placed underground
or underwater coated with a material protecting the pipe from corrosion. Most commonly

used coating materials are fusion bonded epoxy or polyethylene sleeves. (PST 2015, p. 4-5.)

Figure 9 shows the natural gas pipelines in Europe, originating from Russia, Norway and
Northern Africa.

Figure 9. European natural gas network. Existing network shown in blue; planned pipelines in red
(ETH Zurich 2014)

2.2.4 District heating network
District heat networks consist of a heat production unit, a heated supply pipeline, cooled

return pipeline and the end user. A heat exchanger is located between production and the
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consumer (Wei & Wang 2020, p. 8.). District heat transmission is currently restricted to
localized systems, while long distance energy transmission is done via electric lines.
Electricity is the transmission standard because it is more cost effective, it has higher
transmission capacity and lower losses. Long distance heat lines would require higher
temperatures resulting in losses at production sites (Kavvadias & Quoilin 2018, p. 1.).

2.3 Trends in the EU energy sector

2.3.1 Policies

The five main aims of the European Union’s energy policy are to diversify sources of energy,
ensure a fully functioning internal energy market, improve energy efficiency and reduce
import dependency, decarbonize the economy and to promote research in low-carbon and
clean energy technologies. The EU has set targets to guide climate and energy policy.
Expected goals are reducing greenhouse gases by 40% compared to 1990 levels, increasing
renewables in energy consumption to 32%, improving energy efficiency by 32.5% and
interconnecting at least 15% of electricity systems (European parliament 2021, p. 1-2.).
These targets are to be achieved by implementing national and union level directives. Key
policies in initiating change are the EU ETS, energy efficiency, renewable energy and
transport directives. The EU ETS (Emissions Trading System) is a greenhouse gas trading
system designed to reduce allowed emissions annually. This system supplements the coal
phase-out plan by decreasing solid fossil fuel competitiveness relative to other energy

sources.

2.3.2 Energy consumption

The decoupling of energy demand from economic growth has been occurring since 2006.
Energy efficiency and policies increasing renewable energy sources are expected to
accelerate the trend up to 2030 and sustain decoupling after that as well (EU Reference
Scenario 2020, p. 54.). The energy intensity of GDP varies among countries depending on
how primary energy is produced, the industrial structure and fuels used for electricity
generation. Energy efficiency policies are projected to cause a decrease in energy demand
in the most significant subsectors of transport, industry and residences. Renewables entering
the energy sector are continuously supported by the ETS, making them more competitive.
The phaseout of solid fossil fuels is also aided by the ETS. Electrification of final energy
demand continues throughout the following decades, driven by electrification of heating in

buildings and the increasing use of electric vehicles. (EU Reference Scenario 2020, p. 56.)
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Figure 10. Final energy consumption by fuel and sector [Mtoe] (EU Reference Scenario 2020, p.
56.)

2.3.3 Energy supply

ETS carbon price and technological trends, which increase cost competitiveness, are
important drivers in the increase of renewable energy sources. As renewable energy
production capacity is highly variable, balancing and reserve production are required for
energy supply stability. CCGT (Combined Cycle Gas Turbine) plants play a significant role
in balancing variability and replacing coal. Storage technologies are projected to be part of
balancing services after 2030. Gas and storage options are designed to supplement the
renewable transition by adding the necessary reliability to energy supply. (EU Reference
Scenario 2020, p. 81.)

By 2030 59% and by 2050 75% of power generation is projected to originate from
renewables. The majority of the increase in EU power generation mix comes from wind
power, which is expected to reach 30% of total net electricity generation by 2030. Offshore
wind generation grows substantially, with a roughly 90 GW additional capacity by 2050
compared to 2015. New production sites and replacements of older wind turbines with newer
larger turbines is the technological trend driving capacity increase. (EU Reference Scenario
2020, p. 82.)
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Solar power capacity experiences a threefold increase from 87.8 GW in 2015 to 307 GW by
2030. By 2050 the capacity is projected to reach up to 513 GW which would be 18% of
electricity generation. Solar power investments are driven by supporting policy, decreasing
panel costs and a high competitiveness in the subsector. Biomass use and hydropower remain
relatively stable, with slight capacity increases in the projection period. Natural gas and
cogeneration of steam remain core parts of power generation. The low carbon intensity of
natural gas contributes in emission reduction schemes and gas helps as the flexibility option
in production. Nuclear power is expected to decline slightly, with retrofitting or lifetime

extending investments in existing plants by 2050. (EU Reference Scenario 2020, p. 83.)
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Figure 11. Electricity generation by plant type [TWh] (EU Reference Scenario 2020, p. 82.)

Steam generation by district heating and CHP remain stable over time. However with district
heating boilers, a shift from use of solids, oil and gas to biomass, waste, other renewables
and electricity based technologies is expected. Electricity boilers, heat pumps, geothermal
energy and solar thermal energy enter district heating markets (EU Reference Scenario 2020,
p. 89.). Total primary energy supply is projected to decrease after 2030, because of the
increased energy efficiency brought with renewable energy sources. Renewable energy
sources increase in primary energy supply because of the power sector developments. RES
are expected to grow up to 4.6 times the levels from 2005 to 2050, with biomass and wind

power contributing the most. (EU Reference Scenario 2020, p. 90-91.)
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Figure 12. EU primary energy supply 1995-2050 (EU Reference Scenario 2020, p. 92.)

The Reference Scenario projects energy product imports to remain roughly stable until 2050.
RES development and increase is expected to prevent larger increases in oil and gas imports.
(EU Reference Scenario 2020, p. 92.)

2.3.4 Electricity markets

According to the EU Reference Scenario, weighted average electricity prices increase
modestly up to 2030. Two factors are identified as the causes. The first one being carbon
pricing and taxes. The other factor is increased grid costs due to developments in grid
expansion and connections. These grid developments are occurring to support renewables
particularly variable and distributed renewable generation (EU Reference Scenario 2020, p.
98.). As Figure 13 shows, the main price increasing driver is projected to be grid costs and

annual capital costs.
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Figure 13. Electricity price contributing factors and projected development (EU Reference Scenario,
p. 100.)

2.3.5 GHG emissions

As the GDP growth decouples from energy demand, CO. emissions are also projected to
decouple from energy demand. Implemented energy efficiency policies and carbon intensity
savings in the energy mix drive change in the energy intensity of GDP. Carbon intensity
savings are a result from coal phase-out and renewables deployment across different energy
subsectors. CO, emissions are projected to steadily decline to 2050 as a result of the falling
energy and carbon intensity. Coal phase-out up to 2030 and after that energy efficiency
policies are the main drivers of emission reduction, especially in ETS sectors. (EU Reference
Scenario 2020, p. 101-102.)
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Figure 14. Total CO, emissions related to energy and industrial processes (EU Reference Scenario
2020, p. 103.)

The power sector emissions decrease by 50% until 2030 and 75% until 2050 compared to
2015 levels, driven by ETS carbon price signals, renewables, CCGT plant efficiency
increases and coal phase-out (EU Reference Scenario 2020, p. 103.). Direct carbon dioxide
emissions in final energy consumption are in general driven by decreased demand and fuel
switching. Transport emissions are expected to decline 15% and 36% for 2030 and 2050,
mainly from road transport, through CO standards and passenger car electrification.
However international aviation and maritime emissions will increase. (EU Reference
Scenario 2020, p. 104-105.)

Industrial process emissions are expected to remain largely the same in 2030 as the levels in
2015. Difficulties lie in adopting technologies for emission abatement. However, energy use
emissions decrease due to ETS driven shift towards less carbon intensive fuels and

accompanying the movement of energy intensive products toward higher value added less
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intensive products. Energy and carbon intensity trends point to energy related carbon dioxide
emissions to go down by 27% until 2050. Residential and service buildings are expected to
see a large decrease in emissions, up to 52% in 2050. Energy intensity decreases as a result
of implemented policy, fuel switching and electrification. In 2015 non COz-emissions in the
EU were 778 MtCO2-eq. This is roughly 25% of the CO2-emissions released in the same
year. A bit over half of these emissions can be attributed to the agricultural sector, one fifth
to the waste and wastewater sectors and the rest to fossil fuel production and use along with
cooling. The agricultural sector has seen only modest emission reductions of 5% since 2005.
Expected reductions of 8% and 11% by 2030 and 2050 confirm the unexceptional trend for
the projection period. Figure 15 displays the decreasing trend in non-agricultural emission

reductions for non CO-emissions. (EU Reference Scenario 2020, p. 106-107.)
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Figure 15. Evolution of EU non-CO, GHG emissions (EU Reference Scenario 2020, p. 108.)

2.3.6 Systemic change

Investment expenditures reflect the amounts paid for either purchasing equipment or
investing in energy efficiency. Investment expenditures in energy supply peak between 2020
and 2030. Between this period expenditures in both capacity and the electric grid increase.
Around 430 billion euros are invested into the energy supply sector at the peak of investment
activity between 2026-2030. Production capacity investments taper off after 2030 until the
end of the projection period, while grid investments remain at their elevated level. This is

expected to drive higher grid related costs in electricity price in the long term. Investments
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in energy demand sectors increase in all subsectors. Investments into energy demand sectors,
excluding transport, in the peak period of 2026-2030 reach over 1100 billion euros, then
dropping slightly from that peak until 2050. Transport investments expand steadily until the
projection period end reaching nearly 4000 billion invested between 2046-2050. (EU
Reference Scenario 2020, p. 124-125.)

Energy system costs as a percentage of GDP reflect the amount that a given economy has to
pay to purchase energy services. In 2030 energy system costs are expected to reach 11.6 %
of GDP from 10.5% in 2015. After 2030 the percentage declines steadily until reaching 9.4%
in 2050. This decline is attributed to accommodation for existing policies and falling
technology costs. Capital expenditures in total system costs increases over the entire
projection period, reaching 33.6% in 2030 from 21% in 2015. The 2020-2030 decade sees
the highest capital expenditure increase because of appliances and equipment, which have
higher capital costs and lower fuel expenditures. The rest of the total system costs are
operational expenditures, which include the payment for energy supply. Residential and
tertiary sector electrification make electricity cost the main operational expenditure, with
relatively stable cost development. In the industrial sector, fuel expenditures, including
electricity, increase in relation to value added. Transport sector sees electric vehicle driven
investment expenditure increases until 2030 followed by a slight decline. (EU Reference
Scenario 2020, p. 125-127.)
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3. ENERGY SECTOR VULNERABILITIES

3.1 Hazards to critical infrastructure

Reliability refers to the probability that a given element in a critical infrastructure is
functional at any given time. In other words, reliability is a probabilistic measure of an
elements ability to not malfunction. Vulnerability on the other hand refers to the potential of
disruption or degradation of these infrastructure elements. Simplistically vulnerability
analyses the systems inability to withstand consequent malfunctions and may or may not
influence reliability (Murray et al. 2007, p. 4-5.). A system having low vulnerability is called
resilient. Critical infrastructure requires a high degree of resiliency. Obvious high priority

examples are nuclear power plants and transmission networks.

A critical infrastructure system consists of individual subsystems, which include sectors,
subsectors and elements. These collections of systems connect to each other forming an

interdependent relationship through cross-sectoral linkages. (Rehak et al. 2017)
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Figure 16. Critical infrastructure system interdependency and subsystems framework (Rehak et al.
2017)

Figure 16 shows how sectors may link to each other forming interdependencies and cross-
sectoral connections. Cross-sectoral connections between multinational elements can be
viewed as high priority connections. A potential disconnect can affect more elements than
an intrasectoral connection disturbance. Hazard effects may propagate through one system
to the other possibly causing large scale problems. Therefore, assessment of vulnerabilities
and associated hazards is required. It is not always clear what the linkage is like in the real

world. In the energy sector, these linkages may range from transmission lines as cross-
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sectoral linkages to a distribution line or plant pipeline depending on the element. Elements
can be as large as entire nations and as small as a single process component. For the sake of
simplicity, the evaluation of hazards will be done from the perspective of high priority
linkages with mentions of smaller elements. The energy sector can be represented as having
multiple cross-sectoral linkages signifying a highly interdependent and reliant relationship
among other infrastructures. Disruptive threats to linkages are an occurrence in connected
systems. These threats can be classified in three categories: environmental hazards, industrial

accidents and deliberate sabotage (Edwards 2014, p. 2.).

3.1.1 Environmental

Hazards to critical infrastructure as a result of natural phenomena in the operating context,
are categorized as environmental hazards. Some examples of these hazards are earthquakes,
changes in sea level and local temperature, heavy rain, strong wind, floods and wildfires.
The unpredictability of natural events and their uncontrollability require mitigative efforts.
Environmental effects on infrastructure also occur on long timeframes such as corrosion of
pipes and other structures over operational years. Effects of climate change may expose
critical infrastructure to increasing environmental hazards. According to most of the IPCC’s
(Intergovernmental Panel on Climate Change) 6" assessment reports modelled climate
scenarios, the global average temperature will likely continue to increase over the 21
century by around or above 2 °C (IPCC 2021, SPM-17-18.). Many climate events become
more frequent and increasingly intense in direct relation to this temperature change (IPCC
2021, p. SPM-19.).

The European region is subject to increasing heat extremes and decreasing cold extremes.
Annual mean, and extreme precipitation has been found to increase. Mean wind speed over
land has been found to decrease and sea level has increased, though at a lower rate than the
global mean sea level. The biggest region-specific events observed, have been increasing
pluvial flooding in Northern Europe and droughts in the Mediterranean. These weather-
related changes will increase flood and rainfall related hazards. The increasing temperature
will increase thermal expansion of materials. Despite mean wind speed remaining relatively
unchanged, the possibility of heat extreme induced wind storms may increase. (IPCC 2021,
p.TS-87, TS-95.)
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Table 1. Critical infrastructure vulnerability to climatic threats (Hawchar et al. 2020, p. 8.)
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Table 1 shows the vulnerability of specific sector infrastructures to certain climate threats.
The most vulnerable sector is the transport sector and the events causing most problems are

flooding and storm surges.

Another major environmental factor with infrastructure is corrosion. Corrosion is an
electrochemical process with four elements simultaneously present. An anode, a cathode, a
metallic conductor and an electrolytic conductor (ACME). At the anode, a metal ion leaves
the structure surface into the electrolytic conductor (corrosion reaction, metal dissolution),
which transfers the ion to the cathode. While leaving the surface, electrons are left into the
metal traveling from the anodic region to the cathodic region. At the cathodic region various
reduction reactions occur, where a positively charged ion (either from the metal or the
electrolyte) captures the excess electrons. Different corrosive environments act as
electrolytic conductors. This electrochemical process results in deterioration of the metallic
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structure requiring protective means to protect structures and prolong investment lifespan.
(Papavinasam 2014, p. 249, 256.).
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Figure 17. Corrosion process (Pedeferri 2018, p. 19.)

3.1.2 Industrial and technical

Industrial and technical hazards can be caused by the two other type of hazards or happen
independently of them. A technical disruption may be initiated by an environmental threat,
but for the sake of specificity is viewed as separate. In other words, the cause may be internal,
such as process component failure, or external, such as a power line outage due to strong
winds. Industrial processes have many components and are often accompanied with high
pressures and temperatures, giving rise to related problems. Equipment malfunctions can
interfere with process functions and flows in various degrees. Some common industrial
process machinery includes pumps, pipes, compressors, heat exchangers, turbines,
generators and control valves. Components can malfunction with effects of various degrees
depending on the specific process and function. Causes of disruption to function can be
related to corrosion, defective equipment, improper installation, mechanical stress or process

parameter control.

3.1.3 Human caused hazards

Sabotage in this context means an act of terrorism or a cyberattack used in order to cause a
disruption in the function of a critical infrastructure. Physical and electronic assets are
vulnerable to hostile acts by people. An accident on the other hand may be a misuse by
system operators or controllers. Operators monitor and control process parameters. Process

parameter control leaves possibility for human error. Unexpectable events may happen in
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systems requiring human decision making. A technical hazard may also have a human cause,
such as a poorly installed component resulting in a technical failure. The digitalization of
society and its increasing presence in infrastructure does not come without drawbacks.
Cybersecurity is already a high priority element in information-based systems. Information
devices are connective and remotely accessible. This creates the problem of undesirable
entities causing harm, by for example stealing information, impeding or disrupting functions
of digitally controlled systems. These entities may be individual or groups of hackers, or

even nation state actors with various ideological motives.

A case example of a cyberattack on industrial scale infrastructure is the Stuxnet virus. The
Natanz uranium fuel enrichment plant in Iran was targeted by a computer malware. The self-
propagating malware reached industrial control systems of the plant to target and break
certain centrifuges involved in the fuel enrichment process (Shakarian et al. 2013, p. 224.).
Stuxnet infected SCADA (Supervisory Control and Data Acquisition) systems to change
certain frequency converters operating parameters, resulting in damage to the process
(Shakarian et al. 2013, p. 226-227.).

Governing body and legislative decisions may also have a disruptive effect on some larger
scale functions. Political decisions, well informed or not, initiate sectoral or local level
changes resulting in replacements or the requirement to seek alternative methods of
production, transmission and consumption. Uninformed political decisions can have net

negative effects.

3.2 Energy sector specific vulnerabilities

3.2.1 Production related vulnerabilities

Energy production requires a fuel source for the produced energy. The fuel source may be
renewable energy from sunlight or from winds, nuclear fuel or a combustible fuel such as
coal, oil, gas or biomass. The process between the source and production is susceptible to
certain threats. Disruptions to fuel supply and shortages reduce production capabilities and
effect other sector areas in the process. Such disruptions may be environmentally caused,
like weather events interfering with energy conversion. Fuel supply shortages can occur from
logistic problems, exhaustion of a fuel extraction site or transport stoppages as some

examples. The amount of centralized production increases the energy production sector
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vulnerabilities in case of power outages at large plants. Centralization can also be a hindrance
to energy pricing due to lack of competition and high consumer reliance on non-competitive
supply sectors. This then requires legislative and governance related intervention for price
control. Centralized supply may result in highest price possible practices, instead of
establishing a healthy market balance.

Power plants have multiple supplementing processes around the main function. Figure 18
shows a hypothetical power plant fault tree model depicting some of the systems exposed to
technical hazards resulting in loss of function.
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Figure 18. Fault tree model of the hypothetical case-study power plant (Prabhu et al. 2019, p. 11.)

Renewable energy is greatly affected by external conditions since local weather events are
highly dependent on the geographical location of the production site. The plant type adds
another dimension to the specific type of threat exposed to. Wind turbines are at a high risk
in windstorms. Power plants near coastlines are at risk of sea level changes. Solar power is
reliant on daytime light exposure. Bioenergy needs biosphere sustainability. Hydro power

storage is hindered by flooding or droughts. Precipitation can also affect hydro power
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storage. Nuclear powered facilities have spent fuel disposal protocols, adding another
dimension to their vulnerability. Radioactive waste disposal has various stages, adding
complexity and thus vulnerability to total sector function. The nature of nuclear processes

and the risks associated with radioactivity give rise to high safety requirements.

The high rate of import dependency regarding natural gas and crude oil provides its own
risks. The centralized infrastructure around imported energy transmission has unique
problems. Diversification of energy markets becomes more difficult while being highly
reliant on a few imports and import sources. Disturbances would have a major impact on
energy supply. Foreign relations add an uncertainty factor to import reliability and fuel
source exhaustion remains a possibility. A self-sufficient European energy market would
require less imported products and more domestic primary production with diversified
methods. Import origins could also be diversified to a higher degree, however existing
infrastructure and geographical location restrict this to some degree. A rigid infrastructure
around imported energy products combined with a few importers hinders competition and

competition driven market changes.

3.2.2 Distribution related vulnerabilities

Supply side control relies on accurate energy consumption forecasts and the adequacy of
power generation capacity. Grid frequency control problems occur when consumption does
not match forecasts and load management capabilities are limited. Rapid increases in
consumption can possibly override generation and reserve power capacity. Forecast reliance
on historical data is vulnerable to new consumption changes. Increase in the share of
renewables in electricity production will add an uncertainty effect in power generation
stability, due to renewables high reliance on suitable external weather conditions. The
increasing presence of renewable energy on the grid will require additional generation or
storage capacity for quick responses to situations requiring load adjustment for network

stability.

Energy in the form of electricity cannot be stored in large quantities. Therefore, grid energy
storage uses the energy form before conversion, i.e. water in hydro plant storage or stored
fuel. This adds further restrictions, as energy storage is predominately before the energy
production phase. This affects sector flexibility negatively as a large function is structurally
forced before the transmission subsector. Transmitting stored energy requires a conversion
process adding response time to demand signals. Since energy transmission and distribution
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occur at various scales, the national and transnational scale infrastructure at the core of the
delivery system is of the highest priority. Disruptions to transmission networks propagate to
multiple connected entities, while local disruptions may be contained. Identifiable high
priority locations are large transmission lines and connection points. A hierarchical network
gives rise to a centralized structure, which has both positive and negative effects. A high
degree of centralization gives greater control, while decentralized systems reduce
dependency on higher level structures. Centralization in the case of transmission networks,

means fewer producers, fewer lines and larger reliance on singular market participants.

Both electric and natural gas transmission lines have transfer capacity limits. This limit
means that a certain network connection may act as a bottleneck depending on capacity
demand. The degree of interconnectivity in the network influences the occurrence of
bottlenecks and the possible routes of transmission. A less interconnected network has less
structural integrity and limited routes of delivery. The amount of connection points
determines the network connectivity potential. A connection point with multiple connections
is highly significant, as an outage would have more locations affected. Highly connected

networks can mitigate production-consumption imbalances with greater effect.

The long-distance nature of energy transmission leaves networks vulnerable at a
geographically significant scale. As Table 1 depicts, of the weather-related threats, extreme
winds and snowstorms are the main risk factors, affecting overhead electric lines greatly.
Underground cables and pipelines are only slightly vulnerable to flooding and storms.
Natural gas, oil and electricity lines operate in various corrosive environments. Internal
corrosion is also present in oil and gas pipelines. Soil, seawater and the atmosphere act as
electrolytic conductors in the ACME process.

Hardware and software used in energy transmission must have cybersecurity in mind. Some
technology industry standard software and hardware may expose otherwise non-connected
sector entities via the same vulnerability. Transmission network control systems can be

identified as highly significant in terms of cybersecurity.

3.2.3 Consumption related vulnerabilities

A disruption on earlier sector areas trickles down to effect consumption. Most of the
consumers, numerically speaking, of the energy sector are connected at the lower-level
distribution end, thus having the benefit of decentralization. Production and transmission
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sectors both must function for consumption to be possible. Disruptions to both or either one
has an effect at the end part of the process. A consumer with limited routes of delivery is
highly reliant on proper function of the entirety of the local energy sector. An example of
high reliance would be an industrial facility connected to a high voltage grid with limited
interconnections. The energy produced and delivered must also be consumed for a rigid
network to perform optimally. Under- and overconsumption are to be avoided. High
centralization makes over- or underconsumption more of a hazard due to a high fraction of

energy flowing to one connected structure.

The transport sector is the largest individual energy consuming sector. Transport sector
energy consumption is susceptible to both long term and short-term changes. The societal
requirement for rapid transportation of goods, services and personnel is increasing long term
as commerce and moving people becomes more efficient. Table 1 reveals that the transport
sector is medium to highly vulnerable to multiple environmental threats. The transport sector
is reliant on refineries and associated fuel product distribution networks operating properly,
exposing it significantly to oil price related risks. Future electrification of transportation will
also expose to some vulnerabilities. Electricity distribution networks must reach more end
points and the grid reliability must increase as a result of more consumer reliance on

electricity.

Industrial consumption is more localized and characterized by concentrated consumption of
large quantities of energy for various industrial processes. Industrial consumers are the most
significant of connected entities, in terms of grid balancing. Vulnerabilities in this area can
arise from high dependency on a single delivery network. Unexpected consumption halts in
industrial market participants may cause imbalances to the network, leading to an increase
in grid frequency. Restarting processes may happen slowly and require complex grid
frequency balancing. Problems may arise from transmission disruptions either from a line

defect or higher-level grid disturbances.

Household consumption connects at the delivery network end in numerically high amounts,
thus having the benefit of decentralization. Decentralized participants offer no major risk to
grid balancing. The delivery network above must function for the energy to be distributed
properly though. Connecting points and overhead lines are significant for this function.
Household consumption however is highly dependent on seasons. Energy consumption
spikes through winter and drops in summer due to heating requirements. Winter season
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brings its own challenges in increasing consumption and the seasonal effects on the

environment from which the energy must be obtained.

3.2.4 Organizational, legislative and governance

The European union is a collection of nation states, which plays its part in transnational,
national and regional politics. Policymakers must make decisions involving all stakeholders.
As evolving infrastructure and collective sector functioning needs to be planned in alignment
at all hierarchical levels, the requirement for solidarity and universal agreement on direction
becomes increasingly important. Structural vagueness in the hierarchy of governance,
decision making, and planning may result in ineffective construction of infrastructure and
operational procedures. Practical applications and what really happens are often not in line
with what governing bodies plan and envision. A real problem is balancing governance and
free market functioning to provide options for as many consumers as possible. Determining

the degree of government interference with private sector activities is a continuous process.

Conflicting individual interests, national or organizational, undermine required solidarity
between sector stakeholders in Europe at multiple levels. This in turn causes collective sector
planning and use related problems. Legislation and rules become complex and may result in
inability to enforce compliance. When planning a transnational energy infrastructure,
borders act as roadblocks for market product flows, in this case energy in various forms.
Cross-border energy markets are one of the targets of European policy to mitigate regional
energy price discrepancies and allow for a more liberated energy market. These
discrepancies may be from differences in regional production methods, differing
transmission capacity and cost of production or arbitrary price setting. Regional unevenness
in infrastructure capabilities and energy pricing are examples of problems that could be

addressed with stakeholder involvement.

Energy sector change is affected by both high-level planning by organizations and consumer
choice influences on demand. As network connectivity increases and more competition
enters the market, consumer choices become more significant for the energy sector and not
strictly governmental and organizational planning. The rigidity of energy related
infrastructure and high investment costs prevent a hypercompetitive supplying sector from
forming. Co-ordinated co-operation is more feasible among fewer suppliers and governance.
Properly planning and envisioning a European energy market, will require extensive

stakeholder management in all levels.
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3.3 General problems and challenges

The literature and data available display some key problems with the European energy
sector, related infrastructure and market functioning. The changing operational environment,
structures and balancing supply and demand introduce problems at multiple levels and
dimensions. Most large-scale problems relate to external hazards, lack of self-sufficiency,
the negative effects of centralization and infrastructure rigidity. Implementing desired

energy policy will be met by some challenges.

3.3.1 Environmental challenges

The most significant environmental effects on the energy sector are floods and windstorms.
Windstorms damage overhead electric lines, causing a need to either protect them
structurally or have maintenance measures in place to repair damage. One solution to
mitigate vulnerability to environmental threats is to increase construction of underground
lines. Another possibility is to redesign existing power lines to be able to withstand storm
damage. Whether savings caused by grid damage mitigation are significant, the likely choice
for protection between refitting or underground construction would be the most cost-efficient

method.
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Figure 19. Reasons for disruptions in the European electric grid 2010-2016 (European Commission
2018, p. 88)

Figure 19 shows that the main causes for electric outages are technical faults and weather
conditions. As previously mentioned, harsh weather causes environmental damage on
overhead electric lines. Faults in electrical power systems are short circuits, open circuits or
unbalanced conditions. Short circuits are the most common type of fault. (Melheim 2013, p.
75.)
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Hydro power is built around stability in the hydrosphere. The hydrosphere water cycle is
critical for grid energy storage, as it is done by storing bodies of water. Disruptions to the
balance may occur from droughts, flooding or high precipitation. Flooding can cause adverse
effects on hydro power storage by overtopping normal surface levels. Droughts on the other
hand reduce available storage capacity and limit production. The level of precipitation
effects the water cycle. High precipitation increases flooding risks, while low rains may have
a similar effect to droughts. The storage amount is the limiting factor regarding production
capacity. Too little storage can result in energy supply problems and overtopping may force
the plant to be ran redundantly to keep designed levels. Hydro plants benefit from water
cycle balance, as operation and storage levels can be scheduled and predicted. A balanced
and predictable water supply helps electricity markets, where a large share of hydro power
is used. Those regions that are highly reliant on hydro power would benefit from planned
reserve options in the case that future environmental changes have a negative effect on the

water cycle.

3.3.2 Cyberspace

Energy control systems consist of various physical and electronic sensors, monitors and
control devices acting in real time, and are often connected to a central supervisory station
or control centre. The control of widely dispersed activities is done by SCADA systems,
while more localized facilities use DCS (Distributed Control Systems) (EECSP 2017, p. 15.).
Control systems connect to remote components such as PLC (Programmable Logic
Controllers), that monitor system data and execute control activities in response to input data
and alerts. Increasing amounts of process and system components are being equipped with
communications technology and are forming local interconnected networks of devices. This
IoT (Internet of Things) development increases real time information gathering and system
control, but simultaneously exposes to cyber-related threats. (EECSP 2017, p. 16.)

The EECSP (Energy Expert Cyber Security Platform) identifies that cybersecurity of
transmission grids, must be approached from the weakest link perspective. It is easier for a
hostile entity to cause damage to a structure by gaining access through the least robust
opening. Solving weak links makes entering and further connecting to higher priority
sections more difficult. Development rate and product lifespan disparity among traditional
technology and information technology mean that certain software and hardware become

redundant in a short timeframe. This means that from a cybersecurity perspective,
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organizational activities for outdated information technology replacements should be in line
with component life cycles and integrated into maintenance strategies. A past vulnerability

can remain in a system due to an outdated component. (EECSP 2017, p. 19-20.)

Cyberattacks and attackers should be identified and detected. Responses and recovery
protocols must be planned preferably in a manner which covers any type of cyberattack
induced outage. Hazard severity based planning starts from worst case scenarios. Clear
organizational roles mitigate confusion of responsibilities in situations requiring action.
Attack detection should not be limited to only the case of disruptions, as malware is capable
of lingering in systems for long timeframes. Despite automation increasing in technical
processes, the capability for manual control should nonetheless be preserved as an option.
As the disruption origin is the digital space, it would be of benefit to analyse what can be
done in the real world from this origin and what are the limitations of information system
and real world interactions. (EECSP 2017, p. 20-21.)

As loT development spreads to critical infrastructure, the assessment of hardware and
software security will be a significant theme. Decentralization-related security benefits may
be nullified by a standard technical component with a design flaw or a compromised
common software platform. Backdoor and hidden function access through equipment with
compromised integrity has been identified as a relevant challenge. Outsourcing of relevant
infrastructure can also bring forth security related problems (EECSP 2017, p. 23-24.).
Further areas of concern include network automation technologies and ICT competencies of
relevant human resources. Stakeholders should be aware of the digital space they occupy

and up to date cybersecurity practices. (EECSP 2017, p. 25.)
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Table 2. Energy sector cybersecurity challenges for critical subsectors (EECSP 2017, p. 26.)

No. Challenge Electricity Oil Gas  Nuclear

1 Grid stability in a cross-border interconnected X X X
energy network.
Protection concepts reflecting current threats

2 2 X X X X
and risks.

3 | Handling of cyber attacks within the EU. X X X X
Effects by cyber attacks not fully considered in

4 | the design rules of an existing power grid or X X

nuclear facility
Introduction of new highly interconnected

? technologies and services. . -
6 | Outsourcing of infrastructures and services. X X X
2 Integrity of components used in energy X X X
systems.
3 Increased interdependency among market %
players.
Availability of human resources and their
9 X X X X
competences.
Constraints imposed by cyber security measures
10 | in contrast to real-time/availability X X X

requirements.

3.3.3 Import dependency

The import dependency problem is more broadly viewed as an energy supply subsector
problem. A high import dependency is a hindrance to a self-sufficient, reliable and
diversified energy market. Importing foreign countries and corporations gain leverage over
dependent nations, which may be a hindrance to internal policy and market function.
Consumption limits the absolute amount of energy to be produced. Mitigation solutions are
based on rebalancing the ratio of imports and primary production by reducing consumption
of import-based energy products. Existing infrastructure around importing makes change
difficult from a technical perspective, as existing technology should be replaced and refitted
to suit alternative methods. The reduction of import dependency would require network
replanning, transitioning to alternative means of production and increasing domestic supply
capacity. Another solution is to limit consumption by increasing energy efficiency. A
diversification of import origins would mitigate reliance as well. Changing the existing
energy source supply chain along with transitioning to more renewable energy is beneficial

to form a self-sufficient and reliable energy sector.

Here we introduce the factor of substitutability, which means the adaptation capability to

alternative means. Low substitutability indicates high resilience in existing infrastructure
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and systems to replacement and vice versa. The degree of substitutability is important,
because it indicates how effective policy and legislation that increase energy prices are, in
driving reductions in consumption of energy from an undesirable source (European
Commission 2017, p. 20-21.). Econometric studies indicate that energy-capital
substitutability is on the low end. According to the European Commission, a rise in energy
prices will not increase investments unless accompanied by technological change (European
Commission 2017, p. 38.). What these studies indicate further is that artificial energy price
increases drive capital to energy saving if affordable alternative technology is not available.
Intervention increases market conservatism and appears to not be an efficient way of
initiating change. It remains unclear whether promoting alternative technologies instead of
focusing on pricing of energy is a net positive or would no intervention be the optimal
approach. From an organizational perspective, based on this, focusing resources on
improving accessibility and competitiveness of alternative technological solutions might
yield benefits in this regard.

As already mentioned, the increasing trend of renewable energy in primary production may
be applied as a possible solution for the import dependency problem. A renewable energy
based production portfolio enables both decentralized and centralized production alongside
further grid development as they are integrated to the energy market. Increasing renewables
requires grid development to accommodate for the technologies supply limitations.
Reliability in this regard can be achieved by connecting previously separated energy markets
for better demand responses. The problem of replacement via traditional renewable energy
sources is to have enough new capacity built with the associated grids and to replace older
infrastructure around imported products. There is also an increased need for flexible

generation to satisfy demand, when production may vary.

Hydrogen is a possible alternative fuel to natural gas. Hydrogen production, scalability and
locational flexibility alongside the wide array of available storage and transportation options
make it a suitable alternative for converting existing natural gas systems. It can be produced
locally or in centralized plants in large amounts and delivered by trucks or pipelines,
similarly to natural gas (Pahwa 2014, p. 47.). While hydrogen can be transported by a variety
of means, pipelines are the most economically viable solution for large scale transmission.
Many features of hydrogen pipelines are similar to natural gas pipes. A blend of 20 %

hydrogen in natural gas could be transported with existing grids. Transporting pure hydrogen
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would however require replacements in valves, compressors, fittings and other components.
Converting the existing infrastructure has some limitations such as lower energy
transmission capacity, higher equipment costs, sealing requirements and hydrogen
embrittlement. (Pahwa 2014, p. 164, 167.)

Hydrogen can be produced in a variety of ways. Decomposition of water molecules, water
reduction, gasifying certain fuels, pyrolysis and hydrolysis of plant biomass and steam
reforming of hydrocarbons are some methods of production (Pahwa 2014, p. 49.).
Electrolysis of water is a hydrogen production method, where an electric current passes
through an electrolyte resulting in separation of water molecules to hydrogen and oxygen at
electrodes. The electricity used in electrolysis could be generated by renewable sources,

making electrolysis an environmentally friendly production method. (Pahwa 2014, p. 50.)

Other sustainable ways of producing hydrogen are biomass treatments. Hydrogen can be
produced from biomass by gasification, fast pyrolysis and hydrolysis. In gasification
processes, solid or liquid fuels are heated to high temperatures without combustion. This
heating results in a synthesis gas mixture, from which hydrogen can be separated from the
other gaseous compounds (Pahwa 2014, p. 73-74.). Pyrolysis of biomass is based on
decomposition of cellulose while air or oxygen is absent. This process relies on fast heating
forming bio-oil and gas, which are further treated to remove hydrogen (Pahwa 2014, p. 77.).
Hydrolysis is a reaction where molecules of water are split to positively charged hydrogen
ions and negatively charged hydroxide ions. During biomass hydrolysis cellulose is
hydrolysed and converted to glucose, which is then further treated for hydrogen (Pahwa
2014, p. 79.).

3.3.4 Corrosion protection

Corrosion is a highly significant phenomenon from the perspective of investment protection
and infrastructure operation. The global cost of corrosion is estimated to be 3.4% of the
global GDP (Pedeferri 2018, p.4.). Corrosive reactions require all components (ACME) to
be present simultaneously and for the electric corrosion current to flow through the metal
and the electrolyte. When either the electric current is stopped or a required component is
missing, corrosion will not occur. All protective solutions are based on this principle. For an
electric current to form between an anodic region and cathodic region, a potential difference
is required. In other words, there must be a tendency for the system to approach equilibrium.
The equilibrium potential at the cathodic process must be higher than the equilibrium
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potential at the anodic process. This potential difference creates the driving voltage for the
whole process. The process then approaches a new combined equilibrium state. Different
cathodic reactions are possible, the most common being hydrogen evolution and oxygen
reduction, mainly influenced by the chemical composition of the electrolyte solution.
(Papavinasam 2014, p. 256, 258.)
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Figure 20. Evans-diagram of zinc dissolution and hydrogen evolution (Pedeferri, p. 104.)

Equation 1 represents the corrosion reaction of a metal. Equations 2 and 3 show two typical
cathodic reduction reactions. Figure 20 is an Evans-diagram for zinc dissolution and
hydrogen reduction. Evans-diagrams show corrosion working conditions on a potential-
current density axis (Pedeferri 2018, p.104.). As we can see from the Evans-diagram, the
corrosion potential falls between the equilibrium potentials of the anodic and cathodic
processes. Here the corrosion rate (current density) is the same for both processes and
corrosion occurs. From a corrosion protection perspective, the metallic material should be
chosen, such that the equilibrium potential of the anodic reaction is greater than the
equilibrium potential of reductive agents in the operating environment. The presence of
another metal may also cause a potential difference and corrosive effects due to the

difference in their equilibrium potential.
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In practice, controlling the electrolyte is not feasible, therefore protective methods rely on
selection of corrosion resistant materials, electrochemical techniques and coatings. Cathodic
and anodic protection are electrochemical techniques for corrosion protection. Cathodic
protection is used to lower the cathodic process potential to remove the driving voltage from
the ACME process. Anodic protection on the other hand relies on the formation of a passive
film between the metal and the electrolyte as a chemically induced coating. Coatings act as
physical barriers between the metal desired to be protected and the electrolytic environment.
Coatings are classified into metallic, conversion, inorganic coatings and paints (Pedeferri
2018, p. 327.).

The main corrosive environments affecting energy transmission are the atmosphere, soil and
seawater. Corrosion in water is mainly affected by dissolved oxygen, water hardness and
scaling, pH, temperature, resistivity and the presence of bacteria. Oxygen acts as the main
cathodic reactant in water, and its solubility is influenced by the external conditions. The
metal itself effects the type of corrosion exposed to. As water salinity increases, the oxygen
concentration decreases, leaving microbiological causes for corrosion. Corrosion in water is

mitigated by painting, coating and material selection. (Pedeferri 2018, p. 425.)

Atmospheric corrosion happens when a thin liquid film forms on a structures surface.
Corrosive effects thus depend on the properties of this film. Factors effecting corrosive film
condensation are relative humidity, time the surface remains wet, temperature and
atmospheric composition (Pedeferri 2018, p. 479-482.). Soil consists of various particles and
moisture. The corrosiveness of soil depends on its moisture, as dry soil itself is not corrosive.
Moisture in soil originates from precipitation or underground. Soil which has trapped water
is called anaerobic soil, while dry soil is aerated. Corrosion differs among aerated and
anaerobic soil. The main mechanisms of corrosion in soil are oxygen-related,

microbiologically influenced and stray current corrosion. (Pedeferri 2018, p. 448.).

Corrosion caused by micro-organisms is a common occurrence in industrial equipment.
These organisms form a biofilm on structures, where local pH and oxygen availability
enhance bacteria living conditions. These bacteria can be classified into aerobic and
anaerobic bacteria. Aerobic bacteria lower pH and increase acidic corrosion while anaerobic
bacteria, also called sulphate reducing bacteria, catalyse sulphate to sulphide reactions
(Pedeferri 2018, p. 130-131.). Stray current corrosion effects buried structures when a DC

electric field influences metals. An interference current forms in the metallic structure
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because of its proximity to the electric field. This interference current causes anodic and
cathodic zones in the buried structure. (Pedeferri 2018, p. 461.)

The transportation of hydrocarbons and hydrogen is susceptible to internal corrosion as well
as the external effects of soil. Hydrogen atoms diffuse into metal lattices and causes various
types of damage. Hydrogen induced corrosion is prevented by coating metals to prevent
diffusion, by using corrosion inhibitors and by removing poisons, which cause hydrogen to
be present in its atomic form instead of less harmful hydrogen molecules (Papavinasam
2014, p. 288.). Before hydrogen can potentially be integrated to energy systems on a larger

scale, this hydrogen embrittlement problem must be solved on a commercial scale.

3.3.5 Network connectivity and reliability

In an ideal situation the energy market would have multiple producers with diversified
production methods. This would add competition driven change in a positive direction
regarding energy price and decentralization. Consumers, producers and network
stakeholders all benefit from alternatives. Connectivity increases also supplement
transitioning to a less import reliant energy sector, and aid in potentially diversifying origins
of imports. Increasing network connectivity with more linkages provides more options for
transmission routes and the possibility for more market participants to enter the network. A
more interconnected structure also reduces hazard effects and limits outage consequences.
Connectivity has a positive impact on reducing market segmentation. More alternate routes
of delivery for lower priced energy mitigates price divergence. The variance in production
capacity associated with renewable energy sources, benefits from increased connectivity as
energy can be transmitted to lower production regions more effectively. Along with
increased transmission options, a more developed grid can support more renewable energy

production sites and local production.

Supply side control is inflexible as the scheduled production and reserve generators are
operated to match demand. The introduction of renewable energy sources to the electric grid
undermines this methods reliability, because of the variance in capacity associated with
renewable energy technologies. An alternative to supply side control is demand response.
Demand response uses electric loads to balance supply and demand. Various grid services
can be delivered by collections of electric loads. A popular way of controlling and
coordinating electric loads is direct load control (DLC). DLC allows electric loads to be

remotely controlled while authorized by financial contracts. This method is considered
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reliable and accurate for load response. However, there is doubt regarding end-user privacy
and security. DLC strategies require more detailed information about consumption and may
possibly result in local disruptions and response fatique. An alternative to DLC is price
responsive control (PRC). With PRC price signals are sent to customers who can voluntarily
manage their local demand. A drawback to PRC, as with DLC is difficulty of achieving
predictable and sufficient load responses. (Stoustrup et al. 2019, p. 16-18.)

ENTSO-E has developed a TYNDP (Ten Year Network Development Plan) to address
transmission grid development in Europe (ENTSO-E 2020, p. 10.). The TYNDP identifies
a system need of 50 GW of cross-border capacity increase by 2030, and 93 GW by 2040.
(ENTSO-E 2020, p. 12). Figure 21 shows the planned grid connectivity and capacity
increase with an emphasis on development in the continental European region. This network
development is expected to integrate the electricity markets further, by enabling price

convergence through consumer access to cheaper energy (ENTSO-E 2020, p. 26.).



48

NEEDS 700 > 2,000 MW

NEEDS > 2,000 MW

1,000 4900

’ 2,000 J“v 000
2,800 g
4000/ > 650

r _s;”y-/ 3,200\ :
3,100 )

3,500 159

2,500

00~ /1,000 \1,500
s,noy Q508 \ T
. 1,000 \4 50

4000

Figure 21. European electric grid capacity increases by 2040 (ENTSO-E 2020, p. 15.)

Investing in energy storage technology and optimizing existing storage methods would
increase grid capabilities. Possessing energy storage capabilities on the grid will add
flexibility in responding to demand signals, by reducing reliance on scheduled production
and the limited response of the supplying side. Increasing storage capabilities beyond only
fuel products and stored bodies of water adds reliability through diversifying storage
methods. Energy storage technologies can be integrated at different levels of the electricity
system from the generation level, to transmission and distribution and finally the consumer
(European Commission 2013, p. 6.). In generation they can be used for arbitrage, balancing

and reserve power. Transmission and delivery levels can benefit from the frequency and
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voltage control along with capacity support. An example of customer level use is peak

shaving, where one reduces power consumption using onsite energy storage.

3.3.6 Stakeholder involvement

Stakeholder co-operation is required to properly plan sectoral development and implement
policy. Active, consistent and concurrent involvement from participants involved in
production, distribution, consumption and governance provides a base for pursuing set
objectives. Stakeholder involvement can help mitigate regional imbalances in development
and conflicting interests while adding uniformity to improvement. When all levels and
subsectors adhere to a collective plan, deviational problems are less likely to form. Looking
at current problems and identifying possible disparities among stakeholder involvement and
engagement could mitigate issues. Specified stakeholder roles and the role of each in a
common strategy has potential to remove vagueness and complexity in objective based
activities. Stakeholder management practices should be transferred to the transnational
governing bodies if universal network integration and developmental policy is to be

followed.

One form of stakeholder management identifies five distinct stakeholder-related work
activities. These activities are labelled as stakeholder awareness, identification,
understanding, prioritization and engagement (Wasieleski et al. 2017. p. 137-138.).
Awareness work concentrates on the organizational operating environment. This work is
directed toward gathering information about the environment, competition and stakeholders.
Awareness work also consists of understanding influences, practices and systems. Through
these procedures an understanding of the operational environment, in the form of connected
systems and stakeholders is achieved. (Wasieleski et al. 2017. p. 125.)

Stakeholder identification work aims at recognizing the stakeholders that matter to a given
organization. Identification is done by assessment of an entities power, legitimacy and
criticality. Understanding focuses on knowing the expectations of an organization’s
stakeholders. Organizations must understand their social and economic responsibilities to
each involved participant (Wasieleski et al. 2017. p. 127.). Prioritization of stakeholders aims
at distributing organizational focus, resources and responsibilities based on stakeholder
criticality. Participants all have claims, which need to be balanced and addressed according
to the legitimacy of them. Finally, stakeholder work is completed with engagement activities.
Building trust among connections, by taking involved participants into account when making
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decisions, is a crucial part of a stakeholder network functioning. (Wasieleski et al. 2017. p.
135-136.)

Stakeholder Awareness Work (Environment)

(Social Structure)

1 |
1 |
: Stakeholder :
1 Identification l
: Work :
: (Participants) :
: i :
I |
: Stakeholder Stakeholder :
I Prioritization < > Engagement |
: Work Work :
: (Technology) (Goal) :
1 |
I |
1 | I
: Stakeholder :
: Understanding :
: Work :
I |
1 |
I |

Figure 22. Stakeholder work (Wasieleski et al. 2017. p. 138.)

Through stakeholder work or similar methods, some problems such as market segmentation,
network development disparities, national and regional policy implementation and price
discrepancies could be approached more efficiently. Collective sector planning and
development would also improve. Organizational strategy and procedures can be integrated
for collective sector benefits in alignment with stakeholder theory. Identifiable stakeholders
in the energy sector are producers and suppliers, TSOs, distribution system operators,
consumers and various regulatory bodies. Understanding how each relates to another and
how these parts interact will aid in policy implementation and practical solutions across
Europe. Forming a stakeholder network may yield a better understanding of total sector
functioning and managing involved parties. An example of application is adopting energy

efficiency standards across industries.

3.3.7 Energy market challenges

The European electricity market has been going through a liberalization process, where
competition and regulation have been introduced according to need and applicability. The
objective of this process has been to increase cost efficiency and force down prices. The
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market structure changed to allow competition in generation and retail, while keeping

transmission and delivery activities a regulated monopoly. (Pepermans 2018, p. 4.)

Electricity prices for household consumers, first half 2021
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Figure 23. Electricity prices for household consumers in the EU 1% half of 2021 (Eurostat 2021)

Figure 23 shows the electricity prices for consumers in Europe. Retail consumer price of
electricity consists of taxes, grid costs and generation costs. These three different drivers can
influence price changes. Non-household consumers pay substantially less for electricity.
Production costs are influenced by fuel price, investments and operation costs. Distribution
and transmission costs finance grid operation, maintenance and construction. As Figure 23
depicts, the taxation of electricity accounts for the majority of variation among different EU
nations, while generation and transmission costs exhibit less variability. Taxation alongside
supply capacity fluctuations are the main risk factors, with regard to electricity price.
Electricity cannot currently be stored in large quantities, therefore leaving price vulnerable
to fluctuations induced by production and transmission. The stability of electricity pricing
benefits greatly from the transmission networks connectivity, by connecting many suppliers

to consumers to have a decreasing effect on pricing.

Fuel prices may fluctuate because of available supply, legislation and taxes, logistics and
demand. Depending on a given production portfolio, a fuel type price increase may have
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large impacts on final energy pricing. Fuel supply chain problems effect other subsectors as
the main energy input into the sector is highly reliant on fuel sources. The more centralized
an energy source delivery, the more the sector is vulnerable to related price risk. Because of
Europe’s high import reliance, import product pricing carries large risks. Especially natural
gas and oil price have substantial effects. Increasing the use of renewable energy sources has
effects on electricity price through the changes in the transmission and production costs.
Diversifying the renewable production portfolio requires all methods of production to be
cost competitive compared to other sources, to keep electricity pricing at a competitive level.
Most renewables avoid fuel supply related risks, though exposure to energy supply problems
still exist. Traditional fuel production requires less diversifying of energy sources but leaves
supply shortage risks, while the opposite is true for renewables. Many renewable energy
sources present production capacity variability, which if not accounted for by flexible
production and connectivity, may cause price increases. Therefore, reserve capacity is highly
important as the supplementing factor to variable production. Keeping reserve production
costs at a lower level is one priority while RES capacity is incrementally increased. The
energy transition changes the dynamics of production costs, as fuel costs are gradually

replaced by operational and investment costs of RES technologies.

A factor in the variability of demand in Europe is the time of the year. As demand spikes
during winter months, energy prices increase. Generation variability with for example solar
and wind power are also affected by seasons, as daytime light exposure and wind conditions
change. Seasonal cycles add demand side increases and potential supply capacity problems.
Market segmentation is another challenge. In energy markets, segmentation can occur as a
result of insufficient infrastructure and number of producers. Isolating market regions causes
price divergences because of the lack of competition due to limited market participation.
From a consumer perspective, segmentation limits choice on energy source selection and the
availability of cheaper energy. As energy markets need large networks to operate, market

segmentation can be attributed partly to network development disparities.
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4. REACTING TO CHALLENGES

4.1 Long term challenges

Long term challenges in the energy sector are the import dependency problem and the
possible changes in the European climate. Since natural gas and crude oil are projected to be
a part of the future energy portfolio until 2050, the potential reduction of dependence on
imports has to occur on a longer timeframe. More specific challenges revolving around the
import dependency are energy storage, transport energy consumption and substitution of
energy products. Both long and short term challenges fall on businesses and governments
alike since these issues affect the entirety of the sector. Long term challenges are largely
characterized by supply side transformations along with technological evolution and

integration.

A mitigating effort could be done in diversifying the origins of imported natural gas. This
doesn’t bring desired self-sufficiency in energy production, however reducing the leverage
of individual foreign countries over trade in a critical societal sector has reliability benefits.
One pathway of achieving this could be through increasing the share of LNG over pipeline
delivery. Another alternative could be to invest heavily into hydrogen and biogas
technologies. Having a long term plan to decrease imports after carbon reductions for the
sector would aid in implementing driving policy and helping guide markets away from the
use of imported products. Import supply chains, infrastructure, trade schemes and market
balances need to change along with the actual end use of imports. This requires extensive
investments and replacements across multiple involved participants. A real cross-sectoral

incentive for overcoming the current status quo is therefore needed to initiate transition.

Energy storage on the electric grid also falls into the long term challenges category. As
mentioned previously, the synergistic use of variable capacity renewable energy and gas
turbines is the projected trend until 2050. To potentially phase out imports and further the
electrification agenda, there will arise a need for energy storage capabilities and reserve
production on the grid to accommodate for the variability in production capacity. Electricity
storage for example in batteries and the use of hydrogen may be introduced as solutions for
replacing imports. The challenges for introducing energy storage are technological, market
related, regulatory and strategic. Technological challenges include capacity and efficiency
increases in known technologies, to develop new technologies for different scales and market

deployment. Market and regulatory issues revolve around creating appropriate market
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signals for incentivizing storage investments and building up the required common balancing
market for the whole European region. Strategic challenges include developing a holistic
approach to bridging technological, regulatory, market and political aspects. (European

Commission 2013, p. 9.)

The economic assessment of energy storage options is linked to need and storage location.
Possible compensation schemes for energy storage should consider the fact that energy
sector stakeholders are divided into regulated markets (transmission and delivery) and
deregulated markets (producers and customers). Uncertainty around the market structure
becomes an issue when ownership, connection point and location of energy storage services
are not known. Energy storage options can compete and complement grid flexibility in
various ways. Large scale centralized options, small-scale decentralized storage, flexible
generation systems and back-up capacity are all viable. The scalability makes possible the
connection to various points in transmission and distribution networks, which would
supplement planned grid improvements. Interoperability of storage technologies will likely

lead to a mix of solutions in the totality of the sector. (European Commission 2013, p. 9-10.)
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Figure 24. Energy storage integration at various grid levels (European Commission 2013, p. 6.)

Energy consumption peaks in the European region during colder seasons. This variability in
seasonal energy consumption can cause energy supply related issues. Implementing
measures to mitigate seasonal energy product price volatility may be viewed as a long term
challenge. Demand spikes during colder seasons could be managed with energy efficient
technologies and long-term energy storage options to manage peak consumption. Integrating
storage capacity for supplying energy in periods of higher demand can have a balancing
effect. The form of storage is a significant factor in systemic function. Energy storage may
be done from surplus electricity production from additional built-in systemic capacity. The
storage capacity, extraction potential and technology used may impose specific limits on the
connection point to the grid. Grid connection points therefore define the specific function of
the storage in the totality of the network. Electric energy storage will likely have a priority
in storage developments as electricity is the energy transmission standard. Storing thermal
energy for district heating systems in the presence of heat production is another possible

development, though limits to scope are imposed by the local nature of the associated



networks. Gaseous fuel products are stored for example in storage tanks, underground
reservoirs or in liquid form. Despite the existing storage infrastructure for gaseous
compounds, the replacement fuels for fossil natural gas are uncertain. Potential existing
system integration by biogas, synthetic methane or hydrogen introduces fuel switching
related challenges. Figure 25 represents the five energy storage principles and associated
technologies with each storage fundamental. It is worth noting that these storage

technologies are at various developmental stages with regard to commercialization.
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Figure 25. Energy storage principles and associated technologies (EASE 2017, p. 37.)

The construction of infrastructure around local production and renewable energy for
transport energy consumption will be a future challenge. The main energy forms used for
transport energy consumption will largely dictate types of investments for energy end use
delivery. For example, electrification of transport requires charging infrastructure to be built
extensively. A future increase in the outreach of distribution infrastructure is required to

match numerically increasing users and consumption.

4.2 Short term challenges
More immediate challenges in the European energy sector are those that result from initial

effects of the energy transition. Connecting segmented local markets, increasing renewable
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capacity on the systemic and unit scales, adopting energy efficient practices and stabilizing
energy prices are examples of short-term challenges. Overcoming short-term challenges
yields benefits in providing necessary stability for future development and further
improvements regarding the long-term issues. The projected trends up to 2030 will occur as
the precursor stage in the decarbonized and increasingly efficient European energy sector.
The central trends being increasing renewables, carrying out energy efficiency policy and

grid developments.

The introduction of renewables to the production sector will have some short-term effects.
Energy pricing needs to be stabilized as wind and solar capacity are introduced to the electric
grid as fossils are phased out. This is mainly done by ensuring adequate supply of energy
and competitiveness of RES production while the transition occurs. Connecting market areas
for delivery of lower priced renewable energy to areas of higher price may also have a
stabilizing effect. Empowering the consumer with an increase in available options for energy
to happen synergistically with grid development will result in better market functioning.
Reserve production on the grid must be planned in terms of availability, capacity and method
of production. As market participants gain experience of the variability of growing RES
production in practice, the operational procedures for reserve capacity can be adjusted and
planned. Feedback of total system functioning with a transitioning production portfolio will
need to be gathered for adjustments. This feedback can help sector stakeholders plan out the
networks, production, site locations, demand spikes, capacity variability protocols and
solutions to emerging issues. Network and grid developments add functionality to the energy

system and allow for future integration of new options such as storage technologies.

Annual renewable generation can vary significantly. The variability factor affects not only
hourly and seasonal production, but also annual capacity. Daytime light exposure, wind
conditions and hydro reservoirs are factors that are not constant on a yearly basis. This brings
the further challenge of designing the energy system in way that accounts for these
variability factors (IEA 20203, p. 92.). Figure 26 displays how wind, solar and hydro power
exhibit annual variability in generation among large western economies. Hydro power

exhibit larger annual fluctuations than wind and solar.
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Figure 26. Variability of annual RES generation. (Normalized for installed capacity changes) (IEA

2020a, p. 92.)

Wind and solar PV show greater changes on a monthly basis than on the annual level.
Generation patterns in continental European countries are found to be similar. Solar power
brings reliable production during summer months, while wind exhibits higher productivity
during the winter. Monthly deviation from the average is higher with wind than solar power.
Seasonal complementarity between production patterns of both solar and wind exist and can
be utilized for system reliability by capacity planning. However, flexibility needs arise in the
grid from inadequate installed capacity and deviation from monthly average production (IEA

2020a, p. 94.). Figure 27 shows the U-shaped pattern of yearly production with wind and the

opposite shape for solar power.
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Monthly generation of wind and solar PV in Germany
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Figure 27. Monthly generation as a percentage of total production of solar and wind power in
Germany (IEA 2020a, p. 94.)

The increasing RES capacity and network development should reach a stage where
variability in capacity is offset by connectivity, total energy production and flexible reserves.
The critical short term challenge in this respect is to move towards that developmental stage
of adequate supply to offset variability and manage fluctuations in consumption. Increasing
the competitiveness of renewable technologies, both current and future ones, will aid in
reaching policy targets. Decreasing costs of desired technologies will ensure market
integration through competitiveness. Manufacturing cost, installation cost, operation cost,
maintenance and grid connectability are factors that influence investment appeal. Directing
government and business resources to improving the investment environment can help in
boosting short term growth. Another short to medium-term challenge is implementing
energy efficiency measures across consuming sectors. Set policy is expected to drive total
energy consumption down in industry, transport, residences and tertiary sectors. These
energy savings across sectors supplement the renewables addition in emission reduction

schemes.

As previously mentioned in the Reference Scenario trends, energy efficiency measures are
taking place across different involved sectors. Energy efficiency revolves around increasing

the useful output energy in relation to input energy in energy conversion processes and
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decreasing total consumption. Increased efficiency is achieved by certain sector specific
measures. For example, industrial energy efficiency changes revolve around better
technology and process optimization. These improvements are occurring mainly in the most
ubiquitous parts of industrial processes. Electric motors, steam systems, cooling, water
chemistry, heat recovery and cogeneration are targeted areas in improving industrial energy
efficiency. An example of process optimization is waste heat recovery by heat exchangers
for preheating earlier process inputs or supplying energy for other involved processes
(Copenhagen Centre on Energy Efficiency 2016, p. 54.). The technological route in
increasing efficiency is achieved through improvements in common machinery such as
motors and heat exchangers. Despite possibilities for energy savings in industrial enterprises,
there are barriers in implementation. Some identifiable ones are poor energy management,
uncertainty over energy savings projects, new cost avoidance, lack of internal stakeholder
involvement, resistance to change and willingness to maintain status quo, complexity in
regulations and lack of government funding (Copenhagen Centre on Energy Efficiency
2016, p. 67.).

According to the ENTSO-E TYNDP system needs study, a combination of occurring trends
across all market areas brings several technical challenges for grid systems. More RES at
different voltage levels, more power electronics, HVDC connections, power flow variability
and a more diverse generation mix are trends associated with grid evolution. These trends
bring technical challenges in frequency, voltage and congestion management control. These
challenges are especially pronounced in continental Europe, where most of the grid capacity
increases are planned. Real time operability is a future requirement for TSOs, while strong
transmission and distribution co-operation is needed to incorporate various new technologies
with different maturation levels on the grid at their respective voltage (ENTSO-E. 2020, p.
38.). A central adaptation challenge is responding to decreasing system inertia from the
generation-demand mismatches that follow increased RES. Grid forming converters and fast
frequency responses from other sources than synchronous generators are proposed future
solutions. Controlling and observing distributed resources by TSOs and DSOs are a possible
aspect of future system operation. (ENTSO-E. 2020, p. 46.)

4.3 Challenges for governance

Collective sector challenges affect involved stakeholders, with the largest responsibilities
falling on governing authorities and businesses as they represent the most critical parties.
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Governance plays a significant role in the proper functioning of major sectors in society.
Along with making sure involved entities adhere to common rules, the setting of objectives
as drivers for change and supervision of activities are key responsibilities for governance.
Since the European Union is a collection of states, various hierarchies of authority are
present with different roles, obligations, rules, functions and capabilities. Harmonizing the
functioning of authorities in differing operating contexts is of great importance in
approaching universal challenges. Along with the aforementioned functions, governmental
policy directs the private sector to implement desired changes. Individual nations have the
responsibility of implementing national policy that is in line with Union scale decision
making. Nations with higher carbon intensity will undergo greater transformation and may
transition toward Union directives at a slower rate in relation to other nations. Addressing
development rate variability and adjusting policies accordingly is another challenge for

governing bodies.

According to the European Environmental Agency, the role of governments in enhancing
energy sector resilience during the adaptations consists of policy implementation, providing
information and services, improving the resilience of state owned assets and mobilizing
available financial resources. Policymaking consists of implementing standards and
guidelines, approving projects and reporting on climate risks. Assessing risks and providing
climate information along with institutional co-ordination and capacity building can be
regarded as part of service provision from the governmental authorities. The implementation
of technological and political standards in state-owned assets are also governmental
responsibilities. The financial tools available for use include public funding, leveraging

private funding and providing investment guidelines. (EEA 2019, p. 55.)

The EPRS (European Parliamentary Research Service) has distinguished some political
measures that have potential use in addressing the challenges associated with the energy
transition. The set of public intervention measures includes carbon pricing, co-funding of
investments, subsidies, loans and guarantees. Further measures are such as research and
development funding, tax reforms, standards, bans on certain energy vectors, market design
and regulation, strategy development and planning along with energy related communication
(EPRS 2021, p. 40.). Carbon pricing is significant for improving the business case for low-
carbon technologies and discouraging fossil fuel based activities. The successful ETS system

already in place can be further increased in scope to include more sectors subject to desired



62

reductions (EPRS 2021, p. 49.). Market design and regulation can be extended to enable
storage participation in markets, enhance hydrogen economy developments, accelerate
market coupling of electricity systems and establishing rules for demand response in
markets. Technical and energy performance standards have relevance in emission
regulations. Further applications are such as renovation energy savings requirements and
standardisation of efficient technologies. Strategy development and infrastructure planning
through RES, efficiency and GHG reduction targets along with the common interest
infrastructure development plans for gas and electricity networks are vital instruments in the
energy transition. Further target setting and co-ordination are required for constant
adaptation for alignment with policy development (EPRS 2021, p. 50-52.). Financial
measures such as co-funding of energy investments, tax reforms and funding research and
development are intervention instruments for increasing technology competitiveness to

supplement the energy transition.

National energy sectors vary between each other in terms of available production methods,
built-in infrastructure, energy end use and imported products. The variability in the fuel mix
of production and consumption along with differences in production methods, leads to
differences in national policies among EU countries. For example, in Germany the national
energy policy revolves around phasing-out nuclear energy in the near term and coal use by
2038. The specific GHG emission reductions are 55% by 2030 and 80-95% by 2050
compared to 1990 levels. The targets are to be complemented with short-and medium term
targets for energy consumption, energy efficiency and renewable energy supply (IEA 2020b,
p. 11-12.). While in Finland the national policy consists of GHG cuts of 80% compared to
1990 levels by 2050. The short term Finnish objectives are 2030 goals with the phase-out of
coal in energy production, boosting renewable shares in energy consumption to over 50%
and increasing the share of biofuels in road transport to 30% (IEA 2017, p. 11.). The
differences in targeted subsector reductions are largely defined by economic and practical
viability, which limit regional capabilities for adaptation. A problem for higher level
authorities is to accommodate their set objectives according to national energy sectors, which
differ among each other. Some differences are production methods, network capabilities,
geographical limitations on availability of energy and net emissions. These differences alter

the feasibility of sectoral transformation.
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Maladaptation to national and Union level policy is a challenge for both businesses and
governing bodies alike. Disparities among the adaptive capabilities of different localities and
sectors will occur. Preconditions are different in regions, and some will have a need to
undergo a more comprehensive change. Directing financial resources towards lagging
regions may Yield benefits in this regard. Governments have power to influence energy
supply affordability for consumers through for example adjusting taxation. Funding can also

be directed to increase technological competitiveness of desired methods.

The introduction of storage options in the sector will add the requirement to record stored
energy production origin. Governing bodies may also need to incentivize the introduction of
storage technologies and their potential use, with for example feed-in tariffs. Policy must be
in place to incentivize energy storage development alongside transitioning toward other set
targets. On the consumer level multi-purpose energy storage for different forms of
consumption, such as electrical systems and transport could be part of developmental
strategy. Governing bodies can also develop the market conditions, by removing barriers
concerning market access and cross-border trade. Regulatory support and technological
development are also areas of responsibility. Mapping storage potential for interoperable
systems alongside investment support may aid in reaching targets. The scalability of storage
technologies makes them an integratable part in planning and restructuring multiple levels

of future energy systems. (European Commission 2013, p. 13.)

4.4 Challenges for businessses

Businesses are the other key participant alongside governance in overcoming challenges in
the energy sector. Co-operation among both yields a stable interrelationship in planning,
executing and initiating changes. Businesses represent individual entities in sector activities,
thus requiring governance to bring uniformity among these individual operating parts.
Private sector entities will carry out the energy transition in practice. As businesses exist and
operate at various different scales, the largest of them have more significance in setting
developmental changes in centralized activities and related trends. Made policy requires
businesses to carry out desired changes in the private sector. These include adapting to fuel
switching and ETS price signals, local and global competition, adapting organizational
procedures with policy and renewable production investments and implementations. The
operating landscape for production will be shaped partly by the demand side and governing
organizations. Along with carrying out the demands of governance, satisfying the needs of
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consumers also falls upon energy producers. Environmentally aware household consumer
choices and industrial energy transitions add demand side pressure along with policy from
governing bodies. The greener energy available will become more cost competitive adding
more pressure on fuel switching for businesses. Electricity, steam and heat production
undergo fuel switching, influencing the private sector actors connected to these activities.

Businesses will increasingly invest in electrical system capacity increases with solar power
and wind especially in the 2021-2030 decade. Construction of production sites, operating
these technologies, maintenance, increasing unit capacity and accommodating business
practices around these technologies will be organizational challenges. As renewables are
increased, there must be an adaptation period to gain experience related to RES in the total
energy system functioning. Businesses will also have to adapt to rate of use decreases in
CCGT as they transition toward flexibility and reserve use. 2041-2050 sees an increase in
business expenditures in plant refurbishments to repower obsolete plants. (EU Reference
Scenario 2020, p. 84-85.)

The private sector carries most of the associated risks with investing in RES. Risk
management practices will have a need to evolve in businesses affected by the energy
transition. Risk types in solar and wind are curtailment risk, policy risk, price risk,
technology risk and resource risk. Curtailment risks can be from for example a grid
bottleneck causing a loss of revenue. Changing policy may also cause changes in the
operating environment resulting in further uncertainty. Price volatility and inaccurate
resource potential estimation are potential hindering events. An example of technology risk
with renewables is an increase in maintenance costs due to the novelty of the machinery.
(Egli 2020, p. 4.)

Energy efficiency improvements are the dominant trend in consuming sectors. Businesses
and consumers will implement increasingly many efficiency measures. In industry they are
a driver of the energy transition. Industrial consumers are following the trend of energy
efficiency measures to increase energy productivity. These energy intensity improvements
are projected to happen at a steady pace and to decrease final energy consumption (EU
Reference Scenario 2020, p. 57-58.). Along with the improvements in energy efficiency,
changes in the fuel mix are occurring. Directives, RES support and the ETS system are the
drivers for fuel switching (EU Reference Scenario 2020, p. 60.). Energy efficiency measures
affect industrial subsectors uniformly. Figure 28 shows the downtrend in energy
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consumption and change in the fuels used. Electricity and RES see the largest growth, while

oil and coal use decline in the fuel mix.
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Figure 28. Industrial consumption in the EU by energy form (EU Reference Scenario 2020, p. 60.)

In the residential sector, energy demand is projected to decouple from income growth. This
is because of renovation strategies and national policies. The largest decreases in residential
demand are from efficiency improvements in space heating. The residential energy demand
fuel mix changes along with total demand. Oil and solid fossil use declines, as the share of
electricity increases. Increases in appliances and heat pumps drive this electrification. The
share of renewables is also increasing from support for solar thermal and biomass pellet use.
Building renovation is another pathway to achieving energy savings in the residential sector.
EU policy is expected to increase the depth and rate of renovation up to 2030. These
challenges introduced by these trends will fall upon businesses involved in these market
subsections (EU Reference Scenario 2020, p. 64-66.). Similarly to the residential sector, the
service sector sees significant efficiency increases. Ecodesign and energy performance of
buildings bring improvements. Energy consumption drops in heating and non-heating
electricity use. Tertiary sector fuel transition is marked by two trends. Oil and solid fuels are
replaced by gas and electricity and electrification via specific use of electricity and heat
pumps (EU Reference Scenario 2020, p. 68-69.).
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CO; standards in light- and heavy-duty vehicles, policy in favor of sustainable transport
modes, rail electrification, recharging and refuelling infrastructure, road transport
electrification and conventional technology unit consumption decrease are trends in
transport sector transitions (EU Reference Scenario 2020, p. 73.). Transport activity is
projected to increase up to 2050 with passenger cars and aviation having the largest shares.
The transport sector challenge regarding businesses is to carry out these efficiency trends,
while the activity increases across transport modes with an emphasis on fuel-efficient
technologies and fuel substitutions. The Reference Scenario predicts diesel and gasoline use
decrease to be offset largely by biofuels, electricity, natural gas and other fossil fuels. (EU
Reference Scenario 2020, p. 77.).
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Figure 29. Total energy consumption in EU transport by fuel (EU Reference Scenario 2020, p. 77.).

Fuel switching brings economic, technological and operational challenges. Transitioning
from fuels that are to be replaced to alternative sources will increase investment
expenditures. Replacements and refittings occur for example in machines, supply chains and
infrastructure. Some businesses will face economic hurdles from the set policy on the
transition. Those businesses involved in energy production that invest in RES will have an



67

increase in operational costs and a decrease in fuel costs. This will change business focus
increasingly toward technology optimization in order to reduce these operational costs.
Along with the associated investment costs, alternative fuel cost can also affect businesses
in transition phases that are influenced by fuel switching. Energy supply risk of businesses
in energy related activities changes from traditional fuel supply to renewable technology

capacity and alternative fuel supply.

In the long term, emerging local production technologies may enter the markets in increasing
amounts. This can have future impacts in transforming consumption. Integrations in
residences and transport will likely occur as the first stage because of already available
technologies. Future increases in decentralized production could lead to further liberalization
of electricity markets. Emerging consumer technologies can potentially decrease reliance on
centrally operated transmission and delivery networks and production plants, changing the
landscape to local scale energy systems alongside centralized production. Centralized
production sites can also potentially integrate multiple RES and storage technologies to
complement generation variability. Multi-purpose production sites with diversified
production portfolios and flexibility options are a potential production subsector
development. Hybrid options can become available and widespread on various scales. An
example of a hybrid production plant would be one that utilizes solar power and wind
generation in their respective optimal production periods with long term storage capabilities

for additional demand responses.
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5. DISCUSSION

1. What are the vulnerabilities in our modern energy systems?

The criticality of the energy sector is evident because of its sectoral interdependencies.
Modern energy system vulnerabilities are mostly related to energy source availability and
technical system functioning. Energy production from traditional fuel sources is reliant on
the inflow of fuel products, their availability and operational power plants. Fossil fuel
reservoirs do not replenish at a significant rate, leaving the exhaustion of associated
resources an inevitable outcome. Along with the emissions that are released as a by-product
of fossil fuel combustion, resource exhaustion is the main concern with existing energy
systems. Global technological and economic developments require highly sustainable,
integratable and abundant energy sources. The seamless operation of technical systems,
especially of large centralized production units and infrastructure for transmission and
delivery of energy, is another main factor influencing reliability. Transmission and delivery
infrastructure in the form of pipelines and electric grids brings structural rigidity to the
energy sector and reliance on their functioning and outreach. Disruptions to system operation
happen from environmental, technical and human caused origins. The main environmental
risk was found to be corrosion of metallic structures and windstorms, as these hazards
damage transmission and distribution infrastructure. The main technical hazard for the
energy sector is a deviation from the electric grid 50Hz nominal frequency. This hazard is
mostly related to adequacy of supply and accurate demand projections. Generation
availability is a future systemic challenge as RES is deployed. Human caused hazards,
mostly cybercrime related, are an emerging security concern especially as systems become
digitalized and more connected.

2. How do environmental policy and technological trends affect a sector that is

characterized by high requirements of reliability?

Supply side transformation, energy efficiency measures and infrastructure developments are
the main trends in energy related changes. Supported and driven by policy, the central
objective to be reached by these changes is the decarbonization of involved sectors. Set
policy from governing authorities is expected to change the existing status quo. Primary
public intervention actions include carbon pricing, market regulation, standards, relevant
reduction and capacity targets and infrastructure projects. A multitude of financial measures

are also accessible to political institutions along with primary measures. In this process an
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increase in self-sufficiency, resilience and reliability are expected additional benefits for
energy systems. The desired positive outcomes have several barriers to overcome. Financial
limitations and issues related to adopting new technologies are the most prominent obstacles
in transforming the sector. Along with these obstacles, national policy and disparities among
regions are factors that can slow down the transition. As near term challenges such as coal
phase-outs and RES deployment develop, more accurate future trends and expectations for
the energy transition should follow from reaching intermediate stages of transition. Energy
efficiency measures will reach a fundamental limit in how much consumption can be
decreased. After reducing consumption to its limit, the decarbonization agenda is mainly
driven by supply side transformation and technological development. The need to
commercialize new carbon neutral and storage technologies and increase competitiveness of
those already being deployed is obvious. Keeping energy prices low throughout the

transition is another challenge during this systemic change.

The required reliability of the energy sector is reached when supply and demand are in
continuous balance. Reliability in the transitioning energy systems is built in by flexible
generation and adequate wind and solar capacity. As RES capacity increases coupled with
grid connectivity developments, reliability improves on the large scale. Set policy has taken
into account the requirement for a more interconnected and capable grid with CCGT as the
main choice for flexibility purposes. Grid development is carried out to connect market
areas, reduce the occurrence of bottlenecks, build routes of delivery and to allow for
increased market participation in both production, consumption and future storage purposes.

3. How can the drawbacks in the existing system be mitigated during and after the

transitioning phase?

The existing energy systems have several drawbacks, though changes throughout the energy
transition solve or alleviate some of them. The most obvious drawbacks are the
environmental effects of fossil fuels and the exhaustion of associated reservoirs. Seasonal
increases in energy consumption influence required supply. Proposed solutions to this
problem are increasing supply capacity, demand-side management and long term storage
options. Currently there is reliance on scheduled energy production based on consumption
forecasts to match demand. A proposed alternative to supply-side control is demand
response, where electric loads are used to balance supply and demand. Lack of storage
options beyond traditional fuel products limits the flexibility potential. Sector flexibility is
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especially required for fluctuating demand and inconsistencies in RES production of
electricity. Daytime light exposure and local weather conditions along with the variance in
production capabilities through seasonal and monthly cycles present the sector with related
energy supply challenges. Planning solar and wind production in terms of optimal location,
capacity and production pattern complementarity can mitigate system reliability issues.
Energy efficiency practices have inherent theoretical limits as to how much consumption
can be decreased. The efficiency pathway is therefore limited, and the energy transition will
have a high priority on the producing side and fuel switching. A high degree of centralization
in production causes supply risk in the case of hazards. Decentralization can therefore
mitigate hazard induced supply risks. Improving grid outreach through connectivity
developments enables electrification of consumption, decentralized production, the
installation of adequate supply capacity and integrated markets. Commercializing consumer
energy technologies for residential and transport energy use can have a liberalizing effect
through decreasing reliance on grid infrastructures. This pathway has potential for delivering

self-sufficiency for consumers on a smaller scale.
4. What are the factors undermining the resilience of energy systems?

The resilience of the energy sector is dependent on self-sufficient and uninterrupted
production of sufficient amounts of energy to match consumption. Dependency on imported
natural gas and crude oil is the largest undermining factor to self-reliance. The lack of
diversification in import origins adds an additional element of centralization to sectoral
reliability and geopolitical power. Technical issues are another disruptive factor for
consistent functioning. Changes in local climate may cause an increase in overhead line
damages and may bring generation variability challenges for RES production through
changing weather conditions and effects on hydrosphere balance. Large scale centralized
energy production units and the associated transmission infrastructure must have resilience
built in technical systems and operational procedures. The degree and type of public
intervention with energy related activities can also be subject to question as to how much
involvement is beneficial without net negative effects. National energy sectors differ
significantly, and an element of uncertainty regarding differences in adaptive capabilities
exists, requiring regional adjustments. Production methods, network capabilities, supply
chains and end consumption are just a few factors contributing to possible causes of

divergence from Union level policy. Political rhetoric and decisions that are not in line with
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pragmatic solutions can cause false idealism regarding sustainability and economic viability
of systemic transition. Digitalization trends with controlling system functions adds a new
dimension to infrastructure security. Cybersecure practices and systems must be applied to
cover this new pathway of hazard propagation. The feasibility of commercializing desired
technology options is largely influenced by economic conditions.

5. What specific changes and trends are occurring?

Of the supply side transformation, the increases in wind and solar capacity are the main
trends. Installing adequate capacity of RES and flexible production are the near-term
developments for electricity production, while coal is phased-out as a result of the EU ETS
and legislation. Grid infrastructure develops to supplement the capacity increases and enable
better market conditions. Regarding other hydrocarbons, natural gas imports are in an
uptrend while crude oil remains at its respective level. Nuclear power in Europe is mostly
subject to lifetime extensions in existing plants with some nations establishing political
commitments to reduce capacity. Electrification of consumption is a prevalent trend in
consuming subsectors. Energy efficiency measures also decrease the total energy consumed.
Industrial facilities integrate efficiency measures across ubiquitous parts of processes to
achieve energy savings. European residences are subject to renovation strategies, while the
transport sector is subject to growing electrification, CO,- standards, sustainable transport
increases and unit consumption decreases. According to the IPCC the environmental
changes concerning the European region are increases in precipitation and wind speeds. This
will likely cause overhead electric line damages and flooding related damages to
infrastructure. Digitalization and information based systems increase in prevalence in a wide
array of applications from process components to control systems furthering loT
development. This adds a cybersecurity dimension especially to critical infrastructure related
activities. The EU Reference Scenario projects CO2 emission reductions of 40% up to 2050
from their 2020 levels in energy and industrial activities. For non-CO2 emission reductions
a decreasing trend can be attributed to cooling and waste subsectors. Finally, energy storage
and local production are being developed for future commercialization. Table 3 has compiled

occurring trends and their associated consequences.



72

Table 3. Energy transition trends and consequent effects

Occurring trend

Consequences

Increasing solar and wind capacity

Transition to systemic reliance from fuel supply,
Electrification, Clean energy production, Grid and

flexibility requirements and developments

Fossil fuel phase-out

Emission reductions, Replacements in production

methods, Fuel source substitutions

Infrastructure developments

Market integration, Enabling production and storage
capacity, Increased reach for consumption, Price
stabilization, Structural energy security and

transmission capabilities

Energy efficiency measures

Emission reductions, Energy savings, Ubiquitous
unit efficiency developments, Process optimization,

Building renovations

Electrification

Fuel switching, Unit consumption changes,
Efficiency increases, Need for more encompassing
grid

GHG emission reductions

Decreased carbon output in sectoral activities,

Environmental benefits

Digitalization

Remote monitoring and control, 10T, Cybersecurity
vulnerabilities and protective measures, Data

collection

Technological developments

RES competitiveness and parameter optimization,

Energy storage technologies, Demand response

6. What might energy systems and structures look like in the future as a result of

political and technological drivers?

Making predictions solely from occurring trends is difficult as uncertainties are certain to

arise. The process of constant change across multiple participants involved in the energy

transition is susceptible to sudden change. More integrated electricity markets with
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increasing cross-border trade are a likely development in the continental scale. Additions to
power grid connectivity and reach will reduce segmentation, allow more RES integration,
and stabilize prices. Storage technologies may become increasingly integrated in various
power services. The flexibility in fitting energy storage in energy networks gives them
potential for multiple functions. A flexibility option in response to increased consumption
for seasonal spikes or balancing services are examples of potential use cases. Variability in
production patterns will be more prevalent, as technologies such as solar panels become
more widespread. The supply transformation will shift focus from fuel supply and efficiency
of combustion to technology optimization of relevant performance indicators and grid
management and operation for responding to demand signals. The energy storage
technologies that will ultimately be commercialized and integrated to energy services are
still unclear. Electricity, heat and gas storage all have technological options, the most mature
being the storage of gaseous fuels. Electricity is the existing energy transmission standard
and grid balancing is a crucial aspect of electricity networks. Therefore, the most
developments are likely to happen in electric grid energy storage. As district heating services
are heavily localized and require the production of heat, storage for heating purposes may
remain a minor part of large scale sectoral functioning. CCGT plants are projected as an
integral part in the EU energy system, hence the presence of natural gas in future projections
by the Reference Scenario. In the long term, hydrocarbon reductions could be achieved
through an alternative gaseous fuel, such as various synthetic or bio-based gases. The fuel
mix for consumption is projected to change through fossil fuel reductions, replaced by
electricity, hydrogen and RES as total consumption decreases. The reduction of fossil fuels
gives way for hydrogen integration to the fuel mix. Demand response methods may also

have replaced supply-side control in many applications.
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Figure 30. Possible future European energy system concept with solar, wind and gas generation in
production and storage options integrated

7. How will future energy systems have mitigated existing vulnerabilities?

If real development can keep pace with policy and projected trends, the European energy
sector can mitigate vulnerabilities not only from the environmental perspective. Shifting
energy reliance from finite sources to more sustainable technologically based systems,
removes the risk of resource exhaustion. Energy security would be built in the technology
and infrastructure itself instead of being reliant on a linear supply chain. Reliability will be
achieved through adequate carbon-neutral production capacity for power generation and
flexibility options for supplementing generation availability. The complementarity of wind
and solar power production patterns will likely be integrated to sector functioning and
remaining flexibility needs satisfied with CCGT and storage technologies. However as
natural gas is planned as an intrinsic part of the EU energy sector up until 2050, self-
sufficiency is not likely going to improve from an import dependency perspective. The
Reference Scenario projects imported products to remain at their respective levels. The
geopolitics revolving around this issue and interrelated economies of importing countries

and the EU add a limiting factor to the equation.

Whether local production becomes economically attractive for consumers is a future
question. The potential of small scale local production is evident when looking for future
energy market liberalization through decentralized production. Centralized plant sites can

integrate a diversified portfolio of RES production methods because of growing
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electrification and grid developments. This could help an individual business and the local
energy system by allowing for complementarity between RES technologies and storage
options. Hybrid plants could be further incentivized by grid and storage technology
development in geographically optimal regions. Experience with large scale operation of
solar and wind should yield information about their function, complementarity and
interoperability. Long term change in flexible production could be achieved through fuel
switching regarding transitioning from fossil natural gas to other sustainable gaseous fuels.
The potential pathway of reducing import dependency through these energy sources has
multiple variables attached. Exiting infrastructure refittings and replacements, inadequate
supply capacity, hydrogen embrittlement and stakeholder engagement are some examples of

potentially limiting factors.
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6. SUMMARY

The estimation of the vulnerabilities in the European energy sector is complex when
uncertainty in developments is simultaneously present. Relying on projected trends limits
the accuracy of estimating outcomes that arise from the occurring systemic transition.
limiting specificity to current data. Existing vulnerabilities have been evaluated from the
perspective of systemic self-reliance on the continental scale being viewed as advantageous.
Characterized by constant need of flawless operation, the energy sector and its associated
functions suffer from the presence of technical, environmental, social and economic risk
factors. A high degree of interdependence among the energy sector and other societal
functions means that the criticality of energy related activities is evident. This criticality
implies the necessity of directing attention toward addressing vulnerabilities in energy
systems. In this thesis, multiple different vulnerabilities have been identified and classified
by the potential hazard associated with said vulnerability. These hazards are categorized into
technical, environmental and human caused hazards according to their origin. The human
caused hazards can be extended to include an institutional and governmental aspect in hazard
estimations beyond simple instances of sabotage or human error.

The environmental hazards found to be most impactful on the energy sector are related to
storm damages as they damage overhead electric lines. The IPCCs climate projections for
the European region predict increased precipitation and heat extremes, while cold extremes
are decreasing. The Mediterranean region is susceptible to droughts and Northern Europe to
increased flooding. Changing temperature ranges may have impacts on wind generation,
storm prevalence and hydrosphere stability. Renewable generation may be affected by
environmental changes through generation availability effects of climate events. Of related
sectors, the transport sector has found to be most vulnerable to environmental hazards. A
significant long term environmental effect on the energy sector is corrosion. Metallic
structures, especially transmission and delivery infrastructure, are located in various
corrosive environments. Exposure to atmospheric, underground and underwater corrosion
require protective measures to be applied. Protective measures include coatings, paints and
material selection for the type of corrosion exposed to. Technical hazards relate to impaired
functioning of components and systems. Such elements can range in scope from common
machinery to entire networks of connected units. A variety of failures can occur from

multiple initial causes ranging from faulty equipment to improper process parameter control.
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Human caused hazards to technical systems are also a classification of origin for failure. The
most significant of these for energy related activities are cyber-related. The expansion of
digital control systems and connectedness of constituents to critical infrastructure add a new

dimension to possible human caused hazards.

Sector specific vulnerabilities have been assessed by classification to those regarding
production, transmission, consumption and involved organizations. The most significant
production related vulnerabilities are insufficient fuel supply and centralized plant outages.
Fuel supply issues such as resource exhaustion or supply chain problems can limit sector
input energy affecting delivery and consumption. Import dependency is related to fuel supply
vulnerabilities, as it adds structural reliance and decreased self-sufficiency in production. A
reliance on imports also leaves energy supply risks when import portfolios are centralized.
Transmission and delivery are key stages in connecting consumption with production. The
energy sector has technical reliance on related systemic functioning. The electric grid must
maintain nominal frequency of 50Hz, signalling a balance of supply and demand. Frequency
is mainly controlled by accurate energy consumption forecasts and the adequacy of power
generation capacity. Grid frequency control problems occur when consumption does not
match forecasts and load management capabilities are limited. The technique of supply side
control has vulnerabilities through changes in consumption that do not match historical data
based forecasts. Electricity cannot be currently stored in large quantities, leaving flexible
production requirements to supplement variable renewable generation and fluctuations in
consumption. The centralized nature of transmission networks for electricity and gas, leave
lower level grids reliant on the national and transnational scale infrastructure. Along with
the reliance on core networks, grids are also susceptible to the occurrence of bottlenecks,
inadequate transmission capacities and limited interconnectivity. The degree of
interconnectivity in the network influences the occurrence of bottlenecks, structural
integrity, connection points and the possible routes of transmission. Connection points
determine the network connectivity potential. A connection point with multiple connections

is significant from a reliability perspective, as an outage would have more locations affected.

Consumption is reliant on the functioning of earlier sector areas of production and delivery,
especially in the presence of limited routes of delivery. The transport sector is the largest
consuming subsector. Its vulnerabilities are related to transport fuel supply and

environmental hazards. Transport electrification also adds an element of reliance on
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charging infrastructure and grid outreach, increasing grid reliability requirements as sectoral
coupling among electricity generation, delivery and transport occur. Industrial consumption
is more localized and characterized by concentrated consumption of large quantities of
energy for various industrial processes. From a grid balancing perspective, industrial
consumers are most significant. Vulnerabilities can arise from high dependency on a single
delivery network. Unexpected consumption halts may cause imbalances to the network,
leading to an increase in grid frequency. Household consumption connects at the delivery
network end in numerically high amounts, thus having the benefit of decentralization. Little
gird balancing risks are present unless entire delivery networks have outages. Connecting
points and overhead lines are significant for this function. Household consumption however
is highly dependent on seasons. Energy consumption spikes through winter seasons and
drops in the summer due to heating requirements. Winter season brings its own challenges

in increasing consumption and the seasonal effects on RES generation.

Organizations involved in the energy transition are subject to adaptation to Union level
policy. As the EU is a collection of nation states, difficulties in transition are certain to occur
because of conflicting national and business related interests. Balancing collective
developmental plans and stakeholder interests in accordance with their adaptation capacity
is an ongoing process. Public interference with private sector activities can lead to both net
negative and positive outcomes, leaving responsibility for implementing correct measures
that are in alignment with desired outcomes and practical feasibility. The main policies being
administered revolve around GHG reductions, energy efficiency, RES deployment and
market interconnection. Reducing import dependency and incentivizing low-carbon

technologies are additional measures in the decarbonization agenda.

General problems and challenges in current energy systems and those brought with the
transition have been estimated. Certain vulnerabilities are expected to diminish while new
issues are brought along the mitigative measures. Environmental changes can possibly affect
overhead transmission line damages through increased prevalence of storms and floods.
Hydro power reservoir levels may also be subject to negative effects from precipitation
changes and droughts. Cybersecurity issues brought by digitalization in sectoral activities
add a new dimension for human caused hazards and requirements for protection.
Interconnection of technical components and automatization of control systems present

requirements for cyber related competence, protection, co-operation and system resilience.
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Europe’s dependency on imported natural gas and oil can be viewed as an energy supply
sector problem. The high degree of centralization in import origins and lack of domestic
production capacity undermine the objective a of reliable and diversified energy market. The
substitution of imported energy products also comes with its own challenges of adequate
capacity, fuel switching and infrastructure replacements and refittings.

The effects of corrosion have substantial economic impacts. Associated challenges are
replacing components that have been subject to corrosion induced deterioration and to
advance protective measures to protect investments. Applying paintings and coatings and
proper material selection are some protective procedures for long term advantages. Market
integration through network connectivity improvements and increasing the reliability of
electric grids are central for the further deployment of renewables with solar and wind power
at the forefront. Further challenges regarding the electric grid are integrating demand
response, cross border trade and storage technologies for improved network functioning.
Energy price stabilization as variable capacity generation increases and further improvement
of energy systems to address seasonal demand spikes are related issues to RES
competitiveness and capacity, grid flexibility and market connectivity. The optimal
functioning of the infrastructures around energy production and consumption become more
significant as the energy sector transitions towards energy conversion systems from the

previous fuel supply chain reliance.

Key challenges have been categorized to short and long term ones and related responsibilities
of the public and private sectors have been identified. The main longer term problems are
the import dependency problem and integration of energy storage technologies at various
scales of the energy system. Solutions to import dependency are mostly supply side related.
Fuel switching for example from natural gas to hydrogen, or a mitigative solution by
diversifying import origins, are proposed pathways. The development and integration of
energy storage for multiple scales on the energy system should help in offsetting the
variability in RES generation, add flexibility and help respond to demand spikes on various
timeframes. Technological challenges for storage include capacity and efficiency increases
and developing new technologies for different scales and market deployment. Market and
regulatory issues revolve around creating appropriate market signals for storage investments

and building a common balancing market for the whole European region. Other challenges
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include developing a holistic approach to bridging technological, regulatory, market and

political aspects.

Those problems that arise from the initial effects of the energy transition have been
categorized as short term challenges. The central factors in the short term issues are increases
in solar and wind deployment, energy efficiency measures and grid developments. RES
capacity increases bring challenges in energy pricing, building sufficient capacity,
addressing the variability of generation and planning systems in terms of production pattern
complementarity. Energy efficiency measures are applied across multiple sectors in various
ways, through for example commonly used machinery and appliances. This pathway for the
energy transition has inherent theoretical limits as to how much consumption can be reduced.
Along with this fundamental restriction, there are barriers in implementation of efficiency
measures. Some identifiable ones are poor energy management, uncertainty over energy
savings projects, new cost avoidance, lack of internal stakeholder involvement, resistance to
change and willingness to maintain status quo, complexity in regulations and lack of
government funding. Electric grid functioning is limited by generation-demand mismatches,
especially during RES capacity increases, with consequent requirements for advancements
in frequency, voltage and congestion management control. Demand response, controlling
and observing distributed resources by TSOs and DSOs are potential aspects and challenges

for the future systems.

Responsibilities and challenges in the energy transition have been arranged between
governments and businesses. The role of governments in enhancing energy sector resilience
during the adaptations consists of policy implementation, providing information and
services, improving the resilience of state owned assets and mobilizing available financial
resources. Certain political measures that have potential use in addressing the challenges
associated with the energy transition have been distinguished. The set of public intervention
measures includes carbon pricing, co-funding of investments, subsidies, loans and
guarantees. Further measures are such as research and development funding, tax reforms,
standards, bans, market design and regulation, strategy development and planning along with
energy related communication. Business related challenges are related to adapting to set
policies, with RES capacity developments and energy efficiency measures as central
developments. Building renovations, emission standards, fuel switching, process

optimization, electrification and transitioning to systemic reliance from the fuel supply will
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Impact investment activity in the private sector. These trends occurring cross-sectorally have
technical and economic barriers that require taking into account the associated energy price

and policy risks.

In this thesis, vulnerabilities, hazards and occurring trends have been evaluated for the
European energy sector. The scale and complexity of the topic along with the difficulty in
estimating future outcomes have limited the specificity of analysis. Scenario and
developmental trends and projections were used as the basis for subsequent possibilities.
Reliability and continental self-sufficiency through ample renewable production capacity,
uninterrupted operation and wide-reaching infrastructure have been the desirable
characteristics for the sector. A reduction in imported energy products has been found to be
a major challenge for reliability across the whole region. A large portion of this thesis has
been dedicated to writing about challenges regarding energy systems during the energy
transition with mentions of possible solutions. These challenges affect stakeholders cross-
sectorally due to the nature of energy related activities. Interdependent sectors connect
multiple stakeholders to transition related developments, adding further complexity to the
topic. The Reference Scenario has been the main reference used to align trends and
projections with the challenges regarding sectoral vulnerabilities, adding both limitations
and direction to evaluation. Findings of vulnerabilities and challenges have been abundant,
while distinctions between real developments and possibilities are lacking with regard to

actual implementation of measures for vulnerability reduction.
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