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This bachelor’s thesis examines the sustainability effects of utilizing cloud and edge
computing in the manufacturing industry. Additionally, the concept of edge cloud computing
and its benefits are presented. The topic is examined by analyzing the sustainability of cloud
and edge computing solutions and their use cases in manufacturing. The research is
conducted as a literature review and industry published material is also used to understand
market needs for these technologies.

The results indicate that utilizing cloud and edge computing in manufacturing for purposes
such as data analysis, automation, and interorganizational collaboration can offer significant
sustainability improvements. These include better resource and energy efficiency, improved
productivity, safety, quality, flexibility, and scalability. Cost savings and reductions in waste
and downtime can also be achieved. Research shows that cloud computing is more
sustainable and energy efficient than its alternative, localized servers. Edge computing
solutions offer lower latency compared to centralized data centers. Furthermore, edge
computing enables savings in energy consumption and costs by reducing the amount of
required data transportation.

Decentralizing cloud resources into edge cloud data centers offers computing capabilities
with low latency. This allows hosting latency critical applications that exceed the computing
capacity of edge devices. Furthermore, edge cloud data centers can enable significant energy
and cost savings for applications that are not compute-intensive. Latency tolerant compute-
intensive applications should be hosted in larger centralized data centers with higher energy
efficiency and processing capacity.
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1 Introduction

The manufacturing industry — an essential part of any developed society — is currently
consuming lots of non-renewable resources and significantly contributing to climate change.
Increased demand, dwindling resources, and shifting consumer preferences set significant
sustainability challenges to the industry. To address these issues, it is undergoing a
transformation driven by the fourth industrial revolution, also known as industry 4.0. The
core idea of Industry 4.0 is using emerging technologies such as loT (Internet of Things),
cloud and edge computing, artificial intelligence, augmented and virtual reality, and big data
analytics to make production processes more responsive, flexible, efficient, and sustainable

(Ghobakhloo 2018). This is known as smart manufacturing.

Smart manufacturing environments will be equipped with a massive number of sensors and
systems constantly creating new data that can be useful when processed and analyzed (Frank
et al. 2019). Currently, most of the data is processed in large, centralized cloud data centers,
requiring transportation over long distances. This creates issues with increased latency and
high energy consumption. However, the emergence of 10T is driving computing solutions
toward more dispersion; in 2018 10% of enterprise-generated data was created and processed
outside of a centralized data center or cloud, whereas Gartner (2018) estimates that by 2025
this figure will reach 75%. Processing data closer to its source, known as edge computing,
is a key to enabling new latency critical smart manufacturing use cases such as real-time
process adjustments and advanced robotics. Furthermore, utilizing edge computing can
significantly reduce data management related energy consumption by reducing the need for

data transportation.

Research on the future developments of cloud and edge computing suggests that centralized
data centers will be used for the heaviest computing tasks such as advanced big data analysis,
whereas most industry generated data will be analyzed and processed close to the source by
the data generating devices themselves, or in dispersed edge data centers (Abbas et al. 2018;
Shahzadi et al. 2017; Georgakopoulos et al. 2016). This type of ecosystem will enable real-
time analysis capabilities with minimized latency and make data utilization more sustainable

by decreasing total energy consumption.



1.1 Research problem and objectives

Even though the concept of Industry 4.0 arose as attention to sustainable development grows
exponentially, most of the research on the topic focuses on the technical perspective
(Abubakr et al. 2020). The sustainability of cloud computing, edge computing, and Industry
4.0 have been researched independently, but research has not provided an overview of their
combined sustainability effects. Consequently, this thesis combines the findings of research
on cloud and edge computing, manufacturing use cases, and their sustainability aspects to
present a more holistic view on the implementation of these technological solutions. This
study also presents the benefits of combining cloud and edge computing into a paradigm

called edge cloud computing.

This research is a contribution to Nokia’s Competitive Edge project in collaboration with
Business Finland. One of the main goals in the Competitive Edge project is improving
sustainability of data utilization with edge computing solutions. The goal of this paper is to
present an overview of the sustainability effects of utilizing cloud and edge computing in the
manufacturing industry. For Nokia’s research and development on edge cloud computing,
this study aims to present a summary on industry and research findings on the sustainability

of edge cloud solutions and identify suggestions for future research on the subject.
The main research question is:

- How can the utilization of cloud and edge computing promote sustainability in the

manufacturing industry?

To broaden the perspective from use cases, this study also examines the sustainability

aspects in implementing cloud and edge computing.

This view is represented with two sub-questions:
- What are the sustainability aspects associated with cloud and edge computing?
- Are there benefits to decentralizing cloud resources by creating edge clouds?

By answering these questions, this thesis articulates how cloud and edge computing can
create value in manufacturing, especially in terms of promoting sustainability. This is
important due to increased demands of sustainability by stakeholders such as regulators,

customers, and investors.



1.2 Research methods, limitations, and structure

The research is conducted as a qualitative study in the form of a literature review. It covers
theoretical frameworks, case studies, and research reviews published in academic literature.
Combinations of keywords are used to query academic databases to find literature on the
topics addressed in this thesis, Figure 1.

Keywords Limitations Databases
* Cloud computing * Software-level architecture * Scopus
* Edge computing research excluded * Google Scholar
¢ Edge cloud « Emphasis on manufacturing * IEEE Xplore
* Hybrid cloud and sustainability context « SpringerLink

¢ Industry 4.0 * Recent publications favored * Science Direct

¢ Smart manufacturing
¢ Cloud manufacturing
e lloT

* Data

* Sustainability

Figure 1. Used keywords, limitations, and queried databases.

When researching computing solutions, many publications focus on presenting software-
level details and architectures. This thesis is limited to examine the impacts of utilizing
computing solutions instead of the details in implementing them. Therefore, details on
software-level architectures and implementation methods are not presented. Emphasis is
placed on publications addressing cloud and edge computing in manufacturing and
sustainability contexts. Additionally, other technologies and concepts are covered only in
the context of requiring or supporting cloud and edge computing solutions or smart

manufacturing use cases.

As the technologies and concepts discussed in the thesis continuously evolve, the most recent
publications are favored. However, highly cited older research is also utilized. Often these
older publications have introduced a concept for the first time in literature or significantly
contributed to its development. To present market impacts and industry interests, this study

also utilizes material published by industry-leading companies. Industry published material



is mainly used in the form of white papers and reports conducted by consulting and research
firms, such as Accenture and Gartner. Finally, publications by standards organizations are

used to introduce definitions of concepts and terms.

This thesis is structured into five chapters, each serving their unique purpose. The structure

is presented in Figure 2.

Input Output
Preliminary research, discussions 9 Chapter 1 5 Background, aims, limitations,
with Nokia Introduction research method, and structure

A 4

Theory on Industry 4.0,
Chapter 2 Familiarising concepts,

sustainability, and .
' — Industry 4.0 and computin —_— e
computing solutions. - definitions, and terms

A solutions
Industry views on edge clouds
A 4
Theory and measurements on Chapter 3 Environmental and economic
sustainability of cloud and edge H Sustainability review - cloud and H impacts of utilizing cloud and
computing edge computing edge computing
v
Theory and‘case studies on Chapter 4 Sustainability benefits from using
manufacturing use cases for S Manufacturing —>  cloud and edge computing in
cloud and edge computing use cases manufacturing
A 4
Answers to research questions,
Chapter 5 indi
Findings from previous chapters H P y ) assessment of research findings
Conclusions and realiability, proposals for

future research

Figure 2. Thesis structure.

Input side of the figure describes the data that was used to create a specific chapter. Output

side describes what the chapter addresses and offers to the reader.



2 Industry 4.0 and computing solutions

This section introduces the relevant theoretical framework for the topics addressed in this
thesis. First, the concept of sustainability in manufacturing is introduced. Then the changes
in the manufacturing industry are explained through Industry 4.0 and smart manufacturing
concepts. Then terms and concepts associated with cloud and edge computing are
introduced. Lastly, solutions combining the characteristics of cloud and edge computing,
including fog computing, Multi-Access Edge Computing (MEC), and edge cloud computing

are reviewed.

2.1 Sustainability in manufacturing

According to the original definition by the World Commission on Environment,
sustainability is economic development that “meets the needs of the present without
compromising the ability of future generations to meet their own needs.” (WCED 1987). A
close concept associated with sustainability is sustainable development. According to the
United Nations, sustainability is a long-term goal, whereas sustainable development refers
to the procedures and actions used to accomplish it (UNESCO 2015). The general concept
of sustainability can be split into three equal dimensions: environmental, economic, and

social dimension (Purvis et al. 2019).

Environmental sustainability focuses on maintaining the well-being of the environment,
directly linking it to human welfare (Beattie 2021; Goodland 1995). In manufacturing,
environmental sustainability means maintaining the well-being of the environment with
conscious manufacturing processes and practices. It includes things such as reduction of
energy usage, sustainable resource consumption, and greenhouse gas emissions. (EIMaraghy
2021)

Economic sustainability is defined as a healthy balance of costs and profits that ensures
business continuity. This promotes efficiency, waste reduction, and high productivity in
manufacturing. (EIMaraghy 2021) It does not refer to being profitable at all costs, but instead

achieving profitability while simultaneously preserving natural, human, and social capital.



Social sustainability refers to actions, systems, and relationships that support the capacity of
people to create livable communities (Beattie 2021; Goodland 1995). In the context of
manufacturing, it is concerned with the wellbeing of humans working in production
environments and on their quality of work. The ongoing industrial revolution increases the
interaction between humans, technology, machines, and robots. This increased interaction
has the potential to benefit humans by improving their quality of life and productivity.
(EIMaraghy 2021)

The US Environmental Protection Agency, EPA (2020) defines sustainability in
manufacturing followingly: “Sustainable manufacturing is the creation of manufactured
products through economically-sound processes that minimize negative environmental
impacts while conserving energy and natural resources. Sustainable manufacturing also
enhances employee, community and product safety.” Fisher et al. (2018) have identified five
key drivers pushing manufacturers towards sustainability: legislation, customer demands,
shortage of natural resources, population increase, and business competitiveness. The
benefits in pursuing sustainable manufacturing include reduced costs and waste, improved
efficiency, competitive advantage, and better regulatory compliance (EPA 2020). When
Deloitte (2021) surveyed 750 company executives, nearly half reported that environmental
sustainability initiatives measurably boosted their corporate financial performance.

Sustainability can be realized in manufacturing with the 6R approach, presented in Table 1.

Table 1. 6R's of sustainable manufacturing, adapted from (Abubakr et al. 2020; Jayal et al. 2010).

6R item Description ‘
Reduce Reducing energy and resource consumption results in lower waste.
Reuse Reusing manufactured parts after their lifecycle decreases resource

consumption.

Recycle Refers to reusing materials that are typically regarded as waste.

Recover Collecting components at the end of their lifecycle and disassembling
and cleaning them to use the parts for the next product.

Redesign Designing products to be as maintainable as possible using techniques
such as modularization.

Remanufacture = Process that returns a used product to as good as new or even better

state while reusing the key components.



The 6R approach aims to integrate sustainability into every part of the product life cycle.
Furthermore, it encourages moving from a single life cycle paradigm to focusing on multiple
product life cycles with innovative solutions. (Jayal et al. 2010) The ways to pursue
sustainable manufacturing can also be divided into six different aspects, presented in Figure
3.

Personal
health
Waste Environmental
management friendliness
Sustainable
manufacturing
Power Operational
consumption safety
Manufacturing
costs

Figure 3. Aspects of sustainable manufacturing (Abubakr et al. 2020).

These aspects include energy consumption, costs, waste management, environmental
preservation, health, and safety. All these are related to the three dimensions of sustainability
— environmental, economic, and social - represented in literature. (Abubakr et al. 2020)
Research indicates that the future of manufacturing will create new business models and new
sustainable manufacturing practices that are significantly different from those used today
(Hughes et al. 2022; EIMaraghy et al. 2021).

2.2 Industry 4.0 and smart manufacturing

Industry can be characterized as the sector of the economy that produces highly mechanized
and automatized material goods. Since the beginning of industrialization, technological
advances have resulted in new ways of working, referred to as industrial revolutions. The
first revolution brought mechanization, second electrical energy, and third widespread

digitalization. (Lasi et al. 2014) The ongoing fourth industrial revolution can be seen as



extension to the digitalization base built by the third, and it refers to integrating various
emerging technologies to provide digital solutions that add value to the entire product
lifecycle (Frank et al. 2019). The amount of research published on the phenomenon has been
increasing exponentially, making it one of the most popular topics in both professional and
academic circles (Chiarello et al. 2018).

The manufacturing industry is a critical component of the product provisioning system and
a fundamental part of modern civilization. A rapid increase in demand and standards for
quality of life, combined with a decrease in available resources set significant sustainability
challenges to the industry. Another major sustainability challenge is adverse environmental
impacts from current industrial production. The industry is responsible for developing new
solutions toward a more sustainable manufacturing concept to combat these challenges.
(Abubakr et al. 2020) One way to approach them is to utilize the exponential growth of

technology and new possibilities it creates.

The term Industry 4.0 was first introduced in 2011 by a German initiative involving
academia and private companies. It was a strategic program aimed at developing
sophisticated production techniques to boost German industry productivity and efficiency.
(Frank et al. 2019) Now the term is used interchangeably with the fourth industrial revolution
(Vaidya et al. 2018). Industry 4.0 is based on the smart manufacturing concept, where
production processes automatically adjust for multiple products and changing conditions
(Wang et al. 2016a). Possible benefits from this are increased efficiency, quality, safety,
productivity, flexibility, customization, and more sustainable resource consumption
(Dalenogare et al. 2018). Furthermore, information sharing and collaboration in supply
chains are stressed, with the goal of synchronizing production with suppliers in order to
reduce delivery times and communication bottlenecks that create bullwhip effects (Ivanov
et al. 2016). This synchronization also enables manufacturers to pool resources in
collaborative manufacturing, which allows each actor to focus more on core competencies
(Lin etal. 2012). The increased synchronization also encourages sharing product innovation
capabilities on industry wide platforms to co-operatively develop complementary products

and services for increased customer value (Frank et al. 2019).

Enabling increased collaboration and flexible production requires interconnectedness of
systems, machines, and actors. The manufacturing plants of the future will be covered with

sensors and autonomous systems continuously producing data. Various Industry 4.0



technologies can be integrated with physical factory objects with the support of 10T. As a
result, physical factory objects are integrated with the factory's virtual dimension, including

data and simulation. This concept is known as cyber-physical systems. (Frank et al. 2019)

The amount of data is constantly increasing, and the main contributor to this trend is 10T,
which refers to the network of devices connected to the internet (Bajic et al. 2019). The
number of internet-connected devices is predicted to increase from 22 billion in 2018 to 50
billion by 2030 (Statista 2021). These devices generate large amounts of machine-generated
data, which is referred to as “Big Data”. Solutions such as cloud computing, edge computing,
and big data analytics are used to handle storing, processing, and analyzing this data. (Bajic
et al. 2019) Combining loT data collection with data analysis technologies is expected to
provide new important information for decision making (Lee et al. 2014). Figure 4 illustrates
cloud computing and big data analytics with interconnected data producing entities in

Industry 4.0 environments.

Advanced
data analysis

N

Enabled by big
data in the cloud

Smart Products

Smart Factory

“

Figure 4. Cloud computing and big data in Industry 4.0 (Velasquez & Estevez 2018).

Cloud computing enables the storage and processing of large amount of data produced by
machines and sensors in smart factories. Additionally, it provides a platform for supplier
data synchronization and analysis for increased collaboration. Having customer data stored
and easily analyzed on a cloud platform enables efficient customer relationship management.
Smart products refer to items shipped to customers with embedded sensors, processors, and
software that are connected to the internet to provide monitoring data for more intelligent
product lifecycle management (Frank et al. 2019). This enables efficiency in after-sales

service solutions such as preventative maintenance. Big data analysis techniques are used to
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analyze this enormous amount of information to assess the state and operation of entities
involved in the manufacturing processes. For example, analysis of factory machine data can
enable more intelligent predictive maintenance, which reduces costs and downtimes. Data
analysis techniques allow detecting patterns and correlations which can be used to improve
production processes, predict customer demands, and identify possible bottlenecks.
(Velasquez & Estevez 2018)

However, when making real-time adjustments to manufacturing processes, cloud computing
may not be a suitable analysis solution due to high latency resulting from long data transfer

distances. Hence, edge computing is also utilized, Figure 5.

Advanced data analysis,

Cloud computing long term storage

Big data N
Small amount
of data

Data preprocessing,
filtering, minor analysis

Edge computing
\\ 4

Interconnected systems
guided by production data

Continuous massive
data generation

Figure 5. Computing solutions in a smart factory.

Edge computing functions as a preprocessing layer between the data generating devices and
the centralized cloud. The edge computing infrastructure is physically closer to the factory
floor, often even on premises. Therefore, edge computing can preprocess and filter data near
the source, reducing the quantity of data going to the centralized cloud. This is concretely
done by enabling minor data handling capabilities in data generating devices themselves or
by deploying dedicated servers for it. (Satyanarayanan 2017) This enables cost and energy
savings in data transfer (Eriksson 2020). The data sent to the centralized cloud is generally
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stored for complex analysis, which requires significant computing resources (Bajic et al.
2019).

Edge computing also allows performing limited data analysis closer to the source, with
extremely low latency. This enables new smart manufacturing use cases that require real-
time adjustments based on generated production data. For example, to increase flexibility
and agility of manufacturing, machines and robots must be monitored and controlled in real
time (e.g., change process speed based on vibration measurements). Another low-latency
requiring use case is an employee operating a machine through an augmented reality headset
in conditions where physical presence would be dangerous. Or an expert performing
maintenance and repair tasks remotely via augmented reality. (Mourtzis et al. 2021)
Although low latency can already be achieved with wired connections, enabling it in wireless
smart manufacturing environments reduces the amount of fixed assets which allows a new
level of flexibility and customization to factory environments. This can be achieved with
solutions such as edge computing and private wireless networks. (Ericsson 2021; Khan et al.
2019)

To utilize this data efficiently, these massively connected and intelligent systems require
very high reliability and data rates, and ultra-low latency networks. Some smart
manufacturing use cases, such as robot motion planning, require latency of less than 10ms
and reliability up to 99,999% (Mourtzis et al. 2021). The fifth generation of mobile networks
(5G) promises to fulfill these requirements. 5G aims to offer data-rates up to 10Gb/s,
network reliability up to 99,999%, latency under 1ms, capacity expansion by a factor of
1000, and energy efficiency gains by a factor of 1000 per transmitted bit compared to the
previous generation LTE networks (Mourtzis et al. 2021; Tabbane 2019; Rao & Prasad
2018). 5G networks play a key role in making large scale interconnected machines and
sensors, seamless robot interactions, and cloud data analytics a possibility in a wireless smart

factory environment (Peuster et al. 2019).

Smart manufacturing can promote sustainability through improved efficiency that leads to
decreased waste and resource consumption. It enables better flexibility and adaptation,
which reduces downtime. (Abubakr et al. 2020) Resource and competence sharing between
manufacturers also results in more optimized usage of assets and reduced waste (Ren et al.
2017). Smart factories will also improve the connectedness between manufacturers,

customers, and energy providers. Increased communication with energy providers will result
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in greater energy efficiency through better energy management. Better communication with
customers will decrease the frequency of overproduction or shortage situations. The use of
extensive Information and Communication Technology (ICT) infrastructure will be used to
achieve sustainable manufacturing. (Li et al. 2020) In general, Industry 4.0 is expected to
increase sustainability by increasing resource efficiency, productivity, and flexibility while
simultaneously decreasing energy use, waste, resource consumption, and overproduction
(Kamalakkannan & Kulatunga 2021). However, the incorporation of new technologies
requires more electrical devices which increases the number of resources invested to the
factories of the future. It is argued that the sustainability benefits from smart manufacturing
outweigh the adverse environmental impact of additional electrical devices, especially if

factories utilize clean energy sources. (Abubakr et al. 2020)

2.3 Cloud computing

Creating a basis for modern clouds computing, researchers in 2010 published a study on the
advances of cloud computing, where they identified the characteristics of scientific clouds.
These were described as remote data centers consisting of network-enabled services that
provide scalable, Quality of Service (QoS) guaranteed, personalized, low-cost computing
infrastructure on demand that is easily accessible. In this context QoS refers to offering the
processing service the user has requested without issues. This can refer to agreed attributes
such as availability, performance, and storage size. (Wang et al. 2010) Around the same
time, companies such as Google, Microsoft, and Amazon had started building extremely
large data centers. Firms started transferring their computing resources from individual
computers and private data centers to externalized public data centers accessible via the
internet. This concept became known as cloud computing. (Venters & Whitley 2012)
Nowadays cloud computing can be considered as a basic need of IT industries, and most

people are using cloud services regularly in their daily lives (Srivastava & Khan 2018).

Cloud computing provides on-demand computing capabilities and hardware provisioning as
a service while taking advantage of economies of scale in the distribution and operation of
IT-resources (Alam 2020). The value promise is cost savings through rented infrastructure
and pay-as-you-use model, increased flexibility, scalability, and enhanced security with

various encryption and cyber security solutions (Srivastava & Khan 2018). According to the
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official definition by the National Institute of Standards and Technology, NIST: “Cloud
computing is a model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction. This cloud model is composed of five
essential characteristics, three service models, and four deployment models.” (Mell &

Grance 2011) These are visualized in Figure 6 below.

—odpiic ) On-demand self-service
(" coud [ Hybrid Cloud Level of
N Goud Control_

Private / éﬂ
@@n«_umﬂmi@ - § Software Broad network access
~Private) & asaService ~—
- { Cloud )
S Private) e (SaaS)
: loud [ Privatel, Resource poolin
Community —{_ Cloud ) ) P &
cloud I & O —
§§Q Platform as a

S :
K service (Paas) Rapid elasticity
Private Cloud B

Public Cloud Measured service

Deployment types Service models Essential characteristics

Figure 6. The NIST Cloud model, adapted from (Sabella 2021, 4).

The five essential characteristics according to Mell & Grance (2011) are:

1) On demand self-service: Consumer can provision computing capabilities as needed

automatically without requiring human interaction with a service provider.

2) Broad network access: Cloud services are available through various platforms such

as mobile phones, tablets, and personal computers.

3) Resource pooling: Service provider’s computing resources are pooled and

dynamically assigned according to consumer demand.

4) Rapid elasticity: Resources can be provisioned and released typically automatically

to scale rapidly outward and inward with changing demand conditions.

5) Measured service: Cloud systems can automatically control and optimize resource
usage by monitoring and controlling the state of current consumers and resources

available.
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Cloud computing offers consumers three basic service models: Infrastructure as a Service
(laaS), Platform as a Service (PaaS), and Software as a Service (SaaS). laaS provides
computing resources in the form of storage, network, and hardware devices on demand.
(Srivastava & Khan 2018) The user does not manage the cloud infrastructure in the 1aaS
model, but can choose aspects such as operating systems, storage, deployed applications,
and networking components such as firewalls. The laaS model serves as the foundation for
cloud computing architecture, providing a platform on which to build PaaS and SaaS layers.
(Goyal 2014) Amazon EC2 is an example of laaS, where enterprises can set up and configure

servers via a web portal very easily and quickly (Amazon 2022).

PaaS offers a development environment or platform where users can deploy their own
software applications and coding in a desired environment (Srivastava & Khan 2018). With
the PaaS model users can create and modify the applications that are run in the cloud. The
model's purpose, in addition to providing a platform, is to provide consumers as much
control as possible over their sensitive data, which is accomplished by allowing users to set

the software protection and data privacy methods. (Goyal 2014)

SaaS means carrying applications as a service on the cloud, where the user can access
software via the internet without having to install it (Srivastava & Khan 2018). The consumer
has no influence over the underlying cloud infrastructure with this model. The model lets
users access services with a pay-as-you-use basis. Furthermore, it enables every consumer
to benefit from the service provider's new technological capabilities without the need to
update anything locally. This reduces the expenses and inconveniences associated with
software updates and upgrades. Additionally, the model eliminates the complexities and
costs associated with deploying new hardware and software to serve an enterprise

application. (Goyal 2014)

Cloud computing can be split into four different deployments models: public, private, hybrid,
and community clouds. Public clouds are computing services supplied by third party
providers in the public internet. They can be accessed by all users that are willing to pay for
the services they consume. (Srivastava & Khan 2018) Due to the public nature, there are

security and privacy concerns associated with public cloud usage (Alam 2020; Goyal 2014).

Private clouds operate over the internet or a private network and are exclusively available to

select consumers, such as enterprise customers (Srivastava & Khan 2018). In this model, the
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cloud is typically hosted on company premises, and the company owns the infrastructure
and controls how applications are deployed on it (Singh & Jangwal 2012). The infrastructure
is only accessible to members of the owner organization and possibly granted third party
members. Private clouds enable higher security and privacy measures, such as specific
firewall solutions and internal hosting. (Srivastava & Khan 2018) A private cloud has the
potential give organizations greater control over the computational resource utilization and
save costs (Jansen & Grance 2011). Organizations with revenue greater than 1 billion dollars
can gain significant cost savings by utilizing private clouds instead of public ones. However,
acquiring a private cloud is a significant investment, and the possible cost savings depend
largely on the organizations IT resources, specific needs, and budget. (Singh & Jangwal
2012) Smaller organizations may be better off saving costs on equipment, staffing, and

software by using a public cloud (Mancas 2019; Goyal 2014).

A hybrid cloud is a combination of two or more cloud deployment types. Each cloud can be
maintained independently, but processing power, applications, and data can be shared across
clouds to form a hybrid cloud. (Srivastava & Khan 2018; Mell & Grance 2011) Hybrid
clouds allow companies to utilize the scalability and cost effectiveness advantages of public
clouds and the privacy benefits of private clouds. Hybrid clouds are typically created when
a partnership is formed between private cloud owner and a public cloud provider. (Goyal
2014)

A community cloud is essentially a private cloud used by two or more organizations (Jansen
& Grance 2011). It aims to provide a decentralized cloud infrastructure shared by several
enterprises from a given community who have similar concerns, such as security
requirements (Luo et al. 2017). The possible advantages are increased collaboration and cost

savings through division of infrastructure costs among all participants (Goyal 2014).

In 2016 a research report, Verizon and Harvard Business Review found that 63% of
organizations using cloud computing had adopted the hybrid cloud approach (Harvard
Business Review 2016). The adoption of hybrid cloud model continues accelerating; a report
by Flexera (2021) where 750 organizations were surveyed on their cloud computing usage
found that 92% use more than one cloud, and 82% have adopted the hybrid cloud model.
The usage of one centralized cloud from single provider possesses problems such as being
susceptible to single point of failure, and geographical distance that may increase transfer

costs, latency, and even raise legal issues if personal data is stored in a different country. (Yu
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et al. 2021; Varghese & Buyya 2018) A topical example of legal problems from data storage
locations is Meta facing legal issues with processing European citizens’ data on American
servers. The company states that if the regulatory issues are not solved, it will likely to be
unable offer most significant products and services, such as Facebook and Instagram in
Europe (Meta 2022). Research on future developments of cloud computing suggests that
trend of decentralizing cloud resources will continue, and the hybrid cloud model will be the

most utilized in industry (Varghese & Buyya 2018).

2.4 Edge computing

The realized value propositions of cloud computing — economies of scale through
centralization and cost savings by not having to own a private data center — have led to the
consolidation of large data centers spread across the globe. However, emerging use of loT
and mobile computing applications are driving computing towards more dispersion. Mobile
computing applications refer to wirelessly connected mobile devices such as smartphones
and laptops transmitting data through things such as video calls and location tracking. A
computing paradigm known as edge computing is used to provide low latency and high-
bandwidth communication capabilities for 10T and mobile devices. In edge computing
computational and storage resources (e.g., servers) are placed at the internet’s edge in the
proximity of data generating sensors and devices. (Charyyev et al. 2020; Satyanarayanan
2017) The data generating devices themselves can also be equipped to handle minor

computing tasks such as storage, caching, and load balancing (Shi & Dustdar 2016).

In (2010) Li et al. used 260 global vantage points to measure the average latency to the
optimal Amazon Elastic Compute Cloud (EC2) instance, and the result was 74ms. In 2020
a study was undertaken where latency was measured from 8456 vantage points to 6341 edge
servers and 69 centralized cloud locations across every region. The study found that 55% of
edge server users could achieve latency less than 10ms, while the same figure was 3-21%
for centralized cloud users. Edge servers provided lower latency to 92% of end users when
compared to centralized cloud data centers. The authors concluded that edge servers can
provide considerably lower latency than cloud locations for most users. (Charyyev et al.
2020)
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As some smart manufacturing use cases require a latency of less than 10ms, centralized
clouds are not suitable for them. The issues with high latency associated with centralized
cloud computing were already discussed in 2009 when the foundation for edge computing
was created in a research publication. The researchers introduced the concept of deploying
decentralized and widely dispersed internet infrastructure components referred to as
“cloudlets”, whose computing and storage resources can be utilized by nearby devices. They
described cloudlets as user owned “data centers in a box” that can be deployed on business

premises. (Satyanarayanan et al. 2009)

According to Khan et al. (2019) the higher latency and mobility issues associated with cloud
computing can be solved with three edge computing models: cloudlets, fog computing, and
Mobile Edge Computing (MEC). The fog computing concept was introduced in a white
paper by Cisco, where it envisioned that 10T devices can use the computing power of fog
nodes. These fog nodes can for example be routers, switches, wireless access points, servers,
and video cameras. The role of fog nodes would be to standardize, preprocess, and reduce
the amount of data being transmitted to the centralized cloud. If the computation capacity is
suitable, the data handling could be done fully by fog nodes near the data generation point,
enabling applications to be directly hosted at the network edge through smart connected

devices. (Cisco 2015) Figure 7 illustrates the characteristics of fog and edge computing.
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Figure 7. Computing layers, adapted from (Yousefpour et al. 2019; WinSystems 2017).
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Fog computing is not an officially standardized concept, which creates confusion with its
relation to edge computing. In fact, many research publications refer to edge and fog
computing as the same concept (Sabella 2021, 9; Abbas et al. 2019; Bajic et al. 2019).
Ostberg et al. (2017) distinguished between the concepts as follows: edge computing refers
to the place at which services are hosted, whereas fog computing refers to the distribution of
storage, processing, and networking resources and services close to systems controlled by
end users. Another distinction by Bajic et al. (2019) is that edge computing is more focused

on devices, and fog computing more on the entire infrastructure.

According to Yousefpour et al. (2019), “fog computing is hierarchical and it provides
computing, networking, storage, control, and acceleration anywhere from cloud to things;
while, edge computing tends to be limited to computing at the edge”. Furthermore, authors
of a tutorial article for fog computing state that “fog seeks to realize a seamless continuum
of computing services from the cloud to the things rather than treating the network edges as
isolated computing platforms” (Chiang et al. 2017). However, Qiu et al. (2020) state that
“fog computing focuses on the infrastructure between edge devices and cloud platform,
while edge computing focuses not only on the infrastructure that fog computing cared, but
also on the edge devices with enormous quantities. Therefore, we believe that fog computing
is a subset of edge computing”. Research is clearly divided on the official concepts, scopes,
and definitions of fog and edge computing. This highlights the need for official

standardization for these concepts.

To summarize, fog computing consists of the local network and fog nodes, which provide
more services and resources compared to edge devices. This type of distinction is clear when
edge computing is solely performed by edge devices with minor computing capabilities.
However, when more edge computing capabilities are utilized (e.g., dedicated servers), the
roles of edge and fog computing start to get intertwined, which is why many researchers
agree that the terms can be interchangeable. Finally, fog computing is not a replacement for
cloud computing; rather, it complements it. Fog nodes cannot operate in a stand-alone

manner but must be connected to a cloud (Sabella 2021, 10).

Processing data at the edge is a rapidly increasing phenomenon (Gartner 2018). Furthermore,

the world’s data is expected to increase drastically, seen from Figure 8.
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Figure 8. Comparison of projected data amount and storage capacity, adapted from (Reinsel et al. 2021).

The amount of data is expected to increase from 79 zettabytes (10%! bytes) in 2021 to 181
zettabytes by 2025. In comparison, the installed data storage capacity in the world was 8
zettabytes in 2021 and is expected to increase to 16 zettabytes by 2025. (Reinsel et al. 2021)
The amount of data and storage capacity both are expected to roughly double in the next five
years, with the ratio of storage capacity compared to data staying around 10%. The projected
amount of data includes new and replicated data. However, in 2020 only less than 2% of the
data created was saved (Hack 2021). The growth in data through things such as 10T will be
massive, and it requires processing and analysis to be useful. Storing all of the data is not an
option, nor is it sustainable to build capacity for it. With edge computing solutions this data

can be filtered, processed, and analyzed without ever having to store most of it.

2.5 Multi-Access Edge Computing

Multi-Access Edge Computing (MEC), formerly known as Mobile Edge Computing, is an
architecture in which cloud computing resources are extended to the network edge by
utilizing mobile base stations (Abbas et al. 2018). ETSI, the European Telecommunications
Standards Institute defines MEC followingly: “Multi-access Edge Computing (MEC) offers

application developers and content providers cloud-computing capabilities and an IT service
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environment at the edge of the network. This environment is characterized by ultra-low
latency and high bandwidth as well as real-time access to radio network information that can
be leveraged by applications.” (ETSI 2021) MEC's central concept is deploying cloud
resources such as storage and processing capacity to the edge within the Radio Access
Network (RAN). The previously introduced cloudlet concept was deemed inadequate due to
it being reliant on limited Wi-Fi coverage. However, in MEC environments more complex
actions such as intelligence, communication capability, and processing power are pushed to
the RAN. (Abbas et al. 2018) A simplified MEC environment architecture is displayed in
Figure 9.

, Network Centralized
On premise edge cloud
Big data, 10T Sensors MEC Large
datacenter

Figure 9. Simplified MEC architecture, adapted from (Verizon 2021).

In the figure, data generating devices on company premises connect directly to the cloud
service-enabled edge network, solving the high latency issue associated with the centralized
cloud model. The MEC environment enables low-latency applications to be run at the
network edge, and general-purpose latency tolerant applications in the centralized cloud
(Verizon 2021; Yousefpour et al. 2019). Concretely this is done by deploying smaller servers
and data centers — edge clouds — around the network edge (Shahzadi et al. 2017), for example
within the cellular base stations (Gartner 2018). Using cloud resources at the edge provides
better throughput, lower latency, higher mobility, location and context awareness support,

and higher energy efficiency compared to the centralized cloud (Abbas et al. 2018).
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2.6 Edge cloud computing

To approach the concept of edge cloud computing, a review of characteristics associated

with cloud and edge computing is presented in Table 2.

Table 2. Comparison between cloud and edge computing, adapted from (Bajic et al. 2019).

Characteristic Cloud computing Edge computing
Storage capacity Big data storage Micro data storage
Data processing Big data processing Small amount of data
Computing power More powerful Less powerful
Response time Slow Fast

Security of data Less secure More secure

Cost of data transfer = Higher cost Barely any

Ease of deployment  Easy with service providers  More difficult

Scalability Dynamic More static

Cloud computing offers the capabilities to process and store large amounts of data, scale
dynamically, and perform complex analysis. Edge computing enables real-time data
processing and can act as a storage for smaller datasets. Furthermore, edge nodes can
optimize, filter, and visualize datasets closer to the source before they are further analyzed.
(Bajic et al. 2019) The advantages of edge computing are faster response time, lower transfer
costs and energy consumption, and higher security compared to public clouds. However,
deploying and scaling edge computing solutions is more difficult due to it requiring
additional hardware installations, and the lack of standardization around loT architectures
(Babar & Sohail Khan 2021; Bajic et al. 2019). When it comes to the manufacturing industry
of the future, both cloud and edge computing are needed.

Knowing the benefits to both computing paradigms, researchers and industry leading
companies have identified a new form of data centers, referred to as edge data centers or
edge clouds (Dell 2021; Intel 2021b; Nokia 2018; Georgakopoulos et al. 2016; Chang et al.
2014). These cloud services deployed at the network edge can offer computing and storage
resources on a smaller scale to support traditional cloud data centers in scenarios where real-

time data processing is required. Instead of sending data to the centralized cloud, it can be
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processed in the edge cloud, saving energy, costs on data transfer, and enabling lower
latency. (Georgakopoulos et al. 2016) Edge clouds can process data on behalf of 10T devices
and send it to the remote cloud only when more complex analysis exceeding the capacity of
the edge cloud is required (Chang et al. 2014). Another benefit of bringing cloud
environments to the edge is the possibility for automated cloud management. With cloud
management tools organizations can extract real-time insights from data with sustainable
solutions that support the entire data lifecycle from pre-processing at the edge to advanced

analytics in centralized locations (Dell 2021).

In a whitepaper Nokia (2018) stated that growing machine type communications from
industry will increase data traffic and transport networks will be placed under increased
pressure as large data volumes are transported to centralized locations. Edge clouds solve
this issue by removing the need for all traffic to run over the full transport network,
optimizing the use of network resources. The previously introduced MEC infrastructure will
support edge clouds and enable various 10T applications that demand robust and highly
responsive connectivity. (Nokia 2018) One possible way to create an edge cloud ecosystem
is displayed in Figure 10.
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Figure 10. Different types of edge clouds, adapted from (Nokia 2018).

The figure illustrates that edge clouds can be deployed in various zones and sizes. Moving
from left to right on the figure, the distance to edge clouds from data generating devices
increases. The capacity and size of the data centers increases when moving to the right, and
the number of deployments decreases. The most common deployment is on premises for
enterprise usage, as has been the case with private clouds. Next cellular base stations can be

utilized to perform some computing and data analysis with the introduced MEC concept.
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Cities could have server racks functioning as edge clouds in office sites or dedicated micro
data center spots. The largest edge clouds would serve entire regions and cities as dedicated
data centers. Generally, proximity gives benefits such as lower latency, decreased data
transfer costs, and control over the data and services in the cloud. However, nearest edge
data centers are generally smaller and therefore have less processing capacity. By enabling
computing at the most efficient location, this type of edge cloud ecosystem would minimize
energy consumption of data transfer, and enable high throughput, very reliable, ultra-low

latency service experience from the cloud. (Nokia 2018)

It may not always be optimal to choose the nearest edge cloud for computing. The
operational costs of each edge cloud may differ due to different energy prices or hardware
specifications. An algorithm was proposed for choosing the most optimal edge cloud in costs
perspective. The algorithm aims to minimize the total costs for computing, while reaching
deadlines for set tasks in a timeframe. Its performance was evaluated with a multi-cloud
simulating Python environment. Results confirmed the researchers’ hypothesis that
considerable cost reductions can be achieved by not automatically using the nearest edge
cloud to the data source. (Wang et al. 2016b)

2.7 Summary

The transformation of the manufacturing industry driven by Industry 4.0 will greatly increase
the interconnectedness of systems and emphasis on data in manufacturing environments.
Cloud and edge computing are both required to extract information and value from this
machine-generated data in a sustainable way. Cloud computing offers virtually unlimited
resources with dynamically provisioned processing and storage capacity for big data
analysis. However, utilizing a centralized cloud for all data storage and processing is not
sustainable. It creates issues with high latency, costs of data transfer, energy consumption,
and network bandwidth consumption. Edge computing solutions such as fog computing,
MEC, and edge clouds address these issues by enabling data processing near the source. This
provides low latency and high bandwidth to enable new smart manufacturing applications.
Furthermore, processing data closer to the source with edge computing decreases energy

consumption and costs associated with data transfer.
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3  Sustainability review — cloud and edge computing

This chapter conducts a review on the environmental and economic sustainability aspects
and effects in utilizing cloud and edge computing. The social pillar of sustainability is not
addressed in this chapter since it is outside of the main point of interest in this context. This
chapter covers topics such as energy efficiency of data centers, cloud created efficiencies,

and the sustainability benefits of processing data in edge cloud datacenters.

3.1 Environmental benefits of cloud computing

The use of Information and Communication Technology (ICT) keeps increasing with the
advancements in technology. This has a negative effect on the environment in terms of
increased carbon footprints. Data centers upkeeping tons of servers around the clock
consume significant amounts of energy. It is expected that the annual energy consumption
of data transfer and processing equals to production of 50 nuclear power plants (Pellikka
2021). This highlights the impacts data center optimization with things such as energy
efficient hardware, dynamic provisioning, and utilizing scale benefits for cooling and power
supply efficiency can have. The rapid growth in energy consumption has also made users,
software developers, and hardware developers more aware of overall sustainability of

computing solutions (Radu 2017).

According to Accenture's green cloud analysis, public cloud migrations can cut global
carbon emissions by 59 million tons per year, which equals to 5,9% of total IT emissions.
This is equivalent of removing 22 million cars from the road. Migrations to cloud have
provided up to 30-40% of total cost of ownership savings to companies. Characteristics such
as higher server utilization rates, greater flexibility, and better infrastructure energy
efficiency make cloud data centers more cost efficient and sustainable. The sustainability of
cloud data centers can vary greatly between providers due to differences in operational
efficiency, renewable energy usage, and hardware specifications. (Lacy et al. 2020)

All the major public cloud providers are investing in data center sustainability. The Google

Cloud platform prioritizes processing in data centers where low-carbon energy sources are
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the most available (Radovanovic 2020). Google has committed to carbon neutral data centers
by 2030 (Pichai 2020). Amazon Web Services (AWS) infrastructure is 3.6 times more
energy efficient compared to the median of US data centers mainly due to efficient hardware
and high server capacity utilization (Sahlstrom 2019). Microsoft has committed to shifting
its data centers to use only renewable energy by 2025. It also provides users a sustainability
calculator which helps companies to track carbon emissions of their IT infrastructure. (Walsh
2020) Clearly sustainability is a big priority for cloud providers and their customers.
According to Accenture's strategy survey, more than 99% of CEOs from large corporations
feel that paying attention to sustainability is critical to their firms' future success (Lacy et al.
2020).

An alternative to cloud computing is using personal hardware and installing required
applications and environments on it without a cloud environment. This requires an enterprise
to acquire, setup, and maintain their own data center. Companies can use cloud computing
to take advantage of a very efficient cloud infrastructure, thereby outsourcing their IT
efficiency investments. In a study by Microsoft (2020) the carbon emissions of running
Microsoft SharePoint application in regular enterprise owned data centers and in the cloud
were compared. The study found that migrating applications to the cloud with the SaaS
model significantly decreases carbon emissions, compared to hosting them in regular data

centers, seen from Figure 11.
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Figure 11. Measured carbon emission reductions when migrating SharePoint to cloud (Microsoft 2020).
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The figure illustrates that running SharePoint in the cloud instead of a regular data center
reduces carbon emissions by 25 to 93 percent depending on the regular data center size.
Furthermore, if renewable energy usage in the cloud is accounted for, the carbon emission
reductions would be 97%, 79%, and 72% respectively. In addition to carbon emission
reductions, the results show that running the application in cloud is 22 to 93 percent more
energy efficient. (Microsoft 2020) Supporting these findings, Mandal et al. (2022) state that
cloud computing can reduce total energy consumption of ordinary applications such as word
processing, emails, and spreadsheets by 87%. The cloud advantages are the most prominent
for smaller deployments because a dedicated infrastructure for a small number of users is

often very underutilized (Accenture 2010).

Migrating from traditional data center infrastructure to laaS could reduce carbon emissions
by more than 84% and energy usage by 65%. Furthermore, reductions can reach 98% when
applications are designed to specifically run in the cloud, known as cloud native applications.
This is known as sustainable software engineering. The coding language of an application
can impact energy consumption by up to 50 times. Also, choices related to accuracy in data
analysis models have major impact on energy consumption. Increasing the accuracy of a
simple flower identifying Al model from 96% to 98% resulted in nearly sevenfold increase

in energy consumption. (Lacy et al. 2020)

Cloud computing reduces emissions generally with four key factors: dynamic provisioning,
multi-tenancy, server utilization, and data center efficiency. Typically, IT infrastructure
planning is done with a "just in case" approach to avoid instances when demand exceeds
capacity. This often results in extra capacity and low utilization level. (Accenture 2010) In
a cloud data center, providers can dynamically optimize the number of active servers
required, removing the problem of running non-utilized capacity. Multi-tenancy refers to the
cloud architecture being able to serve multiple clients on the same infrastructure. Major
cloud providers are serving thousands of companies amounting to millions of users with one
massive infrastructure. This enables reductions in costs and resources for setting up new
clients. (Pazowski 2015)

Cloud computing can also enable energy savings with higher server utilization rate, requiring
far less servers to perform tasks. A typical on-premises application may have an average
utilization rate of 5 to 10 percent, when this can be 40 to 70 percent in the cloud, significantly

increasing the number of users served by each hardware unit. Servers with higher utilization
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rate consumer more power, but the increased power consumption is low compared to the
increases performance gains. (Accenture 2010) Increasing utilization rate from 5 to 20
percent increases the processing capacity fourfold, while the energy consumption may
increase by 10 or 20 percent (Blackburn 2008). It is important to note that after Accenture’s
study in 2010, virtualization techniques have improved significantly, and on-premises
servers can also reach higher utilization rates. Virtualization means running virtual machines
(VMs) on physical hardware, which are all able to perform individual tasks, enabling a server
to host many applications at once, increasing its utilization rate (Gill 2018). However,
virtualization used in cloud data centers is still far more efficient and environmentally
friendly compared to on-premises regular data centers; a study by Microsoft (2020) found
that VMs deployed in Microsoft Azure cloud environment had a 70% smaller carbon

footprint than the on-premises equivalent.

Lastly, data center design has a major impact on energy use. A common measure for data
center power efficiency is called power usage effectiveness ratio (PUE). PUE is defined as
the ratio of overall power used by the data center to the power delivered to the IT hardware.
A PUE of 1.0 would mean all the drawn power directly is fully transmitted to the machines,
which is the desirable state. (Ounifi et al. 2022) Currently, data centers are aiming to reach
PUE values of 1.2 to 1.4 (Ounifi et al. 2022), whereas in 2007 the average PUE of U.S. data
centers was 1.91 (EPA 2007). Innovations such as virtualization techniques, modular
container design, outside air or water reliant cooling solutions, and advancements in power

supply optimization have improved the PUE of data centers (Accenture 2010).

3.2 Green cloud computing

The purpose of green cloud computing is to reduce energy usage and carbon emissions in
cloud computing solutions. However, sustainable solutions should be found while
maintaining operational costs, reliability, security, and quality of service. (Mandal et al.
2022) Academic literature can be divided into five categories on green cloud computing:
architectures, frameworks, models and methods, algorithms, and general issues. Researchers
propose solutions to improving energy efficiency, data center resource management,
operational cost reductions, and reductions of carbon emissions. (Radu 2017) This chapter

will provide a brief overview on these topics.
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Better energy efficiency can be achieved with energy management techniques such as auto-
scaling infrastructure with management tools that put idle servers into low-power
consumption modes, or using virtualization techniques for more efficient resource
management (Mandal et al. 2022; Dougherty et al. 2012). Furthermore, the energy
consumption of data centers infrastructure can be optimized by using low-emissions building
material, alternative energy sources, and minimizing energy consumption of general
operations such as lighting, electrical, mechanical, building and computer systems (Radu
2017).

Server energy consumption can be reduced through a variety of strategies such as slowing
down CPU clock speeds, boosting performance per watt, enhancing workload management
efficiency, developing the capacity to function more efficiently in high temperature
situations, and turning off idle parts (Hussein et al. 2014; Jing et al. 2013). The power
consumption of server pools may be optimized with virtualization techniques to improve
utilization, flexibility, and reliability (Mandal et al. 2022; Garg et al. 2011). Additionally,
various software level performance improvements and algorithms have been introduced in

research to decrease energy consumption of cloud computing infrastructure (Radu 2017).

Thermal control is a critical issue in data centers. Energy savings can be realized by
modifying the architecture of the hardware to maximize airflow in the data center premises,
as well as by selecting a geographical location for a data center where the average outside
temperature is below 13°C for at least four months of the year. (Jing et al. 2013) Microsoft
was able to reduce its data center’s total energy consumption by 60% by implementing a
cooling system utilizing outside air (Mandal et al. 2022). Torrens Galdiz et al. (2016) suggest
that recovering waste heat generated by the data centers should be a part of thermal
management to increase energy efficiency. Using a large, 100-megawatt data center’s waste
heat for district heating can reduce CO2 emissions by 250 000 tons a year if it replaces heat
generated by coal power plants (Fortum 2020). This equals to roughly 0,5% of Finland’s
annual CO> emissions in 2020 (Tilastokeskus 2021). Furthermore, a single data center’s
waste heat would cover 1/3 of Espoo’s yearly district heating (Fortum 2020), which equals
to homes of roughly 98 000 residents (Espoo 2021).

According to Garg et al. (2011), the environmental sustainability of cloud computing can be
measured with CO. emissions. The emissions have both an indirect and direct link to energy

consumption (Thakur & Chaurasia 2016). Researchers have proposed multiple solutions to
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reduce COz emissions with VM management techniques such as prioritizing host nodes with
the smallest CO> emissions in distributed cloud architecture. Another example is an
algorithm that can make intelligent trade-offs between QoS and carbon footprints by
adopting a strategy appropriate for the specific context, e.g., utilizing a more energy efficient
VM with the cost of increased processing time. (Radu 2017)

For both consumers and providers, reducing operational costs is a key aspect of green cloud
computing. For providers, optimization techniques related to energy efficiency and cooling
solutions can save maintenance and operational costs. Reduced expenditure on energy and
infrastructure will also decrease the cost for users. (Radu 2017) Regular enterprise servers
typically have a utilization rate of 10 to 30 percent of available processing power, and
desktop computers have a utilization rate of less than 5 percent on average (Marston et al.
2011). This means there are significantly underutilized investments in hardware. Migrations
to the cloud can reduce the amount of underutilized hardware resources, and data center
infrastructures in general (Radu 2017). That leads to more efficiently utilized hardware, and

less electronic waste, which significantly decreases the carbon footprint of data centers.

Google’s data center in Hamina is a great example of paying substantial attention to carbon
footprint in data centers. Firstly, the data center is built into former premises and building of
a paper mill, saving lots of resources in infrastructure. The data center is in a cold climate,
which enables utilizing nature in cooling. It is also located by the sea and has a water cooling
system using sea water, enabling energy savings in cooling solutions. Over 90% of electricity
consumed by the data center comes from carbon free sources. For example, Google has
invested into building five wind farms in Finland to increase the usage of renewable energy.
The mentioned efficiencies from technology development can also be seen in operations of
this data center: according to the site lead Lauri Ikonen, the same amount of energy now

enables 7 times the computing capacity it did five years ago. (Kukkonen 2021)

3.3 Data transfer savings with edge clouds

The global electricity consumption used for transfer data roughly equals to the consumption
of upkeeping the entire global data center infrastructure. It is estimated that the electricity

consumption from data transport technologies is expected to be 10% of the global electricity
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consumption in 2030. (Andrae & Edler 2015) The idea in edge computing is handling data
closer to where it is generated, reducing the need for data transfer. A whitepaper modeled
the electricity consumption of data transfer with centralized and dispersed edge cloud data
centers. The findings indicate that significant cost and electricity consumption savings can

be achieved by processing data at the edge (Eriksson 2020).

It has been established that cloud environments offer various ways to reduce energy
consumption with comparisons between traditional and cloud data centers. In edge cloud
computing, the benefits of the cloud can be brought to on premises and nearby. However,
larger centralized cloud data centers still have scale advantages that reduce energy
consumption. This chapter attempts to highlight research and analyses studying if increased
energy consumption from smaller size is offset by the energy savings from less required data
transfer. The mentioned white paper study used different sizes of edge data centers to study

this, shown in Table 3.

Table 3. Edge data centers and energy efficiencies (Eriksson 2020).

Data center name  Number of servers Power Usage Effectiveness
Micro 15 2,27
Small 1500 1,85
Regular 15000 1,57

For distinction purposes, the data centers have been named based on the number of servers
they have. The given names are not standardized but just specific to this study. The analysis
performed a comparison of running three different types of applications in regular, small,
and micro data centers, Figure 12. The data centers were placed in three layers, the smallest
(micro) being closest to the data source. The costs of running computing in small and micro
data centers were compared to the regular data center. Cost calculations were based on
energy consumption that accounted for PUE, data transport, and utilized server capacity.
(Eriksson 2020)
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Figure 12. Energy cost comparison between different data center types (Eriksson 2020).

The analysis found that running the most data-intensive application (web server) closer to
the edge in smaller data centers enabled up to 60% cost savings. However, running a
compute-intensive lower data transport requiring application (image manipulation)
increased the costs in the micro data center by 60% compared to the regular one, indicating
that such applications should be kept centralized. Third application (video compression) that
was intensive in data transmission and processing power requirement, showed up to 10%
cost savings at the edge. (Eriksson 2020) These findings conform the idea represented in
literature and industry views that the most intensive computing tasks should be hosted in

larger centralized data centers, whereas simpler applications should be hosted at the edge.

If the energy efficiency of smaller edge data centers can be brought closer to the larger
centralized ones, even greater savings in costs and energy consumption can be achieved.
This would also enable significant savings even with compute-intensive applications,
especially those which require lots of data transportation. As technology keeps evolving,
increased efficiency can be expected, as has been the trend. For example, a lately emerged
virtualization technique known as containerization enables applications to have smaller
resource requirements on servers, further increasing the utilization rate and energy efficiency
(Bentaleb et al. 2022). Containerization is a technique which enables virtualized applications
to run without an operating system, whereas each virtual machine requires it. This allows
cloud servers to reach utilization rates up to 95%, which ultimately reduces the amount of
required hardware (Backstrom 2020). Research by Singh et al. (2021) and Kaur et al. (2017)
shows that containerization shows significant promise in increasing the energy efficiency of

data centers, especially at the edge.
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4 Manufacturing use cases

This chapter introduces two future looking use cases for cloud and edge computing in the
manufacturing industry. These are Industrial Internet of Things and cloud manufacturing.
The chapter explains the concepts, potential benefits, sustainability promoting attributes,
challenges in implementation, and future outlooks for these use cases.

4.1 Industrial Internet of Things

The Industrial Internet of Things refers to an evolution from the concept of 1oT. According
to Hussain et al. (2021), I1oT is the primary enabler of smart manufacturing and Industry

4.0. The differences between IoT and I10T are presented in Table 4.

Table 4. Comparison between 10T and 10T, adapted from (Jaidka et al. 2020; Qiu et al. 2020; Karmakar et al.
2019).

Prospect Internet of Things Industrial Internet of Things
Linked things User-level devices Costly machines, sensors, and
systems

Service model Human-based Machine-based

Communication Smaller number of Large range of connectivity

capacity communication standards technologies and standards

Data volume Medium to high High to very high

Focus General applications from Industrial applications such as
wearables to machines manufacturing and agriculture

Reliability Quite trivial Requires high sensitivity and

precision. Failures could lead
to life-threatening emergencies
Security requirements Identity and privacy security Robust overall data security

Latency tolerance High Very low
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I1oT refers to the integration of technologies and concepts including 10T, cloud and edge
computing, big data analytics, artificial intelligence, advanced robotics, and cyber-physical
systems (Kamalakkannan & Kulatunga 2021; Hussain et al. 2021; Boyes et al. 2018). It
enables higher level of connectivity and handles more data as the number of connected
devices increases. 10T plays a major role in the control of smart manufacturing systems. It
enables a data-based self-controlling feedback system (Simeone et al. 2021), significantly
reducing the need for manual input in manufacturing processes. This is achieved with self-
aware and self-predictive advanced sensors. In addition to measurement data, sensors can
make predictions and make comparisons between the current configuration and environment
settings with preconfigured optimal thresholds. (Gilchrist 2016, 4-5) 1loT solutions must
also be extremely robust since failures may lead to life-threatening emergency situations
such as machine malfunctions. Lastly, to enable real-time analysis capabilities, 10T requires

very low latency. This can be achieved with edge computing. (Qiu et al. 2020)

Factories produce data from machines and sensors for process analysis and supervisory
control. To enable direct real-time communication between these machines, they must be
integrated. Various issues with incompatibility of machine interfaces and communication
protocols have resulted in challenges with integration. However, 1l0T provides internet-
based open standards and solutions for machine integration. Moreover, it supports
bidirectional machine communications. (Georgakopoulos et al. 2016) This is achieved by
providing a system and a standard for universal interconnection via Internet Protocol (IP). It
enables exchanging information over the internet, no matter what device is doing the
exchanging. (Karmakar et al. 2019) New gathered data from multiple sources enables
manufacturers to make new insights related to quality, safety, productivity, and process

efficiency (Georgakopoulos et al. 2016).

Sensor data volumes in smart factories can reach values up to Gigabits per second (llla &
Padhi 2018). Uploading all this data to centralized cloud platforms for processing consumes
lots of bandwidth and increases operational costs, energy consumption, and overall delay for
data processing. Furthermore, data transmission to the centralized cloud and back would
create too much latency to reliably enable real-time analytics or automated control cases
such as emergency equipment shutdown in smart factories. To solve these issues, edge
computing is utilized with 10T systems. Enterprises can also deploy appropriate data
security solutions in their edge computing infrastructure, reducing the risks of data leakage
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during transmission, which increases security and privacy. (Qiu et al. 2020) As presented in
this paper, edge computing offers lower latency and enables preprocessing and filtering
generated data. This enables latency critical use cases and reduces the need for data transfer,

which enables lower energy consumption and cost savings.

Li et al. (2020) identifies three major applications for 1loT: 1) implementation of monitor
and control by data collection, 2) providing more information for decision making by
analyzing big data, and 3) information sharing and collaboration between people and things.
IloT has considerable potential to improve efficiency, reduce costs, enable data-oriented
predictive maintenance, and enhance product and service quality (Bu et al. 2021). Data can
be collected in every stage of the product life cycle which enables data-driven innovation.
For example, sensors in shipped products produce contextual user-generated data such as
environment or user behavior impacts that can be utilized in improving products and
tailoring services (Zheng et al. 2019). Higher quality products lead to reduced waste, lower
costs, and increased customer satisfaction (Ihekoronye et al. 2021). Reduced waste in turn
leads to increased resource efficiency. Product quality can also be improved by monitoring
factory equipment with 10T and instantly identifying issues such as equipment
malfunctioning. In end-of-life stage products sensor collected data can be used for intelligent

sorting and disassembly, enabling better material recovery (Kuhlenkétter et al. 2017).

When data collection is integrated with computing technologies, it is possible to monitor,
analyze, and control manufacturing processes in real time. For example, manufacturers can
automatically compute and visualize KPIs. This enables more responsive monitoring of
quality, cost, safety, and productivity. 10T will enable delivery of personalized KPI
dashboards to factory personnel. Providing tailored data for specific roles in real time allows
professionals to instantaneously assess and quickly respond to changes in production by

making informed decisions in a dynamic fashion. (Georgakopoulos et al. 2016)

I1oT can completely remove the need for traditional maintenance in manufacturing, which
requires making decisions based on historical data. Collecting sensor data from machines
enables constant monitoring of state and intelligent preventative maintenance based on
trends in data. This minimizes the risks of downtime. (Ihekoronye et al. 2021) Typically
30% of machine energy consumption is in stand-by mode. 10T automation platforms can
also increase the utilization rates of production machines, making their usage more energy

efficient. (Beier et al. 2018) Higher energy efficiency will also be achieved with closer
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energy consumption monitoring. When manufacturers can monitor energy consumption of
every device and machine, underperforming and faulty equipment can be easily identified
and fixed. To summarize, the use of lloT improves energy efficiency, production output, and

the mechanical life of machines. (Ihekoronye et al. 2021)

I1oT can also promote worker safety. For example, low-cost Radio Frequency Identification
(RFID) sensors can be attached to safety equipment, which enables tracking the usage of
sufficient protective equipment. Such solutions will alert workers and supervisors of safety
risks. (Georgakopoulos et al. 2016) Furthermore, surveillance footage can be analyzed in
real time, enabling use cases such as automatic safety equipment monitoring via video. For
example, a system can detect when a worker is not wearing a safety helmet. These advanced
safety monitoring systems are also capable of preventing access to unauthorized areas or
operating equipment without proper qualifications. Upcoming failures with machines and
conveyor belts can also be automatically detected from surveillance footage. Detecting
potential safety risks with machine learning and Al models enables a proactive approach to
managing safety risks. (Huawei 2022) 1loT enabled big data analysis also improves the
overall worker safety, health, and security in factory environments with increased process
visibility allowing easier safety risk detection. Lastly, automating repetitive manufacturing
tasks with 10T platforms is also envisioned to increase worker productivity. (Arumugam &
lyer 2019) Before moving to practical use case examples, a summary of the introduced

benefits of 10T in manufacturing is presented in Figure 13.

Benefits of lloT in manufacturing

Resource and Material and product . . Intelligent predictive
. . o Higher quality . Reduced costs
energy efficiency reusability maintenance

More information for Data-driven Real-time process 5 . Increased safety
Operational efficiency .
and productivity

decision making innovation monitoring and control

Figure 13. Summary of introduced 110T benefits.

Nokia’s factory in Chennai created an innovative safety improving solution with edge
computing analytics and 10T data to avoid contagions during the Covid-19 pandemic. The
workers wear a tag with tracking capabilities. Interactions with specified distance are

automatically detected in real time by processing the data on an edge computing platform,
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and employees are notified via channels such as text message and email if they break the
specified distance and time limits on interactions. In this case the system notified employees
if they interacted less than one meter apart for more than 5 minutes. Furthermore, interactions
could be visualized on a dashboard which helped managers identify the types of situations
where these close interactions happened. The system logged every interaction where tagged
people were less than 2 meters apart. This enabled intelligent factory layout optimization for

increased safety by minimizing the need for such interactions. (Ahava 2020)

Nokia’s base station factory in Oulu leverages private wireless networks for secure and
reliable connectivity and 1loT analytics running on edge cloud to run a real-time digital twin
of operations data. Virtualized models of production lines and machines are developed based
on the collected data. Changes can be made in the digital twin which delivers model
predictions on how they will impact real-world performance. The digital twin also allows
monitoring every aspect of the factory in real time, and the factory has dashboards
visualizing the production data. Employees can have customized job-specific real-time data
insights of the production environment, as envisioned in literature. These solutions increase
the reliability of equipment and production lines, improve productivity through reduced
downtime, enhance performance and quality, and reduce risks in various areas such as
product availability. (Nokia 2020)

According to the factory head Heikki Romppainen, implementing 1loT and edge cloud
analytics enabled automation of repetitive production tasks, which increased the motivation
and wellbeing of production workers by making factory work more diversified and
productive. The factory uses advanced robotics such as wireless machines connected to a
MEC platform to replace manual operations like component picking and screw insertions.
Being wireless allows repurposing these machines as needed to gain a new level of
flexibility. This resulted in up to 90% reductions in lead times for factory layout changes
and general efficiency gains of up to 20%. Machine data is also analyzed and compared to
historical profiles to predict maintenance needs and prevent faults. (Nokia 2020)

Typically, quality assurance would be done at the end of manufacturing process. However,
10T allows tracking parts by serial number through the entire manufacturing process,
enabling managers to pinpoint exactly where a problem has arisen and fix it more quickly.
Increased visibility from data removes the need of investigating, retracing steps, and running

diagnostics to find defects. The factory also has a system for tracking the flow of supplies,
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which automatically sends an alert when a part is about to run out from production lines.
Then an autonomous robot fetches more, aiming to fill them before they run out. (O’Brien
2019) The factory was able to generate 30% annual productivity improvements, millions in
annual cost savings, and 50% savings in product time to market by implementing IloT
analytics and control running on edge cloud (Nokia 2019).

In Audi’s smart factory, there are 2500 autonomous robots on the production line. Each robot
is equipped with a tool to perform a specific task. 900 of those robots have welding guns and
perform in total over 5 million welds in a single day. For quality assurance, Audi used to
pull one car out of approximately 1000 manufactured in a single day for manual weld
inspection. This was costly and labor-intensive, and left 99,9% of vehicle welds uninspected.
To address this, machine learning algorithms were created to analyze data absorbed from
welding gun controllers and the data was analyzed in Intel’s edge computing platform. The
machine learning algorithm was trained with real inspection data including aspects such as
welding gun voltage, current curves, metal type, weld configurations etc. It then was used to
analyze welding data. A dashboard lets employees visualize this data and change
configurations in real time. (Intel 2021a)

Switching from manual inspections to an automated data-driven inspection process
improved overall vehicle quality and enabled a 30-50% reduction in labor costs. Performing
more overall inspections and getting results in real time allows Audi to react proactively and
avoid quality problems instead of only responding to them later. Audi now knows where the
problems are in the factory which enables them to act much sooner. Furthermore, with the
increased utilization of data and gained knowledge, Audi was able to make better business
result predictions which enabled it to lower its corporate tax bill, yielding significant cost
savings. (Intel 2021a)

Research has identified various challenges with 1loT implementation. First, integrating
heterogenous and dynamic data collection technologies is difficult. Furthermore, after they
have been integrated the system has to be integrated into a computing infrastructure. (Li et
al. 2020; Chowdhury & Raut 2019) Various technological integrations can be a major
challenge since all the technologies and devices cannot be preconfigured to be compatible
with every setup. Next, the integration of machine-generated data can also create challenges.
Different sensors may produce complex data in different formats, and it can create

challenges for analysis (Chowdhury & Raut 2019).
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As standardized solutions do not yet exist, security is also a big concern in IloT
implementation (Arumugam & lyer 2019). Authentication, authorization, and access are
critical factors in data security. The most vulnerable part to security threats in the 110T system
is the data transmission network. However, researchers have proposed various solutions and
security frameworks. (Li et al. 2020) Poor and unreliable connectivity can also set issues for
IloT implementation (Jaidka et al. 2020). Lastly, the costs of deploying IloT solutions can
seem unjustified for manufacturing managers, since implementations are not yet

mainstream, and the benefits are not widely evident.

Concluding, IloT promotes all the three aspects of sustainability in manufacturing.
Environmental sustainability is promoted by increasing resource efficiency, decreasing
energy consumption, and reducing waste. This is achieved with intelligent monitoring,
automated process adjustments, and higher utilization rates of manufacturing equipment.
Economic sustainability is promoted by decreasing overall costs by enabling higher
efficiency and increasing machine lifetime with intelligent maintenance. 10T utilization can
also increase sales by enabling more intelligent product innovation which is expected to
increase customer satisfaction. Social sustainability is promoted by increasing worker safety
and productivity. Automating repetitive tasks can increase worker motivation and wellbeing
by making work more diversified. Safety can be improved with real-time monitoring

solutions and better risk assessment based on new insights from data.

4.2  Cloud manufacturing

Similarly to software being offered with as-a-service-model through cloud computing, the
same can be applied to manufacturing resources. Xu (2012) proposed the concept of cloud
manufacturing as “a model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable manufacturing resources (e.g., manufacturing software
tools, manufacturing equipment, and manufacturing capabilities) that can be rapidly
provisioned and released with minimal management effort or service provider interaction”.
Cloud manufacturing provides distributed manufacturing resources in the form of services.
Users can request services such as manufacturing, product design, and testing of products

via a cloud service platform. Cloud manufacturing promotes collaboration, innovation, and
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the development of service oriented business models in the manufacturing industry. (Ren et
al. 2017)

The increased connectivity in Industry 4.0 environments directly supports the
implementation of cloud manufacturing. Cloud manufacturing relies on widespread smart
connectivity and constant availability of distributed manufacturing resources.
Manufacturing resources can be classified as soft and hard resources. Soft resources are data,
software, information, or other intellectual elements. These can be easily brought to the
cloud via the internet. Hard resources are physical objects such as machines, tools, and
robots. Bringing hard resources to the internet has been very difficult, but the emergence of
I0T is making it possible. The growing number of 10T supporting technologies such as RFID
and sensor networks are making it possible to develop networks of interconnected hard
manufacturing resources. (Ren et al. 2017)

As computing resources in the cloud can be virtualized, same can be applied to
manufacturing resources. In the context of cloud manufacturing, virtualization refers to the
process of transforming and mapping a physical manufacturing resource into a virtual
resource. Virtualization of manufacturing resources enables them to be utilized and shared
by more demanders in a more optimized manner. (Ren et al. 2017) With cloud

manufacturing, a manufacturer can also be a cloud manufacturing service provider.

Cloud manufacturing aims to transform manufacturing processes into integrated
componentized capabilities with globally optimized resources. It combines several Industry
4.0 enabling technologies including 10T, big data, cloud computing, and machine-to-
machine communications. Cloud manufacturing environments will be able to accomplish
real-time analysis of factory and market data to intelligently optimize and design
manufacturing processes. This results in lower costs, minimized energy consumption,

reduced material waste, and less downtime. (Haghnegahdar et al. 2022)

By integrating manufacturing resources to a global cloud infrastructure, enterprises will be
able to develop an intelligent matching engine for manufacturing service supply and market
demand. This allows combining advantages of each manufacturing enterprise which
improves competitiveness. The benefits will be most apparent in small- and medium-sized
enterprises (SMEs) which often do not own the most competitive resources. (Song et al.

2014) For example, a company with efficient production line but subpar design capabilities
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may externalize product design to another company with stronger design capabilities via a
cloud manufacturing platform. Furthermore, cloud manufacturing lowers barriers from
SMEs and startups to enter the field of manufacturing. The initial investment costs to enter
the manufacturing industry can be significant, which prevents competition even if smaller
companies may have innovative ideas. Cloud manufacturing provides a cost-effective way
to enter the field of manufacturing with smaller business investment (Ghomi et al. 2019).

Lower barriers to entry can be expected to increase innovation in the industry.

Cloud manufacturing has five defining characteristics which are multi-tenancy, flexibility
and scalability, knowledge intensive intelligent decision making, intelligent on-demand
manufacturing, and manufacturing as a service. Multi-tenancy refers to the ability to connect
users and providers intelligently without human interaction. Researchers have proposed
multiple manufacturing cloud architectures to achieve this with ensured quality of service.
Flexibility and scalability are achieved by matching manufacturing resource consumers with
the nearest available manufacturing resource provider who meets their needs. Production
lines become flexible and temporary, guided by user and market demands. To make quick
repurposing of manufacturing resources possible, high level of automation is required.
(Fisher et al. 2018) This can be achieved with solutions such as the introduced wireless
machines connected to a MEC platform which decreased the lead times for factory layout

changes by up to 90%.

Knowledge intensive intelligent decision making refers to high utilization of data produced
in manufacturing environments. The manufacturing cloud acts as a platform for data sharing
which enables sharing useful information to support intelligent decision making algorithms.
In addition to enhancing processes, data and knowledge sharing is required for a
manufacturing cloud to operate efficiently. (Fisher et al. 2018; Tao et al. 2011) Big data
plays a critical role in enabling cloud manufacturing (Zhong et al. 2016). It is important to
note that the effectiveness of utilizing data will be reliant on the quality of the data collected.
Therefore, data collection methods should be carefully considered to match the needs of the

organization.

Intelligent on-demand manufacturing refers to the development of a distributed network of
manufacturing resources that may be shared among businesses. On the cloud manufacturing
platform, a pool of manufacturing resources exists with the goal of providing on-demand

manufacturing services. The platform must be intelligently guided in order to use the pooled
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resources most effectively to suit the needs of the users. Manufacturing as a service
integrates services throughout to product lifecycle. Cloud manufacturing encapsulates
manufacturing resources and capabilities into cloud-based services that can be accessed with
a pay-as-you-use model. The manufacturing cloud is a centralized management platform
designed to connect manufacturing service consumers with suppliers who can achieve their
product requirements while adhering to quality, schedule, and cost requirements. Selling
manufacturing services with the pay-as-you-use model allows greater flexibility to

manufacturers compared to traditional fixed contracts. (Fisher et al. 2018)

To demonstrate the implementation of cloud manufacturing, an architecture view is
presented in Figure 14. This architecture includes three domains: the provider, operator, and
consumer domain. The provider domain identifies and virtualized the manufacturing
resources and capabilities. These can then be delivered on the cloud platform as services.
Manufacturing resources are integrated and connected using 10T to give real-time control
over them. The operator domain is responsible for tasks related to maintaining and operating
the cloud, such as fee calculation, failure handling, monitoring, etc. The consumer domain
Is the application layer, in which consumers interact through an application interface. Users
can send their demands and request virtualized manufacturing services. A key feature of this

framework is sharing knowledge across the entire system. (Fisher et al. 2018)

Product Services Applications N
Consumer (design, simulation, assembly, testing, quality inspection...)
Domain
Cloud User Customized Application Interface
Scheduling Monitoring Evaluation Allocation §
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Domain Matching MANUFACTURING CLOUD Service Pool =
o
Quality control  Fee Calculation Optimization  Failure Response 0‘%
Virtualization and Service Encapsulation
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Domain Perceptlcg, |dentification, aid Connection
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Figure 14. Cloud manufacturing architecture, adapted from (Fisher et al. 2018).
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Three actors are defined in the cloud manufacturing architecture, derived from the presented
domains: cloud consumer, cloud operator, and cloud provider (Lim et al. 2022). The cloud
consumer utilizes provided cloud resources offered by the provider. The cloud operator
oversees the use, performance, and delivery of cloud services. The operator is also
responsible for negotiating the relationship between consumers and providers. Some models
suggest a fourth actor, cloud carrier, who provides transportation and communication to
enable service exchange between users and providers. It is vital to note that one user can act
as more than one of these roles. The specific relationships and responsibilities of the cloud
manufacturing users directly affect the system design of the manufacturing cloud. (Fisher et
al. 2018) Literature on cloud manufacturing’s architecture broadly agrees on the presented
framework in Figure 14 (Lim et al. 2022; Fisher et al. 2018; Schaefer et al. 2012; Tao et al.
2011).

The manner through which users access the cloud is determined by the deployment model.
There are four deployment models, matching with the four types of cloud deployments:
public, private, community and hybrid cloud. (Wu et al. 2013; Tao et al. 2011) On the public
manufacturing cloud, resources, capabilities, and data is shared between users, and it is
maintained by a third party cloud provider. A private manufacturing cloud provides services
that are exclusive to the owner company and only contains their data and information. As

with private clouds, this provides higher data security. (Fisher et al. 2018)

On the community manufacturing cloud, multiple users with similar interests may share
knowledge and resources for mutual benefit. Finally, a hybrid manufacturing cloud is a
combination of at least two different types of manufacturing clouds. (Fisher et al. 2018)
Hybrid manufacturing clouds enable businesses to establish several cloud models based on
their business objectives (Lu et al. 2014). Cloud manufacturing requires the integration of
multiple manufacturing clouds to be successful (He & Xu 2015). Researchers have proposed
frameworks for integrating multiple hybrid manufacturing clouds (Yang et al. 2016).
Integrated hybrid clouds provide a flexible and open environment, allowing organizations to

share resources (Frank et al. 2018).

A case study examined a public cloud manufacturing platform implementation for
equipment manufacturers in Southern China. The platform established a system where
multiple SMEs across different cities could manage their manufacturing resources.

Manufacturing service providers can advertise their resources and competitive capabilities
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(e.g., intellectual properties, human resources, technological level) on the cloud platform.
Consumers can publish their demands such as product designs, quality metrics, process

requirements, and sustainability standards. (Ren et al. 2015)

The cloud platform offers two different matching modes for supply and demand: pushing
and pulling. In the pushing mode the platform utilizes entered information and uses
algorithms to recommend the most suitable service provider for the manufacturing service
consumer. In this mode, the consumer simply publishes their demands and waits for the
platform for suggest providers matching them. In the pulling mode, consumers can search
for providers and bid on their services. Lastly, the platform also offers a crowdsourcing mode
for situations when a consumer demands innovative collaboration requiring designs or rapid

delivery of an order that cannot be accomplished by a single provider. (Ren et al. 2015)

The platform increased interorganizational collaboration among SMEs in the manufacturing
industry. It also enabled many manufacturers to transform from a process-centric to a
service-centric business model and created many new specialized service companies
offering manufacturing services. The companies were able to focus more on their core
competences as they could utilize the cloud platform services to perform tasks outside their
own specialty with lower costs and improved productivity. Companies were able to react to
changing market requirements more cost effectively and quickly than before. The platform
also further increased collaboration and innovation with the crowdsourcing model. (Ren et
al. 2015) Increased innovation and collaboration should lead to more sustainable
manufacturing solutions (Fisher et al. 2018). This case study demonstrated the
implementation and functioning of multi-tenancy and intelligent on-demand manufacturing

in a cloud manufacturing environment.

Demonstrating intelligent decision making in cloud manufacturing, researchers created a
model which assesses the energy consumption of industrial robots in performing a certain
manufacturing task. The model used information from the manufacturing environment (e.g.,
production activities, process state, executable function parameters) and analyzed their
relationships. It was able to accurately predict the energy consumption of an industrial robot
for performing a manufacturing activity. Furthermore, the model could automatically choose
the most energy efficient robot to perform an activity, promoting the concept of sustainable
manufacturing. (Zhao et al. 2017)
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Another case study created a cloud manufacturing platform with the aim to provide tailored
manufacturing solutions. The system recommended manufacturing services based on
machine learning algorithms which accounted for customers’ demands such as process time,
energy cost, and supplier availability. The researchers conducted a case study utilizing the
platform in sheet metal cutting manufacturing solutions. The results showed that the cloud
manufacturing platform was able to employ customer demands, supplier features, and
predict customer behavior to effectively suggest efficient manufacturing solutions that were

able to save costs and resources. (Simeone et al. 2021)

Fisher et al. (2018) have identified four key methods how cloud manufacturing improves
sustainability: greater automation, improved process resilience, collaborative design, and
enhanced waste reduction, reuse, and recovery. According to Bey et al. (2013), the most
common factor preventing companies from pursuing sustainability in manufacturing is lack
of information and allocated resources. Cloud manufacturing offers a solution for this in the
form of knowledge, resource, and competence sharing. Research has also focused on
developing algorithms to enable cloud manufacturing platforms to discover optimal
manufacturing routes from the services available in the cloud. This has great potential in
reducing manufacturing time, energy consumption, and minimizing waste. (Fisher et al.
2018)

Cloud manufacturing will provide an unprecedented level of data integration across the
entire product lifecycle, allowing to identify previously unseen optimization routes. Another
advantage from further data integration and automation is greater process agility, especially
in supply chains. (Fisher et al. 2018) As seen with the Covid-19 pandemic and ongoing
global semiconductor shortage, responding quickly to unforeseen supply chain issues
becomes vital for companies to continue operations in unexpected circumstances. For
example, car manufacturer Tesla had to get innovative due to the chip shortage and
reprogram its software to require less scarce chips (Amann 2021). Supply chains in cloud
manufacturing environments are very reconfigurable due to the increased emphasis on
modularity. Higher level of modularity is achieved by offering manufacturing resources and
capabilities packaged as services in the cloud. (Jassbi et al. 2014) This increased flexibility
and scalability enables companies to respond quicker to market changes and supply chain

constraints. Increased flexibility will further provide greater customization options for
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products which increases the economic sustainability of the manufacturing process. (Fisher
etal. 2018)

Even though cloud manufacturing has been demonstrated in various case studies, research
has identified challenges in large-scale adoption. First, cloud security is a major concern
which is still actively researched. Li et al. (2018) proposed a blockchain based peer-to-peer
distributed network solution for cloud manufacturing that showed significant security
improvements in a case study. Varying types of manufacturing systems also set challenges,
since adoption of cloud manufacturing is generally system specific (e.g., data collection,
networking, IoT implementation). Data sharing and disclosure may also create legal issues,
and legislation is still continuously developing. Also, mutual trust is required between

manufacturers to share data and enable further collaboration.

The costs in virtualizing manufacturing resources with accurate real-time tracking can also
prevent manufacturers from adopting cloud manufacturing. The additional IT-infrastructure
in smart manufacturing environments creates extra resource and energy consumption. There
still are only few studies that have analyzed how the increased IT-infrastructure costs and
resource consumption in cloud manufacturing affects the overall sustainability. Lastly, an
officially recognized definition for cloud manufacturing is still missing (Ghomi et al. 2019).
Many researchers still propose their own definitions for cloud manufacturing (Ghomi et al.
2019; Fisher et al. 2018; Ren et al. 2017), which makes the concept more difficult to

approach.

To summarize, cloud manufacturing enables manufacturers to become service providers and
share resources, knowledge, and manufacturing capabilities. It provides benefits such as
increased efficiency and collaboration, lower costs, reduced energy consumption, decreased
waste, and higher productivity. Cloud manufacturing enables a new level of agility in
manufacturing environments, making companies more robust to unexpected changes in
supply and demand conditions. Furthermore, it enables higher utilization of manufacturing
resources and competences, and lowers the barrier of entry to the industry from smaller
companies. However, there still are various issues with legislative aspects, costs, security,
trust, and standardization slowing the implementation of cloud manufacturing. If these can
be solved and cloud manufacturing gains more industry attention, it can be expected to create
more sustainable manufacturing processes and new specialized business models in the

industry.
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5 Results and conclusions

The final section of this thesis summarizes the main findings of the study by answering the
research questions. This section also assesses the credibility of the research and proposes

recommendations for future research on the areas addressed.

5.1 Conclusions

The aim of this research was to examine how the utilization of cloud and edge computing
can promote sustainability in the manufacturing industry. This study also examined the
sustainability aspects related to cloud and edge computing. Lastly, the concept of
decentralizing cloud resources by creating edge clouds and its benefits were reviewed. The
research was conducted by reviewing a large body of literature on these topics and was
backed with industry views to understand market demand for these technological solutions.

The primary research question was:

How can the utilization of cloud and edge computing promote sustainability in the

manufacturing industry?

Cloud computing can be used for complex data analysis, enabling manufacturers to make
new insights from machine-generated big data. This leads to improvements in efficiency,
safety, and productivity. Moreover, cloud computing platforms used in cloud manufacturing
enable manufacturers to share knowledge and data, which increases collaboration and
innovation in the industry. This promotes the development of more sustainable
manufacturing practices. Increased collaboration and data-based decision making will also
increase the flexibility and robustness of manufacturers, enabling them to respond quicker
to market changes and changing circumstances, such as supply chain constraints. The cloud
manufacturing paradigm can also significantly decrease the required investment capital to
enter the industry, effectively removing a barrier to entry for smaller companies. Easier entry
to industry further increases innovation and promotes the development of new specialized

business models.



47

Combining data collecting devices with edge computing solutions enables real-time process
optimization and control, allowing manufacturers to monitor and adjust processes
proactively and react to issues as they arise, instead of finding out about them later. This
lowers costs further and increases product quality. For example, machine data can be
continuously analyzed for trends and compared to preconfigured thresholds. This enables
intelligent preventative maintenance, ultimately reducing downtime and increasing
production machine lifetime. Real-time data analysis with edge computing can also increase
the safety of manufacturing environments. For example, sufficient safety equipment usage
can be monitored via video footage which is analyzed in an edge computing platform. Such
solution will immediately alert responsive personnel if safety risks are identified.

The Industrial Internet of Things will enable a deep interaction of production machines and
sensors, creating data-based self-controlling systems that significantly reduce the need for
manual input in manufacturing processes. This increased automation offers a higher degree
of flexibility, scalability, efficiency, machine utilization, and increased productivity. This
results in greater resource efficiency, decreased energy consumption, reduced waste, and
lower operational costs. Increased visibility and knowledge from machine-generated data
will also enable more intelligent decision making. Automating repetitive production tasks
can also increase employee wellbeing and motivation by making work more diversified and

productive.

Lastly, analyzing product data with cloud and edge computing through the entire product
life cycle gives manufacturers new capabilities for innovative product and process
development. This can improve customer satisfaction, prolong product lifetime, and even
increase the number of components that can be reused from end-of-life stage products. The
sustainability benefits of utilizing cloud and edge computing in the manufacturing industry

are summarized in Figure 15 below.
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ENVIRONMENTAL

+ Resource efficiency

* Energy efficiency

+ Reusability of materials
and products

* Reduced waste

SOCIAL ECONOMIC
« Employee wellbeing * Quality
and productivity « Operational efficiency
+ Customer satisfaction + Lower capital requirement
+ Collaboration and to enter industry
knowledge sharing * Flexibility and scalability
« Safety + Reduced downtime

+ Cost savings

Figure 15. Sustainability benefits.

The first sub-question examined the sustainability aspects of cloud and edge computing:
What are the sustainability aspects associated with cloud and edge computing?

Research shows that cloud computing is more energy efficient than its alternative, localized
servers. This results in significantly lower CO2 emissions from hosting applications in the
cloud instead of local data centers. Utilizing cloud computing also allows companies to
benefit from the high efficiency of cloud infrastructure, allowing them to outsource their IT
efficiency investments. This offers cost savings by lowering the total cost of ownership for

computing solutions.

Greater efficiency of the cloud is achieved through higher server utilization rates, dynamic
provisioning, multi-tenancy, and energy efficient infrastructure. Higher hardware utilization
rates are achieved with attributes such as multi-tenancy which allows computing resources

to serve multiple consumers simultaneously. Furthermore, cloud management tools enable
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dynamic provisioning, meaning that only the resources that are required are used. Concretely
this is done by activating computing resources only when they are needed, and putting them
to idle when not, reducing the overall energy consumption of data centers. Lastly, large cloud
data centers can be highly optimized when it comes to solutions such as cooling and power
supply optimization. For example, a large data center may use sea water for cooling and

distribute its waste heat for district heating.

Research and industry views indicate that the sustainability of data centers is a requirement,
and even a source of competitive advantage for cloud service providers (Mandal et al. 2022;
Lacy et al. 2020; Pichai 2020; Walsh 2020; Radu 2017). Green cloud computing aims to
decrease the energy consumption and carbon emissions of cloud data centers to increase
their sustainability. Researchers have provided multiple solutions for this, such as
virtualization techniques to increase utilization rates, dynamically prioritizing the most
energy efficient hardware, and putting components to idle when they are not required. All
major cloud data center providers including Google, Microsoft, and Amazon Web Services
are paying substantial attention to the sustainability of their data centers and making
commitments such as using only renewable energy or achieving completely carbon neutral
data centers by 2025-2030.

However, sending all generated data for storage and analysis to the centralized cloud is not
sustainable or viable. Firstly, there is roughly 10 times more circulating data than storage
capacity in the world. Secondly, transporting data over large distances consumes a
significant amount of electricity and creates extra costs. Hence, edge computing is utilized.
Edge computing acts as a preprocessing layer between the data generating devices and the
centralized cloud by performing data filtering, standardization, and limited analysis. With
edge computing solutions, most of the generated data does not have to be transported to a

centralized cloud, which enables significant cost and energy savings.
The second sub-question addressed the benefits of edge cloud computing:
Are there benefits to decentralizing cloud resources by creating edge clouds?

The first benefit from dispersing cloud resources to the edge is significantly lower latency
compared to the centralized cloud. Edge servers have been measured to offer lower latency
for 92% of users globally (Charyyev et al. 2020). In most locations centralized clouds are

unable to meet latency requirements of some smart manufacturing use cases such as real
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time-process control or advanced robotics. Running minor analysis in edge devices does
offer lower latency, but the processing capacity is very limited. Edge clouds allow running
latency critical applications that exceed the computing capabilities of edge devices. For
example, utilizing edge data centers enabled Audi to analyze factory welding data with
machine learning in real time. This resulted in significant cost savings and increase in
quality. Furthermore, it enabled the manufacturer to quickly pinpoint sources of quality

issues and react to them proactively.

Edge cloud resources can be dynamically provisioned, enabling lower overall energy
consumption. The multi-tenancy and virtualization capabilities of the cloud also enable high
utilization rates for edge cloud data centers. However, as edge clouds are smaller than
centralized data centers, they are not as energy efficient. In a whitepaper, Eriksson (2020)
studied if cost savings from reduced data transportation enabled by edge clouds is enough to
offset their lower energy efficiency. The results indicated that edge clouds can enable up to
60% cost savings in data-intensive, low processing power requiring applications. However,
if the application required high processing power and performed little data transportation,
running it in the edge cloud was significantly more expensive and consumed more energy.
The literature confirms these findings by indicating that the most compute-intensive
applications should be hosted in larger centralized data centers when possible (Abbas et al.
2018; Shahzadi et al. 2017; Georgakopoulos et al. 2016; Chang et al. 2014).

5.2 Reliability of the research

The reliability of a literature review increases when it is based on multiple authors’
publications. This research reviewed a wide range of literature from high quality, peer
reviewed journals and academic books. This effectively prevents the research from being
largely influenced by possible biases of specific authors or groups. When it comes to industry
published material, there is a risk in reliability. Industry publications may also act as sales
material to promote solutions and services. This leads to a possible bias of reporting positive
findings and results. To avoid this issue, the introduced concepts by industry were
simultaneously discussed with peer reviewed academic literature. Further, multiple
companies’ and researchers’ views on concepts were introduced to prevent the findings

representing beliefs of a single actor too much.
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This study did not conduct any sustainability measurements but relied on published
measurements. In terms of reliability, it is dependent on the trust on that the measurements
have been reported correctly. Industry published measurements were reports from reputable
global companies such as Accenture, Microsoft, and Tietoevry. Most reports were also cited
in academic publications. Furthermore, the findings from industry published measurements
were compared to findings of research publications to prevent making conclusions based
only on material that is not peer reviewed. In conclusion, the accessible measures for

producing credible research have been applied.

5.3 Suggestions for future research

Edge cloud computing is a new concept in literature. Most publications on it address
algorithms, telecommunications applications, and networking aspects. Barely any academic
publications address the sustainability of edge cloud solutions. There is a need for peer
reviewed research measuring the cost and energy savings from reduced data transfer in
different edge cloud setups and environments. More information is needed on how much
factors including distance to the data source, hardware type, and virtualization techniques
affect the costs of running applications in an edge cloud. Additionally, the industry would
benefit from research on data center power usage effectiveness optimization and its relation
to data center size. Further research could address questions such as:

1) Can guidelines be identified for optimal edge data center size?

2) To what extent can the energy efficiency of data centers be increased without

increasing scale?
3) How application specific are the cost and energy savings enabled by edge clouds?

4) Which application characteristics (e.g., processing power requirement, data

transportation amount) affect these cost and energy savings and by how much?

5) Is it possible to identify threshold values for these characteristics when running an
application becomes more expensive in an edge data center compared to a centralized

one?
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Industry would also benefit from updated research comparing the costs of using public and
private clouds. Research providing guidelines for when a private cloud becomes more cost
efficient would be valuable information. Lastly, it was established that the future
manufacturing environments require more electrical equipment which increases the initial
resource investment and energy consumption of factories. The literature does not currently
provide a measurement backed answer if this increased resource consumption can be
overcome with smart manufacturing enabled benefits such as increased efficiency.

Therefore, there is a need for quantitative research that addresses this topic.
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