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Today, a lot of attention is paid to software testing in any high-class project. Because a well-

designed testing process saves a lot of money and time. Therefore, specialists in this field 

are always looking for new ways to develop and optimize processes. 

Artificial Intelligence, according to multiple estimates, is an area that will change the 

approach to software testing in the future. AI-based solutions are already presented on the 

market, and many companies use them in their software testing process. 

This research was carried out in order to create a conceptual theoretical model based on 

artificial intelligence that will be able to implement test scenarios in black box testing. At 

the beginning of the work, the specifics and features of the field of software testing, in 

particular, black box testing, as well as artificial intelligence technologies, are considered. 

In the next part of the thesis, already existing on the market applications for testing software 

based on artificial intelligence are found and considered. The key part of the study is a 

detailed description of the conceptual theoretical model, which specifies the stages of 

creating a system based on the conceptual model. Each stage contains a description of the 

tasks of the stage and instructions for its implementation. At the end of the study, the 

developed conceptual model is compared with competing testing methods. 

The study is based on the Design Science Research methodology. The results of the study 

are useful for researchers and specialists in this field to create next-generation testing 

systems. 
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1  Introduction 

Processes, businesses, services and much more are developing extremely fast in the modern 

world (Ragulina, 2018). In most cases, all projects have IT solutions. And where they don't 

exist yet, they are gradually being introduced (Gao & Huang, 2020). Absolutely every 

information system develops under the pressure of many factors, including (Karahainko, 

2020): 

 Limited business budgets 

 Limited development time 

 Changes in the concept of the product being developed 

 Changes in the configurations of used technologies  

 The human factor 

 

The above list describes only a small part of the problems affecting the process of creating 

an information solution. Due to such factors, even in the most thoughtful systems that have 

been implemented by professionals, there are bugs. These bugs can be minor flaws that 

almost do not affect the operation of the system. In the modern realities of software 

development, even if such errors are detected in the system, they probably will not be 

corrected immediately. They will be entered into the backlog and, if there is time and 

opportunity, corrected (Aamir et al. 2017). However, on the other hand, there are bugs that 

can create critical errors in systems that can lead to significant budget losses or even create 

a danger to people's health and lives.  

 

Due to the need to monitor the quality of the system more carefully, the profession of a 

software quality engineer has appeared in IT. These specialists are responsible for analyzing 

and maintaining the system's operability, for verifying the correctness of the new 

functionality, and so on (Shahadat, 2018). In their work, they use different technologies, 

approaches and methodologies, which will be discussed in more detail in the second chapter.  
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Now it is important to note that specialists of this profile do not always know the internal 

structure of the system they are checking. In this case, when the internal principles of the 

system are unknown, but it is only clear how it should work, such a system is called Black 

Box, and its verification itself is Black Box Testing or Behavioral Testing, respectively. A 

novice software quality engineer may simply not know the programming language or not be 

able to read the documentation, so test any product as a black box (ReQtest, 2019). But 

experienced specialists also very often use this method for a number of reasons, among 

which one can distinguish: 

 An instruction to work in this way from a manager 

 Inability to verify the legacy code 

 Lack of time for a separate check of all the functions of a large system 

 Testing of third-party integrated functionality 

 

Black box testing currently plays an important role in the work of the quality assurance 

department, and due to the fact that many systems will always develop and create new 

integrations with other systems, it can be predicted that such a testing method will become 

more and more popular. QA Specialists are constantly working on automating performance 

monitoring. Therefore, today there is such a control technique as automated testing. 

Specialists in this field write code that allows to check functionality at the touch of a button 

– check a separate function in the code or check the correctness of the black box by 

comparing the similarity of expected and real input parameters when submitting certain data 

to the input. There are also whole systems for supporting such tests, which allow to create 

sets of such autotests, with which it’s possible to check huge parts of the system by running 

a pair of commands. 

 

To date, artificial intelligence systems have become widespread in many areas (Pan & 

Zhang, 2021). And the popularity of this section of information technology is very clear – 

with the help of such systems, AI engineers can automate many processes, which greatly 
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speeds up the processes. Artificial intelligence can be implemented in many different ways, 

aimed at solving different tasks. Currently, systems are being actively developed that will be 

able not just to independently perform some functions in a certain area, but to be independent 

human-like organisms. In the field of quality assurance, it is too early to talk about such 

smart systems. Nowadays the issues of creating artificial intelligence systems for at least 

minimal automation of the system quality assurance process being considered – for example 

as in the work under consideration, in the possibility of implementing test scenarios. 

 

1.1  Goals and objectives 

At the moment, the use of artificial intelligence in the field of testing in general is not very 

widespread. I'm going to analyze in detail the principles of black box testing (which 

methodologies are used, which technologies are used, in which areas it is used), study the 

principles of artificial intelligence (what is the concept of its operation, how optimally it can 

be used in different areas), find and analyze scientific articles that tell about the integration 

of artificial intelligence into the testing process, analyze existing systems and concepts for 

the implementation of such systems. Based on the data obtained, it will be necessary to create 

theoretical instructions for the implementing of artificial intelligence into the black box 

testing process. It will also be important to analyze how appropriate it is to engage in such 

integrations and under what conditions. 

 

Ultimately, I set the following goals: 

 Describe the general theoretical principles of technology operation. 

 Study and analyze existing systems and concepts of systems in which artificial 

intelligence is used in the field of testing. 

 Create a description of the integration process of artificial intelligence in black box 

testing. 

 Compare the existing methods of testing the black box with a method that includes 

artificial intelligence. 
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Testing technologies mainly serve to ensure that the system works stably. That is, this area 

is constantly searching for new solutions for better verification of both new system 

functionality and regular verification of existing software. Artificial intelligence has already 

proved to be an extremely useful technology that allows to optimize and accelerate many 

processes even without the constant participation of a person. So the research problem itself 

can be described as follows – it is necessary to investigate the possibility of improving the 

black box testing process by implementing test scenarios with artificial intelligence. 

 

1.2  Research question and limitations 

This study in itself poses the main question: 

How appropriate is it to use artificial intelligence to implement test scenarios in the black 

box testing? 

 

I can also select subqueries from it: 

 What is the way to integrate artificial intelligence into black box testing? 

 If integration is possible, then for which systems should it be used? 

 What are more productive ways to test a black box? 

 

I'm going to answer all these questions gradually and in detail in this document. 

 

As a result of this work, it is planned to create a conceptual theoretical model for integrating 

artificial intelligence into black box testing. Here I will consider the general understanding 

of these technologies, the possibility of their interrelation and the analysis of the benefits of 

combining these technologies. 
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1.3  Research method 

The purpose of this work is to create a conceptual theoretical model for the integration of 

artificial intelligence technology into software testing. This area is poorly researched at the 

moment, but is already gaining popularity and will be in demand in the future. All of these 

factors contribute to DSR (Design Science Research) methodology being chosen as the 

research method. This type of research is precisely aimed at creating artifacts in poorly 

researched areas that are useful for researchers and practitioners (Peffers et al. 2006). An 

artifact can be a new method, a conceptual map, a construction, and so on. In my thesis, the 

artifact will be a conceptual theoretical model. The DSR methodology cycle consists of 6 

stages. All the names of these stages, as well as the reflection of these stages in my thesis, 

can be seen below in Figure 1. 

 

Figure 1. Research phases 

 

The DSR may have different entry points to the study (Peffers et al. 2006): 

 Problem-centered approach 

 Objective centered solution 

 Design & development centered approach 
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 Observing a solution 

 

In my thesis, the entry point into the study will be a problem-centered approach. This entry 

point was chosen because, I do not have any past work in this area and it was found that 

artificial intelligence will increase its influence in the field of testing. The text of the 

document will mention the stages of the DSR study. And also the results of the study will be 

given at the end of the work. 

 

1.4  Structure of the thesis 

The document begins with a description of the software testing process in the second chapter. 

Its methodologies, technologies used, and a brief history will be described to understand the 

direction of development in the field of testing. The black box testing itself will also be 

considered, which is directly the topic of the entire study. The third chapter will include a 

description of artificial intelligence technology for a general understanding of its principles 

and scope. Its brief history will also be described to understand the trends in its development. 

In the fourth chapter areas of software testing in which either there are already applications 

built on the basis of AI or in which the development of such systems is expected will be 

considered. Also in this chapter, existing solutions will be analyzed and conclusions on 

existing systems will be presented. In the fifth chapter the conceptual model itself will be 

describe. There will be subchapters in which it will be told about its basics, the principles of 

the initial study of black box systems and the collection of information necessary for 

modeling the mathematical process of the environment. Next, data classification and 

mathematical modeling of the environment will be introduced. This chapter also describes 

the detailed process of modeling a machine learning model using certain algorithms. The 

sixth chapter will analyze the usefulness of the created conceptual model by comparing it 

with competitors. At the end of the document, conclusions about the work done, references 

and appendix will be presented. 
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2  Software testing 

According to the DSR methodology, one of the first stages is the study of the research area, 

so in this chapter the main aspects of software testing will be described. A brief history of 

its appearance will be told, what methodologies, techniques and testing methods exist and in 

what areas they are used. It will also be told directly about black box testing – what is its 

essence, in what areas and for what tasks it is used, as well as what technologies specialists 

use when implementing this method of software testing. The understanding of the black box 

will be described based on its comparison with the white and gray boxes. 

 

2.1  Basics of software testing 

It is worth starting a description of the essence of software testing with a definition of it. To 

date, there are many definitions of this term. They are described in various books, scientific 

articles, journals, online articles and even in international standards. Summarizing the 

materials studied, a generalized definition was created. Software testing is a process or a set 

of processes aimed at maintaining quality, troubleshooting and checking the functionality of 

the system through regular manual and automated software checks using various testing 

techniques and technologies (Spillner&Linz, 2021). As a rule, the testing itself consists in 

comparing the expected and actual results of the system output when it operates under certain 

conditions with certain data. 

 

Software testing specialists are currently present in almost every IT department of various 

companies. And where they don't exist yet, software developers themselves superficially try 

to perform their functions. But this approach is already a thing of the past, because the 

evolution of IT processes shows the need for specialized professional in this field. Despite 

the additional costs of maintaining software quality specialists, the money spent on them 

pays off significantly. According to estimates of various publications, some companies 

without proper attention to testing their software lost millions of dollars every year (Krasner, 

2018). Of course, it is impossible to completely eliminate errors in systems and predict the 
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failure of software or hardware, but according to calculations, with better quality control of 

projects, it was possible to save up to a third of losses. But these are only monetary losses, 

there are also losses of trust of customers and partner companies (RTI, 2002). Therefore, 

today the sphere of quality assurance is very important and is actively developing. 

 

As mentioned in the definition above, product quality assurance specialists are engaged in 

checking its quality. None of the specialists in this field writes the code of the system or the 

service being developed, does not offer architectural solutions, does not correct the found 

shortcomings of the system. Of course, there are exceptions, especially in small companies 

working with agile development methodologies (Reichert, 2018). But as a rule, quality 

assurance specialists are engaged in checking the system, and not in its development. 

 

The software testing process is a well-structured and well-established process. Of course, 

there are exception companies in which the testing process is chaotic – when the system 

checks are irregular, the approaches to testing are monotonous, and the new functionality is 

not tested comprehensively enough due to the lack of pre–prepared test cases and the lack 

of competence of employees. But with proper testing, one of the main aspects is test 

scenarios (Khastgira et al. 2021). A test scenario is a set of data that includes such 

components as: 

 Description of the state of the program before its execution – input conditions. 

 Description of the data that is fed into the system – input data. 

 Description of the expected data of the program under similar conditions – expected 

output data. 

 

This means that before the start of testing, the specialist thinks over ways to test the system. 

No system in the world can be fully and thoroughly tested (Armstrong, 2018). And it's not 

just about the fact that it can take too much time, human resources and budget. Even with 

the desire and huge resources, it is impossible to study the system perfectly – and this applies 

not only to huge systems, but even in small systems, sometimes it is impossible to study all 
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test scenarios because of the incredibly large number of system use cases. Therefore, 

including for this reason, new test scenarios are often created in areas that have already been 

studied from the point of view of testing.  

 

The test scenarios that can be called the component on which software testing is based. There 

are different levels, testing methodologies, which will be discussed later, but test scenarios 

are used everywhere, because it is necessary to understand which aspect of the system will 

be tested, under what conditions and what result the system should show. In fact, test 

scenarios are the same for all types of their implementations, but they can still be divided 

into two types: 

 Automated  

 Non-automated (manual) 

 

As an example of the description of test scenarios, authorization on the website will be 

considered. Of course, the system is configured differently on each site: different error 

messages, different input data, different data sent to the server. But in general, the very 

essence of authorization systems is the same, so it is possible to consider several universal 

test scenarios of this system. Among them are: 

 Entering the correct login and the correct password 

 Entering the correct login and the wrong password 

 Entering the correct login and an empty password 

 Entering the correct login of one user and the correct password of another user 

 Entering the correct login and password in capital letters 

 And so on 

 

The above describes only a small part of the test scenarios that need to be checked when 

entering the correct login, but there is still an opportunity to insert incorrect logins, other 
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people's logins, empty logins and many more things that should be checked in different 

browsers and devices. Even this example with a trivial authorization system confirms the 

fact that it is extremely difficult to test the entire system as a whole. 

 

At its core, the test scenario is described in the same way for manual and automated 

scenarios. In the case of an automated scenario, the technical aspects for the specific 

technologies used are simply described in more detail. In this case, a test scenario with 

entering an incorrect login and an incorrect password for one of the largest services for the 

joint development of IT projects GitHub will be considered in more detail. The service is 

implemented in such a way that user can get to the authorization page by clicking the button 

in the header in interface on any page of the service. Therefore, in this test scenario, we will 

also consider the transition through the interface to the login page itself. As mentioned 

earlier, it is necessary to describe three things: 

 Input conditions – an unauthorized user is on the GitHub website page.  

 Input data – the user enters the wrong username with the wrong password and presses 

the login button. 

 Expected output data – the user remains on the same page with a text signature about 

incorrectly entered data. Authorization must not happen. 

 

The above example can be implemented both manually and with the help of autotests. 

Autotests can be implemented using various technical solutions, which will be discussed in 

more detail in the following sections. For a general understanding of this technology, an 

example of an autotest for the test scenario described above will be given below in Listing 1. 

As a rule, autotests are not written in this way, but for clarity and understanding of the 

essence of writing automated tests, this example is well suited.  Autotest is implemented in 

the Python programming language using the Selenium tool, which is a server that allows to 

control the browser in automated mode. It is also important to clarify that such a method of 

work implies the creation of an automated test not just for a particular browser, but for a 

specific version of the browser. In this case, the test was developed for the Google Chrome 
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browser version 99. The code contains comments describing the ongoing process, and 

messages with the statuses of the test being performed are simply output to the console. 

Listing 1. Example of autotest 

 1 

 2 

 3 

 4 

 5 

 6 

 7 

 8 

 9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

import os 

from selenium import webdriver 

from selenium.webdriver import Keys 

from selenium.webdriver.common.by import By 

 

 

def wrong_login_wrong_password_test(): 

    # driver setup 

    options = webdriver.ChromeOptions() 

    options.add_experimental_option("excludeSwitches", ["enable-logging"]) 

    current_path = os.getcwd() 

    driver = webdriver.Chrome(options=options, executable_path=current_path+'\chromedriver.exe') 

    driver.get("https://github.com/") 

    driver.fullscreen_window() 

 

    # finding "Sign in" button and checking success of search 

    login_link = driver.find_element(by=By.XPATH, value="//a[contains(text(),'Sign in')]") 

    if login_link: 

        print("Element 'Sign in' was found") 

    else: 

        print("Element 'Sign in' was not found") 

 

    # clicking on "Sign in" button 

    login_link.send_keys(Keys.RETURN) 

 

    # checking the success of the transition to the login page 

    login_page_check = driver.find_element(by=By.XPATH, value="//meta[@value='/login']") 

    if login_page_check: 

        print("Transition to the login page is successful") 

    else: 

        print("Transition to the login page is not successful") 

 

    # finding login and password filed and authorization button 

    input_login = driver.find_element(by=By.XPATH, value="//*[@id='login_field']") 

    input_password = driver.find_element(by=By.XPATH, value="//*[@id='password']") 

    authorization_button = driver.find_element(by=By.XPATH, value="//*[@value='Sign in']") 

 

    # checking success of search 

    if input_login: 

        print("Input for login was found") 

    else: 

        print("Input for login was not found") 

    if input_password: 

        print("Input for password was found") 

    else: 

        print("Input for password was not found") 

    if authorization_button: 

        print("Authorization button was found") 

    else: 
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50 

51 

52 

53 

54 

55 

56 

57 

58 

59 

60 

61 

62 

63 

64 

65 

66 

67 

68 

69 

70 

71 

72 

73 

74 

75 

76 

77 

        print("Authorization button was not found") 

 

    # sending info in fields 

    input_password.send_keys("wrong_password_1243434545") 

    input_login.send_keys("wrong_user_12233243242") 

    authorization_button.send_keys(Keys.RETURN) 

 

    # checking the display of the error message to the user 

    error_div = driver.find_element(by=By.XPATH, value="//*[@class='px-2']") 

    print(error_div.text) 

    if error_div.text == "Incorrect username or password.": 

        print("Error for user was displayed") 

    else: 

        print("Error for user was not displayed") 

 

    # checking the success of the remaining on the login page 

    login_page_check = driver.find_element(by=By.XPATH, value="//meta[@value='/session']") 

    if login_page_check: 

        print("User is still on login page") 

    else: 

        print("User is not on login page") 

 

    driver.close() 

    driver.quit() 

 

 

if __name__ == '__main__': 

    wrong_login_wrong_password_test() 

 

The results of this automated test are shown in Figure 2. 

 

Figure 2. The results of the autotest for incorrect login and incorrect password 

 

As can be seen from the results of the test, only the output of the error message to the user 

and the fact that he still remained on the registration page were checked. The data set for 



19 
 

verification after the implementation of this test scenario can be huge, it can additionally 

include: 

 Data verification when sending a request 

 Checking the number of requests sent 

 Checking the returned data 

 Checking for the absence of new records in the database 

 Checking the logging of user actions from this ip address  

 And so on 

 

From the point of view of manual testing, a specialist can check this functionality himself. 

Perhaps even more extensively, and it will take much less time than the development of an 

autotest. But having implemented its autotest in the future, with different checks, QA 

specialist can simply run it with a couple of commands, set it to run automatically with other 

tests, while manual testing will have to be carried out anew each time and spend a lot of time 

on it. 
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Despite the existence of different methodologies and testing methods, the basic concept of 

service quality assurance consists of the sequential parts, that are presented on Figure 3. 

 

Figure 3. Life style of software testing process (Tawde, 2021) 

 

To ensure the quality of the product, the cycle is repeated regularly. Many services are 

constantly evolving, new test scenarios are being invented for existing functionality, and also 

because of dissatisfaction with the test results, the testing process is constantly changing and 

upgrading even the same section of the service. 

 

2.2  A brief history of software testing development 

By its nature, history is not an exact science. In different sources on the same events or 

processes, it is possible to find completely different views and facts. So it is with software 

testing. It is impossible to say exactly when and where this section of the IT department 

originated (Ullah, 2019; Gupta, 2021; Tozzi, 2016). It is likely that in some companies and 

organizations software testing in a special form appeared also in the 50s of the 20th century. 

Some sources indicate that testing as a separate substance appeared already in the 70s. But 
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still, in most sources, the 60s of the last century are indicated as the decade in which the 

testing process began its origin. 

 

The testing process in the 60s of the 20th century was completely different from what this 

process is today. Specialists engaged in software testing in those years set themselves one 

task – to test the functionality as much as possible. They tried to run tests with all possible 

input conditions for each individual functional or part of the code. With this approach, they 

realized that this is an ineffective technique due to several factors: 

 There can be a lot of input data – it is impossible to think through or implement them 

all 

 It is difficult to test all variants of the program execution – even with the same input 

data, the program may behave differently under different conditions 

 

Thus, the concept of comprehensive testing was rejected even at the time of the emergence 

of this process as such. Another interesting difference between software testing in those days 

was that testing began only after all work on the project was completed. 

 

In the 70s, the understanding of the essence of testing was rethought twice. First, there was 

a transition to a concept where the purpose of testing was the need to show the correct 

performance of the program. That is, specialists have already stopped testing all kinds of 

conditions, but only checked that the system worked correctly under the necessary 

conditions. In this case, testing was considered successful if the program worked correctly. 

If in the current realities such an approach is used regularly with the help of autotests to 

check the operability of the system, but in the 70s this approach quickly began to be 

condemned due to inefficiency. With such testing, a lot of time was spent, but not all of the 

functionality was checked anyway. And another disadvantage was that the testing process 

was still going on after all the work was completed. The developers had independently tested 

their product before and there was no great benefit from testing aimed not at finding errors, 

but at checking the program's operability. That is why the trends in testing have become 

radically opposite – this process was aimed specifically at finding errors in the program, and 
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the testing specialist, in turn, set himself the task of finding the maximum number of bugs. 

From the point of view of those times, this approach in testing gave much more results. 

 

In the 1980s, IT specialists began to realize that it was possible to carry out the entire testing 

process not only after the end of project development, but also to prepare for testing in 

advance – to come up with test scenarios for further implementation. Also in this decade, 

testing specialists began to work not only on the finished product, but also participated in 

testing at earlier stages of development. Gradually, it began to be understood that the 

development of the testing field would help optimize the product development process and 

ultimately also save both money and time resources. Thus, the testing process began to 

extend to checking the architecture of the system and specific parts of its code. As already 

mentioned, test scenarios began to be actively created – there was much less chaotic testing. 

The apogee of the development of testing in the 80s was the birth of the idea of creating 

automated tests – the idea was that a computer can check a software product more efficiently 

and quickly than a person. But in those days, the technical means for autotests were just 

beginning to be developed – only the simplest tools appeared and did not carry any benefit. 

 

Tools for creating autotests similar to today’s began to appear in the 1990s. This means that 

began to appear: 

 The ability to write test code in scripting languages. 

 Test development environments with the functions of launching test sets and drawing 

further reports on them. 

 Software that allows testing the system at increased loads to check its stability in 

stressful situations. 

 

In addition, in the 90s, the testing process, thanks to its rethinking in the 80s, greatly 

expanded and began to include full-fledged planning, preparation, and a better multi-sided 

implementation of the testing itself. The creation of new test settings and test environments 

has spread. Systems were covered by autotests, which specialists further supported and 
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developed. In addition, due to the emergence of agile development methodologies, the 

testing process has also become integrated into them. All these changes led to the fact that 

testing grew into something more significant and became known as quality assurance. 

 

The basic concepts of quality assurance were laid back in the late 90s. Since then, for the 

most part, there has been only the development of these concepts and methodologies using 

modern approaches and technologies. But the very essence, which is to control and ensure 

the quality of the product before its development, during and after its development, is still 

preserved. One of the latest innovations are (Mohanty et al. 2017): 

 Even greater strengthening of the role of automated testing. 

 Constant study of new testing techniques and tools. 

 Use of agile development methodologies. 

 Strong relationship between the testing department and the development department. 

 Extension of quality assurance to all possible components of the project. 

 The first attempts to integrate artificial intelligence and machine learning into the 

testing process. 

 Due to agile methodologies, the focus of quality assurance has shifted from checking 

clear compliance with the requirements with the result to the ability of the program 

to enable the user to perform their tasks correctly at the moment. 

 

In addition to the above trends in the development of the quality assurance department, 

testing responsibilities also began to be divided. Today there is not just a profession of a 

quality assurance specialist, but also test automation specialists, quality control engineers, 

test designers, test administrators, test managers and many others are singled out separately. 

Some companies even have data analysts who analyze the results of automated tests and 

manual checks. 
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Thus, it can be concluded that the testing process and the sphere of quality assurance 

appeared relatively recently, but they developed very quickly and still continue to develop. 

This sphere is becoming more and more automated and perhaps in the future it will be able 

to develop itself with the help of artificial intelligence. 

 

2.3  Types of testing 

As mentioned in the previous section, now the quality assurance process is presented at many 

stages of the development of an IT product. Moreover, this presence is implemented using 

different testing methodologies. At the moment, dozens of such methodologies already exist, 

and their number is growing. In this section, only the basic concepts and principles of modern 

testing will be considered.  

 

The types of testing are so diverse that it is very difficult to itemize them in one list, because 

some of them are aimed at testing the functionality of the system, some are aimed at testing 

the convenience of the system, and some include an understanding of testing systems of a 

certain type. For example, the manual and automated testing already given cannot be put on 

a par with black box testing, because these are different approaches in their essence. 

Therefore, in this paper I will give a division into the following types: 

 By degree of automation 

 By the purpose of the test result 

 According to the level of preparation before testing 

 By the entity under test 

 By knowledge of the internal part of the software 

 

There are many more such classifications, but in this paper I will consider only the basic 

types of testing that can be associated with the testing process of the black box, which is the 

object of study. 
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2.3.1  Types of testing by degree of automation 

This division has already been touched upon earlier in the text – an increase in the impact of 

automated testing was considered. But nevertheless, manual testing will probably always be 

in demand, because sometimes it is necessary to quickly test some new functionality, 

additionally make sure that the system works after it is rapidly updated after its breakdown 

(Enoiu et al. 2017). As well as covering the early versions of the functionality with autotests 

usually takes too much time and does not lead to the proper result, because some basic 

principles of the program often change at the early stages of development. Also, manual 

testing is still relevant because of the usability testing of the program, which will be 

discussed a little further. Automated tests, in turn, are very necessary and useful for global 

quality control of the system. For example, when updating a system module that interacts 

with a large number of other system modules. It is necessary to quickly check the 

performance of the entire software as a whole. In this case, the tests created earlier will allow 

QA engineers to test the system in a matter of minutes or hours, while high-quality manual 

testing could take several days. 

 

It is unrealistic to just compare manual and automated testing. To date, these are completely 

different things, which, with the right approach, complement each other very correctly, 

allowing to improve the quality of system verification. 

 

2.3.2  Types of testing by the purpose of the test result 

This type of testing was also partially touched upon when describing the history of testing – 

specifically in the 70s. The method of testing that quickly lost popularity in those years, in 

which it was proved that the system was working correctly, is called positive testing (Everett 

& McLeod, 2007). During it, as a rule, the most basic functions that a user can perform are 

tested to make sure that the system works correctly. After all, it is primarily important that 

the program works correctly when performing its main functions, which are used by most 

users, and not that the correct error message will be displayed when a single user performs 
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an unusual action. This approach is used to create automated tests that cover the main 

functionality of the software.  

 

In negative testing, respectively, on the contrary, the purpose of the quality specialist's work 

is to search for errors. This method of testing is often used in conjunction with positive 

testing at earlier stages of development. The development process today is arranged in such 

a way that minor flaws in the working version of the software are often noted and left for 

those times when it will be possible to fix them. Therefore, at the moment, negative testing 

is applied very carefully – of course, it is important to test all aspects of the system, but it is 

better not to waste too much time on trifles if there are other more important tasks. 

 

2.3.3  Types of testing according to the level of preparation before testing 

At the beginning of testing era, specialists were not really prepared for testing the product – 

they did not read the documentation, specifications, requirements. Test scenarios weren’t 

prepared in advance. This type of testing is called ad hoc testing and is essentially intuitive 

testing. In this case, the specialist understands what kind of functionality is in front of him, 

how it should work and what situations to handle, but does not know the clear requirements 

for the system (Andrade et al. 2017). This method of testing is still used today. This approach 

to work allows to check the quality of the software from a new point of view. Intuitive testing 

is often used when there is not enough time for a full-fledged system check – in this case, an 

experienced specialist can check the system qualitatively enough, and then additionally test 

it as soon as possible. Also, this approach works great for integrating new specialists into 

the project – they understand for themselves what kind of system is in front of them, and 

they can also bring new test scenarios into the project because they are not under pressure 

from existing test cases and documentation.  

 

A more classic type of testing is documentation testing. In this case, a quality assurance 

specialist has documentation on the project, knows its specifics and can fully build the testing 

process from planning to implementation and further modification of tests. How exactly the 
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software quality assurance process will be built depends on many circumstances, but in this 

type of testing, a QA specialist can study the architecture and functions of the project in more 

detail. This approach is usually used to organize the testing process of the entire project as a 

whole – in this case, it turns out to maximize the integrity of the product verification due to 

the ability to use different testing techniques and methodologies, but at the same time to 

clearly control the process. 

 

2.3.4  Types of testing for the entity under test 

This classification contains the largest number of subspecies, so only the main ones will also 

be highlighted. The first variant of such testing can be called functional testing. As its name 

implies, this type of testing is aimed at verifying the correct operation of some individual 

components of the system or the system as a whole (Anwar&Kar, 2019). Functional testing 

is similar to the use of the application by the user – it checks that in the end the program 

worked correctly from the user's point of view and correctly recorded data in its storage, but 

testing of intermediate stages of the program is not carried out. This type of testing is one of 

the most popular and in demand, because with the advent of agile development 

methodologies, one of the main tasks of most systems has become the ability to allow the 

user to work with it even with some shortcomings and malfunctions within individual 

modules. The disadvantage of such testing is the inability to track errors in the architecture 

or in the operation of individual software functions in detail. 

 

Another important type of testing of this classification is security testing. Today, many 

services and systems contain confidential user data. Also, when working in some programs, 

users create data that should be available only to them. This type of testing is aimed not only 

at checking the system's security against external attacks, but also at checking the absence 

of bugs due to which the system itself can reveal confidential data (Pekaric et al. 2019). In 

the case of external attacks, it is almost impossible to fully protect the system due to 

constantly developing hacker technologies, so the task of developers and testers in this area 

is to minimize the possibility of hacking. But in the case of errors in the program itself, in 
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the field of security, tasks are set for detailed testing, fixing the slightest flaws and 

rechecking further system fixes. 

 

The next type of testing in this section is testing the usability of the system. Such testing is 

aimed at evaluating the logic of building both the application architecture and its interface 

from the user's point of view (Van Nuland et al. 2017). This type of testing begins at the 

stage of documentation formation and creation of early versions of the system or its 

individual parts. Quality assurance specialists consider how convenient it is to use the system 

from the user's point of view – how logically different menus are built, how clearly 

categories are created, how comfortable it is to click on different buttons, how clearly the 

tooltips for work are written, and so on. This type of testing does not end even after creating 

a working version of the system, but on the contrary, user statistics begin to be collected. 

Such statistics can be collected in different ways. The mouse cursor movements on the 

screen, the time spent to perform the operation are often analyzed, as well as feedback from 

the users themselves is collected. As a rule, data analysts are already engaged in working 

with the collected data. 

 

And the last main subspecies of classification by the entity under test is system performance 

testing. This type of testing is aimed at studying the operation of software under high load 

(Lenka et al. 2018). Separately, it distinguishes load testing and stress testing. Load testing 

consists in monitoring and analyzing the operation of the system (system response time, time 

of sending requests, and so on) when creating an artificial average or increased load on the 

system. Such tests can be carried out in test environments or in release version of the system 

under real user load. Stress testing is not inherently very different from load testing, except 

that an abnormally large load is applied to the system, which in reality the system may not 

encounter. Such testing allows to understand the boundary capabilities of the software, as 

well as to assess how the system will function in case of possible hacker attacks that highly 

increase the load of the system. 

 

There are also basic divisions according to the stages at which the software is tested: 



29 
 

 Alpha testing - testing at the early stages of development. 

 Beta testing - testing of an almost finished project. 

 Testing of new functionality – separate testing of new software features. 

 Regression testing – testing of the old functionality in order to verify the correctness 

of its operability. A significant part of autotests is created for this type of testing. 

 And others. 

 

Additionally, of the main types, there are divisions according to the scale of testing: 

 Unit testing – a separate software module is tested. 

 Integration testing – the work of several modules taken together is studied at once. 

 System testing – the operation of the entire software is checked. 

 

And the most interesting division from the point of view of this work is the classification of 

testing by knowledge of the internal part of the software. This division will be discussed in 

the next chapter. 

 

2.4  Black Box testing 

Black box testing is one of the testing approaches depending on the knowledge of the internal 

structure of the software. It is worth starting the description of this type of testing with a 

description of the very concept of a black box. There are three types of systems in total 

according to the level of knowledge of their internal structure: 

 Black box systems 

 White box systems 

 Gray box systems 
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From the point of view of software, a black box is a system which internal representation is 

unknown. That is, there is no understanding of how the software architecture arranged, there 

is no access to the program code (Verma et al. 2017). There is only a description of the 

system and the meaning of its work. The complete opposite of a black box is a white box 

system, and the intermediate link between them is called a gray box. The white box, in turn, 

is a system with complete documentation and access to the program code. And the gray box 

contains modules that can be called a white box and modules that can be called a black box. 

Thus, for testing software, depending on the awareness of its internal structure, there are 

black, white and gray box testings. 

 

For a simple example of these systems, the airline's website with the functions of selling air 

tickets will be presented. Quality assurance specialists know its internal architecture and 

have access to the code. This is a white box system. If, for example, the function of buying 

insurance, which is implemented by another company, is added to the website through the 

software interface of the application, then this particular functionality for buying insurance 

for airline testers will be a black box, because they do not know how this module works from 

the inside. And the whole website will become a gray box, because it has modules that are 

completely understandable from the inside and completely closed. In this thesis, the black 

box and its testing will be considered in more detail. 

 

As already described, black box testing consists in checking a system in which its internal 

structure is unknown. This type of software verification is used not only in the absence of 

access to the architecture and program code, but even knowing the structure of the internal 

components of the system. Black box testing can be used with different testing 

methodologies, but it is still most often used in the following types of testing: 

 Regression 

 Beta 

 Integration 

 Functional 
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 Load/stress testing 

 

And of course, black box testing is used in cases where the system itself is a black box. 

During the development of this type of testing, the most popular techniques of its use have 

been formed, among which one can distinguish (Nidhra, 2012): 

 Checking the boundary values of the black box. A significant number of systems or 

its individual modules have a range of input data. As a rule, QA engineers check the 

minimum boundary value, the value less than the minimum boundary value, the 

maximum boundary value, the value greater than the maximum value and a few more 

intermediate values.  

 Testing the transition table. In most systems, the program execution process takes 

place in stages. At each stage, individual modules have states. In this technique, these 

states are checked as the program is executed. 

 Checking the system in terms of usage scenarios. Each system, its module, or even a 

separate function performs some task. In this technique, the most popular methods 

of use are checked and the correctness of execution is checked. 

 

Black box testing is widespread. It is used because of its advantages: 

 This type of testing can be successfully carried out by a novice specialist with 

insignificant knowledge of system technologies and a low level of understanding of 

documentation. 

 Even experienced specialists in this type of testing don’t need to read the code and 

study the architecture of the system, which allows to speed up the testing process. 

 Black box testing allows to easily and quickly test the main functionality of the 

system, because this type of testing is carried out primarily according to the main test 

scenarios. 
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This type of testing is absolutely not ideal, QA specialists need to be able to correctly apply 

this type of testing, because it has significant drawbacks: 

 A significant part of the functionality remains without testing, because the results of 

the system operation are specifically checked at certain entered values. 

 Due to the inability to study the program code of the system, some boundary values 

or transitions may be set incorrectly and lead to an error not being detected. 

 

Consequently, it can be concluded that even without knowledge the internal structure of the 

system, it can be tested quite qualitatively using different techniques. However, it’s 

important to understand that, of course, with a combination of white and black box testing, 

the test result will be better, but this is not always possible. 

 

2.5  Tools used in the field of testing 

In the field of quality assurance, there are many testing methodologies and techniques, some 

of which have been described above. Employees of any field, and especially in the IT field, 

try to optimize, structure and facilitate the work process. And the activities of many 

companies today are aimed at improving the working conditions of other companies in some 

areas. Therefore, there are many technological tools around the field of software testing that 

allow QA engineers to better set up software testing processes. There are quite a lot of 

varieties of technologies that perform approximately the same functions, so in this case the 

types of software that QA specialists use will be considered. 

 

To test the software at different stages of its development, the tester connects to different 

versions of this system (Srivastava et al. 2021). These test environments can be deployed 

both locally and on a test server. This is implemented differently in each IT team, but still 

the principle itself in most cases is the use of container technologies. In the abstract, they 

can be used to create containers in which it’s possible to include data and modules that are 

necessary for testing. In addition to ease of use, these technologies allow to regulate the load 

on development environments and speed up the process of both testing and product 
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development in general. This approach is called CI/CD – Continuous Integration/Continuous 

Delivery. It is based on the principles of agile methodologies, in which the workflow should 

not stop, and all teams work equally productively. 

 

Another important tool in each team is a task tracking system. In it, QA specialists create 

bug reports, receive tasks to complete, and generally monitor all error records. 

 

The above systems are presented in most modern QA teams. There is also a lot of software 

that relates to some specific testing technologies. So, for example, specialists engaged in 

manual testing have: 

 Tools for creating test checklists. This is necessary to create test scenarios and control 

their further execution. 

 Tools for generating basic data. So, for example, to check the authorization form on 

the site, there are data sets that are suitable for checking any authorization system – 

special characters, different lengths, empty passwords, etc. 

 File editors, for convenient study of messages generated by the server. 

 

There are many similar systems, and they depend on the area of the product being tested. In 

automated testing, the set of tools is even larger (Sneha&Malle, 2017). Some of them depend 

on the programming language in which autotests are developed. As mentioned earlier, 

autotests are very rarely implemented only with some programming language. Most often, 

there are special libraries and frameworks that have special functions for more convenient 

development. In addition, there are whole systems that allow to manage large sets of 

autotests. Such systems are able to integrate with both test environments and task tracking 

systems. The basic functions of such systems, which almost all of them have, include: 

 The ability to combine tests into sets that can be run at once. 

 The ability to set a schedule according to which autotests will run themselves. 
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 The ability to analyze the results of the tests. The system provides clear and 

understandable statistics on the results of the tests. 

 

There are a large number of such systems, and today a team of QA specialists has the 

opportunity to choose from this number the system that will most accurately fit their tasks. 
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3  Artificial Intelligence 

The second area of technology used in this DSR is the field of AI, so in this chapter the main 

aspects of artificial intelligence technology will be described. Namely, the principles of 

operation, types of artificial intelligence, the scope of its application and the technologies 

used in it. To understand the relevance of this technology, its development history will be 

briefly considered. 

 

3.1  Basics of AI 

Artificial intelligence today is an extremely common technology that is used in a variety of 

completely different areas. And this phenomenon is not accidental. This technology allows 

a large number of companies around the world to significantly improve their products and 

services. Before delving into artificial intelligence in particular, it is necessary to define it. 

As with the definition of software testing, after analyzing the scientific literature and 

specialized sources, a generalizing definition of AI was derived (Simon, 2019). Artificial 

intelligence is an area of information technology aimed at developing systems capable of 

partially or completely performing human work. This definition is very broad, because 

within the AI sphere there are many subspecies of artificial intelligence systems, which not 

only use different methodologies and technologies, but also the very purpose of which differs 

significantly from each other. 

 

Before a more detailed study of the types of artificial intelligence, it is worth considering the 

general advantages of this technology, because of which it is so widespread. Among these, 

can be distinguished (Kalicanin et al. 2019; Yeasmin, 2019; 10xDS, 2020): 

 Automation of processes. At many enterprises, within almost all companies, there 

are processes that are repeated on an ongoing basis. Such processes need to be 

transferred from manual to automated mode. And automation is already present in 

many of these companies. But thanks to artificial intelligence, it is possible to process 

errors that occur during the operation of such automated programs. Usually, in a non-
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standard scenario, the system stops working until a specialist intervenes. Any 

program shutdown, whether it's a factory, a website, or some device, always leads to 

a loss of monetary resources, reputation, and a number of other factors. With the help 

of artificial intelligence, the system can be taught to process errors and work on their 

elimination independently without the intervention of specialists. 

 Technology and service improvement. There are many technologies around human 

that make their life easier and better. For example, speech recognition technology 

allows to create voice assistants that are integrated into smart home systems, gadgets, 

cars. All this increases a person's comfort and standard of living. The same speech 

recognition technology is now often found in companies providing services. The first 

line in call centers is already often represented by a robot that independently 

recognizes speech and executes commands. For example, during the COVID-19 

pandemic, the increased load on call center operators was solved by the integration 

of a voice assistant that could independently apply for a doctor's call (Neuro, 2021). 

 Deeper analysis of big data. Modern trends in the development of information 

technology show that statistics, or rather the analysis of statistics, plays one of the 

most important roles in many modern businesses. This understanding happened by 

the standards of IT quite a long time ago, and therefore today large companies have 

huge arrays of stored data. In addition, it is possible to find a lot of useful information 

for the company in the public domain. With the help of competent data analysis, it is 

possible to draw conclusions that can bring big profits or solve some important task. 

Thanks to the ability of artificial intelligence to competently process large amounts 

of data, as well as its ability to learn and make decisions independently, this 

technology facilitates the process of data analysis, makes it deeper and more 

comprehensive. Also, this approach to data analysis allows not only to find 

interesting business dependencies, but also system hack traces that are difficult to 

notice with other types of data analysis. 

 Accuracy of data analysis. As in the previous point, artificial intelligence 

technologies can improve, as well as people's daily lives, and bring benefits in some 

more serious areas. There are systems that analyze a person's predisposition to 

various diseases by studying the results of person’s analyses with a database of 

thousands of other patients (Stafford et al. 2020). And at the same time, the accuracy 
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of AI allows a person in ordinary life to find, for example, the type of plant that 

person saw on the street from a photo. It will not bring any great benefit to humanity, 

but it will provide high-quality service to a specific person, which is important for 

business. 

 The ability to use similar AI systems in other areas. In the field of artificial 

intelligence, there are certain development patterns. Thanks to them, AI-specialists 

can start building a new AI system not from scratch, but analyze the available public 

developments and choose the option that suits the task. These patterns are also 

regularly modified, new ones appear. Therefore, a model that successfully works on 

one principle can be applied in a completely different field of activity under similar 

logical conditions without radically changing it, but still the training will have to be 

carried out anew. 

 

Artificial intelligence is a broad concept that includes many areas, but all of these areas 

certainly have common features. The general idea of AI is to create programs that can work 

productively with big data. Such software is capable of processing data in a short time, 

finding patterns, identifying statistics and even making independent forecasts. When 

creating and configuring an AI, huge arrays of data are fed to it for its training, and in the 

future, in the process of work, it continues to learn, analyzing new information. Artificial 

intelligence systems are based on a variety of methodologies and theories. In combination 

with different fields of application, it has led to the emergence of a large number of AI 

directions. Among the main directions are (Ali et al. 2018; Lemley et al. 2017): 

 Computer vision. In this direction, work is underway to create systems capable of 

recognizing images or videos. Now there are already many similar systems operating 

in a variety of fields. They can be used both at enterprises in the quality control 

department of created products, and in emergency control systems – the systems can 

notice fires by processing video and photos from satellites. But, perhaps, computer 

vision is in greatest demand in face recognition. Facial recognition systems have been 

successfully used for several years to search for criminals, find lost people and for 

other types of identification of a person. 
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 Natural language processing. This type of artificial intelligence is aimed at gathering 

and processing human speech, both oral and written. Thanks to the development of 

these technologies, the voice assistants described above appeared. An example of 

smart text processing can be a photo translation – it is enough to point the camera at 

a foreign text and anyone can understand what is written there. NLP, as well as 

computer vision, and sometimes a combination of these technologies, can improve 

the lives of people with disabilities. There are applications that help blind people with 

the help of a smartphone camera to understand the denomination of the banknote in 

their hands, read aloud the text written without the use of Braille and much more. At 

the moment, there are not many services that make life easier for people with 

disabilities, but it is such technologies that will form the basis of many future 

developments. 

 Cognitive computing. This is one of the most difficult sections in artificial 

intelligence. Specialists in this field make efforts to ensure that systems not only 

process data, but also have the ability to think like a person. At the moment, such 

technologies are extremely difficult to implement, because there is no clear 

understanding even of what exactly needs to be implemented – the human brain itself 

has not yet been sufficiently studied to replicate its functionality. The first 

developments in this area already exist – the Royal Bank of Scotland has 

implemented a smart assistant that processes customer complaints 

(Loshkarev, 2021). He was able not only to analyze requests, but also gave answers 

to customers, understood what purpose customers were pursuing, and also created a 

bank of the most frequently asked questions with their classic solutions. The internal 

details of the system are not disclosed, but probably in the near future, artificial 

intelligence systems with cognitive computing will begin to appear in various areas 

where there is interaction with a person. 

 Machine learning. This section is one of the most popular areas of artificial 

intelligence. In machine learning, the purpose of the system is to find patterns using 

different algorithms. That is, the system does not just solve any specific task, but 

learns to solve a similar class of issues, analyzing data on interaction with similar 

tasks. The peculiarity of this area is that the system is looking for non-obvious useful 

information in the data. That is, it is looking for hidden benefits in data arrays. 
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Machine learning is implemented by using many different statistical methods, 

optimization methods, mathematical analysis, and so on. ML is used in many fields 

and its influence continues to spread due to the fact that it is one of the most 

productive methods of interacting with big data. Competent analysis of large 

amounts of data, and also sometimes making quick decisions based on them, allows 

to solve many problems more efficiently. 

 Deep learning. This type of artificial intelligence is based on the use of complex 

neural networks. The neural network, in turn, is a model that mathematically repeats 

the neural networks of living organisms. Deep learning uses neural networks with a 

large number of neurons and layers. Such systems require large computing power to 

operate, so they are not used as often as other types of AI. As a rule, they are used in 

the analysis of very large data sets and use optimized algorithms to work with them. 

Deep learning is also used for text and speech recognition. For this approach, it is 

necessary to use more powerful hardware, but the result of the work may become 

better. So, for example, a voice assistant using deep learning can learn to speak in a 

more human voice - with intonation and correct accents. 

 

The types of AI described above are only a small part of the types of artificial intelligence, 

which still has many subspecies – there are dozens of ways to configure it in machine 

learning alone. Artificial intelligence is actively developing and increasing its influence, but, 

like any technology, it has its drawbacks. Among the main disadvantages are (Javatpoint, 

2019): 

 Data dependency. For high-quality training of an artificial intelligence system, arrays 

of big data are required. Sometimes there may have been a small amount of data. 

Also, the data may be imperfectly structured, may have gaps in some indicators – 

this means that before creating an AI, specialist at first need to bring the data to the 

desired structure. And also the most important drawback of this item is errors in data 

collection. Incorrectly collected indicators will lead to incorrect training and 

subsequently incorrect results of work of artificial intelligence. Also, when adding a 

new indicator to the data, it is necessary to revise the AI's work scheme and re-train 

it. 
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 Complexity of implementation. Artificial intelligence systems require significant 

skills of specialists for high-quality work with them, and also require significant 

computing power. Which implies a large time and money spent on the creation of AI 

system. 

 Narrow focus of technology. Despite the availability of development methodologies, 

it is not yet possible to retrain one AI system for other tasks without modifying and 

retraining it. 

 Lack of independence of the system. If in the case of automated systems, in many 

cases there is almost no control over its work, then in the case of artificial 

intelligence, it is often difficult for specialists to completely give control to the 

system, because it can, based on many factors, retrain incorrectly and begin to 

perform its functions with errors. 

 

Artificial intelligence with all its varieties is used in many areas. It is possible to identify the 

areas in which it has become most widespread (Kalicanin, 2019; Yeasmin, 2019): 

 Medicine. In this area, it is doctors who still treat people, but artificial intelligence 

systems are already actively used to create recommendations that a doctor can use. 

In the medical field, AI is used to assess the development of diseases: what diseases 

can threaten a particular patient, forecasting epidemiological diseases (flu, COVID-

19), creating recommendations for preventions. There are also systems that increase 

the accuracy of analyses – for example, systems that improve the quality of 

fluorography and systems that recognize tumors on ultrasound. Some clinics have 

launched AI-based services that can pick up free treatment for mild diseases even 

without the participation of a doctor. And of course artificial intelligence in medicine 

is used for a more detailed study of diseases in order to identify new ones and 

improve old methods of treatment. 

 Banks. As already mentioned, AI in banks is used to create smart voice assistants 

and chatbots that reduce the load on customer service. In addition, artificial 

intelligence detects cases of fraud, monitors the state of system, and system security. 

In the case of personal interaction of bank employees with customers, the AI can 
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quickly recognize the data of client documents and automatically transfer them to the 

system, and can also quickly make a decision on the possibility of issuing a loan to 

a client by analyzing many factors. 

 Production. The sphere of production has always been subjected to a thorough 

analysis, because even minutes of downtime can lead to large monetary losses. 

Therefore, with the advent of AI in this area, it began to be actively used in various 

fields – analysis of personnel productivity, analysis of conveyor productivity, 

analysis of the technical condition of the production line. At many enterprises, robots 

perform a significant part of the work – they also use artificial intelligence. 

 Recruiting. In this area, AI makes it possible to simplify the work of recruiters by 

analyzing resumes – it is able to independently compare the skills necessary for the 

job and the skills of the candidate and even in some cases to make a rating of 

candidates. These systems allow not to waste time on candidates whose skill set is 

too much unsuitable for the vacancy. In some cases, the AI can independently 

analyze the candidate's test task or even perform an analysis of the candidate's 

emotions on a recorded video. 

 

The above are just some examples from some of the AI applications. To date, artificial 

intelligence is extremely widespread and popular. The next chapter will describe how IT 

specialists came to such widespread use of AI. 

 

3.2  A brief history of AI development 

The idea of creating a human mind in technology arose quite a long time ago. But until the 

middle of the 20th century, these were only predictions, not based on real research. In the 

early 1950s, Alan Turing began to explore the possibility of the emergence of thinking in 

computing (Flasinski, 2016). He created the famous Turing test, whose task was to determine 

whether a machine could show signs of intelligence. At the moment, many experts believe 

that this test is not too objective to solve its task. In 1956, the definition of artificial 

intelligence was officially documented for the first time at a conference. Researchers began 
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to actively explore the possibilities of creating such smart technologies, and even tried to 

create systems that recognize human speech, but at that time it was extremely difficult to 

implement due to the lack of necessary knowledge and technology. And in the 70s, due to 

the lack of results in this area with a large budget spent, interest in AI dropped significantly. 

In the 1980s, the process of AI development continued. Concepts were developed in which 

machines could learn from their own experience – the first expert systems appeared. After 

that, large budgets were allocated again to improve artificial intelligence, but almost none of 

the tasks set were fulfilled and in the late 80s – early 90s of the 20th century, money was 

again stopped investing in the development of AI. However, many enthusiasts were struck 

by the possibilities of these technologies, and computers became more affordable. Therefore, 

in the 1990s and 2000s, there were many discoveries in the field of artificial intelligence, 

which made this area relevant again (Rockwell, 2017). An AI was created that beat a 

grandmaster in chess for the first time in history. The first speech recognition systems and 

much more were created. Since then, computers have become not only accessible, but also 

have impressive computing power, AI creation methodologies have become publicly 

available and widespread. And most importantly, IT specialists began to collect data that is 

so necessary for training systems with artificial intelligence. As a result, the accessibility, 

clarity and great capabilities of AI systems have made them so popular. 

 

3.3  Tools used in AI 

In the field of artificial intelligence, a huge number of different technologies are used today, 

among which specialists can choose a stack that is suitable for their project (Deb, 2021). 

Among programming languages, Python is the most popular in this field. Specially for 

Python a large number of libraries for machine learning and for working with data were 

developed. But a significant part of popular libraries developers is trying to adapt to other 

programming languages. For example, such a machine learning library as TensorFlow was 

originally developed specifically for Python, but now developer can work with it in 8 more 

languages. One of which is R. This language was generally designed to work with data and 

AI. In some aspects, it is more convenient than Python, but due to the huge number of ready-

made libraries for Python, R has much less popularity. Tensorflow, Pytorch, SciKit and 

many other machine learning libraries have been created to speed up and facilitate the 
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process of developing machine learning models. Such libraries offer ready-made work 

patterns, and the methodologies prepared in them are suitable for most modern projects. 

Also, in addition to libraries, SDKs are being created that include more technologies, but 

also have more restrictions on working with AI. For data analysis and machine learning, 

separate development environments are created, for example, Colab and Jupiter Notebook, 

which implement a special principle of writing code in separate linked cells. Also, a very 

important point in artificial intelligence is the analysis not only of own companies’ data, but 

also of external data that affect its data. Therefore, many large companies have created their 

own data warehouses. Among them are Google Cloud, Kaggle, Amazon Web Services Open 

Data Registry and others. There are already a lot of technologies for creating own artificial 

intelligence system today, there is also a lot of open data for AI training, which allows the 

field of artificial intelligence to develop more and more. 
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4  Trends in the use of AI in software testing 

In addition to analyzing the technologies used, in the DSR methodology it is also necessary 

to study the field of research itself as the first stage of creating an artifact. Therefore, in this 

chapter the use of artificial intelligence in testing will be considered. Also the spheres of its 

use will be reviewed – both existing ones and those that suggest its development in the near 

future. Software testing services that use artificial intelligence technologies will also be 

studied. 

 

4.1  Areas of AI use in testing 

According to the 12th edition of the World Quality Report magazine for 2020-2021, about 

88% of the surveyed specialists related to the field of software quality assurance believe that 

among all the factors, methodologies and technologies affecting the field of testing, the idea 

of using artificial intelligence begins to create the greatest impact on the development of the 

field of quality assurance (Capgemini Group & Micro Focus, 2020). Experts are confident 

that using AI technology will significantly improve software quality control. Next, the main 

areas of use of artificial intelligence in testing will be considered: 

 User interface analysis. User interface testing is always very important and necessary 

for any project or service made for the user. Artificial intelligence systems in this 

area are able to recognize objects on the screen by analyzing the interface of the page 

to detect objects on it (Gao et al. 2019). This type of system helps in monitoring the 

external state of the pages – after making some changes in the program code of the 

system, automated tests may break down because of the inability to find an element 

on the page due to its changed properties, and AI systems are also able to recognize 

modified elements of the system and check their operation. Thanks to this approach, 

the test coverage of the application can increase, because QA engineers will not need 

to write a lot of lines of code to search for elements on the page. In an AI system 

specialist can only tell it what element to look for. Also, with the help of such 
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systems, QA specialists can not only detect objects on the page, but also analyze the 

convenience of their location for the user. 

 API testing. API testing is considered as one of the most difficult areas in the field 

of software quality assurance. For competent API testing, a specialist must first 

understand the principle of its operation, and then create scenarios for its verification 

and possible further automation of these checks. Artificial intelligence systems can 

be configured for independent traffic analysis (Martin-Lopez, 2020). The result of 

such an analysis may be an understanding by the system of the relationships between 

different requests, which may lead to grouping and updating existing tests or creating 

new ones. Such systems will help in controlling changes in functionality. The 

disadvantages of such technologies include its complexity of implementation. 

 Control of automated tests. Automated tests are very important and popular in all 

kinds of fields. Test automation engineers try to create as many tests as possible. And 

this leads to negative effects – it becomes increasingly difficult to maintain them, 

because with small changes in the program code, many tests stop running not because 

of errors, but because they were configured in the old way. In this regard, an 

increasing percentage of the work of a test automation specialist begins to take up 

the correction of old tests. Artificial intelligence systems can learn from working 

tests and try to correct simple errors in broken ones – for example, when the field 

name has changed or visual elements have shifted. Also, such systems have prospects 

for evaluating the coverage of the system with tests. Such technologies can allow test 

automation specialists to spend less time correcting minor errors in tests that have 

broken due to innovations (Ricca et al. 2021). The disadvantage of such a system is 

the probability of incorrect correction of tests by it, as a result of which they will stop 

returning errors, but will not perform their original functions. 

 Generating test data. Testing, especially manual testing, is often a monotonous 

process. Creating test data for test scenarios can usually take a lot of time, and in its 

process a specialist may miss some categories of data that need to be tested. 

Therefore, to solve this problem, it is possible to use systems with AI, which, 

analyzing the data bank, can create test data themselves (Paduraru & 

Melemciuc, 2018).  
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 Creating automated tests from manual scripts. AI systems are capable of processing 

natural language and translating it into automation scenarios (Garousi et al. 2020). 

Such systems are not perfect and they need to be trained for some specific tasks. 

However, with their help, a testing specialist does not need to have knowledge of 

software languages, which from a business point of view allows to save money by 

hiring less qualified specialists.  

 Automated control of test runs. In addition to editing individual tests themselves, 

specialists can create systems with artificial intelligence that can control the process 

of launching automated test suites (Alnafessah et al. 2021). CI/CD systems are not 

perfect and sometimes errors occur in them, stopping the system from being checked 

by tests. With the help of AI, QA engineers can create programs that can restart test 

builds, as well as collect and analyze crash statistics, which will allow specialists to 

find flaws in CI/CD systems. 

 

The list above describes some of the areas in which the use of AI systems in testing can be 

widespread. AI is just beginning to develop in the field of testing, so not even in all the 

popular areas described above there are good ready-made software solutions. A significant 

part of them is at the stage of theoretical development. 

 

4.2  Existing examples of AI in Testing 

Business trends in recent years show that an increasing percentage of companies prefer not 

to create a finished product, but to invent a service that people will regularly use and bring 

some benefit to the business when using their service. Therefore, many services are being 

created in any popular or gaining popularity sphere. This is also the case with the integration 

of artificial intelligence into the software quality assurance process. There are already 

services that can optimize, improve or simplify the process of software testing using AI. At 

the moment, it would be wrong to say that these services are very popular and are used in 

most companies, but as mentioned earlier, most companies are going to use AI in testing in 

the future, so existing services will gain popularity and new similar applications will appear. 

Next, the solutions available to date will be considered. 
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Applitools. This is a software tool that facilitates the writing of automated tests by visually 

searching for objects (Ricca et al. 2021). As a rule, in web testing, when checking any 

functionality, QA engineers try to check the correct display of elements on the page. For 

example, when writing an automated test to check the addition of goods to the cart in an 

online store, specialists check not only the work of the product addition, but also check the 

presence and correct display of other elements on the page – in this case, the catalog button, 

elements of changing the quantity of goods, links, and so on. For each element, it is necessary 

to register a separate search for it on the page. As a rule, elements are searched by its 

properties or path in an XML file of the web-page. That is, the test automation engineer must 

first identify the unique attribute of each element, and then write a separate handler for each 

element. This is already taking enough time. The program code changes regularly, which 

also leads to changes in these unique elements, according to which autotests search for 

elements on the page. With each such change, the test automation specialist has to modify 

tests that have stopped passing checks due to such changes. That is, such checks take time 

at the beginning, and then such checks also need to be serviced. Applitools allows to perform 

all these checks in a few lines due to the AI, which performs a visual search for elements on 

the page. It is not tied to any specific feature of the element, so when developer change its 

code, Applitools can still detect this element. This tool can already be integrated into most 

modern projects that already use other frameworks and tools.  

 

Sauce Labs. This service is a large set of tools for software quality assurance specialists. 

From the point of view of this thesis, it is interesting to note two tools – visual testing and 

the creation of test scripts from natural language. Like Applitools, this service is able to 

independently detect objects on the page – Sauce Labs can detect elements from screenshots 

and videos and then check them in autotests. The service is also capable of implementing 

test scenarios based on natural language processing algorithms. The user enters a list of 

commands – open a certain website, find some buttons, check for the presence of elements 

on the page. The system processes these text strings and translates them into tasks. User can 

also enter data that can be used for a specific test scenario. After that, the system will begin 

to consistently perform tasks using visual search algorithms and record each of its steps using 

screenshots. This method of testing allows to create automated tests for people who don’t 
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have programming skills. Although the system is very technological, it still has restrictions 

on entering text in natural language – user needs to adhere to certain rules. However, with 

each new type of task written by a person, the system learns. In connection with this 

development, the restrictions become less and less and it becomes more convenient to use 

this type of systems. 

 

Test.AI. This is one of the most progressive services in this area. The service has the same 

basic functionality as its competitors, which allows to check elements using an AI-based 

visual search (Ricca et al. 2021). The application also has the function of monitoring user 

actions – this means that if the client uses the application under test while the service is 

running, the service monitors it. Test.AI not only recognizes and remembers objects in the 

background, but also remembers the order of user actions and creates test cases from this, 

which can then be restarted. The main feature of the service is that it tries not just to 

remember what the elements look like, but also to classify them. That is, if the service tests 

a dozen applications of the same type, then it can remember what a standard icon might look 

like – for example, a shopping cart in an online store. Also inside the same application 

Test.AI captures all the pages found so that in the future it will be possible to create test 

scenarios more simply – for example, when creating a transition from one page in the 

interface to another already prepared in the interface.  

 

Mabl. Provides the same capabilities for visual recognition of elements (Ricca et al. 2021). 

The key feature of the system is the ability to modify automatically by itself already created 

tests. When creating tests, Mabl not only visually remembers an object, but also reads its 

properties. Thanks to this, even when changing the appearance of some objects, Mall can 

begin to correctly recognize them by its functions.  

 

Evo Master. It is an open source project for API testing. The project has been developing for 

more than 6 years, during which time it has received impressive grants several times for the 

development of its system. The service allows to create automated tests based on API 

analysis (Arcuri, 2019). AI systems, by studying the code, documentation and specification, 

are able to independently create sets of autotests that fulfill requests and check the statuses 
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of the system's responses. The system consists of tens of thousands of lines of code written 

mainly in Kotlin and Java languages. The developers also want to create an opportunity to 

test the API of black box systems. But at the moment they haven’t achieved success in this 

– the service can generate only a few simple tests after a long training in grey box systems. 

Evo Master is not able to work with a black box system. 

 

There are other services on the market that are gaining popularity, but they provide 

approximately the same set of services as the solutions described above. For example, with 

the help of visual AI, such systems as ReTest, Sofy, Testim, Perfecto Scriptless, Functionize 

facilitate the creation of automated tests. These systems recognize elements in screenshots 

or videos in which a person manually goes through the stages of a test scenario. In addition 

to recognizing elements on each page, they also remember these stages of the test scenario, 

which subsequently enables these systems to reproduce test scenarios and check objects on 

the page in detail. As a rule, these applications provide a convenient user interface for editing 

test scripts without writing any code.  

 

Functionize, in turn, also has the function of creating automated tests from a native language. 

The same task is performed by the AutonomIQ service. It also has facilities for further 

editing test cases, combining them into groups and running these test suites. Among the 

features of the above applications, it’s possible to highlight the fact that Sofy is specialized 

for mobile applications. In Sofy, there is a very flexible configuration of test parameters in 

terms of gadgets – user can choose not just an operating system, but also configure many 

parameters in the form of device screen sizes, the size of its RAM, Internet speed and so on. 

There are also many templates in this application – user can choose an emulated device with 

all its characteristics from a large catalog of smartphones. A feature of the Testim application 

is a developed test editing tool – within each created autotest, individual steps can be grouped 

into subgroups. And then user can perform many actions with this subgroup as a separate 

entity. 
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4.3  Conclusions about existing AI systems in testing 

Most of the services described above were created not just recently, but in the last few years. 

Some of them are starting to create joint solutions that will be more attractive to potential 

customers. The sphere of using AI in testing is at the start of its development. It will continue 

to expand actively – both new services will be created and existing ones will be developed. 

And there are extremely many opportunities for development. Most of the companies on the 

market today provide only basically only a few options: 

 Visual testing. Ability to create, edit and maintain automated tests.  

 Natural language processing. Creation of automated tests as a result of processing a 

list of consecutive commands written in English.  

 API testing. To date, the services are able to test the basic functionality of the API. 

 

Given that many predictions of experts about the growing influence of AI on the field of 

testing, as well as the creation of many applications in this area, it can be assumed that soon 

there will be created systems capable of independently testing even closed systems – that is, 

black box systems. 
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5  Conceptual theoretical model for integrating AI into black box 

testing 

According to the DSR methodology, at this stage, the researcher describes the creation of 

artifact. Therefore, a conceptual theoretical model will be created in this chapter. This thesis 

specifically discusses the creation of a conceptual theoretical model that will be able to 

implement test scenarios using artificial intelligence in black box testing.  Initially, the study 

of the black box system and the structuring of the received data will be considered. Next, the 

data classification stage will be described. This stage is not required, but it is useful when 

developing more universal solutions. The third stage is the modeling of the environment 

from the point of view of the mathematical approach in the form of the Markov Decision 

Process. The fourth stage describes how to implement a reinforcement learning model using 

the Q-learning algorithm. 

 

5.1  Introduction to the construction of a conceptual model 

Black box systems can be extremely diverse – it can be either some kind of outdated signal 

processing unit in a cellular communication station without documentation and legacy code, 

or an ordinary website from the user's point of view. Now the service sector for users is 

actively developing, as evidenced by the creation of AI-based systems to simplify and 

optimize the user interface testing process. Therefore, due to the relevance of this direction 

in this work, the creation of a conceptual theoretical model will be carried out with a bias 

towards testing the website as a black box. However, the general principles of the conceptual 

model will be applicable to all black box systems.  

 

In general, the classical process of creating an artificial intelligence system consists of 

several main stages (Kumar, 2017): 

 Development. At this stage, the structure of the future system is created and 

implemented. 
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 Training. At this stage, the AI system passes training data through itself. 

 Work. At this stage, the system already processes real data and draws conclusions 

from it, depending on the type of system. 

 Improvement. This stage can also be included in the working stage, because the 

system continues to improve as more and more data is processed. 

 

The black box system, as already defined earlier, is a closed system, the internal structure 

and code of which is not available. Or the quality assurance specialists themselves identify 

the system as closed when testing using the black box method. This is the main problem of 

using artificial intelligence in this task – as a rule, most AI models are trained to perform a 

task based on a set of test inputs, and then apply their skills to real tasks. When testing a 

black box, as a rule, there is only a basic understanding of the operation of such a system 

without its internal features. 

 

Therefore, it is necessary to apply an AI algorithm that can adapt to a specific situation and 

perform the right actions in it. And such models of artificial intelligence implementation 

exist – for example, the reinforcement learning machine learning method. Its principles of 

operation will be described in more detail later in this chapter. But now it is important to 

clarify that systems built on the reinforcement learning model are only able to make a 

decision based on incoming factors (Nandy & Biswas, 2018). It is impossible to create a 

system that, without knowledge of some elements of the website and its structure, would be 

able to start creating and implementing test scenarios as a human. Probably, in the future, 

such systems based on artificial consciousness that mimics human behavior will be able to 

test black box systems, including websites, in this way. But at the moment, the development 

of this field of science is at a low level and it is almost impossible to create a conceptual 

model for such a technology. And the most important thing is that such a conceptual model 

will be created in vain, because it will not be in demand today. And one of the key aspects 

in the Design Science Research methodology is the creation of a useful and relevant artifact 

that experts from the field of research can use. Below in Figure 4, it’s possible to see a block 

diagram of the stages of operation of the conceptual black box testing model based on AI. 
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Figure 4. Generalized scheme of the conceptual model 

 

Based on the need to provide the reinforcement learning algorithm with input instructions 

for its operation, the first general stage in the development of a conceptual model for creating 

a system capable of testing a black box independently based on artificial intelligence will be 

to study the principle of operation of the black box itself. The second general stage will be 

the structuring of the acquired knowledge. And directly at the third general stage, an 

algorithm for implementing test scenarios will be developed. 

 

5.2  Studying of the principle of operation of the black box system 

In the absence of knowledge about the internal structure of the system, its first step is to 

study externally. That is, if for example it is necessary to test the API requests of the system, 

then it is necessary to implement a mechanism for monitoring these requests, which will 

reveal the following things: 

 What kind of requests exist at all? 

 What data do they include? 

 What responses does the system return? 

 And the like. 

 

As mentioned earlier, black box systems are extremely diverse, and for each type of system, 

it is important to collect the information necessary to understand how the software works. In 

this example of testing a website, it is necessary to collect the following information: 
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 The structure of the site - which sections exist, which links lead where, what are the 

functions and interactive elements? 

 The work of its individual functions – for example, which fields need to be filled in 

in any form and how to send this form? 

 Data types used in interactive elements. 

 And the like. 

 

The specific way of collecting this data depends on the data already collected about it, the 

knowledge and skills of the specialists working on its testing and their preferred ways of 

working with data. 

 

If the website is already covered with automated tests, then it’s possible to collect data from 

them. Or this data can be collected using a visual AI system. Moreover, depending on the 

project, engineers can create such a system by themselves or use a ready-made solution – 

the most popular of them are listed in Section 4.2. Many of the listed companies present 

themselves as client-oriented companies, so it’s possible to discuss the possibility of editing 

their programs for the needed purposes – exactly collecting the right information. 

 

The result of this stage on the example of a website should be: 

 Website map – can be presented in any convenient form, i.e. a table, a tree, and so 

on. 

 A list of functional objects along with instructions and restrictions on working with 

them. 

 A list of system restrictions, that is, which functionality is protected from non-human 

use – for example, where there is a captcha.  
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In general, the result of this stage should be clear and understandable constructions that will 

help organize and limit the actions of the future system. It is also important to note that 

before performing this stage, it is important to first analyze the designed system itself in 

order to understand what specific data needs to be collected for its operation. 

 

5.3  Classification of the studied data 

The next step is data classification. This stage is not mandatory in creating an AI capable of 

independently implementing test scenarios. This stage is useful for companies that have 

several similar types of software or for companies working in the field of consulting software 

testing, that is, in fact, also for companies that have similar products.  

 

The essence of this stage is to highlight the objects inherent in different projects. For 

example, in such a type of websites as online stores, most of these websites will have objects 

that perform the same functions – for example, a button to go to the cart, buttons to change 

the number of products in the cart, similar fields on the checkout page, similar product cards, 

and so on. When using a visual AI system at the first stage, the classification of the above 

objects will speed up the process of their recognition. And also with the constant 

development of this classification technology, it will be possible to achieve a system that can 

independently implement simple test scenarios on completely unfamiliar sites.  

 

At this stage, it is not necessary to classify objects within one website, because most likely 

this classification will actually represent the allocation of repetitive functionality on one 

website. And such functionality can be taken out as a separate object at the first stage and 

indicate the places where it occurs. 

 

The result of this stage will be a set of objects inherent in systems of a certain type. Each 

object should have a set of standard distinguishing features: 
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 Specific keywords in the Document Object Model. DOM is a programming interface 

through which engineer can find out how objects are signed in the code. In it 

specialist can find both the type of this object and its name, which may be standard 

for many sites. 

 Standard display. For example, a customer's shopping cart, on those sites where it is 

implemented by an icon, is often displayed the same type. Visual classification of 

objects can sometimes help if the object is implemented in a non-standard way in the 

code. 

 Implemented functionality. Sites of the same type have similar structures, which 

allows the system to remember, for example, which links lead to where on most sites. 

 

Thus, at this stage, it is possible to identify classic objects for many applications. And in the 

future, with the help of them, create a universal system. But this task is very complex and is 

only superficially considered in this thesis. 

 

5.4  Basics of implementing test scenarios from the studied data 

Unlike most other AI models, the reinforcement learning machine learning model doesn’t 

require any training before starting work – it only needs to know some work instructions and 

the purpose of the work (Nandy & Biswas, 2018). That is, in fact, it is an evolving decision-

making algorithm. Independently, such a system cannot recognize the elements of a website 

and classify and structure them. Therefore, the previous two stages of work on the study of 

the black box, data structuring and possible classification of objects were completed. That 

is, by the time the development of this stage begins, developers have knowledge about the 

operation of the system and its elements, but there is still no access to its internal device. In 

the example under consideration, there is an understanding of the structure of the website, 

the elements on its pages and the peculiarities of the operation of individual functional 

objects. Now it is necessary to develop a system for the implementation of test scenarios. 

The first step is to describe the reinforcement learning technology as a whole. 
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In general, the model works according to the following principle: 

 The model receives input instructions for work, where it is indicated for what it will 

receive remuneration, and for what punishment. 

 The model performs an action. 

 The mechanism of evaluation of the model's action is activated – there is a reward or 

punishment. 

 The model analyzes the evaluation of its past action and performs a new action. 

 

This procedure is repeated and due to this, the model is trained. The purpose of this model 

is to achieve the maximum rating, which increases due to rewards and decreases due to 

punishments. 

 

As in the previous two stages, in modern realities, experts can use different methodologies, 

design and development technologies. But if the previous stages depend more on the specific 

area of the system under study, then at this stage more detailed principles of creating the 

algorithm for developing a system capable of independently implementing test scenarios will 

be described. 

  

The algorithm presented below will be useful for creating a classical model capable of 

implementing test scenarios. To create an algorithm that can also take into account classified 

objects and past experience working on similar black box systems, it is necessary to take this 

model as a basis, but still teach it additional aspects in advance. 

 

5.5  Markov Decision Process 

To start creating an algorithm, it’s needed to start with a description of its working 

environment. To implement the description of the environment of the reinforcement learning 

algorithm, the Markov Decision Process (MDP) is most often used. MDP is a process that 
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allows to regulate a system that works on the basis of decision theory (Zeng et al. 2017). It 

allows to describe all the processes of the environment within the framework of 

mathematical conditions that will be understandable to systems based on reinforcement 

learning. MDP consists of the following four components (Zeng et al. 2017):  

 S is the set of all states of the system (S0, S1, S2, ...) – certain states of the system. 

 A is the action space. AS1 is a set of actions that can be performed from the S1 state. 

 P is the probability of an action. It is a matrix in which the probabilities of transitions 

from one state of the system to another are indicated. 

 R is the reward function. Regulates rewards/punishments for each transition of the 

system from one state to another. 

 

It is very difficult to illustrate many states of large systems in one scheme, so it is worth 

creating groups of states that should be painted separately inside. For example, the basic 

elements of the structure of a classic online store can be represented as in Figure 5. 

 

 

Figure 5. Generalized scheme of the main states (S) of an online store by MDP 
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The figure above shows the main sections of the classic online store. In fact, there may be 

significantly more of them. But it is important to see only the necessary principle of 

separation of states. Each of the above states is not unique and has further separations. So, 

for example, in the catalog it’s possible to delve into many sections, and then into many 

products. But it is not worth putting additional states on this general scheme, because the 

user can get to the catalog section only from the catalog itself (in this example, the search 

bar is not considered). Therefore, it is necessary to create separate state tables for larger 

states. They should also be taken into account when developing the system.  

 

Transitions between states can be described in different ways in diagrams. In a significant 

part of the resources, they are allocated into separate entities and clearly displayed on the 

diagram. This is done if several different transitions can be implemented between two states. 

If there is no variability in the transition from one state to another and the action during the 

transition is clear, then a simple connection of the two components in the diagram is allowed. 

Figure 6 below shows an example of states without a clear selection of transitions. 

 

Figure 6. S and A by MDP in the online store 
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In this case, the transitions are clear and simple – everything is implemented through the link 

buttons in the system interface. Therefore, it makes no sense to complicate the scheme. 

However, if necessary, it’s not forbidden to add clarifications about transitions, as in Figure 

7. This figure shows the transitions and states between the Shopping cart page and Checkout 

page, if the transitions were also performed through the URL, and not just through the 

interface. 

 

Figure 7. S and expanded A by MDP between Checkout and Cart pages 

 

The tuple of the probability of performing an action (P) is not needed when developing the 

system under consideration, because in fact it is a kind of statistical indicator, and it will be 

difficult to calculate and enter it in advance for each individual scenario being created – this 

alignment will already be the actual manual creation of test scenarios, and the purpose of the 

work is to create a theoretical concept for their independent generation.  
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While the reward function (R) is necessary in this case. But only the essence of its creation 

also lies in automating the algorithm, and not writing specific values for each test scenario. 

To begin with, it is worth considering its essence in one of the test scenarios – for example, 

for the simplest test scenario to check the operability of links from Shopping cart page to 

Home page via Checkout page. At the same time, rewards and punishments are signed for 

each action. They should be ranked by their usefulness, the more correct the action, the 

greater the reward, and vice versa. In the example shown in Figure 8, the amount of rewards 

adheres to the correct theory of the amount of rewards, but is chosen randomly. 

 

 

Figure 8. S, A, R by MDP for example with link path verification 

 

As can be seen from the figure above, the essence of the reward algorithm is to direct the 

system to the right path. The most important thing is to remember that if the system has gone 
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the wrong way, then engineer need to give it rewards for returning to the right place. 

However, this reward should be less than for the correct initial actions.  

 

In total, from MDP three tuples of four are needed: 

 S is the set of all states of the system. This component must be implemented as a 

tabular data structure, where each state must be present both in a row and in a table. 

 A is the action space. Transitions between states should be indicated for each of the 

states where they exist.  

 R is the reward function. As already mentioned, it is wrong to write a reward function 

for each individual test case. It is necessary to write a separate functional that will 

consider the likely paths of passage, evaluate what the result and intermediate stages 

should be, and calculate the distribution of the size of the reward function for each 

action. 

 

From the point of view of the implementation of these parameters, first of all it is necessary 

to evaluate the project being developed and think about which architecture is best suited for 

such an implementation. It is worth doing this because the projects are all unique and it is 

possible to implement the storage of this data using different technologies. But the main 

thing is to convert S and A to a table view, where rows are states and columns are actions. 

In the example under consideration, it is impossible to fit everything into one table, therefore, 

as in the figures above, it is worth highlighting the main objects, painting them in detail 

inside, and leaving references inside each table not to the specific states of another object, 

but entirely to the object. For implementation, it is recommended to use databases – this is a 

convenient storage format, and specialist don’t have to store all the states in the system 

memory. The reward function should also be implemented in advance for each action. It is 

extremely difficult to manually prescribe and calculate this, so it is also necessary to create 

a separate table in the database in which rewards for each specific test scenario will be 

recorded after it starts. The implemented transition and state table will be a kind of tree. By 

setting the initial and final conditions for each test scenario, it is worth traversing the tree 

and calculating the number of nodes from each node to the final destination and 
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implementing reward coefficients based on the range. The tree traversal algorithm should be 

chosen based on the black box system. Perhaps the structure will not be a tree. The main 

thing is to adhere to the rule that the most useful actions give more reward, the more useless 

ones give more punishment, and actions to return to the right route give a small reward. The 

final rewards should also be entered into the database and linked to their actions from the 

status and actions table. 

 

5.6  Reinforcement learning  

The MDP was considered above, which allows to mathematically and logically structure the 

work environment of the algorithm being created. The next step is to describe directly the 

algorithm for implementing reinforcement learning. Reinforcement learning, like many 

other types of artificial intelligence, has many different implementations and algorithms. 

Below in Figure 9 it’s possible to see a diagram with its different types (Szepesvari, 2010). 

 

 

Figure 9. Types of reinforcement learning 
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When considering this scheme from above, the first division will be the comparison of 

model-based and model-free algorithms. Model-based algorithms are used in situations 

where the probability of a system transition from one state to another has been studied. In 

such a situation, the algorithm uses the probability matrix P to evaluate its further actions. 

Model-free algorithms are implemented on the basis of trial and error, that is, they don’t 

need to know the probabilities of state transitions from one to another. In the conceptual 

model under consideration, it is necessary to use model-free algorithms, because it is 

necessary to implement an independent conceptual model for which researchers will not 

know in advance the probabilities of transitions from one state to another.  

 

In turn, model-free algorithms are also divided into on-policy and off-policy algorithms. In 

general, policy is a strategy based on which the system (agent) makes decisions about its 

next actions based on the current state of the environment. In on-policy algorithms, the same 

policy is used at each stage – that is, when generating a new action, the same policy is used 

as when generating the previous action. On the other hand, off-policy algorithms are 

implemented using greedy policies. They work in such a way that when generating a new 

action, an action is selected that should maximize the total reward. In this case, it is worth 

choosing an off-policy algorithm, thanks to which the agent has no restrictions on the choice 

of future actions, which allows to study the system better and faster and with a large sample 

come to a higher final reward. 

 

5.7  Q-learning algorithm  

The classical and widespread of-policy algorithm of Q-learning will be taken as a basis in 

this study. The essence of this algorithm is to create a utility function Q and maximize it 

accordingly (Sutton & Barto, 2020). In each project and for certain tasks, it is worth first 

analyzing both other off-policy algorithms and Q-learning modifications. The Q-learning 

algorithm will be described below using a simple example. 
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Initially, the State-Action table is built (Sutton & Barto, 2020). The values in this table are 

Q-values. Accordingly, in this table there are rows for all states (S) of the system and there 

are columns for each action (A). This approach is well suited for small systems. In large 

systems it is better to use varieties of Q-learning algorithms or scale the system in the form 

of nested tables. Initially, it is necessary to initialize the table and specify all Q values equal 

to 0. An example of the table is shown in Table 1. 

 

Table 1. Initialized table 

  a1 a2 a3 a4 

s1 0 0 0 0 

s2 0 0 0 0 

 

The algorithm for working with a slightly filled table will be described below for a more 

detailed understanding of the processes taking place, but for the newly initialized table, the 

algorithm is the same. 

 

The essence of the algorithm is as follows (Sutton & Barto, 2020): 

1. The agent is in a certain state – for example, in s1.  

2. The agent, using a greedy policy, chooses the action that he will perform. As it was 

said in the definition of an action, this is the process of transition to another state. 

The agent will get into a new cell Q, where the parameters s and a are the new state 

and the completed action. The essence of the greedy policy will be explained below. 

3. The agent collects data from the environment – the past state, the action that occurred, 

the reward for this action, the new state. For example, from s1, the agent performed 

the action a3, received the reward r3 and moved to the state s2. Table 2 below shows 

an example of a Q-table. 
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Table 2. Example of a Q-table for studying transitions 

  a1 a2 a3 a4 

s1 2 8 5 1 

s2 0 4 9 2 

 

4. Next, the Q-value of the table cell in which the agent was located is recalculated. The 

formula of the Q-learning algorithm is based on the Bellmanequation formula. Below 

is the formula of the Q-learning algorithm. 

𝑁𝑒𝑤 Q(st, at) = Q(st, at)  + α ∗ (𝑟𝑡 + γ ∗ max Q (st+1, a) −  Q(st, at)) 

The following parameters are presented in this formula: 

𝑁𝑒𝑤 Q(st, at) – New Q value for the state and action 

Q(st, at) – Current Q values 

α – Learning rate. This indicator should vary from 0 to 1. Where 0 is the agent's use 

of only past knowledge (that is, without studying of the new environment), and 1 is 

the use of only new knowledge, without taking into account past data. In most 

projects, it is recommended to set this indicator to 0.1. 

𝑟𝑡 – Reward for taking an action in a state 

γ – Discount rate. This coefficient shows how important future rewards are. This 

indicator is recommended to be set at a size slightly less than one, which will direct 

the model to a long-term high reward. 

max Q (st+1, a) – Maximum expected future reward 

 

According to the above example, it is worth considering this function. The agent from state 

s1 performed action a3, that is, the initial cell was Q (s1, a3) and its value was equal to 5. Let's 

say the reward for this action was equal to 5. The key feature of the algorithm is to find the 

maximum value of Q of the next state. That is, the agent has moved to the state s2, and for 

calculation according to the formula max Q (st+1, a) is taken equal in this case to 9 – as in 

action a3. But with this parameter, only the past state – Q (s1, a3) will be calculated, and it is 
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not at all a fact that the action a3 will be performed from the state s2. In total, the formula 

will look like this (for simplicity of calculations in this case α = γ = 1): 

𝑁𝑒𝑤 Q(s1, a3) = 5 + 1 ∗ (0.5 + 1 ∗  9 − 5) 

𝑁𝑒𝑤 Q(s1, a3) = 9.5 

 

The updated table will look like this – Table 3. 

 

Table 3 - Updated Q-table for studying transitions 

  a1 a2 a3 a4 

s1 9.5 8 5 1 

s2 0 4 9 2 

 

After that, the process is repeated from the first point. 

 

In the process of describing the algorithm, a greedy policy or epsilon policy was used. This 

is a kind of algorithm that helps choose between exploring new Q states (epsilon) and 

sticking to the old ones (1 - epsilon). In a significant part of the cases of its work, the epsilon 

algorithm will try to choose the action with the highest reward (Shawl, 2020). Epsilon can 

be set as a constant at the beginning of the work, but it is better to create an algorithm in 

which initially the epsilon will be close to one and will gradually decrease after passing each 

stage). Then, during the initial initialization of the table, it will stick to the study of new 

components as much as possible, and after repeatedly traversing the Q-states, it will describe 

the experience gained. In each case of using the algorithm, engineer should create a random 

number from 0 to 1 and see if it is greater than epsilon, if more, then focus on experience, 

not research. 

 

For an example with a website, the algorithm should be used adjusted for the separation of 

objects. That is, for each test scenario, after setting the start and end points, it is worth 

investigating each of the objects separately and then combining the most productive actions 
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into one list of actions. For example, in a test scenario to check the possibility of going from 

the main page to the catalog, and then going to the page of a certain product, it is worth 

examining the main page separately, selecting the necessary route to go to the catalog there 

and examining the catalog separately to find the optimal route to the product card. At the 

same time, other objects will also be investigated, but due to the lack of correct paths there, 

they will be quickly put aside by the algorithm. 

 

5.8  Generalized finite algorithm 

Thus, the final generalized algorithm for using the conceptual theoretical model is as 

follows: 

1. A superficial study of the black box system. This stage is completely dependent on 

the black box system. But the examples are described earlier. As a result of this stage, 

an idea of the structure of the system and its limitations should be formed. 

2. Classification of data. An optional step, but useful when creating a universal system. 

3. Modeling of the system structure obtained at the first stage in the form of MDP. The 

result should be a status table-actions and rewards for actions. 

4. Implementation of reinforcement learning using the Q-learning algorithm. 

 

From the point of view of the tools in the implementation of the algorithm, each development 

team is able to independently choose a programming language, frameworks, libraries. But 

still, based on the general trend in the field of artificial intelligence development, it would 

be logical to use the Python programming language. It is for Python that all auxiliary 

frameworks and libraries that help in development are developed in the first place. And also 

by itself, this programming language is convenient for working with data and artificial 

intelligence. The choice of databases should also be left to the developers, but it is still 

recommended to use non-relational databases due to the lack of data structuring. 
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6  Analysis of the benefits of integrating AI into black box testing 

One of the final stages in the DSR methodology is the description of the areas of application 

of the artifact and the assessment of the usefulness of the created artifact. Since the artifact 

is a theoretical conceptual model, it is possible to analyze the benefits of using this model in 

comparison with other approaches in this area. 

 

The main competitors of the above-described conceptual theoretical model for the 

implementation of test scenarios using AI are the previously considered manual testing and 

automated testing. In all these three cases, it takes an engineer to create a description of test 

scenarios, but their execution is radically different. The table is an extremely visual element 

for analyzing and comparing data, so the Appendix 1 contains a comparison table of these 

methods for testing black box systems. Below are the conclusions from this table on the 

feasibility of using the created conceptual model. 

 

For a long time, manual and automated testing have been compared in this area. And they 

still continue to compare, but most experts have come to the conclusion that it is not worth 

choosing one thing, but it is necessary to use both types of testing, but each in areas where 

they are more effective. Manual testing takes more time compared to automated testing, it is 

influenced by the human factor and in the long run it is more expensive, but with its help it’s 

possible to test the usability of the application by the user, optimally test the functionality at 

the early stages of work, and it also allows to perform intuitive testing (Enoiu et al. 2017). 

In turn, automated testing, in addition to the above factors, can facilitate regression testing, 

implement load testing, and optimize regularly repeated actions. 

 

The created theoretical conceptual model is really difficult to implement, which implies the 

involvement of highly qualified specialists to develop a real prototype based on it. The proof 

of the complexity of creating such a system is the lack of such solutions on the market. But 

the future of quality control will be built on AI, so this model will be in demand and useful. 

This model should be created for very large and long-term projects, because only in this case 



70 
 

it will be able to pay for itself. But after its implementation, it will allow specialists to work 

with it even without programming skills, which will reduce costs in the long run. The system 

will be able to independently implement test scenarios, the specialist will only need to 

specify the initial and final states, as well as probably intermediate ones. An additional 

advantage of the system built on the presented conceptual model will be that the model 

algorithm examines the entire system – this will allow for the implementation of research 

testing. Also, this system will allow detailed monitoring of the work process and reporting 

results. Thus, a system based on the presented theoretical conceptual model will be able to 

replace part of manual testing and even fully automated testing in individual projects. 
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7  Conclusions 

The last stage of the DSR methodology is the analysis of the work done and the results 

created. To verify the compliance of the thesis with the DSR approach, Table 4 below shows 

a comparison of the stages of the DSR methodology with my research. The stages and their 

description are taken from Design Science in Information Systems Research, created by a 

team led by Alan Hevner in 2004. 

 

Table 4. Description of the DSR stages in general and in my thesis 

Guideline Description Involvement in the thesis 

Design as an Artifact Design-science research 

must produce a viable 

artifact in the form of a 

construct, a model, a 

method, or an instantiation 

The artifact in the thesis 

represents a conceptual 

theoretical model, which is 

presented in detail in 

Chapter 5. 

Problem Relevance The objective of design-

science research is to 

develop technology-based 

solutions to important and 

relevant business problems. 

The importance of the study 

is presented throughout the 

document. In particular, the 

main idea is to create a new 

approach in the field of 

software testing to improve 

the results in this area and 

optimize the testing 

process. 

Design Evaluation The utility, quality, and 

efficacy of a design artifact 

must be rigorously 

demonstrated via well-

The evaluation of the 

artifact is given in Chapter 

6 in the form of a 

comparison of the artifact 
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executed evaluation 

methods. 

with competing testing 

methods. 

Research Contributions Effective design-science 

research must provide clear 

and verifiable contributions 

in the areas of the design 

artifact, design foundations, 

and/or design 

methodologies. 

The description of the 

conceptual model is given 

in Chapter 5. The model 

itself was developed as a 

new type of approach in 

testing, which will be used 

by researchers and 

specialists in the future. 

Research Rigor Design-science research 

relies upon the application 

of rigorous methods in both 

the construction and 

evaluation of the design 

artifact. 

Both during the creation 

and during the evaluation, 

modern methods of work 

were used. 

Design as a Search Process The search for an effective 

artifact requires utilizing 

available means to reach 

desired ends while 

satisfying laws in the 

problem environment 

Scientific articles, books 

and Internet articles from 

experts were used in the 

development of the 

conceptual model. 

Communication of 

Research 

Design-science research 

must be presented 

effectively both to 

technologyoriented as well 

as management-oriented 

audiences. 

The entire text of this work 

is written in such a way that 

it will be understandable to 

a wide audience. And at the 

same time, it contains 

useful data for experts in 

this field. 
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During the analysis of the table, it’s possible to see that this work corresponds to the 

methodology of Design Science Research. 

 

As a result of the work, after studying the field of testing, the field of artificial intelligence, 

as well as existing applications in this field, a conceptual theoretical model was developed 

for the implementation of test scenarios using artificial intelligence in black box systems. 

The model includes the following steps: 

 Description of the analysis of the black box system – how it can be done, what data 

needs to be obtained and what kind of data to bring this data. 

 Description of data classification – for which systems it is needed and how it can be 

implemented. 

 Description of mathematical modelling of the environment using MDP – what are 

the parameters, what parameters are needed and how they can be represented in 

MDP. 

 Description implementation of the reinforcement learning model using the Q-

learning algorithm – what are the parameters, what is the algorithm of operation and 

clarifying details. 

 

The analysis of modern sources of information, surveys of specialists and technological 

solutions appearing on the market shows a tendency to increase the use of AI technologies 

in the field of testing. The created theoretical conceptual model will be useful to researchers 

and specialists in the development and study of artificial intelligence systems capable of 

independently implementing test scenarios in black box testing. 
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Appendix 1. Table 5. Comparison of manual, automation, AI 

methods for implementing test scenarios in black box testing 

 Manual Automation AI 

Reliability A great influence of 

the human factor 

(both the experience 

of a specialist and 

his attentiveness at 

a particular time are 

important here) 

The absence of the 

human factor 

(except that the 

code is still written 

by a person) 

The absence of the 

human factor 

(except that the 

code is still written 

by a person) 

Execution speed Slow Fast Several times faster 

than the manual 

method, but slower 

than the automated 

one due to the need 

to train the model 

Preparation time for 

execution 

Instantly A significant 

amount of time. A 

specialist needs to 

write code for each 

test scenario, the 

time depends on the 

complexity of the 

implementation and 

the skills of the 

engineer 

Very long time. The 

engineer needs to 

analyze the system, 

structure the data, 

implement an 

algorithm that will 

still need to be 

corrected in the 

future 

Expenses The labor cost of 

manual testers is 

Test automation 

specialists receive a 

Such a task requires 

a team of high-level 



2 
 

less than the other 

two specialists, but 

for regular testing 

of large 

functionality, many 

specialists are 

needed. In the long 

term, we will also 

have to pay salaries 

to a large staff of 

specialists, which, 

with an increase in 

projects, must also 

be increased 

larger salary than 

manual testers, and 

it is also necessary 

to spend money on 

creating a test 

environment. In the 

long run, the costs 

for such specialists 

will be less than for 

manual testers. But 

all the same, the 

created tests need to 

be maintained and it 

is desirable to create 

new ones as the 

project develops 

specialists who need 

to be paid high 

salaries. It is also 

necessary to spend 

money on creating 

an environment. 

The end result 

should be a system 

that will be able to 

perform tests 

independently, so in 

the long term, it will 

only be necessary to 

check the 

correctness of the 

system's operability 

and improve it on 

one project only 

occasionally 

Reporting Must be created 

manually 

It can be created 

automatically and 

stored in the 

database 

It can be created 

automatically and 

stored in the 

database 

Possibility of 

research testing 

Possibly Absent Depends on the 

system setup. The 

necessary work 

routes are clearly 

defined in the 

conceptual model, 

but in the process 

the algorithm 

explores the world. 
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A team of 

specialists can fix 

system errors found 

by the algorithm 

during the study 

Work control Difficult to control There are reports 

and a history of 

launches 

It is possible to 

control the reporting 

data in the form of 

test results and their 

parameters in the 

form of Q-values. 

The control can also 

be configured in a 

certain way by a 

team of specialists 

 


