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Digital transformation allows the transport sector to continuously develop, using various modern 

technologies in its processes, such as the Internet of Things, blockchain, artificial intelligence, etc. 

Thanks to these technologies, autonomous traffic and traffic flow management is gradually 

becoming a reality. In view of the fact that a huge number of different devices can interact on the 

Internet of Things, the data warehouse must cope with the task of storing the data that such devices 

generate. In addition to the problem of scalability of devices, the issue of security of such storage 

is also quite acute. This thesis presents a systematic review of the literature on the integration of 

blockchain technology in the IoT network in order to address network security and scalability 

issues. The thesis considers aspects of an intelligent road transport system, as well as a smart port. 
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1  Introduction 

Technology is radically changing people's lives. Today, a person cannot imagine his or her life 

without all those products and services that can instantly meet their needs. But with the 

development of technology, users’ requests for faster services, without interacting with real 

people, are also growing, and as a result, business must adapt to these changes.  

The number of traditional enterprises is decreasing, more and more companies are implementing 

modern technologies into their activities [1]. Customers need faster receipt of services, which is 

why certain processes at enterprises are automated. With the advent of technologies, most of which 

are data-driven, new problems have appeared that are related to data storage and transmission, for 

example, data leakage, hacking of data warehouses, and so on. 

One example of an industry that is continuously undergoing digital transformation is 

transportation. Technologies used in the field of passenger transportation allow people to build 

convenient routes, track transport and much more. [2] This applies to both air and rail transport, 

as well as city transport. At the same time, the technologies used in the field of cargo transportation 

are rapidly ahead of the previous ones. Cargo transportation by autonomous vehicles (drones), 

warehouse systems, autonomously operating unloaders, various robots – all these are modern 

means used in seaports today. All this is possible thanks to various technologies, such as artificial 

intelligence (AI), Internet of Things (IoT), blockchain and big data technology will serve as the 

main entry points and fundamental pillars for the promotion of new innovative solutions that will 

change the existing transport system. Separately, I would like to highlight the technology of the 

Iot, since thanks to its use and the introduction of various sensors both on the ships themselves, 

cars, and in the seas and on land, the functionality of the port itself increases at times, and savings 

at the same time can amount to thousands of dollars. But its use also has other not always positive 

sides. 
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2  Background 

Currently, the sphere of trade is rapidly developing, and this creates a great need for a fast and 

reliable way of sending these goods. Cargo often needs to be sent from eastern countries to 

Western countries and vice versa, with the need to cross the ocean, and therefore there is a 

continuous development in the field of transportation, and in particular by sea vessels. In order for 

port operations to become more cost-effective, reliable and fast, information and communication 

technologies (ICT) are being used, which currently leads to the creation and implementation of 

highly automated processes and more cost-effective solutions [3]. The introduction of modern 

technologies into processes identifies the course of the Fourth Industrial Revolution, commonly 

referred to as Industry 4.0 (I4.0). Currently, port representatives are automating part of their 

processes with technology, in order to increase productivity, efficiency and effectiveness, as well 

as to strengthen the security of port operations and making ports more and more sustainable [4]. 

With the advent of technologies in which data means a lot to the functionality of systems, and with 

them the enterprise, there is a great concern about the safety of data and their inviolability. In 

recent years, cybersecurity has attracted increasing attention from port and maritime transport 

managers, and with them scientific researchers, because it is one of the main risks of the port, on 

which active research work continues [4]. 

Each smart port is equipped with a variety of sensors, the activities of which are controlled and 

monitored using Internet of Things technology. The technology has a huge number of advantages, 

but along with them there are some difficulties and risks. All data also needs to be securely stored 

and transmitted, so it is necessary to control the infrastructure and access to restricted areas [5]. 

Security and privacy are the main problems, since connecting various devices to the Internet opens 

up the possibility of unauthorized access and control, as well as theft of valuable information [6].  

Currently, most IoT ecosystems have centralized interaction models called client-server 

architecture. All devices on the network interact with each other through cloud servers, which have 

huge data processing and storage capabilities. But the popularity of the technology is growing, and 

with it the scale of its use. Figure 1 shows the number of connected devices to the network from 

2016 to 2024 (the projected number). Cloud servers do not always cope with the expansion of data 

sources at the present time, and based on the trend of network scalability, in order to ensure the 

smooth operation of servers, huge financial investments are needed. But even after overcoming 
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financial difficulties, cloud servers will still remain a bottleneck and a point of failure that can 

disrupt the entire network. [7].  

 

Figure 1: Connected devices in billions 2016 – 2024 [8] 

Researchers are also considering building an IoT network using edge computing, that is, data 

processing should take place not in cloud storage, but on intermediate nodes. Despite the fact that 

this approach is really able to increase the security of the entire network, vulnerabilities also remain 

on the localized points of the border network themselves. In addition, due to the lack of 

authentication of edge devices, they can also be susceptible to hacking, although the deployment 

of such an approach is also quite expensive. Also, due to the fact that only the processed data gets 

into the storage, and if the edge devices delete the useful data, it will be impossible to restore them. 

Based on all of the above, the Internet of Things network needs some changes and improvements, 

due to the growing problem of working with data. Enterprises and scientists have been dealing 

with this issue for more than a year, continuously developing and adapting new concepts. This 

work is aimed at studying existing solutions to the problem of Internet of Things data security in 

the transport sector, as well as their adaptation in various enterprises engaged in both cargo and 

passenger transportation, as well as studying and identifying new trends in the development of 

secure data transmission between stakeholders and process participants. 
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2.1  Problem statement  

In the modern world, technologies bring huge benefits to society, contributing to the automation 

of some processes, significantly reducing the time of certain operations and the number of errors. 

The main tool when using technologies is information and data that are used for statistics, analysis, 

forecasts and decision-making. The analyzed data are of great value for companies and their 

activities in the context of digital transformation. 

But in addition to the value, data also brings a lot of problems associated with their storage and 

transmission. History knows many examples when data has been stolen, leaked and completely 

lost. The problem of data security becomes especially relevant when using Internet of Things 

technology, because the more devices are connected, the more vulnerabilities and security threats 

there are. The financial consequences of such attacks can also be very painful — according to the 

World Economic Forum, in addition to the high costs of deploying and managing IoT platforms, 

in the case of hacking a cloud provider alone, the damage can range from $ 50 to $ 120 billion [9]. 

The data used in the field of transport is used by a huge number of users. In this connection, another 

problem arises related to the reliability of the data used, because it is impossible to completely 

trust outside the scope of responsibility of one owner, since it is not possible to verify that they 

have not been changed before sending, selling or using by other parties. 

For instance, the IBM company [10] highlights the following IoT growth problems: 

 Broken business models; 

 Lack of functionality; 

 Lack of prospects; 

 Lack of information protection; 

 High cost. 
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Figure 2: IoT growth problems [10] 

The next issue related to data received and sent by devices connected to IoT is scalability.  

According to various estimates of IT giants, 30 - 50 billion devices are connected to the Internet 

of Things. IoT has a wider overall scope than the regular Internet. Therefore, the scalability of the 

IoT space will be more complex than that of conventional web applications. 

The search for solutions to the above-mentioned problems is the main and relevant today, because 

then it will be possible to use this technology without fear of any security-related problems. And 

one of the possible solutions is to use this network without a centralized source, namely, using it 

in tandem with blockchain technology [11]. 

2.2  Research objectives 

In this thesis, the use of decentralized Internet of Things technology in a transportation sphere is 

considered. The purpose of this thesis is to study the processes that have undergone digital 

transformation due to the decentralized Internet of Things in the field of maritime cargo 
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transportation, and as a result, search and analysis of new solutions in the digital transformation 

of the urban transport sector. 

Based on this goal, 4 research questions were developed: 

RQ1: What is the essence of smart transportation? 

To answer this question, it is first necessary to define the term "Smart", as well as to define the 

main provisions of Smart Transportation, and smart Port. 

RQ2: What advantages does decentralization give to the Internet of Things? 

As part of the answer to this question, first it is needed to determine the main provisions of IoT 

and Blockchain technologies. Then understand the specifics of their joint use, as it is possible in 

infrastructural and architectural terms. Then identify the key advantages and disadvantages both 

in their offline use and in sharing. 

RQ3: Which Smart transportation processes already use the decentralized Internet of Things.  

To answer this question, it is first necessary to identify the main stakeholders of the port and 

transportation system, identify the main business processes, describe use cases in which the 

technology of the decentralized Internet of Things is already used, with a detailed description of 

these business processes. 

RQ4: Which Smart Port processes can still be improved with the help of these technologies.  

Based on the results of the research identified on the previous research question, to draw an 

analogy with Smart Port and its processes and the sphere of digital transformation.  

RQ5: What is the future of the decentralized Internet of Things in smart transport? 

To identify the main trends in the development of decentralization in the Internet of Things and 

how it can be applied in the future. 

Based on the questions posed, the research plan of the thesis is: 

 Define the concepts of "Smart", “Smart Transportation", "Smart Port"; 

 Study of blockchain and Internet of Things technologies, as well as the benefits of their 

joint use; 

 Study of Smart transportation system processes that use decentralized Internet of Things 

technology; 
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 Identification and analysis of key infrastructure, process and stakeholder requirements for 

technology deployment; 

 Identification of smart city transportation problems that can be solved using decentralized 

Internet of Things technology; 

 Search for new trends in the field of smart transport. 
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3  Background information 

This chapter contains detailed information about various technologies and concepts that will be 

necessary to get answers to research questions and to disclose the topic of using a decentralized 

Internet of Things network in the transport sector. This section contains information and 

architecture of centralized systems, in order to further comparation it with a decentralized version 

of data storage. 

3.1  Smart explanation 

Information and communication technologies cover all spheres of human life, annually 

increasing the pace of digital transformation, introducing an increasing number of technologies 

in various fields. Recently, people are increasingly hearing the prefix "Smart" to many different 

everyday words, for example, "Smart kettle", "Smart refrigerator", "Smart vacuum cleaner" and 

much more. For big city citizens of developed countries, this is no longer something unusual and 

new, a self-turning kettle and an autonomously working robot vacuum cleaner entered people's 

lives several years ago and became routine. Figure 3 shows the forecast of the number of smart 

home devices shipped worldwide. As it can be seen from this graph, the number of these smart 

home devices will increase exponentially every year.  

 

Figure 3: The number of smart home devices shipped worldwide [12] 
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In general, the prefix "Smart" for inanimate objects can be described as independent, intelligent. 

The main difference between smart objects and ordinary ones is that they are able to 

"communicate" with a person and each other and controlled remotely via Bluetooth, LTE, Wi-Fi 

and cellular communication. Applications or voice is a gateway through which a person is able 

to send a command to a device. From such devices, a broader infrastructure is being built, which 

is called a "Smart home". A smart home is the use of computer or control technologies, image 

display technologies and communication technologies that will be connected through a network 

of various objects together to meet the automation requirements of the entire system in order to 

provide more convenient control and management [13]. In this case, all smart devices and sensors 

that are located inside one house begin to communicate and exchange data with each other using 

cloud data storage. Such systems are much easier to manage and monitor their activities. A 

traditional smart home is often implemented within a centralized architecture, as shown in Figure 

3. Household appliances are connected by a home network and controlled by a home gateway, 

which is a platform for service providers who provide services to residents.

 

Figure 4 - Typical architecture of traditional smart home [14] 

As can be seen from Figure 4, the architecture of a smart home in terms of the number of devices 

connected to the network is quite simple. In the following sections of the work, networks much 

larger than the specified one will be presented, since thousands of different devices and sensors 

will interact in it. 
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3.2  Internet of things technology as the main tool of smart infrastructure development  

The main technology thanks to which a person is able to "communicate" with devices, transmit 

commands to them to perform an action, and also thanks to which communication between 

inanimate objects is possible, is the technology of the Internet of Things (IoT). There is no precise 

definition of the term IoT, many researchers and companies involved in the implementation of this 

technology interpret it differently, depending on what kind of goal and problem the technology 

should solve. Kevin Ashton is the creator of the IoT concept, and in 1999 he presented it as "a 

uniquely identifiable inter-ship network of objects controlled using radio frequency identification 

(RFID) technology" [15].  

Shancang Li in [16] notes that, as a rule, the term IoT has the following definition: "dynamic global 

network infrastructure with self-tuning capabilities based on standards and interacting 

communication protocols; physical and virtual "things" in IoT have identifiers and attributes, are 

able to use intelligent interfaces and integrate to the information network" [17]. Another definition 

is given in [18] here it is argued that the words "Internet" and "Things" mean an interconnected 

worldwide network based on sensory, communication, network and information processing 

technologies that can be a new version of information and communication technologies (ICT). 

Despite the fact that the technology does not have a specific definition and description, its 

development does not stand still, an increasing number of companies are taking on the task of 

implementing such a network in homes, businesses and cities, in order to improve their 

performance, as well as improve human living standards. In order to implement an IoT network, 

many related technologies are used, the development of which also does not stand still, as a result 

of which the definition of IoT may also vary. But despite this, the key idea around which the entire 

infrastructure is built, and what is static in the definition, is that all things within the same network 

can exchange data with each other, and if there is a certain algorithm, process them.  

In order to ensure smooth interaction between devices with the gateway, there are several different 

options and implementation models [19]:  

 Direct connection via Ethernet or Wi-Fi using TCP or UDP; 

 Bluetooth with Low Power Consumption; 

 Near Field Communication (NFC); 

 Zigbee or other cellular radio networks; 
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 SRF and point-to-point radio channels; 

 UART or serial lines; 

 Wired SPI or I2C buses. 

Figure 5 shows the diagrams of the two most common connection methods. 

 

Figure 5 - Two major modes of connectivity 

3.2.1  IoT centralized architecture development process  

In order to combine many different devices and sensors together, creating the same network, it is 

necessary to carefully consider its architecture. The task of developing an architecture is quite 

difficult, since it is necessary to make sure that a lot of heterogeneous devices, as well as their 

business models, merge together, organizing a chain where each of them could convey the 

necessary information to each other. In other words, it is necessary to bridge the gap between the 

real and virtual worlds. Researchers have been studying this issue for many years since the 
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appearance of the first such networks. At the moment, there are many different protocols that 

define their interaction. 

3.2.2  Issues 

There are a number of other difficulties that need to be carefully analyzed at the stage of 

preparation for the construction of the architecture [20]: 

1. Identification and scalability: this problem arises due to the fact that there can be a huge 

set of devices and sensors connected to the network, it is also necessary to take into account 

the fact that their number is not finite, and their list may expand.  It is also necessary to 

think over such points as naming devices, ways of transmitting and processing data, and 

later identifying useful information.  

2. The ability to self-organize: the key advantage of IoT is that devices should be able to 

work autonomously, without human involvement in the process, or with minimal human 

involvement.  

3. Compatibility: Development of a common standard to facilitate the interaction of devices 

within the same network. 

4. Data management: it is necessary to develop algorithms for processing the data received 

by devices. 

5. Security and personal privacy: one of the main and most difficult tasks of network 

development, since data in this case is of the highest value. 

6. Energy efficiency: it is necessary to consider how each of the devices will receive the 

necessary amount of energy to maintain its operability. 

 

3.2.3  Enabling Technologies 

 
Developing an IoT network is possible only with the use of assistive technologies. Below is a brief 

description of the technologies that are used in the network most often. 

RFID. 

RFID is a technology that allows to automatically identify objects and read from them the 

necessary data for RFID tags. The label is a kind of chip in which information about the object 
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and its environment is stored. The reader scans such a label and processes the received data. It is 

also necessary to have software that is able to connect everything together. 

The process of using this method is as follows: the data obtained thanks to the reader, which was 

originally stored in the chip, and that already transmits the data to the system itself, which 

contributes to the rapid and autonomous recognition of objects. Most often, this technology is used 

for accounting and inventory management, that is, each item in the warehouse is a kind of smart 

object. 

Wireless Sensor Network (WSN) 

Wireless sensor networks, which are widely used in IoT networks and are capable of connecting 

the physical and computer worlds, consist of many miniature nodes equipped with a low-power 

transceiver, microprocessor and sensor [75].  Wireless Sensor Network (WSN) refers to a group 

of spatially dispersed and specialized sensors for monitoring and recording physical environmental 

conditions and organizing the collected data in a central location. NSW measures environmental 

conditions such as temperature, sound, pollution levels, humidity, wind, etc. [21]. 

NSHV are spatially distributed autonomous sensors for monitoring physical or environmental 

conditions, such as temperature, sound, pressure, etc., and jointly transmitting their data through 

the network to the main location. More modern networks are bidirectional, they collect data from 

distributed sensors [22] and allow monitoring the activity of sensors [23].  

The NSHV consists of "nodes" - from several to several hundred or even thousands, where each 

node is connected to one (and sometimes several) sensors. Each such sensor network node has, as 

a rule, several parts: a radio transceiver with an internal antenna or connection to an external 

antenna, a microcontroller, an electronic circuit for interacting with sensors and an energy source, 

usually a battery or a built-in form of energy collection. "WSNs" [24].  

Machine‑to‑Machine (M2M) Communication 

This technology is aimed at transferring data directly between devices. The M2M system includes 

peripheral nodes where sensors are located that are able to read this or that information. After that, 

this information is converted into digital signals, which are transmitted thanks to various 

communication equipment. Currently, the GSM network is mainly used as a data transmission 

medium, which is suitable in almost any case, and is also inexpensive and reliable, and is capable 

of transmitting data both to objects at rest and to moving ones. The software in this technology 

allows to work with data, process it and transmit commands to devices. 

M2M systems are autonomous, and therefore there is practically no human intervention. 
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M2M systems are autonomous, and therefore there is practically no human intervention, which is 

undoubtedly their advantage. But at the same time, M2M lacks generally accepted standards for 

machine-to-machine interaction at the application level, which can be called its main drawback, 

since it interferes with the interaction of DRG devices with each other [25]. 

LiDAR 

Lidar (Light Detection and Ranging) is a technology that can measure distances by itself using 

light (pulsed laser). Lidar mainly consists of a laser, a scanner and a specialized GPS receiver. 

This technology is able to measure distances both in water and on land, which is why it is often 

used in the field of maritime navigation [26]. 

3.2.4  IoT architecture 

Since the set of tools and technologies in the Internet of Things network may differ depending on 

the scope and purpose of using such a network, creating an architecture template that could fit any 

request is quite a difficult task. In [27] the author, having conducted a study based on the study of 

various types of Internet of Things architectures, as well as having derived a list of the main 

requirements for the architecture of such systems, compiled an architecture that he calls 

"reference" in his report. According to the author, the proposed reference architecture has no 

dependence on the service provider and the technologies used in the network. 
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Figure 6 - The reference architecture develiprd by the author in [27] 

Figure 6 shows the reference architecture developed by the authors in [27]. This architecture 

consists of the following layers: 

1. Device layer. At this level of architecture, all devices that are capable of generating the 

data necessary for the user are represented. In order for a device to be able to exchange this 

data with other devices and systems, they need to have some means of communication, 

which are described in the next level of architecture. 

2. Communications layer. This level is aimed at maintaining a connection for real-time data 

exchange. There are many different protocols that support this exchange. In this case, the 

authors suggest using the MQTT protocol as the main one, due to having the following 

properties necessary when connecting to the Internet of Things [28]: 

 Neutral to the content of the message 

 Ideal for distributed one-to-many communications and disconnected applications 

 Equipped with the LAST (Last Will and Testament) function to notify the parties of an 

abnormal disconnection of the client 
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 Relies on TCP/IP for basic communication tasks 

 Designed to deliver messages according to the templates "maximum once", "minimum 

once" and "exactly once". 

 It is also assumed to use the HTTP protocol as an alternative variant.  

3. Aggregation / Bus layer. This level is one of the most important, because thanks to it, the 

data transfer protocols mentioned above are supported, as well as data aggregation and 

integration between devices. Also at this level, the user's access to the system is checked 

by checking tokens. 

4. Event processing and analytics layer. This level is designed for analytics and processing 

of all the data that comes from devices. They are processed through various programs 

designed for Big Data analysis. The main possibility here is the requirement to save data 

in the database. 

5. Client/external communications layer. This level is aimed at providing the user with 

processed data in an intuitive way. The author suggests that the level should consist of 

three components: 

 Web interface, a platform on which charts and other dashboards will be displayed; 

 Dashboards, information panels, where all information will be presented in a human-

readable form (graphs and other visualized data); 

 Managing the APIs that will be used between authorized systems. 

6. Device management. At this level, devices that are connected to the network are managed 

using the device manager. The Device Manager also remotely manages the software and 

applications deployed on the device. If necessary, it can lock and/or erase the device. Also, 

the task of the dispatcher is to control device ids and their addressing with each other. 

7. Identity and access management. The main task is to provide and control access to the 

system, issue and verify tokens, and so on. 

It cannot be argued that such an architecture is suitable for any Internet of Things network, but it 

fully describes all the necessary requirements for a centralized network. 
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3.3  Smart transportation system 

As mentioned above in the case of a smart home, the interaction of devices among themselves 

contributes to the improvement of monitoring and management of processes occurring in the same 

infrastructure, in connection with which humanity has gone further, and has begun to apply this 

kind of technology on a larger scale. This approach is particularly widespread in the field of 

transport, in particular transport networks within the city. The extremely rapid pace of urbanization 

encourages the city authorities to resort to the development of smart cities, the main advantages of 

which are to increase the efficiency, reliability and safety of human life in the city. One of the most 

important problems of cities with millions of people is endless traffic jams, which have a negative 

impact on the life of a city dweller, as well as on the development of urbanization in general. Thus, 

an important aspect of the development of smart cities is the development of smart transport 

systems that can provide citizens with faster, cheaper and more environmentally friendly ways of 

moving around cities [29].  

 In order to build a smart transport network inside the city, it is necessary to equip all vehicles, as 

well as roadside infrastructure with intelligent sensors and communication units, which will allow 

collecting traffic data in real time, using information, computing, communication and control 

technologies, and then using vehicle communication networks (V2V) and vehicles and 

infrastructure (V2I) to exchange them. This approach will make it possible to provide users 

(drivers) with analyzed information in real time, which will contribute to improving road safety, 

as well as reducing traffic congestion. [30], [31]. Systems that use various technologies for data 

collection and analytics are able to independently manage the following issues [76]: 

 travel and traffic management; 

 public transport management; 

 electronic payments; 

 management of commercial vehicles; 

 emergency management; 

 advanced vehicle safety systems; 

 maintenance. 

The figure 7 [32] shows a general model of urban smart transport components that interact with 

each other and exchange useful data within the same Internet of Things network. 
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Figure 7 - Smart Transportation System model [32] 

All these components are part of the movement of people from one point of the city to another, 

analyzing and tracking the data received, there are a huge number of opportunities to build a smart 

city whose residents will be able to move comfortably, safely and quickly within its borders.  

3.4  Vehicle-to-Vehicle (V2V) Technology 

V2V is a technology that contributes to making the transport system autonomous, where cars are 

able to exchange data on the state of the road in real time, which will improve road safety, as well 

as make the process of moving inside the city faster and more comfortable. Unlike M2M, M2M is 

aimed at integration into intelligent transport systems, and is being developed as part of intelligent 

transport systems (ITS) [33]. 

This method of data transmission from vehicle to vehicle allows to reduce the bandwidth between 

road infrastructure facilities and the vehicles themselves, and also helps to reduce operating costs. 

[34]. 

V2V networks allow to provide both another vehicle and the driver with a complete picture of the 

situation on the road, for example, about accidents, traffic jams and other things, which is much 

more useful information in comparison with parking sensors and other things [35]. 
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3.5  The basic architecture of an intelligent transport system 

In [36] the authors assume that the basic architecture of an intelligent transport system consists of 

three main levels: the physical layer, the communication layer and the service/application layer, 

as shown in Figure 8. 

 

Figure 8 - Basic architecture of an intelligent transport system 

Physical layer: this level includes the physical components and subsystems of the transport 

system. It includes various kinds of intelligent sensors located in vehicles and in road infrastructure 

facilities (traffic lights, road signs, etc.). Control units are integrated into these sensors, whose task 

is to process the generated data, as well as communication units, thanks to which data is transmitted 

to the communication level. 

Communication layer: this layer consists of wired or wireless communication channels that 

support data exchange between devices and the transport system. V2V and V2I communication is 

also provided at this level. Also, various components and technologies (routers, Bluetooth, WiFi, 

and so on) that support data transmission are integrated. 
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Service layer: This layer is designed to output data to end users, providing them with safe and 

efficient travel services. In other words, this level can be called the application level, which is the 

main link between a person and intelligent road devices.  

3.6  Smart Port as a part of Smart transportation system. 

In the previous sections of this thesis, the urban transport system was considered, which is 

primarily aimed at improving the movement of urban residents. But passenger transportation is 

only a part of all transportation. Cargo transportation is also of great importance for a city dweller. 

The Internet of Things network can also be used for cargo transport both on land and on water.  

Sea cargo transportation is the main link between Asia and Europe. So, for example, according to 

the sources of Eurostat [37] and the diagram shown in Figure 9, in 2020, despite coronavirus 

restrictions, which also had a detrimental effect on trade, an average of 7.4 tons of cargo per person 

was shipped in ports across the European Union. 

 

Figure 9 - Gross weight of seaborne freight handled in all ports, 2020 [37] 

Due to the heavy workload of ports, especially the large ports of Rotterdam and Hamburg, it can 

be difficult for a person to accurately monitor all processes, serve the port in terms of loading and 

loading containers, moving them inside the port, as well as outside it. As a result, some of the 

processes inside the port were automated. Figure 10 shows a general diagram of the process of 

transporting goods by sea, how this process looks in general, without taking into account special 

cases. Port calls are complex logistics processes involving multiple stakeholders, where it is 

necessary to ensure the safety and efficiency of the ongoing processes. Modern technologies make 
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it possible to increase the level of services provided by seaports, significantly increasing their 

productivity and efficiency. The innovations that are applied in modern seaports today make world 

trade more efficient and secure, making the supply chain more transparent. 

 

Figure 10 - The shipping process 

 

Heilig, Schwarze and Voß (2017) in [38] presented their research on the topic of digital 

transformation of the seaport. In this study, the authors distinguish three generations of port 

operations and management, where the first generation is paper document management, the second 

is automated procedures and electronic documents, the third is intelligent procedures, where the 

machine is able to make certain decisions independently. But already at the first level of port 

construction in the 80s of the 20th century, managers were looking for solutions on how to reduce 

paper processing in inter-organizational business processes.  

The processes of the second generation of seaports, which existed in 1990-2000, have already been 

partially automated, in particular, the first IT solutions aimed at automating container handling 

procedures at container terminals appeared in the port of Rotterdam. The ECT (Europe Container 

Terminal) terminal, located in the port of Rotterdam, was the first terminal in the world to use 

automated conductor vehicles at the terminal for container transportation [39].  

The third generation of development, according to the authors [40] in seaports began in 2010 and 

continues to this day. Data is one of the main values of the enterprise, as a result of which the 

introduction of modern technologies such as machine learning, the Internet of Things began, which 

connected objects to which various sensors are connected, the use of which is aimed at improving 

the collection, processing, analysis and transmission of this data, of which a huge variety is 
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generated. All this is done in order to eliminate inefficiencies and bottlenecks both in its port 

infrastructure and in transport flows. In addition to this, monitoring and data transmission in real 

time will increase the responsiveness and decision-making regarding events that deviate from their 

original schedule [39]. 

The Port of Rotterdam researchers have also developed a model of the digital maturity of the port, 

which is represented in the figure 11 [41]. This study is aimed at describing the development of a 

worldwide network of smart ports. Each port, in order to become smart, must go through a path 

consisting of 4 consecutive steps, which the authors recommend following, describing each of the 

steps in detail. The purpose of data exchange between ports is to make processes more intelligent, 

efficient and thereby increase the value of the supply chain [41]: 

 Level 1. Digitization of individual sides in the port.  

The introduction of a Port Management System (PMS) is the first step towards becoming 

an intelligent port. This system is implemented separately on each side of the port. PMC 

assists parties in the administrative and financial processing of port calls, dock planning 

and cargo handling.  

 Level 2. Integrated systems in the port community. 

The next step is to create a common system, the central platform of the Port Community 

System (PCS), which connects all the components developed in the first step, which allows 

the port to work as a whole. PCS forms a neutral base for digital information exchange 

within the port community. 

 Level 3. A logistics chain integrated with the hinterland.  

Next, it is needed to connect PCS to the Internet of Things with the entire port 

infrastructure. This step is necessary either to create or to use tools to visualize the supply 

chain, network planning, tracking and tracing of shipments and conditions. Such a chain 

will allow to receive information about the location of the cargo, the transit calculation 

time, choose the fastest and most efficient route, as well as generally process the cargo 

more quickly. 

 Level 4. Connected ports in the global supply chain.  

At this level, connected communications extend to other ports, and those, in turn, have a 

digital connection to their hinterlands. This makes possible the so-called digital door-to-

door logistics chain on a global scale. 
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Figure 11 - Port digital maturity model 

A good example of using the Internet of Things network in a seaport is a system that is deployed 

in the Port of Rotterdam, Pronto is a common digital platform for exchanging information about 

port calls in real time. Pronto receives information about the departure or arrival of the vessel from 

all connected stakeholders. Pronto creates a single point of truth based on this data [39]. In case 

any unforeseen circumstances have occurred, the vessel has deviated from the predicted schedule, 

Pronto sends notifications and warnings to all relevant stakeholders about this deviation and the 
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new expected arrival or departure time. Thus, it tends to increase the efficiency of port entry and 

works on timely departure. 

Various kinds of sensors send data to analytical panels, where the received data are processed and 

provide the necessary information to a person. An Automatic Identification System (AIS) has also 

been introduced, which is a signal emitted by ships that includes their location and speed..  

In the port there is not only tracking of ships, but also trucks and other vehicles used on land. For 

example, RFID tags are installed on these machines, which are used to identify and monitor their 

activities. Container terminals are also equipped with optical character recognition systems (OCR) 

[42], which are able to independently read the code, which is the serial number of the container. 

Thanks to this, it is possible to get all the necessary information about its owner, contents, previous 

trips and much more. Thus, the container terminal can automatically identify the container and 

knows where this particular container should go or who is assigned to pick it up [39].  

 

Figure 12 - Port Ecosystem [43] 

In addition to the specific scenarios for the application of the smart port concept presented above, 

Figure 12 also shows other elements of the port that are part of its overall ecosystem and can be 

partially or fully automated.  
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4  Research methods 

4.1  Grey literature 

In order to answer the research questions posed, it is necessary to choose the correct research 

methodology. Undoubtedly, the best option of all possible would be to conduct interviews with 

representatives of companies (ports) that are already using the technology of the decentralized 

Internet of Things, in order to identify their current infrastructure, problems that can be solved 

with the use of this technology, as well as to identify their views on its future expansion beyond 

the smart port and transition to a smart the city.  

Due to the fact that in Russia at the moment, blockchain technology is generally not widespread 

in ports and the impossibility of conducting interviews due to the different reasons, I chose a 

methodology called Multivocal literature review. Due to the fact that academic literature, due to 

its rather long publication process, is capable of incurring losses in terms of relevance and a small 

number of articles suitable for a particular study, so-called gray sources - unpublished or peer-

reviewed sources of information will also be used in this work.  

The main advantage of gray sources is that they carry practical knowledge and real experience. 

Practitioners often lack the time or desire to publish their work in academic sources, so they share 

their experience on various forums and websites by publishing blog posts and video presentations.  

In his research, Vahid Garousi argues that the time and organizational efforts spent on conducting 

interviews go by the wayside, since an extensive database of public knowledge in the field of 

software engineering is already available online and can be quite conveniently analyzed and 

summarized by researchers. (The need for multivocal literature reviews in software engineering: 

complementing systematic literature reviews with grey literature) Each implementation of a 

particular technology for a particular enterprise is unique, and academic sources are often aimed 

at solving common issues.  

4.2  Snowballing in Systematic Literature 

There are several methods of literature search [44]: 

 Protocol driven – compilation of the literature search protocol and the literature list itself 

before starting the study; 
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 Snowballing is a method in which literature is searched by finding the original source, and 

then using citation sources and vice versa. The process proceeds gradually; 

 Personal knowledge – this method is suitable for conducting your own empirical research, 

relying only on your own research and research of acquaintances. 

 

 

Figure 13 – Snowballing method description 

In order to conduct this research, it is first necessary to determine the list of the literature being 

studied, as well as choose a method for searching for it.  

The author chose the snowballing method for a number of reasons described below. The main 

advantage of using this method is the fact that the study is cross-disciplinary, so the use of different 

technologies and how they can work together is considered, as well as both technical and 

organizational characteristics. The fundamental advantage of using snowballing is that it focuses 

on cited or referenced articles, which reduces the noise level compared to the database approach. 

[45]. 

There are also a number of other reasons, for example: 



 

32 
 

 Difficulties in forming an accurate source search, due to the risk of obtaining a number of 

irrelevant articles; 

 The ability to use multiple databases; 

 The method is suitable for expanding existing literature reviews with new aspects. 

In this research, the author adheres to the method and structure described in Wohlin’s [46].  

Initially, it is needed to define keywords and search strings. In this case, it is necessary to develop 

search strings in such a way as to avoid the problem of ambiguity and inaccuracy in the context of 

the research questions posed, in particular, a full-fledged literature search is used to answer 

questions RQ3, RQ4 and RQ5. Firstly, the author has identified 3 main groups of topics that 

include this study, as well as keywords and phrases:   

1. RQ2/RQ5 Cross-industry use of the decentralized Internet of Things: BLOCKCHAIN 

AND INTERNET OF THINGS, BLOCKCHAIN FOR IOT, USE OF BLOCKCHAIN 

FOR THE INTERNET OF THINGS, BLOCKCHAIN-BASED ARCHITECTURE FOR 

IOT, BLOCKCHAIN AND IOT INTEGRATED APPROACH.  

2. RQ3 Using a decentralized Internet of Things network in smart port processes: 

BLOCKCHAIN FOR IOT IN MARITIME, IOT IN SMART PORT, DECENTRALIZED 

IOT APPLICATION IN SMART PORT.  

3. RQ4 Using a decentralized Internet of Things network in urban transport networks: 

BLOCKCHAIN AND IOV, DECENTRALIZED APPLIZATION IN SMART 

TRANSPORTATION, DISTRIBUTED LEDGER TECHNOLOGIES IN INTELLIGENT 

TRANSPORTATION. 

The search string was compiled based on research questions and keywords derived from them, 

including synonyms and alternatives. The list of lines was developed iteratively and expanded 

along the course of the literature search process, by searching for certain combinations of words. 

The Google Scholar database was used as a source base, since its interface is suitable for searching 

for citation sources, and in the opposite direction, which is necessary when using the snowballing 

method.  

Other limitations on the search for literature are the following searching parameters: scientific 

articles (including articles from grey sources, such as platforms describing use cases of already 

implemented projects in the field of smart transport), English or Russian language, open data 

sources, for RQ4 and RQ5 practical evidence.   
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5  Results 

This chapter presents the results of the systematic literature review process, which was carried out 

using the forward snowball method. 

According to the results of the search for articles in the Google Scholar database with the specified 

parameters, the system gave an average of about 4000 – 10000 results. In view of the fact that it 

is quite difficult to process such a huge array of information manually, it was decided to process 

only the articles on the first three pages, since the algorithms display them as the most relevant 

and most suitable for the specified query criteria. The first processing of articles took place by 

reading the title of the article, the abstract, as well as searching the document for the words "IoT" 

and "Blockchain". 

After the first processing of the literature found, an initial list of sources was compiled, which will 

expand with each iteration. The Start set included 20 articles that were divided into three 

categories: 

 Cross-industry use of the decentralized Internet of Things; 

 The use of decentralized Internet of Things network in smart port processes; 

 The use of decentralized Internet of Things network in urban transport networks. 

In this study, at the iteration stage, the author used the direct snowball method, that is, citations in 

articles that were included in the Start set were considered. In the first iteration, a total of 176 

articles were reviewed, of which only 64 were relevant for the current study. After the second 

iteration, where a fairly detailed screening of the entire article was carried out, 26 articles were 

selected, which are included in this work. These articles were also divided into 3 categories: 

 The decentralized approach of the Internet of Things – 13 articles; 

 The decentralized approach of the Internet of Vehicles – 11 articles; 

 The decentralized approach of the Internet of Things in Smart Port – 3 articles. 

Also, the category "The decentralized approach of the Internet of Vehicles" was also divided into 

8 subcategories, the results are presented in Table 2.  

The following chapters contain the results of the literature review, as well as answers to the 

research questions posed. 
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6  Blockchain and IoT integration 

This chapter includes blockchain technology overview, and also possibilities of its integration with 

IoT network. 

6.1  What is Blockchain technology and what is the principle of its operation? 

This chapter includes basic information about the blockchain technology itself, its principle of 

operation and the main advantages compared to a standard database. The results of this chapter 

contribute to the continuation of research on the use of blockchain in collaboration with IoT. 

6.1.1  Blockchain definition 

Blockchain is a distributed database of records or a public registry of all transactions or digital 

events that have been executed and transferred to participating parties [47]. Each transaction in 

this approach must be confirmed by the consensus of the majority of system participants who have 

the authority to do so [47]. The information in this case is immutable [47]. The blockchain stores 

information about transactions in such a way that each record in the database can be verified [47]. 

The main purpose of implementing a distribution registry is to provide a trusting environment for 

each of the participants. Thanks to this approach, the possibility of forgery of information or 

documents contained within the database is almost completely excluded. 

Table 1 presents the characteristics of three possible types of blockchain, which are based on 

accessing data in the system, viewing, downloading and supplementing them. 

Table 1 - Types of blockchain overview [48]. 

Property Public blockchain Consortium blockchain Private blockchain 

Consensus 

determination 

All miners Selected set of nodes One organization 

Read 

permission 

Public Public of restricted Public of restricted 

Immutability Nearly impossible Could be tampered Could be tampered 

Efficiency Low High High 

Centralized No Partial Yes 

Consensus 

process 

Permissionless Permissioned Permissioned 
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6.1.2  Blockchain working principle 

The blockchain is a chain of blocks, each of which contains one or another information, which 

includes data, the hash of the block and the hash of the previous block. The hash of a block is a 

unique code that serves as its identifier and is created during its creation. If one of the participants 

in the chain changes this or that information, the system will automatically reflect these changes 

in the hash. The creation of the chain itself is possible thanks to the hash of the previous block. 

Figure 14 shows the basic structure of the blockchain.

 

Figure 14: Blockchain design structure [49]. 

The "proof of work" mechanism serves to detect falsifications. Blockchain security is based on the 

combined use of hashing and proof of work. 

The main and main way to protect data inside the blockchain is decentralization. As already 

mentioned in the thesis earlier, the centralized model is quite vulnerable, in the case of the 

blockchain, a peer-to-peer (P2P) network is used, accessible to everyone who can connect to it. 

When connected to the network, an authorized user receives a full copy of the blockchain, where 

a special node uses it to confirm the uniqueness of the chain. 

6.1.3  Key Features and Advantages of Blockchain Technology. 

The main features of the blockchain include: programmable, secure, distributed, immutable and 

time-stamped. Three of them can be called as a main – decentralization, traceability, immutability. 

Decentralization has the role of verification, storage, maintenance and transmission of data on the 
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blockchain [50]. In this approach, mathematical methods ensure trust between distribution nodes 

[50]. Traceability ensures that transactions are arranged in chronological order. Communication 

between blocks is maintained using a cryptographic hash function [50], and a hash key allows to 

create a chain of blocks. When trying to change a transaction, different hash values will appear on 

the network and this will be detected by all other nodes performing exactly the same verification 

algorithm. That is why it is immutable [50].  

It can also be noted the main advantages that the technology has are: 

 Immutability of data and storage of all versions of documents in one place, while 

authorized and authorized users are able to view them. 

 Ensuring full trust of all participants in the chain to the data stored in the database 

 The absence of a database owner, each of the chain participants has the same authority 

 This technology is able to create a common infrastructure of different scales, ranging from 

one company to the whole world 

But the technology is not completely safe, and cases of cyber-attacks and fraud have already 

occurred. Undoubtedly, the introduction of such technology must be carefully considered, because 

often it is not able to solve specific problems.  

6.1.4  Smart contracts 

The general concept of smart contracts was proposed by Nick Szabo back in 1996 before the 

blockchain technology was created. Szabo proposed the following definition: smart contracts are 

digital protocols for transmitting information that use mathematical algorithms to automatically 

execute a transaction after the specified conditions are met and complete control of the process 

[51].  

In comparison with the usual documentation, a smart contract is a code that is used to fill in all the 

necessary data and directly the signature of the chain participants. Smart contracts allow the system 

to independently confirm the conduct of certain transactions thanks to the "if – then" mechanism. 

That is, if one party fulfills its obligations, the system guarantees that the other party will also 

fulfill them.  Other more complex algorithms can also be created. These contracts are stored in the 

blockchain and will allow to automate and betray greater trust to all stakeholders, and the personal 

data of users remains anonymous.  



 

37 
 

The advantages of smart contracts include the absence of the need for an intermediary, cost 

reduction (due to the absence of a third party), speed of registration (much faster than manually) 

and security (contracts in the blockchain cannot be lost, and the process of decentralized 

management eliminates the risk of manipulation). 

6.2  Integration description 

To date, there is a sufficient number of studies that are able to confirm the advantages of a 

decentralized Internet of Things network over a centralized cloud one. Thanks to the synergy of 

the Internet of Things and blockchain, the level of network security increases, which is the main 

point when deciding on the implementation of such a network. 

To demonstrate the importance of this problem, consider the following example. In October 2016, 

the American DNS provider Dyn faced cyber attacks [52]. In this case, the attacks were directed 

from millions of different IP addresses. At the same time, the employees determined that some of 

them were sent from various kinds of Internet of Things devices, for example, from video cameras, 

refrigerators, routers, etc. It was found out that these attacks were of the "denial of service" type 

(DDoS), and they came from smart devices with the Mirai virus. The source of the infection was 

phishing emails, which contained this malware, which later spread to the entire home network. 

The main security vulnerability for IoT applications is represented by centralized cloud storage.  

By applying blockchain technology, Internet of Things devices will become much more secure 

and this approach can be used in enterprises and networks of various scales. 

The main obstacle to the development of the Internet of Things is the centralization of cloud 

services [53]. Huge amounts of data collected from IoT sensors and sensors have to, firstly, be 

transferred to a central cloud, which can lead to overload of transport communication networks, 

secondly, be processed in a centralized cloud, which requires huge capacities of servers and storage 

systems, thirdly, it is necessary to transmit back the results obtained, which may cause delays when 

managing online [53]. 

Distributed trust technology, which provides scalability, security and privacy, is the basis for the 

growth of Internet of Things applications [54]. This technology has been considered by business 

representatives in the last few years and IT researchers as a promising solution due to its internal 

properties that would be suitable for Internet of Things environments. As mentioned in the 

previous section, blockchain allows secure storage of confidential data and makes it available to 

Internet of Things devices [54]. Therefore, by its design, it can ensure security, confidentiality and 
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the absence of single points of failure. At the same time, smart contracts will allow network 

participants to maintain and ensure consistency of operations between participants in accordance 

with predefined business logic. The main objectives of the introduction of blockchain into the IoT 

network is to ensure trust in the data stored on the network, as well as trust in the ongoing processes 

and their responsible parties. Thus, the decentralization of computing is an inevitable trend in the 

development of the Internet of Things [53]. 

According to IBM [55] the world is gradually moving to such a principle of data models, where 

all data warehouses are decentralized and a person no longer needs to independently verify the 

authenticity of information after all, every transaction is confirmed by all stakeholders. The model 

described above is the blockchain. Blockchain is able to provide the IoT network with full trust 

and security when interacting with various devices within the same network thanks to the 

confirmation and consensus model. 

 

Figure 15: Transformation of device interaction models (source: IBM) 

In addition, the blockchain allows to create a structure where it will be possible to safely store 

processed transactions, as well as coordinate devices located inside the network. Such devices 

together are capable of forming an "Internet of Decentralized and Autonomous Things", where the 

blockchain is a universal digital registry for performing transactions of various types between 

devices [53], for example: 

 Device Registration; 

 Authentication of devices and users; 

 Device Security check; 

 Real-time data exchange; 
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 And much more 

6.3  Decentralized IoT architecture 

Centralized cloud services have allowed the Internet of Things technology to become one of the 

main technologies used both in industry and in everyday life. But in order to ensure maximum 

transparency of data, the trust of all participants in the process and owners of devices located 

within the same network is necessary. Centralized cloud services can be called a kind of black 

boxes for IoT services, where IoT users do not have control over their data. In addition, centralized 

cloud services are vulnerable to failures and fatal security attacks [56] IoT can benefit from the 

decentralized network paradigm offered by blockchain, overcoming all the problems and obstacles 

mentioned in the work earlier. At the moment, the study and implementation of the integration of 

IoT and blockchain is still at an early stage of research and development, and there are still many 

problems associated with the seamless integration of IoT and blockchain [56]. 

Using blockchain to achieve absolute decentralization in IoT is problematic, given the variety of 

devices involved in IoT. Most devices on the IoT edge have limited resources to host a copy of the 

blockchain or participate in the verification of new blocks. Therefore, it is important to decide 

what role various objects (devices, gateways, etc.) will play at the IoT boundary.  

To deploy public blockchains, alternative consensus algorithms, including Proof-of-Stake, are 

considered more suitable for deploying blockchains in IoT environments. Given the resource 

constraints faced by IoT devices, some design considerations are needed for their level of 

participation in the blockchain network. IoT devices do not have encryption capabilities, and also 

do not meet the requirements for computing and data storage when using blockchain consensus 

algorithms. 

Many researchers have studied in their works possible options for how to connect the IoT network 

and the blockchain. In [56] the authors present the results of the analysis of alternative paradigms 

considered in the published literature. 
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Figure 16: Possible options for the interaction of devices and blockchain 

1. Gateway devices as endpoints for blockchain: Figure (a) shows an illustration of this 

approach. In this integration scheme, all communications pass through the blockchain, and 

the gateways of the Internet of Things act as endpoints for the blockchain network. This 

scheme can be used to authenticate devices connected to separate gateways with 

blockchain support [57]. At the same time, not all transmitted data should be stored in the 

blockchain. The blockchain carries a management function supported by smart contracts. 

In this case, data transfer is carried out using peer-to-peer technologies and data exchange 

occurs automatically.; but instead, reusable technologies for transferring documents or 

exchanging information between devices through a communication channel can be 
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implemented. However, recording all Internet of Things interaction events in the 

blockchain will increase bandwidth and storage requirements, and scalability will increase 

2. Devices as issuers of transactions in the blockchain: Figure (b) illustrates this approach. 

This integration scheme is discussed in [58]. As in the previous approach, all events are 

logged by the blockchain to ensure a secure account. In this case, Internet of Things devices 

can be equipped with cryptographic functionality. The trade-off here is the higher 

autonomy of IoT devices and applications compared to the increased computational 

complexity of hardware. 

3. Interconnected edge devices as endpoints for blockchain: Figure (c) illustrates this 

approach. In this approach, also described in [58], IoT gateways and devices send 

transactions to the blockchain and can interact with each other off-chain. Using routing and 

discovery protocols, it is possible to significantly reduce the latency between IoT devices. 

Such an integration scheme is more suitable for scenarios where interaction occurs much 

more often and requires high bandwidth and reliability of Internet of Things data. 

4. Hybrid of cloud and blockchain with IoT edge: Figure (d) illustrates this approach. This 

approach allows users to use 2 methods of interaction, the first – through the blockchain, 

the second – between devices [58]. The choice of method depends on the setting of the 

event.  When using this approach, it is possible to differentiate interactions according to 

the need for interaction with the blockchain. Hybrid approaches can use nebulous 

computing to overcome the limitations of blockchain-based IoT networks. 

How the integration will be implemented, and which option is the most appropriate, depends on 

the requirements of a particular IoT application. For example, when immutable record keeping is 

required and a relatively small number of interactions occur, the first two schemes make more 

sense. In applications requiring higher performance, the use of blockchain alone may not be 

sufficient. In other use cases of the Internet of Things, devices and gateways should never be used 

as full-fledged nodes, since the overhead of data storage will not be able to justify the possible 

benefits [56].  

In some cases, centralized models of the Internet of Things have certain disadvantages and 

limitations that can be canceled or mitigated by the decentralization properties of blockchains [59]. 

Blockchain creates the basis for the creation of decentralized Internet of Things platforms that 

provide secure data exchange and reliable message records. 

  



 

42 
 

7  Decentraliced Internet of Vehicles (IoV) 

Many different researchers from different industries and spheres are studying the possibilities of 

using the decentralization of IoT networks, where the main idea is to protect the transmitted data. 

This section is aimed at reviewing the published literature, where the possibility of integrating 

Blockchain into IoT in the transport system is considered. In order to proceed to the applied 

analysis of the technology in question, the review contains literature that examines real use cases 

used in the technology called Internet of Vehicle (IoV). 

IoV is a technology that ensures the interaction of vehicles, as well as objects of road and urban 

infrastructure in real time.  This interaction is possible thanks to the use of intelligent terminal 

devices, vehicle navigation systems, mobile communication technologies and information 

platforms that allow to interact with information and exchange driving instructions, as well as 

control the network system [60]. This campaign greatly simplifies the processes of collecting, 

processing and exchanging data necessary for building an intelligent transport system.  

This concept has become increasingly common in recent years, and building a fully autonomous 

transport system no longer seems like something fantastic. A significant number of IoT objects 

will fall on vehicles [15]. The popularity of the concept, as well as the rapid development of 

communication technologies, is the reason that many researchers and companies conduct a lot of 

research on this topic. Intelligent vehicles are connected to the Internet, thanks to which they can 

communicate both with other vehicles and with road infrastructure facilities. But despite all the 

advantages, the problem of data security is also acute in this concept. There are cases when 

attackers were able to hack into the Tesla control systems, and were able to gain access to the 

vehicle itself and its management. In order to avoid cases of hacking, researchers propose the 

introduction of blockchain technology to ensure the decentralization and hashing of information 

and data stored on the network. 

Each of the following subsections is aimed at considering specific subject areas where IoV 

decentralization is able to solve certain problems. A brief overview of the articles under 

consideration is presented in table 2. 

 

Table 2 – Possible application scenarios. 
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Application scenarios Description Paper 

Vehicle communication Opportunities for improving V2V and V2I 

communication, creating a secure network of 

interaction between all participants and traffic objects. 

60 

Vehicle Management Autonomous vehicle control by creating a platoon of 

vehicles thanks to platooning technology. 

61, 74 

Data Management and 

Services 

Methods of safe storage and exchange of data between 

road users, in which the provision of data is a service 

for which data owners can receive a monetary reward. 

62, 63 

Traffic contol The use of a safe traffic control system will 

significantly reduce the number of traffic jams on the 

road, as well as the occurrence of traffic accidents. 

65 

Ride Sharing Secure storage and data exchange between users of 

ride sharing services over the Internet. 

67 

Forensic application Thanks to the IoV network, in which vehicles and 

transport infrastructure facilities are combined, as well 

as the storage and distribution of this data using 

blockchain technology, it will be possible to simplify 

decision-making in connection with the occurrence of 

a traffic accident. 

68 

Transportation 

Insurance 

Creation of a new trust model of vehicle insurance, 

individual for each car owner. 

69 

Managing the 

transportation of 

dangerous goods 

Due to the fact that the transportation of dangerous 

goods is regulated by law, stakeholders should receive 

up-to-date and authentic information about its 

transportation, which blockchain technology can 

provide in integration with IoV. 

70 

 



 

44 
 

7.1  Vehicles communication 

Vehicles exchange confidential information all the time, or messages, the delay in the transmission 

of which is unacceptable, for example, a warning about a dangerous section of road. It is difficult 

to provide security to VANETs networks, since they are capable of being subjected to various 

kinds of attacks, for example, "Man in the Middle" (MITM), which are aimed at wiretapping and 

distorting information throughout the network. DDOS attacks are used to disconnect users from 

the target network [60]. 

According to the authors [60], the blockchain concept is able to cope with such problems, and the 

nominal IT solution for vehicle communication (DISV).  This solution implies that the server will 

analyze a certain block and issue a decision on holding a smart contract. 

The aim of the authors of this article was to develop an IoV solution with a real-time application 

(RTA). Its essence lies in the fast and secure transfer of information between transport and 

transport infrastructure facilities. The development and testing of the prototype was carried out 

with a scenario in which information about a sleepy bus driver was transmitted to the nearest road 

users. This solution contains three levels: 

 The physical level. It includes the collection and recognition of environmental data and the 

determination of the position of intelligent objects located nearby. This can be done using 

a number of devices equipped with sensors. Two Android apps are included in this level:  

o for vehicles, examines data about the vehicle, its route, the driver's driving style; 

o for infrastructure, creates a digital twin of road infrastructure facilities. 

 Network layer, which is aimed at creating communication between sensors and servers, 

and other devices. In addition, this layer is designed for transmitting and processing data 

generated by sensors. 

 Application level. At this level, communication is maintained between all participants of 

the transport system through a Blockchain application. This level also includes a central 

cloud server, with which all the information received is examined and invitations are sent 

to new devices. 

Based on the results of test studies, the authors have deduced three main directions of DISV: 

1. A safe real-time application for road users; 
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2. Maintaining safe and simple interaction between people and traffic objects; 

3. Improvement of the driver assistance system. 

 

7.2  Vehicle Management. 

To date, there is a trend in the development of autonomous transport, where the vehicle can be 

partially or completely independently controlled. In view of the fact that there are not so many 

such vehicles, entrusting the car with independent control is not the best option. Platooning is a 

fairly common approach when transporting goods by trucks, when trucks are connected in a chain 

and move in a platoon on the section of road where their routes intersect. This concept is also 

applicable for passenger transport within the city. The platoon has a platoon leader and platoon 

members, where the first one controls his vehicle, and with it the entire chain. All members of the 

chain must keep a distance between each other, which is determined automatically. 

The advantages of this approach is that it helps to improve traffic capacity on the roads, and with 

it reduce the number and length of traffic jams. Another advantage of platooning is the reduction 

of energy consumption, which is why fuel costs are reduced [61].  

In order to choose a platoon head (PH), [74] provides a reputation value to help ensure an economic 

balance between the platoon members (PM). Each designated supervisor will have to travel a 

certain distance and receive a service fee from the PMs. 

The authors claims in their work that the blockchain in this network can guarantee the 

confidentiality and integrity of shared information. The system should track how much fuel the 

platoon has spent and distribute the funds spent among the platoon members. In addition, the 

author suggests the use of smart contracts in order to establish automatic payments. The process 

of how smart contracts will be implemented inside the system is indicated in Figure 17, where MD 

is the matching degree, and under the specified circumstances, the application for joining the 

platoon must be approved. 
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Figure 17: Process usage of smart contracts 

The simulation results showed that the urban platoon mode is much superior to the individual 

vehicle mode in terms of fuel consumption. 

7.3  Data Management and Services  

Mirko Zichichi et al. in their article [62] consider the possibilities of using the architecture of a 

transport system using distributed registries in order to create, store and exchange data using 

sensors on users' devices or vehicles during their movement. The motivation of the authors of the 

creation and testing of such a system architecture is the fact that the transport system is developing 

in huge steps, and in the near future a situation is possible when the traffic flow will be controlled 

not by people, but by computers, thanks to the huge amount of data that the system receives and 

processes from various sensors, both from the vehicle itself and from infrastructure facilities. On 

this basis, it is necessary to create sophisticated intelligent services aimed at improving traffic 

management and transportation safety. Currently, there are many different technologies and 

systems that can ensure the operability of the transport network, but at the same time, due to the 

scalability problem, as well as the unreliability of the transmitted information, it can adversely 

affect the entire chain, since the transmitted data can be changed and is not authentic. In this study, 

the authors consider the use of Distributed Ledger Technology (DLT), as this will allow network 

users to trust the exchanged data, since there will always be an opportunity to verify their 

authenticity and immutability. The attractiveness of these technologies is mainly due to the fact 

that they exclude the possibility of downtime or interference by third parties. As a result, studies 

that have improved DLT and distributed data storage systems [63] have gained additional interest 

from researchers. 

In the architecture proposed by the authors, data exchange services and user sensors can exchange 

data with each other. The proposed infrastructure is based on DLTS in combination with other 
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decentralized file storage (DFS) technologies. Smart contracts regulate access to data for 

authorized users. Storage and use of data coming from vehicles are provided by IOTA [64] and 

DFS. In addition, the proof of zero knowledge is used as a scheme to ensure confidentiality while 

providing guarantees of location confirmation. Figure 18 shows the process of how the parties will 

exchange data within the network. Sensor owners receive data from their devices, after which they 

can provide it to consumers using DLT and smart contracts. Consumers can create new data or 

provide intelligent services available to individuals. 

 

Figure 18: Data exchange flow 

Figure X shows the layers of the architecture proposed by the authors, where: 

 Presentation layer is responsible for implementing a clear interface between architecture 

and the real world; 

 Service Layer is used to provide intelligent services to network users; 

 Transaction Layer is designed to control access to data, which is carried out using smart 

contracts; 

 Validation Layer ensures the integrity and authenticity of the data used through the use of 

DLT; 
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 Data Layer includes technologies that provide data storage through replication. 

 

Figure 19: Architecture layers 

This study is also notable for the fact that it was tested on generated data that mimics the movement 

of buses inside the city. In this case, only location transmission was considered, for which a 

Location Confirmation certificate was created and used. The main idea is that data owners can 

transfer their data to an aggregator, which identifies an array of useful data from them, and 

provides services for exchanging them with other users using smart contracts, while each 

participant receives a legitimate reward. 

Having conducted an experiment, the author claims that despite the fact that at the moment the 

system's capacity is not enough to ensure uninterrupted operation on a large-scale infrastructure, 

the use of DLT together with DFS and complex cryptographic schemes allows to effectively 

control access to data and offer interesting services, while maintaining the authenticity and 

availability of data [62]. 

7.4  Traffic control. 

Thanks to the data generated by vehicles and road infrastructure, on the state of traffic flow, road 

accidents and so on, it is possible to implement an intelligent system that will be able to 

independently monitor all processes on the road, while reducing the number of traffic jams and 
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emergencies. But in order for all users to trust the data transmitted between each other and other 

objects, it is necessary to make the process of their transmission as safe as possible and closed 

from malicious attacks. Due to the presence of such problems, researchers are developing 

autonomous traffic control and management systems. 

One example of such studies is [65]. In this article the authors consider the development of a 

system for intelligent transportation and control of the inner-city transport system. This system 

uses a blockchain, which is connected to the IoT by sensor nodes that are located in vehicles. The 

main purpose of such a system is to improve the safety of road users and reduce the number of 

traffic jams on the roads, which is achieved by automatically collecting data on the situation on 

the road and identifying road accidents. The blockchain, in turn, provides the implementation of 

transaction records so that vehicles can exchange secure and authentic data with each other. 

In the course of the study, the authors identified a number of vulnerabilities of such a system, such 

as, for example, data transmission delay in time, as well as increased power consumption of 

Internet of Things devices. 

But at the same time, provided that some vulnerabilities are eliminated, such a system will reduce 

the interference of the human factor, which allows vehicles and objects related to traffic to interact 

and automatically self-execute using a blockchain smart contract in accordance with traffic 

conditions. 

Another option for using decentralized IoT on the road is suggested by the authors [66]. In their 

article, the authors focused on a scenario where vehicles can request the acquisition of lane 

ownership rights, that is, drivers can agree on who will move in which lane, while significantly 

reducing the number of accidents caused by incorrect and dangerous lane realignment. In this 

scheme, vehicles need to exchange information about location, speed and directly personal data to 

identify them. The right to use the strip can be obtained using a token. To rebuild, firstly, it is 

needed to get approval from the rest of the participants in the movement, while those participants 

who will allow to rebuild will earn the appropriate number of tokens. Then these tokens can be 

converted into a payment or insurance fee. 

7.5  Ride Sharing 

Carpooling or ridesharing is the sharing of a private car with the help of online travel companion 

search services. This approach implies a proportional distribution of fuel costs, while building an 

optimal route for all participants of the trip, which will be convenient for the driver of the vehicle. 
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At the same time, not only the economic component is important, but also the social and 

environmental one, since such a service allows to make new acquaintances, while reducing CO2 

emissions. 

In [67] , the authors developed a new model of how to provide this service, while protecting the 

data of all users participating in the trip. This model is based on blockchain, which is why it has 

the following advantages: 

 The possibility of combining several service providers on a common platform where the 

parties can trust each other; 

 It removes the restriction of centralized comparison of passenger and vehicle data while 

maintaining confidentiality by the service provider; 

 Providing passenger privacy;  

 Protection against cyber attacks. 

The main role of the blockchain in this model is to verify the authenticity of passenger location 

data and their coordination. In addition, there are methods that serve to search for vehicles and 

compare destinations. Smart contracts, in turn, contribute to ensuring compliance of the Roadside 

Unit (RCU) with passengers and drivers. The payment process will also become more secure, as 

the authors have provided for the use of anonymous payments among users, drivers and service 

providers. The carpooling system is able to offer users more efficient vehicle sharing. 

7.6  Forensic application. 

Mumin Cebe et al. in [68] propose the use of blockchain and IoV integration in the field of traffic 

accident analysis. In this case, the blockchain serves to ensure an unbiased investigation by 

bringing together all stakeholders and providing data, while each of the participants in the process 

will be confident in their reliability. The data will be received from the vehicles involved in the 

incident, as well as from road infrastructure facilities. 

This system is not aimed at completely excluding a person from such a process, it only provides 

additional information coming from the ports onboard diagnostics (OBD) and event data recorders 

(EDR), which represent valuable additional evidence to support dispute resolution. 

The stakeholders in such a process are the drivers themselves, insurance companies, law 

enforcement agencies, in some cases also car manufacturers, if it is possible to prove the fact of a 



 

51 
 

vehicle malfunction. That is why the authors want to create a system where absolutely all 

information about vehicles and related business components will be stored. 

Thus, the system proposed by the authors should provide a blockchain chain, taking into account 

confidentiality, where the above-listed persons will participate, without the need for the 

introduction of a third party, as well as a forensic medical examination of vehicles, which contains 

all the necessary data for a comprehensive solution for the forensic medical examination of 

vehicles. 

 

Figure 19: Forensic system model 

Figure 19 shows a model of the platform being developed by the authors. Stakeholders are 

represented at it, B4F (Block 4 Forensic) is a blockchain-based vehicle management system. It is 

also based on a special forensic daemon that is located inside the OBU and constantly extracts data 

from EDR, BCM (i.e. messages received from other vehicles) and on-board sensors/IoT devices. 

This data is transmitted to stakeholders via encrypted channels. In turn, actors such as 
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manufacturers and maintenance representatives also transmit data to the blockchain. The stored 

data will be used in post-accident scenarios, allowing the parties to selectively disclose their data 

to determine the guilty party. 

7.7  Transportation Insurance 

As identified in the previous section, processes related to vehicle insurance are also subject to a 

lack of trust between the parties. In [69], the authors propose a decentralized IoT model for the 

following purposes: 

 fighting fraud; 

 creation of a new insurance model in which the tripartite relationship should be simplified 

or completely eliminated; 

 creation of a parametric insurance model in which possible accidents will be predetermined 

by collecting data from sensors of smart vehicles. 

The main idea of the approach proposed by the authors is that the data on the driver and vehicles 

will be safely stored in the distribution register between the stakeholders, and thanks to the analysis 

of this data, more accurate insurance premiums will be calculated. This approach is aimed at 

creating a fair and honest environment between the participants in the process, as well as 

encouraging and encouraging drivers for a safe driving style. In addition, there are also advantages 

for business, since vehicle owners can safely give a vehicle to another driver to perform certain 

work tasks. 

Having developed a prototype of this system and conducted test studies on the data of GPS 

trajectories of vehicles in Singapore, the authors believe that such a model can really be working, 

provided it is refined and increased capacity. 

7.8  Managing the transportation of dangerous goods. 

As mentioned earlier, IoT devices are capable of generating data that, after processing them, can 

bring one or another benefit. This also concerns the monitoring of technological processes that are 

related to the transport sector. In [70] the authors propose to introduce blockchain technology into 

the process of transporting dangerous goods, where such goods need to cross state borders. Several 

stakeholders are involved in the process of transporting dangerous goods, which is why each of 

them needs to trust each other, as well as the data they provide. Such data must be verified before 
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they are transmitted, as well as protected from any changes. In order to make the process 

transparent, it is necessary to ensure the consistency, reliability and integrity of the data received 

from IoT devices. 

In this article, the authors consider the process of transportation of dangerous goods from the point 

of view of cooperation of stakeholders and information flow. Figure 20 describes this process. 

 

Figure 20: Dangerous goods transportation process flow 

This diagram shows the technological process and interactions between stakeholders. The supplier 

of dangerous goods is the main figure in the process, which is responsible for preparing the cargo 

and entering all the primary information. Since this process is regulated by law, it is necessary to 

notify the local authorities and the recipient of the cargo about the beginning of the process. In 

case of unforeseen circumstances, the authorities should receive information in a timely manner 

and take the necessary measures. Each stage of movement must be marked in the system, 

regardless of the number of stops, crossing state borders, etc. When the cargo reaches its 

destination, the recipient of the cargo must notify all stakeholders that the cargo has arrived. The 

actions of the participants in the process, meanwhile, should not violate regulations and legal 

regulations. 
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It is needed to note that in this article, the authors presented stakeholders in the form of digital 

doubles, which allows to increase the level of security when using the system. The system also 

implies authentication of IoT devices, which gives it even greater transparency.  
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8  The possibilities of using the decentralized IoT network in Smart 

Port. 

Due to the fact that the seaport is a huge ecosphere, where there is a place not only for sea transport, 

but also for land transport, which is designed for the transportation of containers inside the port, 

their loading and unloading, some scenarios for the use of decentralized IoT, which were described 

in the previous section, are also relevant for a smart seaport. This section discusses case cases that 

are both unique, suitable only for maritime transport, and for the entire supply chain as a whole. 

 

8.1  Supply chain 

In addition to the need to protect data in the processes of intra-city movements, the transportation 

of goods and all information related to such processes also needs protection. In [71], the authors 

consider several options for how the introduction of blockchain technology can bring benefits and 

efficiency to the supply chain. 

 

Figure 21: Supply chain with cloud blockchain architecture 

Figure 21 shows the blockchain cloud architecture proposed by the authors. This system unites all 

stakeholders in a blockchain and data is collected from various devices connected to a common 

IoT network. Data from sensors is transmitted to the blockchain using a special gateway, without 
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intermediate storage. This architecture is a kind of starting point when creating complex 

decentralized systems. 

According to the authors, this approach contributes to solving a number of problems inherent in 

supply chains: Product tracking/Orders and Product Tracking/Review/Protection against 

counterfeiting. The solutions for the listed problems are quite similar. In the first case, the 

blockchain contributes to the creation of a single platform where each stakeholder will be able to 

receive information about the transported cargo in real time, while each of them will be able to 

trust the data received. The data will be generated from sensors located at various key points in 

the supply chain, and then transmitted to the gateway cloud system, and then to the blockchain 

network. End users will be able to receive data from the blockchain by using smart contracts, 

which provides control over the transfer of information. Smart contracts can determine the level 

of access and information for partners. 

In Figure 21, the authors present a mechanism for coordinating supply chain partners using a 

combination of the Internet of Things blockchain. This mechanism will allow all end users to 

monitor a transparent supply chain, and in case of disagreement, will contribute to more correct 

decision-making. Such a system will store information about the full life cycle of the product – 

from its production to receipt in the hands of the buyer. At the same time, this approach helps 

manufacturers to constantly maintain the high quality of their products, since blockchain 

participants are also able to take into account errors during production. 

In addition, employees of distribution centers will be able to predict the flow of shipments and 

correctly allocate work resources and places in warehouses. Also, thanks to IoT and sensors, all 

participants will be able to receive detailed information about the storage conditions of the product. 

Also, thanks to the approach presented by the authors in their study, it will be possible to receive 

feedback from the end user to the manufacturer directly. 

Based on the description of the authors' approach described above, it can be concluded that such 

methods and technologies can be used both in cargo transportation by land vehicle and by sea. 

Sensors located inside the smart container are able to transmit data to users about physical 

characteristics, such as temperature, pressure, location, etc. in real time. For example, if the 

temperature of a smart cargo container suddenly starts to rise, a warning can be sent to the driver 

or other local logistics personnel, and they, in turn, will be able to take immediate action. Actually, 

it is the feedback and reaction capabilities that make it possible to consider the container smart. 

In addition, it will also be useful to consider the scenario of the transport of dangerous goods 

presented in the last chapter. There is such a world practice when countries can conclude an 
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agreement among themselves, where one country can transport such goods to another, outside the 

European Union. In this connection, such a process requires even more control and has a greater 

number of stakeholders and regulatory documents, as a result of which the blockchain is able to 

bring even greater benefits.  

This approach can also be applied to the transportation of expensive goods, such as paintings, 

jewelry, military equipment, and so on. Due to the fact that all stakeholders, including the sender, 

recipient, intermediate logistics companies and customs, will be able to receive information about 

transportation in real time, theft attempts, changes in data in the system itself about the destination 

and so on, will be significantly reduced or completely disappear. 

8.2  Port Video Terminals Security 

Another possible scenario for using decentralized IoT in a smart port was proposed by the authors 

in their work [72], where they consider the security of the port itself. The video surveillance system 

located in the port uses IoT and AI technologies, which completely replaces human control, 

identifying people and vehicles that move inside the port. The intelligent port monitoring system 

is mainly divided into an intelligent video monitoring platform, a streaming media service module 

and a transaction processing service. But since the scale of video surveillance is really huge and a 

large number of devices are involved in the system itself, this can endanger the system. In order 

to avoid hacking the system and substitution of certain data, the authors propose the approach 

described below.  

After the IoT device leaves the port territory, or some specific part of it, the system generates 

public and private keys, as well as a digital signature, which are transmitted to the blockchain 

identification system for publication. Next, the data is checked and recorded in the blockchain. For 

the interaction of the device and the blockchain authentication system, an edge computing node is 

used, and if the authentication process is successful, a secure data transmission channel is 

established. All stages of this process are supported by smart contracts. 

8.3  Load planning 

In [73], the authors propose the use of IoT and blockchain for the processes of planning the loading 

of RoRo vessels (vessels for the transportation of wheeled cargo). The main task of planning in 

this case is the competent distribution of cargo throughout the ship. To solve it, the authors propose 

the use of IoT sensors located on the scales and entrance gates, which will read the weight 

characteristics of the cargo and transmit information to the planning system. In this case, the 
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blockchain will be used as a mechanism that will encrypt the received data in order to avoid their 

leakage. It is also proposed to use this method in order to prevent the use of ballast on board. 

In order to test their theory, the authors developed and tested a simulation model. In order to obtain 

more accurate results, the authors checked the flow of the process both using IoT sensors and 

without them. According to the results of the data obtained, each vehicle loaded on board should 

be assigned a certain line for the location. According to the results of the study, where a lightweight 

version of the blockchain was used, the optimized planning process showed results where the use 

of ballast water was improved by 50-160%. 
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9  Future trends of decentralized IoT in transportation sphere 

Each of the above options for using decentralization in the transport system is the future of 

humanity. Despite the fact that the transport system is actively developing, going through the 

process of digital transformation, at the moment the use of smart transport and intelligent systems 

that control the processes of movement of vehicles is not so much developed. Humanity is still 

moving in an environment where the human factor is decisive. 

If we compare the spheres of sea transportation and traffic within the city, then seaports definitely 

have more development. For example, the port of Rotterdam is one of the most advanced in the 

world in terms of the use of various technologies. Loading and unloading of sea vessels, 

transportation of containers inside the port, the use of blockchain to settle legal processes – all this 

is a reality today. If we consider the smart port and the possibilities of increasing its efficiency, 

then the best option for using the technologies considered in the work will be the integration of 

smart port systems with a common urban transport system. This approach will automate the supply 

chain, where goods from the port will be automatically delivered to the customer's hands. Smart 

devices in this case, thanks to the use of smart contracts and an internal communication network, 

will be able to independently confirm the transfer of goods, as well as pay for the services provided.  

As for urban transport systems, all the approaches being developed need to be combined into a 

single transport ecosystem, enabling drivers to choose all the services they need. At the moment, 

researchers conduct their work quite separately, without thinking about how to combine all their 

work into a common and unified concept. Thanks to this, it will be possible to create a sustainable 

model of the transport system, which will increase safety both on the road and in the system itself, 

increase capacity by reducing the number of traffic jams, while reducing the costs of both drivers 

and government. 

In addition to the IoT and blockchain technologies discussed in this thesis, the use of artificial 

intelligence in such systems will bring enormous benefits and efficiency to transport systems as a 

whole, further increasing the level of its autonomy, thanks to decision support systems, as well as 

making the process almost error-free. 
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10   Economic evaluation 

In order to identify the approximate cost of developing and implementing blockchain in the supply 

chain, as well as the payback period for investments, further research will be conducted based on 

the report of the Forrester Emerging Technology Projection series (Predictive Analysis of 

Promising Technology), which was performed by the Total Economic Impact™ methodology 

[74]. In this case, it is the calculation for the entire supply chain that is used, since this is the most 

common possible application for this work. In the Forrester study, the IBM blockchain was used, 

as well as various options for using the technology by various business lines.  The article presents 

a generalized model of benefits and costs, which is why the following parameters may differ in 

the calculations of companies. 

At a high level, benefit modules can be divided into two categories – benefits that create new 

opportunities (green) and benefits that solve existing problems (blue). It is quite possible that one 

or another organization will be able to receive more than one benefit from the set of benefits 

identified for a particular blockchain solution. Cost modules are divided into categories according 

to the stages of the solution lifecycle. 

 

Figure 22: Benefit and cost modules 

10.1  Advantage modules 

Below are the methods for calculating the possible benefits that can be achieved by implementing 

blockchain in the enterprise 

Subscription service income: This type of company income is created on the basis of membership 

fees paid by other companies participating in the network. 
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Figure 23: Subscription service income 

Transaction Revenue: Some companies charge fees for transactions that pass through their 

network to make a profit. 

 

 

Figure 24: Transaction Revenue 

Savings due to capital costs and operating costs: due to the fact that the blockchain owner 

company has open access to the resources of other companies, this can allow saving on capital and 

operating costs. 

 

Figure 25: Savings due to capital costs and operating costs 

Savings due to increased efficiency: in this case, efficiency can be achieved by combining all the 

company's services on one platform, simplified workflow, reduced time costs. 

 

 

Figure 26: Savings due to increased efficiency 
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Fraud prevention: system security provides additional benefits to companies due to the fact that 

sometimes hacking the system brings additional costs for repairing and configuring software. 

 

Figure 27: Fraud prevention  

10.2  Cost modules 

This part presents the possible costs of deploying the system, as well as its maintenance. The cost 

items may differ depending on the company, generalized modules are presented here. 

Expenses at the pilot project stage: since in this case the deployment of the IBM system is 

considered, the services provided by IBM for consulting in the development of a viable idea, 

design or prototype of the system also fall under the expense item. As a rule, this stage lasts from 

six months to a year. 

 

 

Figure 28: Expenses at the pilot project stage 

 

Costs at the stage of commercialization: at this stage, the business logic of the blockchain is 

being configured, that is, at this stage, the forces of developers, employees involved in 

documentation and other administrative processes are needed, and consulting from IBM is also 

possible. Also, this stage is designed to connect all stakeholders to the chain. This stage lasts on 

average 1-1.5 years. 
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Figure 29: Costs at the stage of commercialization 

Costs at the operational stage: this stage is supporting the functioning of the created blockchain 

network. All possible expenses proposed by Forrester are shown in the figure below. 

 

 

Figure 30: Costs at the operational stage 

10.3  Calculation part 

This section presents the calculation of the implementation of the blockchain, based on the logic 

of calculations presented in the work of Forrester and IBM. This model is not a representation of 

a specific use case, it is fictional and common to all companies. In order to make calculations more 

accurate, it is necessary to change the set of parameters, terms and cost of services. In the forehead 

is considered. 

10.3.1  Income 

The figures below (31-33) show an approximate calculation of revenue from the implementation 

and deployment of blockchain within the company. All income was divided into four categories: 

Transaction revenue: supply chain participants are required to pay for each of the transactions 

carried out, 50 cents is taken into account for each of the transactions. At the same time, an increase 

in the number of stakeholders is predicted every year, and with this an increase in the total number 

of transactions carried out;  

Subscription service income: chain members must pay $5,000 for registration in the chain and 

$8000 as an annual membership fee; 

Income due to savings on capital costs and operating costs: in this case, the savings will be 

calculated by adding operational and capital costs, and operating costs will be 30% of the capital; 
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Savings due to efficiency: this section discusses the advantages that blockchain gives in specific 

cases, as an example in the work considers improving document flow, replacing outdated 

equipment, labor resources and fraud prevention. 

The period under review is 5 years. 

 

Figure 31: Subscription service income and Income due to savings on capital costs and operating 

costs calculations 
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Figure 32: Transaction revenue calculations 

 



 

66 
 

 
Figure 33: Savings due to efficiency calculations 

 

10.3.2  Costs 

As mentioned above, the costs of implementing the system must be divided into three stages: 

 The pilot project stage – (Fig. 34) duration 6 months; 

 Stage of commercialization – (Fig. 35) duration of 18 months; 

 The stage of operation -  (Fig. 36) the duration is 3 years. 



 

67 
 

 

Figure 34: Pilot project stage cost 
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Figure 35: Commercialization stage cost 

 

 

Figure 36: Operation stage cost 
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Based on the results of the calculation of income and expenses, a calendar plan was drawn up for 

all 5 years, which clearly shows the amounts that the owner needs to spend on deploying the 

system, as well as the projected profit that he should have as a result. 

 

Figure 37: Benefits and Cost overview 

The calculation of the net present value of the project will allow investors to understand whether 

it is worth investing money for the implementation of the project, and how soon the investment 

will pay off. NPV (Net Present Value) is a financial indicator that demonstrates the expected future 

income of the project minus its initial cost. Simply put, NPV allows to compare current money 

with future money, which will cost less due to inflation [77]. In this case, the calculation is made 

by months. The annual discount rate is 12%, having performed the calculation ((1+12)^(1/12)-1), 

the monthly discount rate has become 0.95%. All values were calculated based on the duration of 

a particular stage.  

The following is a calculation of the ROI (Return on Investment, return on Investment) indicator 

— this is the return on investment ratio [78]. In simple words — the return on investment. This 
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indicator demonstrates how profitable or unprofitable a project or product is. The result of 

321.26% gives reason to believe that this project is profitable for investment.  

Next, it is necessary to determine the payback period of the investment. As can be seen from the 

table, the project will begin to pay off 27 months after the start of its implementation.  

The total projected return on investments in 5 years is $13,428,000, and the total profit is 

$3,187,600. After applying the discount rate, it is reduced to $6,533,945.
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Figure 38: Implementation payback (part 1) 
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Figure 39: Implementation payback (part 2) 
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Figure 40: Implementation payback (part 2)
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11  Discussion and conclusions 

This chapter is intended to summarize the work done and identify future research directions related 

to the main topic of the work.  In addition, the content of this section indicates the results of the 

disclosure of all research questions presented at the beginning. 

11.1  Key findings 

The purpose of this work was to determine how decentralization using blockchain technology will 

be able to solve issues of security, trustworthiness and operability of the Internet of Things 

network. In this thesis, the use of this synergy in the processes of the transport system was 

considered. In order to affect the greatest radius of possible application of decentralization, the 

spheres of land transport logistics, as well as transportation using sea transport, were considered.  

Since the study is a literature review, it was first necessary to collect all the sources necessary for 

the study. To search for literature, the snowballing method was used, which allowed us to find the 

maximum of relevant articles for research. In order to determine the necessary technical 

information for the study, the IoT technology itself with its centralized architecture was first 

considered. This approach was chosen in order to conduct a comparative analysis of a centralized 

model with a decentralized one. 

In the next section, basic information about blockchain technology was presented, thanks to which 

it became possible to understand the construction of decentralization in various kinds of systems. 

Since smart contracts are one of the key achievements of the blockchain, it was necessary to 

present its main provisions. 

The following sections represent the literature review itself. In order to describe the specific 

application of this model, the entire review was divided into possible scenarios for its use both 

inside the city (with ordinary residents and drivers) and in order to maintain and improve business 

processes. Since transport is one of the most important links in the supply chain, most of the review 

was devoted to this topic. Thanks to this approach, it has also become possible to describe the use 

of a decentralized IoT network within a smart port. In addition to improving the efficiency of the 

supply chain, the work also describes options for using decentralization to improve V2V and V2I 

communication, transport chain and traffic management, legal issues and decision support in case 

of emergencies, fraud prevention measures, and so on.  
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The following is a small part describing the future trends that are inherent in the transport system 

as a whole. I would also like to note that many of the scenarios described in this thesis are also not 

widespread, which is why they may also be trends of the future. In conclusion, I conducted an 

analysis of the cost-effectiveness of implementing such an approach in the supply chain, the entire 

analysis is based on a study by Forrester and IBM [74]. 

According to the results of the study, it was possible to provide theoretical evidence of an increase 

in the level of security and efficiency of operating things inside the network, where data is stored 

in a distribution database.   

 

11.2  Contributions 

At the beginning of the study, I identified the following research questions: 

RQ1: What is the essence of smart transportation? 

One of the main aspects of the development of a smart city is the development of its intelligent 

transport system, which will increase the capacity on the roads, make trips safer and more efficient. 

Thanks to the equipment of the transport infrastructure and the vehicles themselves of various 

sensors and other environment-reading devices, it will be possible to exchange things within the 

transport chain, and together with the analytics systems of this data, it will automatically perform 

the following functions: 

 travel and traffic management; 

 public transport management; 

 emergency management; 

 decision support in case of accidents; 

 supply chain monitoring and management; 

 etc. 

RQ2: What advantages does decentralization give to the Internet of Things? 

IoT in combination with blockchain technology allows to create an environment where device 

owners can trust the data received from the owners of other devices, as the blockchain allows you 

to ensure the immutability, integrity and protection of data. In addition, this approach allows to 

ensure the confidentiality of the owners. At the same time, smart contracts will allow network 
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participants to maintain and ensure consistency of operations between participants in accordance 

with predefined business logic.  

Another advantage of this approach is that the blockchain is a universal digital registry for 

performing transactions of various types between devices, which serves to register devices, 

authenticate them and verify security. 

RQ3: Which Smart transportation processes already use the decentralized Internet of Things.  

In the thesis, the author identified eight main directions of using decentralized solutions for IoV: 

 Vehicle communication; 

 Vehicle Management; 

 Data Management and Services; 

 Traffic control; 

 Ride Sharing; 

 Forensic application; 

 Transportation Insurance; 

 Managing the transportation of dangerous goods. 

Each of the categories listed above is critical for creating a fully intelligent transport environment 

that allows vehicles and infrastructure facilities to safely exchange data, build the most suitable 

routes, reducing traffic density, regulate legal processes, provide insurance, and so on. Having 

implemented all this set of directions on the roads, residents of the city will be able to move much 

more comfortably and safely. 

RQ4: Which Smart Port processes can still be improved with the help of these technologies.  

At the stage of collecting scientific literature for review, the author found very little relevant 

literature for this review. But despite this, a review of the literature found was conducted, where a 

decentralized approach was used to monitor the security situation in the port, as well as planning 

the location of cargo on the ship.  

In addition, thanks to the information received in the previous sections, the author suggested which 

approaches can also be used for the transportation of goods by sea. For example, smart containers 

can exchange information with their owners and other stakeholders, which will make the 

transportation process transparent and more efficient. Also, the information systems of the port, as 
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one of the direct participants in the supply chain, with their decentralization, will be able to 

automatically send all the necessary data to stakeholders, receiving them from devices. 

RQ5: What is the future of the decentralized Internet of Things in smart transport? 

As mentioned earlier, at this stage of the development of intelligent road systems, most of the use 

cases described in this thesis are the future for humanity. In addition, the creation of a single 

ecosystem where it will be possible to interact all modes of transport within one system is key for 

all researchers in the future. 

Researchers considered the main problems of using the symbiosis of blockchain and IoT to be 

difficulties in creating a model where devices can exchange data in real time, as well as problems 

of scalability of the blockchain registry. In this thesis, articles were analyzed that are also aimed 

at solving these problems, and each of them has practical validity, and real test cases are 

considered. The main significance of such a study is also that it covers all stages of building a 

decentralized IoT model in the transport sector, and 4 main options for integrating technologies 

that are applied in accordance with the requirements of specific applications were considered. In 

addition to the sphere of urban movements, movements inside and outside the seaport are also 

considered. The thesis proposes methods of data protection within the IoT network proposed by 

other researchers, as well as the use of new methods based on insights identified in previous 

sections. If we talk about what is missing in the work, it is a review of works that are aimed at 

researching the creation of a unified intelligent transport model within the city, where it is also 

necessary to consider issues of state regulation, huge scalability and the implementation of instant 

data transfer between those devices that need this or that information. 

 

11.3  Limitations and future research 

The key limitation of this study is the fact that it is entirely based on theoretical research, the author 

has not conducted a single practical experiment. In order to make the research applied, most of the 

articles considered in this thesis had sections where the authors tested the proposed theories on 

various kinds of data, thereby simulating real situations. 

Another limitation is the fact that in the real world, a fairly small number of companies implement 

this approach into their systems, which means that the evidence base is extremely limited.  

Future research related to this topic may be related to: 
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 Consideration of the possibility of applying decentralization to the entire IoT chain in a 

smart port; 

 Creating a unified road infrastructure inside the city, where all devices, including residents' 

personal cars, will be connected to the same network; 

 Research within the framework of creating a single transport ecosystem of various scales, 

including all types of transport; 

 Studies aimed at combining existing scenarios for the application of decentralization in 

IoV. 
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