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Inter-organizational collaborations (IOCs) represent a significant aspect of any
organization because organizations depend on each other to perform functions
that are not part of their core competencies. There are trust issues due to lack
of security, interoperability, and transparency in systems and processes that sup-
port inter-organizational collaborations. First, due to security issues, information
exchange between collaborating parties can be modified and manipulated by the
party responsible for managing the system that supports the collaboration. Sec-
ond, due to the lack of interoperability, the real-time availability of data between
collaborating parties cannot be guaranteed. Finally, lack of transparency implies
that illegitimate manipulations performed by the centralized party that manages
the collaboration cannot be easily detected.

Blockchain technology has shown potential in addressing the trust issues associ-
ated with inter -organizational collaborations. Blockchain is a peer-to-peer net-
work that provides the capabilities for decentralized storage of data by repli-
cating information across the nodes of the peers participating in a given net-
work. This ensures immutability and real-time access to information stored on
the blockchain. With decentralized consensus, blockchain provides a transparent
governance system for adding new records or information to the network. With
smart contracts, inter-organizational business processes and governance systems
can be coded into computer-executable programs to ensure automated account-
ability of the parties involved in organizational collaborations. Computer pro-
grams that adopt and implement the properties of blockchain technology such as
decentralized storage, consensus, and smart contracts are referred to as decentral-
ized applications (DApps).



Nevertheless, despite the opportunities provided by blockchain DApps in address-
ing security, interoperability, and transparency issues in organizational collabora-
tions, there exists a lack of a well-defined and structured software-engineering
approach for designing and developing blockchain applications. This thesis pro-
poses the development of a modelling approach for building blockchain DApps
that specifically addresses problems in inter-organizational collaborations by ap-
plying agent-based modelling and UML concepts. The modelling approach de-
veloped in this thesis, referred to as Trustable DApp Modelling (T-DM), provides
the possibility for outlining functions that enable the execution of complex inter-
actions in organizational collaborations in a trustable manner. The development
of the T-DM approach and corresponding support tool follows the design-science
research method involving the rigorous creation and evaluation of artefacts. Eval-
uations are performed to understand the semantic correctness of the T-DM ap-
proach and the effectiveness of the support tool in creating blockchain applica-
tions design models.

Keywords: Blockchain applications, inter-organizational collaborations, trustable
systems, software modelling
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1 Introduction

1.1 Thesis Motivation

Inter-organizational collaborations (IOCs) constitute important aspects of busi-
ness operations because organizations are usually not self-sufficient, and there-
fore, depend on each other for specific business functions where their expertise is
limited [17, 30]. In Addition, services that are not part of an organization’s core
function are procured from third parties [71]. These types of multi-party collabo-
rations to achieve specific organizational goals involve the exchange of data and
shared processes between organizations. As a result, multi-dimension informa-
tion exchange between different organizations, requires security and transparency
of data exchanged. Current systems for managing inter-organizational collab-
orations are not trustable because they are usually centralized, lack data trans-
parency, are not interoperable, and are insecure [1, 41, 49]. Due to insecurity,
access control cannot be enforced on shared data, and due to centralization, activ-
ities of collaborating parties cannot be independently verified. In addition, a lack
of interoperability leads to a manual, inefficient exchange of information among
the collaborating parties. As a result, traditional information systems (IS) are
not suitable for executing inter-organizational processes. The novel blockchain
technology has shown great potential in addressing trust issues in IOCs due to
decentralized- and tamper-proof data storage system [78].

Recent studies have identified and demonstrated trust issues in different forms of
IOCs between organizations. The study [49] shows the collaboration between or-
ganizations involved in airline turnaround processes. One of the main information
assets exchanged between these organizations are service requirement documents
containing specifications for delivering a given service by the collaborating orga-
nizations. An analysis of associated security risks shows that information con-
tained in the requirements can easily be manipulated. This is due to security
issues associated with the systems that support the turnaround processes. As a re-
sult, additional security control is needed to ensure the trustability of the service
requirement documents. Study [41] attributes the interoperability issues in the
healthcare booking or reservation process as one of the major problems in health-
care processes, which results in the rising cost of healthcare. In addition, due to
interoperability issues, healthcare providers cannot share information in real-time
to allocate patients to different hospitals during peak times of healthcare demand.
Trust issues also adversely impact IOCs in the delivery of public services. The
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study [1] shows that lack of transparency in managing collaborations in public
sector supply chains, such as public procurement, is one of the leading causes of
corruption in developing countries. This is because the information systems sup-
porting the procurement processes are centralized and are comprised of mainly
manual processes.

Several studies have been conducted to address trust issues (such as transparency,
interoperability and security) in IOCs. The study [83] proposes a pragmatic con-
ceptual model for trust management for IOCs. The findings show that establish-
ing trust in certain IOC processes are impossible due to the inequality between
collaborating parties and the possibility of manipulating collaboration rules by
the most powerful party. Manipulation exists because the supporting collabora-
tion information system is centralized and controlled by powerful parties. As a
result, the entire collaboration process lacks transparency. The study [82] pro-
poses collaborative governance that ensures that actors and organizations in IOCs
are accountable for their activities. However, implementing such a decentralized
governance method on traditional systems that support IOCs is nearly impossible.

Blockchain technology is a decentralized ledger that provides a tamper-proof
method for storing data generated in the activities of a given network [32, 31].
Blockchain technology provides the potential to address the trust problems that
affect IOCs. In [78], the authors show that the main purposes of applying blockchain
in organizations are to improve transparency, security and interoperability of data.
Blockchain technology provides a transparent method for verifying and validat-
ing activities of all the parties (including powerful parties) in an IOC [70]. Also,
blockchain technology provides decentralized storage of information by repli-
cating data across the nodes of participating parties in IOCs thereby addressing
interoperability issues [78]. Several blockchain-based applications have been de-
veloped to address the security, transparency and interoperability issues in IOCs
[90, 12, 24, 1, 87]

Notwithstanding the opportunities blockchain technology delivers in addressing
inter-organizational collaborations problems, no aligned design framework ex-
ists for developing blockchain decentralized applications (DApps) for supporting
IOCs [77]. Existing software-engineering-focused methods for building DApps
do not address the transaction cost, scalability, and usability problems in the tech-
nology [47]. In addition, the process-reduction method for executing business
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processes on the blockchain does not capture all of the stages of software mod-
elling [27]. The objective of this thesis is, therefore, to address these gaps by
developing a modelling approach for designing and developing blockchain appli-
cations that enable IOC.

Blockchain has some inherent weaknesses. Blockchain technology has complex-
ity and usability issues that have mitigated the adoption of blockchain applications
in organizations [78]. Also, blockchain DApps have oracle problems which im-
ply transparency issues in exchanging information between internal and external
components of a DApp software system [3, 23]. The application of Agent-Based
Modelling concepts and UML approaches can potentially address the inherent
issues in blockchains while also producing a new modelling approach for build-
ing DApps. By applying modelling concepts defined in agent-based approaches
[72, 85, 19], complexity problems associated with blockchain technology can po-
tentially be addressed. Agent-based approaches provide simplified concepts for
outlining the initial requirements of complex systems, such as the blockchain ap-
plications that enable inter-organizational collaborations.

The Agent-Based Modelling approach can also be applied in addressing the ora-
cle problems in the blockchain by identifying and specifying the agent types, the
functions they perform in a proposed system, and defining their properties based
on the identified functions [72]. In establishing the software agents and outlining
their properties and rules for interaction with external components in a designed
DApp, trust issues associated with such interactions can be solved by specifying
the conditions for an interaction. The UML diagram approaches, such as compo-
nents and sequence diagrams, provide the possibility for identifying the compo-
nents and interaction interfaces that exist in a designed system [9]. As a result,
complex interactions that are contained in IOC applications and the information
exchanged between several components in a designed blockchain application can
easily be outlined using UML approaches.

Thus, a software engineering approach for building DApps for IOCs can be de-
veloped by combining the modelling methods in agent-based system modelling
and UML diagram approaches. Existing agent-modelling and UML approaches
cannot be used in their current forms for designing blockchain DApps. This is
because, the traditional agent modelling and UML approaches are incapable of
outlining the novel functional properties of the blockchain such as on-chain ex-
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ecutions, tokenizations and on-chain events [13]. In blockchain systems certain
functions when executed, result in a state change of the blockchain, thus generat-
ing transactions in the network. Such generated transactions can also involve the
exchange of utility values between components in the system. The functions that
result in a state change in the blockchain are referred to as on-chain functions,
and the resulting transactions are referred to as on-chain events; the utility values
exchanged are referred to as tokens. The main focus of this thesis is, therefore, to
develop a modelling approach for building blockchain DApps for IOC by combin-
ing agent-based modelling and UML approaches and extending their modelling
notations to capture the novel functions of the blockchain. Since the purpose of
the modelling approach developed in this thesis is to create DApps that address
the trust management issues existing in various IOCs, the developed approach is
henceforth referred to as the trustable DApp modelling (T-DM) approach.

1.2 Development of Research Questions
The main research gap addressed in this thesis is the absence of a proper software-
engineering focused approach for developing DApps that enable trustable IOCs.
The research question helps to provide clarity on how the research gap identified
in this thesis is addressed. The main research question addressed in this thesis is
How to develop a modelling approach that supports the design and development
of DApps for trustable IOCs? In order to properly address the main research
question of this thesis,four research questions are derived:

1. RQ1: How to develop a model-driven (T-DM) approach that supports the
design and development of blockchain applications for IOC?

2. RQ2: How to develop the ontology of the T-DM approach for building
DApps?

3. RQ3: How to develop a blockchain application for trustable organizational
collaborations using the T-DM approach?

4. RQ4: How to implement and evaluate the T-DM approach and support tool
for designing blockchain applications?

1.2.1 Research question 1

The first research question (RQ1) enhances the understanding of the current ap-
proaches for building DApps and systematically develops the model-driven ap-
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proach based on the findings. This is done by first identifying the use of blockchain
applications in organizations and their limitations. Then, the current approaches
and methods for developing blockchain applications are analyzed by examin-
ing their strengths and weakness. Lastly, a modelling approach for building
blockchain applications that address the weaknesses of the current approaches
and methods is developed.

A systematic literature review (SLR) of studies comprising of frameworks, meth-
ods, working prototypes and simulations that demonstrate the application of smart
contracts in organizations is conducted to understand the challenges and prob-
lems mitigating the use of blockchain applications in organizations. The SLR
is conducted in Publication I. To understand the current approaches and meth-
ods for developing blockchain applications, data is collected through expert in-
terviews and related literature reviews examining the frameworks, methods and
techniques used for building blockchain applications. The strengths and weak-
nesses of the identified methods are analyzed by examining how they address the
important challenges and problems affecting the use of blockchain applications
in organizations. Thus, by understanding the current methods used in building
blockchain applications, and establishing their strengths and weaknesses, a new
modelling approach is developed that addresses the weaknesses in the current
methods. These are discused in Publication II.

1.2.2 Research question 2

The second research question (RQ2) helps in specifying the ontology of the mod-
elling approach developed in this thesis. The ontology shows the description of
the elements and diagram types present in the modelling framework as well the
relationship between the modelling elements and the diagram types. The ontology
also shows the syntactic aspect of the modelling approach covering the graphical
representations of the elements in the modelling framework, formal descriptions
of the diagram types in the framework, and validation rules for verifying the cor-
rectness of the developed models.

In describing the ontology of the developed modelling approach, first, a review
of related articles is conducted to identify useful requirement sets for blockchain
applications in the context of organizational collaborations. Second, reference-
architectural (requirement) sets are generated for graphical descriptions of the
diagram types and elements in the developed modelling approach. Finally, a
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formal description of the modelling approach showing the diagram types, di-
agram elements, their relationships, and validation rules is specified using the
XML document type definition (XML-DTD). A formal description of the mod-
elling approach with XML-DTD ensures structural correctness and consistency of
blockchain application models designed using the developed modelling approach.
These are shown in Publication III.

1.2.3 Research question 3

The third research question (RQ3) shows the development of a blockchain appli-
cation for trustable inter-organizational collaboration use-case by enabling trans-
parent, traceable and symmetric exchange of information between collaborating
parties. This is achieved by specifying the requirements and architectural heuris-
tics of developed blockchain applications using the T-DM approach.

The requirement sets of the developed blockchain application show the func-
tional, and non-functional requirements of the designed application. The func-
tional requirements outline specific goals that have to be achieved in the given
context of inter-organizational collaborations. The non-functional requirements
specify the software properties showing how a particular function is executed.
The architectural heuristics of developed blockchain application covers the static
and dynamic concepts for modelling the behaviour of the designed application.
The static architecture of the developed application shows the main components
and interfaces for exchanging information between the components. The dynamic
behaviour shows sequential events and transactions that are generated and stored
on the blockchain during the execution of a particular use-case of the designed ap-
plication. The development of blockchain applications using the T-DM approach
is shown in Publication IV.

1.2.4 Research question 4

The fourth research question (RQ4) shows the implementation of the T-DM ap-
proach and the development of the support tool that enables the effective mod-
elling of blockchain applications for IOCs using the developed modelling ap-
proach.

To implement the T-DM modelling approach, a meta-model is used to provide a
single representation of all the modelling concepts defined in the T-DM approach
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and the connections used in realizing these concepts. To develop the T-DM sup-
port tool and create the custom modelling notations that define the diagram ele-
ments, UML elements notations are extended. The T-DM modelling approach is
evaluated by checking the semantic properties of the modelling approach outlined
in the T-DM meta-model and the practical usefulness of the modelling approach.
The support tool is evaluated by checking the usability and efficiency of the tool
in replicating existing blockchain application models generated using the T-DM
approach.
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1.3 Thesis Overview

1.3.1 Thesis contexts

As shown in Figure 1.1, three contexts provide the background for this thesis. The
first is trust management in inter-organizational collaborations and their associ-
ated problems. The problems are outlined by transparency in verifying correct-
ness of generated in collaborative processes, security issues of information ex-
changed in collaborations, and interoperability issues that affect real-time avail-
ability of information generated in organizational collaborations. The existing
trust management frameworks are presented in detail in Section 2.1.

The second context of the thesis is about blockchain DApp development show-
ing how the technologies that support blockchain can be used to address the trust
issues in IOCs. Furthermore, this context on Blockchain DApp development out-
lines the current issues that affect the adoption of blockchain in organizations.
Detailed background on blockchain technology and its applications in organiza-
tions are presented in Section 2.2.

The third and last context of this thesis, is the presentation of modelling ap-
proaches and concepts that can be adapted to develop a novel approach for build-
ing blockchain DApps. Agent-based modelling and UML provide the potential
for addressing the inherent limitations in blockchain such as complexity, usability,
and oracle problems. By combining these modelling concepts and extending their
notations to capture the advanced functionalities of blockchain, a new modelling
approach for building DApps can be created. The background on agent-based ap-
proaches and the selected approach for T-DM approach development is presented
in Section 2.3. The background on UML diagrams and the selected diagrams for
the T-DM approach development is presented in Section 2.4.

1.3.2 Research contributions

The objective of this thesis is to develop a comprehensive approach for building
DApps that enable trustable inter-organizational collaborations. To achieve these
objectives and answer the research questions developed for this thesis, various
research studies are conducted generating several original contributions in this
thesis. The original contributions resulting from these studies are outlined as
follows.
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Figure 1.1: Thesis overview- contexts, research questions and contributions
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1. Identification of blockchain as a potential technology that addresses the
trust issues that exist in inter-organizational collaborations: A system-
atic literature review research conducted in [78] analyzing the application
and use of blockchain technology in organizations shows that addressing
transparency, interoperability and security issues are among the top reasons
for adopting blockchain in organizations. This contribution is the basis of
the motivation of this thesis in applying blockchain technology in address-
ing the trust issues in organizations. This contribution is summarized in
Section 4.1 of this thesis.

2. This thesis shows that the examined modelling approaches and com-
mon software development techniques are not suitable for building
blockchain DApps for organizational use as they do not address the
inherent limitations in block-chain technology: Research conducted in
[77] analyzed current approaches for building blockchain DApps by exam-
ining relevant literature and interviewing experts in the domain. The result
shows that common approaches for building software such as agile, water-
fall, business process modelling notation (BPMN), and freehand sketches,
are not suitable for building blockchain applications. The result also shows
that the modelling approaches that exist currently do not fully address the
complexity, usability, and storage cost, scalability issues that exist within
blockchain technology. This contribution is summarized in Section 4.2.

3. Development of a modelling approach for building DApps that ad-
dresses weaknesses in current software development techniques by com-
bining the modelling concepts in agent-based systems and standard
UML models: Research published in [77] shows the development of a
new modelling approach adapts the agent-oriented modelling requirement
model, UML component- and UML sequence diagrams into a modelling
approach for building DApps to address the problems that are associated
with software development in the blockchain domain. This contribution is
summarized in Section 4.2 of the thesis.

4. Development of heuristics-containing standardized modelling elements
and their relationships for describing the ontology of the DApp mod-
elling approach: Research published in [79] shows the development of
the conventional elements, element properties, and relationships, of the di-
agram types in the modelling approach for building DApps. The research
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also outlines the standard syntax descriptions for the objects in the devel-
oped DApp modelling approach. This contribution is summarized in Sec-
tion 4.3.

5. Development of a model-checking method for verifying the syntax cor-
rectness for the developed modelling approach for building DApps: An
XML-based model-checking method is developed in [79] for verifying the
correctness and consistency of the DApp-design diagrams that apply the
DApp modelling approach developed in this thesis. This contribution is
summarized in Section 4.3.

6. Application of the DApp modelling approach in addressing problems
that exist in inter-organizational collaborations: the modelling approach
developed in this thesis is applied in two different use-cases of specific
IOC settings to show how DApps designed using the developed modelling
approach address the trust issues that exist in such collaborations.

(a) Development of the model requirements for an application that solves
problems associated with identity document verification and valida-
tion for web-based financial service providers [79]. The developed
software is referred to as the IdCredit system. The design of the Id-
Credit requirement is shown in Section 4.3 of this thesis.

(b) Development of a blockchain DApp that enables symmetric informa-
tion sharing in the multi-dimensional collaboration that exists in ex-
ecuting large building construction projects [80]. The designed soft-
ware is referred to as the construction project management platform
(CoPM). The design of the CoPM DApp is summarized in Section 4.4
of this thesis.

7. Development of a T-DM metamodel representing the semantics of the
modelling approach: The T-DM metamodel shows the heuristics mapping
used to realize the diagram types and elements in the T-DM approach from
the base requirement model. This is summarized in Section 4.5.

8. Development of a support tool that enables efficient creation of DApp
models using the concepts defined in the developed modelling approach:
A support tool is developed for automating the process of creating DApps
with the developed modelling approach. The evaluation of the tool shows
there is an increase in efficiency in creating DApp models using the tool
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when compared to a free-hand sketch. The evaluation of the developed
DApp modelling approach and its support tool are summarized in Section
4.5.

1.3.3 Thesis structure

This thesis consists of six chapters. Chapter 1 provides the main motivations
for the thesis and discusses the objectives and research questions addressed in
this thesis. Chapter 2 provides the background by outlining the main contexts
that form the theoretical foundation for the research conducted in this thesis.
The background provided includes an overview of trust management in inter-
organizational collaborations, an overview of blockchain applications and the
supporting technologies, and an overview of agent-based modelling concepts.
Also, the running cases of trust-related problems encountered in different set-
tings of inter-organizational collaborations are presented in the latter part of the
chapter. Chapter 3 shows the research methodology outlining the design science
research (DSR) method adopted for this thesis. The main pillars of the DSR
method are explained and the guidelines of the DSR method are presented show-
ing how they are applied in this thesis. Chapter 4 summarizes the main results
of publications used in this thesis and their relevancy towards the objectives and
research questions addressed in this thesis. Chapter 5 provides discussions result-
ing from different research studies conducted in this thesis and their limitations.
Chapter 6 presents the conclusion of the thesis by providing answers to the re-
search questions and future work.
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2 Theoretical Background and Related Works
This chapter presents the background of the contexts that form the foundation
for the work performed in this thesis. Four main contexts that form the back-
ground of this thesis include trust management in IOCs, blockchain application
development, Agent-Based modelling and UML approaches. The background on
trust management between organisations is presented in Section 2.1. The main
concepts of trust management between organizations are outlined, common ap-
proaches for trust management in IOCs are presented, and the problems that affect
these traditional methods of trust management are discussed.

The background on blockchain applications is presented in Section 2.2. This is
done by outlining the main concepts of blockchain and the supporting technolo-
gies. Background on Agent-Based modelling is presented in Section 2.3. The
main concepts of agent modelling are shown together with common agent-based
approaches, and the selection of a suitable agent-modelling approach that pro-
vides the foundation for the T-DM approach developed in this thesis is discussed.
Lastly, background on the UML approaches is presented in Section 2.4 showing
the UML models and diagrams.

In addition, two running cases outlining several problems that exist during IOCs
are presented in Section 2.5. These running cases are applied in the development
of a blockchain DApp using the T-DM approach to address the outlined IOC
problems.

2.1 Trust Management in IOCs
This part of the thesis presents the main concepts in enabling trust between orga-
nizations, provides common approaches for trust management during IOCs, and
outlines the problems that exist in these traditional trust management approaches.

2.1.1 Concepts of trust in IOCs

Connecting systems between organizations for the exchange of information re-
sults in several technical- and business-related trust problems [67, 25, 40, 49].
The citation [67] presents the main concepts in trust management between or-
ganizations by providing the trust information model, which outlines the factors
affecting trust in decision making between organizations. These factors include
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asset context, the importance of the asset, risks on asset and the reputation of
collaborating parties.

• Asset context: assets are valuable resources owned by organizations for
achieving specific goals [61]. Different classes of assets exist in business
organizations, such as physical assets and information assets. Several infor-
mation assets are generated and exchanged during business collaborations
between organizations.

• Importance-level of an asset: this factor expresses the business value of
an activity or action for a given information asset. It measures the cost and
rewards outcome of business activity in reference to a particular business
asset.

• Reputation of collaborating parties: this factor measures the trustworthi-
ness of parties in business collaborations based on their historical activities.
The historical experiences with a particular collaborating party will help in
predicting how that party will act in a current collaboration setup. Organi-
zations are more likely to share information assets with credible and rep-
utable organizations within a business collaboration. As a result, the higher
the degree of importance an asset is to a given organization, the less likely
they are to share it with a less-reputable organization.

• Risks associated with assets: Information assets contain important orga-
nizational information. As a result, information assets are prone to security
risks such as confidentiality, integrity and availability [48]. To maintain
trust within a business collaboration, information assets must be tamper-
proof, be readily available to other parties within the collaboration, and be
confidential so that they are not misused when shared with other parties in
the collaboration. Thus, in order to achieve confidentiality, integrity, and
availability of information assets in IOCs, the information systems (IS) that
support such collaborations need to be transparent, secure and interopera-
ble. Security of IS that enables inter-organizational collaboration ensures
that information assets shared are tamper-proof and cannot be manipulated.
Transparency ensures that misuse of confidential information assets shared
during collaboration is negated by verifying the correctness of such infor-
mation. Interoperability of IS that supports collaboration ensures that infor-
mation assets are readily available to the collaborating parties in real-time.
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2.1.2 Common approaches of trust management in IOCs

Some of the common approaches and frameworks for trust-management include
TrustCoM framework [84], CONOISE-G project [59], trust-to-distrust (T2D) ap-
proach [69] and trust based on evidence (TubE) approach [68].

TrustCoM framework: The goal of the TrustCoM framework is a trust sys-
tem for contract management between organizations designed to provide secure
business collaboration and resource sharing within a dynamic environment. The
framework involves the creation of virtual organizations with specific reputation
scores assigned. These virtual organizations (VO) engage in service discovery
and business negotiation with other organizations. Once a negotiation is success-
ful, a service level agreement (SLA) is outlined for the instantiated collaboration.

Virtual organizations have a specific lifecycle that guides their creation and ac-
tivities. The lifecycle phases of the created VO include the formation, operation,
evolution, dissolution and termination phases. The first phase describes the cre-
ation and instantiation of a given VO. The second phase specifies the activities
engaged by the VO such as bidding for contracts and performing tasks speci-
fied in an awarded contract. The third phase specifies the action taken by the
VO manager in removing members that fail to perform a given contract correctly
and replacing them with another VO. Failing to perform a given task correctly
negatively affects the reputation score of the VO. The last phase involves the ter-
mination of the VO when a given contract has been completed successfully.
Trust in this type of collaboration set is based solely on the collaboration manager
component that regulates the collaboration by rewarding and punishing parties
according to the performance of an instantiated contract. The rewards and pun-
ishments are achieved by the addition and removal of trust tokens associated with
each member of the collaboration.

CONOISE-G: The focus of the CONOISE project is to develop a resilient in-
frastructure that supports the creation and operations of virtual organizations in a
trustable manner. The framework applies grid computing involving a network of
virtual computers that participate in the collaboration. Quality of service (QoS)
levels are used to assess the behaviour of collaborating VOs. To set up collabo-
ration, service providers advertise the services needed, a requester agent analy-
ses the service requests contained in the advertised service and locates relevant
service providers. Bids are submitted and assessed. The bids are assessed by
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a quality agent and determined based on the trust and QoS level of the service
providers.

The operations of VOs that engage in collaborations are managed by a single
component that monitors and assesses services based on service requirements
specified in the service level agreement. An existing collaboration is destroyed if
the rendered service falls below the specified agreement and a new collaboration
is initiated by the collaboration manager.

T2D approach: This approach defines a distributed trust calculation that evalu-
ates the trusted relationship between collaborating entities using maximum thresh-
olds, and each party is free to define their threshold values. The Trust to Distrust
(2TD) approach presents a three-phase model for setting up trusted business col-
laborations between organizations.

The first phase involves the initialization of trust, and assignment of trust values
to the individual nodes, such that each party performs trust-based evaluations of
the other. The ratings are based on each node’s experience with respect to the
other members. The second phase involves the classification of nodes into their
various level of disposition to trust. The third phase involves generating quanti-
tative trust values by collectively assessing information on the trustworthiness of
each member based on their ratings by other members in the network.

TuBE approach: This approach seeks to provide a general architecture for man-
aging trust management by implementing a middleware system for reputation
management, monitoring of collaboration setups, and reacting to anomalies that
may occur within organizational collaborations. Two clear objectives are pro-
vided within the TuBE approach: providing useful information for participants to
make trust-related decisions and managing the reputations of the organizations.

To achieve the first objective, middleware is used to assess the risks associated
with the activities performed by the collaborating parties. The middleware com-
ponents intercept a trust-related request, and analyse the risks associated with the
request. These risks are a set of cost-reward probability scores for information as-
sets affected by the potential activity. For reputation management, the aggregated
historical activities of the parties within the collaboration are used to estimate
their reputation level. This provides input for a risk assessment of any potential
activity performed in the collaboration.



2.1 Trust Management in IOCs 33

2.1.3 Problems of trust management approaches in IOCs

The methods of trust management for IOCs that are presented have some com-
mon similarities. Some of the methods only apply to virtual organizations [84, 59]
while others can apply to both virtual organization and real enterprises [69, 68].
They provide techniques for specifying service requirements and a system for
managing the reputations of members within the collaboration network. All of
the described approaches outline and emphasize a component that manages the
collaboration.

The main weakness of the approaches is, therefore, the central component that
manages the collaboration. Although these approaches are presented as peer-to-
peer (p2p) systems, the collaboration manager component can only be executed
from a single node. Thus, business logic for enforcing the collaboration rule is
centralized on the information system of the organization it is executed from. Due
to this centralization problem, other parties within the collaboration cannot inde-
pendently verify the business logic executed by the collaboration manager. As a
result, the IOCs enabled by these traditional trust management frameworks are
insecure and prone to manipulation. This is in line with the study [83] which
shows that establishing completely trustable collaborations are nearly impossible
due to inequalities between the collaborating parties and the possibility of ma-
nipulating collaboration rules by the party that manages the governance of such
collaborations.

Furthermore, existing trust management approaches do not fully address the risks
of confidentiality of assets generated, and shared, in business collaborations.
Since the use (and misuse) of assets in business collaborations cannot be inde-
pendently verified, such collaboration setups are not transparent. Also, the risk
of information asset availability within business collaboration has not been ad-
dressed in these trust management approaches. The presented trust management
approaches do not in any way enable real-time availability of data between col-
laborating parties. This results in data interoperability issues. Therefore, the
traditional approaches and infrastructure for trust management are insecure, lack
transparency and are not interoperable.
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2.2 Blockchain Technologies

The main technologies that support the blockchain include, decentralized consen-
sus and storage, public-key cryptography and asymmetric encryption, and smart-
contracts. These blockchain-supporting technologies provide the basis for exe-
cuting trustable business collaborations between organizations [75, 13].

Decentralized consensus: To ensure the correctness and consistency of informa-
tion added to a blockchain network, blockchain consensus defines the method of
updating records in a blockchain network [75]. For an IOC that adopts DApp
concepts, a blockchain-consensus system ensures that only correct information
validated by the collaborating parties is added to the network. This increases
transparency in IOC processes. Proof-of-work (PoW) is the most popular con-
sensus method used by Bitcoin and Ethereum. Bitcoin is the largest blockchain
network, while Ethereum is the largest blockchain network for executing smart-
contracts [7]. In the PoW consensus method, a difficult mathematical puzzle is
presented and the first participant that solves the puzzle is selected to add the next
record on a blockchain ledger. Because of scalability issues and resource con-
sumption in PoW, researchers have proposed a proof-of-stake (PoS) consensus
method as a viable alternative to PoW. In PoS, participants are selected to add the
next record on the ledger based on the amount of stake deposited on the network
[36].

Public-key cryptography (PKC): The PKC provides a system for unique iden-
tification of participants in a decentralized network using the public- and private-
key pair [91]. With the public key, participants in an IOC are identified, and
with their private keys, transactions can be signed. The PKC, thereby, provides
a tamper-proof system of source verification for any activity in an IOC. With the
asymmetric encryption in the PKC, access control can be implemented in IOC
processes, ensuring that specific IOC functions can only be executed by certain
parties on the network [62]. As a result, for an IOC that adopts DApp concepts,
the PKC in blockchains strongly address the security issues currently experienced
in traditional systems for executing IOCs.

Decentralized storage: Records stored on a blockchain network are replicated
across all the participating nodes [62]. The existing blockchain storage can be ex-
tended further using decentralized databases that provide increased repositories
for blockchain systems [16].This therefore, provides a way for preserving large
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information assets that are exchanged in IOC-executed blockchain networks. As a
result, for an IOC that adopts the DApps concepts, decentralized storage ensures
that data resulting from the execution of IOC functions are accessible in real-
time to all the participants. The real-time access to data solves interoperability
challenges in the current systems that supports IOC. The interplanetary file sys-
tem (IPFS) is a Common examples of extended storage systems for blockchain
applications[8].

Smart-contracts: These are digitally verifiable, and enforceable, computer pro-
grams that run on a blockchain network [18]. Inter-organizational collaborative
processes can be reconstructed into smart-contract workflows and executed on
blockchain networks [44]. Business logic- and -rules can be coded into a smart
contract, thus ensuring that IOCs are executed in a trusted manner without rely-
ing on a centralized authority. Blockchain-enabled smart-contracts do not interact
with external data; they only rely on information provided within the blockchain
system itself for executing business logic. External data gathering components,
usually referred to as decentralized oracles, provide the possibility for real-world
data inputs to the smart-contracts transparently without relying on centralized par-
ties [28]. This ensures that smart-contracts use trusted data inputs for executing
business logic in IOCs.

2.3 Background on Agent-Based Modelling
2.3.1 Concepts in agents-based modelling

Agents are composed of multiple entities interacting with other computer ele-
ments and objects within a specified environment [86]. Agents have different
types of relationships with other entities and objects. In any given environment in
which agents operate, they perform specific tasks or functions for the achievement
of common goals. Using the conical view of agents presented in [37], agent-based
systems comprised of agents that perform specific tasks in a particular environ-
ment, interact with other agents and objects, and establish different types of rela-
tionships with the other agents and objects they interact with.

• Agent environment: the environment is represented as a distributed sys-
tem where agents can exist in different organizational backgrounds. Agents
perform specified tasks within their organizational domain for the achieve-
ment of a common goal of the multi-agent system. Thus, an agent envi-
ronment is considered as a complex system where various entities interact,
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exchange information, and perform their specified tasks. An agent envi-
ronment, therefore, comprises the space of interactions between multiple
agents [57].

• Agent interaction: agents interact and exchange information with other
entities in the multi-agent system. These entities can be physical objects
like sensors, computer systems or other similar agents. Agents can have
a single relationship with only one entity or multiple relationships with
several entities. Agents possess different sets of knowledge about their
environment, and therefore, are capable of exchanging useful information
with other agents [34].

• Agent actions: these are functions or tasks executed by agents in a given
environment. The tasks are specific problems that are to be addressed by
an agent in a multi-agent system. The functions performed by the agents
can be decomposed or refined into several sub-functions that are entirely
independent of each other. The level of refinement determines how detailed
the modelled system is expected to be [72].

2.3.2 Common agent-based modelling approaches

Agent-based modelling approaches provide techniques for describing complex
systems comprising several interacting entities that perform different functions
for the achievement of common goals [26]. Several methods exist for agent mod-
elling in software development. Some of the notable approaches include the
i* framework [88], Tropos [29], Service-Oriented Goal models [14], Business-
Model Alignment with Goal models [5], the Agent-Oriented modelling [73],
Prometheus methodology [85], the MaSE methodology [19], the ROADMAP
method [39] and INGENIAS [60]. These agent-based approaches are presented
as follows.

i* framework: The framework for modelling strategic relationships commonly
referred to as the i* provides a method for analyzing relationships and dependen-
cies that exist between actors (agents) performing given tasks (goals) and depen-
dencies between the performed tasks [88].

Tropos: focuses on the requirement analyses in the initial phase of software de-
velopment and little emphasis is placed on role assignment and on properties of
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an agent executing a given goal [29].

Service-Oriented Goal modelling:The agent-modelling approach in [14] focuses
on separating the agent interactions from the business logic executed by the agents
thereby creating two abstraction layers, one for the agent and the other for busi-
ness process.

Business-Model Alignment Goal modelling: The goal modelling approach de-
scribed in the citation [5] provides a method for identifying organizational func-
tions that can be realized as an e-service to provide a point of interaction between
different organizational systems.

Prometheus methodology: This methodology seeks to provide detailed support
for the complete stages of agent-based systems development [85]. Three main
stages of software development captured in the method include system specifica-
tion, architectural design and a detailed design phase. The first phase identifies
the interfaces in the designed system and functions performed through the inter-
face. The second phase captures the agents interactions and the environment in
which the interaction occurs. The last phase provides detailed internal processes
that result in the performance of a given function by the agents.

MaSE methodology: This method of agent-based system development focuses
on analyzing the requirements of a proposed system and providing support for
the system design. As a result, two stages of software development are used:
the analyses phase and the design phase. In the analyses phase, the goals of the
system are identified and structured hierarchically. The use-cases which apply to
the goals are developed and the roles that perform given goal tasks are outlined.
The design phase shows class diagrams that describe the agents in the system,
a conversation diagram shows the interaction between agents, agent architecture
and deployment diagrams.

The ROADMAP methodology: This method focuses on modelling of complex
open systems by eliciting the initial requirements and hierarchical organization
of roles of the modelled system. The method also provides a formal model for
describing the environment and knowledge of the agents in the modelled system.

Agent-Oriented modelling: The AOM approach developed from the ROADMAP
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methodology is specifically designed for modelling complex Socio-Technical Sys-
tems (STS) comprising several software and non-software agents across different
organizational spaces [73]. Software agents are computer programs that perform
specific function(s) in a given system. The AOM approach systematically cap-
tures in detail functions (goals), executed in a given complex system, refinement
of the goals, assignment of actors (agents) to roles, and describes the software
property of how a given goal is to be achieved.

INGENIAS: This approach combines the agents-based method with the messag-
ing system outlined in the UML to show the activities and estimate efforts re-
quired in a particular project. The method involves the analyses of tasks, system
design, model verification, and code generation for multi-agent systems.

2.3.3 Comparative discussions on prominent agent-based modelling appr-
oaches

The study [74] provides a method for analyzing agent-based approaches and as-
sesses the prominent agent-modelling approaches such as Tropos, Prometheus
and MaSE methodologies. Four main characteristics are used in analyzing these
modelling methodologies, they include: concepts, modelling language, process,
and pragmatics. The concepts analyze the properties of agents captured in the
methodology. The modelling language analyzes the symbolic (graphical and tex-
tual) properties of the language. The process analyzes the activities and steps in
the modelling language. Pragmatics analyses practical organizational issues that
may affect the use of a given approach. The result of the analysis shows that the
three models examined provide easily understandable notations for representing
agents and their concepts. All three modelling languages provide clearly un-
derstandable steps that can be replicated by developers in designing agent-based
systems. For the pragmatic aspects, it is not clear how many technical or organi-
zational issues are encountered in adopting any of the three modelling languages
since they do not provide managerial support.

Applying the same analysis criteria for evaluating agent-based modelling lan-
guages to the AOM framework will produce a similar result. The AOM symbols
and diagrams are easily understandable objects. The steps in applying AOM are
well defined in the framework and easily replicable. Potential technical and man-
agerial issues for adopting AOM in organizations are not clear since they are not
covered in the framework. The AOM framework is chosen as the base model
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for developing the T-DM approach because of the inter-organizational nature of
blockchain applications that can be well represented in the AOM framework [78].
This thesis focuses on addressing problems that exist in IOCs. Thus, an IOC is
a good representation of STS comprised of both human- and non-human actors
across several organizations for the achievement of a given business goal. The
AOM provides an uncomplicated technique in assigning roles to specific func-
tions [73]. Also, the software properties associated with any given goal in AOM
provides the possibility for integrating novel blockchain concepts in the models.
Furthermore, these two doctoral thesis [63, 46] provide overviews of the com-
mon agent-modelling approaches and applied AOM concepts in the design of
intelligent systems and socio-technical systems respectively. In this thesis, AOM
principles are applied in developing a modelling approach for building trustable
blockchain DApps.

Considering the amount of work that has been done in developing these promi-
nent agent-based frameworks, This thesis aims to contribute to, and extend, the
knowledge-base in the agent-modelling domain. The T-DM approach extends
the agent-modelling methodology, particularly AOM, by integrating blockchain
properties such as on-chain functions into the agent-based approach. Integrating
blockchain properties in system design enables trust among collaborating parties
in business operations. Thus, the modelling framework developed in this thesis
helps agent-based software designers and developers in building trustable systems
that support organizational collaborations.

2.3.4 AOM modelling concepts

The AOM-viewpoint describes the diagram types, elements and relationships that
exist in the AOM framework. The viewpoint shows the AOM framework by
mapping the abstraction levels to specific viewpoint aspects. The abstraction lev-
els include the conceptual layer, platform-independent design, and the platform-
dependent implementation. While the aspects are represented by the modelling
types such as interaction, information and behaviour modelling, only the first
two layers of the AOM-viewpoint framework are useful for designing a complex
system. Therefore, these relevant layers of the AOM-viewpoint framework are
presented.

The first abstraction level of the viewpoint is the conceptual domain containing
the following models: role model, organizational model, domain model, and goal
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model. The role and organizational models outline the roles and organizations
that exist in the modelled system and specify the interactions between the roles
and the organizations. The domain and knowledge model outlines and specifies
the classes of information that exist in the modelled system. The goal model
specifies the behaviour of the system by outlining the functions, sub-functions
and software properties of the functions executed in the modelled system. Roles
are assigned to agents such as human- and software agents. Agents are mapped
to specific organizations to which they belong. UML diagrams are used in pre-
senting the information contained in the system. Goals represent the executed
functions and are refined into sub-goals. Agents are assigned to specific goals
which they execute. The software property of a given goal represents the quality
goal which describes how a given goal is to be achieved.

2.3.5 Adaption of the AOM for secure software development

The study [2] adapted and extended the AOM concepts in developing a secure
method of agile software development called Agile Agent-Oriented Modelling
(AAOM). The method involves the identification of security challenges in the
goal modelling stage of the AOM process, and mapping the security require-
ments as user-stories to the traditional agile software development process. The
main benefit of AAOM process is that it provides the possibility for identifying
security attributes of software functions in the early stages of software develop-
ment; thereby, ensuring that the resulting output is a secure software artefact.

2.4 Background on UML Diagrams and Concepts

This section of the thesis provides background on the UML approach, the com-
mon diagrams, and UML extensions used in realizing custom modelling nota-
tions. The UML concepts, diagram types and specifications are contained in the
UML user guide [10].The UML provides a general language for describing soft-
ware systems and also provides standard notations for visualizing modelled sys-
tems. The UML diagrams provide concepts outlining both static and dynamic
aspects of software systems. The static aspects of a modelled system comprise
structural properties for describing the system, and the dynamic aspects describe
the behavioural properties of a modelled system.
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2.4.1 Common UML diagrams

The UML diagrams are generally organized into two groups: diagrams that de-
scribe structural properties of a modelled system, and diagrams that describe the
behavioural properties of the system. The structural diagram outlines objects that
have to be present in a modelled system. The behavioural diagram outlines the
changes that occur in a modelled system. Common structural diagrams include
class diagrams and component diagrams. For the behavioural UML diagrams,
common examples include activity, use-case and sequence diagrams. These com-
mon UML diagrams are described as follows:

• Class diagram: this diagram type is used to describe objects within a sys-
tem, and outlines their attributes and relationships with other objects. The
diagram also specifies operations that can be performed on an object.

• Component diagram: this diagram type shows the structural composition
of a modelled system. It is used to outline the different components that
may exist in a complex system and their interfaces for exchanging informa-
tion with other components.

• Activity diagram: this diagram type is used to represent ordered activities
and actions within a modelled system. A Control flow object is used to
show the direction of a resulting activity from the previous activity.

• Use-case diagram: this type of diagram is used to outline all the possible
actions of users in a modelled system. Thus, the diagram shows various
groups of users and different use-cases linked to each group.

• Sequence diagram: this diagram is used to outline time-dependent inter-
actions that occur in the modelled system. The interactions occur between
objects and contain messages exchanged between the interacting objects.

2.4.2 Extending UML

The diagram elements and notations of different modelling approaches can be re-
alized and prototyped by extending standard UML diagrams. The UML profile
diagram is used in implementing custom diagram notations of different modelling
software.
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UML profile diagram: This diagram type provides a general approach for cus-
tomizing UML for applications in a specific domain. As a result, custom notations
that are used in various domain-specific languages (DSL) can be implemented by
using the UML profile diagram. The UML profile diagrams are composed of
stereotypes, tagged values and constraints. Stereotypes are elements used in ex-
tending or modifying the properties of any given UML element. Tagged values
are used to provide additional information on an extended UML element. Con-
straints are used to specify conditions that are constant in an extended UML el-
ement. The UML profile diagram concepts are applied in this thesis in realizing
the T-DM custom modelling notations.

2.5 Running Cases
To properly present and outline the concepts of the T-DM approach in IOCs, two
running cases are used in this thesis. The first running case addresses the problem
of identity verification and attestation of know your customer (KYC) processes
for financial service providers and collaborators. The second running case ad-
dresses the problem of information management in the collaborative construction
of complex building projects.

Both running cases are used to demonstrate the general applicability of the T-DM
approach in multiple organizational domains such as the finance and building sec-
tors. For each of the running cases, a modelled DApp using the T-DM approach
is proposed to address the problems presented in the case [6, 55] and the actual
implementation of a DApp exists for the first running case [6]. To demonstrate
the syntactical correctness, semantic usefulness of the framework, and the ef-
fectiveness of the support tool, the focus of the first running case is on identify
verification.

2.5.1 Case 1: System for the attestation and authorization of digital identity
assets

The first running case of this thesis as elaborated in [6] and published in [79],
describes the status quo in know-your-customer (KYC) authentication and the
difficulties experienced in the verification and authorization of digital-assets for
online financial transactions. These problems are experienced by both the client
who wishes to purchase a service and the online merchant who provides the ser-
vice.
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Figure 2.1: Running case about the status quo in identity-document authentication
for the financial industry [6].
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Figure 2.2: Running case about the problems associated with complex building
projects.

When a client wishes to access services from different online merchants, the
client is required to submit their personal identification documents to the service
provider. The submitted data is then analyzed to determine if they are original
and compliant with the institution’s requirements. If the client’s documents meet
the requirements, the transaction can proceed, if not, the transaction fails. The
process is repeated for each merchant. This process is time-consuming, and there
is no certainty that the client will pass identity verification when the process is
iterated over several times by different identifiers. Figure 2.1 shows a pictorial
representation of the case described.
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2.5.2 Case 2: collaborative construction-project management for transparancy,
traceablity and information symmetry

The second running case of this thesis as elaborated in [55] and published in [81],
describes the numerous problems that can arise with the construction of complex
building projects involving several stakeholders, as witnessed in the construction
of the new Berlin Brandenburg international airport. From a technical and man-
agement perspective, the problems of the new Berlin Brandenburg international
airport were caused by a lack of collaboration-automation, distrust between col-
laborators and inefficient knowledge management and knowledge sharing among
the project participants. Examples of these problems included numerous con-
struction defects, legal conflicts between contractors and project owners, and the
cost of the project which increased from roughly 2 thousand million euros, to
over 5 thousand million euros at the last count. As a result, the opening date of
the airport was delayed by almost 20 years.

The long planning period and the many subcontractors employed, resulted in a
high level of complexity. The fact that individual areas and tasks, which would
have been better executed by either a single contractor, or several well-coordinated
contractors, were spread out over many contractors that neither efficiently coordi-
nated nor efficiently exchanged knowledge and data among each other, also added
significantly to the complexity and cost of the project. In addition, numerous and
significant changes were made to the size of, and standards set for, the airport
while construction was already underway [21, 42]. As a result, it was extremely
difficult to administratively manage and coordinate the work of the project. The
low level of digitization in the construction industry as a whole also contributed
to the chaos on the construction site.
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3 Research Methodology
This chapter discusses the research methodology adopted for this thesis and the
instantiation of the concepts in the research methodology to the work carried out
in this thesis.

3.1 Design Science Research Method
The research conducted in this thesis follows the Design Science Research (DSR)
methodology that provides a rigorous framework for the creation and evaluation
of information systems (IS) artefacts [33]. The framework provides the method-
ology for creating new theories, represented as constructs, models, and methods.
This thesis focuses on the creation and evaluation of the T-DM approach for de-
signing and developing DApps.

The DSR method, as illustrated in Figure 3.1, has three main pillars: the environ-
ment pillar on the left, the knowledge base pillar on the right and the information
systems research pillar in the middle. The environment represents the relevance
of the research in addressing existing problems in organizations. The knowledge
base represents the scientific foundation for providing useful models, methods,
frameworks, and validation criteria for the artefacts produced in this research.
The IS research in the middle shows the artefacts created in DSR and how they
are evaluated [33].

3.2 Instantiation of DSR Research Pillars
Figure 3.1, illustrates the application and instantiation of the DSR methodology
adapted from [33] to the work carried out in this thesis. The environment pillar
captures the application domain of the thesis, the organizational concept to which
the application domain belongs, and the organizational problem addressed. The
application domain of this research is the blockchain technology used specifically
for designing and developing a blockchain. The organizational concept addressed
in this thesis involves inter-organizational business collaborations. Two use-cases
relating to trust problems experienced in inter-organizational collaboration are
addressed in this thesis. The first use-case involves collaborative processes for
identity verification in accessing online-based financial services. The second use-
case involves information management in complex building construction projects.
The organizational problem addressed is how to develop a modelling approach
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Figure 3.1: Design-Science Research method, adapted from [33].

that supports the development of blockchain applications that enable trustable
inter-organizational collaborations between parties in these two use-cases.

The knowledge base provides the scientific foundations for the research works
conducted in this thesis. These foundations are presented in research articles
that show the main blockchain and smart contracts technologies [75, 13], agent-
based modelling concepts [73], UML modelling concepts for implementing ar-
chitectural and behavioural concepts of software systems [9], XML-based for-
malization for describing the structural elements and diagrams in a developed
modelling approach [15, 58] and lastly, custom notations for implementing tool
supports for Domain Specific Modelling Language (DMSL), such as UML pro-
file diagrams[9, 20].

The middle pillar of the DSR framework diagram shows the artefacts developed
in this thesis and the evaluations performed to assess and refine these artefacts.
Three major artefacts are developed in this thesis. The first, is the T-DM mod-
elling approach for building DApps. The second, is a model-checking method for
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verifying structural correctness and consistency of T-DM diagrams produced for
describing DApp models. The third, is a support tool that enables the efficient cre-
ation of DApp diagram models using the T-DM approach. The T-DM approach
is developed by extending the AOM and integrating blockchain-relevant concepts
[77] [73]. The support tool is developed by extending existing modelling nota-
tions for building enterprise systems. To develop the T-DM approach, this thesis
first identifies and assesses the existing modelling approaches for DApps. This
thesis then addresses the weaknesses in the current modelling approaches in the
extended AOM methodologies. The extended AOM that is suitable for build-
ing blockchain DApps for IOC processes is represented by the T-DM approach.
The model-checking method is developed by applying the XML-DTD to formally
outline the elements, diagrams and relationships that exist in the modelling ap-
proach. To develop the support tool, standard modelling notations, such as UML
elements, are used as the base elements for creating the custom notations for the
T-DM custom framework.

As part of the DSR method shown in Figure 3.1, evaluation is necessary for
artefacts developed in the research. Thus, the T-DM-approach is applied to the
two IOC running cases. The T-DM modelling concepts are used to describe the
requirements and architecture of the proposed DApp. As a result, the diagram
concepts are modelled using the developed support tool for the T-DM approach.
Furthermore, the developed models for building DApps are evaluated for their se-
mantic usefulness in creating DApps for organizations. Also, the support tool is
evaluated for effectiveness in creating the correct modelling syntax of the T-DM
approach.

3.3 DSR Guidelines and Their Applications
It is necessary to clearly outline and explain how the research conducted in this
thesis applies the principles of the DSR method. There are seven guidelines for
conducting DSR research and they are as follows: design as an artefact, problem
relevance, design evaluation, research contributions, research rigour, design as
a search process, and communication of research [33]. Table 3.1 illustrates the
seven (7) guidelines for conducting DSR and the description outlining how they
are applied in this thesis.
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Table 3.1: Guidelines of Design Science Research [33].

Guideline Description Application to the thesis
Design as an
Artifact

It is essential that a DSR
produces artefact(s).
These artefacts can be
represented as models,
methods or frameworks.

For the research conducted in this thesis, three main artefacts
are produced. These are: the T-DM approach, model checking
method and the support tool. The approach outlines a method
that can be used for developing blockchain applications that en-
able trustable collaborations between organizations. The support
tool shows software that can be used to efficiently produce T-DM
diagram models

Problem
Relevance

DSR focuses on address-
ing important problems
that exist in the business
environment.

For this thesis, the relevant organizational problem addressed is
the trust issue that exists in IOCs. Thus, addressing the research
question: How to develop a modelling approach that supports the
design and development of DApps for trustable IOC?

Design
Evaluation

DSR proposes that the
artefact(s) developed in
any research that applies
DSR methods must be
well evaluated.

In this thesis, the artefacts produced are evaluated. The model
checking method is applied in examining the structural correct-
ness and consistency of a DApp requirement model produced in
this thesis. The developed T-DM approach for building DApps is
assessed to understand its semantic correctness and practical use-
fulness. The support tool is assessed to understand the efficiency
for the correct creation of T-DM models.

Research
Contributions

The contributions of well-
conducted DSR research
must be clear.

Original contributions resulting from this researcher’s work have
been extensively presented in the initial part of this thesis. The
main contribution of this thesis in the area of artefact design is
the extension of the AOM framework and UML concepts to de-
velop a modelling approach (T-DM) for building DApps that en-
able trustable IOCs. Thus the development of T-DM in this thesis
is considered a verifiable contribution to the research community.

Research
Rigor

This involves the applica-
tion of rigorous methods in
the development and eval-
uation of artefacts in DSR
research.

The rigor in this research is demonstrated in the development of
the T-DM approach. Data is collected from related articles and
from expert interviews to identify the current methods and their
weaknesses to develop the modelling approach. Rigour is also
demonstrated in this thesis by adapting existing model checking
methods to formalize the syntax properties of the modelling ap-
proach. In evaluating the developed modelling approach and sup-
port tool, rigour is demonstrated by analyzing various applica-
ble evaluation methods and adapting the most suitable method to
evaluate these artefacts.

Design as a
Search Process

This guideline shows that
effective artefact devel-
oped to address specific
organizational problems
must also satisfy the rules
in the problem environ-
ment.

Evaluation results from this thesis demonstrates that the devel-
oped artefact (T-DM approach) obeys the laws of the applicable
domain. The semantic properties of the T-DM are evaluated by
experts in the blockchain domain and the result shows that the de-
veloped modelling concepts correctly describes the steps required
in building DApps.

Communication
of Research

This involves effective
presentation of the re-
search to audiences in the
technology and manage-
ment field.

The main results of the thesis have resulted in several
conferences- and journal publications where audiences of
these publications are drawn from experts in technology and
management-related fields.
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4 Results of Publications

This chapter summarizes the objectives and research contributions of the five (5)
publications on which this thesis is based. It also shows the relationship between
the main results of the publications to the overall objectives of this thesis. The
original publications are included in the appendix of this thesis.

4.1 Publication I: The State of the Art for Blockchain-Enabled
Smart-Contract Applications in the Organization

4.1.1 Background and Research objectives

Publication I provides a systematic review of previous studies comprising frame-
works, methods, working prototypes and simulations that demonstrate the appli-
cation of smart-contracts in organizations. Three main research questions provide
the guideline for the research conducted in this paper and they are as follows:

• What are the domains of smart-contract applications in established organi-
zations?

• What are the main benefits of smart-contract applications in these organi-
zation domains?

• What are the issues limiting the gains of smart-contract usage in the orga-
nizations?

Addressing these research questions provides clarity on the different types of or-
ganizations where blockchain applications are used, the main reasons blockchain
applications are used in organizations, and the major limitations affecting the
adoption of blockchain applications in organizations.

4.1.2 Summary of main results

The main results of Publication I are summarized as: i) the current blockchain
application domains in organizations, ii) their purposes, and iii) the main limita-
tions affecting the use of blockchain applications in organizations.
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DApps application domains and purposes: Application domains represent or-
ganizational sectors to which various blockchain DApp use-cases have been ap-
plied. The purposes represent the objectives and problems which the DApp use-
cases are addressed in the organization. Based on the data collected and analyzed
in this paper, the major application areas for blockchain DApps in organizations
include supply-chain management (SCM), finance, healthcare, information secu-
rity, smart city and internet of things (IoT) solutions. The following have been
identified as the main motives for applying DApps in organizations: enabling
transparency and trust management, data security and privacy, resource manage-
ment, data tamper-proofing, and data interoperability. Thus, the main purpose
for adopting and applying blockchain in organizations is to address trust issues
by enabling process transparency, securing assets through tamper-proofing data
storage systems, and making data readily available, and interoperable, between
organizations.

The use-cases assessed in SCM show how blockchain DApps are used in enabling
transparency and trust in IOCs for data that is exchanged among the collaborating
parties. The use-cases assessed in finance show that blockchain DApps are used
for enabling automated payments for the exchange of values in IOCs; automat-
ing collaborative business rules, and enabling financial information security. In
healthcare, blockchain DApps are used in enabling patient data security among
the collaborating parties providing healthcare services. Also, blockchain DApps
are used for auditability and transparency in the use of patient data between
healthcare service providers. For the smart-cities and IoT use-cases, blockchain
DApps are used to create automated rules for trusted information exchange and
for enabling information and data interoperability between smart IoT devices.

Blockchain limitations mitigating DApp adoptions in organizations: The
limitations affecting blockchain technology that mitigate the adoption of blockchain
DApps in organizations are categorized according to their severity. The signifi-
cant and critical limitations are those issues that affect most blockchain support-
ing technologies such as: consensus mechanism, public-key cryptography, decen-
tralized storage and smart-contracts. These blockchain supporting technologies
are presented in Section 2.2 of this thesis.

Critical (main) blockchain limitations include: usability and complexity issues,
standardization, lack of testing and practical experience, and design architecture
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issues. Other significant limitations include storage scalability, regulation, the
soundness of smart-contracts, security flaws and bugs, privacy leakage, smart-
contract life-cycle management and non-tested consensus methods. Less impor-
tant limitations include: anonymity, scalability-time, transaction cost, cryptocur-
rency unpredictability, unsustainable consensus methods, trusted third-party in-
volvement and cryptocurrency liquidity problems.

The use of smart-contract applications in organizations is complicated due to
blockchain complexity and usability issues. Blockchain networks have complex-
ity and usability challenges, especially for first-time users. Also, blockchain tech-
nology has architecture-design issues that are not acceptable to organizational
processes. Two main limitations affect blockchain-technology consensus mech-
anisms: the transaction cost limitation is the cost attached to the execution of
transactions on a blockchain (public) network. The second limitation affecting
blockchain consensus, is the volatility of cryptocurrencies, which makes long-
term economic decision-making difficult for organizations.

The mechanism of a digital signature which is part of the public-key cryptog-
raphy in the blockchain, has several limitations; these include: anonymity is-
sues, privacy leakage in transactions, and the involvement of a trusted third-party.
Anonymity, implies difficulty in linking blockchain identities to real-life individ-
uals, or businesses. Privacy, implies that information recorded on a blockchain
(public) network is visible and available to all participants. In addition, in some
blockchain DApp use-cases, third parties are involved in recording or updating
transactions to the network. The use of smart-contract applications that generate
a significant amount of data also creates storage issues. There is a limited amount
of data that can be stored uniformly by the participants in the network, and this
limitation affects smart-contract applications in processing and storing a signif-
icant amount of data. The storage issue is also associated with transaction-cost
scalability, because the larger amount of data processed by the network results in
higher costs for the initiator of the transactions.

The Solidity programming language is the one most commonly used for coding
smart contracts. Solidity has several design issues such as security flaws, sound-
ness and life-cycle management. There are many unknown attack vectors in the
ecosystem, and there are also bugs in Solidity code. Additionally, Solidity lacks
a formal foundation, and smart-contracts cannot be automatically verified before
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they are deployed.

4.1.3 Relation to the thesis

The results of Publication I on the application domain analyses for blockchain
adoption in organizations, provided justification for the two running cases se-
lected for this thesis. The first running case stems from the finance sector, which
is one of the top application domains for DApps. The second running case is
represented by the building sector; a domain that has historically lacked proper
digitization. The building sector is one of the least digitized business domains,
just above the agriculture and hunting industries 1. The motive for the selected
business domains is to show the general applicability of the T-DM approach in
sectors that have shown early adoption of digital solutions (Finance) and in sec-
tors which have been slow in the adoption of digital innovation (construction).

The purpose of the two running cases selected for this thesis is to demonstrate
the design and development of DApps that enable transparency and data inter-
operability for collaborating parties in both the finance and the building sector.
Thus, the trust issues experienced in the business collaborations presented in
these running cases are addressed by blockchain applications that are designed
using the modelling approach developed in this thesis. The critical and signif-
icant blockchain limitations identified in Publication I, are useful in assessing
the strength and weaknesses of existing approaches for building DApps. The re-
sult from the assessment of the existing approaches, thus provides the necessary
inputs for developing the T-DM approach that addresses the weaknesses of the
current approaches for building DApps.

4.2 Publication II: Evaluation of Approaches for Designing and
Developing Decentralized Applications on Blockchain

4.2.1 Background and Research objectives

The objective of Publication II is to develop a modelling approach for build-
ing blockchain applications that support inter-organizational collaborations. This
continues the work done in publication I, which shows that there is significant
progress in the application and use of blockchain technology in organizations.

1https://www.mckinsey.com/industries/capital-projects-and-infrastructure/our-
insights/imagining-constructions-digital-future
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There is a growing interest for organizations to move functions that enable trustable
inter-organizational collaboration to the blockchain. For organizations, blockchain
provides the possibility to secure shared data, provides transparency of processes,
enables immutability of information exchanged between organizations, and the
automating of rules for business collaborations. To achieve this, the following re-
search questions are developed to provide a guideline for the research conducted
in Publication II.

• What are the existing software design- and -development techniques in the
blockchain domain?

• What are the main strengths and weaknesses of the identified techniques?

• What is the suitable approach for designing and developing decentralized
applications?

In answering the research questions, two methods are used in collecting data re-
lated to existing software development techniques for building DApps. They in-
clude a review of related literature, and expert interviews. The current limitations
that affect the adoption of blockchain applications in organizations provide the
criteria for analyses to understand the strength and weaknesses of the identified
methods. These blockchain limitations that form the analyses criteria are part
of the main findings of publication I, and they include issues such as: usability,
transaction cost scalability, privacy leakage, and security flaws. Based on the re-
sults of the analyses, a well-aligned software-engineering approach is developed
for building blockchain applications.

4.2.2 Summary of main results

The main results from Publication II are summarized as follows: i) the existing
methods for developing DApps, ii) the analysis of frameworks, methods and tech-
niques for building DApps and iii) the model-driven T-DM approach for building
blockchain DApps for IOC.

The existing methods for developing DApps: Table 4.1 shows the existing
frameworks, methods and techniques (FMT) for building blockchain applications
collected from related literature and expert interviews. The first column shows the
selected framework, method or technique. The second column shows the source,
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which is either related literature (RL) or expert interviews data (ID). The last col-
umn shows a summary description of the selected items.

Analyses of frameworks, methods and techniques for developing DApps: Ta-
ble 4.2 shows the analyses criteria and the assessment conducted to understand the
strength and weaknesses of the analyzed FMTs. The symbols ’-’, ’+’, ’++’ show
that the selected item is not applicable, applicable, or very applicable, respectively
for each evaluation criteria. The results from Publication II show that although
all the selected items (except agile scrum — kanban) are applicable and useful
in designing DApps, only the software-engineering strategy for DApp framework
shows very useful applicability in the design of DApps because of the ability to
support detailed requirements-modelling of DApps. For the development phase,
only the extended Agile method shows much applicability in this area because it
outlines clear steps and tasks in the DApp development.

In the aspects of existing blockchain limitations, the software-engineering for
DApp, standard BPMN diagrams and freehand sketch activity diagram all show
very useful applicability in addressing blockchain usability and complexity is-
sues because of the clearly defined steps, and easily understandable notations for
communicating with project stakeholders. For the security flaws associated with
smart-contracts, none of the items provide any applicability in this area, because
they do not provide any formal means for verifying the correctness of smart-
contract codes before execution on a blockchain. Regarding transaction costs
associated with blockchain systems, only the process-reduction method shows
very useful applicability in addressing this issue. In the problem of privacy of
data in blockchain systems, only the Ancile method shows potential applicability
in addressing this issue.

The model-driven T-DM approach for building blockchain DApps for IOC:
The result of the assessment of existing FMTs for building DApps shows that
the main blockchain limitations addressable by software-engineering design- and
development- approaches are the problems associated with usability and com-
plexity of blockchain technology, and transaction cost issues.

A modelling approach (T-DM) is developed to address the weaknesses in cur-
rent methods for building DApps. This is achieved by providing a three-phase
approach for deriving the requirements, describing the architecture and outlin-
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Table 4.1: Existing FMT for building blockchain applications.

Item Source Description
Privacy-preserving tech-
nique - Ancile

RL The primary goal of the Ancile project is to address data privacy and security
in the management and handling of electronic health records of patients in
healthcare systems.

Ontology-driven approach RL The project proposes ontology-driven data-modelling techniques for design-
ing the blockchain system for tracking items in a supply chain. The major
benefit is in designing blockchain systems that support organizations in un-
derstanding data distributed across different networks.

Process reduction method RL Business process modelling notation (BPMN) diagram is used to outline the
operations that are executed. The derived process is then transformed and
reduced into a Petri-net (PN) model using workflow-net semantics.

Software engineering
strategy for DApps

RL The method proposes the use of UML models such as usecase diagrams,
class diagrams and activity diagrams to describe the requirement and archi-
tecture of a DApp.

Agile + Scrum Kanban ID The use of the agile methodology in developing DApps due to its flexibility.
The steps range from initiation, planning, execution, and control, to closure
of the project. The experts combined the agile method with common task
management tools such as scrum and kanban.

Standard UML diagrams ID The experts use standard UML diagrams in outlining the static and dynamic
properties of the designed DApp.

Standard BPMN diagram ID The experts use BPMN to outline the business process of a DApp software
that is to be developed.

Freehand sketch activity
diagram

ID The freehand sketch involves the use of hand-drawn activity diagrams to
represent different stages of software development.

Table 4.2: Evaluations of FMT for designing and developing DApps.
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Figure 4.1: Icons of DApp modelling notations (a) T-DM requirement-model no-
tations (b) T-DM static architecture notations (c) T-DM behavioural diagram no-
tations.

ing the behaviour of a designed DApp. The first phase addresses blockchain
usability and complexity issues by applying AOM concepts in deriving the initial
requirements of the DApp [73, 52, 51]. The AOM is also suitable for design-
ing a complex multi-party system of IOCs that the T-DM seeks to specifically
address. The second phase involves the use of UML component diagrams in de-
scribing the project architecture for clear communication of project requirements
to developers. Finally, the third phase employs the use of UML sequence dia-
grams to describe the use-cases, and to identify activities that are performed on
a blockchain. This addresses the scalability issue by optimizing the number of
operations that are executed on a blockchain because only on-chain operations
are connected to transaction costs.

4.2.3 Relation to the thesis

The results from Publication II provide inputs for answering the first research
question for this thesis which is: How to develop a model-driven (T-DM) ap-
proach that supports the design and development of blockchain applications for
IOCs? The results show systematic development of the T-DM approach by first
understanding the current methods used in building DApps, identifying the weak-
nesses of the current methods, and developing a modelling approach that ad-
dresses those existing weaknesses. Thus, the developed model-driven T-DM ap-
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proach provides a well-structured approach for capturing the static and dynamic
behaviour of blockchain DApps. Furthermore, the findings from the first publica-
tion, showing the current issues affecting the use of blockchain in organizations,
provide analyses criteria for assessing the strength and weaknesses of the existing
methods for building DApps.

4.3 Publication III: Deriving and Formalizing Requirements
of Decentralized Applications for Inter-organizational Col-
laborations

4.3.1 Background and Research objectives

The previous publication, Publication II, shows the three diagram models con-
tained in the T-DM approach and the usefulness of these diagram models in de-
veloping blockchain applications. The objective of Publication III is to system-
atically describe the ontology of the T-DM approach. This is achieved by first
specifying the reference requirement sets and heuristics of the T-DM requirement
diagram. Then, the ontology of the T-DM approach is developed. The follow-
ing research questions provide a guideline for the research conducted in this third
publication.

• What are the reference requirement sets and stakeholders for inter-organizational
collaboration?

• What is the set of heuristics for specifying a T-DM requirement model?

• What is the ontology for creating T-DM support tool?

The T-DM requirement is developed by adapting the AOM Goal Model diagram
as already shown in publication II [73]. The T-DM requirement diagram pro-
vides the basis for deriving the ontology of the T-DM approach because the rest
of the T-DM diagrams are directly mapped from the requirement diagram. This
is shown in the meta-model of the T-DM approach presented in publication V,
which follows. The ontology of the T-DM approach provides a method for for-
mally describing the elements in the requirements diagrams and for checking the
structural correctness of the developed diagram models.
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4.3.2 Summary of main results

The main results from publication III include i) The reference requirement sets
containing the functional and non-functional requirements, and stakeholders that
execute the DApp functions. ii) Graphical and textual descriptions of element
syntax of the T-DM requirement. iii) Sample DApp requirement model devel-
oped by applying the T-DM reference requirement sets. iv) A model checking
method by formally specifying the elements in the T-DM requirement model, and
v) Model-check validation results for the sample DApp requirement model devel-
oped using the T-DM approach.

Reference requirement sets of T-DM: Functional requirements of applications
that support organizational collaborations outline specific behaviours of the de-
scribed software system [53]. The result of the publication shows that a func-
tional requirement of a DApp software can either be executed on the blockchain
network (on-chain), or outside of the blockchain network (off-chain). The follow-
ing are the summary steps for deriving the functional requirements of a DApp.
The first step in modelling functional requirements is to identify the main value
or problem the system seeks to address, and outline, as the main value propo-
sition. Functional requirements are grouped together if they can be logically
categorized as a sub-function of the topmost goal. The first-level requirement
represents the topmost goal of requirements that are grouped together. The same
approach can be used to further refine the first-level requirements to the second-
level requirements, until the nth-level requirement. The next step is to associate
the on-chain properties, non-functional requirements, and stakeholders, to each
goal element. Since the goal models have hierarchical inheritance attributes, this
implies that properties assigned to each functional requirement are inherited by
the sub-requirements.

Non-functional requirements (NFR) are a set of criteria for assessing the opera-
tions of a system [53]. Table 4.3 provides the aggregated list of NFRs relevant for
designing blockchain DApps, and also relevant for designing systems for IOCs.
From this aggregated list, specific NFRs that are useful for designing blockchain-
DApps-based IOC systems, are identified. The first column of the table identi-
fies the specific NFR, the second column shows literature sources, such as IOC
systems-related literature and blockchain-DApp-related literature. The third col-
umn provides a general explanation of the NFR, and the last column provides
a blockchain DAppIOC context for the NFR. For the NFRs where no possible
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blockchain-DApp and IOC context explanations exist, such an NFR is not con-
sidered useful for designing blockchain DApps for IOCs.

Stakeholders are agents that play active roles in executing functions in a system
[73]. In a collaborative blockchain system, stakeholders are peers or agents that
execute particular functions identified by the functional requirements of a pro-
posed system. The result of Publication III shows that stakeholders in blockchain-
based systems can be classified as software agents and human actors. Software
agents are smart-contract actors that execute or enforce the conditions outlined
in a smart-contract code stored on a blockchain. Software agents may include a
web-based API that provides interfaces for interacting with smart-contracts and
blockchain data. These autonomous agents could also be represented as oracles
to provide data for smart-contracts in a blockchain-based system. Human actors
are the participants or parties involved in organizational collaborations. Different
roles are assigned to human actors based on the tasks (functions) they perform in
a system. Since the functions are project-specific, it is not possible to automati-
cally classify human actors in a collaborative process on a blockchain.

Heuristics for specifying T-DM: Graphical and textual descriptions of T-DM
requirement elements outlined in Publication III shows that seven (7) elements
are used in outlining the requirements of the T-DM approach. They are: i) goal,
ii) quality goal, iii) emotional goal, iv) agents, v) decomposition, vi) association,
and vii) on-chain. The syntax description of the T-DM requirement is summa-
rized in Table 4.4.

Requirements of a sample DApp, shows the initial requirement of the IdCredit
platform is a blockchain DApp that seeks to solve the IOC problems identified in
the running case described in Section 2.5.1. The functional, and non-functional
requirements, and stakeholders used in describing the IdCredit system are sum-
marized as follows. The main value proposition of the IdCredit system is to
provide a decentralized blockchain system that enables the attestation and au-
thorization of digital assets. The value proposition of the system is refined into
the first-level goal (FLG) of the system. These are: manage key; onboard user;
create a communication channel; store asset information; attest asset; manage
transactions, and manage blocks. The quality goals are the non-functional re-
quirement of the DApp that are necessary for producing a system that satisfies
the main value proposition of the IdCredit platform. These are as follows: scal-
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Table 4.3: Non-functional requirements mapping for blockchain DApps.

Standard NFR NFR Literature
source

Explanation Blockchain DApp for IOC context

Modifiable IOC[53] System changes and adapts during
its lifecycle to the business context.

Smart-contract business collaboration
lifecycle modifications.

Integrable IOC[53] System consists of separately de-
veloped and integrated components
for which there are interface proto-
cols between the components.

Blockchain DApp for business collab-
oration consists of separately devel-
oped and integrated components for
which there are interface protocols be-
tween the components

Interoperable IOC[53],
Blockchain-
DApp[35, 78, 89]

System must interoperate at run-
time with information systems sup-
porting other business functions.

Digital assets stored in the blockchain
are accessible in real-time to the col-
laborating parties.

Secure
(tamper-proof,
privacy)

IOC[53],
Blockchain-
DApp[35, 78]

The unauthorized access, or manip-
ulation of digital assets stored in
the system.

Digital assets generated from business
collaborations stored on a blockchain
system are secured from unauthorised
access, and free from manipulation.

High automa-
tion

IOC[53] Function that is performed by a
software agent.

Function performed by a software
agent in a DApp system that supports
business collaborations.

Flexible IOC[53] The ability of the system to allow
diverse collaboration scenarios and
permit the inter-organizational har-
monization of heterogeneous con-
cepts and technologies.

Not applicable.

Usable IOC[53] The learnability, and the easiness of
understanding the systems of vari-
ous user functions.

The learnability and the easiness of
understanding the DApp collaborative
systems'user functions by the partici-
pants.

Scalable IOC[53],
Blockchain-
DApp[89]

The system property to grow and
manage an increased number of
users.

Create and manage an increased num-
ber of digital identities represented by
users'public/private key pairs.

Applicable IOC[53] Specifies for designers the ability
to efficiently assess the quality and
comprehensiveness of existing sys-
tems.

Not applicable.

Feasible IOC[53] The possibility of building a sys-
tem is provable with the existence
of application systems.

Not applicable.

Portable IOC[53] Ability of a system function to be
executed on multiple classes of de-
vice types.

Ability of the Dapp collaborative sys-
tem functions to be executed on multi-
ple classes of device types by the par-
ticipants.

Performance IOC[53] Amount of useful work done by the
system.

Useful work measured by the num-
ber of transactions recorded on the
blockchain DApp for a given time.

Transparent
(verifiable)

Blockchain-
DApp[35, 78]

System openness and the ability of
the participants to view and verify
stored records.

The ability of the nodes participat-
ing in a business collaboration to
verify transactions recorded on the
blockchain network.

Trustable Blockchain-
DApp[35, 78]

System ability to behave consis-
tently in expected ways and enforce
the rules established by the net-
work.

Ability of a smart-contract to enforce
the conditions specified in a smart-
contract in business collaborations.
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Figure 4.2: IdCredit requirement diagram [6].
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Table 4.4: Descriptions of the T-DM graphical notation.

able; secure; transparent; trustworthy; performant; usable; affordable; portable,
and highly automated.

The network stakeholders in the IdCredit system are represented as roles as fol-
lows: donor, acceptor and identifier. The donors are the system users that pro-
vide personal data for KYC attestation. The acceptors are online merchants that
require the donors' personal information to be attested before granting autho-
rization for accessing a certain service, and the identifiers validate and attest the
donors'personal data for the acceptors.
Figure 4.2 shows a reduced requirement-model diagram of the IdCredit system
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that comprises the root goal, first- and second-level goal refinements.

Ontology of the T-DM approach: The results of publication III show the for-
mal description of the T-DM requirement diagram using the Extensible Markup
Language Document Type Definition (XML-DTD) and set theory. The result also
shows XML-DTD validation rules for checking the structural correctness of the
T-DM diagram.

The Model checking method is developed by providing the DTD specification and
set property of the constraints that define the modelling elements. This is shown
in Table 4.5. Furthermore, syntax validation of the T-DM requirement model is
provided by the DTD specification and set property of the constraints that define
the relationship elements. This is shown in Table 4.6.

The Validation of sample DApp shows the results obtained by applying the model
checking method (Table 4.5 and 4.6) to the IdCredit requirement model (Figure
4.2). The model is checked against the following conditions: i) a root goal exists,
ii) goals are refined from parent goals, iii) decomposition relationships are used
in connecting the goal elements, and iv) association relationships are used in con-
necting the other elements to the goal elements. To check the model, the IdCredit
requirement diagram is transformed into corresponding XML elements. Figures
4.3 and 4.4 show the XML document obtained by transforming the IdCredit DApp
requirement model. An XML-path query is used to parse through the generated
XML file to return results for which the validation conditions are checked. The
model checking results returned ’TRUE’ for all the conditions validated.
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Table 4.5: T-DM requirement-modelling syntax with element-validation rules.

Table 4.6: Syntactic validation for T-DM.
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Figure 4.3: IdCredit requirement diagram XML transformation-’a’



68 4 Results of Publications

Figure 4.4: IdCredit requirement diagram XML transformation-’b’
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4.3.3 Relation to the thesis

The research questions addressed in Publication III provided the reference re-
quirement sets, graphical heuristics and model formalization for specifying the
ontology of the T-DM approach. The results generated provided the input show-
ing how to systematically develop the ontology of the T-DM approach that en-
able trustable inter-organizational collaboration. Thus, the outputs of the third
publication which include: functional requirements for DApp; non-functional re-
quirements for IOCs; stakeholders in blockchain DApps; graphical and textual
descriptions of T-DM requirement elements; requirements of a sample DApp;
model checking method, and validation of sample DApp, provide the answer to
the third research question for this thesis.

4.4 Publication IV: Designing a Collaborative Construction-
Project Platform on Blockchain Technology for Informa-
tion Symmetry

4.4.1 Background and Research objectives

The objective of Publication IV is to develop a blockchain DApp that addresses
the trust-related issues in complex building construction projects by applying the
T-DM concepts outlined in Publications II and III. The blockchain application
developed is referred to as the CoPM, which is a construction project manage-
ment automation system that provides the actual requirements for achieving high-
quality construction-project collaborations, without the fractures and frictions,
that result in unnecessary time delays and cost increases. The following research
questions provided a guideline for the research conducted in Publication IV.

• What are the sets of requirements assigned to the diverse stakeholders who
collaborate?

• What is the architecture topology of a requirements-satisfying construction-
collaboration system?

• What are the dynamic exchange protocols between stakeholders and system
components into which embedded on-chain transactions assure immutable
traceability?

The requirement sets of CoPM DApp comprise functional and non-functional re-
quirements, and the stakeholders that execute these functions, as outlined in the
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T-DM requirement diagram. The architecture topology of the CoPM shows the
main components and sub-components, and interfaces for information exchange
between the CoPM components as outlined in the T-DM static architecture di-
agram. The dynamic exchange protocols show the use-cases of on-chain events
that occur in different operations in the DApp application as outlined in the T-DM
behavioural diagram.

4.4.2 Summary of main results

The main results from Publication IV are summarized as follows: i) CoPM re-
quirements, ii) architecture and iii) platform use-cases.

CoPM requirements: CoPM Non-functional Requirements are software proper-
ties that show how the selected functions in the system are executed. The follow-
ing are identified as the relevant NFR for designing the CoPM platform: usable;
portable; scalable; secure; transparent; trustable; performant, and scalable. The
NFRs are each connected to the applicable functional requirement of the CoPM.

CoPM Functional Requirements are specified by the main value proposition and
functions executed on the platform. The main value propositions of the platform
are as follows: i) onboard new user, ii) manage digital asset, iii) onboard new
project, iv)manage project, v) manage payment and vi)manage wallet. The on-
board new user function enables the execution of KYC-related goals and assign-
ment of roles to the users. The manage digital asset function enables the users
to create digital assets such as building information modelling (BIM) objects and
models, and manage the ownership and usage of such assets. The onboard new
project function enables users to initiate construction projects, manage technical-
and business- requirements associated with the project, manage the tender pro-
cess, and assign roles to relevant stakeholders. The manage project function ad-
dresses the possibility to manage an ongoing, or already completed, project. The
manage payment function provides the possibility of tracking milestones associ-
ated with a project, and processing payments under clearly stated conditions. The
manage wallet function caters for allowing all involved stakeholders to manage
their different token types, and also for transfer between users of the platform.
The on-chain functions contained in each value proposition are captured in their
further refinements.

CoPM Stakeholders are platform participants and software agents that execute
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different functions. The classes of users identified for CoPM are the design-
ers, contractors, auditors, project owners (project managers), original equipment
manufacturers (OEM), admin, and software agents. The designers are the ar-
chitects, planners, engineers, and specifiers that perform goals that result in the
creation of digital assets on the CoPM. Auditors are certified individuals who
perform checks to verify that construction work meets the required-, or stated
standards. The project owners and managers represent the individuals responsi-
ble for coordinating the building projects. The OEM produces physical building
objects used by contractors. The admins are the platform administrators respon-
sible for onboarding new users. The software agents represent the autonomous
and semi-autonomous agents. They include IoT agent, KCY agent and auditor
agent. The IoT agent records and transmits the status of building projects. The
KYC agents perform verification of identity and other documents submitted by
new users. The auditor agent, together with the human auditor, verifies the status
of building projects in a semi-autonomous way.

CoPM Architecture: The CoPM architecture comprises the main components,
sub-components and interfaces, for information exchange between components.
The main components and sub-components are directly mapped from CoPM
value propositions and refined functions.

CoPM Components and Sub-components include user manager; project onboarder;
completed project manager; digital asset manager; payment manager, and wallet
manager.
The user manager component is for onboarding new users and has the following
sub-components: KYC; Key manager; and Role manager.

The digital asset manager component enables the creation and exchange of digital
assets, such as building objects and models, on the platform. It has the follow-
ing sub-components: building object creator, building model creator and digital
asset publisher. The project onboarder component enables the project owner to
initiate a new project by outlining the technical requirements and business re-
quirements of the project. It has the following sub-components: requirement
logger, and tender manager. The completed project manager component enables
the project owner to maintain existing building projects and update the require-
ments of an ongoing building project when necessary. The project manager has
the sub-components: maintain the project container, and requirement updater.
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The Payment manager component enables the platform to automatically monitor
ongoing projects and sends payments to the contractors and designers when both
technical- and business- criteria of the project are satisfied. The payment man-
ager has two sub-components: the tracking logger, and the milestone logger. The
wallet manager component provides interfaces for other components to access
tokens and exchange tokens with other users. The wallet manager also allows
users to access and view their token balances. The wallet manager has the sub-
components: token manager, and token history component.

CoPM Components interfaces enable data exchanges between different compo-
nents of the platform. The user manager has two interfaces: the first for KYC
data verification and the second for the assignment of public/ private key pairs to
new users. The project onboarder has interfaces communicating project require-
ments with the completed project manager and digital asset manager. The project
onboarder also has another interface for communicating project milestones with
the payment manager. The payment manager also has an interface for communi-
cating project status with the wallet manager.

CoPM platform use-cases: Four different operations are used to demonstrate
the behaviour of the CoPM platform; they include: digital asset creation opera-
tions; tender initiation operations; project payment operations, and building main-
tenance operations. The events that result in a status change of the blockchain are
also captured and sequentially numbered.

Digital asset-creation operations show the set of activities and information ex-
changes necessary for creating digital assets such as: building objects (BO) and
building models (BM) by designers, such as OEMs and architects.

Tender-initiation operations outline the sequential activities required for setting
up a project tender, and identify project stakeholders that are assigned different
roles during the execution of the building project.

Project-payment operations show a set of sequential activities that result in pay-
ment when a particular project milestone is reached or when the entire project has
been completed.

Building-maintenance operations show the activities necessary for monitoring
completed projects and initiating a tender process for building-object repairs, or
replacements.
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4.4.3 Relation to the thesis

Publication IV presents the design of the CoPM platform by creating the DApp
models. The CoPM DApp models consisting of the requirement, static architec-
ture and behaviour diagrams show a sample blockchain application that enables
trustable IOCs developed by applying the concepts defined in the T-DM approach
(outlined in Publications II and III). Thus, the results from Publication IV pro-
vide the answer to the third research question for this thesis on how to develop a
blockchain application for trustable organizational collaborations using the T-DM
approach. Based on the design of the CoPM, trust is achieved in complex building
construction projects by clearly specifying the requirements of a building project,
the tasks of the collaborating parties, and using smart-contract enabled software
agents to automate information exchange between parties in building construc-
tion.

4.5 Publication V: Implementation and Evaluation of the DAOM
Framework and Support Tool for Designing Blockchain
Applications

4.5.1 Background and Research objectives

The objective of Publication V is to implement the T-DM approach and support
tool, and further provide evaluations for the modelling approach and the support
tool separately. Publications II and III show the development of the T-DM ap-
proach and the ontology descriptions. Publication V provides a single representa-
tion of the modelling approach and the relationships of constituting elements, and
shows the implementation of the support tool. The following research questions
provide a guideline for the research conducted in Publication V.

• What is the model representation of the T-DM showing relationships be-
tween all modelling elements?

• What are the modelling constructs for implementing the T-DM diagram
models?

• What is the usefulness of the T-DM framework in designing DApps, and
the effectiveness of the tool support in producing T-DM diagram models?

To show a single implementation or representation of the T-DM approach, a meta-
model is used to capture all the diagram types, elements and relationships in the
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Figure 4.5: T-DM meta-model class diagram.

T-DM approach. Thus, the developed T-DM meta-model provides the semantic
description of the modelling approach. To implement the support tool, a UML
profile is used to extend the standard UML notations to realize the T-DM custom
elements. The T-DM approach is evaluated by examining the semantic correct-
ness of the approach and the practical usefulness of the modelling approach in
organizations for building blockchain applications. The support tool is evalu-
ated by examining its usability and efficiency in reproducing correct T-DM DApp
models.

4.5.2 Summary of main results

The main results from Publication V are summarized by providing the metamodel
of the T-DM approach, the UML profile diagrams used in implementing the sup-
port tool, and the evaluation results for the modelling approach and support tool
respectively.

T-DM metamodel: The metamodel of the T-DM is implemented using UML
class diagrams showing the heuristic mapping used in deriving the diagram types
and elements in a T-DM model from the base-diagram elements. Figure 4.5 shows



4.5 Publication V: Implementation and Evaluation of the DAOM
Framework and Support Tool for Designing Blockchain Applications 75

Table 4.7: Mapping of UML elements to T-DM elements, adapted from [9].

the T-DM meta-model.
The summary of the heuristic mapping and elements relationships in the T-DM
approach used in realizing the metamodel is presented as follows. The goal ele-
ments are refined into sub-goals, up to an nth-level goal. The level of the require-
ments captures the depth of the requirement details described for a DApp. The
quality goals, emotional goals, agents, and user stories are associated to the goal
elements. The quality goal is defined by the element’s attributes in the quality-
goal-type class. The quality-goal types include: transparency; trusted; integrable;
interoperable; secure highly automated; modifiable; usable; scalable; portable,
and performant. The goal attribute on-chain function has a boolean value that
determines if a given goal is executed on a blockchain. The agent has an attribute
autonomous with a boolean value that determines if a given goal is executed by a
software-, or a human agent. The first-level goal refinements are used in realizing
the main components of the static architecture, while the second-level goal re-
finements realize sub-components. An agent uses the components it is associated
with. The sub-components have attribute tokenization that shows if an agent in-
teraction with a given component results in exchanging digital assets (tokens). A
respective sub-component and agent realize the sequence objects of the use-case
description.
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Figure 4.6: T-DM profile diagrams: a) T-DM requirement UML profile. b) T-DM
static architecture UML component-diagram extension profile. c) T-DM use-case
UML sequence-diagram extension profile.

T-DM support tool profile diagrams: To implement the T-DM tool support,
UML base elements are first mapped to specific T-DM model elements. Table
4.7 shows the mapping of UML base elements to T-DM modelling elements and
diagram types. The UML base elements are then extended using UML profile
diagram properties such as stereotypes, and attributes to realize the T-DM custom
diagram notations.
Figure 4.6(a) shows a UML profile of the T-DM requirement diagram. The In-
formation item meta-class is extended to the stereotypes, quality and emotional
goal. The goal-stereotype comprises attributes for the refinement level and on-
chain function. The actor metaclass is extended by the agent stereotype with the
attribute autonomous agent. The comment metaclass is extended by the user-story
stereotype. The artefact metaclass is extended by the on-chain stereotype with the
attribute token label. The relationship metaclass ’abstraction’ and ’dependency’
are extended by stereotypes to decompose and associate respectively. For all the
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meta-classes, the visual representation of each T-DM requirement is captured in
the stereotype icon attribute.

T-DM evaluation results: T-DM modelling approach evaluation results are gen-
erated from a webinar event that is conducted involving domain experts in the
blockchain field and the T-DM approach is presented. The experts are drawn
from different industry backgrounds such as supply chain, healthcare, finance,
education and research. The webinar has a total of 15 participants. During the
workshop, all the major concepts of the T-DM approach such as the elements,
relationships and diagram types are presented. Furthermore, the running case of
a DApp presented in this paper is introduced to the participants. At the end of
the webinar, the semantic and pragmatic qualities (practical usefulness) of the T-
DM approach are captured as feedback from the participants. The result of the
evaluation is shown in Figure 4.7.
The average score recorded by the experts in assessing the realisticity, complete-
ness, relevance and correctness of DApp models produced using the T-DM ap-
proach is ranked 86% (4.3/5). Also, the average score recorded by the experts in
assessing the usefulness of the T-DM approach in increasing performance, pro-
ductivity, quality etc. when applied in organizations for developing blockchain
applications is ranked 80% (4.0/5). Thus, the result of this evaluation shows that
blockchain domain experts agree that the T-DM approach is semantically correct
and pragmatically useful in designing and developing DApps.

T-DM support tool evaluation results are generated from a workshop conducted
involving users who are not experts in the blockchain domain but possess the ca-
pacity to easily grasp the concepts of blockchain-DApp design. These users are
drawn from master’s students in the related IT departments; a total of 7 partici-
pants involving master’s students actively conducting thesis in blockchain-related
topics. Using a scale of 1 to 5, the feedback of the students is collected and an-
alyzed to understand the effectiveness of the T-DM support tool in comparison
with a standard freehand drawing tool.
The results in Figure 4.8 show that all the students participating in the workshop
have relatively the same understanding of T-DM concepts and the running case
presented. Yet, the effort required to re-create the modelling task and the ease of
using the drawing tools differs among the students. The students who complete
the design task using the support tool find the effort required in re-creating the T-
DM requirement diagram relatively low, unlike the students who use a freehand
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Figure 4.7: T-DM approach evaluation result.

Figure 4.8: T-DM support tool evaluation result.



4.5 Publication V: Implementation and Evaluation of the DAOM
Framework and Support Tool for Designing Blockchain Applications 79

drawing tool that requires a high effort in completing the modelling task. The ease
of modelling the diagram is high for the students who use the support tool. For
the students who use the free-hand tool, the modelling task is reported as being
difficult to complete. The results confirm that the automations’ available in the
T-DM support tool make designing T-DM DApp models easy with little effort.

4.5.3 Relation to the thesis

Publication V provides the implementation of the model representation of the
T-DM approach, implementation of the support tool, and evaluation of the mod-
elling approach and the support tool. The model representation of the T-DM
and the support tool builds on previous works. Publication II and III, describe
the developments of the modelling approach and the ontology. Thus, the results
generated from this Publication V such as: T-DM metamodel (for modelling ap-
proach representation), T-DM profile diagrams (for support tool implementation),
and the evaluation results, provide the answers to the fourth research question of
this thesis by outlining how to implement, and evaluate, the T-DM approach and
support tool for designing blockchain applications.
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5 Discussions
In this chapter of the thesis, the main contributions are analyzed in relation to how
they extend earlier scientific works. The contributions are the results that provide
answers to the four research questions developed for this thesis.

5.1 Implications From the Development of the T-DM approach
The first research question of this thesis is: How to develop a model-driven (T-
DM) approach that supports the design and development of blockchain applica-
tions for IOCs? The results from Publications I and II presented in this thesis
provide the systematic development of the T-DM approach, and the main result
is the graphical presentation of the T-DM approach describing the diagram types
and how it addresses the gaps in existing methods of building DApps. The de-
velopment of the T-DM approach extends earlier scientific works [66, 73, 76, 65].

The article [66], provides a framework for understanding research direction and
opportunities in the blockchain information systems research domain. The re-
search framework is developed by organizing the key concerns in blockchain re-
search into a research agenda that provides for a better understanding of inter-
actions between blockchain applications and supporting technological protocols.
Two main research levels are identified in the blockchain IS system; they are the
protocol level and the application level. Consensus mechanisms are the foun-
dational protocol of blockchains, because they provide a governance mechanism
for applications built on blockchain. The application layer focuses on software
programs built on top of blockchain protocols that address business and societal
problems. The T-DM modelling approach developed in this thesis falls into the
application level of blockchain research. This is because the T-DM approach
focuses on developing blockchain applications that address business problems
by enabling trustable inter-organizational collaborations. Furthermore, the DApp
models produced by the T-DM approach are blockchain protocol technology ag-
nostic because the models can be implemented in any blockchain networks that
support smart-contract program executions.

The modelling approach represented by T-DM is achieved by extending the AOM
and UML modelling constructs. AOM provides simplicity in describing the re-
quirements of complex systems, which can also be applied to complex IOCs;
typically the case types focused on in this thesis [73]. Similar studies have inves-
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tigated the application of agent-modelling techniques in deriving the requirements
of software applications. The study [76] applies case-study research in develop-
ing an AOM modelling method to support agile software development processes.
The main contribution of the study is the description of a visualized approach
suitable for agile requirements engineering. The study improves on the existing
body of knowledge in AOM by providing a method for mapping the require-
ments contained in the AOM goal- model diagram to agile software development
tasks by using user-stories. Still, the study [76], does not capture the architectural
aspects of software design. The modelling concepts defined in the DApp mod-
elling framework presented in this thesis have already been applied in developing
blockchain systems in organizations [54] and [65]. However, actual enterprise
modelling tools to support modelling with this framework are still lacking. This
thesis is, therefore, necessary to provide a scientific foundation for the framework,
and provide a clear explanation of, the concepts before the implementation of the
DApp modelling tool.

5.2 Implications From the Development of T-DM Ontology
The second research question of this thesis is: How to develop the ontology of the
T-DM approach for building DApps?. The results from Publication III outline the
ontology of the T-DM approach. This ontology is presented by syntax (graph-
ical and textual) descriptions of elements and diagram types in the modelling
approach. The syntax of the T-DM approach is formalized by using XML-DTD
to represent the modelling elements and relations; thus, ensuring structural cor-
rectness and consistency of T-DM diagrams. The main artefacts produced in the
development of the T-DM ontology are the T-formal description of the T-DM re-
quirement diagram, and diagram validation rules. The development of the T-DM
ontology extends earlier scientific works [45, 4].

The study [45] describes a method for developing AOM goal-model diagrams.
The result shows a modelling tool that can be accessed from Agent Oriented Mod-
elling for Socio-Technical Systems (AOM4STS)2. This tool provides modelling
elements and connections for building a goal-model diagram. Three connection
types ensure that the goal element is correctly connected with other modelling el-
ements. Still, it is not possible to verify the correctness of a goal-model diagram
with the tool because it lacks the means to verify whether the diagram contains

2AOM4STS http://www.tud.ttu.ee/im/Msury.Mahunnah/AOM4STS/
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the correct combination of elements. However, The correctness of element com-
binations in a goal diagram can be verified through the DTD specification of the
diagram elements as presented in this thesis. The tool from the study [45], has
additional limitations; such as the inability to verify that a root goal exists; an
inability to verify the uniqueness of diagram elements; and an inability to verify
the two classes of agents, such as software- and human agents. In addition, an
emotional diagram-element is not captured by the tool. The results of this thesis
show that all of the verification limitations of the AOM4STS can be correctly ver-
ified with the AOM goal-model formalization method as described in this thesis.

The study [4], shows how software requirements outlined in XML can be trans-
formed into UML specifications. A framework exists for mapping XML docu-
ments to UML specifications, and subsequently to software-requirement speci-
fications. An XML-based schema is used in describing the elements and sub-
element attributes and properties. This thesis demonstrates a method for the map-
ping of goal-model and T-DM requirement diagrams to XML. This method veri-
fies the correctness of the diagram using DTD-based XML validation to describe
the attributes of elements, sub-elements, and properties.
The main benefit of using DTD over XML schema in this research is that DTD
provides an abstraction layer for separating validation rules and element transfor-
mation. As a result, it is possible to separately define a validation rule, and apply
the same rule in any other XML document that contains the transformation of
goal diagrams as XML elements. For this case, it is possible to validate the whole
document (diagram), unlike in a schema where only portions of the document can
be specified and validated.

5.3 Implications From the Application of the T-DM Approach
in Blockchain DApp Development

The third research question of this thesis is: How to develop a blockchain ap-
plication for trustable organizational collaborations using the T-DM approach?
The results from Publication IV show the application of the T-DM approach in
developing a blockchain DApp that enables trustable and symmetric informa-
tion exchange among several parties involved in complex building construction
projects. The DApp models developed show the requirement, architecture and
behavioural use-cases of the DApp developed. The application of the T-DM ap-
proach in blockchain DApp development extends earlier scientific works [66, 38].
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The application level of the blockchain research framework described in [66] cap-
tures the research agendas behavioural, design science research and economical
areas of inquiry for blockchain applications. The following relevant areas of in-
quiry are raised for application-level research. In the behavioural aspect: ”How
does the use of blockchain affect actors’ behaviour in the light of defacto im-
mutability of data?” In design science research: ”How can we ensure that oracles
provide correct information?” In economics: ”How does blockchain affect the
cost of doing business?” For the economic aspects, the second running case de-
veloped for this thesis shows the inefficiency that arises in complex building con-
struction projects due to distrust between collaborating parties, which resulted in
poor information management and the ever-increasing cost of the building con-
struction. The CoPM blockchain DApp developed in Publication IV, and ex-
panded in [56], shows the creation and mapping of construction project require-
ments to their various stakeholders. These requirements are stored on-chain, and
a smart-contract ensures that automated payments are made to contractors and
collaborators when project requirements that are linked to specific project mile-
stones have been satisfied. By implementing and adopting the CoPM in building
construction, it is expected that the inefficiencies due to poor information manage-
ment in complex building construction will be eliminated, thereby, reducing the
cost of building construction. Also, with the adoption of such blockchain-based
project management for construction, it is expected that the collaborators and ac-
tors in building construction projects will behave and execute their business oper-
ations sincerely. This is because, the information and requirements describing a
building construction project are stored on-chain; readily available to the collabo-
rating parties without fear of manipulation. For the question about the correctness
of information provided by oracles, IoT agents serve as oracles in the CoPM by
executing automated functions outside the blockchain network. IoT-based agents
are applied in the design of the CoPM for monitoring and communicating the
status of ongoing building construction. However, ensuring the correctness of
information provided by IoT agents is beyond the scope of this thesis. Already,
the concepts of decentralized agents that provide accurate and trusted information
to blockchain DApps have been developed on blockchain layer projects, such as
the Chainlink project [3]. These decentralized oracle protocols can be applied in
implementing the software agents realized in the design of DApps using T-DM
because the modelling approach is technology agnostic.
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The dissertation [38], applied case-study research in exploring the how different
information systems existing in organizations can be integrated for streamlining
information in building construction. The thesis produced a set of theories show-
ing how organizations can share data and create improved business value. The
result suggests that the first step in establishing proper business collaboration is
to map the inter-dependencies among the actors and clarify their collaboration
requirements. This is similar to the process of DApp design using the T-DM ap-
proach. The first step in the T-DM approach is to develop the requirement model
of a DApp showing the functions executed in business collaboration, how these
functions are executed, and to identify the stakeholders/ actors that execute each
of these functions. Thus, the requirement model of the CoPM developed in Pub-
lication IV shows the mapping of functions, software properties of the functions,
and the stakeholders necessary for symmetric information exchange in complex
building construction projects. The dissertation [38], also identifies the exchang-
ing of detailed and standardized information as a method for managing com-
plexity within each construction project. In the design of the CoPM using the
T-DM approach, information standardization is realized using data formats; such
as building objects and building models in deriving the requirements of build-
ing projects. These building objects and models are part of building information
modelling which provides digital representation of the physical properties of a
building element [22].

5.4 Implications From T-DM Implementation and Evaluation
Results

The fourth research question of this thesis is: How to implement and evaluate
the T-DM approach and support tool for designing blockchain applications? The
results from Publication V show the implementation of the T-DM approach and
the evaluation results.

5.4.1 Implications from T-DM implementation

The T-DM approach is implemented by using meta-modelling concepts to show
the heuristics mapping used in deriving the elements and diagrams in the T-DM
from the base model. The T-DM meta-model, thereby, describes the semantics
aspects of the modelling approach. The support tool is implemented by extend-
ing the UML notations to realize the T-DM custom elements. These are part of
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the results generated in Publication V. The implementation of the T-DM approach
and the support tool extends previous scientific works [64, 50, 73, 43, 45].

Various approaches exist for describing the semantics of DSML. Meta-modelling
is a common approach for describing the logical aspects and relationships of a
modelling approach. The study [64] applies meta-modelling in describing the
semantics of a requirement modelling approach. The study [50] applied meta-
modelling in describing the risk assessment modelling approach for information
systems. The same meta-modelling approach used in [50] is also adopted in
this thesis which is a UML class diagram showing the elements, diagram types
and their relationships. The element-diagram-type relationships in the T-DM ap-
proach are represented by the heuristic mappings used in deriving the different
diagram types from the T-DM base requirement diagram. The modelling ap-
proach used to describe the AOM in [73] applied an approach different from the
meta-modelling. The viewpoint framework showing the mappings of relation-
ships between diagram types in the AOM is used in describing the AOM approach
semantics. In the viewpoint framework, the diagram types are grouped into three
categories that identify if a given diagram is an interaction model, an information
model, or a goal model. Still, this method does not capture the actual mappings of
elements in each diagram type, unlike the class diagram meta-model that shows
a complete overview of a modelling approach by showing both elements and di-
agram types mappings.

Extending standard UML notations by the use of UML profile diagrams is one
of the common approaches for implementing the notations of a Domain Specific
Modelling Language (DSML). The study [43], applies a UML profile diagram in
extending the standard UML sequence diagram in developing a custom approach
for agent mobility modelling. In this thesis, the UML profile diagram is applied
in realizing the custom diagrams such as T-DM requirement, static architecture
and use-case diagrams. The requirement diagram is realized by extending the
AOM model. Since AOM lacks standardized notations in enterprise-modelling
software, the T-DM requirement notations are realized by extending the UML
information diagram. The T-DM static architecture and use-case diagrams are
realized by extending the UML component and sequence diagrams respectively.

A similar study describes an AOM-based approach for modelling a socio-technical
system and prototyped the AOM support tool using a web-based approach [45].



5.4 Implications From T-DM Implementation and Evaluation Results 87

The notations of the AOM are realized using a standard programming language
for web application development. Still, with this approach, the modelling nota-
tions developed cannot be executed on any enterprise-modelling software. There-
fore, to develop an AOM diagram, an analyst must rely on modelling software that
only exits in a single web domain. With the prototyping approach of implement-
ing the T-DM on standard enterprise-modelling software, the support tool can
easily be exported and used by an analyst in any standard enterprise-modelling
software. Although the prototyping of the T-DM presented in this thesis is only
implemented on the MagicDraw3 modelling software, the UML profile diagrams
developed can be replicated and exported to other standard modelling software
such as the Enterprise Architect4.

5.4.2 Implications from the T-DM evaluations results

The T-DM approach is assessed for semantic correctness and its practical useful-
ness in developing blockchain applications. The support tool is examined for its
effectiveness and usability in reproducing T-DM diagrams. The evaluation results
are part of the findings of Publication V. The evaluation results from the assess-
ment of the T-DM modelling approach and support tool have implications on the
earlier scientific works [11, 45].

The T-DM framework evaluation results show that the framework is highly re-
alistic for describing the steps required in building blockchain DApps. The re-
sult also shows that T-DM models correctly represent elements and processes
for building DApps. For the practical (pragmatic/perceived) usefulness evalua-
tion results, the framework shows very good potential in producing high-quality
blockchain DApp software, greatly improving the performance and productiv-
ity of analysts and developers in building DApps. Furthermore, the framework
shows general applicability and usefulness in jobs related to the design and de-
velopment of blockchain DApps. Comparing these findings with the results from
a similar study [11] showing a process-based approach for modelling innovations
in organizations, some similarities and differences exist in the results. The results
from [11] show that the modelling approach is highly relevant for tasks related
to innovation management and the practical usefulness of the approach is high.
Still, the average semantic qualities score is low when compared with the other

3MagicDraw https://www.nomagic.com/products/magicdraw
4Enterprise Architect software: https://sparxsystems.com/
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results as the average score lies just above the 2nd quartile (above 50%). For the
T-DM approach, the average score for both the semantic and practical usefulness
of the modelling approach lies in the third quartile (above 75%). This shows that
the T-DM approach is not only practically useful for building blockchain DApps,
but also correctly represents the elements and processes in the blockchain domain.

The evaluation results from the T-DM support-tool assessment show the tool is
highly effective and usable in producing correct T-DM models when compared
with a freehand sketch tool. The result shows that the modelling effort required
for producing T-DM DApp models with the support tool is relatively low while
using a freehand sketch, and the modelling effort is very high. The ease of mod-
elling with the T-DM support tool is high and lies above the 3rd quartile (above
50%), while the ease of modelling with the freehand is very low, below the 2nd
quartile (below 50%). Comparing these findings with the result from a similar
study [45] showing the assessment of the support tool for developing AOM mod-
els, there exist some similarities in the results. The result from the assessment of
the AOM support tool in [45], shows that modelling efforts for users modelling
with the support tool and freehand sketch is the same. Still, the difficulties expe-
rienced by the users with freehand sketches are a little higher than the users with
the support tool. This is similar to the results of this thesis, showing that the T-DM
support tool has higher ease of use than a freehand tool. Therefore, both studies
show that to increase the usability and effectiveness of correctly modelling a cus-
tom diagram of a given DSML, the implementation of a support tool is necessary.
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6 Conclusion
This chapter summarizes the work done in this thesis by showing how the con-
tributions, and research results generated, answer the research questions that pro-
vide a guideline for this thesis. In the final part of this chapter, the limitations and
future works are presented. The objective of this thesis is to systematically de-
velop a modelling approach for building blockchain DApps that enable trustable
IOCs. The modelling approach developed in this thesis is achieved by adapt-
ing and extending the AOM and UML modelling concepts by adding blockchain
decentralization concepts. The research questions addressed are as follows: RQ1
How to develop a model-driven (T-DM) approach that supports the design and de-
velopment of blockchain applications for IOC? RQ2 How to develop the ontology
of the T-DM approach for building DApps? RQ3 How to develop a blockchain
application for trustable organizational collaborations using the T-DM approach?
RQ4 How to implement and evaluate the T-DM approach and support tool for
designing blockchain applications?

6.1 Answer to RQ1
To answer this research question, a systematic literature review is conducted to
identify the problems limiting the use of blockchain applications in organizations.
Then, existing approaches for building blockchain DApps are gathered from rele-
vant literature and expert interviews. The identified approaches are then assessed
to establish the strengths and weaknesses of the current approaches by using the
findings from blockchain limitations as analyses criteria. Next, a model-driven
T-DM approach is developed to address the weaknesses that exist in the current
approaches for building blockchain DApps. These are shown in Publications I
and II.

6.1.1 RQ1 Summary of results

The SLR shows that the purposes for using blockchain in organizations include
enabling transparency and trust management, data security or privacy, resource
management, data tamper-proofing, and data interoperability. The main problems
that affect the use of blockchain applications in organizations include: usability
problems, security flaws, transaction cost scalability and privacy leakage prob-
lems. The results of the analyses of data collected from the expert interviews
and related literature reviews on the existing methods for building DApps, show
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that some modelling frameworks and methods that support the design and devel-
opment of DApps currently exist. However, the available methods for building
DApps do not satisfactorily address the current limitations of blockchain technol-
ogy. The T-DM approach is developed to address these limitations by extending
AOM and UML concepts. Thus, providing a methods for deriving initial require-
ments, architecture and behavioural use-cases of blockchain DApps.

6.1.2 RQ1 Summary of contributions

The main contributions generated by answering the first research question in-
clude:

• Identification of blockchain as a potential technology that addresses the
trust issues that exist in inter-organizational collaborations (Publication I).

• Findings that the examined modelling approaches and common software
development techniques are not suitable for building blockchain DApps
for organizational use as they do not address the inherent limitations in
blockchain technology (Publication II).

• Development of modelling approach for building DApps that addresses
weaknesses in current software development techniques by combining the
modelling concepts in agent-based systems and standard UML models (Pub-
lication II).

6.2 Answer to RQ2
To answer the second research question, the ontology of the T-DM approach is
developed by capturing the syntax descriptions of the elements and diagram types
in the modelling approach. The syntax aspect outlines the textual, graphical and
formal descriptions of the elements and diagram types in the models to ensure
the structural correctness and consistency of diagrams produced by applying the
T-DM approach.

6.2.1 Summary of RQ2 results

The syntax of the T-DM is presented by first describing the requirement elicitation
method of the T-DM approach that shows the non-functional requirements, func-
tional requirements and stakeholders of a given blockchain DApp for IOCs. A
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running case of the DApp requirement is developed using the requirement elicita-
tion method presented. The syntax correctness of the T-DM approach is captured
by an XML-based approach used to formally describe the T-DM-requirement di-
agram elements, and an XML-based approach for verifying the correctness and
consistency of diagram models. The results from the model verification show
that the requirement model artefact generated using the requirement-elicitation
method described and developed in this thesis is correct and consistent with the
T-DM requirement-modelling concepts.

6.2.2 RQ2 Summary of contributions

The main contributions generated by answering the second research question in-
clude:

• Development of heuristics containing standardized modelling elements and
elements relationships for describing the ontology of the DApp modelling
approach (Publication III).

• Development of a T-DM model requirements diagram of an application that
solves problems associated with identity document verification validation
for web-based financial service providers (Publication III).

• Development of a model-checking method for verifying the syntax correct-
ness of the developed modelling approach for building DApps (Publication
III).

6.3 Answer to RQ3
The third research question is answered by designing a CoPM platform that en-
ables symmetric information exchange between multiple parties in building con-
struction using the T-DM modelling approach. The design DApp captures the
requirements, architecture and behavioural use-cases of the CoPM DApp.

6.3.1 Summary of RQ3 results

The main value proposition of the platform is to provide a decentralized system
for supply chain management, and project management, in the construction in-
dustry. The first-level requirements of the designed system are: onboard new
users; onboard new projects; manage digital assets; manage projects; manage
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payments, and manage wallets. The stakeholders that participate in the platform
include human users and software agents. The latter automate the auditing and
bidding functions, while the human users are mostly responsible for creating digi-
tal assets containing project requirements and executing projects. The main com-
ponents of the static architecture are derived from the heuristics mapping of the
first-level requirements of the platform. The use-cases of the designed platform
outlining the necessary activities that are required in executing on-chain events
include: digital-asset creation operations; tender-initiation operations; project-
payment operations, and building-maintenance operations.

6.3.2 RQ3 Summary of contributions

The main contributions generated by answering the third research question are
the creation of CoPM DApp models for realizing symmetric information shar-
ing in the multi-dimensional collaboration that exists in executing large building
construction projects:

• Development of the CoPM requirement model (Publication IV).

• Development of the CoPM architecture model (Publication IV).

• Development of CoPM behavioural use-cases models (Publication IV).

6.4 Answer to RQ4
The fourth research question is answered by implementing the modelling ap-
proach using the meta-model and support tool, using UML profile diagrams.
The modelling approach is evaluated to understand the semantic correctness and
practical usefulness of the modelling approach. The support tool is evaluated to
understand the effectiveness and usability of the tool in reproducing the T-DM
diagrams.

6.4.1 Summary of RQ4 results

The T-DM meta-model model provides the semantic representation of the mod-
elling approach and also shows the heuristics mapping used in realizing T-DM
diagrams and elements from the base requirement diagram. The UML class di-
agram is used in developing the T-DM approach meta-model used in this thesis.
The support tool is implemented using the UML profile diagrams in standard
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enterprise-modelling software. The T-DM support tool is represented by the tool-
boxes that contain the T-DM custom modelling notations in standard modelling
software, and the toolboxes are realized in the modelling software by creating and
importing three different profile diagrams for implementing the T-DM diagram
types. The results from the semantic evaluation show that the T-DM approach
provides a realistic and correct representation of the steps required in creating
DApps. The pragmatic evaluation results show that the modelling approach is
perceived as very useful in producing quality DApp designs. The results from
the support tool evaluation show that the tool requires less modelling effort and
provides more usability in producing T-DM-diagram models.

6.4.2 RQ4 Summary of contributions

The main contributions generated by answering the fourth research question in-
clude:

• Development of a T-DM metamodel representing the semantics of the mod-
elling approach (Publication V).

• Development of a support tool that enables efficient creation of DApp mod-
els using the concepts defined in the developed modelling approach (Publi-
cation V).

• Evaluation results confirming the semantic correctness and practical use-
fulness of the T-DM approach (Publication V).

• Evaluation results confirming the effectiveness of the support tool in creat-
ing T-DM diagram models (Publication V).

6.5 Thesis Limitations and Future Works

The main limitation of the research conducted in this thesis is the lack of proper
support for the software-development aspect of the model-driven approach. This
is evident by the absence of code generation for the T-DM approach and support
tool. The main ideas behind model-driven software development are to automate
both the design and development phase. The current work conducted in this thesis
focuses mostly on the design aspect of software requirements engineering. The
development support provided by the T-DM approach in building DApps only
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covers the user-story mappings of on-chain functions in DApp requirement mod-
els.

Another important limitation of the thesis is that the significance of emotional
goals applicability to the design of blockchain DApps has not been fully explored.
Although the AOM emotional goal concepts are captured in the semantic descrip-
tion of the T-DM approach, the applicability of emotional goals in the design of
DApps use-cases that address IOC problems are not well captured in this research.
Thus, this weakness is considered a key limitation of this thesis.

Other limitations of this research are in the subjectivity of the researcher in ana-
lyzing (and interpreting) data, and the risk of generalization. Subjectivity relating
to the values and viewpoint of this researcher could have an impact on the in-
terpretation of results when analyzing the strengths and weaknesses of current
approaches for building DApps. The subjectivity could also impact the interpre-
tation of evaluation results of the T-DM approach and support tool. Considering
the low number of experts interviewed in this study, there is the possible impact
of risk of generalizations for the results generated in this thesis. Still, blockchain
technology is a new innovation space and the number of experts with the required
knowledge to participate in the interviews, webinar and workshop conducted in
this thesis, are limited. As a result, gathering a large number of experts to partic-
ipate in the evaluations conducted in this thesis is a noteworthy limitation.

6.5.1 Future Works

Addressing the main limitations of this thesis is considered as the next logical
step for future work. Therefore, it is necessary to conduct well-grounded re-
search to solve the limited development support provided by the T-DM approach
in building blockchain DApps. Only then, it will be possible to generate actual
smart-contract code for implementing the various on-chain functions captured in
the use-stories of blockchain DApps in the T-DM requirement models. First, the
common on-chain functions that are usually encountered while designing DApps
for IOC have to be identified. Next, the smart-contract codes for realizing these
common functions are developed and mapped to the code generation part of the
graphical interface of the modelling software.

Additional research is necessary to explore and understand the application of the
AOM emotional goals in the design of IOCs. Thus, a standardized list of emo-
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tional goals that are applicable in the design of blockchain DApps for IOCs can
be developed and formalized.
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for owl ontologies. In Model driven architecture, pages 204–219. Springer,
2004.



References 99

[21] R. During. Lachnummer BER: Das Debakel um den Hauptstadtflughafen,
Eine Chronik. Rotbuch Verlag, 2013.

[22] C. M. Eastman, Y.-S. Jeong, R. Sacks, and I. Kaner. Exchange model
and exchange object concepts for implementation of national bim standards.
Journal of computing in civil engineering, 24(1):25–34, 2010.

[23] A. Egberts. The oracle problem-an analysis of how blockchain oracles un-
dermine the advantages of decentralized ledger systems. Available at SSRN
3382343, 2017.

[24] M. Farnaghi and A. Mansourian. Blockchain, an enabling technology for
transparent and accountable decentralized public participatory gis. Cities,
105:102850, 2020.

[25] S. E. Fawcett, P. Osterhaus, G. M. Magnan, J. C. Brau, and M. W. McCarter.
Information sharing and supply chain performance: the role of connectiv-
ity and willingness. Supply Chain Management: An International Journal,
2007.

[26] J. Ferber and G. Weiss. Multi-agent systems: an introduction to distributed
artificial intelligence, volume 1. Addison-Wesley Reading, 1999.
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Abstract—The application and use of smart contracts in
organizations require a holistic overview. This overview helps
to understand the current adoption of this technology and also
deduces factors that are inhibiting its use in the modern organiza-
tion. This study provides a systematic review of previous studies
comprising of frameworks, methods, working prototypes and
simulations that demonstrate the application of smart contracts
in organizations. Understanding the current state and usage of
smart-contract technology in an organization is a focal point
of this paper. Much progress occurs in developing technologies
that support smart contracts, while little understanding exists
pertaining to their usage in organizations. In this study, we
identify properties of smart-contract applications in different
domains of modern organizations. We further analyze and
categorize challenges and problems mitigating the adoption of
smart-contract applications.

Index Terms—blockchain; applications; smart contract; limi-
tations; use cases; decentralized autonomous organization

I. INTRODUCTION

Organizations face new challenges such as information
security [1], trust and transparency between different stake-
holders [2], decentralization of working processes [3] and
so on. The development of blockchain technology and smart
contracts provides new opportunities for organizations to ad-
dress these problems. Blockchain-enabled smart contracts are
computer programs that are consistently executed by a network
of mutually distrusting nodes, without the arbitration of a
trusted authority [4]. Smart contracts provide organizations the
possibility to collaborate and execute self-enforcing contract
clauses in a blockchain network without the involvement of
a third-party. While smart contracts provide new options for
organizations and several studies have been carried out on how
smart contracts can be applied to solve several issues affecting
modern organizations, little is known about the adoption of
smart contracts in organizations. This paper fills the gap by
presenting an overview of the business applications supporting
smart contracts. The primary research question of this pa-
per is how to successfully adopt smart contracts in modern
organizations? The answer to this question helps the reader
to understand main domain problems that can be solved by
smart contracts and current limitations of this technology. We
deduce the following sub-questions from the primary research

question. What are the domains of smart-contract applications
in established organizations? The understanding of domains
using smart contracts helps organizations during decision
making processes about smart-contract adoption. What are
the main benefits of smart-contract applications in these or-
ganization domains? Definitions of a domain help to focus
on the main benefits that organizations can gain from smart-
contract technology. What are the issues limiting the gains
of smart contract usage in the organizations? Understanding
the limitations helps to avoid serious problems while adopting
smart contracts in working processes.

The remainder of the paper is structured as follows. Section
I-A presents important background information. Section II
provides the description of the literature-review method used
in this study. Section III discusses the analysis of results. Sec-
tion IV presents problem discussions and provides directions
for future research. Section V concludes the results of the
overview and defines limitations of the study.

A. Basic Concepts of Smart Contracts

Smart contracts are supported by blockchain technologies
[5]. In this section, we summarize the concepts of blockchain
technologies as follows - basic blockchain concepts and
Merkle hash tree, time stamping nodes and virtual machines,
consensus and solidity programming language for coding
smart contracts.

Blockchain: The blockchain is a distributed ledger that
allows participants to write and update records on the ledger
and cryptography ensures that records stored remain the same
once added [6]. Records are added to the ledger in form of
transactions, and these transactions are hashed and grouped
in blocks. Each block is cryptographically linked to the
next block. Markel tree or hash tree is a cryptographical
method that ensures transactions stored in blockchain are
linked with mathematical hashes [7], [8]. This guarantees that
no modification can invalidate the entire record. The hashes
provide an efficient method to verify any transaction on the
blockchain. With this method, records can be verified without
going through the entire data stored in the network [8].

Nodes and virtual machines: The blockchain network is
represented by the nodes that are connected in peers and each
participating node has a copy of the ledger [6]. The nodes are
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run by virtual machines, e.g., an Ethereum blockchain node is
powered by the Ethereum Virtual Machine (EVM) [7]. Once
a new block is accepted in the network, each node updates its
record by adding the new block. Transactions are timestamped
and sent from the participating nodes. All the nodes in the
network agree on a consensus method for adding new records
to the ledger [5]. Transactions are grouped in blocks and once
a block has been accepted by the network, all the participating
nodes add the new block to their copy of the ledger [7].

Consensus mechanism: A consensus method is an agreed
method for adding new records to the blockchain by the
participating nodes. Consensus methods are grouped into two -
voting based consensus and proof-based consensus [5]. Proof-
of-Work (PoW) is an ex-ample of proof-based consensus
method and its currently being used by the Bitcoin and the
Ethereum blockchain at the time of this writing [6], [7]. PoW
is a consensus mechanism that allows all the participating
nodes to solve a difficult mathematical problem and rewards
the first node that solves the problem by selecting the node to
add the next block [5]. The Proof-of-Stake (PoS) is another
example of proof-based consensus method. However, while
PoW motivates a centralization of computing power, PoS
moves the decision basis from computing power to possession
of stake in the system, such as an amount of cryptocurrency
[9].

Programming smart contracts: Solidity is an example of a
programming language that provides a method for running a
computer code on blockchain nodes [10]. Computer programs
that digitally verify, enforce contracts and run on a blockchain
network are referred to as smart contracts. The smart contracts
are stored and executed in blockchain nodes. With the right
access, any user can run and execute smart contract functions
from any participating node in the network [7]. In our study,
we focus on smart contracts written in Solidity as it is the
programming language adopted by the largest blockchain
network that supports smart contracts [7].

II. METHOD OF LITERATURE REVIEW

This research uses a systematic literature review method
[11]. Literature review gives a good foundation for research in
information systems and strengthens information system as a
field [12]. A review of literature of smart-contract applications
strengthens the field of blockchain within information systems.
We conduct the review in four phases [11]. Phase 1 is the
review of the purpose and protocol of the study. Phase 2
involves searching the literature and practical screening. In
Phase 3, the quality appraisal and data extraction is presented.
In Phase 4, we analyze the findings. This literature review
method is chosen because it is developed specifically for
information-system research [11].

Planning Phase: In the first phase, we design a review
protocol as this is an essential element in conducting a
systematic literature-review study [13]. Furthermore, a review
protocol minimizes biases in a detailed plan [13]. We discuss
the purpose of the review and design a protocol, a searching

plan, selection criteria, data extraction method, data analyses
and present the review results.

Selection Phase: In the second phase of the review, we
search for academic articles using the Google scholar database.
Since smart contract is a new technology in information
systems, we search for journal papers, conference papers and
select white papers from 2013–2018. This time frame helps
us to find relevant articles from the search engine.

In our search for articles, the keywords and Boolean
operators used are as follows: smart contract + business,
smart contract + organization, smart contract + organization,
blockchain + business, blockchain + organization, blockchain
+ organization, distributed autonomous organization + busi-
ness, decentralized autonomous organization + organization,
to find papers with limitations and problems, the following key
words are used: problem + blockchain, problem + decentral-
ized autonomous organization, and problem + smart contracts.
These pairs we use independently in every search.

From the results of our searches, we conduct an efficient
screening process, discarding articles not relevant to the study,
duplicates, and articles that we do not obtain the full text. After
this initial screening, we got a total of 469 papers. This process
is depicted in Figure 1 in the study [14].

Exclusion and Inclusion criteria: In the first step of
article selection, the exclusion criteria include the following:
Articles that are not relevant to the study, articles for which
a full paper cannot be downloaded or accessed, articles not
published between 2013 and 2018 and articles not related to
blockchain technology, distributed autonomous organization,
or smart contracts. In the second step, the inclusion criteria in-
clude high-quality white papers, journal papers, peer-reviewed
conference papers, articles on smart-contract applications in an
organization.

Execution phase: In the third phase of the review, we extract
data from eligible articles based on the research questions
guiding this research and collect information from articles to
serve as raw material for the analyses [11].

III. ANALYSIS OF RESULT

In this section, we analyze the reviewed literature to un-
derstand how smart contracts are currently applied in the
organizations and current limitations that mitigate the adop-
tion of smart-contract applications in the organization. The
subsections are structured as follows: Section III-A provides
an analysis of smart-contract applications in the organization.
Section III-B defines the blockchain issues mitigating smart-
contract adoption in organizations.

A. Analyses of smart-contract applications in the organization

We base the analyses of smart-contract applications in the
organizations on the following categories: the year of the
publication, type of publication and subcategories to identify
the properties of the smart contract. The year and type of
publication provide information on the quality of the literature
reviewed. We identify when the paper was published and if the
paper is a peer-reviewed publication. Though there has been
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too much proliferation of non-peer reviewed papers in the form
of white papers in the blockchain smart-contract community,
we cannot ignore so many contributions by none peer-reviewed
literature in this field.

We further analyze the characteristics of the smart contract
that are listed in properties categories in Table 1 in [14]. We
identify the following properties of the smart contract: orga-
nization, blockchain technology, type of network, application
area, problem intended to be solved and status of contribution.
In the organization properties of the smart contract, we identify
the type of organization that the contribution was developed
for. We further divide the organizations into business and
public. Under technology property, we identify the blockchain
the smart contract was designed to be implemented on. With
this property, we identify current blockchain technologies that
support smart contracts. In the application area, we identify
the type of business process/operation the smart contract is
designed to simulate. In the purpose category, we identify
the primary goal of applying smart contract in a particular
application area, and this can be security reasons, privacy
concerns, to build trust, etc. In the status section, we identify if
the projects analyzed are theoretical descriptions, prototypes,
or working implementations in an organization.

1) Presentation of smart-contract application analyses re-
sults: The overview of analyses of smart-contract applications
in the organization is presented in the Table 1 in [14]. If a
project analyzed does not address the corresponding item or
provide sufficient information on the classification, we leave
it unmarked. The table shows that 81% of the projects/studies
analyzed are published as peer-reviewed publications. 59% of
the projects are published in 2017 and 75% of all implemented
projects are published from 2017 and later.

Business organizations are the top organizations for smart-
contract applications as 87.5% of the projects analyzed are
designed for business organization. For the projects that are
implement, 75% are specifically designed for business organi-
zations.

In all the projects analyzed, 62.5% are either prototyped,
or implemented (working). Only 37.5%, fall into the category
theoretical descriptions and proposed frameworks/methods.

In the application area/domain of smart-contract projects
analyzed, 71.87% have their application areas in supply chain
management (SCM), finance, healthcare, information security,
smart city and IoT solutions. Therefore, we identify those at
the top domains of smart-contract applications in the organi-
zation. Besides, for the projects that are already implemented,
75% are in the domain of healthcare, SCM, and finance.
Furthermore, the table shows that transparency and trust are
main reasons why an organization may use smart-contract
applications, about 44% of the projects mention either trans-
parency, or trust as the primary purpose of the smart-contract
application. Other top reasons include data security/privacy,
resource management, tamper proof, and interoperability.

Ethereum and Hyperledger fabric are the leading technology
for smart-contract applications in organizations, as 50% of the
implemented projects are hosted on these platforms. Ethereum

network is the technology of choice for prototyping smart-
contract projects in the organization as 66.67% of the projects
analyzed are prototyped with the Ethereum network. Also,
50% of the prototypes are carried out in public blockchains.
Still for implemented projects, 75% are carried out as private
networks.

B. Analysis of blockchain issues mitigating smart-contract
adoption

We examine existing issues and technical limitations that
affect blockchain technology. Our analyses are based on
the following factors: the timestamping virtual machine that
runs the blockchain nodes, cryptography behind the digital
signature, consensus mechanism for confirming transactions
and the Solidity programming language for developing smart
contract [7], [15]. We further examine how the issues identified
affect different application areas of smart contracts in the
organization. We only consider top application domains in this
analysis.

1) Presentation of blockchain limitation analyses results:
We identify 18 limitations of blockchain technologies. From
the analyses as shown in Figure 2 in study [14], we found
that technologies affected are a digital signature (55.6%),
consensus (50%), Solidity programming language (38.9%),
consensus mechanism PoW (27.8%) and nodes (27.8%).

We analyze application areas that are affected by presented
limitations. Most of the limitations (61.1%) describe issues
that affect all application areas that we investigate. 72.2%
of the limitations define the issues that affect all applica-
tions that use tokens. Limitations that affect an application
involving PoW are presented in 66.7% and applications in
public blockchains are presented each by 72.2%. Limitations
for applications in finance domain are presented in (72.2%)
and 66.7% describes limitations that affect IoT, Smart City
and SCM domains.

Figure 3 in the study [14], shows how the current limitations
of blockchains affect smart contracts in public networks and
private networks. The figure shows that there are specific
issues in blockchains that affect only the public networks.
However, most limitations affect both private and public
blockchains. No specific issue affects only private blockchains.
The issue of unsustainable consensus method presented in
PoW does not affect private blockchains, because they mostly
use voting-based consensus method for approving transactions
[16]. Due to the control that exists in permissioned blockchains
when approving members, the trusted-party-requirement issue
is eliminated since all participating nodes are known and
trusted.

We further analyze Table 2 in [14] to determine the severi-
ties of the current limitations that affect blockchains. With this,
we identify important issues mitigating smart contracts usage
in the organization. The classification for this analysis is based
on the following severity levels: low important, significant and
critical.

Figure 4 in the study [14] shows the severity levels of the
current issues that affect blockchain technologies. The issues
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are ordered in their level of importance. The less important
issues are in at the bottom of the triangle, significant issues
are in the mid-level of the triangle while the critical issues
are located at the top of the triangle. The study [14] identifies
the following main limitations of blockchains technologies:
usability and complexity issues, standardization, lack of test-
ing and practical experience, and design architecture issues.
Other significant issues include storage scalability, regulation,
soundness of smart contracts, security flaws and bugs, privacy
leakage and smart contract lifecycle management and non-
tested consensus methods. The less important issues are as
follows anonymity, scalability-time, transaction cost, cryp-
tocurrency unpredictability, unsustainable consensus method,
trusted third-party involvement and cryptocurrency liquidity
problem.

IV. DISCUSSIONS

In this section, we discuss the results of the analyses we
performed in section III. The results of the analyses are
presented in Table 1 and 2 of the study [14]. In the first
part of this section, we discuss the results of the analyses
showing smart-contract applications in the organization. In the
second part of this section, we discuss the current blockchain
technology issues that affect smart contracts usage in the
organization.

A. Application discussion

The results from the Table 1 in study III show that most
are mostly peer-reviewed academic publications. This is a
necessary step in determining the quality of the projects we
evaluate in our study. Though the idea of smart contracts
begins with the unpublished manuscript by Szabo Nick in
19941 and the implementation starts with the development
of the Ethereum virtual machine that provides the possibility
of running Turing complete programs on a blockchain in
2014 [7], our study shows that serious effort to develop
organization-blockchain applications start in 2017. This is
evident as most of the implemented smart-contract projects
are carried out in 2017 and later. Blockchain provides an
opportunity for both public- and private organizations to run
trustless smart-contract applications. The current study shows
that business organizations lead in development, implemen-
tation, and adoption of smart-contract projects. Our study
did not identify any specific smart-contract project designed
for military organizations. A search on Google Scholar for
”military blockchain applications” returns about 1200 results.
However, our study cannot identify an actual prototype, or
working blockchain based military organization application.
This could be linked to the fact that military applications are
usually classified and not available in public domains.

In our study, we identify top application areas, or organiza-
tion domains that comprise a large number of smart-contract
projects. We identify the following organization domains as
the top application areas of smart contracts - SCM, finance,

1Szabo, Nick. ”Smart contracts.” Unpublished manuscript (1994).

healthcare, information security, smart city and IoT solutions.
These organization domains have some similarities because
their processes involve the participation of several collaborat-
ing parties. For instance, SCM involves parties from a supplier,
buyer, transporter, etc., who do not trust each other. Blockchain
enabled smart contracts therefore are very relevant in these
domains as they provide a trustless and transparent system
for storing and executing transactions in an immutable way.
To validate this point, our study also shows that trust and
transparency are the top reasons to adopt blockchains for all
the projects we evaluate.

Though there are many blockchains for executing smart con-
tracts, our study shows that Ethereum blockchain remains the
blockchain of choice for prototyping smart-contract projects.
Still, projects are developed using Ethereum and Hyperledger
fabric blockchains. Hyperledger fabric is part of the blockchain
tools developed in the open source Hyperledger project. The
Hyperledger project seeks to develop compatible and inter-
operable blockchain frameworks across organizations. IBM
is a leading contributor to the Hyperledger fabric project,
and also a leading service provider for organizations adopting
blockchain projects [17]. Finally, our study shows that most
of the working projects are implemented on permissioned
networks. This is because of the privacy leakage blockchain
issue that causes transactions to be viewable to all participants
of the network. Even though the privacy leakage problem
affects both private- and public networks, as shown in our
study, this problem is reduced in private blockchains because
permissioned networks can regulate the membership and par-
ticipation in their network.

B. Discussion of Limitations

In this section, we discuss current limitations affecting
blockchain technologies. In the second part of the section, we
discuss current research addressing important limitations that
mitigate the adoption of smart contracts.

1) Smart contract and blockchain limitations: Both public-
and private blockchain networks face challenges regarding to
who is allowed to take part in the network, who is allowed
to execute the consensus protocol, and who is responsible for
maintenance of the shared ledger [18]. The usage of smart-
contract applications in organizations is complicated because
of the blockchain complexity- and usability issues. Blockchain
networks have complexity and usability challenges, especially
for first-time users [19]. Furthermore, the blockchain technol-
ogy has architecture-design issues that are not acceptable for
organization processes [17]. Smart contracts are supported by
a few number of programming languages such as Solidity,
Cardano, Tezos, Neo etc. The consensus mechanisms are not
flexible and are hardcoded into the blockchain [17].

Several limitations affect blockchain-technology consensus
mechanisms. Cost is attached to performing transactions in
the blockchain to compensate miners, and this may limit the
usage of smart contracts in organization applications. Still,
this does not apply to private blockchain networks as voting-
based consensus methods are usually adopted in permissioned
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blockchains [5], [17]. The other limitation of the blockchain
consensus mechanism is volatility of cryptocurrencies and
presents difficulty in making long-term economic decisions
[20].

Some of the newly proposed consensus methods lack testing
and reliability, similar to the well-known PoW and PoS [5].
The mechanism of a digital signature in the blockchain has
several limitations. These include anonymity issues, privacy
leakage in transactions and trusted third-party involvement [6],
[21]. The usage of smart-contract applications that generate a
significant amount of data, is limited by the storage scalability
issue of blockchain nodes [21]. This affects smart-contract
applications that process and store a significant amount of data.

Some of the newly proposed consensus methods lack testing
and reliability, similar to the well-known PoW and PoS [5].
The mechanism of a digital signature in the blockchain has
several limitations. These include anonymity issues, privacy
leakage in transactions and trusted third-party involvement [6],
[21]. The usage of smart-contract applications that generate a
significant amount of data, is limited by the storage scalability
issue of blockchain nodes [21]. This affects smart-contract
applications that process and store a significant amount of data.

The Solidity programming language has several design
issues such as security flaws and bugs, soundness and lifecycle
management. There are many unknown attack vectors in the
ecosystem and there is also the issue of bugs in Solidity
code [22]. Additionally, Solidity lacks a formal foundation
and smart contract cannot be verified with an algorithmic tool
before they are deployed [22]. Another big challenge affecting
both public- and private blockchains is the regulation of the
network. There is no proper legal framework to address legal
issues of tokens, tax and intellectual property in a blockchain
network [23], [24].

2) Current research efforts that address significant and crit-
ical blockchain limitations: Some of the issues limiting smart-
contract adoption have already been addressed. For instance,
the PoS consensus method is designed to address the time
scalability issue and resource wastage issue in PoW. In PoS, a
consensus is achieved by randomly selecting one of the nodes
to create the next block based on their stake in the network.
The chances to be chosen depends on wealth in the system
[25]. As a result, some of the prominent blockchain platforms
such as Ethereum are adopting PoS as a consensus method
for their blockchains [26]. Qtum which is also a popular
blockchain platform, comprises a PoS-consensus method since
inception [27].

3) Scalability, third-party involvement and privacy leakage:
The issue of storage scalability is a significant limitation of
smart-contract applications, as shown in our study. A study
[28] proposes using decentralized database storage systems
that are linked to an existing blockchain network for storing
large sets of data from smart-contract applications. In these
systems, immutability and trust can be achieved by applying
voting mechanisms and shared replications of stored data. The
main drawback of this proposal is that the storage is located
outside a blockchain network and the immutability feature that

blockchain provides cannot be guaranteed in these systems.
In the case of a third-party involvement, some smart-

contract applications require a third party to provide infor-
mation on the status, or value of an asset. IBM develops
microcomputers to address this issue. These computers are so
small that they can be attached directly to an asset and provide
an update on the asset2 . This is particularly useful in the SCM
domain. The current setup of smart-contract applications in the
SCM domain requires an RFID chip, or similar tool to provide
information on the status of assets [3], [29]. We consider this a
third-party involvement because the information is not directly
provided by a blockchain node. With the microcomputers
that can be attached to an asset, the asset itself turns into a
blockchain node, providing information on its status without
the involvement of a third party.

Other research addresses the issue of information confi-
dentiality in blockchains. The design of blockchain enables
all participants of a network to view the transactions in the
network. Some studies [30], [31] propose the use of private
blockchain networks to address this issue. Though participa-
tion in private blockchain networks can be regulated, privacy
leakage is still an issue, even in permissioned networks.
Business processes require that only certain members of an
organization have access. Therefore, privacy leakage is still
an issue because there is currently no method to control
access to information on blockchain networks. Still, study
[32] addresses this issue proposing a cryptographical protocol
called HAWK that ensures the privacy of data stored in a
public blockchain. This is achieved by adding an additional
compiler to transform standard smart contracts to a crypto-
graphical protocol among the users of a blockchain. To achieve
confidentiality, the public key of a trusted third-party node is
used to encrypt and decrypt information among the parties
involved in the contract. The use of a trusted third party is
a significant drawback of this protocol as this violates the
decentralization and transparency principles of a blockchain.
There is also an issue of additional cost for verifying the
transactions performed using this protocol [32].

4) Testing, design and usability issues: One of the testing
issues identified in our study is a lack of proper testing frame-
works for blockchain applications. As a recent technology,
blockchain applications have not been properly tested and may
fail at some point. There are currently no fault injection frame-
works available for testing blockchain implementations. Avail-
able techniques do not cover Byzantine failures as represented
in blockchain applications [33]. The study [33] proposes a new
generation of fault injection frameworks for deployment in
production to challenge blockchain-based distributed systems.
The study proposes using the framework to perturb and
verify permissioned blockchain technologies with Byzantine
failures. As there is not much practical experience in usage
of such projects, blockchain implementations cannot be tested

2IBM’s New ’World’s Smallest Computer’ Is Built For Blockchain
http://bitcoinist.com/ibms-new-worlds-smallest-computer-built-blockchain/
(accessed May 2018)
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appropriately. As a result, organizations do not quickly move
their business processes to blockchain solutions.

Blockchain technology is new and therefore, there are
unknown attack vectors in the blockchain ecosystems. The
Solidity programming language has known security bugs.
When used as a payout address, a smart contract acquires the
control of a sender’s contract and withdraw funds from it [34].

Non-flexible consensus methods limit the usage of specific
platforms and thus, not all business requirements can be
implemented in such an environment. Organizations should
be able to decide what consensus method is most suitable
for their applications. To solve this problem, the Hyperledger
Fabric platform provides the possibility for smart contract
developers to choose the most suitable consensus method for
their projects before deploying with a blockchain [17]. Still,
the main limitation is that PoS and PoW as the most popular
consensus methods, are not available for the Hyperledger
platform.

5) Regulation, standardization and smart contract lifecycle
management: The development of blockchain standards and
regulations is at an early stage [35]. Blockchain is a new tech-
nology and therefore it is too early to determine the regulations
required [36]. Little research exists about standardization and
regulation. Still, standards development is underway to address
the risks and abuses. On the other hand, it is essential to avoid
overregulation that stifles innovation because establishing laws
will have an impact on blockchain technology development
[35], [37]. Different blockchain platforms currently exist
that are not interoperable, developing blockchain standards
are necessary in ensuring interoperability between multiple
blockchain implementations, stronger consensus, security and
resilience, privacy and trust [38].

Although smart contract lifecycle management is identified
in this study as part of the issues mitigating smart-contract
adoption in the organization, significant research efforts have
been made in addressing this issue. The study [16], proposes
a method for managing web-based electronic contract. Al-
though, the study focuses on electronic contracts that are run
from web systems instead of blockchain systems as used in
smart contracts, we consider the study useful because the
latter is a form of electronic contract deployed in a blockchain
network. Therefore, the same management cycle is applicable
to both smart contracts and other forms of electronic contracts.
The study proposes a six-step approach to manage smart
contracts comprising proposal, configuration, publication, ne-
gotiation, operation, and closure. Thus, the design of a specific
contract/agreement holds for a single business operation and
once the goal of the operation is achieved and all parties
are satisfied, the contract is closed and a new one created.
The major drawbacks are that smart contracts are designed
for business processes with rules that do not change quickly
since modifications, or changes, cannot be performed on smart
contracts once they are deployed on a blockchain [7]. Further
studies must be carried out to provide an appropriate method
for managing the lifecycle of a smart contract.

The study [39] provides a formalized lifecycle management

framework for decentralized applications. The study describes
a four-phase steps in managing smart-contracts and they as
follows – setup phase, description of decentralized governance
infrastructure (DGI), enactment phase and termination phase.
The setup phase describes the contract negotiation stage as
the parties involves describes the services required and agree
on a proposal for the contract. The DGI shows in hierarchical
order the elements required in executing electronic transac-
tion in the contract proposal. Enactment phase shows the
implementation and the behavior monitoring of the contract
on DGI. Finally, termination phase shows steps required in
dissolving the contract. The framework also provides the
possibility for transaction rollback when there is conflict as
well as compensation mechanisms in such cases.

6) Blockchain cloud platforms: Blockchain as a Service
(BaaS) is a new cloud computing service offered to organiza-
tions for processing their business operations via blockchain
networks [40], [41]. IBM3, Microsoft4 and SAP5 are lead-
ing providers of blockchain-cloud service, while other cloud
providers are also integrating existing blockchain platforms
as part of service offerings6. For instance, Amazon recently
adopted QTUM as part of the blockchain platforms for its
web service offerings . Different methods are proposed for
implementing blockchain cloud service. The study [40] pro-
poses a functional blockchain as a service concept that offers
a lighter implementation of top-level business logic applicable
in BaaS. The main advantage of this approach is reducing the
complexity of developing business logic over blockchain to
improve performance.

Although BaaS reduces the complexities for organizations
wishing to adopt blockchain for their business process, cloud-
blockchain based services still experiences some blockchain
limitations that are outlined in this study. Storage oversize is
the main limitation of blockchain-based cloud platforms [40].
There is also an issue of third-party involvement that negates
the main principles of blockchain.

V. CONCLUSION

In this paper, we analyze 48 peer-reviewed papers relevant
to our research question how to successfully adopt smart
contracts in modern organizations? These papers are filtered
out from the initial search results of 496 papers. Then we
categorize the selected papers by year, type of organization,
blockchain technology, type of network, application area,
problem intended to be solved and status of contribution.
Finally, we examine existing issues and technical limitation
of blockchain technology affected.

Our analysis shows that most of the organizations that adopt
smart-contract application are private (87.5%). 75% of already
implemented projects are designed specifically for private

3IBM Blockchain: https://www.ibm.com/blockchain
4Microsoft Azure platform: https://azure.microsoft.com/en-

us/solutions/blockchain/
5SAP Blockchain service: https://www.sap.com/products/leonardo/blockchain.html
6Amazon blockchain: https://aws.amazon.com/marketplace/seller-

profile?id=884fa2fc-5050-4db4-9110-c9a616d10e99

142

Authorized licensed use limited to: FH Oberoesterreich Studienbetriebs GmbH. Downloaded on April 06,2022 at 13:12:17 UTC from IEEE Xplore.  Restrictions apply. 



organizations. Most of the analyzed projects (62.5%) are
either prototyped or implemented. Only 37.5% fall under the-
oretical descriptions and proposed frameworks/methods. Top
domains (71.87%) of organizations adopting smart-contract
applications are aupply chain management (SCM), finance,
healthcare, information security, smart city and IoT solutions.
The implemented projects are mostly (75%) presented in
healthcare, SCM and finance domains.

After analyzing the organizations adopting smart contracts
we check the purposes of doing so. According to our research,
the transparency and trust are the main benefits with 44% of
smart contracts used in organizations. Other benefits include
data security and privacy, resource management, tamper-proof,
and interoperability.

We identify 18 limitations of blockchain technologies. The
technologies affected are a digital signature (55.6%), consen-
sus (50%), Solidity programming language (38.9%), consensus
mechanism PoW (27.8%) and nodes (27.8%). Most of the
limitations (61.1%) describe issues that affect all investigated
application areas. 72.2% of the limitations define the issues
that affect all applications that use tokens. 66.7% of the
limitations affect applications involving PoW, applications in
public blockchains are presented each by 72.2%. Limitations
for applications in the finance domain are presented in 72.2%
and 66.7% describe limitations that affect IoT, smart city and
SCM domains.

Our study has some limitations, and these include the scope
of analyzed projects and an inadequate categorization of de-
centralized applications to consider viable projects. Our study
considers only projects that are in academic publications while
there are other smart-contract projects in organizations that are
not presented in any academic publication. As future work,
we propose a study to evaluate the feasibility and usability
of implemented decentralized applications in the blockchain
ecosystem.
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ABSTRACT 

Blockchain as a novel technology has shown the capacity to trans-

form multiple sectors. Due to opportunities such as data security, 

transparency, privacy and interoperability presented by decentral-

ized applications on blockchain networks, organizations are now 

moving their inter-organizational functions to blockchain-based 

systems. Traditional system-design methods are not suitable for 

developing blockchain systems since they are not capable of 

capturing new functions that are associated with decentralized 

applications. This paper seeks to address this gap by exploring 

existing design methods and frameworks that support the devel-

opment of decentralized application on a blockchain. To achieve 

this, case-study based research is used in identifying current soft-

ware-development techniques used in designing decentralized 

applications (DApp). Experts in this field are interviewed to iden-

tify their chosen techniques for designing and developing block-

chain applications. Furthermore, related literature is selected to 

identify current techniques for DApp-designs based on the state of 

the art. A systematic analysis of the identified techniques is con-

ducted using the current limitations of blockchain technology as 

criteria for the analyses. Finally, based on the findings of this 

study, we propose a new model-driven framework for designing 

blockchain applications. 

CCS Concepts 
Software and its engineering ➝ Software creation and man-

agement ➝ Software development techniques ➝ Software 

prototyping 

Keywords 

Blockchain; DApps; modeling; design; agile; smart-contract 

1. INTRODUCTION 
There is overwhelming progress in the application of blockchain 

technology in digitizing business processes and organizational 

governance [1], [2]. A blockchain is a peer-to-peer distributed 

ledger to store records that are cryptographically linked [3]. Con-

sequently, many organizations are gradually moving from the era 

of centralized systems to embrace decentralization [4]. This grow-

ing interest of organizations in moving their functions to the 

blockchain is due to the new opportunities that blockchain pro-

vides. For instance, in inter-organizational applications, block-

chain technology provides the possibility to secure shared data, 

provides transparency of processes, enables immutability of in-

formation exchanged between organizations and the automating of 

rules of inter-organizational collaborations [5]. Although the 

application of blockchain in organizations has resulted in in-

creased adoption of blockchain technologies, research shows that 

private- and consortium networks are the preferred blockchains 

for enterprises in building decentralized information systems [4]. 

This is because public blockchains are generally not scalable in 

the cost-, time- and storage dimensions [4]. The most popular 

public blockchain for writing smart contracts still  

uses a proof-of-work consensus method for updating records on a 

blockchain [6]. Recent blockchain platforms have adopted con-

sensus methods such as proof-of-stake, delegated proof-of-stake, 

byzantine fault-tolerant based systems, etc. in addressing time 

scalability in blockchains. Still, the issue remains of costs associ-

ated to scaling transactions on public blockchain networks. Private 

blockchains are also referred to as permissioned networks, are not 

fully decentralized solutions [4] and as a result, issues such as lack 

of transparency, blockchain governance and non-tested consensus 

systems still affect these networks.  

The previous study [4] identifies and describes common issues 

that mitigate the full adoption of blockchain applications in organ-

izations. Research shows that some of the blockchain limitations 

have already been addressed with the introduction of new tech-

nologies and protocols [4]. In this study, we consider the follow-

ing blockchain-technology issues such as usability, transaction-

cost scalability, privacy leakage and security flaws to explore how 

existing software-design- and -development techniques help in 

addressing blockchain limitations. Therefore, the main goal of this 

paper is to identify methods, techniques and frameworks for de-

signing and developing distributed applications (DApp), identify 

their strengths and weaknesses with regards to the current limita-

tions of blockchain technology. Furthermore, the findings from 

these analyses provide the input for developing a new model-

driven framework for designing and developing DApps.  

To achieve the research goals and provide a clear guide for this 

study, we pose the following research question. How to develop a 

model-driven approach that supports the design and development 

of DApps? To achieve a separation of concerns and present more 

clarity, the main research question is further refined to sub-

questions as follows. What are the existing software-design- and -

development techniques in the blockchain domain? What are the 

main strengths and weaknesses of the identified techniques? What 

are the suitable approaches for designing and developing DApps? 

The rest of this paper is structured as follows. Section 1.1 provides 

the background of the study by describing the technologies that 

comprise the blockchain domain. Section 2 describes the case-
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study research method used in conducting this study. Section 3 

outlines the existing methods for developing DApps. Section 4 

provides a systematic analysis of the DApp-development methods. 

Section 5 describes a framework for developing DApps. Finally, 

Section 6 and 7 provide a discussion and conclusions of the study 

respectively. 

1.1 Background: Blockchain Technology 
The blockchain conceptually represents a network comprising of 

data blocks that are stored in groups and each data block is cryp-

tographically linked with the previous block. To ensure the verifi-

ability and correctness of data stored, blockchain networks use a 

different kind of consensus mechanism in adding a new block to 

the network [7] comprising transaction data. Some of the main 

technologies that support the blockchain network comprise as 

follows, a distributed storage mechanism [8], distributed consen-

sus framework [9], asymmetric encryption of information [10] and 

programmable computer code that executes on a blockchain re-

ferred to as smart-contracts [11]. These are presented in details 

below. 

The blockchain distributed storage provides the possibility for 

exchanging and synchronizing data through a distributed network 

comprising of all the participants of the network [8]. The partici-

pants of the network are represented as the nodes and the data 

stored on the network that is replicated across all the nodes. 

In the distributed consensus, a block of data on a blockchain 

comprises several transactions published by the network partici-

pants. The conditions for adding a new block of data to the net-

work are defined in the consensus protocol. This ensures that all 

blocks of data added to the network are correct [9]. The two most 

commonly used consensus protocols include proof-of-work (PoW) 

and proof-of-stake (PoS) [9]. In PoW, a difficult mathematical 

computation is presented to the network and the first node to solve 

this challenge is responsible for creating the next block. Still, in 

PoS, the block creator is selected randomly and the chances of 

selection depend on each node’s wealth (stake) on the network. 

A smart contract is described as a computer program that contains 

conditions that are executed and stored on a blockchain. A smart 

contract outlines both the conditions for executing an agreement 

between parties and the logic for the actual execution of the code 

on a blockchain. If the conditions stipulated in a smart-contract 

are met, the corresponding logic output of the contract is automat-

ically executed without the interference of a third party [11]. With 

smart contracts, inter-organizational processes can be executed 

between parties in a trustless manner. 

The asymmetric encryption on blockchains involves the use of 

public-key cryptography in the encryption and exchange of infor-

mation stored on a blockchain. This encryption system contains 

two keys, the public key and the private key. The public key is 

accessible to everyone in the network and is used to identify each 

participant. The private key is only accessible to the owner and it 

is used to sign published transactions [10]. 

2. RESEARCH METHOD 
This section presents the case-study based research method adopt-

ed for this investigation. This research method defines a qualita-

tive approach for exploring a running case involving detailed data 

collection from multiple sources such as interviews, document 

reviews, observations and reports [12]. In this study, we consider 

expert interviews and reviews of related studies as the primary 

source of data. Data collection is presented in Section 2.1, the 

analyses procedure in Section 2.2 and the case presentation in 

Section 2.3. 

2.1 Data Collection 
According to the study, the validity of the results from research 

can be improved by using data from multiple sources as evidence 

for analyzing the case selected for a study [13]. As a result, this 

study utilizes semi-structured interviews of experts in software 

development in the blockchain domain as well as an evaluation of 

related research outlining frameworks, methods and techniques 

(FMT) for developing DApps.  

Interviews: The use of a semi-structured process for the interviews 

is employed during this exploration as it is rightly appropriate for 

an exploratory research design. A compilation of several open-

ended questions is offered to the respondents as a means for them 

to better express their feelings regarding the phenomena based on 

occurrences and knowledge. A total number of fourteen (14) 

respondents are interviewed either with a video-messaging appli-

cation, or in face-to-face meetings with the respondents. The 

interviews are recorded and transcribed to a format acceptable for 

further analysis. The complete description of the interview steps 

and data collected are presented in [14]. 

Related Literature Review: The analyses of related documents is a 

procedure for evaluating related materials to provide an additional 

source of information and thereby gain more insights about infor-

mation related to the case of study [15]. Therefore, in this study, 

research works describe FMTs for designing and developing 

DApps. The frameworks are summarized and the main contribu-

tion(s) are identified pertaining to the design and development of 

DApps. 

2.2 Analyses Procedure 
In the case-study research, the data-collection phase is followed 

by the analyses of the collected data to generate useful insights 

and new knowledge from data [12]. A two-staged systematic 

analyses step is applied in this study. The first stage involves the 

identification of topical issues from the interviews and related 

document reviews. For the interviews, a thematic-analysis com-

puter program termed Routine Data Quality Assessment (RDQA) 

is used in identifying the topical issues from the interview data. 

This study adopts the steps in carrying out thematic analysis with 

the RDQA tool from the study [16]. The full documentation of the 

interview process and interview data are available in [14]. For the 

related document reviews, qualitative discussions about the results 

of the selected studies are used in identifying the topical issues. In 

both the interviews and related literature reviews, the topical 

issues represent various FMT for developing DApps. The next 

phase of the analysis involves a systematic evaluation of the iden-

tified FMT for developing DApps to identify the key strengths 

and weakness. As already outlined in Section 1 of this study, we 

use the following limitations of blockchain technology as criteria 

for analyzing the key strengths and weaknesses of FMT for devel-

oping DApps. These include usability issues, transaction-cost 

scalability, privacy leakage and security flaws in DApps. The 

identified FMT are measured and scored based on their ability to 

address the listed issues when developing and designing DApps. 

2.3 Case Selection and Subject Description 
The case selection and subject description are an important phase 

in the case-study research [12]. Here, we provide a detail descrip-

tion of the running case of this study and purpose for the selection 

of the running case.  
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2.3.1 Developing DApps for Inter-Organizational 

Collaborations: 
The gold rush in blockchain technology is represented by the peak 

of the Initial Coin Offerings (ICO) in the year 2017. This saw 

many ICO-whitepaper projects, over a thousand in count propos-

ing various use-cases and applications of blockchain technology. 

Still, many of these projects have no meaningful application in the 

blockchain ecosystem. This resulted in the bubble collapse of 

most blockchain-related projects in late 2018 [17]. Still, as the 

technology matures driven by several research activities in the 

blockchain field, clear application purposes of blockchain tech-

nology have been identified. The study [4] identifies the following 

as the main purposes of applying blockchain technologies in 

organizations. These include transparency, trust, data securi-

ty/privacy, resource management, tamper-proof, and interopera-

bility to represent a clear application purpose of using blockchain 

technology for executing inter-organizational processes. For 

instance, a trustless and secure exchange of data between collabo-

rating parties as well as a transparent- and interoperable execution 

of collaborative business processes. Furthermore, case studies are 

also identified showing collaborative models of blockchain-

enabled smart-contract applications in  organizations. The study [4] 

identifies the following as the main application areas of block-

chain technology in different organizational domains. These in-

clude supply chain management (SCM), finance, healthcare, 

information security, smart city and IoT-solutions. Blockchain 

technology still has several limitations that hinder a full adoption 

in organizations [4]. Moreover, identifying the right software-

engineering approach is difficult for designing and developing 

blockchain applications to mitigate existing limitations. If there 

exist appropriate methods for developing DApps, identifying the 

correct organizational application domain is still a difficult task. 

3. DAPP DEVELOPMENT METHODS 
This section presents various methods for designing and develop-

ing DApps based on the data gathered from related literature and 

expert interviews. The methods from literature is presented in 

Section 3.1 and the methods from domain experts in Section 3.2. 

3.1 DApp-Development Methods Literature 
This segment of the paper discusses recent studies that provide 

techniques for developing DApps. First, we present the privacy-

enhancing technique (Ancile), then the ontology-driven approach 

together with a process-reduction technique are presented and 

finally, the UML model-driven strategy. Note that only FMTs are 

considered since they describe how to design, develop, or imple-

ment DApps on existing blockchain systems. 

3.1.1 Ancile Privacy-preserving Technique: 
The main goal of the Ancile project is to address the issue of data 

privacy and -security in the management and handling of electron-

ic health records of patients in healthcare systems. The framework 

enables secure, interoperable, efficient access and the exchange of 

electronic healthcare records between patients, healthcare provid-

ers and third-parties. To accomplish this goal, the Ancile frame-

work proposes an encryption technique for the secure, multi-party 

access to information on a blockchain by storing only data refer-

ences (hashes) on a blockchain. With the use of a proxy, an en-

cryption technique described in the study, Ancile assures that data 

owners (patients) continue to retain control of their healthcare 

records and can disable access to the data by any party in the 

healthcare system. This method does not provide any clear sup-

port in modeling the requirements of DApps. Still, the techniques 

described herein guide the implementation of access control of 

data on DApps. 

3.1.2 Ontology-driven Approach: 
The study [18] proposes an ontology-driven data modeling tech-

nique for designing a blockchain system to enable the tracking of 

items in a supply chain. The main benefit of adopting ontology-

based data modeling in designing a blockchain system is to enable 

organizations to understand data that is distributed across different 

databases, especially in inter-organizational processes. Also, 

ontology-based modeling provides the possibility for the formal 

verification of inter-organizational operations on a blockchain. To 

achieve the goal, the method uses a universal modeling language 

(UML) methodology for transforming data models contained in 

business processes into a given object-oriented programming 

(OOP) language. The formal ontology derived from the OOP is 

further transformed into a smart-contract code that represents the 

data contained in the original business process. The method de-

scribed above provides support for designing DApps since data 

models represented by a formal ontology contains requirements 

for the implementation of a DApp. Furthermore, the modeling 

approach provides support for the development stage of DApps 

since the method describes how the ontology can be transformed 

into smart contracts that execute on blockchains. 

3.1.3 Process Reduction Technique: 
The method for developing DApps described in the study [19] 

addresses the scalability issues for optimizing processes that are 

executed on a blockchain. Although recent blockchain networks 

that use a PoS-consensus method are scalable in terms of numbers 

of transactions that can be executed in a given time, there is still a 

transaction-cost associated. Therefore, the process-reduction 

method specifically addresses the transaction-cost scalability. 

Thus, a business process modeling notation (BPMN) represented 

diagram outlines the operations that are executed on a blockchain. 

The business process is then transformed into a Petri-net (PN) 

model using workflow-net techniques. The study [20] shows steps 

in the reduction of business processes with PN transformations. 

The workflow represented by the PN is then reduced using a 

special PN-transformation technique based on state transitions. 

The reduced process is then transformed to Solidity, a smart-

contract programming language and executed on a blockchain. 

The evaluation of the method shows significant savings in transac-

tion costs associated with a given business when this method is 

applied. This method supports both the design phase of a DApp as 

well as the development phase. The BPMN and PN, as well as the 

process- transformation- and -reduction techniques show the 

models for outlining the requirements and activities in DApps. 

The PN-transformation to Solidity provides actual development 

support for DApps. 

3.1.4 Software Engineering Strategy for DApps. 
The study [21] describes a software engineering modeling ap-

proach for designing and developing DApps. The objective of this 

approach is to ensure that project agreements between project 

owners and -developers are clearly defined and the requirements 

are understandable to all the stakeholders. The method proposes 

the use of UML models such as use-case diagrams, class diagrams 

and activity diagrams in describing the requirements and architec-

ture of a DApp. The design steps presented in the method are 

presented in the study [22]. The design steps are outlined by nine 

activity steps for designers and they are as follows, define the 

goals, identify the actors, define the user stories, divide the system, 

design the smart-contract (SC) system, write and test the SC code, 
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design the DApp-system, write and test the code and integrate, 

test and deploy the DApp-system. The details of these steps are 

illustrated in Figure 1. The proposed model-driven approach 

provides support for the design phase of DApps and limited sup-

port for the development stage. The UML diagrams in the method 

clearly describe and present the requirements of a DApp. The 

model also includes the concept of user stories for mapping the 

software development of the DApp. The two common traditional 

software-development methods such as Agile and Waterfall con-

sider user-stories in the software development steps [25]. 

 

Figure 1: Software-engineering strategy for DApps [17]. 

3.2 Expert-Interview Results  
We next identify and interpret the results obtained by analyzing 

data gathered from interviews. After transcribing the data with 

RDQA, the following categories are derived for presenting the 

findings. These are as follows: current practices in the develop-

ment of decentralized applications on blockchain and existing 

designs and modeling techniques in software development. 

3.2.1 Current Practices in DApp Development: 
With many years of experience in software engineering and of 

blockchain-system development, the respondents attest to numer-

ous methods utilized in the development of DApps. Most of the 

respondents (93%) attest to practicing fully the agile methodology 

in developing DApps due to the flexibility of the processes. The 

process ranges from initiation, planning, executing, the control to 

closure of a project. Detailed steps of the agile methodology are 

presented in [23]. Furthermore, some of the respondents combine 

the agile method with common task-management tools such as 

Scrum and Kanban. Scrum proposes the development of software 

applications through sequential iteration steps while Kanban 

focuses on maximizing project workflows to reduce lead time [24]. 

The predominant use of the agile framework is because it ensures 

that functioning products can be showcased to stakeholders within 

a short interval. Also, the respondent(s) mention that the proce-

dures that lead to the end goal are not standardized. As a result, 

diagrams and flows can be easily thrashed, and new techniques 

adopted within the development process. Therefore, a well-

structured DApp-development plan is necessary. The results of the 

interviews show that developers are fully aware of the current 

weaknesses in using the traditional mark-up languages and nota-

tions in modeling and outlining the requirements of DApps. De-

velopers in this domain are also keen to have a design- and devel-

opment tool that solves these issues.  

3.2.2 Existing Techniques in DApp-Software 

Development. 
In this category, we present the existing modeling tools for DApps 

gathered from the result of the interviews. The questions that 

correctly relate to these views are as follows. How designs are 

documented in their practices? What are the preferred mark-up 

languages or modeling notations? What are their shortcomings 

and strengths? 

Documentation of design helps to keep track of various aspects of 

software development and functionalities. Some of the respond-

ents argue since designs are for representations of a proposed 

system, they prefer drawing models with Adobe, or Wireframe. 

Next, the models are transformed into Jira1 processes to represent 

clearly defined activities and tasks during program development. 

Other modeling tools mentioned by the respondents include Ar-

chiMate2, C4 tool3 and Microsoft Visio4. The results of the inter-

view show that the preferred modeling notations of the DApp 

developers are UML and BPMN. Due to the weakness of tradi-

tional modeling notations in capturing various novel functions in 

blockchain technology, about 35% of the respondents prefer free-

hand sketches of their workflows. The free-hand sketch involves 

the use of hand-drawn activity diagrams to represent various 

stages of software development [25].  

The results highlight the importance of text/free sketches over 

standard notations such as UML due to the inherent flexibility, 

especially in communication with stakeholders. In outlining the 

weakness in the existing modeling techniques, most of the re-

spondents (85%) explain that due to the stakeholders’ lack of 

technical backgrounds, the requirements in the designs are diffi-

cult to communicate. Instead, an additional third-party is used in 

communicating the project requirements. Consequently, time is 

lost and projects may even fail. Some of the respondents include 

the use of Adobe diagrams in simplifying the designs. Further-

more, in addressing the complexity issue in UML, some of the 

respondents prefer the use of BPMN for stakeholder communica-

tion due to its simplicity. Still, BPMN cannot present a detailed 

view of the architectural aspects of software design. Most of the 

respondents point out the weakness of standard UML is being a 

legacy technology that is incapable of presenting functionalities 

inherent to blockchain technology. Finally, the results show that 

most of the respondents (75%) are not satisfied with the modeling 

notations they currently adopt in designing DApps due to several 

shortcomings. The most important findings from the interviews 

are that developers in this domain do not use any modeling pat-

terns, method, or framework in deriving and describing the DApp-

systems they develop. Still, there exist several design frameworks 

for building DApps, as already shown in Section 3.1. Regarding 

design techniques represented by the modeling notations, the 

developers in this domain still use traditional modeling notations 

such as UML- and BPMN models. 

                                                                 

1 https://www.atlassian.com/software/jira 
2 https://www.opengroup.org/archimate-home 
3 https://c4model.com/ 
4 https://www.microsoft.com/en/microsoft-365/visio/flowchart-

software 
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4. ANALYSIS OF METHODS FOR 

DEVELOPING DAPPS 
This section presents a systematic analysis of frameworks, meth-

ods and techniques for the design and development of DApps. The 

criteria for evaluation is presented in Section 4.1 and the evalua-

tion results are presented in Section 4.2. 

4.1 Systematic Evaluation Criteria 
The criteria for evaluation are based on how the current methods 

of DApp-design help in mitigating the limitations associated with 

blockchain technology. This is shown in Table 1. The ’source’ 

outlines the reference of the evaluated items, RL identifies items 

from related literature and ID identifies items from interview data. 

The ’category’ defines the classification of the item evaluated. 

Category F represents framework, M represents method and T 

represents technique. In the context of the analyses performed in 

this study, a ’technique’ shows the use of a single type of model-

ing notations. A ’method’ shows the combination of several nota-

tion types. A ’framework’ outlines the combination of several 

methods detailing the complete steps in the design of DApps. 

The ’application domain’ outlines specific inter-organizational 

operations the selected item is applied to. The ‘HC’ and ‘SC’ 

represent healthcare- and supply-chain respectively. The ’design’ 

and ’development’ support show if the phase of DApp-

development is supported by the item. The ’blockchain limitations 

addressed’ show the existing blockchain technology weaknesses 

the item tries to solve. The usability describes the complexity of 

understanding blockchain technology by project stakeholders. The 

security flaws associate with the verifiability and correctness of 

smart-contracts. The cost scalability is linked to the transaction 

costs associated with blockchain systems. Lastly, privacy leakage 

associates with the accessibility of private information on block-

chain systems. The criterium ’other benefits’ shows the additional 

issue that the selected item seeks to solve. 

4.2 Systematic Evaluation Results 
We show the results of the evaluations in Table 1. Each row of the 

table represents a specific FMT generated from either the inter-

view data, or related literature. The symbols ’-’, ’+’, ’++’ show 

that the selected item is not applicable, applicable, very applicable 

respectively for each evaluation criteria. The results show that 

although all the selected items (except Agile Scrum | Kanban) are 

useful in designing DApps, only the software engineering for 

DApp framework shows very useful applicability in the design of 

DApps because it provides the possibility for modeling detailed 

requirements of DApps. For the development phase, only the 

extended agile method is very much applicable in this area be-

cause it outlines clear steps and task in the DApp-development. In 

the aspects of existing blockchain limitations, the software engi-

neering for DApp, standard BPMN diagrams and freehand sketch 

activity diagram show very useful applicability in addressing 

blockchain usability (and complexity) issues because of the clear-

ly defined steps and easily understandable notations for communi-

cations with project stakeholders. For the issue of security flaws 

associated with smart-contracts, none of the items provide any 

applicability in this area since they do not contain any formal 

means of verification of the correctness of smart-contract codes 

before the execution on a blockchain. Regarding the issue of 

transaction-costs associated with blockchain systems, only the 

process-reduction method is very useful. For the issue of privacy 

of data in blockchain systems, only the Ancile method shows 

potential applicability in addressing this issue. 

Table 1: Evaluations of FMT for developing DApps. 
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5. A MODEL-DRIVEN FRAMEWORK FOR 

DEVELOPING DAPPS 
The results of the evaluation presented in Section 4.2 show that 

the main blockchain limitations such as usability, complexity and 

transaction-cost scalability can be addressed by software-

engineering methods. Therefore, we propose a model-driven 

framework that supports both the design and development phases 

of DApps. The proposed models also support non-technical com-

munications between DApp-designers and project stakeholders as 

well as technical communications between DApp-designers and -

developers. 

We present a three-phase approach for deriving the requirements 

and describing the architecture of a DApp. The first phase ad-

dresses the blockchain usability and complexity issues by using 

Agent-Oriented Modeling (AOM) in deriving the initial require-

ments of a DApp. The second phase involves the use of UML 

component diagrams in describing the project architecture, there-

by communicating project requirements to developers. Finally, the 

last phase employs the use of UML sequence diagrams to describe 

the use-case protocols and identify activities that are executed on 

a blockchain. This addresses the scalability issue by reducing and 

optimizing the number of operations that are published on a 

blockchain since only on-chain operations are associated with 

transaction-costs. These are presented as follows: Section 5.1 

shows the requirement modeling of DApps. Section 5.2 describes 

the architecture modeling of DApps. Lastly, Section 5.3 addresses 

the use-case modeling of DApps. 

5.1 Requirement Modeling of DApps 
Figure 2(a) shows the AOM elements used for deriving the re-

quirements of DApps. The elements are based on standard AOM-

modeling principles [26]. Still, these are further extended to cap-

ture the novel concepts in blockchain technology, as we explain in 

the sequel. The AOM elements are identified as follows, goal, 

quality goal, emotional goal and the role. 
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Figure 2: Icons of DApp modeling notations (a) AOM goal-model (b) UML component- (c) UML sequence diagrams 

The goal element represents a state, or condition that is to be 

achieved in a DApp. The quality goals define the specific soft-

ware-engineering criteria for implementation. The roles represent 

the software agents and human agents that execute a particular 

function in a DApp. The emotional goals describe the feelings of 

stakeholders associated with a particular goal. The goal elements 

are refined into sub-goals. The first goal from which the other 

goals are derived from is referred to as the root goal that is the 

main value proposition of a DApp. This is represented by the 

element labelled Goal in Figure 2(a). The first-level refinements 

(FLR) represent the list of objectives that a proposed DApp seeks 

to satisfy. These are represented by the elements labelled FLG A 

and FLG B in Figure 2(a). The second-level refinements represent 

specific functions that can be executed in a DApp. This is repre-

sented by the element labelled function C in Figure 2(a). A user 

story is attached to the executable goals describing the implemen-

tation of the function from the associated stakeholders’ perspec-

tive. We use the greyed box labelled TK behind a goal element to 

identify goals/functions that are executed on a blockchain (on-

chain). The on-chain functions are based on the associated quality 

goal, e.g., if a quality goal that requires a function to be transpar-

ent for other specific stakeholders, other than the role that exe-

cutes the function, the associated goal is identified as an on-chain 

function. This optimization of blockchain executable functions 

based on the quality goal attached to a goal element addresses the 

transaction-cost scalability issues by ensuring that not all func-

tions in DApps are executed on-chain. 

5.2 Architecture Modeling of DApps 
Using a heuristics-mapping approach, the static architecture of a 

DApp is derived from the goal-model diagram. Figure 2(b) shows 

the elements that describe the architecture of a DApp including 

the following; component, sub-components, interface and actors. 

The FLR of a goal-model diagram is used in deriving the main 

components of the architecture. The second-level refinements are 

used in deriving the sub-components of the main components. The 

labels Module A, Module B and Module C in the figure show the 

main components and sub-components of a DApp-architecture. 

The interfaces show the actions performed by an actor. The inter-

face also shows the data object exchanged between two compo-

nents, or between an actor and a given component. Tokenization 

is a concept in blockchain systems representing exchanged of 

values between users and components. The grey shaded compo-

nent(s) are used to represent the component where tokenization 

occurs. Based on the direct mapping approach used in this frame-

work, the tokenized function C in Figure 2(a) is executed in com-

ponent Module C in Figure 2(b). This also represents the heuristic 

mapping of goals executed on-chain to tokenized components of 

the static architecture. 

5.3 Use-case Modeling of DApps 
The use-case modeling of a DApp is described using sequence 

diagrams to outline the events and activities that are executed on-

chain. To achieve this, all the components that involve tokeniza-

tion are identified and user activities are described that result in 

the on-chain events. Furthermore, the use-cases of the DApp that 

incorporate each of the on-chain events are described in detail 

with a sequence diagram. Figure 2(c) shows the notations of a 

sequence diagram for outlining use-cases of a DApp. The horizon-

tal columns represent the agents (software agents and stakeholders) 

and components. The ordered horizontal arrows show the interac-

tions and activities between these agents and components. The red 

circle denotes an activity that is published (stored) on a block-

chain and the numbered identity (ID) inserted in each red circle 

provides a unique identification for the on-chain activity. 

6. DISCUSSIONS 
Similar studies have investigated the application of agent-

modeling techniques in deriving the requirements of software 

applications. The study [27] applies case-study research in devel-

oping an AOM-modeling method to support agile software-

development processes. The main contribution of the study is by 

describing a visualized approach suitable for agile requirement 

engineering. The study improves the existing body of knowledge 

in AOM by providing a method for mapping the requirements 

contained in the AOM goal-model diagram to agile software-

development tasks by using user-stories. The same concept of 

user-stories is adopted in our proposed approach in requirements 

modeling of DApps in Section 5.1 of this study. Still, the study 

[27] does not capture the architectural aspects of software design. 

The modeling concepts defined in our DApp -modeling frame-

work have already been applied in developing blockchain systems 

in organizations [28], [29]. Actual enterprise-modeling tools to 

support this framework are still lacking. This research is necessary 

to provide a scientific foundation for the framework and provide a 

clear explanation of the concepts before the implementation of a 

Dapp-modeling tool proof of concept (PoC). The latter provides a 

prototype for evaluating the feasibility and reliability of software 

during development [30].  

The UML profile diagram provides the techniques for the imple-

mentation of new modeling techniques using diagram elements 

such as stereotypes, tagged values and constraints to extend stand-
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ard UML models, or even create a new modeling notation [31]. As 

a result, PoC for new modeling notations and concepts such as the 

one described in Section 5, can be created using existing modeling 

tools such as Enterprise Architect (EA). The EA modeling tool 

already provides a set of software-development toolkits (SDK) for 

the implementation of new modeling techniques based on UML 

profile diagrams. EA enables easy experimentation of different 

combinations of the AOM goal models with other standardized 

UML notations. The study [32] shows the implementation of a 

new modeling concept based on UML profile diagrams using EA. 

7. CONCLUSIONS 
The main goal of this study is to identify suitable approaches for 

the design and development of DApps. To achieve this, we adopt 

a case-study research method in identifying existing frameworks, 

methods and techniques for the design and development of DApps. 

The expert interviews and related literature analyses are the main 

sources of data collection in this study. The results show that there 

exist some modeling frameworks and methods that support the 

design and development of DApps. Still, experts in this domain 

use traditional techniques such as UML and BPMN models. The 

former has several weaknesses, especially in deriving the initial 

requirements of DApps. Non-technical stakeholders have difficul-

ties in understanding the UML notations. Also, UML currently 

lacks the capability for modeling novel functionalities that block-

chain provides. Although BPMN provides easily understandable 

notations, especially for stakeholder communication, BPMN 

cannot be used in describing the architectural aspect of a DApp.  

The analyses of the existing frameworks and methods for DApp-

designs show that the identified approaches do not satisfactorily 

address the current limitations of blockchain technology. Fur-

thermore, the analyses of the application of the existing frame-

works and methods in the DApp design identify two blockchain 

limitations that can be mitigated by software-engineering methods. 

These include the usability of blockchain and the transaction-cost 

scalability. Usability refers to the complexity of understanding the 

blockchain-technology functions and -application. Transaction-

scalability costs refer to the executing organizational processes on 

a blockchain. Based on these findings, we propose a model-driven 

DApp-design method that addresses these issues. The proposed 

framework ensures easy communication with stakeholders in 

deriving the initial requirements of DApps using an extended 

AOM model. To address the issue of transaction-cost scalability, 

an optimization technique for on-chain activities is used based on 

quality goals associated with the functions in a DApp. Thereby, 

we ensure only specific activities are executed on a blockchain. 

The architecture and use-cases of a DApp are presented using 

component- and sequence UML models respectively. These 

standard UML models are extended to capture blockchain con-

cepts such as tokenization and on-chain events.  

The main limitation of this study is the absence of an evaluation 

for the proposed approach for DApp-design. Therefore, future 

work from this study comprises the formal description of the 

extended AOM-modeling techniques for deriving the initial re-

quirements of a DApp. Furthermore, a PoC must be derived in a 

study showing the implementation of the tool support for creating 

DApps using extended AOM- and UML modeling notations. 

8. REFERENCES 
[1] O. López-Pintado, et al. Caterpillar: A blockchain-based 

business process management system. In BPM (Demos), 

2017. 

[2] J. Mendling, et al.  Blockchains for business process 

management challenges and opportunities. ACM 

Transactions on Management Information Systems 

(TMIS),9(1):1–16, 2018. 

[3] M. Crosby, et al. Blockchain technology: Beyond bitcoin. 

Applied Innovation, 2(6-10):71, 2016. 

[4] C. Udokwu, et al. The state of the art for blockchain-enabled 

smart-contract applications in the organization.  In 2018 

Ivannikov Ispras Open Conference (ISPRAS). IEEE, 2018. 

[5] B. Scott, et al.  Exploring the rise of blockchain technology: 

Towards distributed collaborative organizations. Strategic 

Change,26(5):423–428, 2017. 

[6] V  Buterin. Ethereum  2.0  spec–casper  and  sharding,  2018.  

[7] M. Crosby, et al. Blockchain technology: Beyond bitcoin. 

Applied Innovation, 2(6-10):71, 2016. 

[8] H. Natarajan, et al. Distributed ledger technology and 

blockchain. World Bank, 2017. 

[9] A. Baliga. Understanding blockchain consensus models. 

Persistent, 2017(4):1–14, 2017. 

[10] M. Pilkington. Blockchain technology: principles and 

applications. In Research handbook on digital 

transformations. Edward Elgar Publishing, 2016. 

[11] V. Buterin et al. A next-generation smart contract and 

decentralized application platform. white paper, 2014. 

[12] Creswell, John W., et al. "Qualitative research designs: 

Selection and implementation." The counseling 

psychologist 35.2 (2007): 236-264. 

[13] P. Runeson et al. Data collection.Case-study Research in 

Software Engineering. Hoboken, NJ, USA: John Wiley & 

Sons, Inc, pages 47–60, 2012. 

[14] H. Anyanka. Systematic Analysis of Methods/Frameworks 

for Developing Decentralized Applications on Blockchain. 

Master's Thesis, Tallinn university of technology (2017).  

[15] G. A Bowen et al.   Document analysis as a qualitative 

research method. Qualitative research journal, 9(2):27, 2009. 

[16] V. Mahnic. Improving software development through 

combination of scrum and kanban. Recent Advances in 

Computer Engineering, Communications and Information 

Technology, Espanha, pages 281–288, 2014. 

[17] D. A. Zetzsche et al. The ico goldrush: It’s a scam, it’s a 

bubble, it’s a super challenge for regulators. University of 

Luxembourg Law Working Paper, (11):17–83, 2017. 

[18] H. M Kim and M. Laskowski.  Toward an ontology-driven 

blockchain design for supply-chain provenance. Intelligent 

Systems in Accounting, Finance and Management, 2018. 

[19] L. García-Bañuelos, A. Ponomarev, Marlon Dumas, et al. 

Optimized execution of business processes on blockchain. 

[20] B. F van Dongen, et al. Verification of epcs: Using reduction 

rules and petri-nets. In International Conference on 

Advanced Information Systems Engineering, Springer,2 005. 

[21] G. Lallai, A. Pinna, M. et al. Software engineering for dapp 

smart contracts managing workers contracts. Proceedings of 

the Distributed Ledger Technology (DLT’20), 2020. 

[22] L. Marchesi, et al. Abcde–agile blockchain dapp engineering. 

arXiv preprint arXiv:1912.09074, 2019. 

61



[23] L. Williams and A. Cockburn. Agile software development: 

it’s about feedback and change. IEEE computer, 2003. 

[24] V. Mahnic. Improving software development through 

combination of scrum and kanban. Recent Advances in 

Computer Engineering, Communications and Information 

Technology, Espanha, pages 281–288, 2014. 

[25] Bartelt C, Vogel M, Warnecke T. Collaborative Creativity: 

From Hand Drawn Sketches to Formal Domain Specific 

Models and Back Again. InMoRoCo@ ECSCW 2013.  

[26] L. Sterling and K. Taveter. The art of agent-oriented 

modeling. MIT press, 2009. 

[27] T. Tenso, et al. Evaluating a novel agile requirements 

engineering method. In ENASE, pages 156–163, 2016. 

[28] A. Norta, et al. A privacy-protecting data-exchange wallet 

with ownership-and monetization capabilities. In2018 

International Joint Conference on Neural Networks (IJCNN), 

pages 1–8. IEEE, 2018. 

[29] V. Balahontsev, et al. A blockchain system for the attestation 

and authorization of digital assets version 1.0. 

[30] Bell, Jeffrey, et al. "Software design for reliability and reuse: 

a proof-of-concept demonstration." Proceedings of the 

conference on TRI-Ada'94. 1994.. 

[31] T. Ziadi, et al. Towards a uml profile for software product 

lines.  In International Workshop on Software Product-

Family Engineering, pages 129–139. Springer, 2003. 

[32] B. Contreras and S. Stefan Krauss. Mdg profile for cast: Uml 

extension for cast (causal analysis based on stamp). 2017. 

 

 

62



Publication III

Udokwu, C., and Norta, A.
Deriving and Formalizing Requirements of Decentralized Applications for

Inter-Organizational Collaborations on Blockchain

Reprinted with permission from
Arabian Journal of Science and Engineering

© 2021, Springer Nature





Arabian Journal for Science and Engineering (2021) 46:8397–8414
https://doi.org/10.1007/s13369-020-05245-4

RESEARCH ART ICLE -COMPUTER ENGINEER ING AND COMPUTER SC IENCE

Deriving and Formalizing Requirements of Decentralized Applications
for Inter-Organizational Collaborations on Blockchain

Chibuzor Udokwu1 · Alex Norta1

Received: 2 October 2020 / Accepted: 9 December 2020 / Published online: 17 March 2021
© King Fahd University of Petroleum &Minerals 2021

Abstract
Traditional information systems that enable organizations to collaborate, share information and resources, have several
weaknesses such as security, interoperability and transparency issues. As a result, organizations are now moving their inter-
organizational collaborations to blockchains. The latter are decentralized networks that allows participants to store and
replicate information across multiple nodes, thereby providing immutable and trustable access to data without relying on a
central authority. The state of the art shows several blockchain technologies such as smart contracts, consensus methods and
decentralized storage to enable enterprises in executing their collaborations on blockchains. However, absent is a suitable
software-engineering-driven framework for designing blockchain decentralized applications that enable inter-organizational
collaborations. This paper fills the gap by proposing a framework for developing decentralized applications for organizational
collaborations by first showing a model-driven method for deriving requirements of blockchain applications. Therefore,
this paper presents a goal-modelling method to systematically describe the requirements of a running case about inter-
organizational collaboration. A goal-model diagram produced from the running case is formally evaluated for correctness
and consistency using the model syntax-verification method described in this paper.

Keywords DApps · Requirements · Goal models · Smart contract · Formalization · Blockchains

1 Introduction

Inter-organizational collaborations are business functions
that require the participation of multiple organizations in
achieving specific objectives [1]. Traditional systems for
enterprise collaborations experience issues related to data
interoperability, process transparency and insecurity. The
security issues are caused by a lack of access control
on shared information when executing inter-organizational
functions [2]. Transparency issues occur due to a lack of vis-
ibility for information exchanged in collaborative processes
[3]. The interoperability issues exist because different organi-
zations participating in collaborative systems have different
a information system setup and real-time sharing of data is

B Chibuzor Udokwu
chibuzor.udokwu@gmail.com

Alex Norta
alex.norta@taltech.ee

1 Blockchain Technology Group, Department of Software
Science, Tallinn University of Technology, Akadeemia tee
15a, 12616 Tallinn, Estonia

impossible [4]. To address these concerns, organizations are
moving their applications to blockchains [5] for executing
inter-organizational collaborations (IOC). Blockchain sys-
tems are peer-to-peer (p2p) networks allowing participants
to write and update records on ledgers where cryptography
ensures immutable traceability. Blockchain’s technological
concepts such as consensus algorithms, smart-contracts, digi-
tal signatures and decentralized storage, enable organizations
to execute their IOC securely and transparently [6].

Consensus algorithms provide clearly defined rules for
adding information to a blockchain. Digital signatures are
based on public-key cryptography (PKC) and provide unique
identification for the participants on a blockchain. Decentral-
ized storage is a replication system that stores information on
a blockchain across all the nodes of the participants [7]. Smart
contracts are computer programs that run on a blockchain
network. Decentralized applications (DApps) are software
applications that run on a blockchain network and apply
blockchain-technological concepts in their designs [8]. With
respect to IOC, themain focus ofDApps adoption in the orga-
nizations is to address transparency, trust and tamper-proof
issues through immutable data storage, ensuring data secu-
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rity by implementing access control mechanism using PKC,
solving interoperability issues by providing instantaneous
access to data using replicated storage systems [5]. Some
existing projects already show how blockchain applications
can be used in solving transparency and security issues in
IOC.The study [9] shows the applicationof blockchainDApp
in ensuring traceability of product delivery in supply chains.
The studies [10,11] show the use of blockchain DApps in
implementing secure and tamper-proof delivery of digital-
and physical assets in a multi-party collaboration system.

Despite the opportunities blockchains provide in solv-
ing problems that exist in IOC, still, a suitable software-
engineering-driven framework for designing and developing
DApps is still lacking. The study [12] evaluates approaches
for designing and developing DApps and identifies sev-
eral weaknesses. For instance, the citation [13] shows an
ontology-driven design method for building traceability
enhanced DApps. The citation [14] is a Petri-net-based
process-reduction method for enhancing the scalability of
cross-organizational processes executed on a blockchain.
The ancile framework [15] is a privacy-preserving tech-
nique for building DApps. Still, these approaches do not
provide a technique to systematically describe the require-
ments and architecture ofDApps. Furthermore, the study [12]
proposes a decentralized agent-oriented modelling (DAOM)
framework for building decentralized applications referred
to as the DAOM. This modelling approach is based on three
diagram types, the requirement, architecture and behaviour
diagrams. The requirement diagram systematically describes
the functional andnon-functional requirements ofDApps and
is adapted from agent-oriented modelling [12]. The extended
UML-component diagrams and UML-sequence diagrams
describe the architecture and behaviour diagrams of the
DAOM [12].

Although citation [12] provides a detailed description
of DAOM and its modelling notations, a proper ontology
description of the modelling framework is still missing. This
study addresses this gap by providing an ontological descrip-
tion of the DAOM-requirement diagram and also provides
a method for verifying the correctness and consistency of
the DAOM-requirement diagram syntax. The focus of this
study is to describe the extended AOM used in realizing the
DAOM-requirement diagram. There exist several variants of
goal modelling techniques for software development such as
Tropos [16], service-oriented goal models [17] and business-
model alignment with goal models [18]. The AOM is chosen
for generating initial requirements of the DApps because of
the inter-organizational nature of blockchain applications in
organizations [5]. TheAOMprovides an uncomplicated tech-
nique in assigning roles to specific functions [19].

Therefore, to systematically describe the ontology of
DAOM-requirement diagrams, first, we show the elements
contained in this diagram types. Next, we show the applica-

tion of the DAOM framework in describing the requirements
of DApps that enable inter-organizational collaboration in a
given running case. Lastly, we describe a method for ver-
ifying the syntax of DAOM-requirement diagrams with an
application to the presented running case. To achieve these,
we pose the following research question. How to develop
the requirements of decentralized blockchain applications
for inter-organizational collaborations? For a separation of
concerns, we derive the following sub-questions. What are
the reference-architectural requirement sets and stakehold-
ers for inter-organizational collaboration? What is the set
of heuristics for specifying a DAOM goal model? What is
the ontology for creating DAOM-design tool support? The
rest of this paper is structured as follows: Section 2 provides
the background of the study by describing the foundational
blockchain technologies, the research method and a presen-
tation of the running case. Section 3 provides an answer to
the first research sub-question by describing a method for
outlining the architectural requirement of a DApp for IOC
as it relates to the functional requirements, software require-
ments and stakeholders in such systems. Section 4 provides
the answer to the second research sub-question by apply-
ing the requirement-derivation method on a running case
of inter-organizational collaboration, thereby developing a
goal-model diagram. Section 5 provides the answer to the
third research sub-question by describing a method for ver-
ifying a goal-model diagram showing the requirements of
DApps for IOC. Section 6 provides the discussions of the
results from this study and also compares the results with
similar studies. Finally, Sect. 7 provides conclusions, limita-
tions and future work for the study.

2 Background

We provide the background on blockchain technologies, the
research method for this study and the running case. Types
of blockchain consensus and smart contracts are presented
in Sect. 2.1. The research method in Sect. 2.2 describes the
scientific method that provides the guideline for this study.
The running case of Sect. 2.3 shows an example of an inter-
organizational collaboration used in evaluating the DAOM
modelling and validation method developed in this study.

2.1 Blockchain Technologies

The main technologies comprising a blockchain are pre-
sented as follows.

2.1.1 Decentralized Consensus

To ensure the correctness and consistency of information
added to a blockchain network, the blockchain consensus
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Fig. 1 Design-science research
method, adapted from [27]

defines the method records that are updated in a blockchain
network [7]. For an IOC that adopts DApps concepts, a
blockchain-consensus system ensures that only correct infor-
mation validated by the collaborating parties can be recorded
in the network. This thereby increases the transparency in
IOC processes. Proof-of-work (PoW) is the most popular
consensus method used by Bitcoin and Ethereum. Bitcoin is
the largest blockchain network, while Ethereum is the largest
blockchain network for executing smart-contracts [20]. In
the PoW consensus method, a difficult mathematical puzzle
is presented and the participant that first solves the puzzle
is selected to add the next record on a blockchain ledger.
Due to scalability issues and resource consumption in PoW,
researchers have proposed a proof-of-stake (PoS) consensus
method as a viable alternative to PoW. In PoS, participants
are selected to add the next record on the ledger based on the
amount of stake deposited on the network [21].

2.1.2 Public-Key Cryptography

The PKC provides a system for unique identification of par-
ticipants in a decentralized network using the public- and
private-key pair [22]. With the public key, participants in an
IOC can be identified andwith their private keys, transactions
can be signed. The PKC thereby provides a tamper-proof
system of source verification for any given activity in IOC.
Furthermore, with the asymmetric encryption in the PKC,
access control can be implemented on IOCprocesses, thereby
ensuring that specific IOC functions can only be executed
by certain parties on the network [23]. As a result, for IOC
that adopts DApp concepts, the PKC in blockchains strongly
address the security issues currently experienced in tradi-
tional systems for executing IOCs.

2.1.3 Decentralized Storage

Records stored on a blockchain network are replicated across
the participating nodes [23]. The existing blockchain stor-
age can be extended further using decentralized databases

that provide extended repositories for blockchain systems
[24] and therefore, preserve digital assets that are exchanged
in IOC-executed blockchain networks. As a result, for an
IOC that adopts the DApps concepts, a decentralized stor-
age ensures that data resulting from the execution of IOC
functions is accessible in real time by all participants. The
real-time access to data solves interoperability challenges in
the current systems for IOC.

2.1.4 Smart Contracts

They are digitally verifiable and enforceable computer
programs that run on a blockchain network [25]. Inter-
organizational collaborative processes can be transformed to
smart-contract workflows and executed on blockchain net-
works [26]. Business logic and rules can be coded into a
smart contract ensuring that IOCs are executed in a trusted
manner without the need to rely on a centralized authority.

2.2 ResearchMethod

The research conducted in this study follows the design-
science research (DSR)methodology that provides a rigorous
framework for the creation and evaluation of information-
system (IS) artefacts [27]. The framework provides methods
for creating new theories represented as constructs, models
and methods. This research focuses on the method for deriv-
ing requirements for collaborative systemson the blockchain.
In Fig. 1, we show the application and instantiation of the
DSRmethod in this study adapted from [27]. The three main
pillars of the DSR are environment, knowledge bases and
IS research. The environment and knowledge base provide
the main input for conducting successful DSR. The environ-
ment represents the relevance of the research in addressing
existing problems in organizations. The application domain
of this research is in the blockchain systems especially
for the design and development of DApps. The organiza-
tional process applicable to this study is inter-organizational,
collaborative processes. Furthermore, the domain problem
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addressed by this study is the issue of requirement modelling
for DApps.

The knowledge base represents the scientific foundation
for providing useful models, methods, frameworks and vali-
dation criteria for the artefacts produced in this research. The
artefact developed in this study is the DAOM requirement
modelling ontology. The artefact is developed by extending
the AOM and integrating blockchain-relevant requirements
[12,19]. To achieve this, we identify software requirements
necessary in executing IOCs from literature and thenmap the
blockchain relevant requirements. Furthermore,we showand
describe all the elements that are in the DAOM-requirement
diagram.

As part of the DSR method shown in Fig. 1, evalua-
tion is necessary for artefacts developed in the research. We
apply the DAOM-requirement ontology to a running case
of IOC. Thus, functional-, non-functional requirements and
stakeholders in the given DApp use-case are clearly iden-
tified and described. As a result, a requirement model is
developed of DApp used in the attestation and verification
of digital identity. To show the syntax correctness and con-
sistency of the DApp requirements developed, we examine
related articles on model-checking methods and identify the
most suitable approach for verifying and validating mod-
els. The model-checking approach identified is then further
developed specifically for DAOM-requirement diagrams for
checking the correctness and consistency of the diagram ele-
ments.

2.3 Running Case

We consider a running case as elaborated in [28] that
describes the status quo in know-your-customer (KYC)
authentication and the complexities experienced in the verifi-
cation and authorization of digital assets for online financial
transactions. These complexities are experienced by both
the client who wishes to purchase a service and the online
merchant who provides the service. Thus, a client wishes to
access services from different online merchants. The client
is required to submit personal identification documents to
the service provider, and the submitted data are analysed
to determine if they are compliant with the institutional
requirements. This results in time loss needed to complete
an online transaction as the client is required to repeat the
same verification process for other merchants too. Moreover,
it is not certain that the client passes the identity verifica-
tion when the process is repeated several times by different
identifiers. Figure 2 shows a pictorial representation of the
running case, and we refer the reader to [28] for further
details.

Fig. 2 Running case about the status quo in document authentication
for the financial industry [28]

3 Requirements of a Decentralized
Application for Inter-Organizational
Collaborations

This section provides answers to the first research sub-
question by describing a method for deriving the functional
requirements, non-functional requirements and stakeholders
of decentralized applications for IOC. Section 3.1 pro-
vides the method for deriving non-functional requirements,
Sect. 3.2 gives the method for deriving functional require-
ments, and Sect. 3.3 shows the method for deriving stake-
holders of DApps for IOC.

3.1 Non-Functional Requirements of a Decentralized
Application for Inter-Organizational
Collaborations

Non-functional requirements (NFR) are a set of criteria for
assessing the operations of a system [29]. Therefore, it is
necessary to understand and identify all the necessary cri-
teria for assessing the behaviour of a decentralized system.
To develop the standardized NFRs for designing blockchain
DApps for IOC, first, we identify NFRs for systems that sup-
port IOC and NFRs for blockchain DApps separately. Based
on the list, we map the relevant requirements that are useful
for designing blockchain DApps for IOC.

For NFR in IOC, several studies exist that provide
standardized non-functional requirements for developing
software applications. The study describes an automated
approach for the elicitation and classification ofNFR require-
ments [30]. Citation [31] provides a goal-model approach for
organizing NFR and also provides a standard list of NFRs for
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software design. A set of NFRs relevant for designing cloud-
based systems is presented in the study [32]. A reference
architecture containing a set of NFRs for designing collabo-
rative systems is presented in [29].

The study [35] describes the process of outlining NFRs
and integrating them to a UML-based conceptual model
of software systems. Based on the listed literature, only
the citation [29] provides a standardized list of NFR rele-
vant in designing software systems for IOC. Therefore, the
literature [29] provides the IOC basis for mapping the DApp-
IOC relevant NFR. Hence, the useful NFR requirements for
designing collaborative systems include modifiability, inte-
grability, interoperability, security, high automation, flexibil-
ity, usability, scalability, applicability, feasibility, portability
and performance.

For the blockchain DApp NFR, some studies already pro-
vide specific software requirements for designingblockchain-
based systems. Although the study [36] provides a soft-
ware engineering-based approach for building blockchain
DApps, no specific list of NFRs is contained for design-
ing blockchain systems. The study provides architectural
requirements for building DApps and outlines specific NFR
useful in design blockchain DApps [33]. The listed NFRs
are as follows: trustability, interoperability, verifiability and
security (privacy). The study identifies application domains
of blockchain DApps in organizations and identifies a set
of non-functional requirements for developing such systems
[5]. The listed NFRs are as follows: transparency, trustabil-
ity, interoperability and security (tamper-proof and privacy).
The study [34] describes a software pattern for design-
ing blockchain DApps and provides useful NFRs for such
pattern-based development. The listed NFR are as follows:
security, privacy and scalability. Since these three studies
[5,33,34] provide a specific list of NFRs, they form the
blockchain-DApp basis for mapping the DApp-IOC relevant
NFR. Hence, the useful NFR requirements for designing
blockchain DApps are interoperability, verifiability, trans-
parency, trustability, scalability and security (tamper-proof
and
privacy).

Table 1 provides the aggregated list of NFRs relevant for
designing blockchainDApps and also relevant designing sys-
tems for IOC. From this aggregated list, we identify specific
NFRs that are useful for designing blockchain-DApps-based
IOC systems. The first column of the table identifies specific
NFR, and the secondcolumnshows literature sources, such as
IOC systems related literature and blockchain-DApp-related
literature. The third column provides a general explanation of
the NFR, and the last column provides a blockchain DApp-
IOC context for the NFR. For the NFRs where no possible
blockchain-DApp and IOC context explanation exist, we
consider such an NFR as unuseful for designing blockchain
DApps for IOC.

Based on the mappings in Table 1, the following are iden-
tified as the NFRs relevant for the designing of blockchain
DApps for inter-organizational collaborations: modifiabil-
ity, integrability, interoperability, security, high-automation,
usability, scalability, portability, performance, transparency
and trustability. For the NFR usability and portability,
the same collaboration-context description applies to the
blockchain context description. Interoperability enables
access to digital assets across collaborating parties. The
modifiability provides a possibility for updating smart-
contracts based on the smart-contract lifecycle management
adopted by a DApp [37,38]. This is necessary since the
business logic behind a DApp can be changed as the orga-
nization changes. Therefore, it is necessary to update the
smart-contracts that execute corresponding business logic.
Security implies access control on digital assets stored on
a blockchain. High automation describes a function that is
automatically executed by a software agent. Scalable repre-
sents an increased number of users executing and publishing
transactions on a blockchain. Performance measures the
numbers of transactions published, and transparency rep-
resents the verifiability of a blockchain function. Trusted
indicates the capability to enforce a condition outlined
in a smart-contract. For the remainder of NFR to design
blockchainDApps for IOC, their explanations are provided in
Table 1.

3.2 Stakeholders of a Decentralized Application for
Inter-Organizational Collaborations

The stakeholders are agents that play active roles in executing
functions in a system [19]. In a collaborative blockchain sys-
tem, stakeholders are peers, or agents that execute particular
functions identified by the functional requirements of a pro-
posed system. Broadly, the stakeholders can be classified into
software agents and human actors [19]. Still, in blockchain-
based systems, software agents are smart-contract actors that
execute, or enforce the conditions outlined in a smart-contract
code stored on a blockchain. Software agents may include
a web-based API that provides interfaces for interacting
with smart-contracts and blockchain data. These autonomous
agents could also be represented as oracles to provides data
for smart-contracts in a blockchain-based system.Theproject
[39] is a good example of a decentralized oracle that delivers
trusted data to a blockchain-based system.

The human actors are the participants, or parties involved
in organizational collaborations. Different roles are assigned
to the human actors based on the tasks (functions) they per-
form in a system. Since the functions are project-specific, it
is not possible to automatically classify human actors in a
collaborative process on a blockchain.
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3.3 Functional Requirements of a Decentralized
Application for Inter-Organizational
Collaborations

Function requirements outline specific behaviours of a soft-
ware system [29]. Therefore, they are project-specific, which
implies that each project, or system design has a unique set
of functional requirements that describes the project. It is
not possible to automate the steps required in outlining the
functional requirements of a blockchain-based system for
executing inter-organizational collaborations. We describe
steps that an analyst can apply to systematically deduce the
functional requirements of a system from a domain expert.
Based on agent-oriented modelling (AOM), a goal model
can be structured as follows: main goal, first-level goal,
second-level goal, third-level until nth level goal [19]. In
our approach, the main goal is referred to as the main value
proposition that is the key objective a blockchain-based sys-
tem provides.

The first step in modelling functional requirements is to
identify the main value, or problem the system seeks to
address and outline as the main value proposition. To iden-
tify the first-level requirements, all the possible functional
requirements of the system are captured and then grouped
in columns. Functional requirements are grouped together
if they can be logically categorized as a sub-function of
the topmost goal in the column. The first-level requirement
represents the topmost goal of each column and the require-
ment that captures all the other (sub)requirements. The same
approach can be used to further refine the requirements to
the second requirement until the nth level requirement of a
goal-model diagram that shows how detailed the requirement
elicitation is.

The next step is to associate the non-functional require-
ments, i.e., quality-goals, and stakeholders to each goal.
Since the goalmodels have hierarchical inheritance attributes
[40], this implies that properties assigned to each functional
requirement are inherited by the sub-requirements. Using a
top-down approach, non-functional requirements and stake-
holders are first assigned to the first-level, second-level,
third-level and nth-level goal in that order. Based on the set
of non-functional requirements already defined in Sect. 3.1
and specific stakeholders already identified as described in
Sect. 3.2, the quality-goals and stakeholders are assigned to
the functional requirements while ensuring that the assigned
properties are applicable to the associated sub-goals.

3.4 AOMGoal Modelling Elements

Table 2 shows the elements used in building goal-model dia-
grams. The first row identifies the goal element representing
the functional requirements. The second and third rows iden-
tify the quality-goal and emotional-goals representing the

non-functional requirements. The fourth row shows the agent
representing the stakeholders. The fourth and fifth rows show
decomposition and association connections describing the
relationships that exist between elements. Each of the ele-
ments are described with their graphical notations, followed
by the specific properties associated with the elements. The
last row shows the on-chain element that is used in represent-
ing goal functions executed on a blockchain (on-chain).

The tokenized on-chain function represents our extension
of the standardAOMgoalmodel to capture the novel require-
ments of blockchain systems [19]. A main purpose of the
DApp-modelling framework is to address the cost scalabil-
ity issue on blockchain systems [12]. Some of the NFR for
IOC listed in Table 1 such as interoperable, transparent and
trusted requires a goal function to be executed on-chain to
be realized. These on-chain goals are then enclosed by the
on-chain element. Therefore, scalability is achieved by exe-
cuting only specific goals of a DApp on blockchain based on
the quality goals attached to them.

4 Goal Model of Decentralized Applications
for Inter-Organizational Collaborations

This section shows the application of the requirement-
modelling method developed in Sect. 3 to the running case
provided in Sect. 2.3. A goal-model diagram developed
from the running case depicts the requirements of DApps
for IOC in KYC operations [28]. Several applications of
the DAOM framework in modelling the requirements of
blockchain DApps already exist in literature. Section 3 of the
citation [41] shows the application of a DAOM-requirement
diagram describing the functional, non-functional require-
ments and stakeholders in a DApp project that enables
transparency and information symmetry in a collaborative
construction project. Additionally, Section 3 of citation [42]
shows the use of DAOM-framework concepts in describing
the requirements of blockchain DApp for ensuring privacy
and implementing user focused access control on user-
generated data. Other applications of theDAOMrequirement
concepts can be found in [43,44]. Still, only the case in
citation [28] is presented and syntactically evaluated in this
paper.

4.1 Running Case Goal Models

The IdCredit platform is a blockchain system that seeks to
address the inter-organizational collaborative issues identi-
fied in the running case described in Sect. 2.3. To outline
and describe the requirements of the IdCredit platform, we
employ the method described in Sect. 3 of this study. The
main value proposition of the IdCredit system is to provide
a decentralized blockchain system for the attestation and
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Table 2 Descriptions of the DAOM graphical notation

authorization of digital assets. The main value of the system
is refined into the first-level goal (FLG) of the system. These
are as follows:manage key, on-board user, create a communi-
cation channel, store asset information, attest asset, manage
transactions and manage blocks.

In Fig. 3, we show a reduced goal-model diagram of the
IdCredit platform that comprises the root goal, first- and
second-level goal refinements. The complete goal models
of the system with further refinements of the FLGs are pre-
sented in citation [28]. The depicted quality goals of themain
value proposition of the system are necessary for design-
ing a system that satisfies the main value proposition of the
IdCredit platform. These are as follows: scalability, security,
transparency, trustworthiness, performance, usability, afford-

ability, portability and high automation. In the context of the
design of the IdCredit system, these quality goals are also
defined in detail in [28].

The network stakeholders in the IdCredit system are rep-
resented as roles we identify as follows: donor, acceptor and
identifier. The donors are the system users that provide per-
sonal data for KYC attestation. The acceptors are online
merchants that require the donors’ personal information to
be attested before granting authorization for accessing a cer-
tain service and the identifiers validate and attest the donors’
personal data for the acceptors. The role acceptor is associ-
ated with the store-asset information FLG, and the identifier
is associated with the attest asset and manage blocks FLGs.
All three roles are associated with the manage key and on-
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Fig. 3 IdCredit value proposition, first- and second-level goal model [28]

board user FLGs. Only active participants in the network are
allowed to record attestation transactions on the blockchain.
Active participants publish further service transactions such
as identity attestation and request transactions in the last
period.

The manage key function is a FLG that allow users of the
IdCredit system to generate a key-pair comprising of the pri-
vate and public keys for the identification purpose in using, or
interactingwith the IdCredit platform. To actively participate
in the IdCredit system as an acceptor capable of submitting
an identity-verification request, or as an identifier perform-
ing identity verification, the user needs to share a public key
with other participants in the platform and set up a wallet
that is enabled by the onboarding function. Generating the
key pairs for the users does not require blockchain, and as a
result, this goal is executed off-chain.

The create communication channel function allows the
exchange of information between the participants of the
IdCredit system to take place outside the blockchain sys-
tem. There is no on-chain function associated with this
element, showing that this DApp function is not executed
on blockchain.

The function store asset information allows an acceptor to
submit an identity verification request, or even reuse identity

data that is already verified by the system. For an identity
document to be accepted as a verified identity document by
a service provider, the document must be attested, hashed
and stored on the IdCredit blockchain that the function attest
asset enables. The attestation, hashing and storing of the iden-
tity document are executed on-chain by the function ’request
identity verification’.

The function manage transactions shows the transaction
rule and possible transactions that are performed in the net-
work. Once the blockchain is instantiated, a software agent
creates the transaction rule that contains validation rules for
all the transactions in the network. Once created, the transac-
tion rules cannot be modified on the network. Transactions
created on the platform are stored on-chain using the func-
tion ’publish transaction’. The published transactions can be
viewed by all stakeholders in the network.

The function manage block shows the requirements for
creating new blocks and selecting block producers on the
network. Both the identifier and acceptor are capable of per-
forming block-producing functions in the system. The blocks
may contain any of the following transaction types, request
verification, verify identity and token exchange transactions.
The created blocks are stored on-chain using the function
’produce blocks’.
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Table 3 Non-functional requirement mapping for blockchain DApps

Model checking method Notations Model type Formalization

[45] If_else Conditional statement Custom diagram File system modelling Set theory

[46] XML Schema transformation UML Software requirement –

[47] PROMELA/LTL translation UML Sequence diagram Set operators

[48] PROMELA/LTL translation Custom diagram Security policy modelling Set theory

[49] LTL formulas URM User requirement diagram Set theory

[50] XML DTD Transformation UML Reverse engineering Set theory

[51] XML DTD Transformation Telos Data model –

[52] XML Schema Transformation Custom diagram Reverse engineering Set theory

5 Syntax Description and Verification of
Goal-Model Requirements of DApps for
IOC

This section describes a method for verifying and validat-
ing the syntax of DAOM diagrams. First, we review existing
model-validation methods in 5.1. The validation rules for
the goal-diagram elements are presented in Sect. 5.2. The
goal-model diagram developed in the previous section is
transformed to XML elements in Sect. 5.3 and then formally
verified.

5.1 Methods for Checking the Correctness of Models

Several methods exist in the literature for checking the cor-
rectness ofmodels and their validations.Weexamined related
articles to understand the existing model-checking methods
and develop the most suitable approach for verifying the cor-
rectness of the goal model diagram developed in this paper.
Table 3 shows the related articles for checking the correct-
ness of models. The first column shows the article source and
the second column shows the adopted correctness-checking
method. The third column outlines the standard notations for
the models. The fourth column shows the type of diagram
the model represents and the last column identifies the math-
ematical method used to formally describe the models.

The result from Table 3 shows for XML transformations
the PROMELA programming language and the linear tem-
poral logic (LTL) are the common methods for checking and
validating models. PROMELA is useful in checking concur-
rent systems to determine if a model produces the desired
behaviour [47]. The LTL provides formulas for encoding
model validation rules [53]. XML transformations provide
structural elements for objects and their element composi-
tions [54]. Both XML transformations and PROMELA are
applied in validating custom diagrams as well as standard
diagram notations such as UML. For the models that adopt
XML transformations, either XML-schema or XML-DTD is

used in the validation. All the articles formally describe their
models using mathematical set theory, or set operators.

For the model-validation method developed in this paper,
we adopt XML transformations because of being a common
approach formodel verification and it provides the possibility
for manual transformations where a modelling-support tool
is not yet available. Furthermore, we also adopt DTD over
schema because it provides an additional layer of abstrac-
tion by separating the model-validation rule from the model
object being validated.With such an approach, the validation
rule developed in DTD can easily be exported, or imple-
mented in a modelling-support tool. To formally describe
the DAOM-requirement model, we adopt set theory in out-
lining the elements that comprise the DAOM diagrams and
their structural compositions.

The goal model developed in this study follows the agent-
oriented goal-modelling technique in study [19,40]. To the
best of our knowledge, there exist no tools for verifying
the correctness and consistency of AOM-based goal mod-
els. Therefore, to formally validate the artefact developed in
Sect. 4.1, first we develop an ontology for describing goal-
model diagrams and sets of constraints as validation rules for
the diagram elements for which the element descriptions are
provided in Sect. 3.4. We develop an XML document type
definition (DTD) that incorporates the validation rules out-
lined in the AOM goal-modelling ontology. A goal-model
diagram is transformed into respective XML elements using
the developed ontology based on the validation rules in DTD.
Finally, an XML application checks the correctness and con-
sistency of the model.

5.2 AOMGoal Modelling Syntax Validation Rule
Definitions

The XMLDTD is a formal expression for defining structural
components of an object [55]. We show in Table 4 a formal
description of the goals for the modelling ontology using
XML DTD and XPATH specifications. The XML DTD pro-
vides a legal building block of an XML document, and the
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XPATH provides a query language for accessing elements in
XML documents [56]. Similarly, study [46] shows the use
of XML specifications for verifying software requirements.
To formalize the goal-model diagram as well as the diagram
elements, a set of validation rules are developed for each
element represented as constraints in the second column of
the table. A DTD-validation rule is derived for each set of
the validation rule. An XPATH specification is also used for
some constraints that cannot be verified using DTD. The last
column of the table shows a formal description of each ele-
ment.

For the first diagram element ’Diagram’ in the Table 4,
five validation constraints are derived as shown in the sec-
ond column of the table. All the validation constraints of the
’Diagram’ element can be verified using DTD specifications
of the elements outlined in the third column of the table. The
DTD constraint ’*’ attached to the diagram sub-elements
qualitygoal, emotionalgoal and agent show that these types
of elements can occur none, or multiple times in a valid goal-
model diagram. The DTD constraint ’+’ attached to the goal
sub-element shows that a valid diagram must have several
occurrences of a goal element. The element diagram_value
identifies the label of the diagram. The XPATH specifica-
tion that starts with the bold part of the third column shows
the location of the diagram sub-elements in the XML trans-
formation. A formal description of the ’diagram’ element is
derived in the last column of the table.
The second diagram element ’Goal’ comprises four con-
straints that are represented by the DTD sub-elements
specifications goal_value showing the label of the goal
and refinement_level showing if the goal element is first-,
second-, third- or nth-level refinement. The goal_id attribute
shows a unique identification of a goal element. The decom-
posed_from and associated_to attributes are straight lines
and broken lines, respectively, that are connected to the
goal elements and reference other elements in a diagram.
The second constraint of the goal element: a goal must
have refinement, 0 refinement represents the root goal, can
only be verified using XPATH. Since only a single root
goal must exist in a valid goal-model diagram, the XPATH
query //goal[refinement_level=0] must return only one goal
element. In addition, the XPATH specification of the goal
element //goal shows the location of all goal elements in the
transformed XML representation of the diagram. A formal
description of the goal element is presented in the corre-
sponding definition column.

The third and fourth diagram elements ’quality-goal’ and
’emotional-goal’ have single constraints that are represented
by their values and unique identifications described using
DTD specifications. The quality goal has a sub-element
qualitygoal_value that identifies the label of the element
and an ID attribute qualitygoal_id that provides a unique
identification for quality-goal elements. The same applies

to the emotional goal that has a sub-element emotional-
goal_value for identifying the label of the emotional-goal
element and an ID attribute emotionalgoal_id provides
a unique identification for emotional-goal elements. The
XPATH specifications for the quality goals://qualitygoal and
emotional goals://emotionalgoal show the locations of these
elements in the transformed XML representation of the dia-
gram.A formal description of the quality and emotional goals
is also presented.

The last diagram element ’Agent’ in the Table 4 is defined
by its label, unique identification and types. The DTD sub-
element specification agent_type describes the type of an
agent, and this can either be a software or human agent.
The labels of the types are presented as readable data rep-
resenting the actual name of the agent, and the ID attribute
agent_id identifies each unique agent in the diagram. The
XPATH specification //agent identifies all the agents in the
transformed XML representation of the diagram. The for-
mal description of the agent element is presented in the last
column of the table.
Table 5 shows the relationship between goal elements and
other elements in the goal-model diagram. The first column
shows the element attributes that describe the relationship,
followed by sets of constraints for each relationship attribute.
The third column shows the DTD/XPATH specification for
describing the relationship attributes, and the last column
shows the formal description of the attributes.

The relationship attribute decomposed_from, represent-
ing a straight line, has two constraints that are realized using
the ’ATTLIST’ and ’IDREFS’ properties of a goal element
DTD specification. The first property ’ATTLIST’ shows
that the decomposition attribute must be connected from a
goal element. The second property ’IDREFS’ shows that the
decomposition attribute must be connected to other IDs of
corresponding elements. Since a goal must be decomposed
from a parent goal, an XPATH query is used in verifying
that all the IDs referenced by the attribute decomposed_from
are goal-element IDs. Therefore, to verify that the goal ele-
ments are correctly connected in a goal-model diagram,
the result of the XPATH query //@decomposed_from: ele-
ment ID referenced by the decomposition attribute of goal
elements must be a subset of the XPATH query result /dia-
gram/goal/@goal_id: goal IDs. A formal description of the
relationship attribute decomposed_from is then derived.

The relationship attribute associated_to, representing a
broken line, has two constraints that are also realized using
the ’ATTLIST’ and ’IDREFS’ properties of a goal element
DTD specification. The first property ’ATTLIST’ shows that
the association attribute must be connected from a goal
element. The second property ’IDREFS’ shows that the asso-
ciation attribute must be connected to another element’s ID.
Since a goal must be associated with other element types,
either to a quality goal or to an emotional goal, or to an agent,
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an XPATH query is used to verify that a goal element is cor-
rectly associated with the other element types. Therefore, to
verify this, the result of the XPATH query //@associated_to:
element ID referenced by the association attribute of goal ele-
ments must be a subset of the XPATH query results of either
//@qualitygoal_id, or //@emotionalgoal_id, or //@agent_id.
A formal description of the relationship attribute associ-
ated_to is then derived.

5.3 Running-Case Goal Model to XML
Transformation

“Appendix A” provides the transformation of the goal model
diagram into corresponding XML elements. The goal model
diagram of the running case shown in Fig. 3 is transformed
to XML elements using the XMLDTD presented in Tables 4
and 5, respectively.

5.4 DAOMGoal Model Validation Results

This section provides the validation results of the XML ele-
ments generated in Sect. 5.3. First, a DTD-based validation
is carried out, followed by XPATH validation, and the results
are presented as follows.

5.4.1 DTD Validation of the Running-Case Diagram

Using an XML DTD validation-engine from http://xmlvalid
ator.new-studio.org/, the result shows that the XML repre-
sentation of the running case diagram validates correctly.

5.4.2 XPATH Validation of the Running-Case Diagram

Table 6 shows the results of running XPATH queries on
the XML-diagram transformation of the running case in
Sect. 5.3. The first XPATH query shows that the diagram
has only one root goal with the unique identity g0. The
results of the second and third XPATH queries show that all
the elements referenced by goal element attribute ’decom-
posed_from’ are subsets of all the goal_ids in the diagram.
The results of the fourth and fifth XPATH queries show that
all the elements referenced by goal-element attribute ’associ-
ated_to’ are the subsets of quality-goals, or emotional-goals,
or agents.

5.4.3 Diagram Correctness Parameters and Results

By combining the XML-engine validation result and XML
XPath-query results, we show that the goal model dia-
gram developed in this study is consistent with the DAOM
requirement-element syntax. Table 7 shows the correctness
parameters used in validating the diagram. The rules check Ta
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if the syntax is in accordance with the DAOM element syn-
tax specified in Sect. 5 of this paper. The result shows that
the diagram is composed of the correct elements where a root
goal exits, goals are refined fromparent goals, decomposition
relationships are used in refining the goals, and association
relationship is used in connecting the other elements to the
goals. Since all the validation rules checked out correctly,
we conclude that the goal model produced in this paper is a
consistent and correct form of DAOM requirement diagram.

6 Discussions

This section provides a comparative discussion of the results
from this study with other related research. The implications
of the validation results are explained and compared with
similar studies.

The DTD validation result of the idCredit goal-model
XML transformation shows that the running case diagram
in Fig. 3 contains valid AOM goal-modelling elements and
the sub-elements of the main diagram elements are also valid
AOM goals. The diagram elements and sub-elements are
correctly used in the goal-model figure. The XPATH val-
idation results show that the idCredit goal-model diagram
contains valid root goal element. The element’s relationship
attribute ’decomposed_from’ is correctly used in connecting
goals with the parent goals. Also, the element’s relationship
attribute ’associated_to’ is correctly used in connecting goal
elements with other element types.

Although the goalmodel validates correctly with regard to
the described modelling properties, the verification method
outlined in this paper still has some weaknesses. The cita-
tion [19] shows one of the key properties of a goal-model
diagram is the hierarchical-inheritance attribute of goal ele-
ments where a respective sub-goal automatically inherits the
attributes (elements) associated with the parent goal. For
instance, the quality goals, emotional goals and actors asso-
ciated with the root goal are automatically assigned to the
first-level goals. Still, it is not possible to verify this property
with the method described in this study. Also, the transfor-
mation of goal diagrams to corresponding XML elements is
manually carried out and results in several errors in a diagram
with a high refinement level.

The study [57] describes a method for developing AOM
goal-model diagrams. The result shows a modelling tool that
can be accessed from AOM4STS1. The tool provides mod-
elling elements and connections for building a goal-model
diagram. Three connection types ensure that the goal element
is correctly connected with other modelling elements. Still,
it is not possible to verify the correctness of a goal-model
diagram with the tool because of lacking verification means

1 AOM STS http://www.tud.ttu.ee/im/Msury.Mahunnah/AOM4STS/.

if a diagram contains the combinations of the correct ele-
ments. In our study, the correctness of element combinations
in a goal diagram can be verified with the DTD specification
of the diagram elements. The tool from the study [57] has
additional limitations such as the inability to verify that a
root goal exists, an inability to verify the uniqueness of dia-
gram elements, and an inability to verify the two classes of
agents such as software and human agents. In addition, an
emotional diagram element is not captured by the tool. The
results of this study show that all the verification limitations
of the AOM4STS can be correctly verified with the AOM
goal-model formalization method described in this study.

The study [46] shows how software requirements outlined
in XML can be transformed into UML specifications since
a framework exists for mapping XML documents to UML
specifications and subsequently to software-requirement
specifications. An XML-based schema is used in describing
the elements and sub-element attributes and properties. Our
study shows the mapping of a goal-model diagrams to XML
to verify the correctness of the diagram using a DTD-based
XML validation in describing the elements and sub-element
attributes and properties. The main benefit of using DTD
over XML schema in this research is that DTD provides an
abstraction layer for separating validation rules and element
transformation. In this case, we are able to separately define
a validation rule and apply the same rule in any other XML
document that contains the transformation of goal diagrams
as XML elements. For this case, it is possible to validate
the whole document (diagram), unlike in a schema where
portions of the document can be specified and validated.

7 Conclusion

This study describes a model-driven method for developing
requirements for blockchain-based inter-organizational col-
laborative systems and provides answer on how to model
the requirements of a decentralized applications for inter-
organizational collaboration. The first part of the study
outlines a method for deriving functional, non-functional
requirements and stakeholders of DApp for IOC. We also
provide relevant non-functional requirements for describ-
ing DApps for IOC and furthermore provide the necessary
classifications for actors and stakeholders involved in the
inter-organizational collaborations.

In the second part of this study, we present the application
of a requirement-derivation method by evaluating a running
case and producing a goal-model diagram. The running case
describes a blockchain-based system for the authorization
and attestation of digital assets using blockchains. The result
is a goal-model diagram showing the functional and non-
functional requirements of the proposed system as well as
the involved stakeholders and agents.
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Table 6 XPATH query results

XPATH Query Result

1 diagram.xpath(’//goal[refinement_level=0]’) {’goal_id’: ’g0’}

2 diagram.xpath(’//@decomposed_from’) [’g0’, ’g1 g0’, ’g1 g0’, ’g1 g0’, ’g0’, ’g2 g0’, ’g2 g0’,
’g2 g0’, ’g0’, ’g3 g0’, ’g0’, ’g4 g0’, ’g4 g0’, ’g0’, ’g5
g0’, ’g0’, ’g6 g0’, ’g6 g0’, ’g0’, ’g7 g0’, ’g7 g0’]

3 diagram.xpath(’/diagram/goal/@goal_id’) [’g0’, ’g1’, ’g1.1’, ’g1.2’, ’g1.3’, ’g2’, ’g2.1’, ’g2.2’,
’g2.3’, ’g3’, ’g3.1’, ’g4’, ’g4.1’, ’g4.2’, ’g5’, ’g5.1’,
’g6’, ’g6.1’, ’g6.2’, ’g7’, ’g7.1’, ’g7.2’]

4 diagram.xpath(’//@associated_to’) [’q1 q2 q3’, ’a1 q4’, ’q4 q5 a2 a3’, ’a2 a3 a4’, ’a4’,
’q2 a3’, ’q1 q3 q4 q5’, ’q2 q3 q5 q6 q7 a2 a3 a4’, ’q2
q3 a3’, ’q1 q4’, ’q1 q2 q3 q4 q5 a3 a4’, ’a5’, ’q2 q3
q6 a2 a3 a4’, ’q1 q4’]

5 diagram.xpath(’//@qualitygoal_id | //@agent_id | //@emotionalgoal_id’) [’q1’, ’q2’, ’q3’, ’q4’, ’q5’, ’q6’, ’q7’, ’a1’, ’a2’, ’a3’,
’a4’, ’a5’]

Table 7 Diagram correctness parameter and results

DAOM requirement diagram Correctness
parameter

Validation rule Validation source Result

1 Diagram contains more than one goal,
may contain several quality goals,
emotional goals and agents

<J ELEMENT diagram (diagram_value,qualitygoal*,
emotionalgoal*,agent*,goal+)>

XML engine TRUE

2 Only one root goal exists in the diagram {’//goal[refinement_level=Q]’} = 1 Xpath query TRUE

3 A goal is decomposed from a
parent goal

(l//@decomposed_froml) = goal_id XPath query/XML
engine

TRUE

4 All elements connected with
decomposition relationship are goal
elements

{//@decomposed_from} 5
= {/diagram/goal/@goal_id}

Xpath query TRUE

5 All elements connected with association
relationship are quality goals, emotional
goals or agents

{//@associated_to} C {//@qualitygoal_id//
@agent_id | //@emotionalgoal_id }

Xpath query TRUE

In the final part of this study, we show formal descriptions
of the goal-model diagram elements as well as the verifi-
cation of a goal-model diagram. The diagram generated in
the running-case evaluation is formally verified for correct-
ness and consistency of diagram elements. An XML-based
ontology is developed for describing goal-model diagrams,
and validation rules for the diagram elements are derived
using XML DTD and XPATH specifications. The formal
descriptions of the diagram elements are also derived. The
goal-model diagram developed from the running case is
transformed to XML elements and then validated for correct-
ness and consistency using a XML DTD validation engine
and XPATH queries. The results show that the artefact gen-
erated in using the requirement-elicitation method described
in this study is correct and consistent.

One of the main limitations of this study is that the
novel model-formalization technique developed in this study
has been tested with a single case. In addition, the XML-
transformation technique and the syntax validation described

in this study is filled with manual processes that are prone to
errors.

Based on the findings of this research as well as the
acknowledged research limitations, we recommend the fol-
lowing futurework. First,we aim todevelop aDAOMsupport
tool for modelling DApps that facilitates the modelling of
DApps using the DAOM-diagram elements described in this
paper and provides automatic syntax validation of the ele-
ments using the validation rules developed in this paper. The
enterprise architect software development kit 2 provides clear
documentation for the implementation of such tools. Further-
more, to address the single case issue, the developed support
toolmust be evaluatedwithmultiple cases of DApps for IOC.

2 Enterprise Architect SDK: https://sparxsystems.com/
enterprise_architect_user_guide/14.0/modeling_tools/introduction_2.
html.
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Appendix

A idCredit Goal-Model XML

<?xml version ="1.0" encoding="UTF -8"?>

<!DOCTYPE diagram [

<!ELEMENT diagram (diagram_value ,qualitygoal*,

emotionalgoal*,agent*,goal+)>

<!ELEMENT diagram_value (# PCDATA)>

<!ELEMENT qualitygoal (qualitygoal_value)>

<!ELEMENT qualitygoal_value (# PCDATA)>

<!ATTLIST qualitygoal qualitygoal_id ID #REQUIRED >

<!ELEMENT emotionalgoal (emotionalgoal_value)>

<!ELEMENT emotionalgoal_value (# PCDATA)>

<!ATTLIST emotionalgoal emotionalgoal_id ID #REQUIRED >

<!ELEMENT agent (agent_type)>

<!ELEMENT agent_type (software_agent|human_agent)>

<!ELEMENT software_agent (# PCDATA)>

<!ELEMENT human_agent (# PCDATA)>

<!ATTLIST agent agent_id ID #REQUIRED >

<!ELEMENT goal (refinement_level ,goal_value)>

<!ELEMENT refinement_level (# PCDATA)>

<!ELEMENT goal_value (# PCDATA)>

<!ATTLIST goal goal_id ID #REQUIRED >

<!ATTLIST goal decomposed_from IDREFS #IMPLIED >

<!ATTLIST goal associated_to IDREFS #IMPLIED >

]>

<diagram >

<diagram_value >IdCredit value proposition ,

first - and second level goal model </ diagram_value >

<!--list of quality -goals in the diagram -->

<qualitygoal qualitygoal_id="q1">

<qualitygoal_value >trustworthy </qualitygoal_value >

</qualitygoal >

<qualitygoal qualitygoal_id="q2">

<qualitygoal_value >scalable</qualitygoal_value >

</qualitygoal >

<qualitygoal qualitygoal_id="q3">

<qualitygoal_value >secure </qualitygoal_value >

</qualitygoal >

<qualitygoal qualitygoal_id="q4">

<qualitygoal_value >transparent </qualitygoal_value >

</qualitygoal >

<qualitygoal qualitygoal_id="q5">

<qualitygoal_value >performant </qualitygoal_value >

</qualitygoal >

<qualitygoal qualitygoal_id="q6">

<qualitygoal_value >usable </qualitygoal_value >

</qualitygoal >

<qualitygoal qualitygoal_id="q7">

<qualitygoal_value >portable</qualitygoal_value >

</qualitygoal >

<!--list of agents in the diagram -->

<agent agent_id="a1">

<agent_type >

<software_agent >transaction rule </ software_agent >

</agent_type >

</agent >

<agent agent_id="a2">

<agent_type >

<human_agent >donor </ human_agent >

</agent_type >

</agent >

<agent agent_id="a3">

<agent_type >

<human_agent >identifier </ human_agent >

</agent_type >

</agent >

<agent agent_id="a4">

<agent_type >

<human_agent >acceptor </human_agent >

</agent_type >

</agent >

<agent agent_id="a5">

<agent_type >

<software_agent >consensus </ software_agent >

</agent_type >

</agent >

<!--root goal or value proposition

and associations -->

<goal goal_id="g0">

<refinement_level >0</refinement_level >

<goal_value >A Decentralized Blockchain System for

the Attestation and Authorization of

Digital Assets </goal_value >

</goal>

<!--No1 first level refinements and sub goals -->

<goal goal_id="g1" decomposed_from="g0"

associated_to="q1 q2 q3">

<refinement_level >1</refinement_level >

<goal_value >manage transaction </goal_value >

</goal>

<goal goal_id="g1.1" decomposed_from= "g1 g0"

associated_to="a1 q4">

<refinement_level >2</refinement_level >

<goal_value >create transaction rule</goal_value >

</goal>

<goal goal_id="g1.2" decomposed_from= "g1 g0"

associated_to="q4 q5 a2 a3">

<refinement_level >2</refinement_level >

<goal_value >publish transaction </goal_value >

</goal>

<goal goal_id="g1.3" decomposed_from= "g1 g0"

associated_to="a2 a3 a4">

<refinement_level >2</refinement_level >

<goal_value >view transaction </goal_value >

</goal>

<!--No2 first level refinements and sub goals -->

<goal goal_id="g2" decomposed_from="g0"

associated_to="a4">

<refinement_level >1</refinement_level >

<goal_value >store asset information </goal_value >

</goal>

<goal goal_id="g2.1" decomposed_from= "g2 g0">

<refinement_level >2</ refinement_level >

<goal_value >request identity verification </goal_value >

</goal >

<goal goal_id="g2.2" decomposed_from= "g2 g0"

associated_to="q2 a3">

<refinement_level >2</refinement_level >

<goal_value >read attestation </goal_value >

</goal>

<goal goal_id="g2.3" decomposed_from= "g2 g0"

associated_to="q1 q3 q4 q5">

<refinement_level >2</refinement_level >

<goal_value >validate attestation </goal_value >

</goal>

<!--No3 first level refinements and sub goals -->

<goal goal_id="g3" decomposed_from="g0"

associated_to="q2 q3 q5 q6 q7 a2 a3 a4">

<refinement_level >1</refinement_level >

<goal_value >manage key</goal_value >

</goal>

<goal goal_id="g3.1" decomposed_from= "g3 g0">

<refinement_level >2</ refinement_level >

<goal_value >create key </goal_value >

</goal >

<!--No4 first level refinements and sub goals -->

<goal goal_id="g4" decomposed_from="g0"

associated_to="q2 q3 a3">

<refinement_level >1</refinement_level >

<goal_value >attest asset</goal_value >

</goal>

<goal goal_id="g4.1" decomposed_from= "g4 g0">

<refinement_level >2</ refinement_level >

<goal_value >verify identity </goal_value >

</goal >

<goal goal_id="g4.2" decomposed_from= "g4 g0"

associated_to="q1 q4">

<refinement_level >2</refinement_level >

<goal_value >validate attestation transaction

</goal_value >

</goal>

<!--No5 first level refinements and sub goals -->
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<goal goal_id="g5" decomposed_from="g0">

<refinement_level >1</refinement_level >

<goal_value >create a communication channel</goal_value >

</goal>

<goal goal_id="g5.1" decomposed_from= "g5 g0">

<refinement_level >2</ refinement_level >

<goal_value >choose a communication channel </goal_value >

</goal >

<!--No6 first level refinements and sub goals -->

<goal goal_id="g6" decomposed_from="g0"

associated_to="q1 q2 q3 q4 q5 a3 a4">

<refinement_level >1</refinement_level >

<goal_value >manage blocks </goal_value >

</goal>

<goal goal_id="g6.1" decomposed_from= "g6 g0">

<refinement_level >2</ refinement_level >

<goal_value >produce blocks </goal_value >

</goal >

<goal goal_id="g6.2" decomposed_from= "g6 g0"

associated_to="a5">

<refinement_level >2</refinement_level >

<goal_value >elect block producers</goal_value >

</goal>

<!--No7 first level refinements and sub goals -->

<goal goal_id="g7" decomposed_from="g0"

associated_to="q2 q3 q6 a2 a3 a4">

<refinement_level >1</refinement_level >

<goal_value >onboard user</goal_value >

</goal>

<goal goal_id="g7.1" decomposed_from= "g7 g0">

<refinement_level >2</ refinement_level >

<goal_value >onboard active participant </goal_value >

</goal >

<goal goal_id="g7.2" decomposed_from= "g7 g0"

associated_to="q1 q4">

<refinement_level >2</refinement_level >

<goal_value >manage wallet </goal_value >

</goal>

</diagram>
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ABSTRACT
The construction industry is a $6 trillion industry worldwide with a
prediction to grow towards $10,3 trillion by 2023 and constitutes an
essential part of the global economy. Nevertheless, the management
of the construction effort is still very manual. The construction pro-
cess from design, to sourcing of material, contract management,
and so on, is a convoluted and intransparent process filled with
risks the collaborating parties are exposed to. A need exists for
management platforms that streamline and automate collabora-
tive construction processes, establish transparency, traceability,
and information symmetry between business parties. This paper
presents the Construction Project Management (CoPM) platform
that is based on blockchain- and smart-contract technologies for
enabling peer-to-peer collaboration between construction parties
that enhances the flow of information for reducing cost- and time
expenditures while improving the quality of service. The CoPM sys-
tem is based on diligent up-front requirement studies from which
we derive a coherent system architecture and set of cooperation
protocols. Thereby, the CoPM system overcomes the currently ex-
isting fractured value propositions for construction-management
systems.
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• Software and its engineering; • Software creation and man-
agement; • Designing software;
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1 INTRODUCTION
There is a strong demand for restructuring construction processes
while in reality, the management of construction projects still lacks
the required attention concerning meaningful automation and thus,
this industry is one of the least digitised industries. More specifi-
cally, the construction industry suffers from a lack of investment
in innovation that results in limited collaboration sophistication
with structural fragmentation [13]. The lack of a collaboration-
automation context results in hardly any of the available data in
the construction industry to be utilized [35], thus, knowledge man-
agement is currently dysfunctional. The research and development
investment is currently less than 1% of net sales [36], causing labour-
productivity decline over the last decades [25].

Infrastructural development across nations involves massive
construction- and building projects. Due to corruption and a lack
of proper information management in the construction industry,
many large-scale construction projects have failed, or performed
poorly below expectations [1], [33]. The study [2] shows that digi-
tizing the processes that support large-scale constructions project
management, addresses some of the corruption issues experienced
in the construction industry. Still, traditional information systems
for project management do not provide the necessary data visibility,
transparency and information security for managing complex inter-
organizational collaborations that exist in large-scale construction
projects. The blockchain-enabled smart contracts potentially ad-
dress these problems by providing a decentralized network for
trusted, tamper-proof, and secure exchanges of data in multi-party
project executions experienced in large-scale constructions [29].

Smart contracts [7] are computer protocols that automate the
enforcement of machine-readable contracts to allow for trackable-
and irreversible transactions that render trusted third parties unnec-
essary. Blockchain technology [24] achieves these trackable- and
irreversible transactions with the first use case being the crypto-
currency bitcoin [19]. Still, smart contracts yield the option to
establish agile collaboration configurations between decentralised
autonomous organisations (DAO) [21] that comprise loosely cou-
pled process-aware and inter-organisational exchange interfaces
that protect internal process privacy. The digital assets that drive
the internal processes of such autonomous organizations are re-
ferred to as tokens. Digital assets in the construction industry are
building objects and models used for representing and communicat-
ing the requirements of a building project [18]. In building projects,
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the tender specification shows detailed requirements of the building
project and these are represented as building models being digital
assets [16].

The state-of-the-art shows a recognized need for construction-
collaboration automation to inter-organizationally integrate pro-
cesses along which the right type of information can flow from the
right sources to the right sinks at the right time. However, we find a
gap with respect to the available automation systems being not well
studied with respect to the complete requirement sets that should
be satisfied for construction-collaboration systems. Furthermore,
the technology stack such construction-collaboration systems are
based on, are outdated and inappropriately assembled, given the
actual requirement sets. This paper fills the gap by posing the ques-
tion of how to design automation systems that address the actual
requirements for achieving high-quality construction-project col-
laborations without fractures and frictions causing unnecessary
time delays and cost increases? To establish a separation of con-
cerns, we deduce the following sub-questions: What are the sets of
requirements that include and assign also the diverse stakeholders
who collaborate? What is the architecture topology of a require-
ments satisfying construction-collaboration system? What are the
dynamic exchange protocols between stakeholders and system
components into which embedded on-chain transactions assure
immutable traceability? Consequently, we introduce the concep-
tual model of the CoPM system that is a blockchain-technology
employing distributed applications (DApp).

The remainder of this paper is structured as follows. Section 2
captures the AS-IS state of the construction industry and provides
the method for this study. Section 3 arranges the requirement sets
for a construction-collaboration system into a logical space that
allows for a targeted association of key stakeholders. Next, Sec-
tion 4 deduces a distributed architecture from the logical space of
system requirements. Section 5 then detects key on-chain transac-
tions that are system relevant for potential litigation situations and
positions these on-chain transactions into dynamic exchange pro-
tocols that occur between stakeholders and the architecture of the
construction-collaboration system. Section 6 specifies a blockchain-
technology stack of pre-existing applications that can be assembled
for rapid deployment of the CoPM construction-collaboration sys-
tem and also discusses relevant projects. Finally, Section 7 concludes
this paper and also discusses limitations, open issues and future
work.

2 PRELIMINARIES
Section 2.1 gives a running case that captures the AS-IS state of
deficiencies of the construction industry. Next, Section 2.2 describes
the method used in designing a proposed blockchain application
CoPM that addresses the problems presented in the running case.

2.1 Running Case
This article uses as a running case the construction disaster of
the new Berlin Brandenburg international airport as described by
[31]. Accordingly, the numerous problems that have arisen with
the construction of the new Berlin Brandenburg international air-
port are representative examples within construction projects that

can be overcome using the CoPM platform. The study [32] pro-
poses a collective and participatory governance framework to ad-
dress the complex inter-organizational problems experienced dur-
ing large-scale construction. Such a legal framework can easily
be outlined and enforced by smart-contracts on the CoPM. From
a technical- and management perspective, the problems of the
new Berlin Brandenburg international airport are mainly caused
by a lack of collaboration-automation, distrust between collabo-
rators and inefficient knowledge management among the project
participants. The long planning period and the large number of
subcontractors employed results in a high level of complexity. The
complete representation of the running case is in [22].

2.2 Research method
This paper applies the methods and concepts in the decentral-
ized agent-oriented modelling (DAOM) framework in describing a
blockchain application that addresses the problem of information
and project management in complex building construction. The
DAOM framework provides a model-driven design framework for
designing and developing blockchain applications [27, 28]. The
DAOM framework provides a systematic approach for building a
blockchain application by providing the models for the application
requirements, -architecture and -usecases.

3 COPM-REQUIREMENTS
In this section, we present the stakeholders and their associated
requirements in the decentralized CoPM system. The DAOM re-
quirement diagram is used in outlining the functional requirements
and the associated non-functional requirements and assigned roles
in the CoPM platform.

3.1 Stakeholders Associated to
CoPM-Requirements

The stakeholders in the CoPM platform are system participants that
perform different functions. Based on expert knowledge, we identify
the following classes of users for CoPM. The designers, contractors,
auditors, project owners (project managers), original equipment man-
ufacturers (OEM), admin and software agents. The designers are the
architects, planners, engineers, and specifiers that perform goals
that result in the creation of digital assets on CoPM. The contrac-
tors are the engineers responsible for the day-to-day construction
activity of a building project. Auditors are certified individuals
that perform checks to verify that a construction work meets the
required-, or stated standards. The project owners and managers
represent the individuals responsible for coordinating the build-
ing projects. The OEM produces physical building objects used
by contractors. They also produce digital assets such as buidling
information management (BIM) objects used by designers in creat-
ing corresponding building models. The admins are the platform
administrators responsible for onboarding new users. The software
agents represent the autonomous and semi-autonomous agents.
They include IoT agent, a know-your-customer (KCY) agent and
auditor agent. The IoT agents record and transmit the status of
building projects. The KYC agents perform a verification of identity
and other documents submitted by new users. The auditor agent
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Figure 1: CoPM-system value proposition and the first-level-goal (FLG) model.

along with human auditor verify the status of building projects in
a semi-autonomous way.

3.2 System-Value Proposition
The main value proposition of CoPM is to provide a decentralized
platform for supply-chain- and project management in the con-
struction sector. Figure 1 shows a reduced version of the goal model
containing the requirements of the CoPM platform. The complete
system requirement is available in [22]. The main value proposi-
tions of the platform are as follows, onboard new user, manage digital
asset, onboard new project, manage project, manage payment and
manage wallet. The onboard new user goal enables the execution
of KYC-related goals and the assignment of roles to the users. The
manage digital asset goal enables the users to create digital assets
such as BIM objects and models and then assumes the management
of the ownership and usage of such assets. Digital assets are design
models used in deriving physical properties of a construction-, or
building project. Therefore, properly managing these assets and
rewards associated is a crucial property of the proposed platform.
Onboard new project is a goal that enables users to initiate con-
struction projects, manage technical-and business requirements
associated to the project, manage the tender process and assign

roles to relevant stakeholders. The manage project goal addresses
the possibility to manage an ongoing-, or already completed project.
For an ongoing project, the project managers and project owners
can update, or modify requirements associated to a project. In the
case of an already completed project, the user can manage tasks as-
sociated to building repairs and -maintenance. Themanage payment
goal provides the possibility of tracking milestones associated to a
project and processing payments under clearly stated conditions.
Themanage wallet goal caters for allowing all involved stakeholder
to manage their different token types and also for transferals be-
tween users of the platform.

3.3 Refinements of the CoPM value
propositions

3.3.1 A detailed explanation for each of the FLGs describing the value
propositions of the CoPM platform are presented as follows. Onboard
NewUser: The FLG comprises the following goal refinements; select
role, perform KYC and assign a key. The select role goal enables
users to select the role they wish to perform on CoPM. The roles
include designer, contractor, auditor, project owner/manager and OEM.
A new user provides evidence about the capacity to function in
a particular role. Such evidence can include skill certifications,
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educational qualifications etc. The perform KYC goal enables a KYC
agent to verify data submitted by the user. If the KYC is successfully
completed, the user is assigned a cryptographic key for the purpose
of identification on the platform. The goal select role is expected to
be usable by all the participants and portable. As a result, the users
can easily perform tasks associated to onboarding a new user on
mobile devices.

Manage Asset: The FLG contains the following sub-goals; create
building object, create building model and share digital asset. The
digital assets that are managed on the CoPM platform are all defined
based on the standardization defined in the BIM. The building ob-
jects are a clearly defined digital representation of a building object
produced by an OEM. The objects serve as an input for designing in
developing the building, or construction models used by engineers
in translating to a physical building construction project. A designer
can create a new BIMmodel by importing an already existing model
(on the blockchain) and creating a new model from several BIM
objects. These provisions are included with the goals import BIM
model and create new BIM model. The utility token is used in pro-
cessing model importation and thereby rewarding appropriately
the original model creator. The BIM models created by the designer
are stored on the blockchain for further use. This is enabled by the
goal store BIM model and the goal is processed using the utility
token. The goal share digital asset provides the possibility for OEMs
and designers to provide access to their created digital assets for
building contractors and project owners. This goal ensures that the
designers and OEMs can efficiently and transparently track the use
of their intellectual property (IP) and receive appropriate credits
and payments for its use. The sub-goals share digital assets shows
the created assets can be used by others in the platform by directly
associating the asset a project, or a project owner. Finally, both
the OEMs and designers can view the building objects and models
stored on the CoPM. This is enabled by the goal view digital asset.

Onboard New Project: The FLG onboard new project contains
the sub-goals, set requirements, and manage tender. Using the set
requirement goal, a project owner can outline technical- and busi-
ness requirements associated to a new project. To set technical
requirements, the project owner imports BIM models containing
building objects as well as their clearly defined properties. The
BIM model is then associated to the project and published on the
blockchain. A utility token is used in importing BIM models and
publishing requirements on the blockchain. The business require-
ments contain a set of milestones that are fulfilled before payment
is issued to the contractor. Tokens are set aside, locked in a smart
contract and released to the contractor after the condition in the
milestone is satisfied. A utility token is used in issuing payment to
the contractor on reaching a project milestone. The manage tender
goal enables the project owner to initiate a bid for a project and
manage roles associated to a project. The following sub-goals are
contained in manage tender; submit bid, select project stakeholders
and assign roles. Project designers and contractors can submit a
bid for a new project design (model), or for developing an already
designed project. The submit bid goal is processed using a utility to-
ken to prevent users from spamming the platform with invalid bids.
The goal select stakeholders provides the possibility for software-bid
agents to identify the winning bid. The goal assign roles allow the
project owner to manually assign roles to the stakeholders involved

in the project and this is processed with a utility token. The goal
that enables project owners to set requirements for a new project
is expected to be secure ensuring the project requirements, cannot
be manipulated by any malicious user. Furthermore, the goal that
enables bidding by the contractors and designers is expected to be
secure as well. Publishing project requirements to the blockchain
as well as the bid submission goal are expected to be performant.
The rules that guide the bidding process enabled by manage tender
goal is expected to be transparent.

Manage Project: The FLG ensures that the project owner and
project manager are capable of updating requirements for an ongo-
ing project and also maintain existing projects. Maintaining exist-
ing projects using the collaborative construction platform, involves
checking the lifespan of a building object to determine if repair, or
replacement is needed. The status of a building object that needs
repair, or replacement is published using the utility token. The
goals replace building object and repair building object trigger a
new bidding process and allow contractors to submit bids for the
maintenance work. The goal recycle building object is a sub-goal
of the replace building object, allowing a project owner to earn a
token for using an environmentally friendly building maintenance
method. The goal update ongoing project requirement allows the
project owner to modify the requirements of a project that is al-
ready being executed by a contractor. The new requirements are
then published to the blockchain using the goal publish BIM require-
ments and this is processed using the utility token. The goal notify
stakeholders messages all parties involved in the project about the
new requirements. An offline discussion can take place and the
additional payment may be requested by project contractors. The
relevant quality goals of the sub-goals of the manage project FLG
are presented as follows. Checking the lifespan of a building project
is semi-automated involving records from IoT-recording devices
and manual checks carried out by project owners. The rule that
defines how the checks are conducted is transparent and can be
verified by all the stakeholders of CoPM. Publishing building status,
BIM requirements as well as responses from contractors regarding
changes to the project requirement are expected to be performant.
The listed goals result in state changes on the blockchain. The
update ongoing project requirement is expected to be secure and
usable by the project owner.

Manage Payment: The FLG provides the possibility to track an
ongoing project and unlock an escrow-type of payment when a spe-
cific project milestone has been reached. The FLG manage payment
has the following sub-goals; manage tracking channels and check
project milestone. The tracking channels are the artificial agents
that a contractor uses to record the project status and publish them
on a blockchain. These devices may include RFID readers, barcode
scanners scanning barcodes of physical building objects delivered at
a construction site and IoT-video cameras for recording the graph-
ical/pictorial state of a project. The check project milestone goal
provides the possibility for auditors on the platform to verify that
the project meets the technical- and business requirements de-
scribed during the project onboarding. The auditing is a two-staged
task executed by both human auditor and software agents - audi-
tor. The auditor agent verifies that the BIM-objects delivered at
the construction project meets the requirements of the BIM-model
requirements published in the project onboarding. The barcodes of
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the physical building objects contain information that outlines the
BIM-objects therein. The human auditors perform checks to verify
the visible properties of the completed project and confirm that it
is in line with the original building requirements published by the
project owner. Payment is issued to the contractor after checks are
successful. The make payment goal is a process using the utility
token and the manage project tracking channels must be usable
by the contractors. The rules for checking project milestones must
be transparent to all participants in the CoPM. Publishing of the
project status and making payments must be performant.

Manage wallet: The FLG provides all the participants with the
possibility to manage their tokens and transfer tokens between
users in the platform. The FLG manage wallet has the sub-goals
transfer tokens and view tokens. The goal transfer tokens allow all
stakeholders to share and exchange tokens among each other. To
view the token history and check the details of token exchanges,
the goal view token balance is used to achieve that. The goal transfer
tokens is expected to be performant as it results in a state change
on the blockchain network.

4 COPM ARCHITECTURE
The static components and information-exchange interfaces are de-
rived directly from the goal models above. The DAOM framework
shows the heuristic mappings used in deriving the static archi-
tecture of a blockchain application model from the requirement
diagram. Section 4.1 presents the methodology that is used in trans-
forming the system requirements represented by the goal models
into architectural components of the CoPM-platform and Section
4.2 presents the CoPM component diagram.

4.1 Mapping Goal Models to Component
We show the main components, sub-components, interfaces, and
ports of a system and also outline relationships that exist between
them according to the concepts of the DAOM framework. In deriv-
ing the component diagram of the CoPM platform from the goal
models, the following heuristics are used. The FLGs shown in Fig-
ure 1 of this paper are used in deriving the main components of the
system that contain themselves sub-components equally derived
from the refinements of the first-level goals. Due to limited space,
only the first- and second goal refinements are used in deriving the
components and sub-components of the CoPM-architecture.

4.2 Component Diagram
As shown in Figure 6 of Citation [22], the component diagram
of the CoPM-architecture is obtained by applying the heuristic
mapping rule described in Section 4.1 of this paper. The architecture
shows six main components and the sub-components of the main
components. Each component contains interfaces for reading and
writing operations and actor exchangeswith components are shown
with broken lines.

User manager: The user manager component has the following
sub-components KYC, Key manager, and Role manager. The KYC
component has an interface for a KYC-agent to verify the identity
of the users of CoPM-platform. The role manager has two inter-
faces, one for assignment of roles by the admin actor and the other
interface allows specified users to read the role’s data that resides

in the component. The following data types are available on the
user-manager component, identity data, user roles and user keys.

Digital asset manager: The component enables the creation and
exchange of digital assets such as building objects and models on
the platform. The component has three sub-components, and they
include building object, building model creators and digital asset
publisher. The building-object components provide the interface
for the OEM to create and store BIM-objects on the platform that
serve as input for creating building models. The dedicated creator
component is accessible to designers such as architects and engi-
neers. The component provides an interface for creating building
models using the building objects from the OEM as inputs. The
building models created represent the technical requirements of
construction- or building projects. The sub-component digital asset
publisher enables the designers to share building models created
with other users on the platform. The digital-asset publisher also
has a read interface that provides the possibility for specified users
to access the building models as building requirements. The follow-
ing data types are available on the digital asset-manager component,
building-object- and building- model data.

Project onboarder: The component enables the project owner to
initiate a new project by outlining the technical requirements and
business requirements of the project. Also, the component manages
user-biding activities that result from the project tender. The project
onboarder has the following sub-components, including require-
ment logger and tender manager. The requirement logger provides
an interface for the project owner to write and store technical- and
business requirements of a new project. The technical requirements
are accessed from the building models shared from the digital-asset
publisher. The business requirements contain milestones and dead-
lines for completing the outlined technical requirements of the
project initiated. The tender-manager sub-component enables the
project manager and -owner to initiate bidding for a new project.
The tender component provides another interface for designers
and contractors to submit bids for a project. There exists also an-
other interface for assigning project roles based on the result of the
bidding. The user-roles data used by the biding agent are accessed
from the role-manager component. The following data types are
available on the project onboarder, project-technical requirement,
project-business requirement and user-bid data.

Completed project manager: The component enables the project
owner to maintain existing building projects and update the re-
quirements of an ongoing building project when necessary. The
project manager has the sub-componentsmaintain project container
and requirement updater. The project container has logs about the
status of a completed building project to identify when repairs are
necessary. The sub-component provides interfaces for external IoT-
agents to monitor the lifespan of building objects in a completed
building project and to publish the status of the building objects.
The project manager and project owner can as well read the status
of building objects to initiate tenders for the repair, or replacement
of a building object. The requirement updater provides an interface
for the project owner to modify and update the requirements of
an ongoing building project. The new requirement is updated on
the requirement logger component. The data types available on
the project manager are building-status data and updated building-
requirement data.
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Payment manager: The component enables the platform to auto-
matically monitor ongoing projects and sends payments to the con-
tractors and designers when both technical- and business criteria
of the project are satisfied. The payment has two sub-components,
tracking logger and milestone logger. The former provides an inter-
face for IoT-agents to publish the status of a project. The contrac-
tor/designer handling the project ensures that the project status is
correctly published by IoT-agents. The milestone logger contains
information about the milestones that have been achieved during
the execution of the project. The component provides an interface
for an auditor agent to process payments once specific milestones
have been reached. The general information about a milestone data
relevant for the project is read from the requirement logger com-
ponent while the information about completed milestones is read
from the tracking logger as milestone status. The payment manager
component contains the project status and milestone-status data
types. The setup of the sub-components of the project onboarder
and payment manager enables the implementation of a modular
construction concept. This is because a single project can be split
into several parts and bids are submitted separately for each part.
The software-agent auditor monitors the status of each of the sub-
projects and issues payments accordingly.

Wallet manager: The component provides interfaces for other
components to access tokens and exchange tokens with other users.
The wallet manager also allows users to access and view their token
balances. The wallet manager has the sub-components, token man-
ager and token history component. In the token manager component,
an interface is provided for the auditor agent to access tokens and
perform payments to project executors. There occurs an exchange
of the token balance between the token manager and completed
project manager sub-components for updating requirements and
initiating tenders. Furthermore, the token balance is exchanged
with the project-onboarder component for publishing requirements
and initiating tenders for new projects. The token-history sub-
component has a read interface for all users in the platform to
view their token balances. The token-history component accesses
the users’ token-balance data from the token manager. The token-
balance data is the only type available in the wallet manager.

5 DYNAMIC BLOCKCHAIN PROTOCOL
This section provides the exchange protocols of dynamic behaviour
on the CoPM-platform showing the transactions that are executed
on blockchain referred to as the on-chain transactions. The use-
cases are also presented showing how the stakeholders interact with
the platform while executing the on-chain transactions. The on-
chain transactions are presented in a table showing the components,
transaction event, description, and associated stakeholders. The
use-cases are presented using UML-sequence diagrams showing the
order of activities that occurs as the system stakeholders execute the
on-chain transactions. Section 5.1 shows the on-chain transactions
and Section 5.2 presents the platform use-cases.

5.1 Construction Platform On-Chain
Transactions

The on-chain events show the CoPM generated transactions that
are executed on the blockchain. They are as follows, creation of

digital assets, initiating project tenders, issuing project payments,
and monitoring, and maintaining completed building projects. This
mapping of the on-chain transactions to their corresponding com-
ponents in the CoPM architecture is presented in [22].

5.2 Construction Platform Use-Cases
The use-cases for the CoPM-platform show the set of message ex-
changes that are necessary for executing the on-chain events. The
use-cases are presented as UML-sequence diagrams that depict in-
teractions between actors and components of a system in sequential
order [30].

Digital asset-creation operations: This operation shows the set
of message exchanges necessary for creating digital assets such as
building objects (BO) and models. First, an OEM-agent imports BO
from external sources and then publish the same on the platform.
A building designer accesses the BO as input for creating building
models (BM). The latter is then published by the designer and be-
comes accessible to other users for creating technical requirements
of building projects. These activities are shown in detail in Figure 8
of the Citation [22].

Tender-initiation operations: To set up a project tender and iden-
tify project stakeholders, the project first accesses existing building
requirements from the digital asset-manager component. The com-
ponent returns to the user building models containing the neces-
sary technical requirements to start the tender process. The project
owner outlines the necessary deadlines for the project milestones
and then publishes the building requirements. The contractors and
engineers can then submit their bids containing payment details
and possible deadlines for executing the project. The bid agent
identifies the winning bids and then allocates stakeholders to the
project by returning the identification-details public key (PK) and
project roles of the selected contractors to the project owner. These
activities are shown in detail in Figure 9 of Citation [22].

Project-payment operations: On completing projects, or reaching
particular project milestones, payments are performed to contrac-
tors. The activities necessary for executing payments are outlined
as follows. First, the contractor uses an IoT-agent to publish the
status of the project. The data associated with project status are
logged on the tracking-logger component. Based on the information
contained on the project-status data, the project-milestone status is
then logged on the milestone-logger component. The auditor agent
reads the milestone status and issues the necessary payment to the
contractor. The payment data contains the contractor identification
(PK), milestone completed (Mlst) and payment amount (amt). These
activities are shown in detail in Figure 10 of Citation [22].

Building-maintenance operation: This operation contains activi-
ties necessary for monitoring completed projects and initiating a
tender process for building-object repairs, or -replacements. First,
the project owner sets an IoT-agent to read a building status to then
log the status data to the project-container component. A check is
performed to confirm if a repair is needed for the building objects,
or if it is necessary to replace the object. In the first case, a repair-
tender process is initiated and executed on the project-onboarder
component for the damaged building object. In the second case, a
replacement-tender process is initiated on the project-onboarder
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Figure 2: Proposed TO-BE state CoPM-platform ecosystem.

component. These activities are shown in detail in Figure 11 of
Citation [22].

6 FEASIBILITY EVALUATION AND
DISCUSSION

The TO-BE state of the modernized construction ecosystem we
present based on the proposed CoPM-platform where the new run-
ning case in Figure 7 shows how the CoPM-platform transforms
the low-level digitization in the construction industry into a highly
automated collaboration-enabled community. Next, a paper-based
evaluation of existing technologies described in Section 4 shows
the feasibility of rapid development and deployment of the CoPM-
architecture. The technologies outlined comprise of blockchain
and non-blockchain projects that provide the possibility of quick
deployment following the specific requirements of the proposed
CoPM-platform. The rest of this section is structured as follows.
Section 6.1 shows the digitized construction management of the
running case in the resolved TO-BE state. Section 6.2 provides an
evaluation of smart-contract platforms and Section 6.3 discusses
decentralized storage platforms for blockchain systems. Next, Sec-
tion 6.4 describes available standards for coding digital assets in
the construction industry. Lastly, Section 6.5 shows available radio-
frequency identifiers (RFID) and IoT-technologies for implementing
scanners for building objects.

6.1 CoPM-Modernized Construction Running
Case

In Figure 2 of this paper, we show the TO-BE state of the construc-
tion ecosystem after the deployment of the CoPM-platform. Unlike
the current case where the complexity of projects results in project
delays, rising cost and defects, the CoPM construction ecosystem
enables properly managed collaboration for all the stakeholders in
the construction project. First, as shown in Part A of the figure, the

platform provides a collaboration system that supports the decou-
pling of complex project ideas into digitized building models that
contain technical requirements of a construction project.

The running case of the proposed CoPM-platform ecosystem
shows in Part B that digitized building models are further decom-
posed into subsequent building objects containing different parts of
a building project. The final phase of the CoPM-ecosystem, outlined
in Part C of Figure 7, shows a semi-autonomous auditor accessing
building requirements from blockchains to examine whether the
completed project milestones satisfy the outlined requirements. A
detailed explanation of the TO-BE state of the construction man-
agement is presented in [22].

6.2 Smart-Contract Platforms
The largest blockchain network for smart contracts, Ethereum net-
work [6], is a potential network for deploying smart-contracts for
the CoPM-system. The Ethereum network still uses a proof-of-
work (PoW) consensus method for the verification of transactions
on the network. The PoW-consensus method requires considerable
computational power for confirming transactions in the network,
posing as a scalability bottleneck. This limits the number of on-
chain transactions that can be executed on the CoPM-platform. Al-
though there exist several blockchain systems that supports smart-
contracts [34], we considered only platforms that have shown a
high degree of stability and enterprise-wide adoption. Therefore,
we identify Qtum [11], Cardano [4] and Hyperledger Fabric [8]
as potential blockchains for executing smart contracts on CoPM.
The Qtum network [11] is a highly scalable blockchain network
for executing smart contracts and uses an incentivized proof-of-
stake (PoS) consensus method for verifying transactions on the
network. The Cardano blockchain network is another promising
network for executing smart contracts for the CoPM-platform. Just
as Qtum, the network uses PoS for verifying transactions, thereby
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rendering the network highly scalable when compared with the
Ethereum network [15]. The Hyperledger Fabric is an example of
a permissioned blockchain network for executing smart contracts.
The network uses flexible consensus methods that are based on
byzantine fault tolerance (BFT) systems. The BFT consensus family
are highly scalable and secure [3].

6.3 Decentralized Storage
The proposed CoPM will generate a considerable amount of data
objects such as digital assets that contain building requirements and
data from scanners that contain building status. Due to correspond-
ing blockchain limitations [29], decentralized storage provides ex-
tended addressable repositories for blockchain systems [10] and
therefore, can be used in preserving digital assets in the proposed
platform. The Interplanetary File System (IPFS) and BigchainDB
are common decentralized storages used in blockchain applications
[14], [9] and [26]. The IPFS is a peer-to-peer (p2p) system that
provides the possibility for different computing devices to connect
to the same file system for enabling access to large data sets with
high efficiency over a non-trusting network [5]. BigchainDB pro-
vides a scalable and distributed database for storing large data sets
generated from blockchain applications [17].

6.4 Digital Assets Standard
A universally acceptable and machine-readable standard is neces-
sary for specifying digital assets created on the proposed decen-
tralized CoPM-platform. The BIM-model provides an optimized
system for designing building models ensuring the integration of
software systems in building construction [20]. BIM is useful in
construction tendering by providing a common environment for
defining building data, specify technical requirements of a building
project as BIM-objects and models, specify business requirements
of a project as BIM-metadata. These are useful for storing digital
assets created in CoPM.

6.5 Technologies for Building Scanners and
–Sensors

The architecture of the proposed CoPM-platform shows significant
involvement of IoT-devices in the broadcasting status of building
objects when executing construction projects and when monitoring
already completed projects. The project IOTA [23] provides a decen-
tralized platform and real-time economy for processing data from
IoT-devices and performing payments for services rendered. The
project IOTA has the potential for providing a trusted environment
for IoT-agents involved in the CoPM project. This implies that the
building-status data from RFID sensors with IoT-capabilities can
be transparently transmitted to the data-logging component of the
proposed CoPM-platform. Still, the IOTA-project is not compat-
ible with other major blockchain platforms for executing smart-
contracts and cannot be effectively integrated into the proposed
CoPM-platform. The new IBM microscopic chip1 is a grain-sized
computer with an independent processor, memory, storage and
communication module that provides the possibility for transpar-
ent data transmission without the involvement of third parties. The
1IBM Chip Computer https://cointelegraph.com/news/ibm-reveals-blockchain-
computer-smaller-than-grain-of-salt-to-track-objects-devices

integration of autonomous IoT-agents on the CoPM-platform and
the interaction between these agents and human users outlines the
social-technical aspects of the platform. The decentralized digital
identity governance described in the machine-to-everything (M2X)
economy [12], provides a formalized technique for identifying all
the entities on the CoPM-platform.

7 CONCLUSION, LIMITATION AND FUTURE
This paper presents the CoPM-platform, a decentralized platform
for managing and executing construction projects. We describe a
trusted and affordable system for outlining technical- and business
requirements of construction projects and payments performed to
the building contractors when specific requirements have been
reached in the specified project milestone. The platform gives
building-project owners and -managers the possibility of deploying
a modular construction project and with smart contracts, ensures
that the projects are executed according to the specified require-
ments. The main value proposition of the platform is to provide a
decentralized system for supply-chain and project management in
the construction industry. The main value proposition is further
refined into the functional requirements of the system. The first-
level functional requirement shows that the platform should be able
to onboard new users, onboard new projects, manage digital as-
sets, manage projects, manage payments, and manage wallets. The
stakeholders that participate on the platform include human users
and software agents. The latter automate the auditing and bidding
functions, while the human users are mostly responsible for creat-
ing digital assets containing project requirements and executing
projects. The static architecture of the proposed CoPM-platform is
provided to further describe the system and a UML-component dia-
gram. The main components of the static architecture are derived
from the heuristics mapping of the first-level requirement of the
platform. We use UML-sequence diagrams to describe the dynamic
behaviour of the CoPM-platform. The UML-diagrams show the use-
cases to outline the necessary activities that are required in execut-
ing on-chain events on the platform. Four use-cases are described,
and they include digital-asset creation operations, tender-initiation
operations, project-payment operations, and building-maintenance
operations.

A paper-based evaluation is carried out to identify existing
blockchain-and non-blockchain technologies as candidates for rapid
development and deployment of the CoPM platform. Potential
blockchains for executing smart contracts, the decentralized data-
base for storing digital assets, and smart sensing devices are anal-
ysed for project suitability. A lack of case-study based empirical
evaluations is the main limitation of the current paper. This is due
to the not yet implemented prototype of the current design of the
CoPMplatform. Therefore, to address this, we propose the following
future work. First, a goal is to develop a prototype implementation
of the CoPM-platform. An actual construction project-management
process is executed using the platform and user feedback is collected.
Then a proper case-study evaluation is conducted by comparing
user feedback with respect to the new CoPM system and the manual
process of construction-project management.
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Abstract Inter-organizational collaboration is an impor-

tant aspect of organizational operations. Traditional sys-

tems that support organizations in executing these

collaborations are inefficient, not inter-operable and inse-

cure. Novel functions provided by blockchain technology

yields the potential for addressing problems that affect

organizational collaborations by enabling tamper-proof,

transparent, and secure systems for the exchange of infor-

mation between organizations. Still, a proper approach for

building blockchain-decentralized applications (DApps)

that support inter-organizational collaborations is missing.

The DAOM framework addresses this gap by providing a

model-driven design approach for building DApps. This

paper shows the development of the semantics of the

DAOM framework, implementation of the support tool,

and the evaluation of the DAOM framework and support

tool. We conducted an evaluation to understand the use-

fulness of the DAOM framework in developing blockchain

DApps and the effectiveness of the support tool in pro-

ducing DAOM diagram models. The evaluation result

shows that the framework is useful and applicable for

developing DApps for inter-organizational collaborations.

Furthermore, evaluation of the tool support shows that

DApps can be modelled efficiently and correctly with the

implemented enterprise-modelling software.

Keywords DApps � Model-driven design � Evaluation �
Tool-supported implementation � Modelling language

1 Introduction

Inter-organizational collaborations (IOC) represent impor-

tant aspects of organizational operations since companies

are usually not self-sufficient and they outsource functions

for which they lack expertise [8, 12]. Additionally, services

that are not part of an organization’s core function are

procured from third-parties [29]. These types of multi-party

collaborations to achieve specific organizational goals,

involve the exchange of data and shared processes between

the organizations. Such multi-dimension information

exchange between different organizations requires security

and transparency of data exchanged. Current systems that

support inter-organizational collaborations are centralized,

not interoperable and insecure [17, 22]. Due to insecurity,

access control cannot be enforced on shared data and due to

centralization, activities of collaborating parties cannot be

independently verified. Additionally, a lack of interoper-

ability leads to a manual, inefficient exchange of infor-

mation among the collaborating parties. As a result,

traditional information systems (IS) are not suitable for

executing cross-organizational processes.

Blockchain is considered as one of the emerging tech-

nologies that will shape the future [36]. Blockchain tech-

nology provides the potential to address the challenges

limiting inter-organizational collaborations. In [33], the
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authors show that the main purposes of applying block-

chain in organizations are to improve transparency, secu-

rity and interoperability of data. The study [3] shows the

use of blockchain application in addressing traceability

issues that exits in food supply chains, thereby improving

the general safety of consumed food products. The study

[31] shows the use of blockchain in enabling secure and

interoperable sharing of information between users, soft-

ware systems and internet of things (IoT) objects in a

smart-city design. Blockchain technology has also been

applied in secure and transparent sharing of patients data

across service providers in the healthcare sector [4].

Notwithstanding the opportunities blockchain technol-

ogy delivers with regards to addressing the problems in

inter-organizational collaborations, there exists no aligned

design framework for developing blockchain-decentralized

applications (DApps) [32]. The study [21] proposes a

software-engineering focused method for developing

blockchain DApps. The proposed method involves the use

of UML models including use-case diagrams, class dia-

grams and activity diagrams in deriving the requirement

and architecture of a DApp. The proposed method does not

address the transaction-cost scalability and usability prob-

lems in the technology. The study [11] describes a process-

reduction method for developing blockchain DApps that

addresses the transaction-cost scalability problems in

blockchain technology. However, the process-reduction

method for executing business processes on the blockchain

does not capture the complete stages of software mod-

elling. The study [16] proposes an ontology-driven data-

modelling method for building blockchain systems. Still,

the method does not consider the usability issues associated

with blockchain systems. The privacy-preserving tech-

niques for building DApps referred to as Ancile provides

an approach for ensuring a secure management of health-

care data using blockchain [9]. Although the Ancile

framework enables the efficient- and interoperable

exchange of patient data among healthcare-service provi-

ders, it does not show general applicability in developing

other systems that support organizational collaboration,

except in the healthcare domain. The Caterpillar is a tool

for executing- and managing business processes on

blockchain [18]. The tool provides the possibility for

transforming the business process modelling notations

(BPMN) into smart contracts that are executed on the

blockchain using its compiler. The tool is designed to run

on a specific blockchain and compiles only BPMN nota-

tions. The tool is therefore not blockchain-technology

agnostic and also not suitable for modelling complex

business operations that cannot easily be represented in

BPMN.

To address these gaps, the studies [32, 34] propose a

decentralized agent-oriented modelling (DAOM)

framework for building DApps and formalize the mod-

elling syntax [32, 34]. The main goal of this study is to

implement the DAOM framework described in [32, 34],

develop a support tool for the framework, then evaluate the

DAOM framework and the support tool. Although the

syntax of the framework has previously been evaluated for

correctness and consistency, we still lack an evaluation to

determine the usefulness of the modelling language in

describing the DApps. There exists also a need to evaluate

the effectiveness of the tool support for modelling DApps

using our modelling framework. Therefore, we propose the

main research question of ‘‘How to implement and evaluate

the DAOM framework and support tool?’’ The DAOM

consists of three different diagram types. The first diagram

outlines the main requirements of a DApp, the second

diagram shows the architecture and information exchanged

between components and the last diagram shows sequences

of information exchange in executing a use-case of a given

DApp. Thus, it is necessary to have a complete represen-

tation of the diagram elements and relationship with each

element. It is also necessary to qualitatively evaluate the

modelling language and the tool support separately.

Therefore, we derive the following sub-questions from the

main research questions:

• What is the model representation of the DAOM

showing relationships between all DAOM modelling

elements?

• What are the modelling constructs for implementing the

DAOM diagram models?

• What is the usefulness of the DAOM framework in

designing DApps and the effectiveness of the tool

support in producing DAOM diagram models?

The rest of the paper is structured as follows. Section 2

provides the background of this study by summarizing the

main aspects of blockchain technology and the running

case for the evaluation. Furthermore, the evaluation

methods used in this study are presented. Section 3 pro-

vides a complete picture of the three model types in the

DAOM framework using a metal-model to describe the

modelling elements and their relationships. Next, Sect. 4

describes the implementation of tool support by describing

the UML profile diagrams, stereotypes and tag values used

in realizing an enterprise-modelling tool for DAOM. Sec-

tion 5 provides a complete evaluation of the DAOM

framework by assessing the modelling language and sup-

port tool separately. The language is assessed for the use-

fulness in modelling DApps for inter-organizational

collaborations. The support tool is examined for its effec-

tiveness in producing models that conform with the syntax

of DAOM. Finally, the conclusion of the study is presented

in Sect. 6 together with future work.
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2 Presuppositions

This section provides the background of this study by first

summarizing the main concepts and technologies that

support the blockchain in Sect. 2.1. The research method

applied in this paper and running case adopted in this study

are presented in Sect. 2.2. Lastly, the running case of an

inter-organizational collaboration is presented in Sect. 2.3.

2.1 Main concepts in blockchain technology

Blockchain is a distributed network of peers where cryp-

tographically linked data are stored on blocks and all the

participants have the same copy of the data [30]. The

cryptography ensures that each of the participants can

independently verify the correctness of the stored data. In

describing technologies that support blockchains, this

paper considers the concepts such as consensus mecha-

nism, public-key infrastructure (PKI) and smart contracts.

The blockchain consensus methods define rules for

adding new records of data to the network. Some of the

common consensus methods include proof of work (PoW),

proof of stake (PoS), delegated PoS (DPoS) and byzantine

fault-tolerant (BFT) consensus models. In PoS, a difficult

mathematical puzzle is presented and the first participant to

correctly solve the puzzle is rewarded to add the next block

of data. In PoS, the participant to create the next block is

randomly selected and the probability is based on wealth

distribution in the network. DPoS is an advanced form of

PoS, however, specific participants are selected to partici-

pate in block creation. In BFT, consensus systems are

generally voting-based consensus methods [38].

The public-key infrastructure is an asymmetric crypto-

graphic system that uses a key pair being public- and pri-

vate keys for the encryption and decryption of data. The

public key is used for the identification of parties in a

network as well as data encryption. The encrypted data can

only be decrypted by the associated private key and data

stored on the network is digitally signed with the private

key of the publisher. The public-key encryption and digital

signatures contribute to the verifiability of information

stored on a blockchain network [28].

Smart contracts are computer programs that are exe-

cuted on a blockchain. A smart-contract contains a set of

conditions that define the agreements between several

parties. When the corresponding conditions are satisfied,

the execution of smart-contract logics results in a perma-

nent change of a blockchain state [7].

2.2 Research method

The research method adopted for this paper is the design-

science research (DSR) method. The DSR provides a

framework for the creation and evaluation of new artefacts

[14]. Three key pillars form the foundation of the DSR and

they include environment, DSR evaluation and knowledge

base. The environment represents problems in organiza-

tions and application domains which the research addres-

ses. The knowledge base provides the scientific foundation

for creating new artefacts that address the detected orga-

nizational problems. The DSR evaluation involves the

assessment of the created artefact [14].

The environment pillar for this research is represented

by the previous works conducted by the authors of this

paper in identifying problems associated with creating

blockchain DApps that support IOC. These problems are

summarized by the absence of framework and support tools

for creating DApps for IOC [32]. Although the study [34]

already describes the DAOM framework and its syntax for

developing DApps that address issues in IOC, still, a proper

semantic description and implementation of the support

tool are missing.

The knowledge base represents existing approaches,

models, techniques that form the foundation for developing

the modelling framework semantics and implementing the

support tool. Meta-modelling concepts are applied in

describing the semantics of DAOM while, the UML pro-

file-diagram concepts are applied in realizing the support

tool of the framework [1, 5].

The DAOM framework and the support tool are the

artefacts evaluated in this paper. The focus of the evalua-

tion conducted in this study is to assess the modelling

language and corresponding tool support. The evaluation

approach used in this paper is based on similar studies that

apply the DSR method in evaluating other software-related

artefacts. To select the appropriate evaluation methods

suitable for artefacts produced in this research, as per Sect.

5.1, we assess recent studies in which similar evaluations

are conducted.

2.3 Inter-organizational collaboration problems:

attestation and verification of identity

information

During the initial coin offering (ICO) related projects in

2017, most of the DApps created are hobby projects

focused on the financial application of blockchain tech-

nology [37]. Thereafter, research conducted on the appli-

cation of blockchain in inter-organizational collaboration

identifies the main objectives for applying blockchain

organizations. These include transparency, trust, data
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security/privacy, resource management, tamper-proof, and

interoperability [33].

Considering the IOC problems associated to Know Your

Customer (KYC) identity attestation and authorization, the

traditional supporting systems do not guarantee on-time

verification. Additionally, the verification processes are

repeatable multiple times for the same user of different

services and thus, the verification result cannot be guar-

anteed. Still, with the tamper-proof recording that block-

chain provides, repeated verification can be eliminated. An

increased level of transparency is introduced in the KYC

processes with the introduction of blockchain technology.

Figure 1 shows a diagrammatic description of the

described case. The figure illustrates that in verifying the

same identity document for different internet services,

there is a possibility for failed attestation even if the doc-

ument has previously been positively attested. These

repeated verification processes result in delays and

increased service costs.

3 The DAOM meta-model

We present the meta-model of the DAOM framework. The

first part in Sect. 3.1 provides a general concept of meta-

modelling in model-driven designs (MDD) and the second

part in Sect. 3.2 shows the design of the DAOM metamodel

using UML class diagrams.

3.1 Meta-model concepts in MDD

To clearly understand the DAOM framework, it is neces-

sary to outline all the elements and systematically describe

the relationships between the elements and their diagram

types. The meta-modelling provides a foundation for

developing and implementing a model-driven design

approach with the application of rules and constraints for

modelling specific problem domains [1]. In this study, we

apply meta-modelling for developing DAOM-element

relationship rules in modelling problems in the DApp-de-

velopment domain. A similar study [23] applies UML class

diagrams in outlining the meta-model of a modelling

framework.

3.2 DAOM meta-model design

The implemented meta-model of the DAOM framework

depicted in Fig. 2 uses UML class diagrams. Three diagram

types are contained in the DAOM framework for require-

ment, static architecture and use-case diagrams [32]. The

requirement diagram consists of the elements, goals and its

refinements, quality goals, emotional goal, user story and

agents. The goal represents a state that is to be achieved, or

a specific function performed in the DApp and they are

refined into sub-goals. The quality goal defines a given

software-engineering criterium for achieving a goal. It

simplifies how a particular goal is to be achieved. The

agent represents the software and human participants that

execute a particular goal, or function in the DApp. The

emotional goal describes the feeling of the human agent

when executing a particular goal.

The static architecture diagram contains components,

sub-components and associated agents. The static archi-

tecture of DAOM also shows the interfaces and informa-

tion between the components. The use-case diagram

contains a sequence of objects. The sequence outlines the

interactions between objects in a DApp when executing a

particular use of the DApp. The numbered sequences are

also captured to identify interactions that are stored on the

blockchain. [32]. Furthermore, the study [34] describes the

semantics of the requirement diagram and its syntax vali-

dation. The syntax validation of the DAOM-requirement

diagram is achieved by defining the elements composition

of the DAOM model using an XML document type defi-

nition (DTD) object. A given DAOM-requirement diagram

is then validated by transforming the model elements to

XML objects and validated using the standardized XML

DTD representation of the requirement model. The

semantics and syntax of the static architecture and use-case

diagrams follow the standard ontology of UML compo-

nent- and sequence diagrams [5]. Still, the extensions of theFig. 1 Running case about the status quo in document authentication

for the financial industry [34]
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standard UML elements in the DAOM implementation of

Sect. 4 are used in realizing the DAOM models.

The summary of the relationship between DAOM

modelling elements is presented as follows. The goal ele-

ments are refine into sub-goals, up to an nth-level goal. The

level of the requirements captures the depth of the

requirement details described for a DApp. The quality

goals, emotional goals, agents and user-stories are associ-

ated to the goal elements. The quality goal is defined by the

element’s attributes in the quality-goal-type class. The

quality-goal types include transparency, trusted, integrable,

interoperable, secure, highly automated, modifiable,

usable, scalable, portable and performant. A detailed

description of these quality-goal types is presented in [34].

The goal attribute on-chain function has a boolean value

that determines if a given goal is executed on a blockchain.

The agent has an attribute autonomous with a boolean

value that determines if a given goal is executed by a

software-, or a human agent. The first-level goal refine-

ments are used in realizing the main components of the

static architecture, while the second-level goal refinements

realizes sub-components. An agent uses the components it

is associated with. The sub-components have an attribute

tokenization that shows if an agent interaction with a given

component results in exchanging digital assets (tokens). A

respective sub-component and agent realizes the sequence

objects of the use-case description.

With the DAOM elements clearly defined and the

relationship between elements and diagrams well

established, the DAOM framework can easily be applied to

various enterprise-modelling software that supports the

creation of custom diagrams. The DAOM elements and

relations can be mapped to the standard modelling nota-

tions that exist in the modelling software.

4 The DAOM tool-support implementation

This section describes the implementation of tool support

for modelling DApps using the DAOM framework. The

main concept for implementing the DAOM-support tool is

based on the possibility of using extended UML elements

with profile diagrams to realize the DAOM modelling

notations on traditional system-modelling software. The

modelling software used is the MagicDraw system mod-

elling tool.1 Still, the DAOM-diagram types implemented

using the software can easily be exported to other system-

modelling software such as Enterprise Architect2 and

Visual Paradigm.3 All these cases of modelling software

support the implementation of new modelling constructs by

extending standard UML elements using profile diagrams.

In Sect. 4.1, we present the UML base elements used in

realizing DAOM elements. In Sect. 4.2, we show the UML

profile diagrams used in realizing the diagram types of the

Fig. 2 DAOM meta-model class diagram

1 MagicDraw Software: https://www.nomagic.com/products/

magicdraw.
2 Enterprise architect software: https://sparxsystems.com/.
3 Visual Paradigm software: https://www.visual-paradigm.com/.
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DAOM framework. Lastly, in Sect. 4.3, we show a running

case of a DApp for IOC modelled with the DAOM

framework and software-modelling support tool.

4.1 UML base elements for DAOM

The UML base elements and their mapping to the elements

of DAOM we show in Table 1. The first column with the

property type classifies the UML base elements into ele-

ment items and relationship items. The second column

shows the list of all the UML elements that are mapped to

the DAOM elements. The third column describes the base

elements and justifies the mapping to the DAOM elements.

The column with the property extended outlines if the

given UML is extended in any form in realizing a DAOM

element. The fifth column shows the DAOM element the

UML base element is mapped to. The last column shows

the DAOM diagram type the UML base element is used in.

In general, seven UML-base elements and six UML-

relationship items are used in realizing the DAOM ele-

ments. The base elements include information item,

artifact, actor, comment, component, interface and the

sequence object. The relationship elements are as follows,

abstraction, dependency, interface realization, interface

usage, send message and reply message.

4.2 Profile diagrams for DAOM-diagram types

A UML profile diagram contains meta-classes and stereo-

types for extending UML and implementing a new mod-

elling language [5]. The meta-class shows the base element

that is extended while the stereotypes show the extended

attributes in the base element. For the implementation of

DAOM tool support, base elements extended are UML

elements in Table 1 with the extended property marked as

yes.

Figure 3a shows a UML profile of the DAOM-require-

ment diagram. The Information item meta-class is extended

to the stereotypes-, quality- and emotional goal. The goal-

stereotype comprises attributes for the refinement level and

on-chain function. The actor metaclass is extended by the

agent stereotype with the attribute autonomous agent. The

Table 1 Mapping of UML elements to DAOM elements, adapted from [5]

Type UML base

elements

Detail Extended DAOM element DAOM

diagram type

Element Information Item Represents abstraction of information that can be

exchanged between elements

Yes Goal Requirement

Yes Quality goal Requirement

Yes Emotional goal Requirement

Artifact An information produced or used by a system Yes On-chain goal Requirement

Yes On-chain

transaction

Use-case

Actor A use that interacts with a system Yes Agent Requirement

Yes Agent Static

architecture

Comment Information note about the associated element Yes User-story Requirement

Component A modular part of a given system No Component Static

architecture

Yes Tokenized

component

Static

architecture

Interface Support point for interaction in a system No Interface Static

architecture

Sequence object/

lifeline

A connectable that participates in a system interaction No Sequence object Use-case

Relationship Abstraction Level of relationship between elements Yes Decomposition Requirement

Dependency Depent relationship between elements Yes Association Requirement

Interface

realization

Realization of a given interface as output. No Interface

realization

Static

architecture

Interface usage Usage of a given interface as input No Interface usage Static

architecture

Send message Depicts a given sequential activity No Send message Use-case

Reply message Return value of a given sequential activity No Reply message Use-case
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comment metaclass is extended by the user-story stereo-

type. The artifact metaclass is extended by the on-chain

stereotype with the attribute token label. The relationship

metaclass abstraction and -dependency are extended by

stereotypes to decompose and associate respectively. For

all the meta-classes, the visual representation of each

DAOM requirement is captured in the stereotype icon

attribute.

Figure 3b, c show the profile diagrams that extend the

UML component and sequence diagram. The extended

diagrams are used in implementing the DAOM static

architecture and use-case diagram types. The metaclass

component is extended by the stereotype tokenized com-

ponent that is represented by a grey-shaded UML compo-

nent element. The artifact metaclass is extended by the

stereotype on-chain transaction. The visual representation

is captured in the stereotype icon attribute.

4.3 Running case dapp design with a DAOM-

support toolbox

The implementation of the DAOM-support tool using the

UML profile diagrams developed in this study is presented

as follows. For each of the DAOM-diagram types, i.e.,

requirement, architecture and behaviour, we present a fig-

ure showing the elements in the toolbox of MagicDraw

enterprise-modelling software and a DApp modelled using

the toolbox. The modelled DApp diagrams are adapted

from [2], showing an IdCredit blockchain solution that

addresses IOC problems in identity verification and -at-

testation. The complete system description of the IdCredit

DApp is presented in the whitepaper [2]. In this paper, we

only show a summary of the DAOM models used in

developing the IdCredit system. Other examples showing

the DAOM framework application in developing DApps

are presented in the business cases of Datawallet [25] and

Black insurance [26].

The current implementation of the DAOM support tool

does not automatically verify the correctness of DAOM

models. Still, the DAOM models demonstrated in the

support tool use-case have previously been verified for

correctness and consistency in the study [34]. To achieve

this, the syntax of DAOM-diagram models are described in

an XML document type definition (DTD) document. The

developed DAOM models are then transformed to XML

elements and validated.

4.3.1 DAOM-framework requirement-toolbox

implementation

The DAOM requirement toolbox and a modelled IdCredit

DApp requirement diagram we show in Fig. 4. The left

Fig. 3 DAOM profile diagrams: a DAOM requirement UML profile. b DAOM static architecture UML component-diagram extension profile.

c DAOM use-case UML sequence-diagram extension profile
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pane of the figure shows the DAOM-requirement toolbox

elements and relationship (connectors) icons. The element

icons are as follows goal, on-chain, quality goal, emotional

goal, agent and user story. The connector icons are

decompose- and associate icons. The IdCredit requirement

diagram presented in the main part of the figure only shows

the second-level goal refinements.

The main value proposition of the IdCredit DApp is to

attest and authorize digital assets. The main value of the

system is further refined into the seven first-level goals

(FLG). The FLGs are; manage key, on-board user, create a

communication channel, store asset information, attest

asset, manage transactions, and manage blocks. The rele-

vant quality goals for developing the IdCredit DApp are

scalable, secure, transparent, trusted, performant, usable,

portable and highly automated. Scalable implies that an

increased number of users represented by their digital

identity can execute the associated goal. Transparent

implies the output generated after executing a given goal

can be verified by all the network stakeholders. Trusted

implies that the smart-contract code can enforce the con-

ditions associated with a given goal. Usable implies that

the given goal is easily understandable by the users and

easy to execute. Performant implies that an increased

number of a given goal can be executed over a period of

time. Portable implies that a given goal can be executed

from multiple ranges of devices, e.g., mobile devices.

Lastly, highly automated implies that a given goal is

executed by a software agent. The user-stories are attached

to any goal that is executed on-chain and the content of the

user-stories are self-explanatory as per the corresponding

figure.

The network stakeholders in the IdCredit DApp are

human agents and they are donor, acceptor and identifier.

The donors are the online service users that provide per-

sonal information for KYC attestation. The acceptors are

online merchants that require the donors’ personal infor-

mation to be attested before granting access to specific

services offered. The identifiers verify, validate and attest

the donors’ personal information for the acceptors. The

software agents in the DApp are a transaction-rule agent

and consensus agent.

The manage key goal allows the DApp users to generate

a key-pair comprising of the private- and public keys for

the identification purpose in using, or interacting with the

IdCredit platform. To actively participate in the IdCredit

DApp platform as an acceptor, or as an identifier, the user

needs to share a public key with other participants on the

platform and set up a wallet that is enabled by the on-board

participant goal. These two types of users are considered

active participants on the DApp platform. On-boarding

users are expected to be scalable and usable. The create

communication channel function allows communication-

and information exchange between the participants of the

IdCredit system to take place outside the blockchain sys-

tem. All the participants have access to the manage-key

Fig. 4 DAOM-requirement toolbox and requirements of the IdCredit blockchain DApp
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goal while only the identifier and acceptor can execute the

goal to create a communication channel. The manage-key

goal is expected to be usable, scalable, and portable. The

communication channel protocol is external to the DApp,

therefore, no quality goal is associated with it.

The goal store asset information, allows an acceptor to

submit an identity-verification request and reuse an iden-

tity-verification status that already exists on the blockchain

network and validates an attestation-request transactions.

Consequently, the verification request is published on-

chain. Viewing and reusing existing attestation results is

expected to be scalable. For an identity document to be

considered as verified, the document must be attested,

hashed and stored on a blockchain. This is achieved with

the goal attest asset. The verified identity status is stored

on-chain and the steps used during the verification are

expected to be trusted. The published verification status is

transparently available to all participants. Only the identi-

fiers have access to the attest-asset goal.

The goal manage transactions shows the transaction

rule and possible transactions that are performed in the

IdCredit-DApp platform. Once the blockchain is instanti-

ated, the transaction-rule software agent creates a rule that

validates the transactions recorded on the blockchain.

Publishing any kind of transaction on-chain is denoted by

the goal and expected to be transparent and performant.

Only the active participants represented by the identifiers

and acceptors can publish transactions. The donor can view

published transactions to check the status of the identity

attestation.

The goal manage block captures the requirements for

creating new blocks and adding new transactions to the

IdCredit blockchain DApp. Only the active participants

represented by the acceptors and identifiers engage in block

production. The consensus software agent automatically

selects the next block producer using a defined set of rules.

The produced blocks are expected to be transparent and

verifiable by all the network participants. The rule for

block creation is also expected to be trusted.

4.3.2 DAOM framework architecture-toolbox

implementation

The DAOM architecture toolbox and a modelled IdCredit-

DApp static architecture diagram we show in Fig. 5. The

left pane of the figure shows the standard UML component

elements and connectors as well as the extended DAOM

element. The standard component-element icons used in

creating a DAOM static-architecture diagram are compo-

nent, interface and interface usage while the DAOM

specific element is the tokenized component. The standard

UML actor element is imported into the DAOM specific

part of the toolbox. The IdCredit static architecture

diagram is the main part of the figure to show the com-

ponents and data exchanged between components in real-

izing the IdCredit-DApp platform.

The communication channels in the IdCredit architec-

ture is an external communication tool that allows accep-

tors and identifiers to share data. The key manager sub-

component allows the users to generate and share their

identification key on the platform. It contains a sub-com-

ponent termed a key-creating component. The onboard

manager sub-component is used in performing the active

user onboarding. This allows active users to share their

public key with other participants when a new active par-

ticipant is added. The wallet manager sub-component

provides interfaces for executing payment transactions

such as token transfers. The public key is the data gener-

ated and shared between the key-manager component and

onboard manager. All stakeholders have access to both

components. The on-boarding component is tokenized

because tokens are spent when adding an active participant

on-chain. The wallet manager is tokenized since tokens can

either be gained, or spent from the component.

The id-verification request component provides the

possibility for acceptors to submit attestation requests and

reuse already existing attestations that are recorded on-

chain. The identity-verification request manager sub-com-

ponent provides an interface for acceptors to share a

donor’s identity information with the identifiers using their

preferred communication protocol. The attestation-viewer

sub-component provides the possibility for acceptors to

view the status of attestation, or reuse an already existing

attestation. The validation manager sub-component pro-

vides the possibility for acceptors to verify the transactions

created by the request-manager component. The id-verifi-

cation request is tokenized since tokens are spent when

publishing the verification-request transaction.

The attestation-processing component provides an

interface for an identifier to handle identification-verifica-

tion requests submitted by the acceptor. The identity doc-

uments are received via the communication channel, then

hashed and stored on the digital asset-manager component.

The identifier conducts a manual check to verify the

identity of the document received. Once the manual veri-

fication process completes, the identifier publishes an

attestation transaction through the identity-verifier manager

component. The validation-manager component enables

users to verify transactions created by the verifier-manager

component. The identity-verifier component is tokenized

since the identifier gains tokens publishing attestation

transaction.

The transaction manager component handles all trans-

actions executed in the IdCredit DApp. All the transactions

originating from the other components such as a verifica-

tion-request transaction, attestation transaction and token-
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transfer transactions are gathered and published from the

transaction-publisher sub-component. The transaction-rule

manager sub-component contains the rules that are used to

validate all other transactions. Upon instantiating the

IdCredit blockchain, the validation rule is created by the

transaction rule agent. Lastly, the validation manager

provides an interface for verifying all types of transactions

published on-chain. The publisher component is tokenized

because a publishing transaction results either token gain,

or a loss from the wallet of the executor of the transaction.

The block manager component handles all the tasks

associated with the creation of blocks in the IdCredit DApp

platform. The consensus manager sub-component provides

an interface for a software actor named consensus agent to

generate rules that guide the creation of blocks in the

network. The block-generator sub-component enables

active users to create new blocks. Each block contains

several transactions that are retrieved from the transaction-

publisher component. The block generator component is

tokenized because block creation results in tokens gain for

the active participant that created the block.

4.3.3 DAOM framework behaviour-toolbox

implementation

Figure 6 shows the DAOM-behaviour toolbox and mod-

elled diagrams of the IdCredit-DApp use-cases. The left

pane of the figure shows the standard UML sequence-di-

agram elements and connectors as well as the extended

DAOM element. The standard component-element icons

Fig. 5 DAOM architecture toolbox of the IdCredit DApp
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used in creating DAOM use-case diagram are as follows,

lifeline (sequence object), call message and reply. The

DAOM specific element is the on-chain event counter. The

IdCredit behaviour diagram in the main part of the

Fig. 6 DAOM behaviour

toolbox and use-cases of the

IdCredit-blockchain DApp. a)
Identification-request

operations. b Attestation

operations. c Block-formation

operations
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figure shows the use-cases outlining the main operations

carried out on the IdCredit-DApp platform. These opera-

tions include token-transfer operations, identification

request operation, attestation operations and block-forma-

tion operations. The token-transfer operation is basic and

simply represent the exchange of tokens between users on

the platform. The rest of the operations are presented as

follows.

The activities involved in the identification-request

operation are captured in Fig. 6a. The sequence of the user

activities is outlined as follows. First, the acceptor requests

and receives the identity document of a donor. The id

document is hashed and a check is performed to determine

if an attestation result already exists for the data. If no

attestation exists, the acceptor publishes a new verification

request using the transaction-manager component.

The verification request transaction as well as other

transactions are then gathered in a block and updated in the

IdCredit blockchain. The acceptor is returned the block

information containing the published transaction.

User activities for the attestation operation we show in

Fig. 6b. This operation results in the publishing of identity

attestation for a given donor data. The sequence of the

activities is presented as follows. The identifier receives an

identity document from the acceptor, then locates the

associated verification request published on a blockchain.

The identity-verification request published by the acceptor

is verified by the identifier to confirm the correctness of the

transaction. The identifier performs a manual check of the

donor’s ID document and publishes the result of the

attestation. For a positive check, the identifier writes a

positive attestation transaction and otherwise, a negative

attestation result is published. The published attestation

result, as well as other transactions such as verification

request and token transfers, are then gathered in a block

and updated in the IdCredit blockchain. The identifier is

returned the block information containing the published

transaction.

In Fig. 6c, we show the user activities involved in a

block formation. The sequence of the activities is presented

as follows. First, the genesis block is created in a block-

generator component during the instantiation of a block-

chain. The details of the genesis block provide input for the

creation of the subsequent blocks. Two transactions,

commitment and secret transactions are used as inputs for

the algorithm that generates the randomness used in

selecting the next block producer and these are referred to

as commitment and secret transactions. These two trans-

actions do not involve a token gain, or -loss for the

executor of the transaction. The selected active participant

gathers the transactions in the transaction manager com-

ponent, and once the number of transactions required for

block formation is reached, the new block is published by

the active participant. Subsequently, the details of the

newly created block are returned. In [2], the full description

is presented of the consensus algorithm used in the block

creation, as well as the governance method for the reso-

lution of different block versions.

5 The DAOM evaluation

In this research, two main artifacts are produced and they

are the DAOM framework and corresponding tool support.

The framework provides a model-driven approach for

building DApps and the support tool provides enterprise-

modelling software for building DApps using the DAOM

framework. These two artifacts are evaluated in this sec-

tion. First, we identify the appropriate evaluation method

for artifacts produced in this research in Sect. 5.1. Then,

the DAOM framework is evaluated in Sect. 5.2 and in

Sect. 5.3, the support tool is evaluated.

5.1 Assessment of evaluation methods for modelling

languages and their support tools

We present relevant studies that have evaluated modelling

languages, -frameworks, -techniques and support tools for

implementing the models. Their strengths and weaknesses

are captured and assessed to determine the most suit-

able approach for evaluating the DAOM framework and its

support tool. Furthermore, the selected evaluation approa-

ches and their adaptations for application in the current

study are presented in detail.

5.1.1 Evaluation approaches

Table 2 shows recent literature that have evaluated either a

modelling language, or the support tool. The column study

shows the article assessed, the column artefact shows the

research output produced in the study, the column domain

shows where the modelling concept is applied to. The

notation column captures the type of elements used in

implementing the modelling language. Lastly, the evalu-

ated column captures the aspects of the modelling-lan-

guage evaluated.

The first article, study [6] describes a systematic tech-

nique for evaluating the syntax, semantic and usefulness of

a modelling language. The developed evaluation technique

is applied in assessing the qualitative aspects of a mod-

elling language in innovation management in organiza-

tions. The second article, study [19] presents a quantitative

approach for evaluating a support tool for an agent-mod-

elling language for software development. The third article,

study [13] develops a modelling language for customer-

journey mappings to present an evaluation of the support
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tool by assessing the correctness and usefulness of the

models produced. As the fourth article, study [15] evalu-

ates a new modelling technique for software development

by comparing the result obtained using the support tool

with the standard tool. The fifth article, study [24] evalu-

ates the semantic aspects of a modelling language that

extends standard agent-oriented software-engineering

techniques by assessing the meaningfulness of the models

produced. The sixth article, study [27] describes a sys-

tematic technique for evaluating semantic aspects of UML.

Finally, study [10] develops a support tool for UML and

evaluates the consistency of models produced using the

tool as well as the usefulness of the tool when compared

with standard modelling technique.

The main findings from the data presented in Table 2 is

that most studies evaluate the support tool of a modelling

language by comparing the usefulness of the tool with a

standard modelling language. Only study [6] provides a

detailed description of how the evaluation method is

developed. Further, the study also captures all the evalua-

tion aspects such as syntactic correctness, semantic cor-

rectness and general usefulness of the modelling language

to the domain of application. For the study [19], although

the empirical evaluations of the support tool conducted is

similar in objective with other studies, the study is more

relevant since the notations evaluated are similar to this

case. The DAOM is an extension of the standard AOM and

applicable in the blockchain domain. Therefore, the two

studies, [6] and [19] we adapt for the current study.

5.1.2 Modelling-language evaluation aspects

The study [6] presents an evaluation approach for assessing

syntactic-, semantic- and pragmatic qualities of a business-

modelling framework for implementing innovations in

organizations. The approach is adapted and applied for the

blockchain DApp-development domain. The syntactic

aspects of DAOM models are already described and eval-

uated in [32]. Only the semantic- and pragmatic aspects are

considered in this study in that the semantic quality mea-

sures how the new models capture information that domain

experts deem necessary in representing the domain. Table 3

shows the properties for measuring the semantic aspects of

a new modelling language and its adaptation to this study.

These properties are as follows, the correctness of the

modelling method, relevance to the problem domain,

completeness in representing the domain and authenticity

of the models.

The pragmatic aspect measures the perceived usefulness

of the modelling language in facilitating the design and

implementation of blockchain DApps for inter-organiza-

tional collaborations. Table 4 shows the properties for

measuring the pragmatic aspects of a new modelling lan-

guage and the adaptation to this study. These properties are

as follows, subjective norm, image, job relevance, output

Table 2 Evaluation-method assessments for modelling languages and support tools

ID Study Artifact

(ML/

ST)

Domain Notation Evaluated

Syntax

correctness

Semantic

correctness

Usefulness

1 Multi-Media and Web-based Evaluation of Design

Artifacts-Syntactic, Semantic and Pragmatic Quality

of Process Models

ML Innovation

management

BPMN ?? ?? ??

2 An empirical evaluation ofthe requirements engineering

tool

ST Software

development

AOM ? - ?

3 Evaluation of a modelling language for customer

journeys

ST Customer

journey

CJML ? - ?

4 Evaluation of the E3 Process Modelling Language and

Tool for the Purpose of Model Creation

ST Software

development

E3 Process - - ?

5 Empirical Evaluation of Tropos4AS Modelling ML Software

development

Tropos4AS - ? -

6 Ontological evaluation of the UML using the Bunge-

Wand-Weber model

ML Information

systems

UML - ?? -

7 Evaluation of StudentUML: an Educational Tool for

Consistent Modelling with UML

ST Object-

oriented

analysis

UML ? - ?

(-) not applicable, (?) applicable evaluation method, (??) systematic development of applicable evaluation method.

(ML) Modelling language (ST) Support tool
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quality, result demonstrability, performance, productivity

and perceived usefulness. In both the semantic- and prag-

matic evaluations, experts in the blockchain system-design

domain constitute the experiment participants.

5.1.3 Modelling-language tool support evaluation aspects

The study [19] develops and evaluates a support tool for

agent-oriented modelling designs. The evaluation approach

is based on comparative analyses of results gathered when

modelling with the support tool against free-hand sketch.

The goal is to determine the benefits of the support tool by

assessing the correctness of the models produced and time

spent in producing the models.

Table 5 shows the properties for assessing the perfor-

mance of a modelling-framework support tool adapted

from [19] for this study. The items measure the difficulties,

time spent and efforts in producing the diagram types of the

DAOM models. Other properties measured include the

understanding of the case modelled, understanding of the

DAOM concepts and application of DAOM in practice. For

this type of evaluation, novices in the blockchain domain

constitute the experiment participants.

5.2 DAOM framework evaluation

To evaluate the framework, we conduct a webinar event

involving domain experts in the blockchain field and pre-

sent the DAOM framework. The experts are drawn from

different industry backgrounds such as supply chain,

healthcare, finance, education and research. The webinar

has a total of 15 participants. Figure 7 provides detailed

information on the background of domain experts that

evaluated the DAOM framework. The figure shows the

industry background, job positions, domain field and

experience level of the participants. About 37% of the

participants are from research and education background,

25% are from supply chain and fintech and 13% from

healthcare. Most of the participants are highly experienced

as 80% have an experience level of 2 years and above.

With regards to the field domain, 60% of the participants

are from academics, while 40% are from the industry. A

scale of 1 to 5 is used to record the feedback of the domain

experts for a given semantic property of the DAOM

framework measured. A record of 1 represents the lowest

score, while a record of 5 represents the highest score for

the measured property.

Using the modelling language evaluation method pre-

sented in the Tables 3 and 4 in Sect. 5.1, the semantic- and

Table 3 Semantic qualities for assessing models, adapted from [6]

Title Description Adaptation

Correctness All statements in the representation The DAOM framework represents the process and elements of

building Dapps correctly

Relevance All statements in the representation are relevant to the

problem

All the elements in the DAOM framework are relevant for building

Dapps

Completeness The representation contains all statements about the

domain that are correct and relevant

The DAOM framework gives a complete representation of the

elements and process of building Dapps

Authenticity The representation gives a true account of the domain The DAOM framework is realistic representation of the elements

and process of building Dapps

Table 4 Pragmatic qualities for assessing models, adapted from [6]

Title Explanation

Subjective Norm People who are important would support using DAOM framework in building Dapps

Image People in my organisation who use DAOM framework would have a high profile

Job Relevance In my job, usage or application of DAOM framework would be relevant

Output Quality The quality of the output I get from using DAOM framework will be high

Results Demonstrability I believe I could communicate to others the opportunities in using DAOM framework

Performance Using the DAOM framework would improve my performance in my job

Productivitiy Using the DAOM framework in my job would increase my productivity

Perceived Usefulness I find the DAOM framework to be useful in my job
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pragmatic qualities of the DAOM are examined. Figure 8

shows the evaluation results of the DAOM framework. The

left part of the figure shows the semantic qualities while the

right side shows the pragmatic qualities represented as

perceived usefulness.

For the semantic quality evaluation, blockchain domain

experts all agree that the DAOM framework is highly

relevant and realistic in representing the design process of

DApps. They also agree that the framework is very correct

and consistent in representing elements for designing

Table 5 Properties for assessing modelling-support tool, adapted from [19]

Item Description

q1 The description of the case study was clear to me

q2 Difficulties in modelling the requirement diagram of the DAOM

q3 Difficulties in modelling the static architecture diagram of the DAOM

q4 Difficulties in modelling the use-case diagram of the DAOM

q5 Short time is required for accomplishing the modelling task

q6 Goal decomposition was very useful in the Dapp design

q7 The concepts of the DAOM framework were detailed enough to model the requirements of the blockchain system

q8 The effort of modelling seems too high for an efficient use of the methodology in practice

Fig. 7 Background of domain

experts

Fig. 8 DAOM framework

evaluation result
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DApps. The properties are rated with the average scores as

follows, realisticity 4.3, completeness 4.3, relevance 4.1

and correctness 4.5. Applying the same scale in pragmatic

quality, the DAOM-framework usefulness in jobs in

blockchain domain, producing quality DApps output and

improved performance in DApp implementation are rated

highly (above 4.33) by the participants. Other pragmatic

properties of the DAOM framework with good scores

include, increase in productivity and communication of the

DAOM framework, with the scores of 4.1 respectively.

Also rated with the good score 4.0, is the subjective norm

property of how important people in the blockchain domain

perceive the DAOM framework. The result of this evalu-

ation show that blockchain domain experts in agree that the

DAOM framework is semantically correct and pragmati-

cally useful in designing and developing DApps.

In providing additional details of the semantic evalua-

tion based on the background of the domain experts, sim-

ilar scores are recorded by experts from academic

backgrounds and ones from the industry. The average

semantic quality of the framework provided by experts

from academics and industry are 4.28 and 4.27 respec-

tively. Similar scores are recorded for the pragmatic

qualities of the framework by domain experts in academics

and industry. The experts from academics ranked the

average pragmatic quality of the framework 4.06, while the

experts from industry ranked the pragmatic quality 4.07.

These show that people from academics and industry have

a similar perception of the semantic properties and prag-

matic usefulness of the framework.

Considering the three major job positions that partici-

pated in the workshop, researchers, software developers

and data analysts and their perceptions about the semantic

correctness and practical usefulness of the framework. For

the semantic properties, data analysts, software developers

and researchers ranked the framework 4.5, 4.3 and 4.5

respectively. The similar and higher scores recorded by

researchers and analysts could imply a better understanding

of the framework since experts in this role generally

involve in the initial stages of blockchain DApps design,

unlike the software developers that are involved in the

development and prototyping stage. The DAOM frame-

work mainly supports the design phase of software devel-

opment. For the pragmatic usefulness of the framework in

jobs, the scores recorded are 4.12, 4.2 and 4.07 respectively

for data analysts, software developers and researchers.

Also, similar scores are recorded for the analysts and

researchers, however, lower than the score for software

developers. This shows that although data analysts and

researchers have a better understanding of the semantics of

the framework, in terms of application of the framework to

their job roles, the software developers consider the

framework more useful. Generally, all these job roles

ranked the framework high in terms of semantic qualities

and practical usefulness.

5.3 DAOM support-tool evaluation

To evaluate the DAOM framework support, a workshop

was conducted and participants drawn from seven (7)

masters student conducting various related projects in

blockchain domain. The workshop participants are divided

into two groups, to model a sample DApp using the DAOM

framework. The first group consists of 4 students and the

second group consists of 3 students. The students are given

a task to recreate a sample DAOM-requirement diagram of

a given case of DApp design. The first group of students

uses the DAOM-framework support tool and the second

group uses a free-hand sketch tool. The correctness of the

models produced, time spent and easiness of the task are

captured using a feedback form.

The freehand tool selected for the comparative analyses

of the DAOM support tool is the draw.io tool. Currently, no

other standardized tool exists for producing diagrams of the

DAOM framework. Furthermore, the draw.io tool has

previously been used by the authors of this publication for

developing DAOM diagram models before the implemen-

tation of the support tool. Some of the DAOM models

previously produced with draw.io can be found in

[25, 26, 35]

By applying the modelling-language support-tool eval-

uation method presented in Table 5 in Sect. 5.1, we check

the easiness (usability) of producing DApp designs using

the DAOM support tool. This is assessed by comparing

feedback data from students that created DApp designs

using the DAOM support tool versus students that use the

freehand sketch tool. Figure 9 shows the evaluation results

of the DAOM support tool. The red-coloured bar charts are

average scores from the students with the freehand tool

while the blue represents the average scores from the stu-

dents that use the DAOM support tool. A scale of 1 to 5 is

used to record the feedback of the students for a given

Fig. 9 DAOM support tool evaluation result
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property measured. A record of 1 represents the lowest

score, while a record of 5 represents the highest score for

the measured property.

The results in Fig. 9 show that all the students that

participate in the workshop have relatively the same

understanding of DAOM concepts and the running case

presented. Yet, the effort required to re-create the mod-

elling task and the easiness of using the drawing tools

differs among the students. The students that complete the

design task using the support tool find the effort required in

re-creating the DAOM requirement diagram relatively low,

unlike the students that use a freehand drawing tool that

requires a high effort in completing the modelling task. The

ease of modelling the diagram is high for the students that

uses the support tool. For the students that uses the free-

hand tool, the modelling task is reported as being difficult

to complete. The results confirm that the automatons

available in the DAOM support tool help in designing

DAOM DApp models with ease and little effort.

6 Conclusion, limitations and future work

6.1 Discussions

To highlight the novelty of the research work conducted in

this paper, we compare the findings of this paper with other

similar studies. Two similar studies that provide systematic

approaches for building blockchain applications are com-

pared with the results of the current paper. The study [20]

presents a UML based software engineering method for

developing blockchain applications that provide an

approach for capturing applications requirements and

communicating such requirements to the project stake-

holders. The study [11] provides an approach for devel-

oping scalable blockchain applications by using the process

reduction method for transforming and reducing standard

business processes into reduce Petri-nets and then gener-

ating the resulting application smart-contract codes.

The DApp modelling framework presented in [20] uses

the traditional UML diagrams and elements in representing

the DApp models and does not extend the UML in any way

to capture the novel properties of the blockchain technol-

ogy such as on-chain functions and component tokeniza-

tions. In our approach, the DAOM framework extends the

notations of UML and agent-oriented model (AOM)

notations to capture these important attributes of the

blockchain. To evaluate the modelling approach developed

in [20], feedback was collected from DApp developers who

have previously applied the framework in building various

DApps. The purpose of the gathered feedback is to evaluate

the practical usefulness of the framework by measuring its

ease of use, ability to properly integrate on-chain and off-

chain functions, requirements elicitation of DApps, and

security analyses of the designed DApp. However, in our

paper, in addition to assessing the practical usefulness of

the developed modelling framework, we also examined the

semantic properties. The semantic evaluation of the

DAOM framework helps in understanding the correctness,

completeness, relevance and realisticity of models pro-

duced when the framework is used in building blockchain

DApps.

To address scalability issues in the blockchain, the study

[11] applies a Petri-net based process transformation and

reduction method of a given business process that is to be

executed on the blockchain. The main weakness of this

approach is the assumption that all the functions(tasks) in a

given business process have to be executed on blockchain

to achieve transparency, traceability and trustability.

However, in the DAOM approach, the specific functions

that enables transparency and trustability in organizational

collaborations are identified in the initial stages of the

software requirement elicitation. Such functions that are

executed on blockchains and are referred to as the on-chain

functions. The rest of the functions are considered off-

chain functions. Thus, scalability is achieved in the DAOM

approach by identifying and optimizing these on-chain

functions in the early stages of the DApp model design.

6.2 Conclusion

The main objective of this paper is to assess the DAOM

framework and this involves evaluating the modelling

framework semantics and the effectiveness of the support

tool. To achieve this, we first described the DAOM dia-

gram types and their element relationships systematically

using the meta-modelling concept. Then we show the

DAOM-diagram constructs by outlining the UML profile

diagrams for implementing the DAOM framework as well

as DApps models realised using the DAOM support tool.

Lastly, we evaluate the semantics of the DAOM framework

to identify its usefulness and then evaluate the support tool

to determine the effectiveness in producing DAOM dia-

gram models.

The UML class diagram is used in developing the

DAOM framework meta-model used in this study. The

meta-model of the framework shows the relationship

between the elements and diagram types being require-

ment, static architecture and behaviour diagrams. For the

requirement aspect, the meta-model shows the goal-ele-

ment refinements to sub-goals, their association with other

elements such as quality- and emotional goals, agents and

user-stories. The meta-model also shows the heuristic

mapping of the goal elements to the static architecture

elements. The first- and second level goals are used in

realizing the main components and sub-components of the
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static architecture diagram. While the agents associated

with specific architecture components and sub-component

elements are used in realizing the sequence objects that

represent the behaviour diagram of the framework.

To develop actual DOAM diagrams, we implement a

support tool, apply the DAOM framework to the running

case presented in this paper and realize a model diagram

for DApp design. The tool support is implemented using

the UML profile diagrams on a standard enterprise-mod-

elling software. The profile diagrams are developed from

base UML elements that share similar properties with the

DAOM-diagram elements. As a result, the DAOM

requirement-diagram toolbox is developed by implement-

ing a new diagram type, while the architecture and beha-

viour-diagrams toolboxes are developed by extending the

UML component- and sequence diagram respectively. The

implemented DAOM support tool is then used in designing

a sample DApp for the attestation and verification of

identity data on a blockchain.

To assess the DAOM framework, first, we evaluate its

usefulness in blockchain DApp development. This is done

by examining the semantic- and pragmatic qualities of the

modelling framework. The semantic qualities are analyzed

by examining how experts in the blockchain domain per-

ceive the correctness, completeness and relevance of the

DAOM framework in representing DApps design and -

development. The pragmatic qualities assess the usefulness

of blockchain-related jobs and applicability of the frame-

work by people in organizations in productively realizing

quality DApp designs. The results from the semantic

evaluation shows that the DAOM framework provides a

realistic and correct representation of steps required in

creating DApps. The pragmatic evaluation results show

that the framework is perceived as very useful in producing

quality DApp designs. For the support-tool evaluation, the

effectiveness is determined by comparing results obtained

when modelling DAOM diagrams with a free-hand sketch

tool and the DAOM tool. The results show that the support

tool requires less modelling effort and provides more

usability in producing DAOM-diagram models.

6.3 Limitation

The main limitation of this paper is the risk of general-

ization in interpreting the evaluation results. Considering

the limited number of experts that participated in the

workshop used in evaluating the artefact produced in this

work, there is the possible impact of risk of generalizations

for the results generated in this research. Still, blockchain

technology is a new innovation space and the number of

experts is limited with the required knowledge to partici-

pate in webinar/ workshop conducted in this research. As a

result, gathering a large number of experts to participate in

an evaluation event conducted for this paper is a note-

worthy limitation. Also, specifically for the support tool

evaluation, the participants are unequally grouped into two

due to the odd number of the participating students. This

unequal distribution can potentially affect the experiment

results of the support tool evaluation.

6.4 Future work

The future work for this study is to extend the DAOM

framework by providing additional support in the DApp

development stage. The current implementation of the

framework mostly focuses on DApp design with little

support for software development and code generation. The

essence of model-driven software engineering is to auto-

mate software-development processes by using graphical

models in code generation. Therefore, as future work, we

propose the extension of the DAOM framework to capture

the automatic generation of smart-contract codes for

common DApp functions.
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