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Diplomityössä esitetään keinoja IoT ratkaisun ohjelmistokerroksen tehokkuuden, 

kustannusten ja turvallisuuden mittaamiseen sekä kehittämiseen. Kehityksen lähtökohtana on 

ratkaisun suunnittelu ja arkkitehtuuri. Keinoja sovelletaan kohdeyrityksen IoT ratkaisussa, 

jonka ensisijaisena tarkoituksena on toimistotilojen käyttöasteiden mittaaminen. 

 

Työn ensimmäinen osio on kirjallisuuskatsaus, jossa esitellään yleisesti IoT konsepti ja IoT 

ratkaisun ohjelmistokerros. Lisäksi kirjallisuusosiossa tuodaan esille IoT ratkaisuiden 

mittaamiseen ja kehittämiseen liittyviä aikaisempia tutkimuksia. Toisessa osiossa keskitytään 

kohdeyrityksen IoT alustan ohjelmistonkerroksen mittaamiseen ja kehittämiseen. Tämä 

tehdään case tutkimuksen avulla, jossa sovelletaan keinoja kohdeyrityksen käytännön IoT 

ratkaisuun. 

 

Työn lopputuloksena keskeiset mittarit valittiin IoT ratkaisun ohjelmistokerroksen 

kustannustehokkuuden ja datan laadun mittaamiseen. Kustannustehokkuuden mittareiksi 

valittiin ohjelmistokerroksen juoksevat kulut sekä vasteaika. Datan laadun mittariksi valittiin 

tarkkuus sekä puuttuvien arvojen osuus. Ratkaisun arkkitehtuuri on perustana toimivaan 

kokonaisuuteen kaikkien työssä valittujen mittareiden kannalta. Suunnittelemalla 

ohjelmistokerros oikeilla komponenteilla ja parametreillä voidaan parantaa ratkaisun 

kustannustehokkuutta. Lähtödatan puutteellisuutta voidaan parantaa tilastollisilla 

menetelmillä. K-lähimmän naapurin metodilla voidaan paikata puuttuvaa sensoreiden 

tuottamaa lähtödataa. IoT ratkaisun tietoturvallisuus on yksi merkittävistä 

ohjelmistokerroksen onnistumistekijöistä. Ohjelmistokerroksen arkkitehtuuri arvioitiin 

läpäisevän yleiset IoT ratkaisun tietoturvallisuuden kriteerit. 
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Methods for measuring and developing the efficiency, costs and security of the software layer 

of an IoT solution are presented in this thesis. The starting point of the development is the 

design and architecture of the solution. The methods are applied to the target company's IoT 

solution, the primary purpose of which is to measure the utilization rates of office spaces. 

 

The first part of the work is a literature review, which introduces the IoT concept and the 

software layer of the IoT solution in general. In addition, the literature section highlights 

previous studies related to the measurement and development of IoT solutions. The second 

section focuses on measuring and developing the software layer of the target company's IoT 

platform. This is done with the help of a case study, where methods are applied to the target 

company's practical IoT solution. 

 

As a result of the work, key metrics were chosen to measure the cost-effectiveness and data 

quality of the software layer of the IoT solution. The running costs of the software layer and 

the response time were chosen as measures of cost-effectiveness. Accuracy and the proportion 

of missing values were chosen as the measure of data quality. The architecture of the solution 

is the basis for a functioning solution in terms of all the metrics selected in the work. By 

designing the software layer with the right components and parameters, the cost-effectiveness 

of the solution can be improved. The incompleteness of the initial data can be improved with 

statistical methods. The K-nearest neighbour method can be used to impute missing output 

data produced by sensors. The security of an IoT solution is one of the key success factors of 

the software layer. The architecture of the software layer was judged to pass the general data 

security criteria of an IoT solution.
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1 INTRODUCTION 

 

This chapter presents the background of the study and the research questions to which this 

study is aiming to provide answers. The goal is to illustrate the importance of the study, the 

objectives and the scope of the research. In addition, the methodology and data of this study 

are introduced. At the end of this chapter, the structure of the study is shown. 

 

1.1 Background 

 

The Internet of Things (IoT) is the network of sensors, software and network connectivity, 

which enable physical items to collect data and to be controlled via web (Haughian 2018). 

Controlling physical items from the internet can increase efficiency, security and comfort. 

The infrastructure of the IoT has improved a lot in the last few years. The growing number of 

devices used by people, network connections getting better and faster, sensors and memory 

coming cheaper and huge development in data processing and analytics make this area 

interesting to research (Al-Fuqaha 2015). From the business point of view, the IoT often 

means savings in money, time, quality and efficiency (Haughian 2018). It can also be a great 

opportunity to develop new innovative products and even new businesses. 

 

An IoT solution is a multi-layer technology that enables users to manage and automate the 

connected devices within the IoT universe. The IoT solution of this study is developed to 

manage and get insight from the meeting rooms. The data is collected from the sensors 

installed in the meeting rooms. Getting knowledge of how the facilities are used can be very 

useful for optimizing the number of rooms needed and choosing optimal size of the rooms 

(Azizi 2020). There are IoT solutions that can be used to check whether a meeting room or 

facility is occupied. Also there are solutions on the market that provides other useful 

information about any facility in the building. Many of these solutions have some problems or 

things that could have been designed or developed better for the solution to be more efficient. 

The usual issues are related to the data. The information fetched from the data having too 

much delay, hard to access or having too little details. Many of the IoT solutions are in the 

early stage and the focus has been on how to get things to work more than how to make them 
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as efficient as they can be. That is why there is lot of potential in optimizing the IoT solutions 

in any area. (Haughian 2018) 

 

The subject of the thesis is to improve the IoT solution of a Finnish IT consulting company. 

The solution of the study helps customers to manage and monitor their facilities. This is 

achieved by gathering and utilizing the data from the sensors and cameras installed in the 

rooms. The IoT solution that the company is providing contains the installation of the sensors 

and cameras, data streams from sensors to cloud data warehouse, reporting, analytics and real-

time monitoring solutions. In this study, the concentration is on how to optimize the IoT 

platform layer. 

 

1.2 Research objectives, questions and limitations 

 

There are two main objectives in this study. 

 

• Find the important metrics for measuring the costs, efficiency and quality of the IoT 

platform 

• Improving the cost-efficiency and the quality of the IoT platform 

 

Both are closely related to business challenges that the company is facing when dealing with 

the IoT solutions. If the benefits of the solution are easy to point out and if the profits are 

bigger than the costs, customers are more interested in the solution. 

 

The research questions that this study is aiming to provide the answers are below. 

 

• What are the important metrics for case IoT platform cost-efficiency and quality? 

• How to improve the cost-efficiency and quality of the case IoT platform? 

 

It is important to find out the metrics for the IoT solution middleware layer cost-efficiency 

and quality. After pointing out the good metrics, those can be used to find out the answers to 

the second question. The answer to the second question will describe the methods and options 

for how to improve the cost-efficiency and quality of the IoT solution middleware layer. 
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In this study, the focus is on the platform layer of the solution. The cost of the platform is 

delimited to ongoing costs. The efficiency and costs of security components are delimited in 

the study. The quality of the platform focus is on data quality. This study is based on a 

relatively small IoT platform in the area of facility management. The data selected for this 

study is from 5 sensors for three months.  

 

1.3 Methodology and data 

 

The data used and analysed in this master thesis can be split into two categories. The first 

category is the IoT data. It is the data that is collected from the sources like sensors and stored 

in the cloud data warehouse. The second category is the measurement data that describes how 

well the platform is working. The way how the source data is handled and analysed is the one 

key factor of the efficient IoT platform. Different methods are used to analyse the data and 

measure how different things affect the entire system. 

 

1.4 Structure of the study 

 

The study begins with an introduction. The purpose is to introduce the subject, the importance 

of the study and the study itself by introducing the methodologies, data and the study 

structure. The second chapter is theoretical framework for IoT concept. It describes the 

theoretical framework for IoT, IoT platform, how to measure and develop the platform and 

also some of the studies in area of IoT platform in facility management are introduced. 

 

Chapter three is the part of the study where the evaluation, development and analysis are 

represented and discussed. The chapter begins with introduction of the IoT solution. Then key 

measures of the solution/platform are introduced. Chapter three includes also analysis part of 

the study including all the possible scenarios and developments that can reduce costs or 

improve the performance or quality of the platform. 

 

In chapter four, the result of the study is illustrated. Also research questions are addressed and 

further development of the topic is discussed. The last chapter concludes the study.  
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2 THEORETICAL FRAMEWORK FOR IOT CONCEPT 

 

In this chapter, the theoretical framework for IoT concept is represented. First the technology 

behind the IoT is illustrated and the capabilities of the IoT are shown. Then the meaning of 

IoT platform concept is shown and discussed. There are few studies of the IoT platforms in 

facility management at the end of this chapter. 

 

2.1 Internet of things technology 

 

The term internet of things is highly used and it can be included in the collection of “hype 

terms”. Even though the devices connected to Internet have been there for almost half a 

century the popularity of the term and the subject has increased in the past few years. The key 

driver for that is the major advances in IoT technology (Haughian 2018). There are many 

definitions of the term IoT. The meaning of the term in this thesis is the same as the definition 

of (Haughian 2018): 

 

“The Internet of Things is the network of physical devices embedded with software, sensors, 

actuators, and network connectivity that enables these objects to collect and exchange data.” 

 

For understanding the capabilities and limits of the IoT and how to improve the IoT-based 

platform, the essential thing is to understand the technology that makes the IoT possible. IoT 

technology can be determined by defining the IoT reference architecture. Architecture 

describes the different layers of IoT technology. Common IoT reference architecture has an 

application layer, middle-ware layer, communication layer and physical layer. (Haughian 

2018)  
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Figure 1: IoT reference architecture adapted from (Haughian 2018). 

 

The application layer consists of four components. All IoT services do not include every 

component. The components are listed and shortly introduced below. 

• Application development tools 

The software for developers to shorten the lead time for creating the service interfaces 

(Integrated development environments, software development kits, and graphical user 

interfaces). 

• Service access portal 

The portal for the end user to access the service or platform 

• Administration portals 

Enterprise portal and service provider portal.  

• Marketplace 

Marketplace for enterprises to manage, market, and sell services and assets 
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The middle-ware layer also known as the platform layer is the core of the IoT service. The 

most common requirements for the platform layer are data integration capabilities, device 

management, analytics, business process management and software development capabilities. 

Next the usual components are listed and introduced shortly. 

• Security and Access Management 

User, API, device and data protection.  

• API Management 

Creation of APIs, API analysis and usage of the APIs. 

• Enterprise Integration 

Business-to-business gateway and communication with other components 

• Analytics and Machine Learning 

Capability for business owners to extract beneficial information. Visualization 

software and advanced analytics components like machine learning and AI. 

• Device Management 

Device control, device data management, device data validation and device access 

control. 

• Data Management 

• Connectivity Management Services 

• Monetization and Billing 

 

The communication layer defines the way how the sensors transmit the data between the 

components. Communication or connectivity layer can be divided into three subcategories. 

The subcategories are shortly introduced below. 

• Short range 

Suitable for distances from zero to several hundred meters. Wi-Fi, Bluetooth and other 

short-range connection technology. 

• Cellular 

Suitable for a longer range. Traditional mobile phone connectivity that covers wide 

area. 2G, 3G, 4G and 5G.  

• Low-power wide area 

Low power across a wide area. 
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The physical layer is all the “things” in the IoT solution. These things are devices with a wide 

range of capabilities. Two common categories of devices are listed and introduced below. 

• Sensors 

Piece of hardware that collects data from the real world. 

• Gateways 

Consolidation points for devices. Allows devices to connect to IoT solution. 

 

 

2.2 IoT platform 

 

The first IoT applications had just simple radio frequency identification tags (RFID) and the 

data that was collected from the sensors. The data streams becoming larger, faster and more 

complicated, there came the need for a place where all advanced data processing can be 

handled. Many nowadays applications are built on top of the platform. This kind of platform 

is called an IoT platform. (Ullah et all 2020) 

 

IoT platforms can be considered to be a subcategory of digital platforms. The definition of the 

“digital platform” can vary a lot depending on the scholar (De Reuver et al 2018). For this 

reason it is important to define the meaning. In this thesis digital platform is defined as 

technical elements (of software and hardware) and associated organisational processes and 

standards. Like any other digital platform the essential purpose of IoT platform is to facilitate 

commercial interactions between different groups. Each platform has created different rules to 

optimize these interactions. Inputs and outputs of the different platforms can vary depending 

on the purpose of the platform. 

 

The IoT platform typically consists of the following features: endpoint management, 

connectivity and network management, data analysis and processing, data management, 

application development, security, event processing, monitoring, access control and 

interfacing (Mineraud et al 2016). The IoT platform can be local or cloud-based. In Figure 2 

the differences between these two types of IoT platforms are illustrated. 

 



 

 

 

 

14 

 

Figure 2: Cloud-based and local platform adapted from (Mineraud et al 2016) 

 

Cloud-based platform types are trending and one reason for that is the ability to scale in every 

direction (Mineraud et al 2016). In this thesis the concentration is on the cloud-based IoT 

platform type. 

 

2.3 Measurement and development of IoT platform 

 

The answer to the question of how to develop a successful IoT platform is hard to find. It 

depends on the purpose of the platform. The crucial thing is to determine the needed 

capabilities for the platform (Ullah et al 2020). In the other words the requirements of the 

platform need to be analysed and listed. IoT platform with all existing requirements is not a 

simple task since it needs to full-fil also the potential needs for the future. A successful IoT 

platform serves its purpose in the way that all its requirements are filled. 

 

It can be defined that critical success factors are elements that are necessary for a project to 

achieve its mission. Some success factors concerns any platform and some are special to IoT 

platforms. The general success factors for any platform are user-centered design, quality, 

performance, scalability, cost efficiency and security (de Reuver 2018). Success factors that 

can be considered to be critical for good IoT platforms are listed in Table 1 (Tamboli 2019). 
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Table 1: Success factors of IoT platform adapted from (Tamboli 2019) 

Success factor of IoT platform Description 

Scalability Reasonably easy to scale the platform without 

breaking existing functionalities and without 

disrupting existing production setup. 

Reliability Depending on the end application, product or industry 

vertical. In general, a good platform is reasonably 

reliable. 

Customization One should be able to customize the platform to fit 

specific purposes. 

Supported protocols and 

interfaces 

Connection between layers should be reasonably easy 

to manage and create. 

Hardware agnostic Components should not require any special hardware 

adaptations and can work with different types of 

systems without suffering compatibility issues. 

Cloud agnostic The platform needs to be compatible with any cloud 

infrastructure and can be moved to and from different 

cloud environments without any operational issues. 

Architecture and technology stack A well-defined and documented architecture and 

technology stack. 

Security The strong level of security in the whole IoT 

ecosystem. 

Cost Platform should add enough value to justify the cost. 

Support Ongoing support is essential for managing the service. 

Because of the high number of components in the 

service, there are no guarantees for application to run 

as it has been defined without ongoing support. 

 

 

There is plenty of discussion on how to measure the performance of any IoT or data platform. 

Performance is the action or process of carrying out or accomplishing an action, task or 

function. The performance metrics of IoT middleware have to be discussed and analysed case 
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by case. General measures are quite difficult to identify, because the purpose of the IoT 

solutions varies a lot. Nevertheless the most essential qualitative and quantitative metrics for 

performance of the IoT middleware are listed in Table 2. (Da Cruz 2018) 

 

Table 2: Quantitative metrics for IoT middle-ware layer adapted with Da Cruz 2018 

Quantitative metrics Description 

Packet size Most of the energy consumption in devices is due to 

communication. Also, knowing the packet size helps to 

estimate the maximum number of devices per gateway 

Error percentage It is crucial to verify that the server can deal with the incoming 

load without experimenting errors 

Variation of response 

times 

Knowing the response time of the middleware is crucial, 

especially in high load scenarios 

Price Price is always a decision factor for stakeholders and should 

always be evaluated because software has maintenance costs 

(even free software) 

Timeliness performance In theory, unless the developers make serious programming 

mistakes, the performance is not impacted as time passes 

DoS and DDoS prevention There is no clear solution for DDoS attacks, but DoS attacks are 

relatively easy to deal with, if the server in which the 

middleware is hosted was configured correctly. Properly 

configuring the server is a recommendation that is valid for 

every Web application 

  

When evaluating the IoT platform the quantitative metrics may not be enough. There is a need 

for measuring also qualitative metrics. Table 3 describes the qualitative measures for IoT 

platform (Da Cruz 2018). 
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Table 3: Qualitative metrics for IoT middle-ware layer adapted from Da Cruz 2018 

Qualitative metrics Description 

Per device authentication Device should have individual credentials 

Different credentials to publish and consult 

data from the middleware 

This feature allows organizations to publicly 

expose device data without risking that such 

data is tampered with 

Middleware should know device habits and 

store their MAC and IP address 

Detecting a compromised device is difficult, 

and if a device is not doing what it should, 

the user should be alerted 

Number of Standard Development Kits 

(SDKs) 

SDKs provide an easy and quick way to 

deploy code into devices so that they can 

communicate with the middleware platform 

Supported application protocols A middleware can boost interoperability by 

supporting a multitude of application to 

communicate with it. 

Number of updates  Discontinued software is challenging and 

costly. It is not unusual for open-source 

solutions to be discontinued 

Popularity  How widespread, known, accepted a topic is 

Support tiers Some issues require external support from 

developers. 

Mobile app Mobile apps are mandatory in some 

scenarios. Others, it is a good addition. 

 

The first step towards selecting an IoT middleware platform is defining the mission. Most of 

the platforms are built for specific scenarios.  After the goal of the platform is defined, the 

selection of evaluating metrics can be done. Some of the metrics can be more sensitive in 

different scenarios. (Da Cruz 2018) The case platform of this study is also built for a specific 

scenario. This scenario determines the metrics that are used to evaluate the platform. 

 

One of the metrics that are discussed in this study is the cost of the platform. The goal of the 

IoT device and service providers is to maximize their profits at a competitive price and the 
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goal of the customers is to have high-quality services at an acceptable price (Lee 2021). One 

of the key design principles of the case IoT solution of this thesis is the costs of the platform. 

The cost of the platform is also one of the reasons why many solutions rely on multiple 

service providers for various IoT infrastructure services. Overspending is a common problem 

when organizations use cloud platforms and therefore cloud optimization is often high on 

enterprises' to-do lists (Lee 2021).  

 

Data quality have an essential part of optimizing the quality of any data platform. The 

accuracy of the data and missing data is the two biggest categories of measuring data quality. 

Particularly the missing data is common in wireless sensor networks (Li 2021). There are 

multiple reasons for the missing data. The most common are data lost during wireless 

communication, due to synchronization problems, sensor faults, sensor power outages, 

communication malfunctions, malicious attacks, packet collisions, signal strength fading and 

environmental interference (Li 2021). Imputation of the missing data using statistical methods 

is proven to be a decent way to improve the data quality (Penone et al 2014). 

 

Among the simple and effective imputation approaches, the k-Nearest Neighbour (kNN) is 

proven to be one of the most precise (Troyanskaya 2001). kNN basis of the assumption that 

similar samples will have similar measured values across their features (Troyanskaya 2001). 

The kNN imputation is designed to find non-missing values for missing data. The method 

uses the k nearest complete instances of incomplete instances. Calculating the value for 

missing data can be done by using various methods. The most used methods are filling 

incomplete instances with the most frequent ones (categorical variables) or the mean 

(numerical variables) among k nearest neighbours. 

 

The security issues of the IoT are a discussed topic in the research community. From the 

security point of view it is important to analyse the overall solutions. It is important to notice 

that the security level of the IoT solution depends on the data sensitivity and importance of 

the solution. For instance, data security level for IoT solution that is transmitting confidential 

medical information must be high. Even if high-level security is not needed is usually still 

desired. There is often trade-off between security level and performance and also between 

security level and cost. (Mukherjee 2018) 
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IoT platforms exhibit considerable dissimilarities in terms of architecture and how the 

services can be implemented. From the security point of view, the architecture also varies 

between platforms. Some of the common security criteria can be identified for most of the 

platforms. These security criteria can be used for analyzing the security of the IoT platform. 

Criteria are authentication, encrypted information management, authorization, accounting and 

anomaly detection. (Diaz Lopez et al 2018) 

 

The authentication process provides a way of identifying an entity within the system. Data of 

IoT platforms are usually big data. This can cause several security and privacy issues in the 

authentication process among the devices, the users and the platform itself. 

 

The encryption process takes care of encoding a message or a piece of information in a way 

that only authorized users or entities can access it. Encryption has a huge role to play when 

dealing with IoT platforms where the data velocity is fast and data is massive. In many cases, 

data must be encrypted in transit and storage. 

 

The authorization process determines whether the user has the rights to the resource that the 

user is dealing with. The process starts after a user has been successfully authenticated in the 

system. Authorization strategies are important in IoT platforms. Unauthorized entities can 

compromise the integrity of the system. 

 

The accounting process accounts and monitors the activities that the entity uses while it is 

visiting the system. For example, these activities can be the time in the system, data loaded or 

data uploaded. From a security point of view, accounting is also very important because the 

number of actions is massive. 

 

Anomaly detection refers to the ability of the system to find out anomalies among normal 

activities. From a security perspective, the detection of anomalies is important. Anomalies can 

be a possible threat to the system. IoT platforms' capability to detect anomalies can be 

considered to be one of the security criteria. (Diaz Lopez et al 2018) 
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2.4 IoT platforms in facility management 

 

As the others studies show, there are no simple ways for measuring the greatness of the 

platform. One essential thing is to measure the value that can be achieved with the IoT 

solutions. The focus has to be on the mission of the platform when optimizing qualitative and 

quantitative measures of the middleware. The case solution of this thesis is an IoT solution 

that helps manage office facilities. Below the articles on IoT solutions and platforms in this 

business area are illustrated. 

 

IoT has a lot of opportunities for service optimization and innovation. For example operation 

and maintenance management, cleaning management, waste management, space management 

and energy and utility management. IoT-based solutions have potential for improving the 

areas mentioned above (Atta 2021). IoT solutions that optimize the efficiency of space use in 

buildings can be very useful. Solutions provide useful information on how the spaces are used 

and what could be done to optimize the space use. Only in lecture halls the space use 

efficiency can result in a 19% reduction in energy use (S. Azizi et al. 2020).  

 

The use of the IoT solutions in facility management is not limited only to space use. There is 

a growing number of different scenarios where IoT solutions can turn out to be useful. For 

example, IoT solution can help to ensure occupant satisfaction with air quality and support the 

provision of different types of functional workspace (Roskams et al 2019). Similar results can 

be found in other studies as well (Horr et al 2016). 

 

As pointed out, the IoT platforms can be potential solution for optimizing many areas of 

facility management. The most studied areas are the efficiency of the space and energy use, 

quality and comfortability of the environment and monitoring the facilities. When designing 

the solution, the overall picture and future development are important to notice at all times 

even if the initial scope is more restricted.  
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3 CASE: MEASURING AND DEVELOPING THE IOT PLATFORM 

FOR FACILITY MANAGEMENT 

 

In this part of the thesis the knowledge from the theory section is used in a real-life business 

solution. The case solution is first introduced. After the shortly define of the business 

problem. The last part is to point out the key measures and find out the ways for improving 

them. 

 

3.1 Introduction of the platform 

 

This chapter introduces the IoT platform. First, the architecture of the solution is shown and 

explained. The technology behind the platform is introduced. After, the key measures of the 

platform are introduced and analysed. The purpose of the last chapter is to illustrate the 

possible ways to optimize the platform layer of the IoT solution. 

 

3.1.1 Architecture 

 

The architecture of the platform can vary depending on the purpose that the platform will 

serve. When the architecture of the platform used in this case was decided, the main rule was 

to keep it simple. The picture below is the high-level architecture picture of the IoT solution. 
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Figure 3: IoT solution architecture 

 

Data flows from IoT devices and gateways to end users are shown in Figure 3 with directed 

arrows. Sources are on the left and end users are on the right side of the Figure 3. Boxes 

present layers. IoT platform layer includes all the other four layers that are load and ingest, 

store, process and serve. The raw data from sensors are eventually transformed into useful 

insight. The services between data flows perform multiple tasks including loading and 

ingesting, storing, processing and serving information. Communication between services 

happens in the virtual network. All of the services are in the same resource group. The IoT 

platform architecture is divided on two different paths. The hot path enables real-time 

solutions and cold path is for history and trend analytics. The difference between two paths is 

in costs and feedback times. The source of the data is IoT devices. Devices collect data from 

the environment. Devices are connected to a gateway using secured WiFi. IoT hub acts as a 

central message hub for communications in both directions between an IoT application and its 

attached devices. 

 

Hot path or streaming path enables real-time solutions. In this case, the IoT hub is connected 

to a streaming analytics service. Streaming analytics provides real-time data to PowerBi for 

real-time analytics. Cold path is also known as batch processing path. The processing of the 
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data happens in batches. IoT hub sends data to blob storage. The data is stored in the blob 

storage. Snowflake datawarehouse is connected to blob storage. Data extraction, 

transformation and loading take place in the Snowflake. PowerBI uses Snowflake as a source.  

 

3.1.2 Components of the IoT platform 

 

The technology and components of the case IoT platform are listed below and the focus is on 

the capabilities of the middleware layer services. Components of other layers are introduced 

shortly.  

 

The physical layer of the solution is the devices and the gateways. This solution uses Lora 

sensors that are connected to the gateway. Gateway provides device management. This 

includes registration, command and control of the devices. The gateway of the solution is 

GloudGate LTE WW.  

 

The middleware layer consists of managed services hosted in the cloud. The case solution 

uses mainly Azure cloud services. The components of the middleware are introduced next. 

 

Azure IoT Hub acts as a central message hub for communication between an IoT application 

and its attached devices. IoT Hub is capable of uploading data from the sensors, telemetry 

between device and the cloud and controlling your devices. It also supports monitoring 

solution for device creation, connections and failures. 

 

Azure Stream Analytics is a real-time analytics and complex event-processing engine that is 

designed to analyse and process high volumes of fast streaming data from multiple sources 

simultaneously. Stream processing analyses large streams of data records and evaluates rules 

for those streams. Stream Analytics can execute complex analysis at scale, using time 

windowing functions, stream aggregations, and external data source joins. 

 

Azure Blob storage is an object storage solution for the cloud. Cold path storage holds data 

that is kept longer-term and is used for batch processing. Data can be archived in Blob storage 

indefinitely at a low cost and is easily accessible for batch processing. 
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Snowflake is cloud based data warehouse that is powered by an advanced data platform 

provided as SaaS. Snowflake enables data storage, processing, and analytic solutions. 

Snowflake supports multiple ways of connecting to a service. Third-party connectors enable 

easy connections to the most common ETL and BI tools. 

 

PowerBI is Microsoft’s business intelligence tool which supports multiple data sources, data 

visualisations and interactive insights of the data. In this case, PowerBI is used as reporting 

service and visualization tool for streaming and batch data. 

 

The security-related cloud services. Azure Active Directory is a cloud based identity and 

access management service. User management restricts which capabilities for users in 

applications and which users or groups can perform actions on devices. Azure Security Center 

for IoT provides security solutions for IoT workloads and creates visibility and control. It also 

has capability for threat prevention and detection. Azure Virtual Network enables to connect 

services and resources inside private network. 

 

3.1.3 IoT solution for office room management 

 

The idea of this project came from the need of understanding and optimizing the space use in 

the office environment. First step was to measure how the space are used. The second step is 

to analyse the data and point out the problems. Next step is to develop solution that will solve 

problems and make the office environment more comfortable and more efficient. 

 

One part of the project is to develop the IoT solution. This includes: 

• Acquisition and installation of the IoT devices.  

• Deployment of the services in cloud environment.  

• Data integration development and testing. 

• Scheduling of the jobs and tasks. 

• Data visualization and analysis 

• Monitoring and maintenance 
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The IoT platform is developed by using minimal design principles. Meaning that the design is 

simple and all the components of the solution are necessary for achieving the goal of the 

platform. 

 

The case solution uses LoraWan Elsys ERS Eye -sensors. Sensors are installed in multiple 

meeting rooms in the office. Sensor are designed for measuring humidity, temperature, 

motion and light. The gateway is GloudGate 4.0 LTE for indoor environments. Gateway is 

communicating with the IoT platform layer. In IoT platform the sensor data is loaded, 

ingested, stored, processed and served to the users for further analysis. 

 

3.2 Defining the business problem 

 

The company is continuously developing the IoT solution for serving customer needs better. 

One key part of the continuous development process is to find out the problems or possible 

areas to develop. As an output of the process, there came three possible development areas: 

the cost-efficiency of the middleware layer, performance of the middleware layer and data 

quality of the platform. The security of the solution is also one of the concerns when planning 

to change the architecture of the solution or add new features. For this reason security is also 

discussed in this thesis.  

 

The architecture of the platform is mostly determined by cost-efficiency reasons. There is a 

business need for developing the cost-efficiency. Different kinds of design could end up 

saving cost and/or improving performance. Data quality is one of the main areas that need to 

be developed. There are plenty of missing values in the sensor data in the present state of the 

solution. The security of the platform cannot be compromised when developing areas 

mentioned above. Security is one of the most important issues that need to be noticed in any 

development process. There is need for evaluation of the security criteria of IoT platforms. 
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3.3 Measuring and analysing IoT middleware 

 

3.3.1 Costs 

 

Cost analysis is carried out by breaking down IoT middleware's ongoing cost into its 

constituents. The costs of each component and service are analysed. Grouping the costs 

between different categories is one part of the analysis. Comparison between actual IoT 

middleware and different scenarios of IoT middleware are illustrated. 

 

Here are four key factors that determine the overall cost of the case IoT solution. 

• Hardware/devices 

The cost of the devices and gateways.  

• Middleware 

The cost of the software and applications licence. When dealing with the cloud-based 

middleware layer purchased from cloud provider, the software and application costs 

are usually divided into two categories. The categories are implementation of service 

and use of service. When you select the pay-as-you-go pricing model, you pay only 

for the usage of the service. 

 

Costs of the middleware can be divided into integration, storing, utilization and 

security categories. Next illustrated the components of each category in high level.   

Integration: ETL/ELT, API messaging, Data streaming 

Storing: Database, Data lake, data mart. 

Utilization: Reporting and visualization, API, Analytics/AI 

Security: User management, VirtualNetworks, Firewalls, Threat protection tools 

  

• Implementation/Installation 

Implementation of the solution and installation of the devices. The basic scenario is to 

install the devices and gateway. Establish the services and applications. Create and 

deploy integration and data flows. 

• Maintenance/Monitoring 
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Maintenance of the software, applications and devices. Monitoring all the parts of the solution 

for application/software/device/connection errors. In this thesis, the focus is on the 

middleware layer operating costs. There are two basic architectures for IoT solutions based on 

the purpose of the solution. There are many definitions of both. The common concepts for 

these different architectures are batch processing and streaming. Type of the architecture has 

an influence on the feedback time. Also the middle-ware layer costs vary a lot depending on 

the architecture. The cost of the two architectures is illustrated below. The following costs are 

based on the real costs of the case solution. 

 

The present operating costs of the streaming path are illustrated in table 4. IoT solution 

feedback time is in seconds. Serving is calculated for 10 users. The solution is available 24/7. 

Security costs are not included. Observation period is 3 months. 

 

Table 4: Case solution hot path costs of the middleware 

Task Component Cost 

Loading & Ingesting IoT Hub 33,32 

Processing Stream Analytics 1399,68 

Serving PowerBI 252,00 

Total  1685,00 

 

The present operating cost of the batch processing path is illustrated in table 5. There is one 

hour delay in feedback time. Serving is calculated for 10 users. The solution is available 24/7. 

Security costs are not included. Observation period is 3 months. 

 

Table 5: Case solution cold path costs of the middleware 

Task Component Cost 

Loading & Ingesting IoT Hub 33,32 

Storing Blob Storage 18,65 

Processing Snowflake Datawarehouse 483,84 

Serving PowerBI 252,00 

Total  787,81 
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It can be seen in table 4 and table 5 that the total costs of the hot path are over 2 times bigger 

than the total costs of the cold path. The difference is in the processing costs of these two 

different paths. The streaming path consumes a lot more computing resources than the batch 

processing path. In table 4, it can be seen that the storage costs of the platform are 

significantly lower than processing costs. 

 

A comparison between the actual price of the solution and the price of the other possible 

solution is illustrated next. The goal is to find how the different architectural solutions affect 

the ongoing costs of the platform layer. Architectural modifications have to be done in a way 

that the output of the platform remains the same. In this case the prices are predicted using 

Microsoft’s Azure pricing calculator. The predicted prices are only estimates of the real costs. 

 

Load and Ingest 

Microsoft as a service provider for Load and Ingest layer offers a few kinds of solutions that 

fulfill the needs of the case platform. There are two kinds of tiers for IoT Hubs that can be 

selected. Standard tier has more capabilities and higher costs. Another possible scenario is to 

replace IoT Hub by using the Event Hub as a central message hub. Table 6 provides details 

about the two tiers of IoT Hub and Event Hub capabilities. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

29 

Table 6: Azure hub capabilities 

IoT Capability IoT Hub standard tier IoT Hub basic tier Event Hubs 

Device-to-cloud  

messaging 

Check Check Check 

Protocols: HTTPS,  

AMQP, AMQP  

over webSockets 

Check Check Check 

Protocols: MQTT,  

MQTT over webSockets  

Check Check  

 

Per-device identity Check Check  

File upload from devices Check Check  

Device Provisioning  

Service 

Check Check 

 

 

 

Cloud-to-device 

messaging 

Check 

 

 

 

 

 

Device twin and 

device management 

Check  

 

 

 

Device streams (preview)  Check   

IoT Edge Check 

 

 

 

 

 

 

IoT Hub standard tier is the only option that allows the cloud-to-device messaging. The case 

solution uses only device-to-cloud messaging with HTTPS protocol. For this reason all the 

possible services mentioned in table 7 for the load and ingest layer supports the case solution. 

Price estimates for these three in the observation period are calculated below. 
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Table 7: Central message Hub costs 

Service Price per service unit (per 

month, under 400 000 messages 

per day) 

Total price in observation 

period (3 months)  

IoT Hub standard tier 22.518 67.55 

IoT Hub basic tier 9.007 27.021 

Event Hub 9.86 29.58 

 

Storing 

Cold data storing is a relatively low-cost task as shown above. There are multiple options for 

many service providers regarding what kind of storage can be used. The case solution uses 

blob storage as cold data storage. The same cloud service provider provides a few alternative 

data storage options with different capabilities and costs. Table 8 describes the prices of two 

different storage options. 

 

Table 8: Storage costs 

Operation Blob Storage Azure Data Lake Storage 

Data write price 0.0045 € / 10 000 operations 0.0045 € / 10 000 operations 

Data read price 0.0045 € / 10 000 operations 0.0045 € / 10 000 operations 

Capacity price 0.0045 € / GB 0.0045 € /GB 

List and Create Container 0.045 € / 10 000 operations - 

Other price 0.045 € / 10 000 operations - 

 

The case solution uses Blob storage service to store data. In the observation period (3 months) 

the cost of the real cost of the blob storage was 18,67 €. Estimated prices for these two in 3 

month time period are calculated below. The write and read operations are estimated using the 

observations period data. Capacity estimation is based on the size of 3 years of sensor data 

(Observations period total files size * 12). 

Blob storage observation period cost = (Capacity 3,75€ per month + 10 * 0,045 Write 

operations + 3 * 0,004 Read operations) * 3 months = 12,63 € 

Azure Data Lake Storage observation period cost = (Capacity 7,03 € per month + 10 * 0,05 

Write operations + 3 * 0,004 Read operations) * 3 months = 22,47 € 
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Processing 

Processing of the data is the most expensive task of the IoT platform layer. Therefore it could 

be the primary task to consider when the goal is to lower the ongoing costs of the platform. 

The case solution uses Snowflake cloud data warehouse. Databricks can also be considered as 

an alternative option for processing tasks. Snowflake and Databricks provide cloud computing 

services. Both are different in several ways. Snowflake and Databricks provide great 

scalability and allow users to integrate, load, analyse and serve the data. Both of them run on 

Azure AWS or GCP cloud. Snowflake offers a relational database that is designed for 

analytical rather than transactional work. Databricks on the other hand is known for its Data 

Lake, where consumers can load all of the data in any format. Databricks enable the smooth 

use of the data in data lake. Both Databricks and Snowflake support BI and SQL use cases. 

Both of them enable to easily integration with third-party applications. Pricing differences 

between the services. 

 

Table 9: Snowflake virtual warehouse credit table 

Virtual Warehouse Credits per hour 

 

Cluster 

Size 

XS S M L XL 2XL 3XL 4XL 

Credits 1 2 4 8 16 32 64 128 

 

One credit costs 2,24 €. The solution uses cluster size XS. The case solution cost in 

observations period was 216 credits. Databricks uses DBU usage-based pricing. One all-

purposes compute DBU costs 0,49€ an hour. Running the D3v2 instance consumes 0,75 

DBUs per hour. Databricks needs also a virtual machine for running and average monthly cost 

for running virtual machines is 183,43 € per month. Snowflake actual costs and predicted 

costs of the Databricks for the case solution in the observation period: 

Azure Databricks cost in observation period = (3 months * 183,43 virtual machine per month 

in € + 216 hours * 0,49 DBU cost per hour in € * 0,75 D3v2 multiplier) = 629,73 € 

Snowflake costs in observation period in €  = (216 credits * 2,24 credit cost in €) = 483,84€ 
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Serving 

The case solution uses PowerBI when serving insight to users. Few other options in the 

market could be suitable for the platform. Alternative options which have similar capabilities 

could be Tableu or Qlick Sense. Comparison between predicted prices of these three 

solutions: 

PowerBI costs in observation period = (10 $ in month * 10 users * 3 month * 0.92 € per $) = 

276 € 

Tableau cost in observation period =  ((70 $ * 1 creator + 35 $ * 1 explorer +10 $ * 8 viewer) 

* 3 month * 0.92 € per $) = 510,6 € 

QlickSense cost in observation period = (30 $ *10 user * 3 month * 0.92 € per $)  = 828 € 

 

3.3.2 Performance 

 

In this case the selection of the performance measures has been done by evaluating the 

purpose of the solution. One of the most critical performance measure is the system feedback 

time. It measures how long it takes for user to get insight of the environment that the IoT 

devices are observing. It measures the time between the event happening and the time 

between the processed event being outputted. Watermark delay is another term for the 

measure. 

 

Hot path architecture 

Streaming analytics watermark delay metric records the time between the event sent to hub 

and the time when the processed event is outputted. There are limited ways to affect the delay 

on the designed platform. The mean watermark delay streaming path in observation period 

was 5 seconds in observation period. In the hot path PowerBI DirectQuery uses the minimum 

refresh interval which is 1 second. In case solution point of view there is no need for 

optimizing the feedback time of the hot path. There is no need for getting insight from the 

data faster than hot path can deliver as its slowest. In this case the focus is on the batch 

processing path. 
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Cold path architecture 

In cold path data is processed in batches. The designed platform enables one to choose the 

time between the loads of data batches. The size of the time interval has correlation with 

ongoing platform costs. The case solution uses 1-hour batch size. The feedback time depends 

on the time when user views the report. Assuming the even distribution, the average feedback 

time is the maximum feedback time minus the minimum feedback time divided by two. Case 

solution average feedback time is 30 minutes.  

 

Table 10: Feedback time and cost of the solution 

Time between batch 

loads (minutes 

Average ongoing 

costs of the solution 

in observation period 

(eur) 

Average feedback time 

(minutes) 

5 3529,57 3 

10 1916,77 5 

30 841,57 15 

60 572,77 30 

90 505,57 45 

 

Table 10 shows the correlation between batch load interval, ongoing cost and feedback time. 

Table above is formed by testing different batch size scenarios and collecting billing and 

watermark delay data. The batch size affects the usage of computing resources. There could 

not be found a significant change in the costs of any other tasks. 

 

3.3.3 Data quality 

 

The evaluation of the quality measures is based on the goal of the platform. In this thesis, the 

focus is to find ways to improve the quality of the data. As earlier pointed out missing data is 

one of the key data quality problem in the sensor-based data platform. In this thesis the 

missing data is the main focus in area of data quality. 
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The dataset for the purposes of this thesis is collected from the companys IoT office 

datawarehouse. The data is collected using 5 sensors attached to different rooms of 

company’s main office.  Data is collect from the beginning of July 2019 to the end of 

September 2019. The data has close to 300 000 rows and 6 variables. There are unique 

identifier column for all 5 sensors and timestamps for every row. The other 4 variables are the 

measured values from the environment (Humidity, Temperature, Motion and Light).  

 

There are many factors that have an influence on missing value rate. Possible reason for 

missing values are the availability of any component in platform. The quality of the sensors 

has a significant role in missing data. The missing value rate is calculated as missing values 

divided by total observations. Another relevant data quality measure is the accuracy of the 

data. Improving the accuracy of the data is out the scope of this study. In the overall solution 

point of view, the selection of the sensor is one way of affecting the accuracy of the data. 

 

Table 11: Missing value rate by sensor and variable 

 Humidity Temperature Motion Light 

Sensor 1 0.02185 0.02185 0 0.02185 

Sensor 2 0.02221 0.02221 0.00211 0.02221 

Sensor 3 0.01780 0.01780 0 0.01780 

 

Table 11 illustrates the missing value rates of all variables and sensors. All of the sensors are 

the same type. The average missing value rate for the sensors observed in this thesis is about 

2%.  

 

Table 12: Correlation matrix 

 Humidity Temperature Motion Light Timestamp 

Humidity 1.00000 0.59261 0.00575 0.23806 -0.65822 

Temperature 0.59261 1.00000 0.03627 0.55960 -0.76902 

Motion 0.00575 0.03627 1.00000 0.02328 0.01346 

Light 0.23806 0.55960 0.02328 1.00000 -0.38494 

Timestamp -0.65822 -0.76902 0.01346 -0.38494 1.00000 
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Correlation matrix are illustrated in table 12. It is calculated using pearson method. Pearson's 

correlation coefficient formula applied to a population. 

 

 
𝜌(𝑋, 𝑌) =

𝑐𝑜𝑣(𝑋, 𝑌)

𝜎𝑋𝜎𝑌
 

 

(1) 

 

In this formula cov is the covariance, 𝜎𝑋 is the standard deviation of X and 𝜎𝑌is the standard 

deviation of Y. 

 

In table 12 it can be seen that there are some moderate level of correlation between some of 

the variables. While analysing data further it can be seen that the time stamp of the event can 

be used as a distance metric in imputation algorithm. 

 

 

3.3.4 kNN imputation for missing values 

 

One of the key problems for data quality is the missing sensor data. Statistical methdos for 

imputing the missing values can improve data quality (Penone et al 2014). In this study, kNN 

imputation approach is selected because of its simplicity and relatively good performance 

(Penone et al 2014). The missing values are imputed using kNN method. To impute a missing 

value for any observation using kNN algorithm, the k most similar samples are found based 

on predefined distance metrics. Then the missing observation are calculated using the values 

of k similar samples. There are multiple ways for calculating the value of missing 

observations using the k similar samples values. Most common are majority vote or euclidean 

distance. kNN imputation is carried out using R package “VIM” and kNN imputation 

function. The function allows to choose multiple imputation parameters. Euclidean distance is 

selected for a distance metric for continuous variables and for the discrete variables the 

imputed value will be the most frequent between k nearest neighbors. Imputation variables are 

humidity, temperature, motion and light. 
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Non-missing data is selected from the dataset and some of the values are imputed randomly 

using imputing function in R package “VIM”. Missing value rate can be selected as a function 

parameter. In this case missing value rate is more than the actual one. This way it can be 

assumed that algorithm works also with data that have more missing values. The kNN method 

is used to impute the missing values from the test data. After, the results between imputed and 

the actual values are analyzed. 

 

There are two types of imputed variables continuous variables and discrete variables. The 

imputation error is calculated using two types of errors. Root mean squared error for 

continuous variables 

 

 

𝑅𝑀𝑆𝐸 = √
∑  ‖𝑦𝑖 −𝑦̂𝑖‖2𝑛

𝑖=1

𝑛
 , 

 

(2) 

where n is the number of data points, 𝑦𝑖 is the i-th measurement, and 𝑦̂𝑖 is its corresponding 

prediction. 

 

Mean absolute error for continuous variables 

 

 
𝑀𝐴𝐸 =

∑  |𝑦𝑖 −𝑦̂𝑖|𝑛
𝑖=1

𝑛
 , 

 

(3) 

where n is the number of data points, 𝑦𝑖 is the i-th measurement, and 𝑦̂𝑖 is its corresponding 

prediction. 

 

Imputation error for the discrete variables are calculated using the accuracy 

 

 
𝐴𝐶𝐶 =

TP + TN

𝑃 + 𝑁
 ,  

 

(4) 

where TP is true positive, TN is true negatives, P is all positives and N is all negatives. 
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R package missCompare provides a pipeline to test and compare kNN missing data 

imputation algorithms on real data. Package also include testing for “VIM” package kNN 

method. In this case, the test_kNN function is used for testing the kNN imputation method. 

The limitation of the test_kNN is there are no way for choosing variables that are used to 

calculated distance between observations. In default it uses all the variables to calculate the 

(euclidian) distance. In this case RMSE and MAE is calculated for all the observation 

variables. The errors are calculated by sensor. The results of the imputation error can be seen 

in table 13. 

 

Table 13: kNN imputation error without defined distance variable (k=5) 

 RMSE MAE 

Sensor 1 0.9875293 0.7987528 

Sensor 2 1.036631 0.8339615 

Sensor 3 0.9626542 0.7662187 

All sensors 0.9956048 0.7996443 

 

One possible approach for improving the results of the imputation error is to determine 

distance variable for the kNN imputation method. For the sensor data , the time stamp of the 

event could be used as a distance variable. Assuming that the closest value for the missing 

data could be found close to same point of time. Next the timestamp of the event converted to 

positive integer is used as a distance variable of the kNN algorithm. The RMSEs of the 

continuous variables and the accuracy of discrete variables are shown in Table 14. 

 

Table 14: kNN imputation error using the timestamp of the event as a distance variable (k=5) 

 RMSE MAE 

All sensors 0.1581459 0.98774611 

 

Using the timestamp of the event as a variable that is measuring the distance between the 

observations improves the accuracy of the algorithm significantly. The model can predict the 

data relatively accurately. In terms of imputation this means that kNN algorithm are relatively 

good at imputing the missing data in this case. 
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Table 15: kNN imputation error using timestamp of the event as a distance variable (k=5) 

Humidity RMSE Temperature RMSE Light RMSE Motion ACC 

0.2719139 0.07481129 0.12771239 0.98774611 

 

The results for individual features are illustrated in Table 15. There are multiple other 

methods for optimizing the results. For example, the k value could be changed. Further 

analysis of the results and optimization of the algorithm is not in the scope of this thesis. 

 

3.3.5 Security criteria evaluation 

 

Security of the IoT solutions is one of the most discussed aspects (Lopez 2018). While the 

security of the IoT platform is not the main focus of this thesis, it is an important aspect to 

mention and analysed. The changes in architecture could harm the overall security of the 

solution. The security of the IoT platform can be evaluated by analysing how the security 

criteria are fulfilled. In this thesis, the selected security criteria are common criteria for many 

IoT platforms (Lopez 2018). Five relevant security criteria for the case IoT platform are 

presented and analysed below. 

 

Authentication 

When evaluating the authentication process, authentication criteria can be divided into three 

sub-criteria. Authentication between devices and platform, authentication between platform 

and users and authentication between components of the platform. The case solution has a 

SAS access tokens authentication between device-to-platform and platform-to-device. There 

are two ways to create connection permissions with IoT Hub with SAS tokens. Using a 

symmetric device key from the identity registry or using a shared access key. 

Authentication between the users and IoT platform is done by using Azure Active Directory 

authentication. Azure AD handles users sign-in process. There are plenty of authentication 

methods to choose to comply the companies policy. The case solution uses Azure AD multi-

factor authentication, which means something else is also needed than the password. 

For authentication between cloud components, case solution uses Azure Active Directory. 

Between IoT hub and blob storage the role-based authentication with OAuth access tokens. 

Authentication responsibility between blob storage and snowflake is Azure service principle. 
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A service principal is an identity created for use with Snowflake service to access Azure blob 

storage. 

 

Encryption 

Encryption of the data is one of the security criteria. Encryption is evaluated at two levels. 

These levels are encryption for data at rest and encryption for data in transit. Both of the 

levels are evaluated at every stage of the middleware-layer. Case solution uses encryption of 

data at rest and in transit in IoT Hub. Case solution uses Microsoft-managed keys to encrypt 

the data. In azure blob storage the data is encrypted in rest by Azure storage service 

encryption. Snowflake supports client-side encryption to decrypt files staged in Azure 

containers. All the components have multiple options for data encryption level. 

 

Authorization 

The Microsoft identity platform uses the OAuth 2.0 protocol for handling authorization. 

Authorization is managed in Azure Active Directory. There are two main approaches to 

authorization: role-based and resource-based. Case solution uses resource-based authorization 

for IoT devices to perform operations among the components of the IoT platform and role-

based authorization for users. Snowflake authorization is also OAuth 2.0 and managed in 

Azure Active Directory. 

 

Accounting 

In case solution, Azure keeps track of operations that users perform over the data and devices 

and also the operations created for IoT service components. Snowflake has a similar 

accounting solution and it's available for admins to track operation of the users and 

components. 

 

Anomaly detection 

IoT platform uses Microsoft Defender’s anomaly detection to identify threats. It is also 

possible to collect monitoring data from the Azure and Snowflake.  

 

The evaluation of the security results for the case IoT platform can be seen in table 16. 
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Table 16: IoT platform security evaluation results 

Authentication 

system 

Encrypted 

information 

Authorization 

system 

Accounting 

system 

Anomaly 

detection 

Devices to 

cloud: OAuth2 

Data at move: 

Encrypted in 

transit 

Operations over 

IoT platform: 

OAuth2 

Users to the 

data or the IoT 

devices: Azure 

/Snowflake 

keeps track 

Change 

detection: 

Microsoft 

Defender 

Users and 

cloud: Azure 

Active directory 

credentials 

Data at rest: 

Microsoft 

managed 

encryption keys 

Operations 

between 

components of 

the IoT 

platform: Azure 

active directory 

Components to 

the data or the 

IoT devices: 

Azure 

/Snowflake 

keeps track 

 

Cloud 

components: 

SAS Tokens 
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4 RESULTS 

 

This chapter illustrates the results from earlier researched literature and the empirical part of 

the study. Answers to research questions are presented and the results are evaluated. Also 

further research and development steps are discussed in this part of the study. 

 

4.1 Findings 

 

• What are the important metrics for IoT platform cost-efficiency and data quality? 

 

IoT platform layer total ongoing costs in a period of time is a good metric when 

measuring the cost-efficiency of the platform. The real ongoing costs of the platform 

are relatively easy to get from multiple cloud providers. Other cost categories like 

development or installation cost can be considered as fixed costs of the platform 

because of those will not change based on the amount of output produced. 

 

The efficiency of IoT platform can be view from multiple perspectives. Most 

important is to analyse the purpose of IoT solution and use that knowledge to choose 

the best metric for the efficiency of this specific platform. The selected metrics must 

serve the purpose. Watermark delay can be useful metric for measuring the efficiency 

of IoT platform layer in facility management. Watermark delay measures the time 

between the event happening and the time between the processed event being 

outputted. 

 

Data quality of the IoT platform layer can be divided into two sub groups that are 

missing data and accuracy of the data. Missing value rates and accuracy of the data 

can be considered as metrics for measuring data quality in IoT platform in facility 

management. Bad data quality will affect the quality of the insights that platform are 

producing as an output. In general the best way for improving both of the metrics is 

the selection of the sensors. At platform level other statistical ways can be considered. 
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• How to improve the cost-efficiency and quality of IoT platform? 

 

Architecture of the IoT platform layer has a huge impact in costs. Well-designed 

architecture can help reducing costs. Most of the ongoing costs in platform layer come 

from computing tasks. Storing the data is the cheapest task. Choosing the components 

of middle-ware wisely could help improve the cost-efficiency of the platform. 

 

Watermark delay or feedback time of cold path architecture has significant directly 

proportional relation with the interval of the batch. The selection of the batch size in 

cold path architecture is a relatively easy task. Changing the batch size will affect the 

ongoing costs of the IoT platform layer. Streaming paths are significantly faster way 

to get an insight of the data and those solutions ongoing costs are also much bigger. 

This is because of the continuous use of computing resources is costly. 

 

Missing data is one of the biggest problem in the data quality of the solutions that are 

based on sensor data. In IoT platform layer imputing the missing values for statistical 

methods can be a relatively good option for improving data quality. Simple kNN 

method for imputing missing data can be an efficient and useful way for improving 

data quality. 

 

4.2 Evaluation of the results 

 

The scenario costs of the platform are estimated costs and therefore the real costs could be 

slightly different. There is only one observation period for the solution costs. Having more 

cost data (longer observation period) could end up with more precise results. Because of the 

cost estimations, the results of the cost analysis can be considered as directive results. Data for 

platform performance are pulled from cloud service provider. Watermark delays for cold path 

architectures are calculated using the cloud provider estimations. Therefore the delays can be 

slightly different from real delays. kNN algorithm for improving the data quality is done by 

using a relatively big dataset. Further statistical significance of the kNN imputation result was 

not estimated in part of this thesis. 
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4.3 Further research and development 

 

There are multiple different aspects for further research for improving the IoT solution 

platform layer in facility management. From a cost-efficiency point of view the comparison of 

the services between different cloud service providers could be done. Comparing the cost-

efficiency between commercial software and open-source solutions could be another 

interesting further research. Ongoing costs of the platform layer were decided to be the metric 

for this study but also other costs like development costs could be something to consider in 

the future. Also other efficiency metrics could be analysed in further studies.  

 

In the analytic part of the study there was a solution for improving the quality of the sensor 

data. Missing data were imputed using analytical kNN imputation method. Different 

amputation methods could be analysed in further studies. Also the implementation of the 

methods in part of the overall solution is something that can be study more. 
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5 CONCLUSION AND DISCUSSION 

 

The growing number of devices connected to the internet and constantly developing IoT 

technology creates opportunities to get insight from the IoT data. It is a significant way for 

organizations to improve the efficiency of operations, gain more insight of the environment 

and create innovations. Efficient and high-quality IoT platforms are key to successful IoT data 

utilization in an organization. 

 

It is important to understand the overall picture of the IoT solution before it can be improved 

in terms of efficiency and quality. The security of the platform has to be in mind when 

designing improvements for the platform layer. Well-designed platform layer can reduce 

solution costs significantly. Multiple options in the market can be considered to be any part of 

the architecture. Keep in mind that integration for different components from different 

providers could need a lot of effort. In terms of performance, one of the most critical metrics 

for IoT platform is feedback time. Solution feedback time tells the delay from observing the 

input to point of time where getting insight from it (output is delivered). To closer the solution 

goes to real-time the more computing resources the solution will use. The computing tasks are 

the most expensive task in IoT solutions and that is the reason why getting closer to real-time 

costs a lot. Another discussed area in IoT solutions is data quality. The missing data is one of 

the essential problems in sensor data. Utilization of data that has missing values could be 

problematic. kNN missing data imputation method can give reasonably good results when 

imputing missing facility management sensor data. Simple statistical methods like kNN 

imputing have also good performance which is important particularly with big data. Security 

is one of the most discussed topics when referring IoT platforms. The security of the solutions 

have to be in mind when considering architectural modifications on the existing platform. A 

simple way for evaluating the security of the solution is to find out the security criteria and 

check if the criteria are fulfilled. 
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Appendix 1: R Code for knn imputation 

 

library("VIM") 

library("missCompare") 

library("mice") 

library("Metrics") 

library("sparklyr") 

library('tidytext') 

library("dplyr") 

library("tidyr") 

library("Hmisc") 

library("corrplot") 

 

# kNN imputation using packet “VIM” 

 

imputed <- kNN(sensordata1,  

               variable = c('TEMPERATURE','HUMIDITY','MOTION', 'LIGHT'), dist_var = 

c('index'), 

                k = 5, 

                  weightDist = TRUE, trace = TRUE, imp_var = TRUE) 

 

 

 

# Testing the kNN imputation algorithm for HUMIDITY & TEMPERATURE 

 

patt= c(1,1,1,1,1, 

        1,0,1,1,1, 

        1,1,0,1,1, 

        1,1,1,1,1, 

        1,1,1,1,1) 

patt2=matrix(patt, nrow=5, ncol=5) 
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propvalue=0.6 

amputed<-ampute(sensordata4[1:20000, c(1:3,6:7)], prop = propvalue, patterns = patt2, freq = 

NULL, mech = "MAR", 

       weights = NULL, cont = TRUE, type = NULL, odds = NULL, 

       bycases = TRUE, run = TRUE) 

 

# How many missing values 

count(amputedData[is.na(amputedData$TEMPERATURE),])/count(amputedData) 

count(amputedData[is.na(amputedData$HUMIDITY),])/count(amputedData) 

 

imputedTest <- kNN(amputed$amp,  

               variable = c('TEMPERATURE','HUMIDITY'), dist_var = c('index'), 

               k = 3, 

               weightDist = TRUE, trace = TRUE, imp_var = TRUE) 

 

 

ImputedTestTEMPERATURE=imputedTest[imputedTest$TEMPERATURE_imp == TRUE, 

] 

JoinedTEMPERATURE=merge(x = ImputedTestTEMPERATURE, y = sensordata4, by = 

"index", all.x = TRUE) 

 

ImputedTestHumidity=imputedTest[imputedTest$HUMIDITY_imp == TRUE, ] 

JoinedHumidity=merge(x = ImputedTestHumidity, y = sensordata4, by = "index", all.x = 

TRUE) 

 

rmse(JoinedTEMPERATURE$TEMPERATURE.x, 

JoinedTEMPERATURE$TEMPERATURE.y) 

rmse(JoinedHumidity$HUMIDITY.x, JoinedHumidity$HUMIDITY.y) 

results <- data.frame() 

results<-rbind(results, data.frame(TEMPERATURE=1, HUMIDITY=1, 

MISSINGPERCENT=propvalue, SENSOR_ID="A81758FFFE03550E")) 

results<-rbind(results, data.frame(TEMPERATURE=1, HUMIDITY=1)) 
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# specify which variables should have missing data and prc of missing data 

clindata_miss_mini <- sensordata1 

c_names = c("MOTION", "TEMPERATURE","LIGHT", "HUMIDITY") 

prc_missing = 0.02 

 

clindata_miss_mini<-clindata_miss_mini %>% 

  gather(var, value, -index) %>%    # reshape data 

  mutate(r = runif(nrow(.)),     # simulate a random number from 0 to 1 for each row 

         value = ifelse(var %in% c_names & r <= prc_missing, NA, value)) %>%  # if it's one of 

the variables you specified and the random number is less than your threshold update to NA 

  select(-r) %>%                 # remove random number 

  spread(var, value)    

 

 

 

cleaned <- clean(clindata_miss_mini) 

cor(cleaned, method = "pearson", use = "complete.obs") 

simulated <- simulate(rownum = nrow(cleaned), colnum = ncol(cleaned), 

                      cormat = cor(cleaned, method = "pearson", use = "complete.obs")) 

# MD Pattern 

md.pattern(cleaned, rotate.names = FALSE) 

 

## Missing values per column 

df2 = cleaned %>% 

  gather(NameOfVar, Value) %>% 

  group_by(NameOfVar) %>% 

  summarize(Completeness = mean(! is.na(Value)) * 100) 

 

# calculating the product of dimensions of dataframe  

totalcells = prod(dim(cleaned)) 
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print("Total number of cells ") 

print(totalcells) 

 

# calculating the number of cells with na 

missingcells = sum(is.na(cleaned)) 

print("Missing value cells") 

print(missingcells) 

 

# calculating percentage of missing values 

percentage = (missingcells)/(totalcells) 

print("Percentage of missing values' cells") 

print (percentage) 

 

#mdpattern 

mdpattern=md.pattern(cleaned) 

 

miss_list <- all_patterns(simulated$Simulated_matrix, 

                          MD_pattern = mdpattern[,1:5], 

                          NA_fraction = percentage, 

                          min_PDM = 2) 

 

test_kNN(X_hat = simulated$Simulated_matrix, list = miss_list) 
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