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As more and more information is available and being stored on the Internet, it is vital to
manage the access control so that right people can have right access whenever required.
Thus, the access control systems have gain added importance. Emerging technologies such
as blockchain are proposed to be used to further strengthen the security of access control
systems. This thesis thus studies the merits the use of blockchain could bring to access
control systems.

Thematic analysis was performed on existing literature used to study the advantages of
blockchain over conventional systems. The themes for the thematic analysis were found
through Google Scholar. Around 100 existing research papers were analysed for identifying
the themes and similarities in the existing research.

As outcome, it was found that blockchain could provide distribution, increased security and
transparency to certain domains that require it. However, limitations such as scalability
issues were discovered.
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Internetin avulla tallennetaan dataa ja tietoa enemmén kuin koskaan ennen. Taten,
paasynhallintajarjestelmien térkeys lisdéntyy. Uusia teknologioita kuten lohkoketjua on
ehdotettu parantamaan péasynhallintajarjestelmien turvallisuutta. Tama tutkimus tutkii
hyotyja, joita lohkoketju voisi tuoda pééasynhallintajarjestelmiin.

Tutkimus hyddynsi temaattista analyysia valmiiksi olemassa olevaan kirjallisuuteen. Teemat
tutkimukseen I6ydettiin Google Scholarin avulla. Noin 100 tutkimusta analysoitiin teemojen
ja samankaltaisuuksien varalta.

Analyysin avulla tunnistettiin, ettd lohkoketju pystyisi tuomaan distribuutiota, parempaa
turvallisuuta ja avoimuutta. Toisaalta heikkouksiakin l6ytyi, kuten skaalautuvuus- ja
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1 Introduction

1.1 Background

The world is more connected than ever, and this is because of the Internet. In recent years
most of our existing digital resources such as databases, servers, and other various systems
and services have been connected over the Internet [1]. This type of connectivity enables a
lot of new features but also exposes new security risks of unauthorized access. To prevent
this, access control systems are implemented. Access control systems are used in computer
security to control access to certain information or resources. A solution for resource owners

is to deploy their own access control systems or outsource them to a trusted third party [1].

These solutions have some problems, though. Running your own access control
configuration causes a strain for resource owners since you need to maintain, deploy, and
configure the system [1]. For that reason, many resource owners opt for a trusted third party
instead. However, this represents the risk of a single point of failure and privacy leakage
since the third party is the only one controlling the access to the resources [2]. Therefore,
more recently, blockchain-based access control systems have been proposed that promise to

solve all these issues.

Blockchain is a relatively new technology that was first introduced in a 2008 white paper for
Bitcoin cryptocurrency by Satoshi Nakamoto [3]. The identity of Nakamoto is not known,
and it could be a group of developers or just a single developer. The core idea of a blockchain
is to be a distributed ledger or a database that is shared among nodes of a computer network
[3]. This means that it is decentralized, and all the information is shared across the nodes,

thus, removing the single point of failure and one controlling authority.

Blockchain-based access control systems differ from conventional ones by giving the
ultimate authority to the specific resource owner. The resource owners can decide who has
the right to access the resources provided by the owner. This means that there are multiple
authorities to specific resources. Users who have access to the resources could reassign this

access right to other users if the policies provided by the original resource owner are



followed. The transfer of resource rights is broadcasted on the blockchain, thus making it

highly transparent. [4]

1.2 Research question

This thesis aims to answer the research question:

What advantages do blockchain-based access control systems offer over conventional access

control systems?

The basic use of the blockchain in the beginning of its exploration was the exchange of
virtual money through decentralized networks. However, the basic principles of blockchain
can be extended to other means of technology, such as access control systems. This thesis
aims to find the advantages that blockchain-based access control systems offer over
conventional access control systems. Previous literature has provided examples of
blockchain-based access control systems in different domains. Nevertheless, the overall
picture of the advantages that these systems bring is still not clear. This thesis aims to find
the answer by examining and researching these proposed systems and then comparing them
to conventional systems. Having multiple point of views from different domains should lay
out clear advantages and possible disadvantages that blockchain-based access control
systems bring. Literature with the most citations have the most importance when examining
the subject area. This type of research method is called a qualitative research method;
specifically, it is called a thematic analysis. In thematic analysis data is analysed and
conclusions are made based on repeated patterns. The repeated patterns are found by

analysing all the different domains.

The goal of this thesis is not to criticize the existing access control systems and find their
weaknesses. But rather explain what kind of leads blockchain-based access control systems
could provide to produce superior access control systems. To help with answering the

research question, three objectives are also presented in the next section.

1.3 Objectives

This thesis has three objectives:



1. To identify domains where blockchain-based access control systems have been
implemented.

2. To elicit the advantages blockchain-based access control systems have over
conventional access control systems.

3. To identify the limitations in the current state of the art concerning the blockchain-

based systems.

The objective of this thesis is to identify domains where blockchain-based access control
systems have been implemented. Researching different domains will help with answering
the main research question as mentioned in the previous section. Although the main goal of
this thesis to discover the advantages of blockchain-based systems, limitations in the current
state of the art systems will be also discussed. Lastly, elicit what are the advantages of the
blockchain-based technology over the conventional access control methods.

1.4 Thesis structure

The thesis starts off with an introduction to blockchain and how it works in detail in chapter
two. Then the domains where blockchain-based access control systems are being used are
discovered in chapter three. Through the domains and the provided data from there, thematic
analysis is used, and the merits of blockchain-based systems are elucidated in chapter four.
Then chapter five takes into a consideration the limitations in the state of the start systems.

Finally, chapter six concludes the outcome of the research by summarising the findings.
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2 Blockchain

This chapter explains blockchain technology and gives the reader an overall idea of how the
blockchain works. It also discusses different constituents of blockchain. Arguments
presented in this chapter are important to understand the reasons behind using blockchain

over other technologies.

2.1 Basic principles of blockchain

Blockchain is essentially a type of distributed ledger. In the existing literature, blockchain
has been defined as “a peer-to-peer, distributed ledger that is cryptographically secure,
append-only, immutable (extremely hard to change), and updateable only via consensus or

agreement among peers” [5].

Distributed ledgers are databases that can be synchronized and shared across multiple sites,
geographies, or institutions [6]. Figure 1.1 shows the difference between a centralised ledger
and a distributed ledger. Centralised ledger technology is typically used by financial

institutions such as banks.

Clearing
house

Distributed ledger Centralised ledger

Figure 1. Distributed ledger vs centralized ledger. [Adopted and re-drawn from [7]]
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Distributed ledgers use a cryptographic audit trail to keep track of the data. The audit trail is
maintained by the different participants on the distributed ledger and all the participants can
view it [8]. This also means that no single party ever owns the information or the data.
Blockchain itself is a way to implement a distributed ledger, but not all distributed ledgers
are blockchains. In a distributed ledger technology, the data structure doesn’t necessarily
need to be in blocks. The data only gets verified once it is submitted to the chain and not
when new blocks are pushed to the chain. [8] It is only a very subtle difference between the

two.

Being this type of distributed peer-to-peer ledger was the main idea when Satoshi Nakamoto
introduced Bitcoin. However, there are also some other principles that are important, such
as transparency with pseudonymity. Meaning every transaction on the blockchain needs to
be recorded by all the different nodes. Therefore, every node on the network can access and
see the data that is being transferred by the different participants. [9] Consequently, this
makes the blockchain irreversible. Every transaction will stay on the blockchain permanently
because all the blocks are linked together in a chain. Lastly, the blockchain needs to be
programmable. This way users can make their own algorithms and smart contracts to agree
on a certain condition [10]. Smart contracts are contracts that are codified on the blockchain
and will be executed automatically when both parties agree on the terms. Anyone can make
their own smart contracts on blockchains if they are programmable. [11] Smart contracts are
essential in blockchain-based access control systems since they allow the monitoring and
enforcing of access permissions under complex conditions [12].

2.1 Structure of the blockchain

Blockchain’s structure, as the name implies is extremely straightforward. It’s a chain of
blocks. The blocks themselves are a bit more complicated, though. Blocks can simply be

described as a bundle of transactions organized together. [5]
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Figure 2. The block’s structure. [Adopted and re-drawn from [5]]
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The block always has several key elements as seen in figure 2. The hash value is basically

the individual blocks ID that is made based on the data in the block. All the blocks point to

the previous blocks hash value, thus making a chain. The chain structure can be seen in

figure 3. The only block that doesn’t point to the previous is the genesis block. The genesis

block is the first hardcoded block on the chain, and it often has some special value such as

zero in the place of the previous blocks hash. [10]

Block n-1

Block n

Block n + 1

Block header

Previous
-©©-| | block's
hash

Block's
hash

r | Previous

Block header

block's
hash

Block's
hash

Block header
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block's
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Figure 3. The chain of blocks. Connection happening with previous blocks hash. [Adopted

and re-drawn from [10]]
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Merkle root is the hash of all the transactions in the block. It’s formed by placing two
transactions together and hashing them. This process is repeated until only one hash remains.
[13] The benefit of combining all the transactions is that only verifying Merkle root is
necessary to verify the whole block [5]. Nonce is a value that is included in the block if the
consensus method in the blockchain needs it.

2.2 Consensus mechanisms

Data on the blockchain is only updateable with consensus. Consensus is the backbone of a
decentralized blockchain and is the mechanism that even makes decentralization possible.
Every time new data is added to the blockchain, it changes its current state. To allow all
nodes to have a consistent state, it requires having the consistent initial state of all individual
nodes on the blockchain. The process of all nodes having a consistent state and coming to
an agreement on the final state of the data is called the consensus. [14] This type of mutual
agreement between the nodes allows the sending of cryptocurrencies without the worry of
double spending. [15]

To achieve consensus, there are several different consensus mechanisms. The decision of
choosing a consensus mechanism depends on the objective of the blockchain. Nevertheless,
two of the most popular mechanisms are Proof-of-Work and Proof-of-State, which will be

explained to get a better understanding of consensus.

2.2.1 Proof-of-Work (PoW)

PoW (Proof-of-Work) is the first and most adopted consensus mechanism in current
blockchain networks [10]. PoW was first introduced in 1993 by Cynthia Dwork and Moni
Naor as a protocol to resolve spam email [16]. The basis of this protocol was to send a proof
of work related to the message until you could send the actual message. On a blockchain this
would mean that enough computational resources are used before a new value is accepted
by the network [15]. Since then, this protocol has been improved by Nakamoto to provide
the laying foundation for Bitcoin [14]. Therefore, POW can be often seen described as

Nakamoto consensus.



14

In Nakamoto consensus, the nodes that are proposing new blocks to the chain, are competing
in finding the right nonce (number used once) to be added to the block header. The difficulty
of finding the right nonce is periodically adjusted to make sure the average block generation
speed stays constant. [10] [15]. The adjustment period is typically one week. The node that
discovers the right nonce receives a small amount of the corresponding cryptocurrency as a
reward. Finding the right nonce requires a lot of computational power; hence it gets called

“mining”. [10]

2.2.2 Proof-of-Stake (PoS)

PoS (Proof-of-Stake) is another popular consensus mechanism that has recently gotten a lot
of traction. This is because the second biggest cryptocurrency, by market capitalization,
Ethereum switched to it from PoW. PoS was first introduced in a 2012 white paper for
Peercoin cryptocurrency by Sunny King and Scott Nadal [17]. While PoW requires miners
to solve the cryptographic puzzles, PoS uses validators. To become a validator, a user must
have an adequate stake in the system to prevent any malicious attempts. This way the benefits

of performing an attack on the network are outweighed by the negatives. [5]

Validators are chosen based on the amount of coin age your stake has. Coin age is the amount
of currency times the holding period. Sunny King et al explained it like so: “In a simple to
understand example, if Bob received 10 coins from Alice and held it for 90 days, we say that
Bob has accumulated 900 coin-days of coin age.” And if Bob spends the 10 coins, the coin

age is consumed. [17]

It is also seen as the eco-friendlier consensus mechanism since it doesn’t require a lot of
computational power like POW. However, it often gets criticized for its election of validators
since the users with the biggest stakes have more control over the network. This can lead to

the violation of decentralization [14].

2.3 Types of blockchains

Blockchains like any application, can have different use cases; that’s why there are different
types of blockchains. There are two main types of blockchains (1) permissionless, and (2)
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permissioned [18]. These can be further divided into smaller subsections such as consortium
and hybrid.

2.3.1 Permissionless blockchains

Permissionless or public blockchains can be accessed by everyone. This also means that
everyone can become a node and participate in the decision-making process. There is no
central authority that would control access and the state of the chain is decided as a group.
[5] Permissionless blockchains are often used in financial and cryptocurrency markets
because of their high transparency and decentralization [19]. Examples of permissionless
blockchains are Bitcoin and Ethereum. This type of decentralization has its drawbacks,
though. Bitcoin for example, gets frequently criticized for its slow large scale processing
speed of transactions. This is because of the massive amounts of users and transactions it

must process daily. [20]

2.3.2 Permissioned blockchain

Permissioned or private blockchain is the opposite of permissionless. The state is controlled
by a central authority and the data on the chain is not publicly available. The central authority
can also control the read and write accesses of the participants. [18] This also means that the
blockchain isn’t fully decentralized. Permissioned blockchains can be seen from a business
point of view as more attractive since they provide better privacy and speed [19]. The cost
of this privacy is the centralized agency and higher chance of data corruption since there’s

less nodes on the chain to validate the transactions [20].

Consortium belongs to the permissioned blockchain group. In a consortium blockchain, the
network is not operated by a single entity but rather a group of entities. This means that the
blockchain is still private and the groups need to come to agreements on chains state to alter
it. The main benefit of a consortium is increased security since there’s multiple entities.
However, the disadvantage is the decreased flexibility since all decisions need to be
approved by all the groups. [21]

Hybrid blockchain takes parts from both the public and private blockchains. Usually, some

parts of the hybrid blockchain are controlled by some organization, but the other data is made
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visible as a public blockchain. This type of mix could be great for organizations that need
the data to be accessed publicly but need some privacy from the outside, such as healthcare.
[22]
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3 Domains where blockchain-based access control system are

applied

Blockchain-based access control systems have been proposed for various domains. This
chapter provides an overview of all the domains where blockchain-based access control
systems are applied and why, particularly in those domains. Through these different
domains, it’s easier to find advantages that blockchain-based solutions could bring. This also
helps with a better understanding of the fields where blockchain could be used. The point of
this chapter is to act as a sort of introduction before the fourth chapter. The research

methodology will be explained in more detail in the first section before the domains, though.

3.1 Research methodology

The merits that blockchain-based access control systems provide are found through data
found from Google Scholar and conducting a thematic analysis through these papers. The
keyword “blockchain-based access control systems™ is used to find the research papers. This
chapter itself doesn’t use thematic analysis, but the research papers found in this chapter are
used in the fourth and fifth chapter to conduct thematic analysis.

Thematic analysis is a qualitative data analysis. This means that it focuses more on words,
concepts, and ideas rather than on raw numbers. These words and concepts are grouped
according to the similarities they have. In other words, themes are formed according to the
number of times something is mentioned. Thematic analysis is useful when there’s a lot of
data available and the research question is subjective. [23] Consequently, this research
methodology fits the purpose of this thesis and the research question. Around 100 papers

were analysed in this thesis.

3.2 Overview of all the domains

Based on the data that was gathered through Google Scholar it was revealed that the most

amount of blockchain-based access control system propositions were on Internet of Things
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(I0T). The exact number of papers focused on 10T was 36, which is by far the most out of
all the domains. The close second was the others category, which includes things such as big
data, online social networks, enterprises, dynamic collaborations, and so on. The “others”
had 28 papers focused on them. Healthcare had 16 papers as the third most. The general
category, which includes all papers without a clear domain, had eight papers. Lastly, cloud
had the least number of propositions with six papers. The visual presentation of this data can
be seen in figure 4, where the number of papers focused on a particular domain can be seen
on the left.

Domains
40
35
30
25
20
15
10
5 _
0
Cloud Healthcare General Others

Figure 4 Domains where blockchain-based access control systems have been proposed or

are being applied.

As shown in the picture above, 10T is the most common domain to have blockchain-based
access control systems. The reason for 10T being a popular option is that 10T devices often
have limited mobility and distributed deployment, which makes them unfeasible for a
conventional access control system. They can also be used by multiple users and devices at
the same time, which makes a blockchain-based solution practical. [24] These different
entities can also be under different administrative parties, which makes it hard to form trust

between them without a blockchain [25].

Healthcare was the second most popular option when examining individual categories. It

requires high security and trust, which makes blockchain a viable option. Blockchain’s high
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robustness and immutability would greatly benefit the security of healthcare-related fields.
[26]

Cloud-based solutions require high stability and confidentiality. The problem with current
cloud access control systems is that they store the user’s decryption keys on the same premise
where they are encrypted. This could lead to the violation of data privacy. Adding a

blockchain would help with decentralizing the data. [27]
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4 Analysis of merits blockchain-based systems bring over

conventional ones

The previous chapter already highlighted some of the domains and their requisites. This
chapter will go through these merits and advantages. The advantages are found with the
above explained thematic analysis. The same papers that were used to find domains were
used in finding the themes. Overall, three clear merits were mentioned in the papers. They
were decentralization, transparency, and security. Other merits such as low-cost, efficiency
and mutability were mentioned. However, these were more often presented in a negative
way rather than in a positive way. All the merits and how frequently they were mentioned

can be seen in figure 5.

Merits
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20
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Decentralization Transparency Security
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Figure 5 Merits mentioned in the papers
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4.1 Decentralization and distribution

Decentralization or distribution were the most mentioned themes in the papers analysed.
This is expected since the blockchain’s main idea was to be a distributed ledger since the
introduction of it [9]. These themes were mentioned in 59 papers, which is over half of the
papers analysed. Conventional centralized access control systems provide security by giving
users read or write access. This makes the whole system vulnerable since there’s a single
point of failure if someone gets access to the granting rights. In blockchain-based solutions,
the permission granting authority is in multiple places, thus removing the single point of
failure. [28]

4.2 Security, increased trust between participants

Security or increased trust between participants was mentioned in 37 papers. Security is
extremely important in access control systems. Blockchain-based systems provide added
security by the already mentioned decentralization and by securing the data in the form of
blocks. In access control systems there’s SM (Security Management) and SP (Service
Providers). To have a robust and efficient access control scheme, communication between
SMs and SPs must be secure. The increased security comes from the fact that SPs validate
the new blocks before adding them to the blockchain. Meaning all new data is always
validated by a decentralized network. The validation is done with one of the consensus
mechanisms. These blocks that are added to the chain are well protected by the unique hashes
that are provided for each individual and the previous block. Making them almost entirely

tamper resistant. [29]

4.3 Transparency

The audit trail that blockchain has between the participants on a public blockchain and the
transparency it allows was mentioned in 17 papers. Transparency in access control system
would mean having transparency with pseudonymity. In other words, users on the
blockchain would be able to view the transactions, also known as login attempts, on the

individual user’s public address. But they wouldn’t be able to view any specific details about
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the user and its account. Transparency would also help with transferring ownership rights to
different users since they would be viewed by all the participants on the chain. [29] They
could be additionally transferred using a single transaction, which makes it very effortless
to do [1].



23

5 Limitations in the state of the art

This chapter will go through the limitations in the current state of the art blockchain
solutions. The data will be found in a similar way as advantages were found. Many of the
papers didn’t mention a lot of limitations, which meant there was less data. This can be seen

in figure 6.

Limitations

10

O N oo

(6]

Performance Scalability

M Limitations

Figure 6. Blockchain-based access control system limitations

Other smaller themes that can’t be seen in the table are things such as limited storage,
transaction transparency and the unfamiliarity with blockchains. These themes were

removed because they only had one or two mentions in the research papers.

5.1 Performance & Scalability

Overall, the performance of the blockchain got the most criticism. It was mentioned in nine
of the papers that were analysed. This section will also discuss the scalability issue since
these both terms were used interchangeably. Scalability was mentioned in five papers.
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Blockchain has slower transaction speeds compared to traditional systems. This is because
all the transaction data needs to be stored on the peers on the network. These nodes also need
to validate the transaction before it goes through [12]. For example, bitcoin can process
seven transactions in a second. Compared to centralised solutions like Visa, which can
handle 24000 transactions in a second, it’s extremely slow. [30] Another problem with
blockchains is that there’s a block size limit in blocks and blocks are created at a certain
time. In Bitcoin, for example, the block size limit is 1MB and the new block creation time
interval is 10 minutes [25]. This means that in access control systems it’s hard to utilise a

public blockchain on a larger scale because the system would likely get overloaded.

However, there has been recent improves by introducing lighter consensus mechanisms and
more efficient transaction processes [31]. These improvements could provide more
opportunities for blockchain, but they still fall short of current centralised solutions in terms

of performance [25].
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6 Conclusions

As more data and information is stored on the Internet, the protection of this data becomes
more important. New technologies such as blockchain are gaining increased attention
together with the hype of cryptocurrencies. The primary focus of this thesis was blockchain-
based access control systems. The objective was to find advantages and disadvantages on
blockchain-based solutions and domains were blockchain could be feasible. Thematic

analysis was used to research the objectives.

This thesis identified removal of single point of failure, increased security, and transparency
as advantages that blockchain could bring to access control systems. Conversely,
performance and scalability were mentioned as disadvantages. Although, there were some
challenges finding the limitations because most of the research papers didn’t mention any.
This makes sense because the research papers are mostly looking to present their ideas in a
good light. In terms of domains loT, healthcare and cloud-based platforms had the most
propositions for blockchain-based access control systems. These are either new and highly
connective research areas such as 10T, or highly secure fields, like healthcare and the cloud.
This fits the narrative for blockchains advantages that were found. Although, it’s important
to note that the same research papers were used to find these advantages.

The results indicate that blockchain-based solutions could fit the specific needs of certain
fields. Blockchain offers a lot of configurability, and it can be customized depending on the
needs of the system. Further research should focus more on a specific blockchain-based
system. For example, permissioned blockchain or on a specific domain such as IoT. This
way the results would be more accurate and discrete rather than general, like in this thesis.
Blockchains configurable nature can make it hard to analyse as a single subject. Comparative
analysis on specific blockchain and conventional access control system could also provide

better results since it would be more of a in depth review.
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