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Fake news is not a novel concept but the scale of its spread and the damage it has and
continues to cause is alarming. From the US presidential elections in 2016 to the COVID-
19 pandemic and today, fake news has been circulating in news media corrupting the public
opinion. Fake news alters democratic discussions polarizing people’s opinions sowing
distrust in national institutions and setting different groups against each other. It is a threat
to democracy and national security. It is crucial to prevent fake news from spreading and
one solution is to create an automatic fake news detection system. A solution is researched
using natural language processing (NLP) tasks, namely text classification. NLP is a type of
artificial intelligence that is essentially taught to understand human language. Using thematic
analysis, the main steps and techniques of fake news detection models are described and
through a comparative analysis the state-of-the-art models are distinguished. And while there
are many potential fake news detection models for English there is not much variety for other
languages. So, it is additionally analysed if these benchmark models can be implemented for
Finnish language as well.
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Valeuutiset eivat ole uusi késite, mutta niiden levidmisen laajuus ja niiden aiheuttamat
vahingot ovat huolestuttavia. Yhdysvaltain presidentinvaaleista vuonna 2016 COVID-19-
pandemiaan ja nykypdivaan asti, uutismediassa on kiertanyt valeuutisia, jotka muokkaavat
yleison mielipidettd. Valeuutiset muuttavat demokraattista keskustelua polarisoimalla
ihmisten mielipiteita kylvaen epaluottamusta kansallisiin instituutioihin ja asettaen erilaisia
ryhmi& toisiaan vastaan. Se on uhka demokratialle ja kansalliselle turvallisuudelle. On
tarkedd estda valeuutisten leviaminen, ja yksi ratkaisu on luoda automaattinen valeuutisten
havaitsemisjarjestelmé. Ratkaisua tutkitaan kayttamalla luonnollisen kielen késittelyn (NLP)
tehtdvid, etenkin tekstin luokittelua. NLP on tekodlyn tyyppi, missa tietokone opetetaan
ymmaértdmaan ihmisten kieltd. Temaattisen analyysin avulla kuvataan valeuutisten
havaitsemismallien péaavaiheet seka tekniikat, ja vertailevan analyysin avulla valikoidaan
uusimmat ja onnistuneimmat mallit. Ja vaikka englannin kielellda on monia mahdollisia
valeuutisten havaitsemismalleja, muille Kielille ei ole paljon valikoimaa. Lisaksi
analysoidaan, voidaanko nama mallit toteuttaa myds suomen kielelle.
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1 Introduction

Fake news started to flood the real news during the 2016 presidential elections in the
United States of America. This phenomenon was not completely novel, but the most
concerning aspect was that fake news were presented as actual facts. Many people were
quick to believe in most of these so-called facts presented by their presidential candidate
rather than researching the truth themselves. The surge of fake news gathered new
momentum again during the COVID-19 pandemic. A time when everyone was forced to
isolate and normal life was put on hold, many became frustrated and angry with the
government. These types of environments are perfect for fake news to thrive. Sowing
distrust and resentment in a part of the public becomes a volatile system. This materialized
on the 6™ of January in 2021 in the US as the attack on the Capitol. Another life-
threatening example is anti-vaxxers. In fake news, vaccines are demonised, and their side
effects are either greatly exaggerated or falsified. This feeds on the readers fear and has led
many parents to not vaccinating their children and therefore predisposing them to diseases
that should not be appearing anymore. Now with the Russian attack in Ukraine a new flood
is rising again. Fake news causes misinformation that has politically polarized many and is
endangering the health of them and those around them. This continues to be the problem

and is why this topic is paramount.

Natural language processing (NLP) is one possible solution to tackling this problem. NLP
is a part of artificial intelligence where a computer is taught how to understand text and
spoken language. A suitable program using NLP could read different news sources on the
internet and review how reliable they are. Reliability could be assessed for instance by
going over the references in the text, doing a background check on the author and finding
the intention behind the text. While there are already manual fake news detection websites
like PolitiFact, an automated detector would scale larger, and the results could be available
instantly. Creating a functional fake news detecting program would help people sort
through the false and the correct. This would let them make choices and base their opinions

on facts.



1.1 Objective and boundary

This bachelor’s thesis is conducted for Lappeenranta-Lahti University of Technology LUT.
The objective of this research is to find the state-of-the-art models for fake news detection
using NLP techniques. Additional purpose is to evaluate if these solutions can be used for
Finnish language platforms, i.e., news sites and news spread through social media. Thus, |
set the boundary for research papers and other thesis to be from the last five years to find the
latest and most advanced solutions. For source criticism, research papers are looked up from
Elsevier’s ScienceDirect.com, ACM digital libraries, IEEE Xplore and lastly Google
Scholar.

1.2 Research questions and methods

The following research questions are set:
e How is NLP used to detect fake news online?
e What types of NLP have been used for this purpose and what have been the results?
e Can these be used for Finnish language platforms?

I will attempt to answer these questions through a thematic analysis and finding frequently
occurring techniques. For the second question, some of the best models are gathered and
compared. | will answer the third question by analysing found solutions and additionally

researching if there already exists fake news detection NLPs for the Finnish language.

1.3 Thesis structure

Section 2 contains background and related works. In section 3, the main themes of fake news
detectors are described. In section 4 the models with the most accurate accuracy scores are
compared. Section 5 concludes the thesis and presents some discussion and proposes points

for future works.



2 Background and related works

In this section, definitions for the essential terms used throughout this thesis are presented
namely fake news and NLP. For fake news, commonly observed characteristics as well as

some typical instances of fake news in news websites and social media are described.

2.1 Fake news

Zhou and Zafarani (2020) define fake news as intentionally false news published by a news
outlet. Fake news’ objective is to mislead and misinform the public in a malicious intent.
This definition requires the authenticity of the news to be false. Meaning that using the term
for articles that do not agree with an individual’s or group’s opinions or viewpoints is wrong.
A news item can be partly or entirely false. Additionally, true news can be false when their
subsequent events cause it to become obsolete. (Zhou & Zafarani 2020). Traditional and
established news sites and media adheres to journalistic standards and ethics which their

journalists are held accountable for, fake news on the other hand does not (Watson 2018).

Although humans are quite bad at recognizing fake news (Edkins 2016), in some cases,
people unconsciously want to believe fake news. Shu et al. (2017) has presented two
psychological factors to why people believe fake news: naivety and confirmation bias.
People tend to believe that their perceptions are the correct ones and everyone else is
considered irrational and ignorant. People also prefer to receive information that confirms
their bias. This gives them a positive emotional feedback where they get to feel that they are

in the right and everyone else is in the wrong.
2.1.1 Characteristics of fake news

To detect fake news, it is important to list some of their common characteristics. Fake news
usually has sensationalist headlines, also called click baiting. Watson (2018) also claims that
fake news is written by opportunists who are seeking revenue from their titles or want to
manipulate political beliefs. As the intent of fake news is typically to alter public opinion

they need to be spread vastly. Click bait titles are a common method to gain a lot of attention



10

producing revenue for the journalists and growing attention in the community making people

talk more about the subject.

Fake news also uses provocative language. If the topic of the article fits their agenda, their
statements tend to be exaggerated. If on the other hand, the topic is embarrassing or against
their agenda, the statements tend to be either dismissive or not written about to begin with.
Fake news articles also include more capitalisation, exclamation and question marks and less
diversity in the vocabulary (Yang et al. 2022). Capitalisation and exclamation marks serve
to bring more attention, question marks are used in rhetorical questions to guide readers'
opinions and simple vocabulary guarantees that all readers understand the text. According

to Yang et al. (2022), the images in fake news tend to be irrelevant or of low resolution.

Ruchansky, Seo and Liu (2017) have proposed a model that signals out three components of
fake news: text, response, and source. Text is compared with the headline to see if their
language matches. The type of response the article is meant to illicit. Usually, fake news
articles provoke strong feelings in readers, e.g., anger or frustration. This is produced by
using inflammatory and goading language. Finally, the source refers to the profile of the
journalist and the credibility of the news media as well as the credibility of used sources and

references used in the text.

In conclusion, fake news can be characterized by scandalous titles, provocative language
that incites a strong emotional reaction, exaggerative or on the other hand disparaging
statements, multitude of capitalisation and punctuation marks, images out of context or of
low quality, the statements are not backed up by credible sources, and the journalist or the

news site is not trustworthy.

2.1.2 News sites

Fake news articles published in actual news sites can be especially harmful since those are
usually considered trustworthy sources. Generally, there are specific websites that regularly
publish fake news. These sites have a distinct readership who harbour a certain set of values
which these news cater to. Some of these sites use methods similar to phishing attacks for

instance, by mimicking the URL of the true news sites. ABCnhews.com.co is an example of
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a phishing website, where the URL, logo, and design mock those of the real ABC.com news

site.

There are some websites that determine if a news site is credible or not for instance
MediaRank. MediaRank’s algorithm analyses the website on four properties: peer
reputation, reporting bias/breadth, bottom line financial pressure, and popularity (Ye &
Skiena 2019). Based on these the readers can decide for themselves if the site is reliable or
not. Although, in this case the readers are probably already careful about the veracity of the
news they consume and less likely to believe fake news to begin with.

2.1.3 Social media

Social media is open for everyone’s opinions and viewpoints. Anyone can post almost
anything and everyone else is free to share these posts. Social media is also used increasingly
more as a source of information, which means that its importance for journalists and news
medias is also increasing. This leads to a substantial amount of clickbait articles rotating
around and gaining considerable attention and hubbub. Social media posts are also
abundantly difficult to moderate since the amount of information posted there is infinite and

always growing.

Fake news in social media can be observed as either news sites posting links to their articles
or creating news content specifically tailored to social media platforms. For example, YLE
creates short vlog-style videos of news items to Instagram. In these cases, the
aforementioned characteristics apply here. Fake news can also be presented as posts and

comments written by civilians on their own accounts.

Some prevailing characteristics of fake news spread in social media include malicious
accounts either trolls or bots, whose purpose is to share propaganda through clickbait articles
and polarizing fake news (Shu et al. 2017). Bots are social media accounts controlled by
computer algorithms to interact with other accounts and produce content (Ferrara et al.
2016). Bots become malicious when they produce and share fake news to distort public
opinion and alter their behaviour. According to a study done by Bessi and Ferrara (2016),
democratic discussion on social media during the 2016 presidential elections in the US was

greatly affected and altered by the content created by bots. Trolls on the other hand are real
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humans who aim to trigger negative emotional response in the community and undermine

the credibility of real news sources with ridicule.

Another characteristic provided by Shu et al. (2017) is the echo chamber effect. Social media
feed’s algorithms show users similar type of content they like. Hence, users find more and
more posts about the topics they are interested in and share the same opinions and viewpoints
with. Users are exposed to their favoured narratives and form like-minded groups further
polarizing their opinions. This leads to the echo chamber effect where people believe fake
news catered to them due to peers believing them and the frequency of which they have seen

these posts.

2.2 Natural language processing

Natural language processing (NLP) is a subcategory of artificial intelligence where a
computer is thought to analyse, process, and produce natural language, i.e., human spoken
language (IBM 2020). The aim of NLP is to produce an algorithm that understands natural
language as well as the contextual background knowledge behind the data. A few everyday
examples of NLP are speech-to-text dictation software, digital assistants, chatbots and GPS
speech directions.

Creating an NLP is challenging due to our language being so complex and full of
ambiguities. Words can have multiple different meanings and same sentences can have
different interpretations in different contexts. There are puns, jokes, and metaphors as well
as grammar with all its exceptions. Raina and Krishnamurthy (2022) have highlighted a few
prevailing tasks NLP is used for: sentiment analysis, document classification, and intent
classification. Sentiment analysis refers to the overall sentiment of the text i.e., does the text
convey positive or negative feelings. Document classification consists of how the document
is classified and categorised. Intent classification assigns the intent of the text. Text

prediction and autocomplete are also considered major challenges in the field of NLP.

The NLP used these days is usually statistical NLP (IBM 2020). This is a combination of
deep learning and machine learning where elements of text are automatically extracted,
classified, and labelled. Each element is then assigned a statistical likelihood of a possible
meaning. This enables NLP to learn to become more accurate in its predictions, while
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analysing more and more datasets. NLP is usually thought using deep learning methods
which in turn are thought using artificial neural networks. In this particular case, deep
learning models are used to train a model that can represent words as vectors (for more
details on this process see section 3.2) (Yang et al. 2022). These vectors are then passed to
the NLP algorithm for processing.

Deep learning is done using neural networks. A neural network is a network structure that
mimics the human brains neural networks. It is comprised of multiple connected units called
artificial neurons. Based on the way the neurons are connected to each other, the neural
network configuration is determined. A neural network has three layers of neurons: input
layers, hidden layers, and output layers. For instance, a deep neural network is a network
that has two or more hidden layers (Bayraci & Susuz 2019). Each neuron performs a
calculation, which is passed on to other neurons deeper in the network. A neuron can be
considered as a linear function. This is shown in equation 1. Input signals are assigned
weights and added a constant, bias, (i.e., input times its weight plus bias) and adjusting these

weights and biases, is how models are trained.
y=xw+b 1)

where X is the input, w is the weight assigned to it, b is the bias and y is the output. These y
output signals are then summed up and passed to an activation function. In this case the
activation function is used to map out a probability distribution of whether an article is fake

or real. An illustration of the calculations in a neuron are showed in figure 1.

) weights .
inputs bias
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Figure 1. lllustration of a neuron as a linear function (Srijayjk 2020).

transfer

function activation
function



14

While this is just a basic artificial neural network, there are many different types and models

which also vary based on the usage.

2.3 Related works

While there are many works done on the specific models and their architectures for fake
news detection, there are not so many works describing common methods and techniques
that are generally needed for good models. Medeiros and Braga (2020) did a systematic
review of fake news detection in social media. According to their research most studies were
based on Twitter and the Chinese social media platform Weibo, and the best results were
achieved using an LSTM (Long Short-Term-Memory) based classifier. Saquete et al. (2019)
also conducted a systematic review of state-of-the-art classifier methods as well as subtasks

like feature extraction methods.

Saha et al. (2022) did a comparative analysis of fake news methods. They compared deep
learning and traditional machine learning methods as well as these methods together and
used accuracy as the evaluation metric. According to their research deep learning methods
performed better than traditional machine learning methods but the best accuracy was
obtained from using these methods together. A benchmark study of machine learning models
for online fake news detection created by Khan et al. (2021) found that the BERT based

models were the best option.

Most datasets have articles in English or Chinese, so most models are only trained with these
languages. Faustini and Cov@es (2020) experimented on five datasets in three different
languages: Portuguese, English and Bulgarian. For classifiers, they used traditional machine
learning methods. Besides classifiers, they also experimented with different feature
extractors. Hdmél&inen and Alnajjar (2021) reviewed the current state of Finnish NLP. They

gathered studies from different NLP tasks.
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3 Model techniques

In this section, the technicalities and most typical steps described in most studies are
presented and explained in more detail. This is done using a thematical analysis and
researching papers that have proposed a deep learning model for detecting fake news.
Common steps include gathering the dataset, pre-processing the data, feature extraction,
training the classifier and producing the end result. This is visualized in figure 2.

Feature

Dataset > Pre-processing » extraction/Word
embedding

Training the
classifier

Real news < Classification <

Fake news

Figure 2. Visualization of data processing in detection methods.

3.1 Dataset and pre-processing

Every proposed model has to be trained first with a dataset that contains fake and real news.
The dataset can either include both real and fake news or they can be two separate sets.
Datasets are split into two sets, one for training the model and the other for testing. These
datasets contain on minimum the article’s title, body, and a label of either fake or real. The
testing dataset does not include a pre-set label, but other attributes are the same. Kaggle.com
is a website that has multiple datasets for this purpose, and these are used in most related
works. Additionally, some studies have then gathered their own dataset of real news from

the sites such as New York Times, the Guardian, and Reuters among others. (Ahmed, Traore
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& Saad 2017b; O’Brien et al. 2018; Yang et al. 2022; Ahmed, Traore & Saad 2017a; Khan
et al. 2021.) For the deep learning methods to train properly, it is essential that a dataset is
considerably large. For instance, Chauhan & Palivela (2021) used a dataset that comprised
of 40 000 articles in total which had approximately 20 000 fake articles and 20 000 real
articles. The rough medium seems to be a dataset of 20 000 articles in total.

After gathering the required dataset, the data needs to be processed into a format that the
machine can then use. Pre-processing also guarantees more accurate results. Pre-processing
usually includes removing stop words, lowering the case, punctual removing, and sentence
segmentation. Stop words are insignificant words that are used to help connect thought or to
assist in the sentence structure (Ahmed, Traore & Saad 2017b). Examples of stop words are
a, an, the, about, by, for, from, too, what, when etc. Text is separated into individual words
after which, a popular method is using the Python natural language toolkit that contains a
list of stop words which the text can be referenced against to remove words that are in this
list (Chauhan & Palivela 2021; Alsuliman et al. 2022). Text’s case is lowered, converting
numbers into written numbers, and other non-letter characters are removed. When these
steps are finished lemmatization or stemming is conducted. Stemming means that a word is
stripped of its suffixes and prefixes, resulting in the original and most basic form of the word.
For instance, sitting and sat would be reduced to sit. (Ahmed, Traore & Saad 2017b). In
comparison, lemmatization takes into consideration the morphological analysis of each word
and returns the base or dictionary form of the word (Balakrishnan & Lloyd-Yemoh 2014).
These essentially produce the same result but, in some cases, lemmatization has proven to
be more accurate according to Balakrishnan and Lloyd-Yemoh (2014). Now the texts are

ready to be vectorized.

3.2 Word embedding and feature extraction

To start feature extraction, the text data needs to be tokenized. “Tokenization is the process
of representing each word in the form of a number.” (Chauhan & Palivela 2021). This still
leaves a dataset of monumental size that leads to a high computational burden for the
learning process (Ahmed, Traore & Saad 2017b). To overcome this issue feature extraction
is the required next step. Popular feature extraction methods are Term Frequency (TF) and

Term Frequency-Inverted Document Frequency (TF-IDF). TF uses the word counts in the
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texts to determine how similar they are to one another. Depending on the number of times a
word appears in the text, the word is given a weight. This is done using the following

equation:

Termt frequency in document d (2)

TF(t, d) =

Total words in document d

(Alsuliman et al. 2022). TF-IDF is used to measure how important a term is in the document.
IDF scales up the rare words and weights down the frequent ones. To do this IDF focuses

on how many documents the word appears in. IDF is measured using the following equation:

IDF = Log Total documents (3)

Total documents with term t+1

TF-IDF is therefore TF multiplied by IDF:
TF — IDF = TF(t,d) * IDF (4)
(Alsuliman et al. 2022). If a word does not appear in a document, it is denoted as 0.

Word embedding acts as a feature extraction method. Word embedding is the process of
vectorizing words and creating a vector space where words with similar definitions are
positioned close to each other in the vector space (Goldani, Momtazi & Safabakhsh 2021).
Some examples of word embedding algorithms include gloVe (Global Vectors for Word
Representation) and word2vec. Word2vec is a group of models created by training neural
networks that learn word embeddings from a large set of raw text. This then creates a vector
space with several hundred dimensions and appoints each word a unigque vector. GloVe on
the other hand is trained on a global word to word co-occurrence statistics. Meaning that
while word2vec is trained on local statistics, i.e., local context, gloVe incorporates world-
wide statistics, i.e., wider word co-occurrences. (Goldani, Momtazi & Safabakhsh 2021;
Chauhan & Palivela 2021; Pennington, Socher & Manning 2014).

Another option for data segmentation is the use of n-grams (Li, Yu & Zhang 2022). N-grams
are words or phrases that are co-occurring or continuous sequences of n items. The n in n-
gram defines the length of these phrases. For instance, if N = 1, also called a unigram, unique
words are taken into consideration. If N = 2, also called a bigram, two-word combinations

are considered. Figure 3. visualises n-grams.
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N Ir 5
Uni-gram | Stay safe | and

! |
|| healthy

Bi-gram | Stay safe i Safeand | And healthy

Tri-gram Stay safe and Safe and healthy

Figure 3. Example of n-grams (Chauhan & Palivela 2021).

An n-gram model predicts the most likely adjacent word to the examined item. N-grams

can be scaled as large as necessary.

In conclusion, some type of feature extraction needs to be done before continuing to the
next step, classification. Usage of either TF-IDF or some form of word embedding seems
to be distributed quite evenly in related works. Preference between word2vec and gloVe
seems also to be quite even, although some have suggested that gloVe is more accurate
(Chauhan & Palivela 2021; Pennington, Socher & Manning 2014).

3.3 Classification methods

Classification is an NLP task where machine learning algorithms use pre-categorized
training datasets to classify future datasets. Algorithms predict in what predetermined
category the data will fall into. There are many proposed deep learning-based methods and
models, so the ones mentioned here are the state-of-the-art and the models that produced the
highest accuracy scores. While there are also traditional machine learning models like linear
support vector machine, naive Bayes, decision tree and k-nearest neighbours these have not

performed as well compared with deep learning-based methods (Khan et al. 2021).

3.3.1 CNN-based

CNN (convolutional neural network) is typically used in image recognition and computer
vision tasks, but it has proven to be useful in text classification tasks as well. CNN is a type

of DNN, and it has a separate convolutional layer. When using CNN for text classification
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the input layer is the word embeddings, i.e., the word vector matrix. Feature extraction is
done in the convolution layer by applying filters over the input data. This data is then also
pooled to reduce the dimensional complexity and lessening the computational burden for the
learning process. Normally max pooling is done. Max pooling selects the maximum value
from the vector that represents the most used word in the text. These maximum values are
then put through an activation function to produce the output. (Choubey 2020). A simple

CNN architecture is presented in figure 4.

Word Convolutional . Fully connected layer w.
- Max-pooling A .
embeddings layer activation function

™
MO 5
Mieann 1% In —

Figure 4. Visualization of how CNN works.

O’Brien et al. (2018) studied the transferability of the learning process to novel news topics.
A model is initially trained on a dataset of specific topics, after which new topics are
introduced to the model. They then studied how the learning process of the model was altered
because of these new topics. They use CNN as the classifier and word2vec as word
embedding in their proposed detection model. Their model uses only language to detect fake
news (no syntax, semantics, or source analysis) and thus proves that CNN performs well

when introducing new topics.

Yang et al. (2022) created a CNN based classification model they named TI-CNN (Text and
Image information based Convolutional Neural Network). They consider explicit and latent
features as well as text and image features in their model. Latent feature, i.e., hidden feature,
is like the common topic in a bunch of words. For instance, if you have car, bus, tram, train,
the latent feature would be vehicle. They use two parallel CNN layers to extract the latent
features from texts and images. Explicit and latent feature spaces are projected together after

which text and image feature spaces are then fused together for the fake news detection. It
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is stated that image-only information is insufficient in detection, but text and image together

work better than some other methods they compared TI-CNN with.

3.3.2 LSTM-based

LSTM (Long Short-Term Memory) is a type of recurrent neural network (RNN) but instead
of neural network layers it has LSTM cell blocks: the input gate, the forget gate and the
output gate. Unlike DNN, RNNs have a feedback loop meaning that it learns based on the
previous information. RNN takes the last output and concatenates it with the new input.
LSTM is a sequential model meaning that it can process entire sequences of data (Chauhan
& Palivela 2021). The concatenation of new and old input data flows through the input gate
to the forget gate where it is determined if some parts of the data are kept or lost. Data then
flows to the output gate and determines what parts are actually allowed as an output. This is
done with a series of sigmoid and tanh functions as well as multiplication and addition
operations. In figure 5. an LSTM cell is illustrated. Memory cell input refers to the old

output.

Forget Gate

(L) Self- recufrent Connection

Memory » Memory
cell input cell output

\ A

Input Gate Output Gate

Figure 5. An LSTM cell (Bahad, Saxena & Kamal 2019).

Chauhan and Palivela (2021) created a stacked LSTM architecture which has two LSTM
layers. They used gloVe for word embedding and n-grams to enhance the tokenization. Their
trained model received an accuracy score of 99.88 % which is the highest accuracy

percentage according to their comparative analysis with various research works.

Bahad, Saxena & Kamal (2019) use a bi-directional LSTM (bi-LSTM) in their fake news
detection model. Bi-LSTM is two RNNs working simultaneously, one going forward (past
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to future) and the second going backward (future to past) so that the network has both
information at the same time. Their model received an accuracy of 91.08 % and 98.75 % on
the two datasets used. They also trained CNN, vanilla RNN and unidirectional LSTM to
compare their bi-LSTM against. The comparative results show that unidirectional and bi-
LSTM had very similar results and that unidirectional LSTM was more accurate in the first

dataset and bi-LSTM was more accurate in the second dataset.

3.3.3 CSI

According to Ruchansky, Seo and Liu (2017) three general characteristics of fake news are
text, response, and source. Based on these they built a hybrid deep model, CSI. It is
composed of three modules: Capture, Score and Integrate. First module focuses on the
response and text. This is done using LSTM to capture the pattern of user activity on a given
article. The second module focuses on the source based on users’ behaviour and activity,
giving scores to users based on the content they engage with and suspiciousness. The third
module is the two modules integrated together to produce a prediction of either fake or real.
Advantages of CSI is that it requires fewer parameters and less training. Accuracy scores
were 95.3 % on the Chinese social media platform Weibo and 89.2 % on Twitter.
(Ruchansky, Seo & Liu 2017).

3.3.4 BERT-based

BERT (Bidirectional Encoder Representations from Transformers) is a pre-trained word
embedding model for NLP created by Google. While other models like CNN, RNN and
LSTM have many different versions for different tasks, BERT has a unified architecture and
only needs fine-tuning across varied tasks. As opposed to directional models, BERT does
not read the text input left-to-right or right-to-left but instead the whole sequence at once.
This lets it learn the context of a word based on all surroundings, both left and right of the
word. BERT uses masked language model to randomly mask some input tokens and then
predicts solely based on the context what words the tokens were. BERT also uses next

sentence prediction task to train text-pair representations. Masked language model and next
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sentence prediction are trained together. While this creates more accurate predictions alas

also requires more training time. (Devlin et al. 2019).

Deng and Wang (2022) combined the CSI framework and a BERT based encoder
(CSIBERT) in their model and outperformed other models including Ruchansky’s CSI
model. As opposed to the CSI model they used a bi-LSTM layer for the input of the capture
module. Their accuracy score was 97.1 %. Another BERT based model is by Kaliyar,
Goswami and Narang (2021). They combined BERT and three CNN layers to make the
FakeBERT model which was 98.9 % accurate.



4 Comparison of results

Determining what model and architecture to use for fake news detection is not so
unequivocal. Since there are so many possibilities of machine learning techniques for
classifiers, different feature extraction methods as well as many datasets with slightly
different data, it is impossible to say which combination is the best. Nonetheless, in table 1.
is gathered some proposed models with the highest accuracy scores from the aforementioned
deep learning-based classifiers. An accuracy score is mentioned in most papers and is

possibly the best evaluation metric to compare models against each other.

Table 1. Highest accuracy scores.

Deep learning based | Creators Dataset size Accuracy

Stacked LSTM Chauhan and Palivela | 40 000 99.88 %
(2021)

Bi-LSTM Bahad, Saxena and | 6200 and 3300 | 98.75 %
Kamal (2019)

FakeBERT Kaliyar, Goswami and | 20 800 98.9 %
Narang (2021)

CSIBERT Deng and Wang | 4 600 97.1%
(2022)

CslI Ruchansky, Seo and | 4 600 95.3 %
Liu (2017)

CNN O’Brien et al. (2017) | 24 000 93.5 %

TI-CNN Yang et al. (2022) 20 000 922 %

There are four scores that need to be considered. True Positives (TP) mean that the actual
class and the predicted class are both true. True Negatives (TN) mean that the actual class
and the predicted class are both false. False Positives (FP) mean that the actual class is not
the same as the expected class. And lastly, False Negatives (FN) mean that the actual class

Is true, but the expected class is false. Accuracy is then measured according to equation 5.

Accuracy =

(TP+TN)
(TP+FP+TN+FN)
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(Khan et al. 2022). Accuracy score is also the only common metric all these works share.
The LSTM based models have the highest accuracy followed by BERT, CSI and CNN based.
As seen in table 1. the stacked LSTM model proposed by Chauhan and Palivela has the

highest accuracy score of 99.88 % as well as the largest training dataset of 40 000 articles.

The accuracy of a model can be affected by for instance the size of the dataset. The bi-LSTM
model created by Bahad, Saxena and Kamal (2019) was trained on two datasets separately
which were the size of about 6 000 and 3 000 articles. The test run on the dataset of 3 000
values received the acclaimed accuracy of 98.75 % and the test run on the bigger dataset was
91.08 % accurate. In their comparative tests, the unidirectional LSTM performed even better
with an accuracy of 91.48 %. Likewise, the CSl and CSIBERT classifiers were trained using
a dataset gathered from the Chinese social media platform Weibo. This contains 4 600
articles. Teaching the network with a smaller dataset means that the networks knowledge
becomes more limited and one-sided. It is also easier to get good results when the network
does not have so much material to work with. This leads the model to possibly not being as
useful for everyday use. Nevertheless, this model is state-of-the-art for bi-LSTM-based fake
news detectors for its proposed classifier architecture.

The datasets and their sizes vary quite a lot. CNN and TI-CNN used the same dataset for
fake news from Kaggle and then gathered their own real news from various reputable news
websites like the New York Times and Washington Post. CSI and CSIBERT also used the
same dataset, but all other models were trained on different datasets. The respectable sizes

can be observed in table 1.

Models use different feature extraction methods thus a specific method cannot be pinpointed
as a factor for a successful model. Stacked LSTM and bi-LSTM use gloVe. The BERT based
models use a BERT base encoder as the text feature extractor. CSI uses doc2vec, the CNN
model and TI-CNN uses word2vec. Doc2vec creates a feature vector for the entire document
while word2vec creates it for specific words. Further research is needed for optimising the

classification models and different feature extraction methods.

Seeing as the stacked LSTM model has the highest accuracy score and it was trained over
the largest dataset it shows a lot of promise for public use. The end goal would be a model
where anyone can input any article to the system, and it would output if the content is fake

or real.
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4.1 Finnish fake news detection

There are not many fake news detection models for Finnish. The closest one to fake news
detection is by Hamaldinen et al. (2021). This is a rumour detection model that uses
FIinBERT, a BERT model trained on various texts in Finnish which can be fine-tuned for
different NLP tasks. Their experiments show that the multilingual BERT which was trained
over Finnish among others achieved the best accuracy of 97.2 % for factual texts. For rumour
detection FINBERT outperformed other models with 96 % accuracy. This is explained by
the training datasets used for these models. FInBERT was trained over Suomi24 which is a
forum where anyone can post almost anything, and multilingual BERT was trained over

Wikipedia pages. Both models were compared with LSTM and LSTM + word2vec methods.

For more research to be done on fake news detection in Finnish using different models, a
dataset of Finnish fake and real news is needed. Hadmal&inen et al. (2021) published the
dataset they used in their study, but this contains rumorous texts not fake news per se. For
data pre-processing, there is a lemmatization toolkit in Python for Finnish (Antupis Blog
2019) and tokenization can be done using the Python natural language tool kits. A blog post
published by Kanstren (2017) talked about his experiments with word2vec for Finnish which
yielded satisfactory results. Himalainen et al. also used word2vec when training the LSTM

classifier.

A model is definitely possible to create for Finnish fake news detection. It would require
creating a new dataset but otherwise all other tools already exist. The only hindering factor
is the amount of interest researchers in the Finnish NLP community have for this subject.
While there is fake news even in Finland, the threat is not so concerning to society as it is in
bigger countries. Finland has a national initiative called responsible journalism (vastuullista
journalismia) where well written and source critical articles are marked with a little blue tick
to indicate that the article is reliable and truthfully written. Source criticism is also thought
since elementary school and all throughout the education system. Meaning that the need for
a Finnish fake news detection system is not on the top of NLP researchers priority list.
Although, during the COVID-19 pandemic the anti-vaccine movements were spreading here

as well, so this might need to change.
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5 Discussion and conclusions

Fake news has become a threat to society. The surge of fake news started during the 2016
US presidential elections, re-enforced during the COVID-19 pandemic, and is still wreaking
havoc today. To prevent the spread of fake news an automated detection system is needed.
While there are already manual fake news detection websites like PolitiFact, an automated
detector would scale larger, and the results could be available instantly. Fake news can be
detected using NLP techniques. The NLP task, text classification is the best and most used
method. A classifier needs to be trained over a large dataset of pre-processed data. Data
processing also includes vectorization of words and creating a vector space where words
with similar meanings are close together, this is also called feature extraction. The models
with the highest accuracy used Long Short-Term Memory (LSTM), Bidirectional Encoder
Representations from Transformers (BERT) and Convolutional Neural Network (CNN)
based classifiers. A model proposed by Chauhan and Palivela used two parallel layers of
LSTM creating a stacked LSTM, that has an accuracy of 99.88 % which is the highest
accuracy rate compared to all other models. The stacked LSTM model was also trained over
a dataset of 40 000 articles, meaning that the model probably performs well on articles

outside the dataset as well. This is a promising model for eventual public use on all articles.

For the comparison of models’ results, accuracy score was picked as the defining metric
because this was the only one in common that all models were presented with. There is also
a few other metrics that give more detailed information on the model’s progress like
precision, recall and F1. Precision calculates the accuracy of positive predictions, meaning
how accurate were all the predictions of real news. Recall measures the ratio of correctly
predicted instances and all instances of a given class. So, for real news the given class would
be the correctly predicted actually real news (TP) and the falsely predicted but actually real
news (FN). For fake news it is the opposites i.e., TN and FN. F1-score is the mean of the
precision and recall. (Khan et al. 2021). This brings up the dilemma of which is the lesser
evil: classifying real news as fake or fake news as real. Classifying fake news as real can be
considered more harmful since the reader would then base their knowledge of that subject

as real on other fake news as well. Classifying real news as fake is the more cautious choice.
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Out of the two psychological factors presented by Shu et al. (2017) one is confirmation bias.
This means that people prefer information that confirms their bias giving them a positive
emotional feedback where they get to feel that they are in the right and everyone else is in
the wrong. This also means that correcting them and saying that they are in the wrong leads
to them rejecting the ideas and causing more harm than good. Nevertheless, this only applies
to the devout believers and correcting and warning all users of fake news prevents new

people to start following fake news agendas.

Another remark is that models could be biased since most datasets include political news.
Fake news is generally spread for Trump and Republican supporters and the real news
selected for the models were from websites that are either unbiased or inclined to favour
Democrats. This could lead the classifiers to be biased toward Democrats and the more
liberal and left wing of the political scene. Training the models over a dataset with more

varied topics or from both political sides would prevent this.

5.1 Central conclusions to research questions

In the beginning of this thesis three research questions were set which now have been

answered.

e How is NLP used to detect fake news online?

Text classification is an NLP task which is utilised in fake news detection. There are more
options like entity recognition, but the models reviewed in this work used text classification.
Neural networks are built as classifiers which are taught over datasets of fake and real news.
This data in the datasets needs to be cleaned and pre-processed first after which the text is
vectorized based on a feature space. Classifiers then produce an output of a prediction if an
article is fake or real based on their learning.

e What types of NLP have been used for this purpose and what have been the results?

There are many options for how a classifier is built but the ones producing the best results
were LSTM, BERT, CSI, and CNN based models. LSTM based models performed the best
with the highest accuracy score of 99.88 % on the stacked LSTM model. Other models

performed also well, the lowest accuracy score being 92.2 % on the TI-CNN model.
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e Can these be used for Finnish language platforms?

Definitely. There already exists a rumour detection model that uses FINBERT and was
96 % accurate. A fake news detector does not seem to exist yet for Finnish language but
there are tools for the data processing and implementing for instance the stacked LSTM
classifier is possible. A dataset of Finnish fake and real news does not exist so this would
have to be gathered.

5.2 Research bias and reliability

Initial research boundary limited the research to state-of-the-art methods, otherwise the
research is unbiased. The exemplar classifiers were picked due to their newness, best results
and because those works were cited in many other works as well. The methods for feature
extractors and classifiers i.e., gloVe, CNN, LSTM etc., were picked due to them being
mentioned the most frequently in all works considering the topic. Reliability is based on

source criticism.

5.3 Future outlook and prospects

It is naive to say that fake news will be completely eradicated in the future. But since fake
news detection is researched and different types of solutions are proposed frequently, it is
probable that stopping and warning about fake news is more sufficient and done in a larger
scale. An example of fake news detection and prevention could be seen during the COVID-
19 pandemic when Twitter added labels to tweets that had misleading information about the
virus. There are already Chrome extensions for fake news detection as well, like BRENDA
which gives the user feedback on the article they are reading (Botnevik, Sakariassen & Setty
2020). Using these solutions in a larger scale and implementing fake news detection methods
in all social medias as well as educating people on source criticism could diminish the effect

fake news has on the public today.
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5.4 Future works

For future works, a wider scope of research papers could be examined as well as looking at
more classifier methods. In addition, a technical experiment could be conducted based on

the best models for Finnish.
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