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Customers are increasingly more connected to the world around them, conversing about the 

products they use and the companies they support. On online forums and video sharing sites, 

users mainly communicate by way of jokes and discussions about general news. When a 

company ends up causing a controversy by changing its policies, this discussion intensifies, 

and users discuss possible solutions or alternatives to services amongst themselves. 

Companies must learn how users communicate with each other and how to act in situations 

where they are a target of such outrage. Some strategies companies have used are postponing 

and canceling the changes that caused the controversy. Postponing lets the company inform 

the users better what the changes are meant for and canceling makes the users feel heard. 

Often changes are inevitable, and in such cases, the company might have to stand its ground 

and hope that the outrage is only caused by a loud minority of users. 
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Nykyään asiakkaat puhuvat toistensa kanssa internetin välityksellä entistä enemmän 

käyttämistään palveluistaan ja eri yhtiöistä. Online-foorumeilla ja videosivustoilla 

keskustelu käy enimmillään vitsien ja meemien johdattamana, sisältäen lisäksi keskusteluja 

ja kommentteja kiinnostavista uutisista. Yhtiöiden tehdessä kiistanalaisia muutoksia 

palveluihinsa, keskustelu vain kiihtyy, kun henkilöt puhuvat mahdollisista ratkaisuista 

ongelmiin tai yrittävät löytää toisia palveluita vanhojen tilalle. 

Yhtiöiden on opittava kuinka asiakkaat keskustelevat toistensa kanssa yhtiöiden nykyisistä 

tilanteista ja toimista. Lisäksi on tiedettävä miten toimia tilanteissa, joissa yhtiö joutuu 

kiistanalaiseksi tehtyjen muutoksien vuoksi. Strategiat, joita tietyt yhtiöt ovat käyttäneet ovat 

muutosten lykkääminen tai kumoaminen. Muutoksia lykkäämällä yrityksellä on 

mahdollisuus valistaa asiakkaitaan siitä mikä tarkoitus muutoksilla on, ja muutosten 

kumoamisella voi saada asiakkaat tuntemaan siltä, että heidän mielipiteitään kuunnellaan. 

Mikäli muutoksia ei haluta perua tai lykätä, täytyy joskus vain edetä kuten suunnitellusti, 

toivoen että muutoksista valittavat henkilöt ovat vain niin sanottu ”kovaääninen 

vähemmistö”. 

 

  



 

    

 

Table of contents 

 

Abstract 

 
1 Introduction .................................................................................................................... 1 

2 Literature Review ........................................................................................................... 3 

2.1 Trust and its importance to businesses .................................................................... 3 

2.2 Website terms of service ......................................................................................... 4 

2.3 Real-life examples of situations .............................................................................. 5 

2.3.1 The 2021 WhatsApp privacy policy change .................................................... 5 

3 Research Methodology ................................................................................................... 8 

3.1 Websites used .......................................................................................................... 8 

3.2 Content authenticity ................................................................................................ 9 

3.3 Information sources for analysis ........................................................................... 11 

3.3.1 DuckDuckGo and Google .............................................................................. 11 

3.3.2 Firefox and Google Chrome .......................................................................... 12 

3.3.3 YouTube sources ........................................................................................... 14 

4 Findings ........................................................................................................................ 18 

4.1 YouTube comments .............................................................................................. 18 

4.2 Subreddits on Reddit ............................................................................................. 20 

4.2.1 /r/privacy ........................................................................................................ 20 

4.2.2 /r/duckduckgo ................................................................................................ 21 

4.2.3 /r/firefox ......................................................................................................... 22 

4.3 Summary of findings ............................................................................................. 22 

4.4 Discussion ............................................................................................................. 23 

5 Conclusions .................................................................................................................. 25 

References ............................................................................................................................ 27 

 

 

 

 



 

    

 

Appendices 

Appendix 1. Comments with over 1000 likes on Mental Outlaw video “Google Will Soon 

Kill Ad Blockers With Manifest V3 - What to do!” 

Appendix 2. Comments with over 1000 likes on The Hated One video “Google vs 

DuckDuckGo | Search engine manipulation, censorship and why you should switch” 

Appendix 3. Comments with over 50 likes on Techlore video “Become Anonymous: The 

Ultimate Guide To Privacy, Security, & Anonymity” 

Appendix 4. Top 15 posts on /r/privacy from December 2021 to December 2022 

Appendix 5. Top 15 posts on /r/duckduckgo from December 2021 to December 2022 

Appendix 6. Top 15 posts on /r/firefox from December 2021 to December 2022 

Appendix 7. Commenter on a post titled “Oof.” on /r/firefox. 

 

Figures 

Figure 1. Trust Framework in E-commerce Research (Stouthuysen, 2022) 

Figure 2.  Browser Market Share Worldwide (Statcounter Global Stats, 2022) 

Figure 3. Becoming Anonymous 2020 (Techlore, 2020) 

Figure 4. 2022 Average Daily Search Volumes of DuckDuckGo in Millions (Connell, 2022) 

 



1 

 

 

1  Introduction 

In 2021, the popular messaging app WhatsApp updated its privacy policy. This change 

caused a massive exodus of users, with many of WhatsApp’s over two billion users 

switching to rival services and getting their entire social circle to do the same. What caused 

users to react so strongly and for WhatsApp to update their privacy policy in the first place? 

This work aims to understand what people value in their online privacy and data security. 

What topics do people find important enough to talk about regarding online privacy and data 

security? What are some important points to consider when it comes to making possibly 

controversial changes to your service, to avoid a controversy like WhatsApp’s? 

Previous research asserts that social media is becoming more widespread by the year, with 

the global average penetration rate increasing from 40% in 2018 to 49% in 2020. In terms 

of online privacy, many public social media platforms such as Twitter and Snapchat leave it 

to the users to decide what they want to make public: users can, for example, decide to only 

show private information such as names and dates only to those they let into their social 

circle, by way of accepting the platform’s equivalent of friend requests. (Albesher, 

Alhussain, 2021) 

A common point of discussion in previous research on the topic of data security focuses on 

how companies can keep their data secure and how to avoid breaches. This is an important 

topic as data breaches corrode the trust customers have in a company, but research needs to 

also be done on the other side of the equation: mainly from the side of the customer. This 

paper will aim to fill this gap in research and provide a basis for further research. 

The main research questions that are examined in this paper are: 

1. What are the main reasons for people to care about data security and privacy? 

2. How do people react to changes to online services? 

3. How can companies react to possible outrage at them making changes to their 

services? 
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Question one aims to examine what reasons people find important when assessing their 

approach to data security and privacy. To answer this question, it is important to gather data 

from as close to the customers as possible, meaning forum posts and similar first-hand 

accounts in the context of this study. 

The second research question aims to answer how people react to changes in services they 

use or are familiar with. Answering this question requires searching for different historical 

accounts from different past events, meaning looking at archived content. 

The last research question, question three, aims to understand how companies react to 

controversies and what is appropriate for what situation. Customers are very active in talking 

to each other on different internet platforms, which means that information spreads 

extremely fast. For many companies, change is inevitable, which means that companies must 

know how to handle any possible controversies that might arise from these changes and 

understand how users generally communicate information to each other.  

The structure of this paper goes as follows: The theory and literature review section provides 

further analysis of relevant previous research and brings forth an overview of the topic based 

on that. The research part discusses different topics that emerge when examining different 

online sources and discussions among customers. Results and findings expand on the 

findings of the research part as well as discussing the implications, and the summary and 

conclusion part gives a final overview of the findings along with providing a path for further 

research. 

Due to the limitations of this paper, an in-depth look into previous research is crucial, along 

with a critical view of first-hand accounts. The limitations include not being able to produce 

any new information via interviews or questionnaires for example. Understanding the 

motivations of the customers will be based solely on publicly available data from different 

online sources and news articles, which is liable to not provide an accurate picture, meaning 

that further research will be needed. Nevertheless, first-hand accounts from online sources 

are what many customers who are interested in the topics use to base their own opinions on, 

so there is merit in conducting research based on it. 
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2  Literature Review 

In this chapter, we will go over some themes that are related to online data security and 

privacy. For example, these themes include how customers build trust, what their perceptions 

of data security and privacy are, and how they relate to the customers’ actions.  

2.1  Trust and its importance to businesses 

With the internet having millions of different web pages with numerous intentions, 

customers need to be careful with who they trust and whose websites they decide to use. For 

example, the consequences of trusting the wrong person or website can be identity theft or 

the leaking of private information. Due to these risks, people are taught to remain careful 

and constantly on the lookout for possible scams. These security concerns are especially 

important in situations where money is involved: e-commerce businesses need to carefully 

cultivate their image to allow their customers to feel safe buying from them, and the failure 

to do so is often detrimental to the business. 

 

Figure 1. Trust Framework in E-commerce Research (Stouthuysen, 2022) 

In A 2020 perspective on “The building of online trust in e-business relationships” by 

Kristof Stouthuysen (2022), the writer brings up three primary ways of categorizing trust 

when it comes to e-commerce research, as illustrated by figure 1: consumer-based, web-

based, and organization-based trust. Consumer-based trust antecedents mean trust that is 
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born from a customer’s experience with technology and their inherent willingness to build 

trust, web-based trust is based on how the company’s website looks and how legitimate it 

feels to use, and organization-based trust antecedents refer to customers’ previous 

experiences with organizations and their guarantees. Trust can also be divided into more 

types and facets, such as competence and goodwill. 

According to Mubarak Alharbi, Zyngier, and Hodkinson (2013), a big challenge on the 

internet is a distorted perception of trust, specifically when it comes to e-commerce. 

Customers’ perceptions of privacy and security concerns often do not correlate with reality, 

yet the perceptions still affect a business monetarily: a lack of trust makes customers less 

likely to buy from a business. It can be argued that in many cases a good perception of 

customer security is more important than actually having good security. 

2.2  Website terms of service 

In Beyond “I Agree”: Users’ Understanding of Web Site Terms of Service, Robinson and 

Zhu (2020) compiled some statistics from different studies on how users interact with the 

terms of services of different websites: 74% of people choose the quickest way of getting 

past accepting the terms (usually “accept all” without reading the terms), a median spent 

time on the ToS screen was 6-8 seconds, with half of the users viewing a 200-word notice 

about a change in ToS for less than 8 seconds, and that there was general agreement amongst 

researchers that users do not pay attention to website terms of service (Obar & Oeldorf-

Hirsch, 2018; Sauro, 2011; Böhme & Köpsell, 2010). 

Some reasons for users largely ignoring website ToS brought up in the paper were that 

people did not want to read a long and confusing legal document, the site already has millions 

of users who have also signed the agreement, people who the users know also use the website 

and have not suffered terrible consequences because of it, and that people would boycott the 

website if the terms of service were that egregious (Remsen, 2016). These reasons were 

found to be supported by other research: the average ToS length for popular websites in 2014 

was found to be over 3800 words with a high level of reading comprehension required to 

understand it (Fiesler & Bruckman, 2014; Jensen & Potts, 2004). The users also wanted to 

use the site and only viewed agreeing to the ToS as a prerequisite for it (Wilkinson-Ryan, 

2017). Many users felt that reading it was futile, due to them not being able to negotiate on 
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terms and the text always being subject to change (Solove, 2013; Wilkinson-Ryan, 2017; 

Bar-Gill & Davis, 2010). The human tendency to accept the default option that requires less 

effort than the alternatives, and the sheer number of different websites and their ToS’s that 

a user comes across regularly also contributed (Thaler & Sunstein, 2008; Solove, 2013). 

Based on research that they did, Cain and Imre (2022) agree on users largely ignoring 

website ToS, getting frustrated over how long and complicated the texts are, and some 

demonstrating concerns over it and their online privacy but using the websites anyway. Cain 

and Imre found that concerns over the collection and control of personal information on 

social media sites leads to lower social media usage. Furthermore, privacy concern was 

correlated with an increased amount of frustration in engaging with and understanding ToS 

agreements. Other studies cited in their paper looking at the link between internet usage and 

privacy concerns have had mixed results: some researchers suggest a paradox, with users 

being concerned over their privacy but taking no measures to protect it. Even people with 

the most concerns continued to use sites like Facebook. Research suggests that users’ need 

for diversion and entertainment, connection to others, and identity construction that social 

media provides is seen as more important than privacy concerns. In summary, if the 

perceived benefit of using the website is seen as greater than the perceived harm, users will 

continue to use the site. 

2.3  Real-life examples of situations 

To further understand controversies that pertain to changes in company protocol, we need to 

understand the gradual disappearance of trust and what customers consider important. These 

situations can be used to exemplify how people typically react to situations regarding 

changes to the services they use. 

2.3.1  The 2021 WhatsApp privacy policy change 

The messaging service WhatsApp was acquired by Facebook in 2014. Ever since, many 

users have raised concerns over their privacy and data protection, as Facebook does not have 

a great reputation in that regard: “-- frankly we don't currently have a strong reputation for 

building privacy protective services, and we've historically focused on tools for more open 
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sharing,” Facebook CEO Mark Zuckerberg wrote in 2019 (Alvarez, 2019), before expressing 

intentions of learning from the recently acquired WhatsApp’s security and privacy measures 

such as end-to-end encryption (Outlook Web Bureau, 2019). As the non-profit news website 

ProPublica (2021) explains, end-to-end encryption means that no one except the writer and 

the intended recipient of a message can read the contents of it, not even the company. 

Furthermore, Zuckerberg testified to the U.S. Senate in 2018: “We don’t see any of the 

content in WhatsApp.” This was further emphasized inside the app by on-screen messages.  

ProPublica claims that Facebook has downplayed how much data they collect from 

WhatsApp users, what they do with it, and how much they share with authorities in cases of 

unlawful activities. While WhatsApp does not know what words each message sent through 

their app contains, they do collect a substantial amount of metadata from everything 

surrounding those messages. Rival app Signal intentionally collects less metadata for user 

privacy reasons. According to Rastogi and Hendler (2017), examples of metadata that 

WhatsApp collects are phone numbers, timestamps, duration of calls, messaging frequency, 

and user location, among others. These can be used to build a rather accurate picture of the 

user and their social network even without WhatsApp knowing the contents of messages. 

This metadata can then be used by Facebook, WhatsApp’s parent company, for their own 

purposes. While WhatsApp has vowed not to sell ads, there is no condition that prevents 

Facebook from doing so using information gathered from WhatsApp. 

In January 2021, WhatsApp put up a pop-up about them changing their privacy policy, 

prompting users to either accept the new terms or to delete their account. This notice caused 

much confusion and anger among users, as people believed that WhatsApp would be sharing 

more data with Facebook, and that the data would be used in advertising. The situation was 

not helped by the misinformation being spread, Facebook’s reputation when it comes to user 

privacy and security, and their continued attempts to further monetize WhatsApp over the 

years, gradually eroding the trust their userbase had in them. WhatsApp attempted to clear 

up the confusion by clarifying that the new update would only allow WhatsApp to share data 

with Facebook when it comes to chats users have with businesses inside the app, and not 

with groups or other private people, which would remain end-to-end encrypted. WhatsApp 

ended up delaying the update by three months, to communicate better with their userbase 

about what the update would contain. The controversy caused a surge in signups for 
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competitors such as Signal and Telegram, and WhatsApp still planned on releasing the 

update as-is after the three-month delay. (Statt, 2021)  

The controversy would surely not have been as big as it was without WhatsApp’s continuous 

erosion of trust over the years, before and after Facebook acquired it. Zuckerberg declared 

in 2014 that WhatsApp would stay “exactly the same”, yet in 2016 disclosed that it would 

begin sharing metadata with Facebook to allow for better friend suggestions and showing 

more relevant ads. In May 2017, the company was fined by an EU antitrust agency for 110 

million euros, for “intentionally or negligently” claiming three years earlier that it would not 

be technologically possible for WhatsApp to share user information with Facebook. 

Facebook also received a landmark 5 billion dollar fine in July of 2019 by the United States 

Federal Trade Commission, for violating previous agreements to protect user privacy. 

(ProPublica, 2021) All these controversies put together weakened users’ willingness to 

believe that WhatsApp and Facebook had their best interests in mind. By examining 

WhatsApp with the three antecedents of trust framework in mind, we can say that WhatsApp 

is especially bad when it comes to organization-based trust: customers’ trust in WhatsApp 

and especially Facebook keeping their promises of user privacy has been broken multiple 

times in the past. However, users still claim to care about privacy but do not take action to 

protect it, leading to the privacy paradox. If the whole social group of a person uses 

WhatsApp, they are more likely to accept WhatsApp’s terms of service no matter what it 

contains, as the rewards of feeling like you belong in a group and the social benefits that go 

with it can be seen as greater than the risk of consequences such as better targeted 

advertisement.  



8 

 

3  Research Methodology 

To better understand customers and their thoughts and concerns on their data privacy and 

security, we must examine primary material produced by these customers and the “thought 

leaders” they follow. This will allow for an in-depth look into the minds of the customers, 

as works produced directly by them, such as comments or forum posts, will be less likely to 

be influenced by outside factors, such as pressure from peers in group settings. 

3.1  Websites used 

For the sake of keeping the scope of the research paper within acceptable limits, we will only 

be examining posts from the social media websites Reddit and YouTube. These two were 

chosen because they are generally regarded as places where people interested in technology 

congregate. 

According to Similarweb (2022), a website ranking website, Reddit was the twentieth most 

popular website in the world in October of 2022. Reddit describes itself as the “front page 

of the internet”. The website is a “massive collection of forums where people can share news 

and content or comment on other people’s posts.” (Widman, 2021) The different forums are 

called “subreddits” and can be recognized by the “/r/” mark in front of them. For example, 

“/r/worldnews” is a subreddit dedicated to world news and discussion surrounding them, 

“/r/gaming” is for video game discussion, and “/r/aww” is for cute pet pictures. 

YouTube was the second most popular website in October of 2022 (Similarweb). It is a 

massively popular free video sharing website, where on average, one hundred hours’ worth 

of videos is uploaded every minute. The strength of YouTube lies in the fact that instead of 

major TV networks or movie shows controlling the content, anyone can upload videos and 

have others watch them. (GCFGlobal) 

The most important factor when considering the sources used is their accessibility and 

authenticity. Both websites are massively popular, meaning that customers are more likely 

to gravitate toward them rather than toward smaller websites and hobbyist forums. This 

research paper also aims to give a comprehensive overview of how regular customers who 
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have a slight interest in the topics of data security and privacy think, meaning that popular 

websites with subcategories such as the subreddits on Reddit and particular technology-

focused channels on YouTube strike a perfect balance between being meant for people 

interested in the topic but not so invested as to go looking for entirely different websites 

away from the ones they normally use. People like familiarity, so the majority of the 

customers we are interested in focusing on will have congregated on these platforms. 

3.2  Content authenticity 

For the content created by the users to be relatively authentic, it needs to fulfill a couple of 

requirements, which are not having overly strict moderation, having no monetary incentive 

for saying certain things, and being relatively anonymous. Overly strict moderation means 

that comments that do not follow the website moderators’ viewpoints might get edited or 

deleted, which causes these people to not want to engage in the conversation anymore. This 

is not beneficial for gaining a clearer picture of customers’ thoughts. The same applies to 

incentives, monetary or otherwise: if there is something to gain from saying something, 

many will go along with it. It can be argued that going with the overarching “flow”, the 

dominant culture, on a website leads to more “likes” or “upvotes” on your content and 

therefore causes a surge of dopamine and a need for more, further incentivizing the user to 

post content which garners more likes even if they do not believe what they are saying 

themselves, but this goes beyond the limitations of this research paper. The final 

requirement, users being relatively anonymous, is important because people are afraid of 

being judged socially, which causes them to act in a certain way to protect themselves. This 

tendency to be afraid of saying what is on your mind is reduced on websites where people 

do not know you and you can switch accounts whenever you wish. 

Reddit and YouTube both largely fulfill all the requirements for authenticity listed above 

with certain caveats: all subreddits on Reddit are moderated by people chosen by the 

subreddit’s creator or other moderators, meaning that the moderation on all of Reddit is not 

standardized. While there is also people who work on Reddit’s own moderation team and 

moderate all of Reddit, a moderator on individual subreddits can ban users, and delete 

comments and posts however they wish. That is something that must be considered when 

investigating some controversial subreddits that are known for having a tense relationship 
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between the users and the moderators, but this is not usually a problem with larger subreddits 

with a bigger moderation team, as this creates accountability and does not allow a single 

moderator to control the whole discourse on the subreddit without any consequences unless 

the other moderators are of the same mind. As for YouTube, individual channels can control 

their own comments, deleting them or pinning them to the top if they so wish. With how 

many comments YouTube users leave on popular channels’ videos, it is unfeasible for the 

channel owners to be able to look through everything, so YouTube comment sections can be 

considered more “free-form” than Reddit’s. 

As for monetary incentives, neither Reddit nor YouTube pays commenters for their 

comments. If a post is sponsored on Reddit, it has a clear “sponsored” marking on it. For 

YouTube videos which are sponsored by someone, the YouTube content creator is legally 

required to disclose this information on their video. This means that unless specifically said, 

it can be assumed that no monetary transactions are going on behind the scenes when looking 

at comments and posts. Finally, for the anonymity requirement, users on both YouTube and 

Reddit act under a username they have chosen. On Reddit, when a user posts something 

controversial or something they do not want to be linked back to the main account they use, 

it is customary to use a “throwaway” or a “burner” account. These are accounts that the user 

uses to say something and then discards, protecting their own identity in the process as 

throwaway accounts cannot be connected to the users’ other accounts directly. This means 

that if a user is careful, they can stay as anonymous as they want. As for YouTube comments, 

they are also relatively anonymous, since they only link back to the user’s own channel, 

where only the videos and information they have chosen to make public can be seen. The 

use of throwaway accounts on YouTube is not as widespread as it is on Reddit since user 

profiles do not include links to all the other comments and posts that the user has done in the 

past like how Reddit’s user profiles work. This means that Reddit users need to be more 

careful about maintaining an image on their account, while on YouTube comments can be 

left and subsequently forgotten. Both systems have their advantages, as Reddit comments 

tend to be “higher quality” due to them being directly visible from the users’ profiles as 

opposed to YouTube comments, although it can be said that the average age of the users also 

affects this. Overall, both websites are still anonymous enough to fulfill the anonymity 

requirement since users are not connected to their real-life selves unless they deliberately 

want to reveal their identities. This means that no matter what they say on their accounts, 

there will be no in-person consequences unless someone offline knows about the account, 
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the user tells enough information for them to be identified, or the contents of the comment 

describes illegal activities in a manner befitting a police investigation. The relative privacy 

leads to more authentic comments. 

3.3  Information sources for analysis 

The three subreddits on Reddit that this research paper will be looking into are /r/privacy, 

/r/duckduckgo, and /r/firefox. /r/privacy was chosen because it is one of the largest 

subreddits talking about privacy concerns and news, with over 1.3 million members 

following the forums as of December 2022. /r/duckduckgo was chosen because it is a 

company focusing on customer privacy mainly by hosting the search engine most popular 

with people who do not wish to use Google due to wanting to avoid trackers for example. 

/r/firefox was chosen for similar reasons, due to it being a popular alternative to Google 

Chrome, especially for people interested in their privacy. We will also do a cursory analysis 

of three YouTube videos from different channels. 

3.3.1  DuckDuckGo and Google 

According to the DuckDuckGo website (2022), the DuckDuckGo app includes “Private 

Search, Web Tracking Protection, Smarter Encryption, Email Protection, Android App 

Tracking, and more.” They boast about having over three billion monthly searches on their 

search engine and an average rating of 4.8 on Apple and Google app stores. Their website 

also stresses that they do not use trackers. Compared to DuckDuckGo, Google uses many 

trackers and other ways of helping their advertising to be more accurate: according to 

DuckDuckGo, Google tracks their users across millions of websites and saves information 

such as search history by default. 

As news editor Temperton (2019) argues, most of the things people search for on a daily 

basis on search engines are very basic information such as lists of names or more information 

about celebrities et cetera. All this can be accomplished quite satisfactorily without Google’s 

“leviathan network of privacy-invading trackers”. This is where DuckDuckGo comes in: 

working quite similarly to Google in terms of how it combines data from different sources 

and then presents them to the user, but without the background data collection. DuckDuckGo 
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also does not include the self-promotion that Google has: there are no links to Google app 

store purchases or Google reviews if the user does not specifically look for them. One issue 

is also that Google is constantly working on making searching more efficient by presenting 

information in such a way that the user does not need to visit websites to get the information 

they searched for. An example of this is when a user searches for the cast of a movie, and 

Google automatically shows images of the cast at the top. This means that the users get the 

information straight from Google, and the website that supplies that information does not 

get the traffic that they would otherwise get. This means that some websites lose out on a 

large amount of advertising revenue since users do not click to go on their sites. While 

Google still benefits from having more information about customers in a way where the 

search engine is better at guessing what the user is looking for, this does not apply to most 

searches about definitions of words, places, and names. In summary, DuckDuckGo is a 

viable alternative to Google in most situations, without the need for trackers and saving other 

information about the users. 

3.3.2  Firefox and Google Chrome 

According to Statcounter Global Stats (2022), the internet browser Google Chrome’s market 

share in November of 2022 was around 65 % of all browsers. Apple’s Safari was around 18 

%, Microsoft’s Edge was around 4 %, and Firefox around 3 %. This means that the majority 

of users, two in three, use Google Chrome. Safari has a decent foothold on the market due 

to it being the default browser for Apple products (Apple Support, 2022). Edge is in a similar 

position as the default search engine for new Windows PCs (Minhas, 2022), although it is 

still relatively new. 
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Figure 2. Browser Market Share Worldwide (Statcounter Global Stats, 2022) 

As can be seen from the above figure, Internet Explorer used to be the dominant browser in 

the early 2010s. Many people generally do not switch away from default browsers as 

observed before, which explains Internet Explorer’s popularity. Its popularity went down 

after other companies started making their own browsers to replace it, especially when 

Google started promoting Chrome heavily on its search engine and other Google services. 

Firefox was also used more in the early 2010s before being mostly replaced by Chrome and 

Safari in the late 2010s and early 2020s. The rise of other browsers means the fall of others, 

as people generally do not use more than one browser per device. 

The first thing a user sees when visiting the Firefox website is “Get the browser that protects 

what’s important”, followed immediately by “No shady privacy policies or back doors for 

advertisers. Just a lightning fast browser that doesn’t sell you out.” (Mozilla, 2022) This 

speaks about what Firefox considers its most marketable point, which is its focus on 

customer privacy. On Chrome’s website (2022), the first thing is “There’s no place like 

Chrome,” followed by boasts about the browser’s speed, security protection by way of its 

password manager and safe browsing mode, and the browser’s capability to sync to the 

user’s other devices such as laptops and phones. From these, it can be interpreted that 

Chrome’s main selling point is its convenience. Because Firefox places so much emphasis 

on customer privacy, we can expect privacy-oriented users to gravitate towards /r/firefox on 

Reddit. 
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3.3.3  YouTube sources 

To examine what people think about their data security and privacy, we will look at three 

popular videos from three different channels covering some topics related to Chrome, 

Google and DuckDuckGo, and anonymity online. The first video is “Google Will Soon Kill 

Ad Blockers With Manifest V3 - What to do!” from the channel Mental Outlaw, released on 

the 26th of September, 2022. As of December 2022, the video has nearly one million views, 

and the channel around 400 thousand subscribers. The second video is “Google vs 

DuckDuckGo | Search engine manipulation, censorship and why you should switch” from 

the 370 thousand-subscriber channel The Hated One. The video has nearly four million 

views as of December 2022, and it was released on the 14th of October, 2018. The last video 

is “Become Anonymous: The Ultimate Guide To Privacy, Security, & Anonymity” from the 

200-thousand subscriber channel Techlore. The video has nearly half a million views as of 

December 2022, and it was released on the 2nd of August, 2020. For the sake of simplicity, 

the first video will be referred to as the “video on Chrome”, the second one will be “the video 

on Google”, and the last one will be “the video on anonymity.” 

The Mental Outlaw video on Chrome discusses how Chrome is planning on changing how 

it works in January of 2023 to completely disable the Manifest 3 framework, which is what 

many of the user-made extensions Chrome uses are built on. The reasoning for this, or 

Google’s “excuse” as the video calls it, is that this is meant to help provide the users with 

more security and safety, and to protect users from malicious extensions. The person talking 

in the video makes it a point that this is a story meant to disguise Google’s actual goal, which 

is to completely disable ad blocker extensions on Chrome, as they are mostly built on the 

Manifest 3 framework. This would provide Google with more money in advertising revenue. 

Chrome is also the leading web browser by far, so Google is confident that it can get away 

with it. The video then goes on to talk about ways of avoiding Google’s “abuse”, such as 

switching to a completely separate browser that is not built on Google’s Chromium 

framework like Chrome, Microsoft Edge, and Opera, which will also be affected by the 

Manifest 3 changes. The main recommendation is to switch to Firefox, as it is built on a 

separate framework. For the people who “hate change”, the video recommends some 

extensions on Chrome that should work after the change but warns that they will not be as 

powerful or easy to use as before. 
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The Hated One’s video on Google is a lot more opinionated, which can already be seen from 

the title containing the words “manipulation”, and “censorship”. The video begins with the 

speaker mentioning that the instant answer feature on Google was copied from 

DuckDuckGo. It then goes on to talk about Google engaging in anti-competitive trade 

blockades to make switching to DuckDuckGo as “difficult as possible”. The first chapter of 

the video talks about “The Propaganda Machine”, and how Google promotes its own 

services and agenda on the search engine, putting them ahead of organic search results. It 

goes further into this topic, and accuses Google of “stalking, spying, tracking, snooping, and 

snatching”. In the second chapter, “Gabriel vs Goliath”, the speaker in the video says that 

“Google wants to control what people get to see.” DuckDuckGo is the opposite of this, and 

Google cannot compete with this, as it goes against what allowed Google to flourish in the 

first place. According to the video, instead of changing their own services, Google made it 

impossible for users to change their default search engine to DuckDuckGo on Chrome for 

Android and iOS. Google was then fined by the European Union for Android antitrust 

violations and changed its strategy. In the next chapter, “The Filter Bubble Burst”, the video 

talks about how social media platforms create echo chambers around their users to better 

serve them advertisements. Google is said to over-personalize your search results so that 

they align with your personal beliefs, while DuckDuckGo merely shows organic results to 

their users without building a personal profile for them. In the “Machine Learning” chapter, 

the video shows how differently DuckDuckGo and Google handle the search “Is climate 

change a hoax?” DuckDuckGo is fair and shows the organic results first, which is why 

articles mentioning the words “climate change” and “hoax” multiple times appear close to 

the top, even when they are arguing that climate change is a hoax. Meanwhile, Google 

manipulates the search results, placing an article by Nasa that proves that climate change is 

real near the top, even though it does not contain the keyword “hoax”. This can be considered 

a good thing as Google places more emphasis on scientific sources, but the video argues that 

searches should be fair and non-biased, and Google should not be taking away user 

responsibility to find the right answer on their own. In the last chapter “Resistance is not 

Futile”, the video mentions how DuckDuckGo is doing better than ever but is still growing 

slower than would normally be expected. Growth is not all that it needs to be successful 

though, since it might be enough for it to just exist as an option for users not wanting to exist 

in Google’s ecosystem, with its handholding hurting small businesses, crippling consumer 

choice, and echoing a surveillance state. The video ends with the speaker encouraging users 
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to switch to DuckDuckGo if being able to search for results that are not being censored or 

filtered matters to them. 

The final video, Techlore’s guide to anonymity, is meant to help users protect their privacy. 

However, this has the caveat of making the internet less convenient to use the more privacy 

the user has, which is why the video is broken into three different parts or “zones” discussing 

the actions the user can do: there is Zone 1, which is basic actions recommended for 

everyone, Zone 2, moderate actions which expand on the basic actions, and Zone 3, advanced 

solutions for people truly looking to “disappear”. 

 

Figure 3. Becoming Anonymous 2020 (Techlore, 2020) 
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The above figure summarized the main points brought up by the video in a sheet where users 

can choose which actions they do to protect their privacy and score themselves, revealing 

how well they handle their online privacy. Notably, the video mentions switching to 

DuckDuckGo and Signal, a WhatsApp competitor, as well as recommends Firefox as one of 

the browsers the user could use for protecting their personal privacy and security. The person 

in the video also recommends spreading awareness on the issues of privacy to protect those 

around you, who might not know any better. Due to the number of points brought up in the 

nearly 30-minute video though, we will not go over them separately in this research paper. 
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4  Findings 

As already discussed, the sources for the following analysis are /r/privacy, /r/duckduckgo, 

and /r/firefox, as well as the three YouTube videos discussing Chrome, Google, and 

anonymity. We will pick out some noteworthy comments from the discussion surrounding 

the YouTube videos mentioned and from the discussions happening on the subreddits. 

4.1  YouTube comments 

YouTube has two ways of sorting comments: by “popularity”, and by newest. Sorting by 

“popularity” most likely has an internal algorithm working in the background as comments 

with thousands of likes are among comments with twenty or thirty. To lessen bias caused by 

this algorithm, we will be using the Youtube™ Actual Top Comments extension on Chrome, 

made by a user called Sgtpanda. This extension retrieves all the comments it can from a 

video and sorts them by likes. In our tests, one limitation of the extension is that it was only 

capable of retrieving around 7000-8000 comments on videos that had over 10 000 

comments. From observing the data, the vast majority of the comments on each video had 

less than ten likes, with the most common number being one or zero, which is why we 

decided to only consider comments with over one thousand likes in the case of the first and 

second video, or over fifty likes with the third one. All the comments discussed in this 

chapter can be found in appendices 1, 2, and 3. 

The first video by Mental Outlaw which discusses Chrome ending support for the Manifest 

V3 framework has over 10 000 comments as of December 2022. The extension managed to 

retrieve around 7200 of these, with the number of comments with over 1000 likes being 18. 

The most liked comment by a wide margin is a joking remark thanking Google for bringing 

more attention to Firefox. The second most liked comment is similar, saying that Google is 

helping find a solution for Firefox’s market share issues. One common category of popular 

comments is jokes. The comments also talk about ads being a much greater threat to user 

security than malicious extensions, which calls into question Google’s decision to remove 
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support for Manifest V3. Commenters acknowledge that Google is likely lying about the 

main reason they are disabling it and that the internet is “unusable” without ad blockers. 

The second video was made by The Hated One, and it discusses Google. It had over 12 000 

comments as of December 2022, and the extension retrieved around 8300 of these. The 

number of comments with over 1000 likes was 21. Many of these comments think it is funny 

that the YouTube algorithm recommended a negative video about Google to its users, as 

YouTube is owned by Google. Jokes are once again at the top. Many express wanting an 

alternative to Google-owned services, and either ask others for suggestions or say that 

DuckDuckGo should expand its services. There is also one popular comment with an 

opposing viewpoint to the video, which defends Google by saying that the “search bubble” 

puts users exactly where they want to be and that that is not a bad thing. “There are no easy 

answers and this is probably one of the most complex problems we face today,” it reads. 

(Appendix 2) 

The final video was about internet anonymity, by Techlore. Despite having almost half a 

million views, it only had around 600 comments as of December 2022. This was very 

unusual, but it can possibly be explained by people either not being interested in 

commenting, or comments being deleted. The extension managed to retrieve all the 

comments, so the ranking of the highest liked comments can be considered the most accurate 

out of the three videos. The video did not have any comments with over 1000 likes, so we 

decided to look at all comments with over 50 likes, the number of which was 9. The popular 

comments are mainly jokes directed at the video itself, such as making suggestions of going 

offline and moving to the countryside, and comments saying, “Zone 5: Leave everything and 

go to the mountains --”, and “Zone 6: visit everyone whom you’ve ever conversated with, 

and neutralize them.” These may be because users think that the recommendations of the 

video are too extreme. Others praise the video, calling it “important” and telling how after 

they started following the tips in it, they are now getting less accurate advertisements. 

(Appendix 3) 

In summary, users on YouTube like jokes, as most of the top comments observed were in 

that category. Another category is comments supporting the topics discussed in the video 

itself, and rarely there is a popular comment with an opposing viewpoint. 
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4.2  Subreddits on Reddit 

Reddit has multiple different ways of sorting content on subreddits, such as “hot”, “new”, 

“top”, and “rising”. There is also an option to sort for only posts that have been posted “now”, 

“today”, “this week”, “this month”, “this year”, or “all time”. For this paper, we will be 

looking at the top posts in the past year. This means that posts with the most “upvotes” 

posted within the timeframe of December 2021 and December 2022 are eligible. 

4.2.1  /r/privacy 

The top posts on the /r/privacy subreddit all have over 2600 upvotes, with the top two having 

over 7600 and 5400 respectively. When a post gets popular enough, it has a possibility to 

appear outside of the subreddit itself, which is referred to as a post “getting on the front 

page”. This means that a wider audience sees it, which means more engagement. The top 

post about DuckDuckGo’s CEO announcing that they will “down-rank sites associated with 

Russian disinformation” likely “hit the front page” as it has drastically more comments than 

usual. This might lead to more off-topic comments due to “outsiders” also seeing the post. 

The other posts on the top can mostly be categorized into “privacy wins”, “privacy fails or 

leaks”, and general news. “Privacy wins” are posts talking about things such as Ukrainians 

using Signal during the Russian invasion of 2022 because of how secure the encryption on 

the app is, Meta possibly getting sued for secret facial recognition, and the European Union 

forcing companies to add a “Reject all” button to cookie banners. “Privacy fails or leaks” 

are posts detailing events such as Amazon admitting to giving camera footage to police 

officers without a warrant, a suicide hotline sharing data with a for-profit organization, and 

Beijing stealing sensitive data. An example of general news is a French supreme court ruling 

that it is a crime to refuse to provide a password for a phone. 

Because /r/privacy has rules against posting memes or other images, the posts are mostly 

links to news sites or simple text posts. This means that the subreddit is mostly meant for 

informing people about possible advances, leaks, or general news about the topic of privacy.
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4.2.2  /r/duckduckgo 

The top posts on /r/duckduckgo can be divided into “complaints or discussion about 

changes”, “jokes or memes”, and general talk about the service. Due to the decision by the 

CEO of the company to start down-ranking sites associated with Russian disinformation, 

many users are dissatisfied. They feel that this goes against everything DuckDuckGo is 

supposed to stand for, and respond or “protest” by making jokes and memes about the 

situation. Others are complaining about the people complaining, saying that “It must feel 

great sitting at home and being outraged -- while Ukrainians are getting killed in war” (User 

icywind90, appendix 5). There are also those who are merely wondering about the future of 

DuckDuckGo. 

 

Figure 4. 2022 Average Daily Search Volumes of DuckDuckGo in Millions (Connell, 2022) 

As seen from figure 4, in March 2022, DuckDuckGo saw a drop of around 3 million searches 

from the previous month. The search volume went further down in April, with only 97.70 

million searches. This downward trend continued until August 2022, when the volume of 

searches went up to 93.60 million. During the downward trend of DuckDuckGo search 

volumes, there was a controversy regarding the mobile version of the search engine: a 

security researcher found that it was not properly blocking Microsoft trackers on third-party 

websites. (Connell, 2022) The Russian disinformation controversy with DuckDuckGo 

happened in March 2022, which is when most of the posts on /r/duckduckgo that discuss it 
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were posted. This combined with the mobile tracker controversy might have contributed to 

the continuous drop in the volume of searches. 

4.2.3  /r/firefox 

Along with the expected “jokes or memes” category, /r/firefox also has top posts that can be 

divided into general news and discussion. There are also a few about a minor controversy 

among the community, although not to the same extent as /r/duckduckgo and the site down-

ranking controversy. The controversy with Firefox was its parent company Mozilla starting 

to accept donations made with cryptocurrencies. Cryptocurrencies seem to be a divisive topic 

among the community, which is why people were disappointed with Mozilla: “[Crypto is] 

horrible for the planet, it has ruined peoples lives (that lost a lot of money), it's destroying 

the GPU market for PC gamers and developers as well as AI researchers and anyone that 

needs high-performance computing, the whole thing sucks,” writes one commenter 

(appendix 7). However, Mozilla came out with a quick response to this disappointment, 

announcing that they would be pausing the ability to make donations through these 

currencies to review their policy on them. This might be one of the reasons why the 

controversy was as minor as it seems to be. 

4.3  Summary of findings 

As seen before, most comments and posts that get popular in places that allow them are jokes 

and memes. This is understandable as jokes do not require the same level of investment from 

the reader to find some enjoyment in them as reading a news story or an article for example. 

This does not mean that jokes are meaningless however, as they are often commenting on a 

situation that is happening, such as different controversies, or just a comment on the quality 

of a YouTube video, for example. 

One interesting topic that came up was how differently the controversies turned out for 

Firefox and DuckDuckGo. Firefox backtracked quite quickly, responding to the comments 

of concern from their customers and acknowledging that they need to learn more about 

cryptocurrencies before committing to them fully. This made the controversy blow over 

quite fast, and the users could rest assured that Firefox was responsive to criticism and 
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willing to change when facing a backlash. DuckDuckGo’s situation was not so simple: 

Customers understandably felt quite betrayed, since DuckDuckGo seemed to be turning 

towards being more like what their users wanted to get away from, mainly the “search 

bubbles” created by Google. Due to DuckDuckGo not wanting to back down, users started 

suggesting alternatives to each other.  

4.4  Discussion 

Firefox and DuckDuckGo show two different ways of responding to a controversy: backing 

down and not doing so. While one approach might manage to avoid a bigger controversy, it 

also means not changing. Companies need to evaluate carefully what their values are and 

how strongly they want to enforce them, even if it means that some of their customers might 

turn away from them. The controversy of WhatsApp changing its privacy policy that was 

discussed in the literature review part of this research paper follows a similar approach to 

Firefox, except WhatsApp’s strategy was more stalling than rethinking the situation. 

WhatsApp decided to push back the date of the change to their privacy policy to allow them 

more time to communicate with their users what the update would bring forth, without 

changing what the update itself includes. This allows WhatsApp to not change its plan in the 

end, even if it must stall it, and allows the controversy to pass without fanning the flames by 

going forward with it, which can come across as WhatsApp not listening to its customers. 

The DuckDuckGo situation brings up an interesting topic of customers projecting their own 

views onto a product. The reason why some users were so vocal about the changes is that 

DuckDuckGo has long been used by American right-wing supporters wanting to escape 

Google’s “censoring” of conservative news. They adopted DuckDuckGo as their own and 

believed that the company stands firmly behind free speech, despite the company never fully 

leaning into it. DuckDuckGo spokesperson Bazbaz commented on the controversy: “Privacy 

is our top priority, not supporting any particular political or ideological point of view. This 

isn’t censorship. It’s just search rankings.” (Morrison, 2022) This is an interesting example 

of customers projecting their own view onto a company. One benefit of this is being able to 

grow an audience that believes that your product is on “their side”, while not angering the 

“other side”. With a constantly evolving company and product it is however inevitable that 

you will run into a situation where the illusion breaks for some of your customers and you 
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need to decide which way to go on: to maintain the status quo and never do anything too 

risky that might cause a controversy, or to go forth and take the risk, following your values. 

Both decisions have their positives and negatives, so it is up to each company to decide how 

they want to approach the situation.  
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5  Conclusions 

The research of this paper was conducted by looking at three different discussion forums on 

Reddit, which were focused on discussions about privacy, the search engine DuckDuckGo, 

and the browser Firefox. We also looked at what comments users left on three videos on the 

video hosting site YouTube, which talked about the browser Chrome, Google, and increasing 

your anonymity on the internet. We observed that big parts of communicating on these 

sources are jokes and memes, which most often comment on recent situations or sentiments. 

Another interesting element that surfaced was how customers reacted to different 

controversies. DuckDuckGo’s decision to start down-ranking Russian misinformation on 

their search engine was a big controversy in the community, leading to many people starting 

to search for alternative search engines, due to them feeling that DuckDuckGo was starting 

to move towards becoming more like Google, the thing many users deliberately wanted to 

distance themselves from. Many memes and discussions ensued, while a similar controversy 

that happened with Firefox and them starting to receive cryptocurrency donations blew over 

quickly due to Firefox responding to the criticism and announcing that they would suspend 

the change and examine the implications of the decision further. WhatsApp also used a 

similar tactic with their own controversy regarding a change in their privacy policy, deciding 

to delay the change to allow for better communication with the customers. 

In the literature review part of the paper, we went over how customers build trust with 

companies and how people act when it comes to the handling of their online privacy and 

security, especially when it comes to website terms of service. Customers’ tendency to 

simultaneously care about their privacy but not act in ways to protect it can be seen in the 

comments of the YouTube video concerning anonymity and how to become more 

anonymous on the internet; people made fun of how “extreme” the suggestions were, even 

though many acknowledged that they want to become more private. We also discussed how 

often the perceptions users have about a service are more important than what the service is, 

which can be seen in the DuckDuckGo situation, with right-wing people claiming the search 

engine as their own despite it never fully leaning into the ideologies. 
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The research questions proposed at the start of this paper are: 

1. What are the main reasons for people to care about data security and privacy? 

2. How do people react to changes to online services? 

3. How can companies react to possible outrage at them making changes to their 

services? 

For research question one, we can suggest that people are mainly scared of the possible 

negative consequences such as identity theft and leaks of private information. For the second 

question, people online are generally very receptive to jokes and memes made by others 

about changes in company policy, especially if the changes cause a big controversy. 

Threatening to switch to a competitor or committing to a switch is also common. There is a 

subset of people who are also afraid that their free speech is being silenced by big 

corporations such as Google, which has caused them to form communities where discussions 

about the topic and suggestions on how to improve the situation happen. For the final 

research question, we observed both WhatsApp and Firefox using a tactic called postponing 

or canceling when trying to implement a controversial change which then causes negative 

feedback from the users. Postponing lets the company inform the public better about what 

the changes would bring and lets the controversy die down while canceling the change 

completely can make the users feel heard and like their voices matter. 

For further research on this topic, we would suggest examining a wider range of 

communities. Reddit and YouTube, as studied in this paper, appeal to a certain type of 

customer, so different platforms will need to be investigated to gain a fuller picture of the 

whole customer base. For a more thorough answer to the research questions, it would be 

beneficial to interview people to fully understand what they find important, as the most 

popular content on Reddit and YouTube tend to be texts or pictures which are easily 

digestible to the average person, meaning that they might not tell everything about the 

underlying factors that go into a person’s idea of data security and privacy.  
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