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This thesis explores the challenges of implementing industry 4.0 into supply chain 

management. It simultaneously investigates the role the industry 4.0 technologies play in 

supply chain. The outcome of implementing industry 4.0 technologies into supply chain 

processes is supply chain 4.0, which is also known as digitalised supply chain. Supply chain 

4.0 is a more efficient supply chain with improved transparency, free flow of information, 

flexibility, responsiveness, and Interoperability.  

The challenges of implementing industry 4.0 into supply chain includes lack logical tactics 

for managing the transition from the traditional supply chain to the digitalised supply chain, 

lack of skills to complement the new technologies, and lack of resources to maintain the new 

technology.  

12 experts from 12 different companies in Finland responded to the survey which was the 

empirical research method for this study using questionnaire as the data collection tool. The 

aim was to find out the challenges of implementing industry 4.0 into supply chain from the 

real-world perspective and to determine the role these technologies play in supply chain. The 

results of the empirical research showed that the biggest challenge to implementing industry 

4.0 technologies into supply chain is lack of well laid out plan for the transition from 

traditional supply chain to a digitalised supply chain. Also, the result showed introducing 

industry 4.0 into supply chain has numerous benefits like free and faster flow of 

communication, agility, decision making support, improved responsiveness, and improved 

customer service. The empirical research confirms the result that was realised in the 

theoretical study.  

 

Keywords: Supply chain management, Supply chain, Supply chain 4.0, Industry   4.0,              

Industry 4.0 technologies, Artificial Intelligence (AI), Internet of things (IoT), Industrial   

internet of things (IIoT), Supply chain processes, Digitalization, Digitalised supply chain.  
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1  Introduction 

Our world today has become increasingly interconnected due to globalisation, which has 

brought about more transactions in the supply chain sector and beyond. Industry 4.0 

technologies play a significant role in handling the performance issue of supply chain 

activities. This study aims to highlight the role and challenges of enabling industry 4.0 

technologies in supply chain management. Industry 4.0 can be discussed in any discussion 

and sector, but in this study, the central perspective is from the supply chain perspective. 

There is no doubt that there has been a rise in innovative technology and the discussions 

around technology in our contemporary world, which is not any different in supply chain 

management. Supply chain and logistics has gone through transformative change in the past 

ten years (University of Tennessee, 2020). This transformative change has come about on 

an account of implementing innovative technologies like artificial intelligence (AI), big data 

and so on in supply chain. These technologies are a part of industry 4.0 - the fourth industrial 

revolution. The industry shift from the traditional supply chain to a supply chain that enacts 

industry 4.0 technologies was influenced by the demand to be more efficient in supply chain 

operations.  

Industry 4.0 technologies play a significant role in handling the performance issue of supply 

chain activities and making it more efficient. Enabling industry 4.0 technologies in supply 

chain management has resulted in a highly integrated supply chain and better information 

sharing and transparency (Luthra & Mangla 2018). It is highly evident that the fourth 

industrial revolution in supply chain has effectuated a more digitalized and efficient supply 

chain but may also come with some challenges. The main challenges to industry 4.0 in 

supply chain management are usually lack of proper planning for the new technologies that 

are being introduced (Mohamed 2018, 259). As with any other thing- lack of preparation 

gives room for challenges to arise.  

Majority of studies on industry 4.0 and supply chain management are about the success of 

implementing the industry 4.0 technologies and the great result these technologies have 

brought, there has not been a clear understanding of the challenges of the fourth industrial 

revolution in supply chain management. The relevance of researching industry 4.0 in relative 

to supply chain management should not be limited to the success- the challenges that are 



11 

 

being encountered must be considered to have a holistic understanding on the subject. Hence, 

this study is imperative to the understanding of the concept of industry 4.0, the technologies 

of industry 4.0, and their challenges in supply chain management.  

1.1   Background of the study 

Supply chain management centres around optimizing goods and service flow by 

disseminating information about the supply chain process and activities in the internal and 

external supply chain networks (Chen & Paulraj, 2004). Supply chain management can be 

defined in many terms because of its versatility. To some people, supply chain management 

can simply be defined as the management of the supply chain, while to some, the supply 

chain includes the management of the supplier base. Some other sets of people view supply 

chain management more comprehensively as value chain integration. Lauren & Jayashankar 

(2015,3) defined supply chain management as the efficient management of a supply process 

from when the product or service is being designed to when consumed and disposed of by 

the consumer. This end-to-end process usually includes planning, procurement, product 

design, distribution, and so on. 

According to Jack (2004, 6), supply chain management is the integration and execution of 

all supply chain business processes and activities while simultaneously fulfilling the 

requirements of the supply chain stakeholders, for example, consumers, Government, 

etcetera. To better understand supply chain management, the meaning of supply chain needs 

to be highlighted. The supply chain, from a process view as opposed to the traditional cycle 

view, is a series of processes that takes place between and within several supply chain stages. 

These processes aim to fulfil the final consumer and customer requirements. (Jack 2004, 2). 

The supply chain is more than the supplier, manufacturers, and customers. It includes 

product design and development, marketing, transportation, finance, operations, customer 

service, etcetera. 

Supply chain management was established to manage the flow of the supply chain. Since its 

initial introduction in the 1980s, the concept of supply chain management has been explored, 

researched, and thereby undergone significant changes. The enhancement, integration, and 

improvement of supply chain processes are usually regarded as supply chain management. 

Supply chain management is more than managing the supply chain as the name implies, it 
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includes other activities that ensure the proper flow of the supply chain activities, for 

example, marketing, customer service management, sales, etcetera.  

The resent pandemic that happened in 2020 negatively impacted several aspects of the 

supply chain. Its effect could be seen in shortage of goods, inflation of production costs and 

shipping costs, among others. Disruptions in a firm’s supply chain increases volatility and 

risk of supply chain failure compelling firms to seek effective and responsive methods of 

managing their supply chain. For this reason, SCM (Supply Chain Management) firms 

focuses on adopting innovative technologies that can enhance their supply chain 

management systems.  

From a theoretical viewpoint, the dynamic capability defines the activities which are needed 

to achieve a well performing supply chain through an integrated supply chain management. 

The aim of the dynamic capability framework in supply chain management is to explain the 

source of a supply chain management competitive advantage and provide guidance to supply 

chain managers for avoiding risks in supply chain management, to evolve as changes occurs 

and to achieve integrated supply chain.  

Casual markets have dynamic changes, however, supply chain tend to have even more 

dynamic changes because of reasons like constant change of customers’ behaviour (Masteika 

& Čepinskis 2015, 833). Following the discovery of a newer, potentially valuable 

opportunity, firms need to leverage this opportunity through the design of new goods, 

services, and procedures. Subsequently, the firm needs to reconfigure its technology and 

capabilities. In the context of supply chain management, this requires ability to manage 

changes both from the customers and suppliers' side.  

Supply chain management (SCM) in the new era of industry 4.0 is referred to as SCM 4.0. 

In SCM 4.0 the highlight of the supply chain management is the autonomous and digital 

interconnection between companies and within companies. SCM 4.0 is a trend in supply 

chain management that requires companies to re-think the management and design of their 

supply chain. It represents a new stage of development in SCM. For a more defined 

definition of SCM 4.0: SCM 4.0 is the improvement of a supply chains reverse logistics, 

consumption, distribution, production, design, and planning using industry 4.0 technologies 

(Michael & Emine 2019, 104).  
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Michael & Emine (2019, 104) emphasizes in their write-up that “supply chain 4.0 is here”. 

This implies that SCM 4.0 is at the forefront of supply chain, and it is being widely adopted. 

The writers also highlighted that there is an unequal adaptation of SCM 4.0. They continued 

by stating that industry 4.0 technologies are more likely to be applied to big companies or 

electronic sectors. (Michael & Emine 2019, 104).  

Supply Chain 4.0 is beyond the industry 4.0 technologies, although it entails the deployment 

of modern tools like the Internet of Things (IoT), big data analytics, autonomous robotics, 

and the like. It is more about transforming the supply chain management model from a linear 

model to a more connected supply chain management model. In the linear model, 

information flows from the supplier to producers to distributors to the consumers and back. 

On the other hand, in the more integrated model, information flows from all directions of 

the supply chain. The end effect of this new model, the more integrated supply chain model 

is a more responsive supply chain (Michael & Emine 2019, 104).  

Firms can enhance productivity, product quality, profitability, and performance with the use 

of supply chain 4.0. Supply chain management 4.0 influences the ability to track both 

financial and products information. 

1.2  Research questions 

As discussed earlier, the implementation of industry 4.0 technologies like the internet of 

things, big data analysis, machine learning, and other industry 4.0 technologies is 

restructuring the supply chain from a linear one where information flows from suppliers to 

producers to distributors, to customers and then back, to a more integrated supply chain were 

information flows from different directions. The impact of industry 4.0 on the length of 

supply chain is uncertain, it can either lengthen the supply chain or shorten the length of the 

supply chain.  

Implementing industry 4.0 in supply chain management can encourage companies to reshore 

or offshore their manufacturing and production, thus reduce or in the case of offshoring 

increasing opportunities for countries to participate in global value chains (GVC) (Michael 

& Emine 2019, 103). Due to uncertainties like the aforementioned, this study seeks to 

examine the role industry 4.0 technologies play in supply chain management. The purpose 
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of this question is to understand the role the implementation of these technologies on supply 

chain management.  

Another aim of this study is to explore the most relevant industry 4.0 technologies in supply 

chain. The purpose of this is to enable the recommendation of certain industry 4.0 

technologies to supply management companies and companies that are planning to 

implement industry 4.0 into their company’s supply chain. This reduces cost and time of 

research. Lastly, as a sub question, this research aims to answer the question, what are the 

challenges to implementing industry 4.0 in supply chain management?  

 

Table 1. Research questions  

 

1.3  Research framework and definition of key concepts 

This thesis is structured as follows: Introduction, theory: the theory part includes role of 

industry 4.0 in supply chain, relevant industry 4.0 technologies to supply chain and steps to 

supply chain 4.0. The next chapters are the methodology, empirical study, and conclusion. 

The study starts by introducing industry 4.0 as that is the basis of this study, then supply 

chain and supply chain 4.0 is briefly discussed. The next chapter goes deeper into the role of 

industry 4.0 technologies in supply chain management. This section also covers the relevant 

industry 4.0 technologies in supply chain management and the challenges to implementing 

them. The next chapter, being the methodology, presents the method of research and data 

collecting. The empirical chapter shows the findings of the empirical study. Finally, the 

study is concluded with discussions based on the finding and theoretical study.  

This research is based on theoretical study and empirical study. The theoretical aspect 

examines pre-existing studies on the topic to help understand the topic. The empirical 

Main Q1 What are the challenges to implementing industry 4.0 technologies in 

supply chain? 

Sub Q1 What are the industry 4.0 technologies in supply chain? 

Sub Q2 What are the roles of industry 4.0 technologies in supply chain? 
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research is carried out using qualitative research method. This research method was 

particularly chosen to gather in-depth insight of the topic and to understand the concept of 

the topic profoundly from real life experiences. Recommendations are also presented. 

Figure 1. below presents the framework of this thesis.  

 

  

Figure 1. Research framework  

1.3.1  Industry 4.0 

Industry 4.0 can be described in many ways. Industry 4.0 refers to the medium of automation 

and data exchange which encourages efficiency using the most advanced technologies like 

Artificial intelligence, robotics, Internet of things (IOT) and many more. These technologies 

are referred to as industry 4.0 technologies. Industry 4.0 capacitates the automation of 

supply, production, and delivery of goods and services which can function with minimum 

human intervention. (Barreto, Amaral, & Pereira 2017). Rajae, Mohammed, Mohamed, 

Kenza, & Said (2021, 829) simply defined industry 4.0 as 
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 "The integration of modern technologies to achieve automation and control manufacturing."  

 

1.3.2  Supply chain management (SCM) 

Supply chain management can be defined in many terms because of its versatility. To some 

people, supply chain management can be defined as the management of the supply chain, 

while to some, the supply chain includes the management of the supplier base. Some other 

sets of people view supply chain management as value chain integration. Lauren & 

Jayashankar (2015,3) defined supply chain management as the efficient management of a 

supply process from when the product or service is being designed to when consumed and 

disposed of by the consumer. This end-to-end process usually includes planning, 

procurement, product design, distribution, etcetera.   

According to jack (2004, 6), supply chain management is the integration and execution of 

all supply chain business processes and activities while simultaneously fulfilling the 

requirements of the supply chain stakeholders, for example, consumers, Government, 

etcetera. To better understand supply chain management, the meaning of supply chain needs 

to be highlighted. The supply chain, from a process view as opposed to the traditional cycle 

view, is a series of processes that takes place between and within several supply chain stages. 

These processes aim to fulfil the final consumer and customer requirements. (Jack 2004, 2). 

The supply chain is more than the supplier, manufacturers, and customers. It includes 

product design and development, marketing, transportation, finance, operations, customer 

service, etcetera. 

1.3.3  Supply chain 4.0 

Supply chain 4.0 integrates supply chain management elements with industry 4.0 

technologies. Supply chain 4.0 came about because of the need to cope with demand 

fluctuation, disturbances, and uncertainties (Khan, Schaefer & Milisavljevic-Syed 2022, 9). 

Supply chain 4.0 is also known as smart supply chain or digital supply chain. As supply 

chain becomes smarter and digitalised, there is improved visibility which brings about clarity 

within the supply chain network.  
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2  Industry 4.0 in supply chain management   

Enabling industry 4.0 technologies in supply chain management is expected to result in a 

highly integrated supply chain and better information sharing and transparency. Industry 4.0 

is currently happening especially in the supply chain sector. It depicts the trend of data 

exchange, automation, and artificial intelligence among other industry 4.0 technologies in 

supply management.  

Industry 4.0 in supply chain management captures the application of internet of things, 

advanced robotics, analytics of big data and other industry 4.0 technologies. This study 

explores the impact of industry 4.0 application in supply chain management. The study of 

this topic is essential to highlight the role of industry 4.0 in supply chain management and 

to highlight the most relevant industry 4.0 technologies in supply chain management as well 

as to provide recommendations to supply chain management companies on what industry 

4.0 technologies to adopt.  

In the past few years, the conceptualization of industry 4.0 has rapidly developed, and it has 

become a widely discussed topic across different sectors. Industry 4.0, the fourth industrial 

revolution, is characterized by the introduction of smart machines, production facilities, the 

internet of things, storage systems, and many more intelligent technologies that can 

exchange information autonomously without the involvement of humans.  

One common approach to Industry 4.0 is to present it as a set of technologies that have 

emerged or are emerging in the twenty-first century (see figure 2. below). One of the major 

features of industry 4.0 is the Internet of things (IoT). IoT has enabled the rapid exchange of 

information, which supports the integration, digitalization, and virtualization of 

manufacturing design, supply processes, production processes, and much more. Industry 4.0 

brings the manufacturing system to a higher level but does not stop there; it also brings the 

supply chain system to a more integrated level. 
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Figure 2. Emerging industrial revolution (Michael & Emine 2019, 105) 

A digital supply chain is not only interconnected, but it also interacts, analyses, and collects 

information to further stimulate profound actions. Industry 4.0 has changed and will continue 

to change how supply chains are managed, operated and designed. (Hofman, Sternberg, 

Chen, Pflaum, Prockl 945, 2019). Despite the change industry 4.0 has brought to supply 

chain, there is still a meagre of research on the role of industry 4.0 on supply chain 

management (Holmström and Partanen 3, 2014).  

Industry 4.0 as a term, was first used at the Hannover Messe 2011 which emanated from a 

project by the German Government. The goal of the project was to promote the digitalization 

of manufacturing. This study is imperative to the understanding of the concept of industry 

4.0, the technologies of industry 4.0, and their impact on supply chain management. This 

section gives insight into the technologies of industry 4.0.   

Industry 4.0 involves the integration and connection of physical assets and digital 

technologies in a cyber-physical system (CPS) also known as intelligent system and through 

internet of things (Ghadge, Kara, Moradlou, & Goswami 2020, 3). In Industry 4.0 a myriad 

of modern technologies is integrated to achieve automation and seamless integration which 

has expedited changes to supply processes, production operations, manufacturing, and other 

sectors through interconnected components, people, and machines.  
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Industry 4.0 consists of automated systems that optimize the speed of manufacturing, 

customization, agility, and service operations by collating data from various devices, tools, 

and sensors (Deloitte 2014, 5). These are the essence of industry 4.0. The implementation 

and collaboration of digital technologies like IoT, CPS, advanced robotics, big data, and 

other innovative technologies in supply chain management facilitate the transformation of 

traditional supply chain management systems into intelligent supply chain management 

systems.  

Figure 3. below shows the key technologies of industry 4.0. In supply chain management, 

the utilization of these technologies allows for the development of intelligent supply chain 

processes and can be of great benefits like real-time data analysis, autonomous monitoring, 

increased visibility, and so on (Ghadge et. al 2020, 4). 

 

 

Figure 3. Key technologies of industry 4.0 (Saturno, Pertel, Deschamps & Eduardo 2018, 3) 

. 
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3  Role of industry 4.0 in supply chain 

Disruptive innovations are currently changing the direction of many sectors and their 

business model. The supply chain sector is not excluded in this change. This study views 

supply chain management and supply chain from the process perspective. As a reminder, 

this study aims to determine the challenges of industry 4.0 on supply chain management. 

Supply chain management from the process view contains several stages and processes, 

highlighting that a company belongs to at least one supply chain with multiple suppliers and 

consumers. Because of their complex supply chain, most supply chain managers would 

search for methods to ensure a well-coordinated, integrated, effective, and agile supply 

chain.  

Industry 4.0 also known as the fourth industrial revolution impacts the supply chain 

management through increased digitalised process and proliferating growth of sensible data 

(Hans-Christian, Burak & Tamer 2015, 31). To better understand the role industry 4.0 has 

on supply chain management, it is beneficial to understand the role and impact of industry 

4.0 on the building blocks of SCM. There are six elements of the traditional supply chain 

according to the Chartered Institute of Procurement and Supply (CIPS 2022): Planning, 

Procurement, Delivery and logistics, Manufacturing, Demand and Inventory, and Returning. 

The returning component will not be explored in this study due to lack of sufficient scientific 

literature and industry data.  

3.1  Planning 

Supply chain planning is the process of planning the supply chain to optimize the delivery 

of good, services and information from supplier to consumers. It determines the best way to 

balance supply and demand. These days, supply chain planning systems must be able to deal 

with the complexities that come with a dynamic and ever-changing world. According to 

Destino, Fischker, Müllerklein, and Trautwein (2022) most businesses still use outdated 

manual systems as depicted from a survey carried out by Mckinsey & Company, 73% of 

supply chain enterprises still use spreadsheet for their planning, and 53% use SAP. (Destino 

et al. 2022) 
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Integrating industry 4.0 technologies into supply chain planning systems will make the 

supply chain planning more efficient. According to the survey carried out by McKinsey & 

Company, 60% of the supply chain managers plan to implement AI (Artificial Intelligence) 

based method in the future. AI is one of the industry 4.0 technologies. (Khan et al. 2022, 10). 

3.2  Procurement 

Procurement is an important aspect of the supply chain management process. Procurement 

managers and supply chain managers are consistently on the lookout for methods to improve 

the way materials are sourced, to improve collaboration with suppliers and to become more 

effective in the supplier risk management. Procurement is focused on strategic decisions, it 

also involves collecting, analysing and processing sourcing data to support an organisation’s 

supply chain. Integrating industry 4.0 technologies into procurement, transforms 

procurement function to being digital and more connected. Procurement managers can 

monitor the procurement process in real-time (Leverick 1995).   

According to a survey conducted by Forester (2019, 4) most procurement leaders rate their 

digital procurement maturity as high and advanced. Unfortunately, the same studies show 

that only 12% of those procurement systems are truly advanced. Figure 4. below visualises 

the result of the survey. Leverick (1995) mentioned that procurement must undergo digital 

transformation on the same pace as planning and logistics.  
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Figure 4. Self-Perceived Maturity Vs. Actual Maturity (Forrester 2019, 4) 

 

Integrating industry 4.0 technologies into procurement systems enables data from suppliers 

to be connected automatically to other supply chain touchpoints (Leverick 2020).  

3.3  Delivery and logistics 

Incorporating industry 4.0 technologies into logistics processes results to smart logistics 

(Khan et al. 2022, 12). Smart logistics enables the quick and efficient movement of products 

along the supply chain to meet customers’ demand through interaction between objects and 

human beings. Digitalization in logistics certainly inspires and forces innovation in the 

logistics operations which can in one way or another lead to effective and more real customer 

relations (Izabela 2018, 130).  

Khan et al. (2022, 12) points out that the use of drone technology in logistics has recently 

gained popularity among major logistics companies. The drone technology is big part of the 

Industrial internet of things (IIoT) - one of the industry 4.0 technologies. Logistics 

companies like Amazon and UPS have adopted the use of drone technologies into their 

logistics processes. A detailed list of SCM and logistics companies that have adopted the use 

of drones can be seen in Rajeb A, Rajeb K, Simske & Treiblmaier’s (2021, 1-24) article. 

3.4  Manufacturing  

Manufacturing is at the hearth of supply chain processes, it involves transforming the raw 

materials into a finished product, in some cases, into another unfinished product using 

labour, machinery or other external forces. Adopting industry 4.0 technologies into 

manufacturing results in smart factory or smart manufacturing. The smart factory is highly 

digitalized and connected. Smart manufacturing enables the connection, monitoring, and 

exchange of information for better manufacturing results, better function, and shorter lead 

time. (Khan et al. 2022, 11).  

Mittal, Khan, Romero, & Wuest (2019, 3) mentioned in their article that there are four steps 

towards achieving smart manufacturing: establishment of a forum where the problems can 
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be defined, development of cyber-platforms, sharing of data and finally introducing smart 

manufacturing friendly policies. There are no set technologies and enabling factors required 

to achieve smart manufacturing. The requirements differ for different smart manufacturing 

systems. For example, the requirements and industry 4.0 technologies needed by continuous 

manufacturing systems would differ from that needed by flexible manufacturing systems. 

(Mittal et al. 2019, 3). Some of the industry 4.0 technologies used to achieve smart 

manufacturing are cyber security, big data, IoT, IIoT and so on.  

3.5  Demand and inventory (Warehousing)  

Industry 4.0 plays the significant role of allowing efficient inventory control in inventory 

management by predicting real-time demand. The result of employing industry 4.0 

technologies in inventory management results in warehousing 4.0 or smart warehouse 

(Kembro & Norrman 2022, 109). There is no specific definition of smart warehousing, but 

it has generally been described in terms of automation technologies that makes warehouse 

systems smarter such as autonomous robots that perform most warehouse activities and 

information systems that track movement of objects in a warehouse. 

With the ever-changing customer demand, the supply chain must forecast future demand 

accurately and strike a balance between inventory levels and meeting customer needs 

without creating a shortage or surplus. This highlights the importance of industry 4.0 

technology’s role in inventory management. Additionally, the COVID-19 has inflamed the 

significance of consumer demand management (Khan et al. 2022, 10).  

The most common industry 4.0 technology used in inventory management is Artificial 

intelligence (AI) and data science technology. Unlike the traditional inventory management, 

AI methods can provide extremely accurate demand predictions. When an industry 4.0 

technology, for example, AI is adopted into inventory management, it becomes more agile 

responsive and highly automated. Alibaba is an example of a company who has adopted 

industry 4.0 technologies like AI and smart Robotics into its warehousing and this has 

improved Alibaba’s efficiency and efficacy (Kembro & Norrman 2022, 111).  

Warehousing is undergoing rapid changes due to fluctuations in customers demand and 

service requirements influencing the demand for smart warehouses which are warehouses 
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that would adopt industry 4.0 technologies. Additionally, there is a prediction that industry 

4.0 technologies would be adopted into warehousing or inventory management in the coming 

years (Khan et al. 2022, 10). Figure 5. shows the planned adoption rate for some industry 

4.0 technologies into warehousing.  

 

 

 

Figure 5. Planned adoption rate of industry 4.0 technologies (Khan et al. 2022, 10).  
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4  Industry 4.0 technologies for supply chain management 

This chapter aims to identify and understand specific industry 4.0 technologies that are 

important to the supply chain sector. Industry 4.0 is transforming how businesses including 

supply chain companies, manufacture, improve, and distribute their products. Supply chain 

companies are incorporating industry 4.0 technologies such as the Internet of Things (IoT), 

cloud computing, and Artificial intelligence (AI), machine learning and possibly other 

technologies into their supply chain facilities and operations (Frederico, Garza-Reyes, 

Anosike, & Kumar 2019, 19). It is important to identify the industry 4.0 technologies used 

in supply chain to enable recommendations to supply chain companies that are planning to 

adopt industry 4.0 into their operations.  

4.1  Big data 

According to Gartner (2012) Big data is defined as:  

“High-volume, high-velocity and/or high-variety information assets that demand cost-

effective, innovative forms of information processing that enable enhanced insight, decision 

making, and process automation”. (“Definition of Big Data - IT Glossary | Gartner”)  

Big data facilitates the use of huge amount of data to improve efficiency and productivity of 

supply chains, hence, it is vastly relevant to supply chain. Big data analysis enables supply 

chain managers or supply chain analyst to get values from large volume of data to enhance 

supply chain flexibility, responsiveness, agility, and performance of the supply process. 

(Ghadge et. al 2020, 4). The collection and evaluation of data from various systems is 

becoming the criterion to enable real-time based decision making.  

There has been vast increase of technology adoption across supply chain entities, hence, the 

amount of data generated is rapidly increasing. Until the use of information technology in 

the supply chain, the information flow was documented using off-line documents, the 

considerable proportion of the information flow associated with the material flow is now 

documented as digitally structured data. With the scope of Supply Chain now global, the 

quantity of data collected from its various processes and the rate at which it is generated can 

be classified as Big Data. (Mohamed, Pranav, Rachit, & Aniket 2018, 419). Big data 
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analytics is used in supply chain for the purpose of solving prevailing problems that cannot 

be solved using traditional techniques, additionally, big data is used to manage the increasing 

complexity in supply chain.  

4.2  Internet of things (IoT) 

The Internet of things is a centrally controlled system that interacts and communicates with 

the internet, software, and sensors to exchange data between several systems and equipment. 

At the industry level, IoT is known as Industrial Internet of Things (IIoT) and works by 

connecting devices to the internet to make them smarter, safer, and more efficient. IIoT using 

sensors enables real-time traceability and tracking of equipment and/or machines thus, 

transmitting data that can be used for data analysis or simply displaying device status. 

(Koskin & Nguyen 2021, 20).  

Supply chain companies benefit greatly by implementing IIoT. Coherent cross-company 

collaboration through IIoT effectuates automated value chains which subsequently lead to a 

more functional supply chain process. Tracking of goods movement, monitoring, data 

collection, and partner communication are some of the main reasons IoT is widely adopted 

in supply chain companies (De Vass, Shee, & Miah 2020, 2). IoT is characterised by 

autonomous, sensor based, and self-regulating. Employing IoT into supply chain results in 

digitalised supply chain which is an effective method companies facing challenges due to 

lack of information flow and increased flow of goods.  

An important characteristic of IoT is real-time tracking as mentioned earlier. The Radio 

frequency identification (RFID)-a technology associated with IoTs, improves the exchange 

of real-time data regarding the product location and the transportation situation. Partners 

within the supply chain can access information and will be alerted they are then able to 

practice quality control using the data shared by the RFID and other IoTs technologies. This 

improves decision making and improves the accuracy of delivery forecast (Gerami & Sarihi 

2020, 24).  

There are several ways IoT improves supply chain when employed, however, Lee (2016) in 

their writeup has distinctively identified nine ways IoT improves supply chain when 

employed, which are:  
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• Predictive maintenance 

• Supply chain transparency and visibility 

• Efficiency of supply chain operations 

• Risk management 

• Proactive replenishment 

• Product development 

• Improve fleet and transportation management. 

• Production management 

IoT in supply chain and other sectors enables uniquely identifiable smart objects to be 

seamlessly interconnected. IoT have modified the supply chain sector and has become a 

highly relevant industry 4.0 technology. Figure 6. below visualizes what a connected supply 

chain using IoT might look like.  

 

 

Figure 6. IoT connected supply chain (Shah 2021) 

4.3  Autonomous Robots  

Nowadays, numerous sectors employ advanced robotics, including e-commerce, logistics, 

manufacturing, supply chain, and many more. (Dematriou 2011, 2). Robots have qualities 
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that make them an essential part of industry 4.0 and the autonomous process. They can now 

interact and work safely with operators, which is a significant improvement from when they 

first came into play in 1954. They had the simple task of lifting pallets. Today, there has 

been a substantial increase in robotics technology demand due to increased popularity and 

understanding of advanced robotics benefits.  

Simply put, autonomous robots are designed to perform tasks with little to no human 

interaction or intervention, they can learn from their operations and surrounding using AI 

and they can make decisions independently. Supply chain companies benefits by adopting 

autonomous robots into their operations. The use of autonomous robots in supply chain adds 

immense value by lowering direct and indirect operating costs while increasing revenue 

(Deloitte 2017, 4). Additionally, supply chain companies that adopt autonomous robots has 

seen a significant reduction in their labour cost. Autonomous robots can work around the 

clock without getting tired. Some article refers to a supply chains that adopt autonomous 

robot technology as “autonomous supply chain.”  

 The autonomous supply chain is very much existing (Steve 2020). Supply chain managers 

deploy autonomous robots and drones into their warehouse for inventory management, and 

efficiency in picking and delivering orders. In recent years, last mile delivery has seen an 

adoption of autonomous robots which has resulted in autonomous delivery bots and cars 

operating in cities and other places. An example of this is starship - a company that produces 

self-driving delivery bots (Pärnamaa 2018).  

Supply chain companies are increasingly employing autonomous robots as the robot 

configuration and implementation are becoming faster and easier than ever before due to 

technology advancement. Models of learning are becoming increasingly straightforward, 

with any operator or employee able to "train" an autonomous robot in minutes or hours 

(Deloitte 2017, 5). Generally, autonomous robotics in supply chain improves overall 

efficiency especially when balanced the right labour. Figure 7. below shows the efficiency 

brought about by incorporating autonomous robots in an operation when balanced rightly.  
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Figure 7. Autonomous robots and labour balance (Deloitte 2017, 8). 

4.4  Artificial intelligence (AI) 

AI is a revolutionary technology and science within industry 4.0 and a part of the 

autonomous process. It can pretend human intelligence through voice recognition, image 

recognition, natural language processing, computerized robots, and expert systems (Koskin 

& Nguyen 2021,16). AI works with and analyses a large amount of data to provide 

personalized recommendations based on trends. In supply chain management, AI plays a 

crucial role in automation, considering that any slightest change in the supply chain structure 

can have unforeseen consequences. AI is a part of software engineering that aims to create 

frameworks that can work like humans. Computer-based intelligence depends on human 

insight formed by machines, and it is proliferating within supply chain and logistics. (Shamas 

2020, 4).    

AI within the supply chain sector is used for several functions, including capacity planning 

and demand forecasting, which helps reduce operational costs overall. Artificial intelligence 

acquires data and information trends and then analyses the data to create automated functions 

like sorting and autonomous management of inventory systems. Adopting AI into supply 

chain improves optimization capabilities that is required for accurate capacity planning, 
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optimized operating cost, higher productivity, and greater output while creating a favourable 

working environment. (Jacobs 2022). 

One extremely major area of supply chain that is enhanced by AI is inventory management. 

AI’s ability to handle mass data has proven to be highly effective in inventory management. 

Inventories are standby resources that are necessary to sustain high level of customers’ 

demand, however, they incur significant costs. Min (2010, 20) mentioned in his article that 

the cost of holding one unit of inventory yearly might be 15% to 35% of its product value. 

Consequently, a company’s success in a competitive market is often dependent on its 

capacity to control and plan inventory at the lowest cost possible while keeping inventory 

readily available for customers when needed. The possibility of achieving this is enhanced 

by having precise, real-time insight into potential customer demands, inventory type, 

inventory size and the time needed to fulfil the customers’ order.  AI tools are efficient for 

achieving this due to their powerful conceptual modelling language capable of capturing 

inventory patterns at all levels of the supply chain.   

AI in supply chain management is also used to enhance the purchasing and supply 

management. The make or buy decision is an important aspect of supply chain management, 

it is mainly concerned with the decision whether to produce the goods or service internally 

or to outsource them for better utilization of the company’s resources and focus on its 

speciality (Min 2010, 21). Although the make or buy decision seems clear-cut however, there 

are several “what if” situations that are considered when making the decision, for example, 

how much risk is involved in the production of a new product, what innovative technology 

is needed to produce a new product, does the company’s employee have the skills and 

expertise needed to produce a new product and other so on. In the view of the intricacy of 

the scenario presented in the previous paragraph, recent supply chain managers resort to 

intelligent and automation technologies like AI tools to help make the purchasing decision.  

4.5  Cloud computing 

Cloud computing is a software infrastructure that can be used to store enormous amounts of 

data collected from various systems, devices, sensors, and equipment in the cloud which is 

another term for the internet. Cloud computing uses software middleware to ensure real-time 

access and retrieval of stored data. The main advantages of cloud technology are the ability 
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to use large pools of information technology (IT) resources, and to store data in remote 

servers without the need to have and maintain data centre facilities (Dominik 2022). This 

helps supply chain companies reduce time needed to build and maintain facilities, 

additionally, it improves visibility of the supply chain (Partida 2022). The cloud computing 

technology also supply chain organizations to consolidate all logistics and supply chain 

information into a central unit. Centralised information improves information dissemination 

and sharing in real-time, it also eliminates data silos.  

Some supply chain management (SCM) professionals are leaning towards a hybrid supply 

chain management environment due to some security concerns around cloud computing. 

Hybrid SCM is a cloud computing environment with a mix of on-premises data storage and 

cloud storage. However, the past concerns about data security have been reduced 

substantially in recent years as cloud computing solutions have proven to be extremely 

secure (Dominik 2022). Cloud computing makes it possible to closely track a product life 

cycle in real-time and can notably minimize or eliminate inefficiencies.  

4.6  Cyber security  

With the implementation of industry 4.0, data volume is continuously increasing, hence, 

cyber security becomes more crucial for any company to keep its data safe (Guo, Wang, 

Chen, Liang 2014, 2). With IIoT and IoT there are innumerable number of devices connected 

to each other which will only increase as time goes by. The interconnection between devices 

in a supply chain network or manufacturing makes the supply chain vulnerable to cyber-

attack like DoS (Denial of service) attack. A DoS attack is a type of cyber-attack that disrupts 

a server from serving its clients. On accounts of cyber-attacks, cyber security is an important 

requirement for companies willing to implement industry 4.0 into its organisation including 

supply chain management companies.  

Today’s supply chain is greatly interconnected, this means that a cyber threat to one network 

in the supply chain poses a risk to the entire supply chain. Hence, companies improve their 

supply chain security by ensuring that all network in the supply chain is secured from cyber 

threats by working with partners to implement cyber security solutions. (McAlmont 2022).  
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5  Steps to supply chain 4.0. 

Supply chain 4.0 intrinsically revolutionise the way information flows through the supply 

chain. Traditional supply chain usually link supplier to consumers in a linear way with little 

to no data sharing. While the traditional supply chain model was a successful method for a 

lengthy period of time, the lack of free flow of information delayed the supply chain process 

and limited the supply chain’s visibility. (Michael & Enime 2019, 107). In the integrated 

supply chain ecosystem or supply chain 4.0, changes in information for example customers 

demand can be rapidly accessed, hence, relevant measures can be taken. Figure 8 below 

visualises the difference between traditional supply chain and integrated supply chain.  

 

 

Figure 8. Tradition supply chain model and integrated supply chain ecosystem (Schrauf & 

Philipp 2016, 10). 

 

The supply chain ecosystem is dependent on the industry 4.0 technologies like autonomous 

robots, internet of things (IoT), cloud computing and artificial intelligence (AI) as discussed 

in the earlier part of this thesis. Consequently, companies can respond to and even anticipate 

supply chain disruptions by creating “what-if” scenarios, by fully modelling the supply chain 
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network, and adjusting the supply chain in real-time depending on such factors. Table 2. 

shows the distinctive difference between the traditional supply chain model and the 

digitalised supply chain also known as supply chain 4.0 (Schrauf & Philipp 2016, 10).  

 

Table 2. Traditional supply chain model vs supply chain 4.0 (Schrauf & Philipp 2016, 10).  

 Traditional supply chain Supply chain 4.0 

Transparency Limited view of supply 

chain 

Complete view of the 

supply chain 

Communication Information delayed as it 

moves through each 

organization 

Simultaneous availability of 

information to all supply 

chain network 

Flexibility Distortion of end customers 

demand due to liner 

information flow  

Rapid assessment of end 

customer's demand  

Collaboration Meaningful collaborations 

are obstructed by limited 

visibility of the supply chain 

Natural development of 

collaboration to enhance 

supply chain value  

Responsiveness Unsynchronized responses 

due to different planning 

cycles 

Real-time response across 

all supply chain network  

 

The key to transforming the conventional linear supply chain to the highly interconnected 

digital supply chain also known as supply chain 4.0 is develop a well-structured process to 

implement and integrate the industry 4.0 technologies into the supply chain and to layout the 

required capabilities. Schrauf & Philipp (2016, 30) suggested five steps for transforming the 

traditional supply chain to an integrated supply chain, which are: 

• The company should have a good understanding of its starting position: The first 

steps towards transforming the supply chain to a more digitalised supply chain is to 

examine the company’s maturity level and to identify what areas needs to be 

improved.  
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•  Strategizing: The next step towards digital supply chain is to determine the target 

maturity level and to determine the goals of the company in relative to the areas it 

needs to improve. At this stage, the supply chain vision that bests support the 

company’s overall business strategy is mapped out.  

• Outline the suitable roadmap: After mapping out the strategy to be used, then next 

step is to lay out the necessary implementation steps and to create a detailed roadmap.  

• Implement mini pilots with start to finish scope: Many of the applications that 

characterise the digital supply chain represent a drastic transformation for most 

organisations, so companies should undertake small pilot projects to portray the 

benefits and contribute to the formation of the necessary capabilities. These pilot 

projects should aim to test the end-end flow for a certain chain in contrast to 

implementing numerous technologies in a large scale.  

• Segmented deployment and capability development: The deployment of the industry 

4.0 technologies should start with the supply chain where the benefits are expected 

to be high. This should be done after a successful pilot. After the deployment of the 

technologies, the capabilities required will be observed and developed. (Schrauf, 

Philipp & Grunwald 2017). 

5.1  Challenges in supply chain 4.0  

Introducing industry 4.0 technologies into any supply chain creates digital disruption. While 

digitalising the supply chain has numerous benefits for example, visibility, agility, 

responsiveness and so on, companies lack logical tactics for managing the transition from 

the traditional supply chain to the digitalised supply chain (Mohamed 2018, 259). The 

consequences of poor management are reduced efficiency and direct or indirect monetary 

loss. Enhancing knowledge training, changing the organisational structure, large capital 

investments, and change management are all driving forces of implementing industry 4.0 

into supply chain (Ing, Lee, Chan, Alipal, & Abdul 2019, 1182). Supply chain 4.0 is 

characterised by the development of industry 4.0 technologies like artificial intelligence, 

autonomous robotics, internet of things and so on, this development and innovation requires 

large capital investments. The financial capital supports the transformation towards supply 
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chain 4.0, additionally, financial budget or allocation is also needed for skill enhancement 

towards the new technologies that are being implemented. This is a challenge because most 

company do not have the required capital to support the transformation, or they do not feel 

the need to invest large capital into innovation (Schrauf & Philipp 2016). 

One of the biggest challenges to transforming a supply chain from traditional supply chain 

to supply chain 4.0 is the workforce. Although supply chain 4.0 is highly automated, human 

skill is still needed for organizing the transformation, however, most of the people lack the 

skills that is needed in the digital industry (Ing et al. 2019, 1184). Figure 9 below shows key 

challenges of transforming a supply chain to a digital supply chain or supply chain 4.0 in 

relation to the supply chain elements.  

 

 

Figure 9. Key challenges to supply chain 4.0 (Adapted from (Khan et al. 2022, 13)) 

5.2  Dynamic capabilities for supply chain 4.0 

Transforming the supply chain from a traditional supply chain to supply chain 4.0 or digital 

supply chain is more than just a transformation for supply chain leaders, it is a strategic step 

towards an improved supply chain (Singh and Hess, 2017). These strategic steps come with 

changes, sometimes drastic changes. More than ever, it has become more imperative for 
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firms to adapt to the changes quickly and efficiently. Dynamic capabilities can help 

understand how firms respond to the changes that accompanies digital transformation 

(Warner & Wäger 2019, 2, Culek 2019). In the context of supply chain, dynamic capabilities 

are innovation-based processes that capacitates companies to evolve as changes occur, with 

the end goal of achieving a well performing supply chain.  

Digital transformation is disruptive in nature, owing to that, Warner & Wäger (2019, 4) has 

identified dynamic framework as being a powerful lens of examining digitalization of firms, 

in this case supply chain firms. Dynamic capabilities identify a company’s capacity to 

recognize opportunities and threat, to capitalise on those opportunities and to remain 

competitive through the process (Teece 2007, 1). Some kind of dynamic capabilities require 

firms to integrate their resources like processes, routines and strategic decision making while 

some requires firms to reconfigure their resources for example knowledge transfer and 

collaboration, finally some dynamic capabilities require firms to gain and shed resources 

like knowledge recreation and acquisition (Culek 2019). In the transformation from the 

traditional supply chain to a more digitalised supply chain or supply chain 4.0, some firm 

dynamic capabilities would require the firms to acquire resources like knowledge based of 

what has been discussed in the last chapters.  

5.3  Characteristics of supply chain 4.0  

The digitization of the supply chain enables organizations to address new customers’ 

requirements, challenges, and retain efficiency improvement expectations. Supply chain 4.0 

which is a result of digitalising supply chain, is faster, more flexible, more efficient, and 

highly accurate (Mohammed & Mustafa 2019, 1703). The main characteristics of supply 

chain 4.0 are: 

• Transparency: In supply chain 4.0, due to reliable data, companies have the 

knowledge of where and how their goods are produced. Based on that information, 

the supply chain can be monitored and responded to at the right speed.  

• Free flow of information: In supply chain 4.0 there is simultaneous availability of 

information to all supply chain network. 
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• Meaningful collaboration: Due to the free flow of information, there is natural 

development of collaboration since all supply chain network receives information 

simultaneously. 

• Flexibility: One of the important characteristics of supply chain 4.0 is the rapid 

assessment of the end customers’ demand 

• Responsiveness: In supply chain 4.0 there can be real-time response across all supply 

chain network 

• Interoperability: The industry 4.0 technologies in supply chain 4.0 have the full 

capacity to interact and exchange useful information. (Mohammed & Mustafa 2019, 

1704). 

Organizations gain distinct advantage when they transform their traditional supply chain 

to a digitalised supply chain or supply chain 4.0.  
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6  Methodology 

This chapter presents the empirical part of this research. The previous chapters being the 

theory has given a good pre-understanding on the research topic, therefore, it is 

imperative to carry out an empirical study to validate the research findings in the theory 

section of this research (Imed 2022).  In this chapter, the research method would be 

reviewed and explained, it will explain how the data was gathered and the data will be 

analysed. The reliability and validity of the research will be discussed. This chapter aims 

to explicitly describe the method of the empirical study and justify the reason the 

methods were used.  

6.1  Research methodology  

This research is carried out using qualitative research method. This research method was 

particularly chosen to gather in-depth insight of the topic and to understand the concept of 

the topic profoundly. Qualitative research method aids the understanding of people’s 

experience, and it involves collecting and analysing non-numeric data (Bhandari 2020). This 

study seeks to understand the challenges of industry 4.0 in supply chain. In addition to the 

theoretical background, carrying out qualitative research helps understand the perspectives 

of people on the role and challenges of industry 4.0 in supply chain, additionally, it helps to 

understand their experience in implementing the industry 4.0 technologies in their respective 

industries and companies either directly or indirectly. This study was done as exploratory 

research, and it will compare the theory against real-life case companies. The theoretical 

aspect was based on existing research and previous studies on the topic and relating to topics 

like industry 4.0, supply chain 4.0, digitalization, artificial intelligence and so on to 

understand the role and challenges of industry 4.0 in supply chain. The theorical study 

narrowed down to the industry 4.0 technologies used in supply chain to better understand 

what role they play in supply chain. Industry 4.0 in relative to supply chain is a relatively 

new topic to be explored therefore different studies needed to be combined to gain good 

understanding and result of the topic.  



39 

 

The empirical aspect of this study was based on a survey conducted on Finland based 

companies, the questionnaires were answered by randomly selected employees of these 

companies whose title are relevant to this study. Finland was chosen as a choice of company 

for two reasons, one, there has been little to no research conducted about this topic on Finland 

based companies even though Finland is well known for being proactive in adopting digital 

processes into its business processes, this being the second reason Finland based companies 

are the choice of company to research on – Finland is well known for being proactive in 

adopting digital processes into its business process (Hallikas, Immonen & Brax 2021, 21). 

Additionally, according to the world digital competitiveness ranking by (IMD 2022), Finland 

ranks the seventh place in the world which makes Finland’s supply chain industry an 

excellent choice of research.  

The sample companies that were chosen for this study were randomly chosen from different 

industries. This study will benefit from having differs industry because it allows for wide-

spread view of the supply chain sector in Finland. The industries included in this study are 

supply chain and retail planning, retail, Manufacturing, Fashion retail, Music technology. 

Data for the study was collected through survey and the survey instrument, being a 

questionnaire, was thoughtfully selected because questionnaires particularly effective for 

achieving comprehensive results (Cint, 2022). The questionnaire was an online survey using 

the survey monkey system.  

The questions in the questionnaire were based on the most relevant concept of the theoretical 

aspect of this study. For free expression of opinion and experience, the survey contained 4 

open ended questions out of 10 questions. Some of these questions were not mandatory 

which meant that the respondents could overpass them according to their discretion. The 

survey respondents represented the view of the company they currently work at, which was 

undisclosed. The respondent’s function in their company were 2 supply chain specialists, 2 

Inventory manager, 1 demand planner, 2 internal purchasing manager, 1 material manager, 

1 purchasing assistant, 1 procurement manager, 2 products manager. The functions of the 

respondents are balanced, which contributes to having a diverse point of view. This research 

used 12 sample companies which meant the complexity of the research was low therefore 

analysis was done using the survey monkey platform. Clarke & Broun (2013) mentioned in 

their book that the recommended sample size for qualitative study is 12, hence, the 12 sample 

companies were deemed sufficient for this study. However, there is full awareness that this 
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study would gain limitation as the result of the research cannot be generalised. The 

questionnaire also touched on the role and industry of the respondents. This was important 

because it helped apprehend the perspective of the respondents. 

6.2  Reliability and validity 

Ensuring the quality of a research is a researcher’s ethical responsibility (Middleton 2019). 

Reliability and validity are about the consistency of a measure and the accuracy of a measure, 

respectively. Adams, Khan & Raeside (2014, 21) highlighted in their article that the 

researcher ought to be objective with the research result even if they are not consistent with 

the desired results.  

The participants of the survey were chosen randomly from different companies and different 

industries. If this research were to be repeated using the same participants and their current 

company under identical condition like period, the result will be quite the same. Therefore, 

this research is reliable. The contents of the questionnaire were set objectively based on the 

concept of this study and the participants answered anonymously which gave room for 

complete honesty on both sides: the researcher and participants.  
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7  Research findings  

Regarding the respondent’s general knowledge of industry 4.0, the result of the questionnaire 

shows that 9 of the respondents have a good knowledge of industry 4.0 while 2 of the 

respondents have not heard about industry 4.0, 1 of the respondents indicated that they have 

an idea of what industry 4.0 is but they are not sure about what it is. The purpose of this is 

to understand the respondent knowledge of industry 4.0 and that they can relate industry 4.0 

to supply chain since they already have good knowledge of the supply chain sector. Figure 

10. below visualises the respondents’ responses. 

 

Figure 10. Have you heard about industry 4.0? 

 

Another key point of the questionnaire was to understand which of the industry 4.0 

technologies for supply chain the respondents are familiar with. Figure 11. below illustrates 

the result of the question. The results shows that majority of the respondents are familiar 

with at least one of the industry 4.0 technologies that are relevant to supply chain. The 

industry 4.0 technologies relevant to supply chain was determined in the theoretical study 

from previous research and relevant studies. The result also highlighted that AI, and cyber 
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security are the most familiar industry 4.0 technologies used in supply chain to the 

respondents.   

 

 

Figure 11. Which of the industry 4.0 technologies are you familiar with?  

 

Regarding the implementation of industry 4.0 technologies in the respondents’ respective 

companies, 10 of respondents indicated that the company they are representing have already 

implemented at least one industry 4.0 technology into its supply chain while 1 of respondents 

indicated that the company, they represent are about to implement one of the industry 4.0 

technologies into its supply chain. 1 of the respondents indicated that the company they are 

representing have not implemented any of the industry 4.0 technologies relevant to supply 

chain neither is the company about the implement it. Figure 12 below visualises the result. 

The result indicates that most companies regardless of the industry have implemented at 

least one industry 4.0 technology into their supply chain.  
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Figure 12. Have your company implemented any of the industry 4.0 technologies mentioned 

above?  

Cyber security and artificial intelligence are the most implemented industry 4.0 technology 

in supply chain according to the result of the survey and autonomous robots was found to be 

the least implemented industry 4.0 technology in supply chain with just 4 of respondents 

indicating that it has been implemented in the company they represent, or it will be 

implemented. Figure 13 below shows the result from the survey. 

 

Figure 13. Which of these industry 4.0 technologies have been or will be implemented in 

your company  
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Determining the role of industry 4.0 technology in supply chain is also an important aim of 

this study. From this research, it was found that industry 4.0 play a noticeable role in supply 

chain with 9 of respondents indicating that they visibly notice the role of the industry 4.0 

technologies that have been implemented in their supply chain. However, some 2 of the 

respondents indicated that they have not noticed the role industry 4.0 in their supply chain 

and 1 of the respondents indicating that industry 4.0 has not played any role in the company 

they represent. Figure 14. below visualises the result of the finding.  

 

Figure 14. Has industry 4.0 played any role in your company’s supply chain?  

 

Understanding the specific roles industry 4.0 technologies play in supply chain is also an 

important aim for this research. The target question to help find out the role of industry 4.0 

in supply chain was an open-end question for free expression. The respondents’ answers are 

categorised into free and faster flow of communication, improved flexibility, analytical 

support, and decision making, improved responsiveness, improved customer service and 

transparency. This finding aligns with the findings of the theoretical study. Table 3 below 

shows the respondents response about the specific role of industry 4.0 in their supply chain 

according to the categories mentioned above.  
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Table 3. Role of industry 4.0 on supply chain  

Category  Respondents’ 

response 

Number of 

respondents  

Respondents’ 

response 

percentage 

Free and faster flow 

of communication 

• Great 

information 

flow 

• Easy and 

quick flow of 

information 

 

2 20% 

Improved flexibility • More agile 

supply chain 

 

1 10% 

Analytical support 

and decision 

making 

• Integrated 

and 

centralised 

data  

• Improve raw 

material 

flow. 

• Decision 

making 

support 

 

3 

30% 

Improved 

responsiveness 

• Faster 

processing of 

demand (2X) 

• More 

autonomous 

supply chain  

3 30% 

Improved customer 

service and 

transparency 

• Improve 

customer 

service 

1 10% 
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From the table above, it is depicted that 2 of the respondents recognises that the role of 

industry 4.0 in supply chain is free and faster flow of communications. 1 of respondents 

indicated that the role of industry 4.0 in supply chain is improved flexibility and 3 of the 

respondents indicated that analytical support and decision making is the role of industry 4.0 

on supply chain. 3 of the respondents identified improved responsiveness as the role of 

industry 4.0 in supply chain. Finally, 1 of respondents identified improved customer service 

and transparency as the role of industry 4.0 in supply chain.  

Lastly, the most important aim of this research is to find out the challenges in implementing 

industry 4.0 technologies into supply chain. The biggest challenge to implementing industry 

4.0 into supply chain was identified as the lack of well laid out road map for the transition 

with 5 of respondent identifying this as a challenge. Some 4 of respondents indicated that 

there has not been any challenge in the implementation of industry 4.0 into their company’s 

supply chain. 4 of respondents indicated that the high cost of implementing industry 4.0 into 

their supply chain has been a challenge. 3 of the respondents indicated that the lack of skill 

for the new technology has been a challenge to the implementation of industry 4.0 

technology into their company’s supply chain and 1 of the respondents indicated that coping 

with organizational changes has been the challenge of implementing industry 4.0 into their 

supply chain. Figure 15 below visualises the result of the finding.  

 

 

Figure 15. Has there been any challenges to the implementation of industry 4.0 technologies? 
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The last part of the questionnaire was a non-mandatory question, which means the 

respondents could skip it. It aimed to collect recommendation for supply chain companies 

that are looking to implement industry 4.0 technologies into their supply chain. This aspect 

would be discussed further in the discussion chapter.  
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8  Discussion and Conclusions 

This thesis presented a theoretical study of the role of industry 4.0 on supply chain. There 

was no time limitation on the past studies used for the theoretical study. However, in the 

case where there was a recent study on a topic, the recent study was used rather than an older 

date. After the theoretical study, a theoretical study was carried out. The empirical study was 

conducted through survey. This chapter concludes what was depicted from the survey and 

how it aligns with the theoretical finding and what it means for real life companies. This 

chapter will address the limitations and it will answer the research questions. 

The empirical findings from the questionnaire corroborated most part of the theoretical 

findings. The roles of industry 4.0 in supply chain were discussed quite similarly in both the 

theoretical and empirical aspects of this study, notwithstanding that the question that 

addressed the role of industry 4.0 in supply chain in the questionnaire was an open-end 

question for the sake of free expression. Both the theory and questionnaire response depicted 

that free and faster flow of communication, improved flexibility, analytical support, and 

decision making, improved responsiveness and improved customer service and transparency 

are the roles of industry 4.0 in supply chain. Leverick (1995) stated in their writeup that one 

of the roles of industry 4.0 in supply chain analytical support and improved decision making 

which aligns with the empirical finding. The finding of the role of industry 4.0 in supply 

chain was achieved from the perspective of the industry 4.0 technologies used in supply 

chain in both the theoretical study and empirical study. Although the respondents have 

different viewpoints as they are from different industries, their responses were similar which 

shows that regardless of the industry, the role of industry 4.0 in a company’s supply chain is 

quite similar. Some of the industries of the respondents are Hospitality, retail, energy 

industry, supply chain and so on.  

Most companies have already implemented at least one industry 4.0 technology into their 

supply chain. This was difficult to depict from the theoretical study however, it was indicated 

in the survey finding. Only a few percentages of companies have not implemented industry 

4.0 into its company’s supply chain. The relevant industry 4.0 technologies to supply chain 

indicated in the theoretical study, (De vass et al. 2020, 2) was agreed on by the respondents 

in the empirical study.  
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Cyber security and AI have been identified as the most adopted industry 4.0 technology in 

the respondent’s company’s supply chain. With the new era of digitalisation, data volume is 

continuously increasing, and consequently, data theft. Hence, cyber security becomes more 

crucial for any company to keep its data safe (Guo et al. 2014, 2). Cyber security is an 

important industry 4.0 technology to implement for companies willing to implement industry 

4.0 into its organisation most especially supply chain management companies. This is 

because supply chain is highly interconnected, therefore, a cyber threat to one network in 

the supply chain poses a risk to the entire supply chain. In supply chain, AI plays a crucial 

role in automation, considering that any slightest change in the supply chain structure can 

have unforeseen consequences (Perviz 2020, 4). AI within the supply chain is used for 

several functions, including capacity planning and demand forecasting, which helps reduce 

operational costs eventually.  

Both in the empirical and theoretical study, it is found that there are some challenges of 

implementing industry 4.0 technologies into supply chain. While digitalising the supply 

chain has numerous benefits for example, visibility, agility, responsiveness and so on, 

companies lack logical tactics for managing the transition from the traditional supply chain 

to the digitalised supply chain (Mohamed 2018, 259). The respondents of the questionnaire 

indicated that lack of well laid out road map for the transition is the biggest challenge to 

implementing industry 4.0 into their company’s supply chain. The consequences of poor 

management are reduced efficiency and direct or indirect monetary loss. One of the aims of 

this study is to highlight these challenges so that companies that are looking to implement 

industry 4.0 into their company’s supply chain can address them early enough.  

The respondents had some recommendation for companies that are looking to implement 

industry 4.0 into their supply chain. Ensure fluidity for organizational structural changes and 

compatibility of the technology for future development and transitions, said one of the 

respondents. Adopting a more fluid approach to companies’ structure would capacitate the 

companies’ successful transition from the traditional supply chain to a more digitalised 

supply chain. Another respondent recommended that any company that is looking to adopt 

industry 4.0 technologies into its supply chain should invest in training the existing workers 

for the new technologies and if necessary, hire new workers equipped with the skills for the 

new technology. This is especially an important recommendation because one of the 

challenges to supply chain 4.0 is the lack of skills for the new technologies. During the 



50 

 

process of implementing the technologies, companies should already start training its 

workers to understand the working of the technologies to avoid lack of skilled workers. 

Another important recommendation given by the respondents is to have a well laid-out plan 

on how to transition to supply chain 4.0 before implementing the technologies. A common 

mistakes companies make as seen in the findings from the theoretical study and the empirical 

study is that they do not have a well laid out plan for the transition. This was also the highest 

challenge to supply chain 4.0 from the empirical finding.  

The questions of this thesis have been answered one way or the other throughout this study, 

nonetheless, Tables 5. below shows the answer to the research question clearly.   
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Table 5. Research questions and answers   

Main Q1 What are the challenges of implementing 

industry 4.0 technologies in supply chain? 

• Excessive cost 

• Lack of well laid out 

road map for the 

transition. 

• Lack of skill for the 

new technologies  

•  

Sub Q1 What are the industry 4.0 technologies in 

supply chain? 

• Big data 

• Internet of things 

(IoT) 

• Autonomous robots  

• Artificial 

intelligence (AI) 

• Cloud computing 

• Cyber security 

Sub Q2 What are the roles of industry 4.0 

technologies in supply chain? 

• Free and faster flow of 

communication 

• Improved flexibility 

• Analytical support and 

decision making 

• Improved 

responsiveness 

• Improved customer 

service and 

transparency 

 

To conclude, the implementation of industry 4.0 into any company’s supply chain brings 

about supply chain 4.0. The role of these technologies in the supply chain are highly 

beneficial and helps to improve the supply chain. However, without proper preparation, there 

can be challenges to supply chain 4.0. This study also determined the industry 4.0 

technologies that are relevant to supply chain. This was an important finding because it 
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serves as a reference for companies that are planning to implement industry 4.0 into their 

supply chain, they can know what technologies to implement rather than trying to figure out 

through trial and error.  

8.1  Limitations and future studies  

This thesis has several limitations just as much other research does. The respondents of the 

questionnaire were all from Finland based companies which means the result gained through 

the empirical study is limited to only the Finnish market. Additionally, the number of 

respondents were a handful, this means that the result of the empirical research was from a 

limited perspective.  In the theoretical study, while exploring the role and impact of industry 

4.0 on supply chain management, one of the elements of supply chain - returning component 

could not be studied due to lack of sufficient scientific literature and industry data.  

The study on the challenges of industry 4.0 on supply chain management are very limited 

hence this gives a lot of room for future studies but also, this study can be repeated in a 

specific case study or another industry like the manufacturing industry. While the supply 

chain sector continues to navigate the fourth industrial revolution, industry 5.0 - the fifth 

industrial revolution has begun. In industry 5.0, the core technologies of industry 4.0 has not 

changed but there is a renewed focus and shift in organizational objectives (Stefanini 2022) 

making industry 5.0 in the supply chain sector or any other industry a great topic for future 

research.   
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Appendix 1.  

 1. Have you heard about industry 4.0  

Yes 

No 

Yes, but I am not sure what exactly it is. 

* 2. What is your role at your current workplace?  

* 3. What industry do you work in?  

 4. Which of these industry 4.0 technologies are you familiar with? 

Big data 

Internet of things (IoT) / Industrial internet of things (IIoT) 

Autonomous robots  

Artificial Intelligence (AI) 

Cloud computing 

Cyber security 

5. Have your company implemented any of the industry 4.0 technologies mentioned 

above? 
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Yes 

No 

Just about to 

6. Which of these industry 4.0 technologies have been or will be implemented in your 

company? 

Big data  

Internet of things (IoT) / Industrial internet of things (IIoT) 

Autonomous robots  

Artificial Intelligence (AI) 

Cloud computing 

Cyber security 

7. Has industry 4.0 played any role in your company's supply chain? 

Yes 

No  

I have not noticed any change since the implementation. 

* 8. In your words, what role has the implementation of industry 4.0 in your company's 

supply chain played?  
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9. Has there been any challenges to the implementation of industry 4.0 technologies in 

your company's supply chain? If no, please pick no.  

No, there has not been.  

Too costly  

Lack of well laid out road map for the transition. 

Lack of skill for the new technologies 

Other? Please specify.  

* 10. Any recommendations for supply chain companies looking to implement industry 4.0 

into their supply chain?  

 



 

 


