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Ever since Peter Drucker presented the concept of knowledge economy in 1960´s has the 

importance of intellectual property become more and more recognized. The importance of 

intellectual capital is emphasized in modern societies and in innovation centric businesses.  

This thesis examines the relationship of information and cyber security and intellectual cap-

ital. The motivation is to view how the protection of intellectual capital is approached and 

covered in information and cyber security related research. The subject is interesting and 

important as the success of an organization is tightly bound with those resources it has in its 

possession. When the capability to create sustainable competitive advantages is dependent 

on the intellectual capital, then these resources should be adequately protected.   

The thesis is executed as a systematic literature review where the information and cyber 

security management related research is reviewed. The scope for the systematic literature 

review is to evaluate how the research addresses the concept of intellectual capital. The re-

search covered 1555 articles written in English and published between 2010 and 2022.  

The results demonstrate that the concept of intellectual capital and is sub-concept of infor-

mation hierarchy are not recognized in information and cyber security management related 

research. The topic is important as the information and knowledge-based societies and or-

ganization´s compete about their place in the sun. By correctly addressing the protection of 

intellectual property may help the organization to succeed and to protect its most important 

resources.  

The thesis also points, that information and cyber security management related research is 

focusing on certain areas, like standards and technology. Based on the systematic literature 

review the research is thin on the areas like interaction with other areas of business areas and 

management or with leadership. 
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Tiedon, tietojohtamisen ja tietopääomien merkitys on jatkuvasti kasvanut siitä lähtien kun 

Peter Drucker esitteli tietotalouden käsitteen 1960-luvulla. Tieto ja tietopääomat ovat mer-

kityksellisiä modernille yhteiskunnalle ja etenkin innovaatiokeskeisille liiketoiminnoille.   

Tässä tutkimuksessa tarkastellaan tietopääomien suojaamista tieto- ja kyberturvallisuuden 

johtamista käsittelevässä tutkimuksessa. Aihe on kiinnostava ja merkittävä, koska tietopää-

omilla ja niiden hyödyntämisellä on merkittävä rooli organisaation kilpailukyvyn luomi-

sessa. Tieto- ja kyberturvallisuuden voisi olettaa vastaavan näiden resurssien suojaamistar-

peeseen.  

Tutkimus suoritettiin systemaattisen kirjallisuuskatsauksena tieto- ja kyberturvallisuuden 

johtamista käsittelevään tutkimukseen. Tutkimus kattoi 1555 vuosien 2010 ja 2022 välissä 

julkaistua tieto- ja kyberturvallisuuden johtamista käsittelevää tutkimusta.  

Tutkimus osoitti, että tieto- ja kyberturvallisuuden johtaminen ei käytännössä tunnista tai 

huomioi tietopääomien käsitettä tai sen alakäsitteisiin kuuluvaa tiedon hierarkiaa. Havainto 

on merkittävä, sillä tiedolla, tietopääomilla ja niiden hyödyntämisellä on merkittävä rooli 

moderneille yhteiskunnille sekä organisaatioille. Jotta tieto- ja kyberturvallisuus voisi tehok-

kaasti ja tarkoituksenmukaisesti suojata organisaation tärkeitä resursseja, sen tulisi kyetä 

myös tunnistamaan ne.  

Tutkimuksessa osoitettiin myös, että tieto- ja kyberturvallisuuteen liittyvä tutkimus keskit-

tyy tiettyihin tieto- ja kyberturvallisuuden osa-alueihin, kuten standardeihin tai teknologiaan 

eikä se esimerkiksi huomioi muita johtamisen osa-alueita tai johtajuutta.  
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1. Introduction 

1.1. Research Background  

We all have heard the patter “data is the new oil” in different occasions and events. In gen-

eral, one can agree that there are similarities like, both can be refined for generating value 

and both can cause damage if they leak from their container. 

Information security is activity and discipline which aims on the protection of organizations 

key information assets, such as data and information in documents and in databases (Whit-

man & Mattord 2009, von Solms & van Niekerk 2013, Luczak 2014 etc.). The definition on 

information security refers to the protection of the confidentiality, integrity and availability 

of information. In research information security has been identified to be a broad umbrella 

term which is used multiple contexts (Lundgren & Möller 2019, 420-422). Information se-

curity is still relatively new area of research where the foundation and background are in 

technological aspects and in the protection of the information processing technology 

(Nnolim 2008, 1. von Solms 2006). The resource-based view of the firm has gained popu-

larity as it explains the role of key resources for an organization (Ployhart 2021, 1772). These 

two areas of research (information security and resource-based view of the firm) have been 

developing within the last decades and one could assume, that these areas would be linked 

to ensure both the identification and protection of organizations key assets. 

Knowledge has become one of the most important forms of capital for organizations 

(Drucker 1998) and the organizations capabilities to acquire, create and to utilize intellectual 

capital “has become the main driver of competitiveness” (Kianto 2007 with reference to 

Edvinsson and Malone 1997 & Marr 2005). Another key capability for modern organization 

is the capability to constantly improve its ways of working and to innovate. The organiza-

tions innovation capabilities are dependent on its capacity to utilize the intellectual capital is 

has (Subramaniam and Youndt 2005). Michael Porter (1985) introduced a theory of compet-

itive advantages and strategy. It describes in theory on how a firm can create and sustain 

advantage in its industry. According to Porter there are two kinds of basic competitive ad-

vantages: cost leadership and differentiation. Firms can use their strategies to impact on its 

position on markets, or even affect the industry structure (Porter 1985 3-7). Firm resources 
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and especially intellectual capital are a key element in organization´s value creation strategy. 

As the intellectual capital is seen as the key resource (Martín-de-Castro, Delgado-Verde, 

López-Sáez, & Navas-López 2011) or the only true “strategic asset” (Meso & Smith, 2000, 

1) of an organization, then the safe-guarding and protection of these assets should also be a 

key focus for it (von Soms & von Soms 2004). When the external environment is constantly 

changing, the emerging technologies are transforming the competitive environment and the 

evolving threat landscape is making the mitigation of risks hard, organizations should con-

centrate their efforts when protecting their success factors. The resource-based view is the 

approach to identify and to manage these vital firm resources. The information and cyber 

security management are those activities what an organization would do to protect its prop-

erty and assets. 

The umbrella term information security is used to describe those activities an organization 

is implementing for protecting its information (Olijnyk 2015, 883). Cybersecurity even it is 

commonly used interchangeable or in context with the term information security (von Solms 

& Niekerk 2013, 97) addresses and focuses to the risks raising from the cyberspace and from 

the more and more interconnected and complex operating environment (Xu, Yung & Wang 

2021, 263). Therefore, in this work, both the information and cybersecurity aspects are in-

cluded, to ensure that the intellectual capital and information security aspects are covered to 

a sufficient extent. 

This study focuses on the protection of organization intellectual capital and information as-

sets. The purpose of the thesis is to examine how intellectual capital is accommodated within 

information and cyber security management literature. The topic is relevant and interesting 

because the importance of intellectual capital and knowledge for an organization. As per 

Barney (1991, 101) the firm resources are the primary source for an organization to gain 

sustained competitive advantage. The concept of firm resources includes all assets possessed 

by the organization, including information and knowledge. With these resources the organ-

ization can generate value and to gain sustained competitive advantage. In this definition the 

word sustained indicates that the resources are needed for longer period, and the possession 

of these resources allow the organization to distinguish from its competitors. These valuable, 

vital and unique resources should also be the focal point for organizations security manage-

ment. With the proper understanding of organizations important assets, the activities and 
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resources of information and cyber security can be directed and steered in the most beneficial 

way.  

1.2. Previous research and research gap 

The resource-based view is a very popular management theory for more than thirty years 

and the topic has been studied broadly (Davis & DeWitt 2021, 1684-1685). The concept of 

firm resources and intellectual capital are well established and supported with comprehen-

sive amount of research. The knowledge protection is seen as one of the key knowledge 

management activities (Inkinen, Kianto & Vanhala 2015, 434) and there are studies on the 

protection of intellectual property (ref. Päällysaho & Kuusisto 2011) but there is not much 

research on the knowledge protection or knowledge protection related governance (Husted, 

Michailova & Olander 2013, 5). The protection of knowledge and intellectual property seem 

to be covering only few categories of intellectual capital. When this seems to be the ap-

proach, then consequently the ways on how the protection can be accomplished will be lim-

ited. For example, the formal methods on how intellectual property can be protected are 

intellectual property rights, contracts and labor legislation (Olander, Hurmelinna-Lauk-

kanen, Vanhala & Blomqvist 2019, 5). From the perspective of comprehensive view to the 

protection of intellectual capital this does not seem like a satisfactory answer.  

When the firm resources or in other words, the intellectual capital of an organization is the 

most valuable asset, there is relatively little research and material focusing on the protection 

aspects of it. Equally, in the context of knowledge management, the knowledge protection 

relates mostly to the knowledge sharing in innovation (Hurmelinna 2011, 303). Maybe the 

rationale for this could be found in information protection and information security related 

research? As information is an integral part of intellectual capital then maybe information 

security management provides the answer to this demand. 

Information and cyber security are defined as activity which aims to protect the confidenti-

ality, integrity and availability of information (Lundgren & Möller 2019, von Solms & von 

Solms 2018). Information security is also commonly attached to the protection of infor-

mation systems (von Solms 2006, Nnolim 2008, Pieters 2011). Does the information and 

cyber security management related research address the aspect of intellectual capital and the 

protection of it? These themes and theories have not been studied in conjunction before. The 

thesis reviews these topics together and seeks to go below the terminology and look for links 
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and common motifs connecting these two subject areas together. There is a gap in the exist-

ing research on the protection of intellectual capital. This thesis and research are an attempt 

to evaluate the current state and the possible connection in the existing research and to act 

as a catalyst for future research work.  

 

1.3. Research problem and objectives 

The previous research prove that the success of an organization is dependent on the resources 

and information assets it has in its possession. If, and when the intellectual capital and related 

information assets are the secret sauce for an organization to enable the development and 

execution of value creating strategies, then one would assume that these assets would be in 

the focal point of organizations information and cybersecurity activities. In intellectual cap-

ital related research, the protection of aspects is clearly missing. Also, in information & cyber 

security management related research the link to the concept of intellectual capital is reason-

ably new and there is no explicit link connecting these topics together.  

In addition, the research materials indicate that the definition and role of information and 

especially cyber security is vague and not in any context with the resource-based view of 

firm. The role of security is to protect the organization and its valuable assets but in this 

context the link appears to be missing. 

This thesis aims to understand, how the research on the management of information and 

cybersecurity relates with the resource-based view of a firm. When intellectual capital, in-

formation, knowledge, and the capability to create new relevant and useful information is 

the premise for success or in many cases a matter of survival for the organization, then in-

formation and cybersecurity should have very clear role in the protecting of these assets. 
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The research question (RQ) and sub-questions are the following:  

RQ: Does research on information security / cybersecurity management rec-

ognize the concept of intellectual capital? 

SubQ1: Are the theories of information and cybersecurity management 

and knowledge management synchronized way within the use of the key 

concepts?  

SubQ2: Are there any other trends / directions which can be identified in 

the information security management related research? 

 

In strategic management related research, the resource-based view is commonly used and 

prevalent. The information and cyber security research are relatively young and not yet con-

comitant with other research disciplines. The goal for this research is to seek for the link or 

connection between these two areas of research and theory. The topic is interesting and im-

portant, especially on information and knowledge centric businesses and for modern socie-

ties.  With a holistic and comprehensive view to the protection of organizations key assets, 

the security objectives can be achieved, and the business strategies can be protected from 

information and cyber risks. Secondly, a successful study can help to address weaknesses 

and ambiguities in the concepts of information and cyber security, and by doing so foster the 

substantive research on the area.  

With the proper definitions and clear understanding on the importance of intellectual capital 

and related assets, the different research and subsequently the organizational practices are 

able to address the security needs. This will hopefully contribute to the development of ho-

listic view on the protection of intellectual capital and on the protection of the most valuable 

assets of a firm. This would be very beneficial for information and knowledge centric organ-

izations which seek to specialize and to differentiate from their peers and competitors. 

 

1.4. Scope & limitations 

The study will be conducted as a systematic literature review where the focus will be on the 

existing research on the resource-based view and on the protection of intellectual capital. 
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The focus is on the link between the protection of intellectual capital and on the information 

and cyber security management research. The scope will be on the protection of firm re-

sources, meaning such assets which are valuable for the organization, rare, imitable, and 

non-substitutable. Such resources in theory cannot be homogenous, rather they must be 

unique and rare and therefore important to protect.  

For reasons described above, in this work, the regulatory aspects and views on the definitions 

and on the motivation for the protection of information, data or other assets are excluded. 

For example, when the information asset is something described in regulation, like for ex-

ample personal data (GDPR), health related information (HIPAA) or within a contractual / 

industry frame like payment card related information (PCI DSS). This as the information is 

such cases does not necessarily present as a resource which can be used to create sustainable 

competitive advantages for the organization. And both the definitions of the information 

asset and the motivation for the protection of it are coming outside of the organization -not 

from an internal need to protect the unique resource and its value, rareness, inimitability and 

sustainability. 

The selected research strategy and method will partly impact to the scope and on the selec-

tion of materials. The purpose for the study is to evaluate how the information & cyber se-

curity management related research relates to resource-based view and on intellectual capi-

tal. The material selection for the literature review will be done by using selected keywords 

in a search done against research article database. The original research articles need to be 

acquired from different sources and due this, some of the articles may not be available. Sec-

ondly, the material intake and selection will be done by focusing only on documents written 

in English. The selected research method limits the study on existing research works focus-

ing on information and cyber security management. The other works addressing the topic 

from other disciplines than information and cyber security are also excluded.  

 

1.5. Theoretical background and methodology 

The research question of the thesis attempts to unravel if the information and cybersecurity 

management pays attention to the most valuable resources of an organization, which accord-

ing to the resource-based view is the intellectual capital. The purpose of this research is to 
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study on how the information / cybersecurity management practices of organizations are 

addressing this need.  

Computer and information security capabilities have been established already in early 

1980´s, but the security objectives of security strategies have been focusing to protect phys-

ical assets and information systems (Nnolim 2007, 1). So even the term information security 

does indicate that the information would be the subject to be protected, the foundation of the 

discipline has not been in information, rather in physical elements around it. Also, the emerg-

ing use of term cyber, cyber risk and cybersecurity and the inadequate definition of the term 

“cyber” has blurred the scope and focus of organizations security objectives (Harel, Ben Gal 

& Elovici 2017, 2, Strupczewski 2021, 1). The unclarity of clear concept of a term may not 

appear to be an issue, especially in an informal discussion or other interaction. But in an 

organizational context, like in “organizational strategy, business objectives, or international 

agreements” the lack of clear definition or significance of it may cause major implications 

(Schatz, Bashroush & Wall 2017, 53).  

In this thesis the information security management is studied in the context of resource-based 

view. The theoretical models are derived from information and cybersecurity management 

and from knowledge management theory. The theoretical framework and research hypothe-

sis are visualized in figure 1. 

 

Figure 1. The theoretical framework of the research. 
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1.6. Structure of the report 

Section 1 presents the overall purpose and structure of the thesis. The section introduces the 

concepts and the theoretical background of the research. It describes the research problem 

and the specific research questions the thesis attempts to answer to. The section introduces 

the key concepts and set the theoretical frame for the work. Section 1 also addresses the 

scope and related limitations of it. The structure and elements of the thesis are presented in 

figure 2.  

Section 2 focuses on the theoretical background and concepts of intellectual capital, infor-

mation and cybersecurity management. In it an in-depth analysis of existing literature to 

clarify these concepts and the reasoning for the selected key words. The key theoretical con-

cepts are knowledge management, intellectual capital, knowledge protection, information 

hierarchy and information & cybersecurity management. 

Section 3 describes the research methodology and process. In this section the search and 

selection of research materials along with the used key words are opened. It also describes 

the intake process, selection and evaluation of selected research materials which are included 

in systematic literature research (SLR) along with breakdown of intake, included and ex-

cluded materials reported by using the PRISMA model (Prisma 2022).  

Section 4 presents the research process along with the summary or results from the system-

atic literature review (SLR) and on the analysis based on it. In it the categorization of the 

reviewed research articles is presented and the numeral results of the categorization along 

with the evaluation on how the concept of intellectual capital and knowledge management 

are present in the selected information and cybersecurity management related research.  

Section 5 is the analysis of the results along with the discussion around the research ques-

tions. The Section also includes observations and findings based on the reviewed materials. 

In this Section also the potential further research topics identified based on this research are 

presented. includes the discussion and findings made during the research process.  

The list of all screened and articles included in the thesis is included as the attachment 1. 

The overall intake, screening and handling of selected articles of the systematic literature 

review process is described in chapters 3.6 and 3.7. 



18 

 

 

Figure 2. Structure and elements of the thesis. 

 

2. Theory and key concepts 

The thesis focuses on studying the relationship between knowledge management and infor-

mation and cybersecurity around the definition and protection of intellectual capital and in-

formation assets. Knowledge management is the discipline focusing on the definition and 

overall identification and management of knowledge, intellectual capital, and information. 

Information and cybersecurity management is activity which aims to identify and protect the 

valuable information assets of an organization. In general, one could assume that these dis-

ciplines would be very closely related and that the underlying theories and terminologies 

would be congruent. 

 

2.1. Resource-based view of the firm  

The resource-based view of the firm has become an immensely popular theory around stra-

tegic management (Davis & DeWitt 2021, 1684). The resource-based view theory is based 
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on a view that the success of a firm is dependent on those resources it has in its possession 

and control (Rothaermel 2012, 5). The resource-based view was developed in 1980 by such 

authors as Wernerfelt and Barney as a response to the idea where management strategy was 

focusing mainly on the opportunities on the external markets (Chen, Michael & Wenchen 

2021, 1820). 

This motivation in this concept is to study the valuable, unique, inimitable resources which 

are impossible or difficult to replace (Wernerfelt 1984, Barney 1991). These resources “in-

clude all assets, capabilities, organizational processes, firm attributes, information, 

knowledge, etc. controlled by a firm that enable the firm to conceive of and implement strat-

egies that improve its efficiency and effectiveness. In the language of traditional strategic 

analysis, firm resources are strengths that firms can use to conceive of and implement their 

strategies” (Barney, 1991, 101). In resource-based view information and knowledge are cen-

tral elements in value creation and when building sustained competitive advantage (Barney, 

1991, 102). 

A related concept to resource-based view is knowledge management. It is activity which 

aims to ensure that the information and knowledge resources the organization has, are ben-

efitting its efforts to gain competitive advantage (Hussinki, Kianto, Vanhala & Ritala 2017, 

Alavi & Leidner 2001, 113). Knowledge management is about managing processes for cre-

ating, storing/retrieving, transferring, and applying knowledge (Alavi & Leidner 2001, 114). 

Hussinki et al. (2017, 1599) also describe the concept of strategic knowledge management. 

It encompasses all those activities organization needs to set and manage and monitor it’s the 

knowledge assets it has and which it needs in future. One of the identified knowledge man-

agement practices is knowledge protection. However, the knowledge protection is not ad-

dressed or focused and its treated separately from other knowledge management practices 

(Hussinki at al. 2017, 1599, Inkinen 2016, 234). As proven earlier, the intellectual capital, 

information and knowledge are essential and vital resources for an organization. The capa-

bility to create sustainable competitive advantages are dependent on these resources. There-

fore, the protection of intellectual capital, information and knowledge need to be understood 

in more detail, to be able to understand and to define the these in practice. 
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2.2. Knowledge, information, and data 

In information security related research there are various forms on how information or data 

is addressed like “Information is a valuable resource that is critical for an organization’s 

success” (Tu, Yuan, Archer & Connelly 2018). “Information is an asset that has value to an 

organization” (Ramli & Aziz 2012, 57). “Information security applies to the -- business sen-

sitive information of organizations” (Anttila & Jussila 2018, 586). “Valuable data” (Gill, 

Zavarsky & Swar 2021, 371). 

These different terms used resonate with the knowledge management theory, but there seems 

to lack of systematicity and taxonomy. In knowledge management theory the key activity 

for organization is the capability to deal with information, turn it to knowledge and to gain 

competitive benefit by doing so (Nonaka 1994). This indicates that there is an inherent hier-

archy relating to information, data and knowledge.  

 

Figure 3. Dimensions of explicit and tacit knowledge (Polanyi 1966, Wellman 2009, Mag-

nier-Watanabe & Benton 2017). 

One way to construct a hierarchy is to focus on the different types of knowledge. Michael 

Polanyi (1966, 4) presented the model of tacit and explicit knowledge, as presented in figure 

3. The reasoning behind this split is the fact that the part of knowledge which can be pre-

sented in words and numbers is a very limited part of “the entire body of possible 
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knowledge” (Nonaka 1994, 16). The explicit knowledge is something which can be codified, 

stored and transmitted easily. When tacit knowledge is something more deeply connected in 

ways of working, activities and actions in different contextual situations, or like Polanyi 

expressed it “we know more than we can say” (Nonaka 1994, 16). 

The method of only using the explicit and tacit dimensions of knowledge may not be fully 

satisfying, as there are other relating terms used both in knowledge management and in in-

formation security. Terms and concepts as data and information require definition and rela-

tionship to knowledge. For example, Alavi & Leidner (2001, 109) discuss on the interrela-

tionship between knowledge, data and information and demonstrate a hierarchical view on 

the relationship of data, information and knowledge. This model is also called the data-in-

formation-knowledge-wisdom (DIKW) hierarchy (Aven 2012, Rowley 2006) figure 4.  

 

 

Figure 4. DIKW hierarchy (Alavi & Leidner 2001, Aven 2012) 

 

The DIKW model and hierarchy sets and describes the hierarchy between different terms, 

like data, information, knowledge and wisdom. In this model, data is in the lowest level of 

it. Data is made of symbols and values in unstructured and unorganized format. The data 
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itself is purposeless and alone it does not serve any decision making or action in any mean-

ingful way. 

The second level of DIKW model is information. It is the outcome of cleaned, organized 

and/or structured data in certain context and after an interaction or analysis made by the 

consumer of the data. The consumer, or user of the data can be either human or a system. In 

brief, information is meaningful for its user, it provides value for the consumer of it.  

The third level of DIKW model is knowledge. In organizational perspective knowledge and 

knowing is a “condition gained through experience or study – enabling individuals to expand 

their personal knowledge and apply it to the organization’s needs” (Alavi & Leidner, 2001, 

110). Knowledge is something deeper than just summary of fragments of information, it is 

something what the consumer of that particular information can use for gaining deeper un-

derstanding and base for “well-reasoned decisions” and actions (Magnier-Watanabe & Ben-

ton 2017, 326).  

The highest level of DIKW model is wisdom (Aven 2012, Rowey 2005). Wisdom is per-

ceived as “exhibiting two categories of attributes”. First, learning from experiences and dif-

ferent sources of information and knowledge and secondly being able to reflect these in the 

context of the particular situation, circumstance and factors to make right use of information 

and knowledge for being able to do “right judgement”. (Rowley 2006, 1248) 

To summarize, the concepts of information, knowledge and the different sub-concepts and 

hierarchy relating to them is relatively large and multileveled subject. To be able to identify 

and to focus to the valuable assets of an organization, it is crucial to be understand the mul-

tiple concepts. Data, information, and knowledge are just layers of a larger overall concept. 

Knowledge is also something, which is divided into explicit and to tacit knowledge. By un-

derstanding these dimensions, it becomes clear, that the information protection aspects can-

not be addressed or treated as something, where a purely technical measures, like encryption 

would solve the needs. 

 

2.3. Intellectual Capital  

Organizations are dependent on their physical and financial assets, but it is the intellectual 

capital elements which make the difference, and which sets the organization apart from 
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competitors (Marr 2008). The definition intellectual capital is often used interchangeably 

with other terms like intangible assets, intangible resources, invisible wealth (Kianto 2007, 

343, Marr 2008, 5, Choong 2008, 612).  

Intellectual capital together with physical capital and financial capital are the vital resources 

of organizations, figure 5 (Marr 2008, 6). Intellectual capital includes those non-monetary 

assets, which are intangible, and they supply value and future gains for the organization 

(Choong 2008, 628). Dumay (2016, 16) defines intellectual capital being all and everything 

that everyone in the organization knows, like intellectual material and property, knowledge, 

experience, information which will supply value and competitive benefit for it. In conclu-

sion, knowledge and information are components in organizations intellectual capital. 

Systematic approach to identify and to assess the intellectual capital organization will help 

it to prioritize and to manage its resources effectively (Marr 2008, 7). The same approach 

can be used to ensure that the information and cyber security activities are covering these 

key assets the organization has.  

 

 

Figure 5. Categorization of capital and intellectual capital (Marr 2008) 
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2.4. Knowledge protection 

Knowledge protection is one of the identified ten knowledge management practices, how-

ever its not described in more detail (Inkinen et al. 2015). Also Husted, Michailova & 

Olander (2013, 6) indicate that there is very little research on the knowledge sharing, pro-

tection and on the organizational governance around it. Also, the practices on how organi-

zations implement “knowledge protection strategies” vary widely based on the organiza-

tion’s characteristics and capabilities (de Faria & Sofka 2010, 956). The importance for 

knowledge protection is increasing as organizations have their operations spread in multiple 

geographical areas and when they participate on inter-organizational R&D activities (Husted 

et al. 2013). Hurmerlinna-Laukkanen (2011, 304) emphasizes the need to focus on the 

knowledge protection when working with knowledge intensive innovations. 

Knowledge protection can be divided into formal and informal (Päällysaho & Kuusisto 

2011). Hurmelinna-Laukkanen (2011, 305) further define that the knowledge protection can 

be built on “institutional and formal or more informal mechanisms”. This is indicating that 

the organization as a legal entity can be active in the protection of its valuable assets. The 

formal mechanisms of protection comprise of legal and regulatory based methods, such as 

intellectual property rights, contracts and labor legislation (Olander, Hurmelinna-Lauk-

kanen, Vanhala & Blomqvist 2019, 5). Päällysaho & Kuusisto (2008) introduce the concept 

of formal, semi-formal and informal protection methods for protecting the intellectual capital 

-figure 6. 

Examples of proactive ways for organization to protect its intellectual capital are: patents, 

copyrights, trademarks and trade secrets (de Faria & Sofka, 2010, 956, Hurmelinna & Pu-

umalainen 2007, 96). There is also criticism on this approach or the adequacy of it, as very 

limited number of all innovations end up as patents or trademarks, plus the use of such con-

trols may be costly and difficult (de Faria & Sofka 2010, Hurmelinna-Laukkanen 2011). 

Also, the fact that much of the knowledge of an organization is tacit, its protection with the 

ways described above may be difficult (de Faria & Sofka 2010, 958). 
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Figure 6. Protection methods for protecting intellectual capital (Päällysaho & Kuusisto 

2008,7). 

 

As the legal and contractual mechanisms do not provide sufficient coverage for knowledge 

protection, other methods such as human-resource management practices (HRM) (Olander 

et al. 2019, 5) and controlling of knowledge flows (Hurmelinna-Laukkanen 2011, 313) can 

be used. What is noticeable, is the lack of connection to typical security controls which are 

typically presented in the context of information security. The rate examples are the technical 

protection (Päällysaho & Kuusisto 2008) or the concealment (Hurmerinta-Laukkanen & Pu-

umalainen 2007) when done by using technical means. 

 

2.5. Information security  

Security as a generic term is “the quality of state of being secure -to be free from danger” 

(Whitman & Mattord 2009, 8). It’s the activity of protecting organization and its assets from 

risks and intentionally caused damage. Security is a fundamental part of every organization’s 

operation´s, but the way and how security is understood and how it is managed varies 
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remarkably (Ekelhart, Fenz, Klemen & Weippl 2007, 1). Information Security is activity 

where the confidentiality, integrity and availability of information is protected from attacks. 

The use of the term “security” indicates that there is an enemy which is jeopardizing the 

asset. (Pieters 2011, 327.) Information security is typically defined by using the CIA triad, 

where the C presents confidentiality, I integrity and A availability (Lundgren & Möller 2019, 

Von Solms & Von Solms 2018, 4). There is also some criticism on this definition as it is not 

seen very practical of well defined (Andersson 2003). 

As pointed in chapter 2.1 the knowledge protection was not fully addressing the security 

aspect of knowledge protection, rather it related more to sharing and innovation (Inkinen 

2016, 234) and open innovation (Inkinen et al. 2015, 434). In chapter 2.4. it is proven that 

the knowledge protection does not fully address all the protection possibilities or techniques. 

There is a common consensus that organization needs to protect its key assets, but how the 

protection activities are executed and managed is a different thing.  

The activity focusing to the protection of information and on preventing unauthorized access 

to it is information security (Kazemi 2018, 1). Kazemi also emphasizes that information 

security is also about protecting information systems and that the terms information security 

and computer security are used interchangeably (2018, 1). 

In research, Information Security is described as the part of computer science which focus 

on “how to protect information systems form malicious users” (Pieters 2011, 326). This term 

indicates that the subject of protection are the information systems. This was also the starting 

point as in the early days of information security, when the focus was the protection of phys-

ical locations, hardware and software from threats (Whitman & Mattord 2009, 3). To ensure 

a common understanding on security needs and on those threats against the assets a catego-

rization of loss types has been used. The categorization includes three types of loss events: 

loss of integrity, loss of availability of services and loss of confidentiality. (Lane 1985, 1)  

When organizations have realized the importance of intellectual assets and on the role these 

have when generating sustainable competitive advantage (Barney 1991) the focus on the 

protection of information has risen. This especially together with the rapid technological 

advancements and changes in the operating environment created a demand for information 

security (Singh, Gupta & Ojha 2014, 644) and moved the focus towards the protection of 

information rather than just focusing on the IT infrastructure (Gerber & von Soms 2004, 17).  
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The commonly used way to define information security is to use the so-called CIA triad. It 

uses three attributes, where the C presents confidentiality, I integrity and A availability 

(Lundgren & Möller 2019, Von Solms & Von Solms 2018, 4). In this definition, the word 

“security” has a specific meaning. It indicates that there is an enemy which is jeopardizing 

the information asset (Pieters 2011, 327). The discussion on information security would be 

unfounded if the discussion would only focus purely to the information or IT / computer 

security as the reality is, that information is gathered, processed, transmitted and stored by 

using various IT solutions. To address this the US Committee on National Security Systems 

(CNSS) defines information security as the protection of information and its critical ele-

ments, including the systems and hardware that use, store, and transmit that information 

(CNSS 2022, 106). So, in comprehensive approach information security should include both 

IT asset and information asset perspectives. Whitman & Mattord (2009, 8-9) further develop 

the concept based on the CNSS definition and structure the components of information se-

curity to four areas. These are network security, computer and data security, policy and man-

agement of information security. Figure 7– components of information security by Whitman 

& Mattord (2009). 

 

Figure 7. Components of Information Security (Whitman & Mattord 2009) 

In conclusion, information security includes those activities, which the holder of the infor-

mation and IT assets, is running to prevent an unauthorized and hostile operator for getting 

access to these assets, to manipulate those and to make sure that the information and IT 

assets are available when needed. There is also some criticism on this definition as it is not 

seen very practical of well defined (Andersson 2003). Another driver for the discussion is 
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the argument, that organization have made large investments in their IT systems and that 

these systems need to be protected from various kind of threats and malicious acts. Examples 

of these other kind of threats are communications failure or employee mistake and external 

disasters such as flood or lightning. (Gerber & von Solms 2005, 17.) The need to further 

explore and to develop the definition has extended it to include also non-repudiation, ac-

countability, authenticity and reliability of information resources (von Solms & van Niekerk 

2013, 99). In conclusion, the information security discipline has evolved from pure IT com-

ponent security towards the protection of organizations IT investments and information as-

sets. The information security domain has grown broader and at the same time it has become 

extensive and complex domain (von Solms & van Niekerk 2013, 97). This development has 

also triggered the interest of the different communities, national governments, standards or-

ganizations, think tanks, academics and commentators to involve and to provide their inputs 

via different initiatives (Thompson, Ryan, Slay, Jill & McLucas 2016, 54, 55). All these 

factors are causing the information security to be a relatively nascent subject topic. 

2.6. Cybersecurity 

Cyber security is relatively new concept, it become to the wider awareness and use only after 

2008 (Xu, Yung & Wang 2021, 263). The term cybersecurity has been absorbed into and it 

is used in context or interchangeably with the term information security (von Solms & 

Niekerk 2013, 97). If there are challenges with the emerging and vague definition of infor-

mation security, then it won´t become any easier with the introduction of another parallel 

term. Cybersecurity has become a “fundamental issue” which affects many parties from in-

dividuals to societies and even national security (Schatz, Bashroush & Wall, 2017, 53, Re-

naurd, von Solms & von Solms 2019, 622-623). The changing, developing and increasingly 

more technology dependent society is prone to cyber security incidents and more and more 

people will be impacted by them (Jones, Collins, Levordashka, Muir & Joinson 2019, 1). 

The clear definition and understanding of the concept will help people to understanding the 

threats and by so to plan and to implement proper countermeasures (Iqbal & Anwar 2020, 

687). Strupczewski (2021, 135) has approached the definition of cyber security via the def-

inition of cyber risk:  
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“Cyber risk is an operational risk associated with performance of activities in the cy-

berspace, threatening information assets, ICT resources and technological assets, 

which may cause material damage to tangible and intangible assets of an organisa-

tion, business interruption or reputational harm. The term ’cyber risk’ also includes 

physical threats to the ICT resources within organisation.”  

To emphasize the fact, that cyber risks are not just and only something happening in the 

digital environment and with bits or code the term cyber is combined with the term physical, 

here cyber-physical (NIST 2013). The motivation for this, is to point-out how everything is 

connected and how humans and different systems interact with each other and with the phys-

ical world around us (Rajkumar, Lee, Sha, Stankovic 2010) and for example in Karangelos 

& Wehenkel (2022). Harel, Gal & Elovici (2017, 2) approach the same purpose by using the 

concept Cyber Phenomenon to describe how everything is based on computers and on how 

everything is connected. 

There appears to be a gap between the practitioners and researchers, as the terminology has 

been implemented to use, even it appears to lack the clear and commonly understood terms.  

The nascent and developing vocabulary together with insufficient definition and imprudent 

use of use of term cyber security will cause ambiguity (Schatz, Bashroush & Wall 2017, 54- 

55). The existing definitions on cyber security focus on hardware and software and fail to 

focus on human elements in the context of cyber security (Cains, Flora, Taber, King & 

Henshel 2021, 3). Even there has been a genuine attempt to create a universal and commonly 

used definition the definitions still appear to be relatively complex and subjective on the 

operator or the definition. The term has been a subject of academic literature, but it is still 

used broadly and broadly. (Craigen, Diakun-Thibault & Purse 2014, 13.) Cains et al. (2021, 

6-7) investigated the existing definitions and used an expert elicitation to compose a more 

comprehensive definition for cyber security. 

“--the iterative process of maintaining quantifiable levels of cyber system dependabil-

ity and control over verifiable data provenance, confidentiality, integrity, and acces-

sibility (CIA) via comprehensive system awareness, human factor and effects charac-

terization, resource protection and management, accurate intrusion detection, threat 

prediction and prevention, resilient system functionality, and systemic solutions in a 

cost-limited environment of sociotechnical interactions between diverse dimensions 

and factors, despite evolving security standards and variations in security compe-

tence.” 
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The clear and more defining meaning is needed and the demand from various stakeholder 

groups, including organization management like board of directors (BoD) will drive the use 

of unambiguous and accurate terminology (Renaurd, von Solms & Von Solms 2019, 622-

623). Schatz et. al (2017, 66) clarify the concept by adding the dimensions of subject, where 

and defining the object to be protected (data and assets).  

“The approach and actions associated with security risk management processes fol-

lowed by organizations and states to protect confidentiality, integrity and availability 

of data and assets used in cyber space. The concept includes guidelines, policies and 

collections of safeguards, technologies, tools and training to provide the best protec-

tion for the state of the cyber environment and its users.” 

In essence, cybersecurity addresses and focuses to the fact, that all users, devices, computers 

and systems are interconnected, thus part of our physical world and environment. The con-

cept of cybersecurity focuses on protecting the users, data & information and different type 

of assets in this environment. 

2.7. Management of information and cybersecurity 

Information and cybersecurity management is an area which is focusing on the management 

of organizations information and cybersecurity operations so, that they support and contrib-

ute to the overall purpose and targets of the organization (Whitman & Mattord 2009). Re-

searchers see that management´s role in information security is increasing (Soomro, Shah & 

Ahmed 2016, 220). The importance on information security management has not always 

been recognized. There are multiple reasons where one of the dominating ones, is the fact 

that information security and the related literature has mainly focused on technological is-

sues, and to a lesser extent on strategies, security standards and policies (Perez-Gonzáles, 

Preciado, Solana-Gonzales 2019, 1263).  

The reasoning and rationale on this can be found from the development of information se-

curity in an organization. Nnolim (2007) describes the development of the purpose and target 

of information security as presented in figure 8. The development has started from the pro-

tection of large computer centers. Gradually, as the systems have moved towards distributed 

model and as the importance of connectivity has increased on protecting IT systems and 
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networks. And when business has implemented more and more business applications, the 

focus has moved on business information systems. 

 

 

Figure 8 – Development of the scope of security Management (Nnolim 2007, developed 

from Vermeulen and von Solms 2002). 

The basis of information security and information security management is in the protection 

of information technology assets (Singh, Gupta & Ojha 2013, 644). The protection of these 

assets is becoming a broader topic as the information security is not only about technology 

it also encompasses processes, and people (Veiga & Eloff 2007, 361). One driver also af-

fecting on the development and on the need of information security are security incidents. 

Security incidents which relate to information systems or networks may cause major impact 

to the subject organization. Therefore, organizations need to be prepared to prevent incidents 

and to handle incident response when preventive methods are not sufficient. (Baskerville, 

Spagnoletti & Kim 2014.) von Solms & Niekerk (2010, 478) also stress the importance of 

personnel knowing the “good information security practice” and the need for having the 

adequate information security knowledge in the organization.  
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The concept of information security management (ISM) are those management activities 

organization does to protect its information assets. Information security management “com-

prises the set of activities involved in configuring resources in order to meet the information 

security needs of an organization” (Singh, Gupta & Ojha 2013, 645). In fact, information 

management system should be seen as a part of the management systems, it is the structured 

way, on how the organization is managing the protection of its information assets 

(Arkhipova 2022, 26, Antoniou 2018, 2). Von Solms (2000) describes the development of 

information security in three waves. The first wave was the technical view and focus on 

information security (as described earlier). The second wave is management. The recogni-

tion on the need for having formal and structured management of information security. The 

second wave brought the dedicated information security managers, policies and procedures 

to organizations. As the importance of information security increased the need to be able to 

formally measure the effectiveness of the information security management the third wave 

arrived. The third wave brought the need for standardization, certifications, security aware-

ness and the measuring of the effectiveness of information security activities. Standards are 

tools, which the organization can use to ensure that their information and cybersecurity prac-

tices are comprehensive (Taherdoost 2022, 1-2, Silva, Hsu, Backhouse & McDonnell 2016, 

68). Also, the increasing need to standardize and to be able to evaluate and to compare the 

management of information security level with peers, business partners and other organiza-

tions has fostered the implementation of different information / cybersecurity standards (von 

Solms & von Solms 2001, 308). Following and committing into the relevant standards can 

also prove that the organization is committed to “secure business practices” (Siponen & Wil-

lison 2009, 267). When the concept of information security management and it´s positioning 

in an organizational frame is relatively new, these standards may provide aid, support and 

boost to the development of it. There is a variety of standards which can be used, an organ-

ization looking for a suitable standard frame should evaluate multiple aspects, like the in-

dustry it is on, the size and geography of its business activities etc. (Taherdoost 2022). 

Despite the partly overlapping obscure definitions on information and cybersecurity, the 

subjects link together in the larger organizational perspective. The management of infor-

mation and cybersecurity can be combined to the same notion. The information and cyber-

security do relate to the same purpose of protecting the assets organization existing in a 

different form (Von Solms & von Niekerk (2013, 101) presented in figure 9.  
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Figure 9. The relationship between information and cybersecurity (von Solms & von Niekerk 

2013).  

2.8. The role information and cybersecurity in protection of organizational assets 

In earlier chapters 2.1 to 2.3 it was proven that the intellectual capital is the most valuable 

resource of an organization. For example, Barney and Porter prove that the intangible re-

sources of a firm, allow the creation of sustained competitive advantage and also the man-

agement and mitigation of “external threats and avoiding internal weaknesses” (Barney 

1991, 99). Information security, as described in chaper 2.4 is activity, which aims for pro-

tecting organizations information assets and the related information technology assets. Cy-

bersecurity (chapter 2.5) relates to activities which the organization does to protect its assets 

and operations against threats and risks raising from the globally connected operating envi-

ronment. Information and cybersecurity management is hereby those activities, devoted by 

the management of the organization, to protect its business-critical assets, business capabil-

ities and operations against security threats and risks.  
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3. Methodology 

The methodology part of the work describes the research process in detail and provides in-

formation and visibility on how the research question(s) are approached and how the re-

search work was conducted. In methodology part, the execution and process of the system-

atic literature review is demonstrated. This includes the used search words, the selection of 

sources for materials, the screening and the selection process of materials.  

3.1. Purpose for the research  

The previous research prove that organizations are dependent on data, information, and 

knowledge to be able to be successful and to create sustainable competitive advantage. Re-

search and literature show that this intellectual capital is the most valuable assets for an 

organization. To safeguard organization and its key assets, it must also focus on protecting 

its intellectual capital. When intellectual capital is nonfinancial and intangible in its nature 

and therefore, they are difficult to identify, measure and manage (Martín-de-Castro et. al 

2011, 649) then how will the organization handle this need? 

The concepts of information and cybersecurity include a promise and supposition that they 

are activities which aim for protecting the organization and its valuable assets. But what is 

the relationship between the research on information and cybersecurity and intellectual cap-

ital? Does the intellectual capital related knowledge management and information & cyber-

security management? Are the concepts and background the same, does these disciplines 

relate to each other and do they supplement each other’s? Based on the theoretical underpin-

nings, knowledge management deals with the organization´s most valuable knowledge re-

sources, whereas the knowledge management and information & cybersecurity use same 

terms and they appear to be connected. However, both disciplines are relatively emergent 

and there is also criticism on the vague terminology relating to information and cybersecu-

rity.   

Purpose for this thesis is to evaluate how the protection of intellectual capital is presented in 

knowledge management and in information and cybersecurity related research.  
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3.2. Research methodology and research process 

In the research approach part, the research strategy, process and selected methods are ex-

plained. The purpose for the study is to understand the link between the management of 

information and cyber security and the intellectual capital in research. As addressed earlier, 

information is a strategic asset which needs to be protected to ensure the success of the or-

ganization. The study was performed as a systematic literature research (SLR) to research 

how the two disciplines are approaching the intellectual capital topic. As demonstrated in 

paragraph 1.1 both concepts (intellectual capital and information & cyber security) are rela-

tively new and the related research has developed during the same period, the research covers 

a long time period to evaluate if consistency can be identified. 

 

3.3. Systematic literature review (SLR) 

To achieve the objective and to answer to the research question the study is performed as a 

systematic literature review (SLR). As the systematic literature review focuses on the exist-

ing research and literature relevant for the research question, it provided a practical way for 

searching the answers (Aveyard, 2014, 2, Hirsijärvi et al.  1997). A systematic literature 

review was selected as the research method as it provides view on the existing research and 

materials on the subject. This can be very useful also in situations where the materials and 

evidence are very scattered. Systematic literature review can also be easily replicated to val-

idate or to compare the results later. The research method can also be justified due the rela-

tively emergent nature of the topics. (Lame 2019, 1633-1634) 

Systematic literature review is a precise and reproducible method, which is used to identify, 

evaluate and to condense existing research and source materials (Fink 2005, 3). The purpose 

of SLR is to search for the answer to the specific research question and to project the existing 

research of the topic (Hirsijärvi, Remes and Sajavaara 1997, 108-109, Lame 2019, 1633). 

The literature review must be performed systematically and reported precisely. Also, the key 

concepts used in search must be defined, to ensure that the larger and more complex mean-

ings can be understood by the reader (Hirsijärvi et al.  1997, 240). Elementary part of the 

SLR process is the identification, screening and selection of materials. This must be done in 
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a meticulous way so that all steps and criteria’s in the material intake phase are clearly and 

unequivocally presented and documented. Purpose for it is to evidence the process on how 

the selected materials included in the review were screened, selected, extracted and how the 

results are reported. (Borrego, Fosters & Froyd 2014, PRISMA 2020).  

 

 

Figure 10 – the five phases of systematic literature review (Borrego et al. 2014). 

 

Borrego et al. (2014) present the systematic literature review and identify five phases in it. 

The first phase is to formulate and to establish the particular research questions which the 

research is addressing. The second phase is about identifying relevant sources from where 

the materials for the research and review could be found. In the third phase the precise key-

words, attributes and other rules are defined and pinned to the search and material intake 

process. The fourth phase is to perform the actual review and analysis of the discovered 

materials. The fourth phase also includes the summary of results on reviewed articles. In the 

fifth phase of the review the review summary and synthesis are prepared. The systematic 

literature review process and its five steps are presented in figure 10. 
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3.4. Search strategy and source for research materials 

The selection of sources for information for the research is very important and one should 

pay attention on the credibility of the source and the material (Costin, Ionescu & Gherghina 

2020). The use of specific and specialized databases for searching the source material for the 

research is useful and efficient (Hirsjärvi et al. 1997, 86). In this research the purpose was to 

evaluate how the information and cybersecurity related research relates to knowledge man-

agement and to concept of intellectual capital. To achieve this, a comprehensive range of 

materials was needed. The existing scientific research article databases fulfill this require-

ment and need very well. There are many research article databases which can be used for 

this purpose (Visser, Eck & Waltman 2021).   

Some of the most used research article databases are Web of Science and Scopus. There are 

also new databases like Dimensions which provide comprehensive amount of different sci-

entific journals. (Singh, Singh, Karmakar, Leta & Mayr 2021, 12). From pure number of 

publication records the Dimensions looks attractive -table 2.  

 

Table 1. Number of journals and publication records indexed in Web of Science, Scopus and 

Dimensions (Singh et al. 2021, 11). 

 

 

To evaluate the most suitable and relevant database a basic key word search was performed 

to all three databases (Web of Science, Scopus and Dimensions). These databases were se-

lected as they focus on scholarly material, and they include proper search functions. For 

example, Google Scholar was excluded as the search functionalities are limited and by using 
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the other dedicated research article databases the access to the original research papers is 

easier.  

The evaluation search was a search the search with key words “Intellectual Capital” AND 

“Information Security”. The search was done against the abstracts. The search was limited 

from records published between years 2000 to year 2022. The results from this search were 

(comparison run 9th April 2022): 

- Scopus 52 search results 

- Web of Science 41 search results 

- Dimensions 10 search results 

Based on these qualification criteria’s the search was done by using Scopus database.  

 

3.5. Database search and search attributes  

As described in earlier section Scopus was selected as the database for primary search. The 

database holds millions of articles and offers multiple ways and combinations to scope the 

search the relevant source materials, like key words, targeting the keyword search to certain 

database elements of article name, abstract, key words (Hirsjärvi et al. 1997, 87-90).  

The search from Scopus database was done by using following rules and attributes: 

- Keywords: “information security management”, “cyber security management” AND 

“cybersecurity management” 

- Search done against: Article title, abstract, keywords 

- Range from 2000 to 2022 (search date 9th April 2022) 

 Search results with the search total 1555 results (figure 16) 

Note: The research work was started in April 2022 and therefore the number of published 

research articles from 2022 was limited as shown in figure 11. 
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3.6. Research article intake and exclusion 

When the primary selection of source materials has been done with a database search, the 

search results may not all be relevant for the research. Therefore, an article intake and ex-

clusion phase must be completed to ensure that the selected materials are relevant from the 

viewpoint of the research question (Borrego et al. 2014, 54). 

 

 

Figure 11. Number of search results on key words 

 

The thesis is about the concept of intellectual capital both in knowledge management and in 

the management of information and cyber security. Therefore, the selected articles must be 

relevant for the management aspect and on the concept of intellectual capital.  

Intake criteria: Article is about the definition or classification of information and 

about the protection of it in a corporate context. 

Exclusion criteria: Article covers only limited aspect of information security (like 

technical questions for instance data encryption, user awareness 

or regulatory aspects like personal data protection & privacy). 

Also work related to mathematical modelling without any rela-

tion to information classification or definitions will be excluded.  
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The material intake, selection and screening process are described by following the PRISMA 

model (Page, McKenzie, Bossuyt, Boutron, Hoffmann, Mulrow et al. 2020). The primary 

search database was selected to be Scopus, as it includes materials from multiple research 

article databases. From Scopus it was possible to conduct a search against different attributes 

and elements of research articles. The first phase of the literature review was done against 

the data available in Scopus database. After the initial screening of the materials the original 

research articles were acquired from available sources. The process follows the five steps 

described by Borrego et al. (2014). The process and the selection of materials is presented 

and broken down in table 2. 

 

3.7. The practical research material intake and screening process 

The previous chapter described the theoretical model and selected research method selection. 

As the research and review process has included both database searches and manual work, 

the combined process is described here. The practical process is structured in the five-step 

model presented by Borrego et al. (2014). 

The selected source which was identified as the source for the required research materials 

was Scopus research article database (ref. Borreigo et al. 2014 phase 2). The identification 

of the plausible materials for the systematic literature review was done by using the search 

functionalities available in the Scopus database search. In the search, the defined key words 

were used, as described in chapter 3.4. To achieve sufficient coverage, the search was ex-

tended to the article title, key words and abstract. All this information was available via 

Scopus database and search functionalities. The search results (described in table 4) were 

extracted to Microsoft Excel spreadsheet named “Articles – master (Scopus).xlsx”. 
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Table 2– Description of the material selection process and results (PRIMA) 

 

From the identification phase, the selected potential and relevant sources were screened in 

the phase 3 (Borreigo et al. 2014). This was done by screening the article subject and scope 

via detailed evaluation of the article topic and key words and the abstract of it. If the article 

was appearing to be relevant from the research question perspective and if it did not fall 

under the exclusion triggers it was included to the systematic literature review. If the object 

was not identified relevant or it felt under the exclusion trigger it was excluded. The inven-

tory and status of this screening work was maintained in Excel spreadsheet named “Articles 

scanning - phase 2.xlsx”. This spreadsheet was the extraction from the potential works 

tagged in the “Articles – master (Scopus).xlsx” spreadsheet. In this spreadsheet all the 
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selected and included articles were numbered with a unique identifying number. This num-

ber is then used later in this report in the results and analysis part to indicate the source.  

 

Figure 12. Research process steps and the used tools (based Borrego et al. 2014). 

 

For the phase 4 (Borreigo et al. 2014) all the items listed in the “article scanning - phase 

2.xlsx” spreadsheet was acquired and downloaded for the review. In this phase some of the 

articles were excluded as these are not available free of charge, or the original article was in 

other language than English (as the abstracts for some works are in English even the original 

work is written in other language). Also, some works was excluded as the content turned out 

to be out of the scope or otherwise meeting the exclusion trigger. The results from the de-

tailed analysis and review were gathered to “Articles scanning - phase 3 (analysis).xlsx” 

spreadsheet. The use of Excel spreadsheet allowed the easy creation of categorization and 

calculation models needed for the summary and synthesis in phase 5 (Borreigo et al. 2014). 
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The categorization, statistics and references to articles were done based on the numbering 

and data categories and validation created in this Excel spreadsheet. The steps and tools used 

in the research process are presented in figure 12. 

 

4. Results and analysis  

4.1. Summary of key results and findings 

In this thesis the research layout seeks the answer to the question on how the resource-based 

view and the protection of intellectual capital is present in information and cybersecurity 

management related research. The research was performed as a systematic literature review 

on information and cyber security management related research done between 2010 and 

2022.  

 

Intellectual capital and knowledge are proven to be the most valuable resource for organiza-

tion (Kianto 2007, 343). With the intellectual capital the organization has, it can create sus-

tainable competitive advantages and create success (Marr 2008, 3). The information and 

cyber security management are a function, which aims to protect the important and valuable 

information of an organization (von Solms & Niekerk 2013, 99). As these functions and 

disciplines appear to be closely related, one would assume that the key concepts and theories 

would be linked and that the organizations most valuable assets would be in the scope of the 

information and cyber security activities. 

 

The key findings and results of this study are 

• The resource-based view and information and cyber security management are not 

related. The information and cyber security related research very rarely touch the 

area of intellectual capital. Based on the systematic literature review the concept of 

intellectual capital is not considered in the context of information and cyber security 

management. On rare cases the closest relation can be observed in the use of the term 
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“intellectual property” (table 3). However, the concept and term are not opened or 

explained more specifically.  

 

• The information and cybersecurity discipline does not recognize the concept of the 

hierarchy of information. The use of the concepts information, data, information as-

set or resource appears to be indefinable. The importance of information or cyber 

security are justified generally with a statement like “information is the most im-

portant asset of an organization” (Martin 2021, Sterbak, Segec & Jurc 2021, Culot, 

Nassimbeni, Podrecca & Sartor 2021, Grishaeva & Borzov 2020, Diéguez, Bustos & 

Cares 2020, Khan, Tanwar & Rana 2020, Tsochev & Stankov 2020, Diéguez, Bustos 

& Cares 2020, Akinyemi, Schatz & Bashroush 2020. Kala Kamdjoug, Nguegang, 

Fosso & Wamba 2019).  

 

• The information and cyber security discipline appears to be technology centric. Even 

there are plenty of discussion and work addressing that information security extend 

outside the purely technical domain, there is still a tendency that the materials focus 

on the protection of information processing technologies (Kim & Kim 2021, Gill, 

Zavarsky & Swar 2021, Sterbak, Segec & Jurc 2021, Genchev 2020, Bergström, 

Karlsson & Åhlfeldt 2020, Brunner 2016, Mir, Wani & Ibrahim 2013).  

 

• Information and cyber security management related research focuses to internal as-

pects and activities on security. More precisely, the focus on research articles is com-

monly on defining or modelling of information & cyber risks, in the use of technol-

ogy or in information and cyber security related international standards (Mirtsch, 

Blind, Koch & Dudek 2021, Culot, Nassimbeni, Podrecca & Sartor 2021, Fonseca-

Herrera, Rojas & Florez 2021, Aleksandrova, Vasiliev & Aleksandrov 2020, 

Safonova, Lontsikh, Golovina, Elshin, & Koniuchov 2020, Diéguez, Bustos & Cares 

2020, Akinyemi, Schatz & Bashroush 2020).  

 

• There was surprisingly little work on business alignment, cross discipline topics or 

on information (Govender, Kritzinger & Loock 2020, Pérez-González, Preciado & 

Solana-Gonzalez 2020, Luma & Abazi 2019) or cyber security leadership (Da Silva 

2022).  
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4.2. Intellectual capital and security related research 

The material identification and intake for the research was done by using the selected re-

search article database search. The search with the selected key words supplied an inventory 

of 1555 potential research articles. These identified articles were screened based on their 

title and abstract. It became noticeably clear already in this phase, that the concepts “infor-

mation security management” and “cybersecurity management” are used very widely. These 

concepts are used in descriptive way to cover almost any topic in the field of information 

and cyber security. 

 

Olijnyk (2015) completed a study on the information security related research. Based on it, 

a larger activity on information security related research has started after 1994. This is sup-

ported by the data gathered for this research from Scopus research article database. Figure 

13 shows the number of research articles found from Scopus with the search term infor-

mation protection.  

 

Figure 13. Research articles in Scopus database with key term information protection. 

 

Equally by using the search term information security the search results follow the same 

order, as shown in figure 14. The concept of cybersecurity is also relatively new, the concept 

has become more commonly used and recognized only after 2008 (Xu et al. 2021, 263). This 

is supported by data in Scopus research article database show in figure 15. 
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Figure 14. Research articles in Scopus database with key term information security. 

 

 

Figure 15. Research articles in Scopus database with key term cybersecurity and with cyber 

AND security. 

In this research the link between the resource-based view of the firm, intellectual capital and 

information and cyber security are reviewed. This appears to be very unknown and unex-

plored territory as there appears to be very little research covering both these domains. The 

number of research articles relating to information security and intellectual capital is pre-

sented in figure 16 and the number of papers covering both the information security and firm 

resources are presented in figure 17. 
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Figure 16. Research articles in Scopus database with key term information security AND 

intellectual capital. 

 

Figure 17. Research articles in Scopus database with key term information security AND 

firm resources. 

 

4.3. Selected research articles 

After the screening of the identified 1555 articles was done, an inventory of 116 articles was 

selected. The initial selection was done based on the information which was available in 

Scopus research article database (title, key words, abstract). For the screening phase the se-

lected articles were needed to be acquired. The selected research articles are published and 

available in various sources. Some of the articles are part of a book or set of conference 

papers. This adds the difficulty to find the original document. In addition, some of the 
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selected articles were not found or available, or these were not available in English and 

therefore excluded. In total 24 articles from the inventory of selected articles were either 

excluded or not found.  

The reasons for exclusion are:  

- 10 articles were not found  

- 6 articles were only available in other language than English 

- 5 articles were focusing on a such area (like governmental or healthcare) or into a 

single country specific topic that it was not relevant for the research question 

- 1 article which has a purely technical scope 

- 1 article which does not meet the requirements of a scientific research 

- 1 article which is re-published and does not fit the timeframe 

 

The selected articles for the literature review were from 2010 to 2022. Figure 18 shows the 

split of selected research articles per year. The research was started on April 2022 and there-

fore the number of research articles from that is limited. Otherwise, the selected articles 

cover the selected time period relatively evenly.  

 

 

 

Figure 18. The split of the selected research articles per year 
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4.4. The relationship between the resource-based view and information and cyber security 

management do 

In the thesis the research question related to the relationship between intellectual capital and 

information & cyber security management. In the concept of hierarchy of information, the 

different dimensions relating to information are defined (Aven 2012, Rowey 2005). On di-

mension of the information hierarchy is knowledge and in related knowledge management 

theory, one of the identified ten knowledge management practices is knowledge protection 

(Hussinki et al. 2017, 1597). Olander (2011) has also approached knowledge protection by 

identifying “formal and informal mechanisms for knowledge protection and sharing”. Pääl-

lysaho & Kuusisto have also published work on the protection of intellectual property (Pääl-

lysaho & Kuusisto 2008 and 2011). This proves that the protection of intellectual capital is 

an already identified theme. The value of knowledge and respectively the intellectual capital 

of an organization is recognized. The topic has not been treated in that detail for example in 

knowledge management as it is seen separate from other strategic knowledge management 

practices (Hussinki et al. 2017, 1599). 

  

When the protection of intellectual capital is recognized and when the mission of information 

and cyber security is closely relating to the protection of organizations assets, then the ex-

pectation would be that this would also include the intellectual capital. Based on this litera-

ture review this appears not to be the case. The results of the literature review prove that 

information & cybersecurity management do noes do not recognize the concept of intellec-

tual capital or it does not relate or connect to it in any prominent way. From the screened 

1555 and selected 116 articles only 4 were using the terminology or concepts relating to the 

resource-based view or to intellectual capital (Ilvonen, Jussila, Karkkainen, & Päivärinta 

2015, Ahmad, Tscherning, Bosua & Scheepers 2015, Delak & Damij 2015, Hassan, Ismail 

& Maarop 2014). In addition, three works were related to knowledge management from 

some of the aspects, either terminology or the recognition of the data-information-

knowledge-wisdom (DIKW) hierarchy (Zemtsov & Astakhova 2021, Stoll, Felderer & Breu 

2013, Aksentijevič, Tijan & Agatič 2011). When comparing these seven works to the entire 

inventory of works, these stand for only 0,5% of all selected research articles. 
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4.5. The concept of information hierarchy is not used in information and cyber security 

management  

Information and cyber security are defined as the protection of the confidentiality, integrity 

and availability of information. In the resource-based view and in the intellectual capital 

theory there is a concept on information hierarchy. This is described with the use of the 

DIKW model (Aven 2012, Rowey 2005). This hierarchy does not seem to be used or refer-

enced at all in the information & cybersecurity management related research. The terms data 

and information are used interchangeably and clearly without any hierarchical structure 

(Gill, Zavarsky & Swar 2021, Schatz 2021, Antoniou 2018, Naseer, Shanks, Ahmad & 

Maynard 2016, 2, Sidi, Daud, Ahmad et al. 2017, 1, Hugl 2013, 579). Even these terms are 

same as in the DIKW model, they are not inherited from it. The use of the intellectual capital 

related terminology is relatively relaxed and based on the research not systematic in any way 

or level. In the reviewed articles only in 16 of these the intellectual capital or property was 

mentioned (table 3). However, the dimensions, terminology or concept did not link to infor-

mation hierarchy, the reference was more like the use of an individual word without any 

other indication on bridging the concepts. From the 92 articles reviewed the terminology 

relating to resource-based view is presented in table 3. 

In information and cyber security management related research the DIKW model and con-

cepts are not used. The overall use of the terminology and concepts appear to be very creative 

but inconsistent not only towards the resource-based view but also with in the information 

and cyber security research. A common practice seems to be the use of key term, e.g., infor-

mation in the combination of other descriptive words. For example, the different use of the 

term information is illustrated in figure 19 (for example in Antoniu 2018, Tu, Yuan, Archer 

& Connelly 2017, Shamala & Ahmad 2016, Tatar & Krabacak 2012). And for asset in figure 

20 (for example in Susukailo, Opirsky & Yaremko 2022, Schatz 2021, Steward 2017, Sidi, 

Daud & Ahmad et al. 2016, Shameli-Sendi, Aghababaei-Barzegar & Cheriet 2016, Soomro, 

Shah & Ahmed 2015. 
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Table 3. The terms used on intellectual capital.  

The used term number of works  Article(s) 

intellectual property  9 - Susukailo, Opirsky & Yaremko 

2022 

- Schatz & Bashroush 2018 

- Anttila & Jussila 2018 

- Sidi, Daud, Ahmad et al. 2017 

- Soomro, Shah & Ahmed 2016 

- Warkentin & Mutchler 2014 

- Ng, Ahmad & Maynard 2014 

- Korhonen, Hiekkanen & Mykkä-

nen 2012 

- Tatar & Karabacak 2012 

 

Intellectual asset 3 - Naseer, Shanks, Ahmad & 

Maynard 2016 

- Baras, Othman, Ahmad & Ithnin 

2015 

- Bergström & Åhlfeldt 2014 

 

Knowledge 4 - Fonseca-Herrera, Rojas & Florez 

2021 

- Shamala, Ahmad 2016 

- Agudelo, Bosua, Ahmad & 

Maynard 2015 

- Hugl 2013 

 

Intellectual capital 1 - Aksentijevič, Tijan, Agatič 2011 

 

 

The description in figures just like in articles don’t present any hierarchy. For example, 

Aksentijevič, Tijan & Agatič (2011) use the terms data -information and knowledge in com-

bination with business strategy, to describe the importance and usage of information. Gen-

erally, the information and cyber security management related research appears to use both 

concepts of data and information (e.g., Haufe, Brandis, Colomo-Palacios & Stantchev 2017, 

27). 
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Figure 19. The different concepts on information in reviewed research materials 

 

Figure 20. The different concepts on asset in reviewed research materials 

 

4.6. Information and cyber security management is technology centric 

Information and cyber security management literature appears to be technology focused. The 

purpose for the security function is to protect the information processing systems (Martin 

2021, Sterbak, Segec & Singh 2021, Douchek, Nedomova, Luc & Novak 2020, Genchev 

2020). Also, the concept of information asset (Susukailo, Opirsky & Yaremko 2022, Kim & 

Kim 2021, Mirtsch, Blind, Koch & Dudek 2021, Wu, Wang, Cheng & Dai 2021) is used 

with lack of clarity and in relatively relaxed manner. For example, assets are described as 

“computers, printers, cloud storage, application software” (Sterbak, Segec & Jurc 2021, 

381). The concept of information is also seen as something tangible. For example, in Mir, 
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Wani & Ibrahim (2013) describe that information which is now stored in computers was 

previously retained in “secure file cabinets”. In Sidi, Daud, Ahmad et al. (2017) “the infor-

mation resources” are hardware, software and data.  

 

 

4.7. Information hierarchy and information and cyber security 

The scope for information and cyber security appears to be focusing on those technical sys-

tems which are used in data and/or information processing and storing. Following Polanyi’s 

work, the focus is on the protection of information existing in explicit form (Polanyi 1966, 

4 and Nonaka 1994, 16). Figure 21 presents the scope of information and cyber security in 

context of the DIKW hierarchy.  

 

Figure 21. The coverage of information and cybersecurity management 

 

4.8. Information and cyber security management are inward oriented 

As a part of the systematic literature review a categorization of reviewed works were done. 

The categorization demonstrates that information and cyber security related research focuses 

on information and cyber security centric issues. For example, linking the information and 

cyber security to other disciplines or to business seem to be relatively rare. The reason for 

this can be the fact, that information and cyber security management is a relatively new field 
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and that the relationships and interaction with other research has not yet been established 

(Iivonen, Jussila, Kärkkäinen & Päivärinta 2015, 3941)  

 

The majority of the reviewed research articles seem to be focusing on internal aspects and 

activities of information and cyber security. The internal aspects and activities cover works 

where the topic relates on the content of international security standards or on the implemen-

tation of these standards, security governance, identifying key security controls or in works 

focusing to the automation of security controls. The articles focusing on standardization pre-

sent the single largest category with 18 articles. This presents almost 20% of the reviewed 

works. When calculating all the works focusing on the standards, development of infor-

mation security management, taxonomy, automation of security controls, governance or 

risks / risks assessments this covers 60% of all reviewed articles. Table 3 presents the biggest 

categories of research articles.  

 

Table 3. Categorization of reviewed articles 

 

 

Another category on internal questions and matters are the modelling / maturity evaluation 

models on information and cyber security. From selected articles 15 falls on this category. 

This category includes articles with a theoretical aspect where the article attempts to either 

present a model for assessing the maturity of and organizations information security 
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management system (Arkhipova 2022, Monev 2020, Sulistyowati, Handayani & Suryanto 

2020). Or alternatively the article presents a model for evaluating the investments on infor-

mation security (Wu, Wang, Cheng & Dai 2021, Shichkina & Fatkieva 2021, Lakhno, Mal-

yukov, Yerekesheva 2020 etc.).  

 

What is notable, is the lack of research related to other disciplines or business areas. Also, 

the information and cyber security leadership is an area where only one article was identified 

(Da Silva 2022). In reviewed articles 4 works related on human resources management (Al-

zahrani & Seth 2021, Govender, Kritzinger & Loock 2020, Pérez-González, Preciado, 

Solana-Gonzalez, Luma & Abazi 2019) and one in enterprise architecture  (Diefenbach, 

Lucke & Lechner 2019) 

5. Conclusions and discussion 

5.1. Research and research work 

The purpose of the thesis is to evaluate how information and cyber security related research 

addresses and relates to the resource-based view. As proven in section 2.1 - 2.3 intellectual 

capital is the most important asset of a modern organization.  

Information and cybersecurity management are activities which aim to protect the valuable 

information assets of an organization (ref. Horne, Ahmad & Maynard 2016, 1). The research 

was conducted as a systematic literature review where the focus was on information and 

cyber security management related research. The time frame for the selected research mate-

rials was research published between 2010 and April 2022. The systematic literature review 

is a method which includes an analysis, evaluation and synthesis of the selected materials 

(Onwuegbuzie, Leech & Collins 2012, 2). In this research the scope was to review how the 

research relates on the intellectual capital. The systematic literature review can also be used 

to reveal gaps in the existing research and thus bring up new areas and questions for future 

research (Salminen 2011, 10-11). This is exactly how this study contributes, it proves a gap 

and weakness in current definition and theory on information and cyber security related re-

search.  
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5.2. Answering the research questions 

Based on the systematic literature review, the information and cybersecurity management 

related research done during years 2010 to 2022 is not connected resource-based view in any 

way nor does it recognize the concept of information hierarchy. 

The information and cybersecurity management research uses the concept of information in 

broad and unstructured way. Other terms like assets and data are also commonly used with-

out any obvious constructive structure or hierarchy. This finding is also supported by litera-

ture as it is identified that it lacks consistency in terminology and semantics (Alshaikh, 

Maynard, Ahmad & Chang 2015). The fact, that only a small share of individual articles 

were based on the knowledge management theory also confirm the missing link. 

The contribution of the thesis is on identifying the gap in the current research and on the 

weakness in the concept of information security.  

 

5.3. Discussion on the results  

The information and cybersecurity management disciplines are relatively new. In fact, the 

information security has been raising as a “societal concern” only from the turn of the mil-

lennium (Olijnyk 2015). The resource-based view and the concept of intellectual capital has 

also been gaining focus during the same period, but apparently the two disciplines have not 

been influencing each other.  

In knowledge management the concept of the hierarchy of information has been introduced. 

This concept is not used in information and cyber security management. This results in a 

conceptual conflict. The research of information and in cybersecurity justify the importance 

of the subject, and the need for information security as information is the most valuable asset 

of an organization. And yet address the information protection only on data and explicit 

information either in electronical or physical form.   

It is also stated that the entire concept of information security management is “fragmented 

and conceptually unclear” (Anttila & Jussila 2018). In principle there seems to be a tendency, 
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where the relatively broad area of information security is approached only from a certain 

limited aspect like cryptology (Kangle 2020). This leads to a limited view and understanding 

on the subject and to the situation where the overall research of the topic is approached by 

focusing on individual phenomenon or topics like technology or security incidents (Naseer, 

Maynard & Desouza 2021). This can lead to an outcome where the different researchers and 

research projects are working with the same topic and in worst case generating overlapping 

or conflicting concepts. (Siponen, Oinas-Kukkonen 2007, 60) 

On the other hand, information security related research appears to have a technical focus 

and the research is focusing on technical aspects (Kim & Kim 2021, Culot, Nassiembeni & 

Sartor 2021). This can also be observed in a lack of interdisciplinary work and on work 

focusing on isolated topics and areas (Siponen, Oinas-Kukkonen 2007, 60-61). Also, the 

technical, organizational and managerial topis are not combined, rather these topics are dis-

cussed separately and independently (Anttila & Jussila 2018). In conclusion information and 

cybersecurity management have developed independently and without any major interplay 

with other disciplines, like human or social sciences (Anttila & Jussila 2018). What is sur-

prising is, that information security & cyber security it appears not be connected to business 

strategies or to business management (Kim & Kim 2021).  

Information and cybersecurity management seem to be enamored with information security 

management standards. Majority of works reviewed in this systematic literature review was 

somehow relating to information security management standards. The articles were focusing 

on either presenting the structure of the standards, the key areas of it or on the implementa-

tion of it. As described in chapter 2.7 information and cybersecurity management appears to 

be a relatively new and unknown territory for organization and for management. Therefore, 

the interest and focus to standards may be explained those being used as maps or guidebooks 

on how and what the information and cybersecurity management is about. This especially, 

when there was only one article which had a critical view on the real benefits what the or-

ganization could gain from the implementation of information security management stand-

ards (Anttila & Kajava 2010).  

When the knowledge protection is seen as a separate process from the other strategic 

knowledge management activities (Hussinki et al. 2017, 1599) and when the definition or 

concept of it is not described in detail in knowledge management theory (Inkinen et al. 2015), 

one would expect that the information and cybersecurity would fill this need. Based on the 
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research this is not the case. Few studies were addressing this by introducing the concept of 

knowledge security [80].  

There is also a difference on how the protection of the intellectual property of an organization 

is viewed. In knowledge management related research, the responsibility to protect 

knowledge is seen as an activity of the organizations managers. For example, “Managers can 

choose active knowledge protection strategies” (de Fario & Sofka 2010, 957) and in similar 

manner also Olander, Hurmerinta-Laukkanen & Vanhala (2014;2019) and Husted, 

Michailova, Olander (2013). When in information and cybersecurity related research the 

information protection it is pointed towards information security function more than to the 

responsible managers of an organization (ref. von Solms & von Solms 2004, 372). In re-

search the information and cybersecurity management are strongly oriented towards inter-

national standards (ref table 5). The focus and interest on international management stand-

ards can certainly foster and harmonize the development of information and cybersecurity 

management practices (Eloff & von Solms 2000). On one hand the utilization of these stand-

ards will also extend the focus outside the technical realm in and include also the users and 

user awareness on security (von Solms 2000, 616). On the other hand, if the implementation 

of these standards becomes the purpose, then the information and cybersecurity management 

may drift apart and lose touch with business management. If the link to the activities and 

management of an organization is lost, then the management of these organization´s may 

not be interested or committed to the security and standardization activities (Anttila & 

Kajava 2010). Other criticism on the unilateral approach on standards relate on the “incom-

patibility and ambiguousness” of such standards (Anttila & Jussila 2018, 586) and on the 

lack of business integration and to business processes or quality (Anttila, Jussila, Kajava & 

Kamaja 2012, Anttila & Jussila 2018).   

 

5.4. Validity, reliability and limitations of the research 

The purpose for the thesis was to review the context of intellectual capital in the information 

and cybersecurity management. The research was conducted as a systematic literature re-

view, and it was focusing to the available research materials available in electronical form 

in searchable research databases.  
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The research can be fully repeated as all the prerequisites of the research are presented in the 

work. The keywords used in the search are presented in paragraph 3.5 and the used databases 

are publicly available for registered users. The set time window for the selected research 

articles is from 2010 to April 2022. The research database searches support such selection 

by default. The acquisition of research articles identified by using the Scopus database search 

may require license or user access to multiple research article databases. The search can be 

easily repeated with the information available in the method section. The material intake can 

be adjusted to fit the particular need of the search.  

The validity of the analysis made based on the systematic literature review can be argued as 

the results provided little or no relationship with the research and theory on intellectual cap-

ital and information & cybersecurity management. The zero connection can also be seen as 

a significant finding, as it indicates that there is a gap both in the knowledge management 

and information & cybersecurity management related theory on the protection of intellectual  

capital. On the categorization part in the results part, the classification model is most likely 

not generally suitable. Meaning that for similar research a case specific categorization needs 

to be developed, as in this work the categorization was developed only after the material 

screening and intake phase.  

This research focused only on the information and cybersecurity management in the context 

of intellectual capital as defined in knowledge management theory. The purpose was to study 

how the protection of intellectual capital appeared in information and cybersecurity manage-

ment related research. As intellectual capital is considered to be the key resource when cre-

ating sustainable competitive advantage, the study focused on enterprises and the protection 

of their intellectual capital. Because of this, research articles focusing on governmental or-

ganizations, healthcare and education institutions was excluded. Similarly, research which 

focused on the regulated objects like personal data or payment card related information for 

example was excluded. 
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5.5. Future research  

This research revealed a gap in the concept of protection of intellectual capital. In knowledge 

management the knowledge protection is one of the key practices (Inkinen, Kianto & 

Vanhala 2015). Information and cybersecurity focus on protecting the confidentiality, integ-

rity and availability of data and information ((Lundgren & Möller 2019, von Solms & von 

Solms 2018, Nnolim 2008). But the big question is on the protection of organizations crucial 

assets -in this context the intellectual capital. There is some research done touching the topic 

(ref chapter 2.4), but the comprehensive theory and concepts on the protection of intellectual 

capital are undefined. This area and topic should be approached with multidisciplinary re-

search combining different disciplines like knowledge management, management, social 

sciences, risk management and security.  

Other research area relates to the critical view on information and cybersecurity manage-

ment. In all research materials the importance of information and cybersecurity is justified 

with the generic statement on the importance of data and or information. And in addition, 

most of the research materials relate to the technical aspects or to the protection of infor-

mation processing systems. The relatively freely used statement on “information security 

focusing on the protection of organizations critical information assets” should be subject of 

critical evaluation. This especially when the information and cybersecurity research indicate 

that the terminology is unclear and vague. And in addition, as it appears that the true focus 

in information security is on the technical aspects and it the protection of IT systems.  

 

5.6. Closing sentence 

Based on the search and number of existing research there appears to be a gap in the research 

papers on the connection between the “true strategic assets” (Meso & Smith 2000), “firm 

resources” (Barney 2001) and information & cyber security related research. As the intel-

lectual capital can be proved to be the real crown jewels of the organization, then there 

should also be activities focusing on safeguarding and protecting these assets. This is a major 

issue, as the entire concept of information security sets the promise on protecting the valua-

ble information assets of the organization.  
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The work proves that there is need for research on how the firm resources and intellectual 

capital can be protected and on what is the role of information and cyber security in it. In 

addition, the role of information and cyber security should be critically viewed to ensure that 

the words and deeds match also in an organizational context.  

With this new knowledge and view to the existing gap a more holistic view to the protection 

of intellectual capital and on information and cyber security management can be created. 

This is important, as modern organizations and societies are dependent on information and 

knowledge. With the revised view on information and cyber security and on the protection 

of organizations real key assets, the goal on protecting the organizations long term business 

success can be achieved. 
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