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Abstract—The next-generation digital revolution is anticipated to be the convergence of Consumer
Internet of Things (CloT) platforms and Metaverse. The use of Metaverse in CloT can offer a
hyper-spatiotemporal, self-sustaining 3D virtual shared space for people to interact, work, and play.
Despite the hype around CloT-inspired Metaverse, security and privacy concerns are seen as the two
biggest obstacles in the communication infrastructure and information gathering procedures. The
eXplainable Artificial Intelligence (XAl) and blockchain have the potential to reshape and transform the
CloT-inspired Metaverse by bringing significant enhancements in terms of explainability,
interpretability, transparency, traceability, and immutability regarding data and communications. In
this paper, we first discuss about the security and privacy issues in CloT-inspired Metaverse. Second,
we discuss the importance and properties of XAl and blockchain with a use case to demonstrate the
benefits of our proposed architecture to tackle the aforementioned obstacles. Finally, we highlight the
future research directions in building futuristic CloT-inspired Metaverse.

B THE CONSUMER I0T (CIOT) refers to Internet-
connected embedded technologies, in which all devices
communicate and exchange data with each other for
entertainment, or information purposes. The goal of
the CIoT is to make consumer lives better through
automation [1]. For example, a typical smart city pro-
vides various automated functionalities such as smart
lighting, smart parking, smart transportation system,
waste management, and etc. to make urban life ef-
ficient and smooth. In general, as the CloT network
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grows, the accompanying digital technologies, such as
big data, Artificial Intelligence (AI), blockchain (BC),
Augmented Reality (AR) and Virtual Reality (VR) are
also advancing [2]. The adoption of these technologies
will bridge the gap between the physical and digital
worlds, creating a new artificial realm.

The significant innovations and advances in the
technologies, including 5G, Al, BC, cloud computing
and VR have given birth to a next-generation Internet
application called “Metaverse”. The term Metaverse is
a combination of two words, “meta” meaning beyond
reality, i.e., in a virtual environment and ‘“verse” means
the universe in which humans can immerse themselves.
The development of Metaverse lies in the intersection
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of reality, virtuality, and human. To be more precise,
the Metaverse can be thought of as a hypothetical
version of the Internet that will bring many changes
in human life based on interactive technology and by
fusing Extended Reality (XR) with physical and digital
virtual surroundings [3]. For example, Metaverse in
industry has the potential to increase the produc-
tivity and efficiency of manufacturing by combining
physical-digital fusion (i.e., simulating actual industrial
environments) and human augmentation for industrial
applications. The spatio-temporal extensibility, virtual-
real interaction, human-computer symbiosis, hetero-
geneity, interoperability and scalability characteristics
of Metaverse will revolutionize the way individuals use
the Internet and other digital platforms [4].

CloT-inspired Metaverse

The present Metaverse platform uses a variety of
CIoT devices to deliver various digital services using
avatars in virtual environment. The main application
of CloT-inspired Metaverse is shown in Figure. 1. In
CloT-inspired Metaverse, the avatars are responsible to
directly participate and communicate with the platform
servers to access the desired services. To be more
specific, CIoT devices gather user instructions and
send them to the Metaverse client terminal [5]. This
terminal first identifies the motion state, then generates
state information data, and finally sends them to the
Metaverse server for the associated avatar over open
channel Internet. The servers thoroughly process the
data from each avatar activity transmitted by a huge
number of users before creating the appropriate 3D
virtual setting. The 3D virtual scenario is broadcasted
to all client terminals, where the real-time Metaverse
experience is shown to users [6]. As a result, AR
and VR applications can benefit from the context and
situational awareness of physical objects provided by
CloT data. For instance, an AR device may react to a
user’s finger motions or initiate a cyberphysical action
in reaction to a real-world event.

Security and Privacy Issues in
CloT-inspired Metaverse

Despite the hype, security and privacy are con-
sidered as the two main obstacles in realizing fu-
turistic CloT-inspired Metaverse. For instance, secu-
rity and privacy concerns occur as the participating
entities, such as AR/VR devices, cloud servers, and
CloT devices, communicate and exchange data over
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Figure 1: The application of CloT-inspired Metaverse.

the Internet using unsecured (open) communication
channels [7], [8]. Thus, an adversary can launch var-
ious cyber-attacks in the network including Denial of
Service (DoS), man-in-the-middle (MiTM), imperson-
ation, backdoor, cross-cite scripting attacks, physical
stealing of CIoT devices, data poisoning attacks, false-
data injection and so on. On the other hand, the
enormous data generated by most of the current CloT-
inspired Metaverse use centralized cloud to collect,
control and provide an appropriate 3D virtual settings
for the end users [9]. However, cloud server is not
fully trusted entity and a malicious cloud can easily
trade or alter Metaverse data to unidentified third
parties without the owners’ consent. As a solution
to the above, a novel security solution that provides
an authentication and key management protocol with
Intrusion Detection System (IDS) in CloT-inspired
Metaverse environment is required.

Need of Blockchain in CloT-inspired
Metaverse

Mutual authentication and key management are
considered to be two crucial methods for providing
secure communication in any intelligent environment.
These security schemes use symmetric cryptography
and are based on the challenge-response pair to pro-
vide user identity privacy. The primary benefit of using
mutual authentication and key management protocols
is that they permit connecting devices to mutually
authenticate one another while exchanging authenti-
cated session keys (or secret keys) and establishing
secure communication channels [10]. The protocol
is therefore commonly used in systems for secured
business transactions such as online stock trading and
electronic commerce.

The efficiency of the existing mutual authentica-
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tion and key management protocols can be enhanced
by integrating blockchain technology. Blockchain can
provide a secure computing environment, as well as
distributed data storage and security for the CIoT
data in CloT-inspired Metaverse. Moreover, blockchain
can create a trustworthy Metaverse environment be-
tween parties that are distrustful of one another by
its inherent features like decentralization, immutabil-
ity, and traceability. For instance, in a CloT-inspired
Metaverse, the data can be kept in Distributed Hash
Tables (DHTs) i.e., InterPlanetary File System (IPFS),
while the blockchain can be used to maintain a pointer
to the DHT storage location [11]. When a user in
Metaverse asks for data from the DHT, the blockchain
will determine whether the access may be provided or
not, i.e., the requester authentication is handled by the
distributed blockchain miners rather than distrustful
centralized cloud servers.

Need for eXplainable Artificial
Intelligence (XAl) in CloT-inspired
Metaverse

Artificial Intelligence (Al)-assisted IDS is an au-
tomated tool that continuously monitors and analyzes
the system or network traffic to detect and prevent
malicious requests. Thus, to ensure network security in
CloT-inspired Metaverse, an efficient and robust IDS
can be deployed. Various Al-assisted IDSs based on
machine learning and deep learning techniques are de-
signed and deployed in CIoT settings. However, the ex-
isting Al-assisted IDSs have several limitations includ-
ing their ability to explain their inference processes and
final results. As a consequence, they are now treated
as a black box by both developers and users. Although
these models can achieve high accuracy and generate
low false alarm but, there is a possibility of bias
in these opaque/non-transparent models. For example,
the security analyst of Cyber Security Operations
Center (CSoC) uses the alert raised by these opaque
Al-assisted IDSs to perform various security rescue
task including alert escalation, intelligence gathering,
forensic analysis and threat and attack mitigation [12].
However, the lack of explanation of alerts generated
by these black box models creates a barrier for task
analysis and subsequently impedes decision-making in
real time monitoring.

The eXplainable Artificial Intelligence (XAI) has
become increasingly important to interpret the machine
learning models to enhance trust management by al-
lowing security analyst to understand the underlying
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Figure 2: System model of XAI and Blockchain in CloT-inspired
Metaverse.

data and the impact of the malicious data to detect
any intrusion in the system. The main advantage of
using XAI is that it extends Humanistic Intelligence
(HI) and eXtended meta/uni/Verse (XV) by bringing
the human being in the feedback loop of the decision
making [13]. This is crucial since the Al model cannot
forecast with a 100% degree of certainty because its
“understanding” of the data is mostly dependent on
statistics, which lack the notion of absolute certainty
as it is understood by humans [14]. The XAl-based
IDS solves the issue of interpretability in the field
of intrusion detection. For example, with XAl-based
IDS, the cybersecurity professionals can interpret CloT
traffic features in Metaverse and can develop efficient
methods for detecting intrusions [15]. Additionally, the
specific samples can be correlated based on various
factors including, time of intrusion, type, and suspi-
cious network flow to interpret and generate a detailed
explanation for any misclassifications happened due to
zero-day attacks.

Case Study of XAl and Blockchain in
CloT-inspired Metaverse

In this section, we first discuss the network and
threat models associated with CloT-inspired Meta-
verse. Then, we exploit XAl and blockchain technol-
ogy to materialize how these approaches when com-
bined together can enable a more secure and trusted
Metaverse environment.

System Model

The XAI and blockchain-enabled security system
for CloT-inspired Metaverse consist of six entities -
users, CIoT devices, avatars, cloud servers, blockchain
and IPFS integrated platform and XAl-based IDS
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- shown in Figure 2. The description is mentioned
below:

e Avatars: Avatars are the virtual representation of a
physical player. They are responsible for providing
the results or doing activities in 3D environment of
a specific requester.

e Users: The users are the actual physical players who
demand Metaverse information from cloud servers.
They use AR/VR devices to send their requirements
to the cloud servers.

e CIoT devices: They are different consumer smart
sensors i.e., motion, temperature and so on. These
sensors are responsible for collecting various user-
related information automatically.

e Cloud servers: They include big data centers with
powerful computing abilities. Their main role is to
generate corresponding 3D world for end users.

e Blockchain and IPFS integrated platform: The
blockchain technology serves as an interface for
avatars and users and has decentralized data stor-
age capabilities. By engaging in transactions on
the platform, avatars and users can come to an
agreement. The IPFS is used to store actual data
whereas blockchain stores the returned hash.

e XAl-based IDS: The XAl-based IDS is deployed at
different cloud data centers. They are used to track
or monitor incoming and outgoing traffic between
cloud servers and Metaverse users.

Working of Proposed Framework

Blockchain and IPFS integrated platform: This
phase includes three different modules which are (i)
User and Avatar Registration (ii) Transaction verifica-
tion and commitment, and (iii) Authentication between
Avatars and Users. The detailed working of the phases
is mentioned below.

(i) User and Avatar Registration: The first module of
the framework performs the registration of Users and
Avatars. Here, each of the entities (User and Avatars)
is assigned keys (private and public keys). Next, the
public key gets disseminated to the other entities to
perform secure communications. The key generation of
each User and Avatars is done by Modular Square Root
Technique (MSRT). The MSRT works with complex
problems and a large number of factors which is almost
similar to Rivest—-Shamir—Adleman (RSA) algorithm.
However, in comparison to RSA and Elliptical Curve
Cryptography (ECC), MSRT is the most efficient and
simple in terms of key generation and signature veri-

fication. While accessing Metaverse services, the User
uses these keys to perform encryption, and decryption,
however, signature verification of identity is used. The
signature verification ensures non-repudiation in the
framework and also assures secure transaction sharing
between the entities.

(ii) Transaction verification and commitment : This
module performs transaction verification and storage.
The integration of blockchain and IPFS assures this
service in the framework. The registered users can
submit their transaction to the cloud server in order
to get Metaverse services. The transactions include
User identity, permission type (read, update, store), and
timestamp. This access permission is executed over the
IPFS secure storage layer. Each access permission is
mapped with the IPFS distributed hash table as per
the role of the User. Before initiating access grant
permissions, the public key and signature are verified
by individual Users. The five separate services need
to be executed in order to invoke Metaverse services
namely transaction initiate, grant, verification, packing,
and execution.

1) The transaction initiate phase includes the reg-
istration of the User and construction of signed
transactions using private keys and shares on the
blockchain network through smart contracts (SC)
services.

2) The transaction grant phase includes identity
verification such as the public key and signature
of an individual user for ensuring that legitimate
transactions are sourced in the network.

3) The transaction verifications phase includes
smart contracts execution, to verify the signature,
public key, timestamp, and access permission.
For every unauthorized verification, smart con-
tracts immediately terminate the access Meta-
verse services of an individual User.

4) The transaction packing phase includes a con-
sensus approach to get the consent of peers and
dissemination of transactions. Further, the new
block gets created after the successful consent
of the peers.

5) The transaction execution phase includes shar-
ing the latest version of the block including
transactions over the blockchain network for
adding it to the ledger and mapping it to the
IPES storage layer.

(iii) Authentication between User and Avatars:
This module includes secure sharing and access to
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Metaverse services between Users and Avatars which
are stored over the cloud server. The authentication
services are only executed for registered Users and
Avatars. This process is executed after successful reg-
istration and transaction verification in the framework.
The session-based mutual authentication is performed
between User and Avatar using MSRT cryptographic
technique. While session-based authentication message
authentication code (MAC) is verified by both the
entities i.e.; User and Avatars for accessing metaverse
services. The MAC includes a public key, timestamp,
and signature of the User. The successful verification
of the Users is granted with Metaverse services based
on access permission role and for every unsuccessful
authentication service gets terminated by the cloud
server service providers.

XAl-based IDS: The proposed XAl-based IDS has
four modules:

e Packet Sniffing Module: This module includes var-
ious sniffing tools and is implemented on cloud
gateway to collect or capture raw traffic (i.e., history
of the network) exchanged between cloud data
center and the CloT-inspired Metaverse network.

e Data pre-processing Module: As the extracted data
are a combination of different type and value,
this module uses one-hot encoding and min-max
normalization to convert the entire dataset into a
uniform format.

e Intrusion Detection Module: The pre-processed data
are used by the Deep Neural Network (DNN)-based
deep learning model to detect known and unknown
intrusions.

e Explainable Cyber-Resilience Module: The security
analyst uses this module to interpret the decisions
made by the IDS. The explanations will assist them
to make necessary changes in the protocol and
configuration of CloT-inspired Metaverse.

Result and Security Discussion

In the simulation, we have used Tensorflow li-
brary to implement deep learning technique. The DNN
model is trained with 2 layers having 128 and 64
neurons, “relu” optimizer with a learning rate of 0.001
over 15 epochs and “binary cross entropy” loss. The
SHapley Additive exPlanations (SHAP) library is used
to interpret the DNN results. The blockchain and
IPES analysis are performed over the ethereum ropsten
network and IPFS version 0.66. Infura is used for the
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Figure 3: Analysis of Blockchain and IPFS

access to Ropten test network and Python web3 is used
for connecting the Ropsten network and IPFS storage
layer. The performance is evaluated using ToN-IoT
dataset in binary attack detection scenario [16].

Figure 3 illustrates blockchain and IPFS integrated
result performance. The two major results analyses
are performed based on this integrated model i.e.;
transaction upload time and block mining time. The
transaction upload time is carried out with IPFS dis-
tributed storage layer and block mining is carried
out with ethereum blockchain network. The proof-
of-authority (PoA) consensus approach is used for
verification and commitment of the transactions. The
present study and blockchain analysis are configured
and carried out for the Users and Avatars. Both the per-
formance analyses are measured in terms of execution
time. The transaction upload and block mining analysis
are performed for the varying numbers of users and
transactions.

We have compared the results of proposed IDS
with some other baselines namely, random forest
(Baseline-1), decision tree (Baseline-2) and naive
bayes (Baseline-3) in terms of accuracy (AC), de-
tection rate (DR), precision (PR) and F1 score [17].
These baseline models mostly requires structured in-
put data and therefore cannot be used directly into
CloT-inspired Metaverse environment (where data are
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Table 1: Performance comparison on various metrics

Models AC DR PR F1
Baseline-1 97.81% | 85.43% | 87.55% | 86.41%
Baseline-2 95.34% | 80.00% | 74.42% | 76.33%
Baseline-3 90.69% | 77.70% | 77.68% | 72.43%

Proposed Model | 98.72% | 97.34% | 98.98% | 98.16%

mostly unstructured). Moreover, we conclude from
Table 1 that the proposed model has achieved highest
numerical values ( 98.72% AC, 97.34%, DR, PR of
98.98% and F1 score of 98.16%) for these metrics
compared to baselines. The interpretability of proposed
IDS can be understood based on local explanation and
global explanation of SHAP values. With this method,
it is possible to discover which dataset characteristics
raise or lower the probability of an attack. The security
analyst can utilize this knowledge to create an IDS that
is resilient to cyber-attacks. For instance, Figure 4(a)
and Figure 4(b) represent decision plot and waterfall
plot of local explanation. With these two graphs we can
understand that the impact of X28 and X45 features
are high compared to other features present in ToN-IoT
dataset. Similarly, the global explanation represents the
impact of features on complete model. Figure 4(c)
shows summary plot for the features that have the most
impact on model output.

Even though, the current approach shows better
results compared with the baselines, but there are still
several challenges associated with the implementation
of the proposed approach. First, with SHAP, there is
a trade-off between interpretability and transparency.
We can easily interpret the model behaviour based
on the feature statistics and importance, but cannot
look inside the model structure. Second, the blockchain
and IPFS integrated platform were built on a private
blockchain, making it partially decentralized and sus-

ceptible to single point failure because it is owned or
controlled by a central authority (possibly less secure).

Future Research Directions

In this section, we have discussed the possible open
challenges that need to be addressed for enhancing
privacy and security in CloT-inspired Metaverse.

Cross-domain Authentication Issues

The Metaverse is a combination of various tech-
nologies and have their own management domains.
Identity authentication across different operators or
standards is essential, but most of the existing ap-
proach uses Public Key Infrastructure (PKI) that de-
pends on asymmetric cryptography and the third-party
certification authority. This approach demands high
computational and communication overhead for each
user. Combination of public and private blockchain has
the capability to overcome this challenge and it will
be interesting to see how cross-domain authentication
using blockchain for Metaverse can be designed.

Limitations of SHAP-based Interpretation

With SHAP, global interpretations and local in-
terpretations of the model can be achieved. However,
there are two major challenges i.e., a tradeoff between
interpretability and transparency, and slow computa-
tion of Shapley values (even though the memory is
free). It would be interesting to design a function
or library to explain the AI models based on both
interpretability and transparency.

Lack of Metaverse Related Datasets

To assess the effectiveness of the algorithms and
frameworks, the majority of IDS requires represen-
tative datasets. The creation of realistic Metaverse
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datasets, however, necessitates the use of costly net-
worked assets, specialized traffic generators, and ex-
tensive design planning. Even with the advancement in
virtualization technology, developing a representative
Metaverse environment is still considered a challeng-
ing task.

XAl and Blockchain for 5G and Beyond

Compared to 4G networks, 5G and beyond are
more capable and use less latency to provide an in-
creased universal coverage. The integration of XAl and
blockchain with 5G and beyond will provide fast data
transfer, trust, transparency and better explainability
of cyber-attacks in Metaverse environment. However,
implementing XAI and blockchain techniques together
in 5G and beyond scenario will be another future
research.

Conclusion

In this paper, we first discussed the advantage
of integrating of consumer Internet of Things with
Metaverse and highlighted the security and privacy
issues in these emerging technology. Then, we ex-
plained the need of explainable Al-based intrusion
detection system and blockchain-based authentication
and data storage mechanism using a case study in con-
sumer Internet of Things-inspired Metaverse. Finally,
we highlighted potential future research directions that
will require further in-depth research for realizing
futuristic Metaverse environment.
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