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No matter how far modern technology develops, humans will always be the weakest link.
That is why security and user-friendliness must go hand in hand.

In this work, we investigate how user-friendliness affects the behaviour and decisions of
strong authentication users. The study uses semi-structured interviews to ask users about
their opinions on strong authentication and related features. Finally, these interviews will be
used to provide suggestions on how to improve strong authentication.

Users preferred bank 1Ds and mobile authentication, which they were already familiar with.
Ease of use and reliability were cited as reasons for adoption. Discussions revealed that while
many users were satisfied with the current authentication methods, users would also be
interested in energy- and connection-independent alternatives. Many would be willing to
sacrifice user-friendliness to a certain extent if this would guarantee even more secure
authentication.

The number of interviewees was limited and focused on a specific age group, so the study
does not provide a reliable overview of the topic. However, the responses provide an
indicative description of where strong authentication should be directed in the future.
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Vaikka nykyteknologiaa kehitettaisiin kuinka pitkélle tahansa, ihminen tulee aina olemaan
heikoin lenkki. Siksi on tarkead, ettd Tietoturva ja kéayttajaystavéllisyys kulkee kasi
kadessa.

Téssa tydssa tutkitaan kuinka kéayttaja ystavéallisyys vaikuttaa vahvan tunnistautumisen
hyodyntéjien kayttaytymiseen ja paatoksiin. Tutkimuksessa hyddynnetaén
puolistrukturoituja haastatteluja, joissa kayttajilta kysytaan mielipidettd vahvasta
tunnistautumisesta ja niihin liittyvistd ominaisuuksista. Lopulta ndiden haastattelujen
pohjalta annetaan ehdotuksia, kuinka vahvaa tunnistautumista voitaisiin parantaa.

Kayttajat selvasti suosivat pankkitunnuksia ja mobiilivarmennetta, jonka he tunsivat jo
ennestaan. Kayttoonoton syyksi mainittiin helppokayttoisyys ja luotettavuus.
Keskusteluista nousi esiin, ettd vaikka moni kéaytt4jé olikin tyytyvdinen nykyisiin
tunnestautumis- menetelmiin, kayttéjilla olisi myos kiinnostusta energia- ja yhteyksista
riippumattomista vaihtoehdoista. Moni olisi valmis luopumaan kéyttajaystavallisyydesta
tiettyyn pisteeseen asti, jos tdma takaisi vield turvallisesmman tunnistautumisen.

Haastateltavien maara jai suppeaksi ja keskittyi vaan tiettyyn ikdaryhmaan, joten luotettavaa
yleiskuvaa aiheesta ei tutkimuksessa saada. Vastausten pohjalta kuitenkin pystytaan
luomaan suuntaa antava kuvaus mihin vahvan tunnistautumisen kannattaisi suuntautua
tulevaisuudessa.
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SYMBOLS AND ABBREVIATIONS

2FA = two-factor authentication

Al = Artificial intelligence
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1 Introduction

1.1 What, why and how?

Almost all of us use some kind of device, such as a computer, phone, or tablet, for
everyday tasks. Banking, working, studying, and shopping online have become a norm
with a variety of apps and browsers. (Caroll 2021) Security attacks have increased, both
against companies and individuals. Security does not just revolve around technology, but
also user-friendliness plays an important role. Maintaining security is not just about
updating existing software. When security is made to work beyond the user's knowledge or
is impractical to use, users tend to make mistakes (Khripunov 2023). Users can also spend
more resources temporarily to reach their goal, in which case the repetition of the event or
task becomes too difficult. This can lead the user to drop the activity that takes too much to
maintain, for example usage of strong identification. (Sasse & Rashid 2019) Therefore, it is
important to find out what the user experience is like and make improvements based on the

results.

Often people repeat a few of the same passwords and, these days, this no longer provides
enough security for the user (Petsas et al 2015). One way to protect important data is to use
strong identification. Strong identification aims to protect against the most common
security attacks, and after these attacks, when the password has fallen into the wrong
hands. Practical issues such as the loss of the authentication device, confusing interface, or
unclear instructions, can make the user experience feel awkward or inconvenient. (Petsas et
al 2015) This can lead to the user not accepting the use of strong authentication or delaying

until it is too late.

The purpose of this thesis is to review the literature of related studies and articles. The
work will also use semi-structured interviews to learn about user experiences with strong
identification. The results will be used to explore how strong identification could be
improved to promote safe security habits. | think that my subject is topical right now when
the world of tech is evolving fast. With my research, | hope to contribute to making strong
identification user-friendly and that way encourage users to use strong identification when

possible.



1.2 Research frames

In this study, the strong identification method is limited to options offered to the user in
Suomi. fi. This is because the interface is familiar to those who live in Finland, and it
offers multiple types of authentication methods. For the sake of the length of this research,
not all the types of authentication methods are studied in detail. The focus is on the user
experience. The study group is limited to 6 persons in the same age group. The users have
some knowledge of strong identification and they have used Suomi. fi at some point. This

decision was also made so that the scope of this study does not become too big.

Here are the research questions that this thesis tries to answer:

Research questions:
1. What method of authentication is used/preferred while using strong identification?
2. Why does the user prefer these methods of identification?

3. How the user experience can be further improved?

1.3 Limitations

The scope of this thesis focuses only on a limited number of participants among young adults
aged between 25-28. There is only little variation in the background of the participants which
limits the quality and variation of the collected data. Also, there are many different options
for strong identification methods but only those available in the Suomi. fi service is used as
an example in the semi-structured interviews. While conducting semi-structured interviews,
it is easy to collect data that is inconclusive for the study. Handling this data can be seen as

ethically questionable if done negligently.

1.4 Structure of the Thesis

This chapter is for the introduction of the topic and defining the thesis scope. In chapter 2
literature and studies about what we know of the topic are explored. Study methods and

how the semi-constructed interviews were conducted are introduced in chapter 3. The



results of the interviews are gone through in chapter 4. In chapter 5 there is a discussion on

how strong authentication can be improved. chapter 6 is for the conclusion of the thesis.



2 Literature review

Usable security or the practice of making the user experience as usable as possible and that
way promoting “right” or secure behaviour, is @ mix of cyber security, user experiences
and user interface research. In this section studies made previously about user experience,

usability and security are explored.

2.1 Humans are the weakest link in strong identification.

According to an article written by (Sasse & Rasid 2019), the design of cyber security and
the designed mechanisms in those systems impact people’s everyday lives. The end user is
always the weakest link in the security system. When security mechanisms are unclear or
the workload to use a security system is made too difficult, the users tend to drop the use of
the mechanism. (Sasse & Rashid 2019) It is not always the user’s fault that they make
mistakes with their security. Systems that do not consider the human factor can be
unintentionally designed to make users act illogically or disturb them enough that they make
a mistake (Khripunov 2023). A study conducted by Petsas et al (2015) tried to quantify 2FA
adoption in real life. For this experimental study, more than 100,00 Google accounts were
analysed, and the accounts were checked for activated 2FA authentications. The study
demonstrated an attack that could extract information via password reminders. Because the
2FA raises concerns about usability and scalability users preferred to use password

reminders even though it was not as secure.

“Nabh, it’s just annoying” A Deep Dive into User Perceptions of Two-Factor Authentication
made by Marky et all (2022) is a study of two-factor authentication (2FA) and user
experience. The results were that the usage of 2FA should not be restricted whether it’s a
matter of the user’s mobility environment or availability. These should not hinder the user’s
ability to use 2FA wherever they are or whatever they use to identify themselves.
Restrictions related to mobility were deemed frustrating because the users could not be able
to accomplish their goal of authenticating themselves. By changing the frustrating features,
it would be easier to start using 2FA in everyday life and with this improve security and

secure behaviour overall.



User experience is not only limited to how the mechanisms work but the visuals are
important too. Carroll Fiona (2021) conducted a study on how users reacted to different
visual aesthetics regarding security. They found out that the aesthetic aspect of visualization
IS a way to secure the trust of the user. Users would react to different fonts, colours, shapes,
and other aesthetics and there would be different reactions based on these visuals. The
findings showed that different aesthetics would raise different feelings of danger in the users.

This study proved that there is a correlation between visuals, usability, and security.

Humans easily go where the fence is lowest and this behaviour increases security risks made
by users. In the worst case, the end user does not even start using the security system
(Acemyan 2018). Sasse & Rashid (2019) suggest in their study, Human Factors knowledge
area, that the human factor should play a central role in the design maintenance and
implementation of cyber security. Cyber security’s purpose is to protect the user and the
usage of security mechanisms should be designed with that in mind. This is why it is crucial
to study and improve the user experience and try to promote of the usage strong identification

on all platforms.

2.2 Semi-structured interview

The semi-structured interview method enables interaction between the interviewer and the
participant and allows the interviewee to express themself more freely. During the
interviews, similar types of answers should be identified and collected. Kallio et all (2016)
Both an e-book by Galletta (2013) and a study conducted by Kallio et all (2016) about semi-
structured interviews suggest that the interviewer has the main questions that direct towards
the research questions and guide the conversation by using follow up questions that change
based on the flow of the conversation. These questions are made based on previous research
about the topic but should not be strictly followed.



3 Study protocol

In this chapter, the details of the inquiry and how the interview study was conducted are

presented.

3.1 Defining inquiry

These interviews aimed to get a picture of how the user experiences strong identification
using semi-structured interviews. The responses were used to determine how the experience
could be improved to encourage users to continue or start using strong identification. The

interviews were conducted in Finnish and the answers were translated to English afterwards.

Authentication methods in Suomi. fi were used as strong identification examples. Suomi. fi
is an identification service that is used when service users need to be identified reliably and
this identification service is shared with the public administration e-services in Finland
(Suomi. fi, 2022). As for the 2023 spring the methods available in Suomi.fi was:

e Certificate card
e Mobile certificate
e 10 different bank certifications

¢ ldentification methods for foreigners
3.1.1 Study sample

Six people between the ages of 25-28 were interviewed with different educational
backgrounds. Of the participants 5 were Female and 1 was Male. The interviewees were all
volunteers and every one of them had used some kind of strong authentication method. The
interviewees were only told the topic of the interview beforehand to keep the preconceived

ideas minimum before the interview.



3.1.2 Semi-structured interviews.

The intention was to have a semi-free-flowing conversation about the user experience of
strong identification. The interview did not focus on the technical side of strong
identification but did focus on the user experience. The interview was divided into two parts.
In the first part study subjects were asked to describe their habits and preferences on strong
identification. What do they use? Why do they use this specific authentication method? In
which situations do they use strong authentication and so on? Then the aim would be to go
through the properties of 2FA that were identified in a study made by Marky et all (2022).
These properties were identified irrespective of which identification system was in use. The
properties were explained but the result of this study was not mentioned to the study subject.
The study subject was asked to give their thoughts freely about the properties and the

interview continued.

The Five properties recognized were: Usability, Mobility, Connectivity, Energy sources and

security.
Property Result
Usability Second factor should have excellent usability
Mobility Usage of second factor should be location-independent
Connectivity No network connection required for second factor

Energy Sources | Second factor should not rely on energy sources or be chargeable with

standard chargers

Security Second factor should offer secure interaction

Table 1. Overview of the Second Authentication Factor Properties captured in the study
“Nah, it’s just annoying” A Deep Dive into User Perceptions of Two-Factor Authentication
made by Marky et all (2022)

3.2 How will data collection and analysis be approached?

The interviewees were all volunteers, and the interviews were recorded with consent.
Consent to the use of data collected during the interview was also asked. The personal data

gathered from the interviewees is limited to a minimum to protect the volunteer’s privacy



and the interviews were held anonymously. The recorded data was deleted after answers

related to the study had been made to a transcript.



4 Results

In this chapter, the results of the semi-structured are presented. Comments from the
participants of the interviews will be marked with quotation marks: “...”. Each participant

was given a number to present their quotes.

4.1 RQ1 What method of authentication is used/preferred while using strong

identification?

In this study, the participants were asked to tell what strong identification methods they used
and what method they preferred. Identification methods in Suomi. fi was used as an example
of different kinds of authentication methods. The interviewees were told what kinds of strong
identification they had used and what they preferred. The majority gravitated to two-factor

authentication with bank details, but also mobile authentication was used.

“l use mobile certificate and bank details for strong authentication, but I like mobile

certificate more”. 4
“l only use bank details”. 2

“Logging in with bank credentials is currently the only thing I use.”. 3

4.2 RQ2 Why Does the user prefer these methods of identification?

When asked why they chose this specific identification method the answers were familiarity
with the identification process, ease of access and reliability. Using strong identification

feels almost the same as using a single password and username.
“I don’t need to open any apps while using a mobile certificate.” 4.

“l needed a reliable way of authentication and the bank that | used had issues at the time,
so | started using a mobile certificate as a backup.” 4.

“Easily available. Passwords are memorized and often used. Ready for frequent use.” 5.



” | like the bank’s authorization app.” 2.

” At the start when starting to use the strong authentication, it felt awkward but not

anymore.” 5.
“| feel that using online bank credentials is a safe way.” 6.

” Identifying with online banking credentials is a clear and easy way to identify yourself. ”’3.

4.3 Thoughts and problems with properties of strong identification

In the study, Marky et al. (2022) categorized different points in two-factor authentication
that influenced the user experience. These categories were explained to the interviewees, and
they were asked to give their thoughts on how they felt about those properties. The

interviewees were asked to mention problems, opinions and experiences in each property.

4.3.1 Usability

The subjects stated that usability is one of the most important factors when using strong
authentication. Ease of use was mentioned often but some of the participants were ready to

sacrifice some of the usability to feel more secure.

“It’s essential that it's easy to use. You often must deal with several different services in your

daily life, which is often annoying, so you don't need more annoyances to log in.” 3.

" User friendliness is important, but I can switch to another form of identification if it is

safer but less clear.” 1.
“I feel that strong authentication used now is easy to use.” 2.

There are still things that could be improved. For example, delays in connections or because
usage is not optimised for every device and technical problem during identification if the
instructions were not followed very precisely. The interviewees also mentioned the
hesitation of switching from familiar authentication methods to other available methods and
some of the participants hoped for the authentication processes to be more straightforward.



” If your authentication method (bank) is not available, the threshold for using another

authentication method seems high.” 1.
" Identification could be simplified. ” 6.

" The delays make logging in clumsy. For example, the delay in connecting to the page

providing the service after authentication.” 2.

” Sometimes if | choose the wrong bank, it does not let me change the bank and I need to

start all over again.” 5.

” The key is to be able to use it in more than one place. If it were only used in a few places,

it would seem pointless.” 3.
“If you have a slow phone, (banking) apps could take time to open” 2.

“I prefer to do the authentication on the computer because I feel that there's too much
going on at the same time on the mobile screen otherwise. The phone gets congested, so to

speak.” 2.

4.3.2 Mobility

For most of the participants using multiple different devices during the authentication did

not matter but some hoped to only need to use one device.

“No different from normal. I'm used to running a computer and a mobile phone at the

same time.” 4.
” I don't mind digging my phone out of my pocket if | authenticate on my computer.” 3.

“For older people, it can be hard to manage multiple devices at the same time, but for me,

it is not” 1.
7 [ wish everything could be done on a computer.” 2.
” Frustrating to use more than one device, e.g., your phone is often lost.” 1.

“All the pages you need should have all the same bank IDs and the same format. *“ 3.



This discussion raised questions about the security risks that could arise if everything were
done on one device. Using different hardware and software affected the authentication

process.

” If login and authentication are done on the same device it seems like it could become

more of a security problem.” 1.

” The writing experience also depends a lot on the devices you use, for example, | have

had different experiences with Android and Apple devices.” 3.

" I would like to see more widespread use of different methods. It is nice to have options. If

there is a bank failure you may not be able to switch to another bank to authenticate” 3.

“If [ know where my phone is then I can be pretty sure that no one can authenticate as me

without my knowledge” 5.

4.3.3 Connectivity

Participants did not seem to be concerned about connectivity, because it felt like there
would be a possibility to access the internet everywhere and participants had not thought

about the possibility of not being able to log in without connectivity.

“I have not thought about what I would do if there were no connectivity. 1 do not know

what we should do as an alternative solution” 2.

“It would be handy if I could log in without the web, but I don't see a situation where |

could log in without the web.” 3.
” The vast majority have access to the internet whether at home or in a shopping mall.”’5.
” Even if the internet is not available, you can go on the spot to take care of things. 1.

There was still interest in having the option of using something else that had no

connectivity to the internet or mobile web.

” Not having the internet in between could make it safer to get to know each other, but how
this will happen in practice is hard to say. 1.

“Well, that would be good (To have options without connectivity), but how?” 6.



4.3.4 Energy sources

When talking about the strong authentication methods and their dependence on energy
participants did feel satisfied with the current situation of having to rely on for example

electricity.
“Usually, I do strong identification at home, so energy resources are not a problem” 3.
“l usually carry power banks with me, so | see no problem with this ” 4.

“If we were not able to use the electric devices that we use now. It would not be fun. I don’t
want to return to the old days when we used the number cards to sing in. | am well adapted

to the current situation and equipment.” 3.

The satisfaction with the current situation could be because participants did not have an

energy-free, reliable, and easy-to-use option from which to choose.

“Microchip card could be an alternative way to strongly identify but I doubt that I would

start using it because everything works so well with phone” 3.

“I have not used biometric authentication. I do not want to use biometric authentication. |
have heard it does not work as well and as intended. | would not use these as an alternative

way to strongly identify myself”. 4.

“Electrification is today, and should electricity become a human virtue? Today it is difficult

to function without electricity. 1.

4.3.5 Security

All the interviewees thought that using strong identification felt secure. The process of
identifying felt hard to fake and taking extra steps while identifying made the interviewees
feel secure. This positively affected their thoughts on strong identification and encouraged

them to keep using strong identification.

“I usually do strong identification at home. I like to be in a place where I know that no one

IS looking over my shoulder” 4.

“Usually, the websites that ask the strong authentication make sense.” 3.



“The website that asks the strong authentication feels easier to fake than the process of

authentication steps itself.” 5.

“I feel that strong authentication is more secure with strong authentication than with a

password alone.” 1.
” Currently safe and easy enough” 2.
” People are lazy about passwords, so it's good to have strong authentication in place.” 6.

However, the interviewees felt like they could not verify if they were acting safely while
using strong identification.

“I have no other choices, so I have to trust the process”. 3.

“Taking the extra steps flee more secure, but | have no way of knowing if someone has a

virtual copy of my phone and steals my identity. ” 5.

7 Login often comes automatically, and no thought is given that I'm using strong

authentication.” 3.

“If more steps are introduced the user s focus on the task can be looser. If adding more steps
to the authentication process would make strong authentication possible then I would use

them, but I might not focus on the task and mess up”. 1.

All the interviewees thought that strong identification was necessary and useful. They were
ready to sacrifice usability for the feeling that the identification process was secure.

Especially while the tech is evolving, developing strong identification further felt important.

” 1 would be prepared to sacrifice speed, or clarity if certain services could have stronger
authentication than today. ” 6.

” The world is evolving all the time and it's good that systems are being developed that are
difficult to tinker with.” 3.

While discussing alternative ways to authenticity for example using microchips or
biometrical scans (Fingerprints, face ID) the subjects noted the risks and limitations of these
methods. Al might be able to construct an image of a face or eye to be used to unlock a
biometric ID and those who are disabled or impaired might not be able to use these

technologies in the first place.



” How accurate are biometric identifications and chips? Raises the question of whether

these are secure.” 1.
” How restricted persons, such as those without a fingerprint can access these”’1l

7 Scary to think if AI can create an image so good that it can be used to identify.” 4.



5 RQ3 How the user experience can be improved?

Based on the answers given by the participants there is a strong desire to use strong
authentication in more widespread use with more options. Here are things that | recommend

developers should keep in mind while developing strong authentication methods.

5.1 Usability:

Developers should emphasize ease of use, access and reliability while developing strong
identification methods. Ensure reliability by developing more than one way of
identification. For example, identification with only bank details is reliant on the bank to

work and if the bank’s services are down what would the users do then?

5.2 Mobility:

Developers should focus on providing a similar user experience regardless of which platform
or devices are used. By giving options to choose what platform and method of identification
to use, the users are more likely to adopt strong authentication to their routine.

5.3 Connectivity:

There is a desire amongst the users for a strong authentication method that does not rely on
connectivity via internet or telephone connection. Developing a secure way of identifying
with Bluetooth or RFID technology could be a viable option.

5.4 Energy resources:

Developers should think of other solutions to use for strong authentication than biometric
ID’s as an energy-independent way of authentication. Not everyone is comfortable using

biometric ID as an identification method because it feels too personal and unreliable. As



suggested in the study by Marky et all (2022). An identification chip could be embedded in
everyday items to transform them into strong authentication devices. This would be an

energy-free option and could help users start using strong identification.

5.5 Security:

Even if some users would be ready to give up some functionality to have a more secure way
of identifying this also could deter new users from adapting to strong authentication. Making
strong authentication more complicated may lead to user errors making the authentication
less secure. It is all about the balance of needing to be secure and how the users feel about
the identification process. Also, artificial intelligence is rapidly developing and without
proper regulation, it can be a threat to strong identification. While developing security for

strong identification thread of Al should be considered.



6 Conclusion

This thesis investigated what influences users’ behaviour and choices when using strong
identification. After conducting semi-structured interviews, it was clear that the study
subjects preferred their identification method because it was reliable and easily available,
and they were familiar with the identification method. This is why the majority gravitated to
two-factor authentication with bank details and mobile certificate. The subjects gave their
thoughts on five properties of 2FA that were identified in another study made by Marky et
all (2022) Usability, Mobility, Connectivity, Energy sources and security. The answers were
analysed and based on them, improvements for strong identification were given. Even
though the study sample was small, and no reliable overview of the topic could be concluded
this can be used for indicating the direction of strong identification.

Strong authentication is meant to protect the user of the service and the service provider from
fraud (Suomi. fi 2022). This is why it is important to understand what users are looking for
and how they behave. This thesis is just a surface scratch to show how much user experience,
user behaviour and their understanding of the mechanisms affect user safety. The next steps
should be taken to research users with different backgrounds and limitations to help them

adapt to using strong identification.
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