
 

 

 

 

 

 

 

 

CYBER INSURANCE – CASE: A QUALITATIVE STUDY OF FINNISH CYBER 

INSURANCE PRODUCTS OFFERING FOR SMEs 

 

 

 

 

 

 

 

Lappeenranta–Lahti University of Technology LUT 

Master’s Programme in Strategic Finance and Analytics, Master’s thesis 

2023 

Minna Korpinen 

Examiners: Assistant Professor, Jyrki Savolainen  

                      Professor, Mikael Collan



ABSTRACT 

Lappeenranta–Lahti University of Technology LUT 

LUT Business School  

Business Administration  

 

Minna Korpinen 

 

Cyber insurance – Case: A qualitative study of Finnish cyber insurance products 

offering for SMEs 

 

Master’s thesis 

2023 

82 pages, 3 figures, 6 tables and 2 appendices 

Examiners: Assistant Professor Jyrki Savolainen and Professor Mikael Collan 

Keywords: cyber insurance, SMEs, Finnish companies 

The purpose of this thesis is to discover the range and type of cyber insurance products 

available for Finnish SMEs; to discover what benefits these products provide for them; and 

to determine and compare the processes of risk assessment and claim handling related to 

said products. Research methods involved in the formulation of this thesis were a literature 

review, a qualitative study that was carried out through market survey and semi-structured 

interviews with cyber insurance experts from three Finnish insurance companies. 

The results of this study suggest that cyber insurance is a useful product to support the 

cybersecurity of SMEs by transferring the risks of cyber damage from the SME to an 

insuring body. Although Finnish insurers have defined their individual insurance products’ 

terms in different ways, the products do share some key similarities, namely almost identical 

coverage types, resemblance in risk and pricing factors, inclusive cybersecurity services, and 

the ability to modify the cyber insurance product to a certain extent to meet the needs of the 

insured SME. 

As to the main insights of this study, cyber insurance in Finland is usually sold as a standard 

package for SMEs. Finnish cyber insurance pricing and risk assessment are based upon the 

answers given by customers in the provided risk questionnaire. Although cyber insurance is 

a fairly new insurance product on offer, the lack of historical data does not have a major 

impact on risk assessment. The future research should focus on developing the cyber 

insurance risk assessment and modelling tools further due to the dynamic cyber environment 

and accentuated systematic risk inherent in such an environment. 
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Tämän tutkielman tarkoituksena on selvittää minkälainen tuote PK-yrityksille suunnattu 

suomalainen kybervakuutus on, mitä hyötyjä se antaa PK-yrityksille ja minkälaisia 

tuotteeseen liittyvät riskiarvioinnin ja korvauskäsittelyn prosessit ovat. Tutkielman 

tutkimusmenetelmiksi valittiin kirjallisuuskatsaus sekä laadullinen tutkimus, mikä 

toteutettiin markkina-analyysilla sekä puolistrukturoiduilla haastatteluilla kolmen 

suomalaisen vakuutusyhtiön kybervakuutusasiantuntijan kanssa.  

Tutkimuksen tulokset osoittavat kybervakuutuksen hyödylliseksi tuotteeksi tukemaan PK-

yrityksen kyberturvallisuutta korvaamalla kyberriskeistä aiheutuneita vahinkoja. Vaikka 

suomalaiset vakuutusyhtiöt ovat määritelleet tuotteensa ehdot eri tavoin, vakuutuksissa 

huomataan tästä huolimatta samankaltaisuuksia. Näistä mainittavia ovat lähes yhtäläinen 

vahinkotyyppien korvauskattavuus, suurimmilta osin samanlaiset riski- sekä hintatekijät, 

mahdollisuus vakuutukseen kuuluviin kyberturvallisuuden lisäpalveluihin sekä 

mahdollisuus vakuutuksen räätälöimiseen tietyissä tilanteissa. 

Tutkimuksessa havaittiin, että kybervakuutus myydään yleensä vakioituna tuotteena PK-

yrityksille. Suomalaisen kybervakuutuksen hinnoittelu ja riskiarviointi perustuvat asiakkaan 

riskikyselyssä antamiin vastauksiin. Vaikka kybervakuutus on melko uusi vakuutustuote, 

sen historiallisen korvauskäsittelydatan puutteella ei ole suurta vaikutusta riskiarviointiin. 

Tutkielman tulosten perusteella ehdotetaan seuraavien tutkimusten keskittyvän kyberriskien 

tunnistamiseen ja näiden mallinnustyökalujen kehittämiseen dynaamisen kyberympäristön 

ja korostuneen systemaattisen riskin vuoksi.  
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1 Introduction 

The purpose of cyber insurance is to transfer the cyber risk from the policyholder to the 

insurance company and to support the level of the policyholder's cybersecurity. Cyber risks 

are perceived as important due to increased cyber-attacks. This has also contributed to the 

increased demand for cyber insurance. (Xie, Lee and Eling, 2020) Previous research (see, 

e.g., Insurance Journal, 2017) on the US cyber insurance market indicates that while cyber 

insurance products are important to aid companies, especially after cyber-attacks, they 

exhibit variation in terms of features, pricing, and coverage, which can make cyber insurance 

seem like a complicated product.  

Finnish companies and organisations have been targets of cyber-attacks more often recently 

(Blomqvist, 2023). Although there has been plenty of discussion about cyber risks and cyber-

attacks in the past number of years, not as much academic research has been done on cyber 

insurance or its providers (Xie, Lee and Eling, 2020). The focus of this thesis is on the cyber 

insurance offerings for Finnish SMEs. The aim of the study is to find out what cyber 

insurance is in general, what kind of products Finnish insurance companies offer, what the 

benefits of purchasing cyber insurance are, and what is included in the processes of risk 

assessment and claim handling. In addition, the study aims to define ideal cyber insurance. 

The study was conducted using qualitative research methods, including a literature review, 

market analysis, and semi-structured interviews. For the literature review, information was 

collected from research articles, news, and books published on the internet. Data for market 

analysis was gathered from Finnish insurance companies’ public terms and conditions. Three 

interviews were conducted remotely, recorded, and transcribed with the interviewees’ 

consent. 

1.1  Background and motivation 

Small to medium-sized enterprises are vulnerable to cyber-attacks because they have a 

reputation for not having similar resources to large companies in the area of cybersecurity. 

This lack of resources is due to either an underestimation of the company’s system’s value 
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to outsiders and competitors or the difficulty of finding the right and appropriate risk 

management tools that would suit the company. Cyber-attackers may find SMEs to be 

convenient targets because there is a possibility that the prevention of intrusions is not at the 

best possible level or that the company is part of some larger digital network that the attacker 

could use to gain access through an SME. (Stasiak, 2018) 

While proactive security measures are important, they cannot guarantee complete protection 

against cyber-attacks and breaches. In a digital environment, damage can occur instantly and 

cannot necessarily be repaired or reduced. Cyber-attacks and cases of harm due to breaches 

have historically caused great losses to organisations regarding reputation and the loss of 

money. As historical cases have shown that there are risks even with proper preparation, the 

industry has created demand for products that would have the characteristics to transfer this 

risk. To transfer the risk of damage from cyber-attacks, organisations can purchase cyber 

insurance. (Marotta et al., 2017) 

Cyber insurance has evolved over the years in regard to purpose, scope, and price. Initially, 

network security insurance products were issued by software manufacturers to cover system 

failures and damages related to viruses and malfunctions that companies faced while using 

the software. (Cordell and Langdon, 2017) Gradually, the cyber insurance market has grown 

globally into a 15 billion-dollar business, with both large and small to medium-sized 

companies being able to buy insurance based on the field of business, needs, and size of the 

organisation (Ralph, 2019). 

According to a survey conducted by Cowbell Cyber in 2020, 58% of large companies based 

in the United States were planning to spend more on cybersecurity insurance over the next 

2 years. The study took into account that small to medium-sized US companies seemed to 

be investing in cyber insurance more quickly in this matter, as their corresponding 

percentage was 65%. In general, the incentives to purchase cyber insurance were, among 

other reasons, customer requirements and legal obligations. Although companies are 

generally satisfied with investing in cyber insurance, some had an insurance coverage limit 

that was inconsistent with the estimated losses according to the industry. (Cowbell Cyber, 

2020) 

The cyber insurance market has also sparked discussion in Finland, but the relative size of 

the market has not been as large as in other digitally developed countries. In 2020, the 
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percentage of Finnish small businesses with cyber insurance was higher than the EU average. 

However, Finland was lagging in all company size categories with cyber insurance compared 

to its Nordic competitors Sweden, Norway, and Denmark. In Finland, just over 27% of 

domestic small businesses appeared to have cyber insurance, while in Norway and Sweden, 

the corresponding numbers were 33% and 38% respectively. Denmark ranked first among 

the EU countries, with 58% of small businesses having cyber insurance. (Mattila et al., 2020) 

More electronic devices have become a part of the Internet of Things. While the systems 

interact with each other and the data is in digital form, the phenomenon raises questions and 

problems regarding data security. Digital processes are vulnerable to human error and 

malicious attacks, even if actions are taken to improve data security. Interconnected devices, 

software, and networks will be in need of new protective solutions. (Dietrich, 2017) 

It is important to underline the probability of security attacks and breaches occurring and the 

extent of their consequences in the present and in the future. Vastaamo, a Finnish private 

psychotherapy clinic, was the target of two cyber-attacks in 2018 and 2019.  Due to these 

security attacks, the patient reports and personal information of approximately 43,000 

customers were leaked outside the company. (Mäntysalo, 2023) The attacker used this data 

and published the patient reports of at least 300 patients. The aftermath of the case has been 

extensive and has led to an emphasis on the importance of cybersecurity and data protection. 

(Yle, 2020) 

There are two risk-illustrating concepts that are justified in being presented in this context. 

The first one is the concept of a black swan, which is a surprising event with large 

consequences that has a low probability of occurring. In other words, the concept of a black 

swan is about unknown unknowns (Taleb, 2007). Another concept is the grey rhino, which 

refers to an event that is most likely to occur and have major, if not catastrophic, effects. 

Phenomena such as climate change and the issues related to cybersecurity are examples 

illustrated by this concept. There have been inevitable signs over time of these threats 

occurring. (Story and Lam, 2019) 
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1.2 Research questions and objectives 

The aim of the thesis is to define the nature and benefits of cyber insurance for Finnish 

SMEs. This thesis also aims to describe how a company’s risks affect the process of 

acquiring cyber insurance and how the process of handling claims is conducted. Ultimately, 

the thesis discusses the ideal form of cyber insurance. The study focuses on Finnish small to 

medium-sized (SME) companies, since SMEs account for 98% of all companies in Finland, 

and they have been found to be potentially more vulnerable to cyber-attacks than large 

companies.  

This study seeks to find answers to the following two research questions: 

1) According to the literature, what is a cyber insurance, what does it cover, and what 

are its benefits for companies?    

2) What types of cyber insurance are available in Finland, and which policies do 

Finnish insurance companies follow when they sell cyber insurance to SMEs? 

 

Answers to research questions are sought through a literature review and the use of 

qualitative research via a market survey and interviews. The research material and methods 

are presented in more detail in Chapter 5: Data and Methodology. The study also answers 

the following four sub-questions: 

a. What are the requirements and process for an SME to purchase cyber 

insurance in Finland?  

b. What does the process of assessing the risks of a Finnish SME for cyber 

insurance include?  

c. How are cyber insurance claims handled in Finland?  

d. What would be the ideal form of cyber insurance for Finnish SMEs? 

1.3 Key concepts 

Cybersecurity is described by Merriam-Webster’s Dictionary (2020) as “measures taken to 

protect a computer or computer system (as on the internet) against unauthorised access or 

attack”. The phenomenon can also be described in more detail: “Cybersecurity is the 
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collection of tools, policies, security concepts, security safeguards, guidelines, risk 

management approaches, actions, training, best practices, assurance and technologies that 

can be used to protect the cyber environment and organisation and user's assets” 

(International Telecommunication Union, 2008). 

Cyber risk is defined as “an operational risk associated with the performance of activities in 

the cyberspace, threatening information assets, ICT resources, and technological assets, 

which may cause material damage to tangible and intangible assets of an organisation, 

business interruption, or reputational harm. The term ‘cyber risk’ also includes physical 

threats to the ICT resources within an organisation”. (Strupczewski, 2021, 6) 

Cyber insurance is “the outsourcing of low frequency, high impact risk which helps to 

reduce the financial losses of e-business organisations, by payment of the premium to a cyber 

risk insurer” (Mukhopadhyay et al., 2013, 11). Cyber insurance is an insurance policy that, 

within its terms, provides compensation to the insuree if damage has occurred.  

The insuree refers to the policyholder of cyber insurance when discussed in this thesis and 

an insurer refers to an insurance company that provides cyber insurance products.  

SME is an abbreviation for small to medium-sized enterprises. SMEs account for 98% of all 

companies in Finland. 

1.4 Structure of the thesis 

The thesis is structured as follows: The first chapter introduces the topic and background of 

the thesis, followed by definitions of key concepts. A literature review comprises the second, 

third and fourth chapters. The purpose of the literature review is to outline the concepts of 

risk, cybersecurity, and cyber insurance, as well as what they mean and what they include. 

The fifth chapter presents the research methods used in the thesis. The sixth part presents 

and analyzes the results of the market survey and interviews conducted. The seventh part of 

the thesis concludes the findings in the thesis and answers to main research questions. The 

part also presents possible limitations of the chosen research methods and makes suggestions 

for further research. The appendices are found in the end of the thesis, and they include the 

exact interview questions that were used during the interviews in Finnish and their English 

translations. 
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2  Risk and risk management 

This chapter presents a literature review of the essential concepts of risk, risk transfer 

mechanisms in insurance, and minimisation of cyber risks in corporations.  

2.1 Concept of risk 

Risks can be found in everyday life, from small choices to big decisions that decision-makers 

prepare for in their own way. Risk has emerged as an important concept in many ways. The 

willingness to accept risk in society has declined, with increased attention being placed on 

new knowledge and requirements. In addition, global trends are giving rise to new 

perspectives on various risks. Interconnected devices and computer networks, autonomous 

systems, terrorism, increased speed, competition, and production pressure are all recent 

additions to factors affecting organisations’ processes with regard to a variety of risks. 

(Rausand and Haugen, 2020) It must be noted that there are positive risks, but risk is usually 

seen as something that has a possible negative outcome. In this thesis, risks are referred to 

in their negative form only.   

When defining the concept of risk, it could be described as the possibility, likelihood, or 

chance that an adverse event will occur. In other words, risk denotes a possible situation 

where an undesirable event with unwanted consequences occurs. Probabilities are related to 

the definition of risk in the sense that the odds of an event occurring can be measured by 

using assumptions and forecasts. However, if the situation is affected by uncertainty, then 

the magnitude of the risk is difficult to assess correctly. (Knight, 1921) 

Uncertainty is an essential concept, as risk is seen to arise in a situation where events are 

expected to occur under uncertain circumstances. The inability to predict future events and 

their consequences are both signs of uncertainty. Consequences are associated with exposure 

and severity, which in turn denote the magnitude, size, and desirability of those 

consequences due to an event. (Lemos, 2020) 
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Idiosyncratic risks, or specific risks, are independent in nature. Risks can be called 

systematic if they affect different parties at the same time due to common or similar 

vulnerabilities. (Awiszus et al., 2023) 

International Organization for Standardisation SFS-ISO 31000 (ISO, 2018) describes risk 

management as consisting of “coordinated activities to direct and control an organisation 

with regard to risk”. 

To have effective risk management in an organisation, the following principles must be 

adopted (ISO, 2018, 3): “ a) Integrated, b) Structured and comprehensive, c) Customized, d) 

Inclusive, e) Dynamic, f) Best available information, g) Human and cultural factors, h) 

Continual improvement”. 

Integrating these principles into an organisation’s operational processes, planning, and 

monitoring enables the functioning of risk management in the organisation. The organisation 

should strive to ensure that, for decision-making, it has a comprehensive, correct 

understanding of risk management responsibilities and tools for monitoring and managing 

them. Risk management should be up-to-date, should react dynamically to changes in all 

mentioned elements, and should have the capability to be improved through experience and 

new knowledge. (ISO, 2018) 

These elements are part of the risk management process. The process can be divided into 

subcategories to clearly distinguish between risk management activities. In this subdivision, 

risk analysis and risk valuation belong to the segment of risk assessment, and risk control 

belongs to its own category. Figure 1 is a simplified illustration of the structure of the risk 

management process. Risk identification includes recognising and defining the risks that an 

organisation might face. Risk analysis means considering the sources, scenarios, 

probabilities, and consequences of risks. Classifying different risks is also an important task 

that makes them more commensurate, thus making it easier to compare them. The chosen 

methods of analysis depend on preferences, scope, and the quality of the information 

available. The comparison between risk analysis results and risk criteria is made during risk 

evaluation, in which stakeholders should discuss the outcome and decide whether the risk 

requires more analysis or whether the analysis is enough to maintain existing controls or 

create new solutions. (ISO, 2018) 
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Figure 1. Risk management process according to ISO, 2018.  

Risk treatment should be practised based on a comprehensive risk evaluation in which the 

decision-maker chooses one or multiple options that are most appropriate for the 

corresponding risk. Some options include avoiding the risk by not starting activities 

connected to the risk, changing the probability or consequences of the risk occurring, or 

sharing and transferring the risk through contracts and insurance. (ISO, 2018) 

IEC 31010 was published in 2019 to support SFS-ISO 31000; IEC 31010 provides guidance 

for using techniques for assessing risk in organisations. The standard includes suggestions 

for choosing an appropriate method from a variety of techniques and comparisons between 

methods in regard to applications, advantages, and limitations. The guidelines are addressed 

to organisations of all sizes from different sectors, and they can be implemented by anyone 

involved in the risk management of any operation. Some of the methods require computing 

power and systems capable of creating simulations. (ISO, 2019) 

One commonly used tool for risk analysis is a risk matrix. The logic of the matrix is based 

on a subjective consideration in which a risk is rated according to the probability or 

frequency of the event and its degree of consequences. Based on these two factors, the matrix 

results provide an indicative degree of severity or a hazard rate for the risk. There is no 

uniform international risk matrix, and its size and number of categories may vary according 

to the needs of the organisation. In some cases, the matrix can be fairly modest. Figure 2 is 

an example of what a risk matrix could look like. In this figure, the magnitude of the 

consequences of the risk is positively correlated with the risk rating. Similarly, an increased 

probability of a risk raises the risk rating. The effect of these two factors increasing is shown 

as a higher level of severity of the risk. (Rausand and Haugen, 2020) 
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Figure 2. Risk matrix according to ISO, 2019.   

To classify risks, the likelihood rating can be represented by, for example, probability or 

frequency. In risk matrices, different likelihood ratings are usually grouped into broad 

categories to reduce ambiguity. Some possible examples of category names include 

“random”, “unlikely”, or “possible”. If frequencies are used in the risk matrix, it is 

appropriate to ensure that the matrix clarifies how and in what respect the frequency is 

measured. The scale must be constructed to correspond to the problem under consideration. 

Defining a consequence is also an important process in which the severity of a consequence 

consists of multiple factors. It is necessary to assess how much a consequence affects 

different areas. A consequence is in itself a very diverse assessment, in which different areas 

may have their own weight in determining the severity of a consequence. (Rausand and 

Haugen, 2020) 

2.2 Risk transfer mechanism in insurance operations 

The purpose of insurance operations is to share and equalise the risk of damage. People and 

companies exposed to the same or a similar risk share the risk so that each makes a certain 

payment, and the funds accumulated are used to pay for the damage suffered by one or more 

of them. When numerous such contracts are concluded, the insurance company accumulates 

funds from insurance premiums. These funds are used to pay for any damage to 

policyholders that the insurance company has agreed to cover in the insurance contract. 

(Rejda and McNamara, 2014) 
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Insurance operations are based on the law of large numbers, which holds that as the number 

of risks increases, the volatility of actual claims decreases proportionately. When there are 

many insured items, the damage does not affect all of them simultaneously, but the law of 

large numbers can be used to show the probability of how much damage will occur in each 

risk group. Although the amount of damage varies from year to year, in large risk groups, 

for example, the variation can be estimated in advance on the basis of probability 

calculations. This makes it possible to estimate the damage and calculate the insurance 

premiums needed to cover it. For the law to be enforced, the risks must be as independent of 

each other as possible, and their variation must be somewhat limited. In insurance 

operations, as the volume of operations increases, volatility typically decreases. (Rejda and 

McNamara, 2014) For some insurance lines, such as cyber insurance, there are more risks 

that are interdependent and a high potential for accumulation risk (OECD, 2017). 

To be optimally insurable, risk must also meet several other criteria (Outreville, 1998; Rejda 

and McNamara, 2014): 

1) The occurrence of an insured risk must depend on an uncertain event of an accidental 

nature. The risk cannot be one regarding which the time and other details are certain and 

known.  

2) To be insured against, losses should also be large enough to cause hardship.  

3) However, losses cannot be catastrophic for many insurance takers in the same group at 

the same time.  

4) The insurer must be able to identify the loss and calculate the extent of it.  

5) The insurer must be able to calculate both the probability of a loss occurring and a 

reasonable premium for insuring against the risk according to the information that is known.  

6) The premium and insurance indemnities must be in balance in the long run.  

Insurance products are aleatory contracts, which means that the insuree, who pays a premium 

to the insurer, does not generally get anything in return other than the assurance of coverage. 

In practice, the contract pays out only when the accident occurs and only within the terms of 

an agreement. A typical insurance contract has a five-part structure. The declaration includes 

the name of the insuree and the coverage. Insuring agreements explain in more detail the 

characteristics of coverage that both parties have agreed on. In the “definitions” section, it is 
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necessary for the words, people, events, and places mentioned in the contract to be defined 

in order to keep the room for interpretation as narrow as possible. The “exclusions” part lists 

the limits of the coverage and identifies the perils, people, and property that are not covered 

by the insurance. The “conditions” section is just as important as the other parts of the 

contract – it clarifies the policyholder's obligations and the condition requirements for the 

insurance. (Outreville, 1998) 

2.3 Minimising cyber risks in corporations 

During the current period of heightened cybersecurity risk, organisations have paid attention 

to their cyber issues in all processes so that they do not lack protection. Because the risk of 

cyber threats exists, the risk should be reduced in a proactive manner. Cybersecurity 

solutions and technologies are evolving so rapidly that there is a risk of lagging behind and 

using outdated methods to assess cyber risks. Therefore, cyber risks should be assessed more 

often than other risks. With the help of good risk management tools and guidelines, 

organisations should strive to do their best to use various actions to reduce identified risks. 

(Kyberturvallisuuskeskus, 2020) 

Organisations should ensure that software and hardware are up to date. It is therefore 

important for organisations to devise processes for detecting, classifying, and addressing 

exploitable vulnerabilities in the technical environment. The first line of defence should 

consist of proper security software, anti-spyware, adware detection, and protection against 

malware. The choice of software provider may depend on several technical and financial 

factors, but it should fit the company’s own systems. For the security software to work 

properly, it should be allowed to update itself automatically whenever the manufacturer 

corrects bugs or creates new features. It is a good idea to create plans for end-of-life hardware 

and software that are no longer supported. In addition, an organisation can make good use 

of third-party services or cloud services and focus on what it can do the best. (Brockett, 

Golden and Wolman, 2012) 

Another way to mitigate risk is through data encryption which is considered essential for 

companies in current times. An encryption system converts the plain text of a message or 

document into ciphertext using an encryption algorithm. Encrypting means hiding and 

sealing messages, documents, and data so that they cannot be read or stolen, and only 
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authorised parties can read the message if the ciphertext is decrypted. Encryption can be 

completed in multiple steps, including, for instance, identifying and verifying users who try 

to access the encrypted data or information. (Brockett, Golden and Wolman, 2012) 

To minimise the risks concerning the bring your own device (BYOD) trend, an employer 

should provide employees with work-related equipment and computers to which the 

connection of external devices should be controlled or prohibited. In particular, these work 

computers should include antivirus programmes provided by the employer as well as 

firewalls. In addition, the employer must ensure that employees can access the work network 

through a VPN via an encrypted channel. Those employees who use public Wi-Fi should be 

using a VPN. (Ismail, 2017) 

Every company should consider whether its management is receiving the information needed 

about the company’s situation regarding cybersecurity. The person responsible for 

cybersecurity needs to communicate these issues efficiently with the management and 

provide them with well-founded and intelligible reports. It is crucial that the management 

and cybersecurity officers agree on the company’s responsibilities and processes. 

(Kyberturvallisuuskeskus, 2020) Hiring consultants and experts is one helpful way to 

determine cyber risks, outline risk mitigation techniques and monitor risk audits (Brockett, 

Golden and Wolman, 2012).  

Testing code and systems are good methods of checking the status of an organisation’s level 

of defence. So-called penetration testing is also known as ethical hacking, the purpose of 

which is to test a company’s existing defence capabilities in different scenarios, thus 

mimicking cyber-attacks. Based on the results of this, a company should take action to fix 

its possible vulnerabilities. Evaluation can be outsourced to a third-party organisation or 

conducted internally. (Kyberturvallisuuskeskus, 2020) 

A strong degree of cybersecurity not only requires functional technology but also requires 

that employees are familiar with and committed to good cybersecurity practices. Building a 

cyberculture within an organisation has proven to be an effective way to improve 

cybersecurity. This can be achieved by identifying the key cybersecurity behaviours, 

communicating these to employees, and providing both training and campaigns. Building a 

separate team for cybersecurity matters and training can also be beneficial. (Alshaikh, 2020) 
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3  Cybersecurity 

This chapter of the literature review defines cybersecurity and it also discusses both cyber 

risks and cyber threats. 

3.1 Definition of cybersecurity 

Cybersecurity is often confused with information security. The two words are sometimes 

used as synonyms, with or without a genuine understanding of what the terms convey. The 

difference between the words is subtle, but it is nevertheless appropriate to distinguish 

between them (Von Solms and Van Niekerk, 2013). Information security is an overall term 

for the retention, reliability, and security of both physical and digital information in an 

organisation that is available at the desired time and is unattainable by bystanders 

(Sanastokeskus TSK, 2018). 

Although the terms information security and cybersecurity and their definitions are similar, 

there is one distinguishing feature of cybersecurity, which specifically concerns information 

and data in their digital forms. As “cyber” refers to computers and computer networks, the 

cyber environment and cybersecurity are linked to phenomena occurring only in the virtual 

world, also known as cyberspace. (Möller, 2020) 

In cybersecurity, the CIA triad (confidentiality, integrity, and availability) has traditionally 

been used as a security framework. These concepts represent the foundational principles in 

cybersecurity, and they also serve as measures of effectiveness. (Fenrich, 2008) The purpose 

of confidentiality is to ensure that only the chosen persons or parties have access to the 

information and data. To accomplish this, data has generally been categorised according to 

its secrecy and importance, making it easier to determine who has access to this data. 

Passwords and encryption techniques enable the data to remain private to an authorised party 

and locked to outsiders. (Popescul, 2011) 

Integrity as a metric refers to the correctness of the data and the fact that it remains as it 

should. Data and information should not be changed or modified without an official permit. 

Even accidentally changing systems violates their integrity. (Möller, 2020) These unwanted 
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alterations are difficult to detect, but some possible solutions include backup software and 

alarms that are triggered when the data is modified. Availability means that systems and data 

are open to anyone who has been authorised to use them. It must be ensured that these 

authorised parties can reliably access the information when needed and use the service at 

any time or location. Availability is of great importance in the CIA triad and is also a 

prerequisite for confidentiality and integrity. (Qadir and Quadri, 2016) 

The CIA model and its use are essential for every organisation’s security framework 

regardless of its size and industry. The model should be used as a basis within every system 

at all levels to make it efficient and secure for both the service provider and its users. It is 

imperative that all elements of the model are considered and that digital processes are 

monitored and updated to maximise benefits. Companies neglecting these areas can 

experience large setbacks and, in the worst case, they must shut down the business. Any 

company that holds data and possesses private information should take these factors into 

account, as a company may also suffer losses in regard to its reputation. (Sheldon, 2016) 

Singer and Friedman (2015) note that in addition to this traditional CIA triad, a fourth 

principle, resilience, should be added to the framework. The authors suggest that 

organisations’ systems and data should be capable of countering threats and strong enough 

to avoid failing when these risks turn into real accidents. The intention is, therefore, to remain 

a functioning entity and to be aware of a possibly constant flow of cyber risks and threats. 

(Singer and Friedman, 2015) 

Resilience in cybersecurity requires work and constant reassessment. However, maintaining 

resilience poses challenges to both risk managers and regulators. Cybersecurity is a rapidly 

changing field in which new threat scenarios arise faster than they are detected. Therefore, 

evaluating and categorising these scenarios is difficult. In a cyber environment, adversaries 

and attackers are intelligent and able to adapt to new situations despite obstacles. This means 

that determining vulnerabilities in business processes is more complex than before in 

cybersecurity. Organisations and their systems are in digital form, and those networks are 

often difficult to define. Traditional methods are no longer suitable for adequate risk 

identification in cybersecurity, and the severity of the consequences is difficult to assess. 

(Collier et al., 2014) 
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3.2 Risks in the cyber environment 

Cyber risks form their own area that, as indicated by their name, affects the cyber 

environment. Even though cyber risk is a trending topic and is gaining popularity among 

scholars, a widely accepted definition of cyber risk has yet to be determined and adopted. 

Cyber risk has gained multiple definitions from both practical and theoretical points of view, 

but only a few can be considered comprehensive. (Strupczewski, 2021) Overall, the 

generally agreed notion of cyber risks is that they are operational risks (Cebula and Young, 

2010). Cyber risks can be said to affect the effectiveness of cybersecurity and the 

components of the CIA triad (Biener, Eling and Wirfs, 2015). 

A special feature of cyber risks compared to traditional risks is that they are interdependent. 

While multiple devices and computers are connected to the same networks and they share 

common servers, cyber risks can easily spread around the world without geographical 

restrictions. Thus, multiple devices can be vulnerable at the same time. (Eling and Schnell, 

2016) 

In Table 1, cyber risks are divided into four different categories: actions of people, systems 

and technology failures, failed internal processes, and external events. Each category is 

divided into subcategories, which again are divided into plausible risk factors. The first 

category, actions of people, includes elements of inadvertence, deliberateness, and inaction. 

Inadvertent actions are caused by human error, with no intention to harm any process. The 

deliberate subcategory consists of criminal activity. Inaction means taking risks that derive 

from not implementing actions that would have been justified. (Cebula and Young, 2010) 
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Table 1. Operational cybersecurity risks according to Cebula and Young, 2010. 

1. Actions of 

people 

2. Systems and 

Technology Failures 

3. Failed Internal 

Processes 4. External Events 

1.1 Inadvertent 2.1 Hardware 

3.1 Process design or 

execution 4.1 Disasters 

1.1.1 Mistakes 2.1.1 Capacity 3.1.1 Process flow 4.1.1 Weather event 

1.1.2 Errors 2.1.2 Performance 3.1.2 Process documentation 4.1.2 Fire 

1.1.3 Omissions 2.1.3 Maintenance 

3.1.3 Roles and 

responsibilities 4.1.3 Flood 

  2.1.4 Obsolescence 3.1.4 Notifications and alerts 4.1.4 Earthquake 

1.2 Deliberate   3.1.5 Information flow 4.1.5 Unrest 

1.2.1 Fraud 2.2 Software 3.1.6 Escalation of issues 4.1.6 Pandemic 

1.2.2 Sabotage 2.2.1 Compatibility 

3.1.7 Service level 

agreements   

1.2.3 Theft 

2.2.2 Configuration 

management 3.1.8 Task hand-off 4.2 Legal issues 

1.2.4 Vandalism 2.2.3 Change control   

4.2.1 Regulatory 

compliance 

  2.2.4 Security settings 3.2 Process controls 4.2.2 Legislation 

1.3 Inaction 2.2.5 Coding practices 3.2.1 Status monitoring 4.2.3 Litigation 

1.3.1 Skills 2.2.6 Testing 3.2.2 Metrics   

1.3.2 Knowledge   3.2.3 Periodic review 4.3. Business issues 

1.3.3 Guidance 2.3 Systems 3.2.4 Process ownership 4.3.1 Supplier failure 

1.3.4 Availability 2.3.1 Design   

4.3.2 Market 

conditions 

  2.3.2 Specifications 3.3 Supporting processes 

4.3.3 Economic 

conditions 

  2.3.3 Integration 3.3.1 Staffing   

  2.3.4 Complexity 3.3.2 Funding 

4.4. Service 

dependencies 

    

3.3.3 Training and 

development 4.4.1 Utilities 

    3.3.4 Procurement 

4.4.2 Emergency 

services 

      4.4.3 Fuel 

      4.4.4 Transportation 

 

 

The second category in Table 1 consists of systems and technology failures caused by 

abnormal or unexpected events concerning technology. Hardware encompasses the physical 

equipment and failures in regard to staying up to date with the latest technology, maintaining 

equipment, and ensuring that it has the capacity needed to perform as expected. Software 

includes risks that derive from the inability of multiple programmes to work together; 

insufficient user rights and failures in settings; programming errors; and deficient testing. 



22 
 

The final subcategory covers risks caused by improper fitness and failures in integrating 

systems. (Cebula and Young, 2010) 

The third category of failed internal processes deals with multiple elements. Process design 

or execution may be linked to the fundamental planning of processes and the division of 

roles and responsibilities. The risk comes from poor design or poorly executed processes. 

Process controls consist of the risk factors of inadequate control. The supporting processes 

element includes resources that are, for some reason, neither appropriate nor adequately 

maintained. These deficient resources may include failures in recruiting and training staff 

and inadequate funding and development. (Cebula and Young, 2010) 

The fourth and final main category is called external events, which are risks of any kind 

outside of an organisation’s control. Different states in nature, such as weather events, fires, 

floods, earthquakes, and pandemics, are risk factors for disasters. Disasters also include riots 

or terrorist acts. Legal issues include failures to comply with both new and existing 

regulations or legislation and legal actions taken against an organisation. Changes in market 

and economic conditions, as well as problems with suppliers providing necessary services 

or products, are examples of business issues. Finally, failures in regard to service 

dependencies include factors such as transportation, emergency response, and fuel supply. 

It should be kept in mind that a risk in one category may trigger another risk in another 

category, thus demonstrating the correlation and interdependence of cyber risks (Cebula and 

Young, 2010). Although some problems in the cyber environment are due to unintentional 

accidents, such as power cable crashes in a storm or errors in code script, cyber-attacks 

themselves are mainly examples of criminal activity. (Eling and Schnell, 2016) 

3.3 Threats in the cyber environment 

Cyberthreats can be categorised differently according to their sources, actors, and actions 

(Sutton, 2017). Table 2 defines different attacker types and their targets and motives. 
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Table 2. Attackers and their targets and motivation, according to Sutton, 2017; Ziegler, 

2019. 

Type Target Motive 

Script kiddies Easy targets Less chance of causing 

damage or being caught 

Lone wolves Increasingly high profile 

websites 

Learning and gaining 

reputation among peers  

Hacktivists Major websites and 

organisations 

Causing financial and 

reputational problems to target 

due to own views 

Investigate journalists High-profile celebrities, 

politicians and organisations’ 

devices 

Hacking and exposing high-

profile targets for justified 

reasons 

Minor criminals Individuals and smaller 

businesses 

Financial gain or information 

theft 

Organised criminals Large cyber attacks and 

breaches of individuals and 

organisations 

Financial gain 

Terrorists Infrastructure of political 

and/or religious enemies 

Political, religious and 

financial motives 

Attack critical infrastructures 

Insiders Organizations where insiders 

are located 

Unintentional, due to lack of 

knowledge 

Intentional, stealing 

information and causing harm 

Security agencies Partners and clients of 

security agency surveillance 

Theoretically possible to 

benefit from the cooperation 

of partners 

 

Script kiddies are beginners whose main motives for attacks are to have fun and gain fame 

among their peers (Ziegler, 2019). They usually have limited knowledge, and they create 

their attacks using already existing tools. However, despite the lack of know-how, this group 

is not harmless. Since this group does not necessarily have software skills, they may spend 
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their time creating fake websites that are copies of real websites, such as online banking 

portals. (Putman, 2020) 

Lone wolves are unprofessional hackers who learn their skills from chatrooms and blogs. 

They test their skills by attacking websites that are gaining popularity but still lack high 

levels of protection. Some lone wolves improve their skills by exploring and improvising, 

and they are interested in finding faults in systems. (Sutton, 2017) 

Hacktivists consist of a group of people who typically use their hacking skills to attack 

governmental institutions due to socio-political motives (Ziegler, 2019). Investigative 

journalism includes hacking and accessing high-profile people’s email messages and other 

systems to expose their targets. Minor criminals are smaller entities or individuals who are 

motivated by financial gain or the aftermarket for trading stolen personal information and 

business secrets. Organised criminals share similar motives, but they form larger groups, 

often with more specialist attackers, to cause breaches and system malfunctions in widely 

known organisations. (Sutton, 2017) 

An insider is a person with a position in an organisation who intentionally or unintentionally 

mistreats the confidential information of the organisation. Similarly, security agencies are 

theoretically able to handle data for purposes other than legitimate support from the 

authorities. (Sutton, 2017) 

Terrorists are motivated to attack for political, religious, and financial reasons. They seek to 

attack critical infrastructure that “form the lifeline of a modern society and [whose] reliable 

and secure operation are of paramount importance to national security and economic 

vitality”. (Jang-Jaccard and Nepal, 2014, 984.) The targets of cyberterrorists vary: they may 

target personal computers or networks owned by individuals, companies, airlines, or 

administrations. Cyberterrorists are able to keep their identities hidden, and fewer physical 

resources are needed to cause harm. Modern terrorists are able to affect a larger number of 

people through cyber-attacks. Cyberterrorists do not always attack large, well-known 

websites; they also target many smaller websites. (Brenner, 2004) 
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3.4 Cyber-attacks 

Table 3 lists 11 different types of cyber-attacks that are intentionally caused by humans. The 

victim of each type of attack could be anyone with access to the internet. All devices 

connected to the internet are vulnerable to cyber-attacks. The Internet of things (IoT) is the 

concept of integrating machines, computers, and other electronic devices into a larger 

network where data storage and information flow occur in multiple places. When more 

devices are connected to a network, a single attack against one component may cause more 

serious harm as it affects a larger number of devices. (Brooks, 2021) There are multiple type 

of cyber-attacks, as described below. 

Table 3. Cyber threat attack types, according to Möller, 2020; Biju, Gopal and Prakash, 

2019. 

Type Description 

Business email compromise 

(BEC) 

Detailed targeting at specific employees into transferring 

money 

Brandjacking Also known as phishing = stealing user credentials and 

personal information from unsuspecting users 

Clickjacking Transparent links and layers on webpages which user is tricked 

to click 

Denial of Service (DoS) Disturbing the host device and interrupting its processes 

DNS tunnelling Inserting malware into organization’s DNS requests 

Malware Malicious software, also known as viruses, which are installed 

to devices 

Man-in-the-Middle (MitM) Eavesdropping and impersonating legitimate parties in the 

middle of data transfers and communication 

Spamming Unwanted messages and e-mail to a large number of recipients 

which may contain viruses and spyware 

SQL injection Stealing and modifying data due to vulnerable database 

permissions 
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Business email compromises (BEC) are sophisticated targeted attacks that exploit the 

humanity and associated weaknesses of their target. BEC attacks are distinguished from 

normal phishing because they are often carefully crafted and intended to feel more personal 

to the recipient. The sender of the message can disguise him or herself as someone familiar 

with the target, even as a supervisor, and demand, for example, that a money transfer be 

made urgently to a specific account number. The message may also have an overly friendly 

tone that encourages the target to do anything requested by the attacker. (Agazzi, 2020) 

Brandjacking, also known as a phishing scam, is an inquiry-like attack where a scammer 

disguises themselves as someone trusted in order to get insider information. Clickjacking is 

similar to brandjacking. A typical example of clickjacking is the use of hidden hyperlinks 

on websites that trick a user to another website. (Möller, 2020)  

Denial-of-service attacks (DoS attacks) are difficult to prevent because they are hard to 

differentiate from a legitimate traffic request. In this type of attack, the host device is affected 

by malicious software that is controlled by the attacker. The attack affects the host device's 

system, disabling it from answering service requests. (Biju, Gopal and Prakash, 2019) 

Another technique that hackers have used is domain name system (DNS) tunnelling, which 

encodes data and protocols in DNS traffic to control the network of the target. DNS is a way 

for attackers to remotely distribute ransomware and trojans to target computers. An 

organisation is vulnerable to DNS attacks if it does not filter all outbound DNS requests. 

Another concern is that external internet access is not necessary in order to be attacked if the 

internal DNS server is connected to the internet. (Lakhani, 2020) 

Malware consists of any kind of software that the attacker manages to install on their target 

electronic device. The installation can happen by downloading the file or running a certain 

programme. These programmes include code that can modify the device's files or operations 

and steal the device holder's information. (Biju, Gopal and Prakash, 2019) Malware 

encompasses different identified types of software with specified functions, which are 

Wardriving An attacker who finds vulnerable WiFi-connections which they 

try to access by bypassing the WiFi -area from moving 

vehicles 

Zero-day exploit Attackers benefit from the period of time when a certain 

software is vulnerable according to the software developers’ 

announcement 
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described in Table 4 below. The purpose of Table 4 is to present the basic types within the 

malware category, as their differences are technically significant in determining risk levels. 

Among them, viruses and ransomware are some of the most widely-known types. This thesis 

does not examine the technical parts or details of malware types any further. 

 

Table 4. Malware categories according to Namanya et al., 2018. 

Malware type Description 

Virus Passive, self-replicating malicious program that spread to other host 

systems with need of humans to transfer it. Harm host computers and 

networks, create botnets. 

Worm Active, self-replicating malicious program that spread by using targeted 

vulnerabilities in victim’s operating system. Also, may contain code that 

steals or deletes data, or create a bot which leads to an infected system that 

is a part of a botnet. 

Trojan horse A program disguised as a legitimate software, which plants malicious 

routines and files on the host device. It is able to affect the host in different 

ways, install a virus or give a remote access to an attacker. 

Spyware A program which gets downloaded along with Trojan horse or other 

malicious software. Intend to spy a user of the host device, monitor user 

behaviour and internet usage habits, collect keystrokes and send this 

information to the attacker. 

Adware Software that displays fake advertisement e.g. pop-up ads in websites. 

Sometimes gets installed along with spyware. 

Rootkit A set of tools in a program that try to hide within the legitimate processes 

of a host computer. Intend to take full control of the host system and its 

highest privileges.  

Bots Programs which perform specific operations and together form botnets. An 

attacker controls botnets which infect and control other computers for 

spamming, DDOS attacks and distributing malware.  

Ransomware A program that gets installed similarly like a computer worm, infects a host 

(or network), encrypts the files of the target and locks the system down. 

Requests a ransom from the original user(s) in order to give them access to 

systems again. 
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Man-in-the-middle (MitM) is an attack that has the purpose of interrupting communication 

between two parties as a third non-invited party. The attacker gets a hold of the information 

flow between the two parties by disguising him or herself as both parties. The purpose is to 

obtain various data, such as credit card and identity information. Such activity can take place, 

for example, on non-secure public Wi-Fi. Eavesdropping, hijacking, and IP spoofing are 

different forms of this attack type. (Biju, Gopal and Prakash, 2019) 

Spamming is most commonly done via email. Spam messages may be harmless (newsletter 

subscriptions, real ads) but can also be harmful if the sender of the message has clearly 

questionable intentions. The content of spam messages might be obscure advertising, 

announcements about winning fake lotteries, or, for example, love letters. The sender of the 

message can be disguised as a representative of a known company or famous person so that 

the recipient of the message can have confidence in the message and its sender. The message 

may sometimes be intended to make the recipient click on links or download files that 

contain viruses or lead to fake sites. Spamming is a very common problem for email users. 

(Krishnamurthy, 2015) 

The idea of a standard query language (SQL) injection attack is to take advantage of a poorly 

implemented web application. It occurs when an attacker enters unwanted programme code 

into an SQL statement, and the SQL statement executes programme code that was not 

originally part of it. (Möller, 2020) 

Zero-day exploit refers to the moment when the vulnerability of software comes to the 

attention of the party responsible for the software or information system. This may be a 

vulnerability for which no fix is yet available. At the same moment, hackers are ready to 

find and attack the weak part of the system. (Möller, 2020)  

3.5 Cybersecurity in business 

Cybersecurity is part of any organisation’s goals and risk management. It should be adopted 

in every organisation, since cybersecurity affects all levels of processes, employees, and 

partners. Cybersecurity is an important element in achieving an organisation’s goals and is 

increasingly seen as a factor in competitiveness. When cybersecurity is at a high level, an 
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organisation can take risks and take full advantage of new technologies. 

(Kyberturvallisuuskeskus, 2020) 

There are several frameworks that define comprehensive and good cybersecurity measures. 

In addition to the above-mentioned SFS-ISO 31000 and IEC 31010 security standards, the 

National Institute of Standards and Technology (NIST) and other official bodies publish and 

determine new metrics and requirements for organisations to assess and maintain their 

cybersecurity status. (Kyberturvallisuuskeskus, 2020) 

According to Ismail (2017), smaller companies are equally or perhaps more at risk of facing 

cyber-attacks than large corporations. Cybersecurity threats that SMEs are facing are 

presented in Figure 3.  

 

Figure 3. Cybersecurity threats to SMEs according to Ismail, 2017.  

 

With regard to cybersecurity, the biggest concern for SMEs is human error. This is because, 

unlike large companies, smaller companies do not invest in continuous staff training on 

cybersecurity issues. Lack of cyber knowledge leads to mistakes that could have been 

prevented, leading to a breakdown in cybersecurity within the organisation. (Irwin, 2021) 

Lack of cyber knowledge includes several important aspects. If the employee is not aware 

of the dangers of cyberspace, problems can arise easily. Special attention should be paid to 

the use of passwords. For example, an employee may use the same passwords for user 

credentials in their work environment as they would in their free time. In 2021, 51% of 

people used the same passwords for both personal and work user accounts. If a personal 

password has been leaked in the past, it is risky to keep the same password in the workplace 

as well. Despite this, about 57% of those who have been victims of phishing attacks still use 

the same password. (Ross, 2019) 
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The password will also not remain secure unless it meets the requirements of a strong 

password. A strong password should be a certain length, and it should contain both letters 

and numbers and sometimes also special characters. The password should also be changed 

proactively on a regular basis. Sometimes staff members bypass this by typing their previous 

password into the system. This may be because they do not know about the importance of a 

strong password, or they simply ignore it because learning a new password seems too 

troublesome. (Vojinovic, 2021) 

As mentioned in the previous chapter, phishing is a way for criminals to lure their victims 

into giving them valuable information. Lack of cyber knowledge raises the risk of employees 

responding to these phishing attempts. Criminals sometimes carefully study the background 

information of their potential targets. The professional title of the target and the names and 

positions of their colleagues are useful pieces of information that criminals use to gain the 

trust of their targets. In addition to luring victims to provide important pieces of information, 

phishing is also an efficient way to get malware installed on devices. Phishing contacts, such 

as emails, may contain links and content containing viruses and malware. By clicking on 

these harmful links, an unsuspecting victim downloads harmful files onto their device. 

(Ismail, 2017) 

Malware is considered one of the most harmful attack types for businesses (Herrod 

Technology, 2021). Neglecting the recommended update intervals of company software and 

carelessly opening and responding to phishing attempts leads to the contamination of devices 

(Ismail, 2017). 

Cyber threats are increased by digitalisation, remote working, and the use of cloud services, 

all of which increase the need for high-quality security. Remote work is causing significant 

changes in working life, and these changes are being reflected globally in society as remote 

working has come to stay and may continue to grow as a phenomenon. Maintaining 

cybersecurity is more difficult when employees have started using network connections that 

are not supervised by an employer, which gives employees an even greater responsibility for 

working securely. (Koehler, Cervini and Vetter, 2020) 

The extensive shift to remote work is also increasing the number of unprotected devices on 

networks. A trend called “bring your own device” (BYOD) is very well known to SMEs 

around the world. This trend is concerning, as remote services on the internet expose devices 
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and users to potential vulnerabilities. Criminals search for vulnerable devices automatically 

online and try to break into them. At home, conditions may vary, so when working remotely, 

same safety principles should be followed as when working on the actual premises. (Ismail, 

2017) 

The COVID-19 virus and its variants forced each country to impose restrictions on public 

gatherings and ensure that people met each other in the smallest possible groups. The 

pandemic forced workers to work remotely because working in an office with multiple 

people was not possible due to restrictions. Since the pandemic, working remotely at home 

has created new solutions that have also led to risks in cybersecurity. In remote work, the 

employee may use their own equipment, such as computers and mobile phones, to transfer 

and create work-related data and information. Employees’ own devices are also used in 

leisure time to surf online and transfer data, which allows their devices to be exposed to 

viruses and malware, which again may affect work processes that take place on the same 

devices. Accessing the company’s network by using only a username and password is an 

easy way for a hacker to gain access to a company’s processes. (Ballard, 2020) 

SMEs may have built their networks in such a way that they rely on other online services or 

websites. Instead of DoS attacks, which interrupt only the host device's processes, distributed 

denial of service (DDoS) attacks affect the entire network and may cause catastrophic 

outages. These outages can be costly to fix, and they last 6–24 hours on average. DDoS 

attacks have affected even the most high-profile websites, such as Twitter, Netflix, and 

Reddit, which were attacked with huge amounts of web traffic, causing them to slow down 

and temporarily close their services. (Ismail, 2017) 

Whether or not a company’s website is linked to other internet services, the security of a 

poorly executed website is vulnerable to SQL injection. For instance, login and registration 

pages are forms that attackers use to send malicious SQL code in order to steal or modify 

the database of a web application. SQL injection should be prevented by assuming that all 

user-submitted data should be questioned. Companies can also bring a web application 

firewall into use. (Ismail, 2017) 

SMEs continue to be at high risk of obtaining malicious software on their devices. Malware 

encompasses all of its subtypes and can enter devices either through internal processing due 
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to an intentional or unintentional error on the part of staff or as a result of a cyber-attack. 

(Ismail, 2017) 

3.6 Rising cyber threats 

SMEs are facing new threats that have been listed and have been found to be trending in 

2020 and 2021. Skewes (2021) lists five trending cyber threats that are affecting SMEs: 

1) text message phishing, 2) sophisticated ransomware, 3) deepfake videos, 4) spoof 

accounts, and 5) insider threats. 

In addition to spam emails, staff members are also reached by spam and phishing in text 

messages. These scam text messages have managed to persuade people to click on links in 

good faith, log on to a website made by a scammer, and provide online banking credentials. 

Text messages sent by scammers are cunning because individuals are used to interpreting 

text messages in either 1) a familiar tone, as is usual when texting with friends and family, 

or 2) an official tone, because SMS are also sent from official bodies and banks providing 

legitimate information. (Skewes, 2021) 

Ransomware is a way for scammers to obtain information as well as blackmail victims and 

demand money from them. So-called sophisticated ransomware has become a new method 

of exploiting an unknown vulnerability in the target’s processes, installing malicious 

software, and demanding a ransom. Large companies have usually been the primary targets, 

but small and medium-sized businesses are also increasingly in danger. (Skewes, 2021) In 

May 2021, an Irish health service operator had to turn off its systems due to a sophisticated 

ransomware attack. The attack affected systems connected to national and local health 

provision processes. A cybercrime gang was able to gain access to information stored on 

central servers. (Reuters, 2021) 

So-called deepfake videos are created using artificial intelligence. The idea of a deepfake is 

to allow a computer to learn the looks of one person and then paste them into a video of 

another person. The purpose is to create a convincing video a viewer of which may not 

immediately question the authenticity of the video and the people performing in it. This 

synthetic content can be used in numerous criminal activities. For instance, deepfake videos 

can be used to spread misinformation or to scam company staff and partners; they can also 
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be used as tools in ransomware. For example, a British company made a money transfer of 

$243,000 to a scammer who created a deepfake audio track allowing them to impersonate 

one of the company’s managers and ask for the money to be transferred. (Muncaster, 2020) 

A spoof account is a synonym for a fake social media account. These accounts are created 

for phishing purposes: the account holder may contact the employees of a company and 

obtain valuable or sensitive information. Spoof accounts are also created to trick employees 

into providing their user credentials, computer information for remote connections, and even 

money. (Skewes, 2021) 

Insider threats will also be relevant in the future. Employees working for a company or 

people in the office area may have malicious intentions. Some criminals believe that instead 

of possessing hacking skills, having a contact inside a company is a better alternative. These 

insiders have the ability to obtain any kind of information, from user credentials to highly 

confidential and sensitive data, and send it from the company to the fraudster. (Skewes, 

2021) 
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4  Cyber insurance as a product 

This chapter defines cyber insurance, and it presents the benefits of and obstacles to 

acquiring cyber insurance. The chapter also includes a brief review of the cyber insurance 

market in Sweden and Norway.  

Cyber insurance is a product that is used to protect companies from cyber risks. Cyber 

insurance can cover first- and third-party risks. First-party risks are risks that directly cause 

damage to a company, such as data breaches on a company's network. Third-party are the 

risks of third parties who, for example, might claim that a company would be liable for the 

data breach and the damage that the accident has caused to them. Third-party coverage would 

then pay for possible legal costs. Cyber insurance can be purchased from insurance 

companies and brokers. Cyber insurance products vary in regard to coverage types and 

policies. (Johnson, 2019) 

Organisations follow guidelines to create and maintain appropriate risk management 

processes. CIA-triad, antivirus software, and other methods work as a core in proactive 

security management. Cyber insurance, which contributes to risk management, can also be 

adopted as a complementary method for protecting the processes of an organisation. 

(Mukhopadhyay et al., 2013) 

Demand in the cyber insurance market is increasing year by year. Cyber insurance is very 

different from, for example, car insurance, which has been around for multiple years and the 

price of which can be determined fairly easily on the basis of the policyholder's driving style 

and historical damage data. The cost of cyber insurance is generally based on the severity 

and frequency of cyber-attacks, cyber risks, and the cost of potential accidents. Each of these 

areas can be seen to have risen recently. Cyber insurance is an evolving product, and with 

new cyber risks, insurance companies have become more selective about what should be 

insured and who should get insurance. (Johansmeyer, 2020) 
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4.1 Development of cyber insurance 

Cyber insurance has developed into its own category in a very short time. At first, cyber 

insurance was considered an additional service on top of regular, traditional insurance, and 

it was mainly purchased by professional IT companies. In addition to third-party coverage, 

businesses were starting to get their own processes, unauthorised access, data loss, and virus 

claims covered in the mid-2000s. (Morris, 2021) 

In 2010, cyber-attacks started to grow in number and size, and many claims and attacks 

became known to the public. Therefore, cyber insurance was increasingly sold to companies 

because risk managers started acknowledging the dangers and were under pressure because 

of reputational matters. Many high-profile data breaches and regulations led to the 

development of cyber insurance as a stand-alone product. (Morris, 2021) 

In 2018, the General Data Protection Regulation (GDPR) came into force, which brought 

mandatory changes to data retention, data processing, and anything that affects customers’ 

privacy in companies (Stephen, 2019). The application of the GDPR also increased interest 

in cyber insurance because the new obligations increased the risk of companies becoming 

liable in cases of data breaches and misuse of customer data (Kailio, 2019). 

Alongside the increased number of cyber-attacks and concerns about data protection, society 

as a whole began to reorganise work-related matters with the outbreak of the COVID-19 

virus in 2020. The cyber insurance market once again received more attention as employees 

began to work remotely using their own devices and more vulnerable internet connections. 

It was more difficult for supervisors to monitor work processes and ensure that cybersecurity 

protocols were followed in this changing environment. (Morris, 2021) 

Another event to affect cyber insurance and the cyber environment was Russia’s war against 

Ukraine. Russia’s invasion began in February 2022, and soon after the U.S. government saw 

“preparatory” hacking activity aimed at several companies in the USA. This led some 

insurance companies to consider adding war exclusions to their terms. (Cohn and Zainab 

Hussain, 2022) 
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4.2 Benefits and obstacles to purchasing insurance 

Unlike traditional insurance, cyber insurance covers accidents caused by cyber threats, 

which can be costly without it. This alone is a beneficial trait of cyber insurance for SMEs. 

Cyber insurance comes with other benefits, such as advice from cyber insurance specialists 

who can guide their customers towards better cybersecurity. Advice is also provided after a 

possible case of cyber damage, ensuring that the customer is able to recover and even 

improve their protection against cyber threats. (Johnson, 2019) 

Often, SMEs do not have their own cyber specialists or the know-how to define cyber risks. 

Insurance companies are motivated to help their customers improve cybersecurity because 

this could also potentially lead to fewer insurance claims. Purchasing cyber insurance which 

helps with mitigating cybersecurity risks might be also cost saving for SMEs, because some 

of them might think that hiring full-time and in-house cybersecurity experts is too expensive 

for their operations. (Sullivan and Nurse, 2021) 

If an SME with poor cybersecurity wanted to purchase cyber insurance, the insurance 

company would start conversations with the company to encourage their potential customers 

to improve their security. The necessary cyber controls are needed in a company before an 

insurance company can offer cyber insurance. Cyber insurance can also benchmark against 

good cybersecurity processes. (Sullivan and Nurse, 2021) 

Cyber insurance is still at an early stage, being around 20 years old. There is divided opinion 

about whether cyber insurance is beneficial. Companies may spend money on something 

they do not understand enough about, and in that case, the benefit of insurance may also be 

much less than what it could be. (Stephens, 2020) 

Although cyber insurance has been found to be useful in assessing companies’ risks and 

protecting them from the major consequences of a cyber-attack (Shackelford, 2012), there 

are still challenges to meeting companies’ needs efficiently in the area of cyber insurance.  

Insufficient historical data and incomparability between the information of different 

companies applying for insurance complicate the process of assessing the actuarial risks of 

a company. In fact, many insurance companies tend to set a high price on cyber insurance 

because they fear the overload of insurance claims due to the correlated risks. Private 

companies’ cyber insurance premiums are considered incorrectly priced when it comes to 
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coverage and defining the magnitude and probability of risk. In addition, it is difficult to 

estimate the extent of non-pecuniary damage. (Bodin et al., 2018) 

For instance, recent risk factors include a large wave of blackmail malware that has led some 

insurers to consider withdrawing entirely from the cyber market. Another concern for 

insurance companies is that customers will begin to neglect their data security and 

increasingly rely on insurance to pay potential blackmailers to restore data and systems. 

(Känsälä, 2021) In addition, cyber-attack damage is often intangible, which sometimes 

makes it difficult to quantify (Johnson, 2019). 

Some insurance companies have tightened their terms to curb unexpected losses from cyber-

attacks. There are also now more expectations in cyber insurance contracts, which means 

that the policyholder must be even more careful with their own liabilities if the company 

finds itself in a situation where coverage should be paid. It has also become more difficult 

to set a price for cyber risk and relate it to coverage. (Johansmeyer, 2020) 

4.3 Cyber insurance market in Nordic countries 

The Nordic countries are considered advanced societies when it comes to digitalisation and 

the utilisation of new technology. This was shown by the 2022 Network Readiness Index, in 

which Sweden, Denmark, Norway, and Finland were among the top 10 countries. (Dutta and 

Lanvin, 2022) In Finland's neighbouring country, Sweden, a large proportion of insurance 

companies are global companies. Similarly, most clients purchasing their products are larger 

organisations. Although Swedish insurance products are addressed to the local markets, they 

have many similarities to issuing companies’ similar foreign products. The pricing of cyber 

insurance is done using sophisticated pricing models, but typically pricing takes into account 

factors such as company size and turnover, deductibles, industry risk, jurisdiction exposure, 

and IT maturity. In Sweden, insurance providers sell their products by promising both first- 

and third-party cost coverage. The first-party coverage compensates, among other things, for 

lost revenue due to business interruption, costs for post-incident research, and system 

reinstatement. Cyberextortion coverage is also included, but paying a ransom should be 

considered only after other means have been tried. Cyber insurance covers third-party 

liabilities such as the cost of data breaches, the spreading of malware, fines depending on 

the situation, and cyber media matters including libel and copyright issues. (Franke, 2017) 
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There are differences in the cyber insurance products offered by the Swedish market. One 

difference concerns the coverage of non-malicious events. Some Swedish insurance 

companies do not cover such events at all because finding the root cause is comparatively 

more difficult. Indeed, some cyber insurance packages are basic and very similar among 

competing insurance companies. Non-malicious events can be covered in these cases by 

purchasing add-ons to the insurance, which cover, among other things, human mistakes, 

technical failures, and regulatory requirements. Physical damage due to cyber events is not 

covered by the Swedish market, although there is an ongoing discussion about implementing 

this area as well. Another difference between cyber insurance products is the coverage of 

subsidiaries and other parts of a business group. Some insurers cover by default new 

subsidiaries that have been founded during the policy period, taking into account the 

company's size, business area, and legislation. (Franke, 2017) 

In Norway, cyber insurance has been met with hesitation, especially among IT technicians, 

as they believe that purchasing insurance would signify less trust in their skills. However, 

trust in cyber insurance is growing. Many large IT companies have bought cyber insurance, 

and they are serving as trailblazers in their field. Another factor increasing the demand for 

cyber insurance is media discussion and news about companies that have been targets of 

cyber-attacks. Awareness has also increased because more individuals with technical 

experience are obtaining management positions and are thus able to influence entire 

companies in regards to cybersecurity. (Bahsi, Franke and Langfeldt Friberg, 2019) 

There are multiple insurance companies that offer cyber insurance to companies in Norway, 

such as Aon Plc., AIG, and Allianz Group. These products are either pre-made packages or 

are customised for clients.  

In Norway, an insurance company determines the policyholder's risk category with the help 

of a questionnaire, which includes various technical and broad organisational areas. 

Personnel from both the board and the technical department are often required to respond so 

that the responses are of an appropriate scale. At least two Norwegian insurance companies 

have forms on their websites targeted at SMEs. The purpose of these forms is to lower the 

threshold for applying for cyber insurance, as after filling out the form, a potential client is 

soon contacted with an offer. Most of these pre-made packages include a service through 

which the company gains IT expertise in first-response crisis management. Norwegian cyber 
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insurance products are similar to those sold in other Nordic countries. (Bahsi, Franke and 

Langfeldt Friberg, 2019) 

4.4 Summary of the literature review  

Risk management includes the assessment and treatment of risks. Risk assessment is a 

process by which risk is identified, analysed, and evaluated. After the risks have been 

assessed, they should be treated using the most appropriate options. Cyber risks are types of 

risks that emerge in the cyber environment. Digitalisation has moved corporations into the 

cyber environment, where they can face operational cybersecurity risks such as actions by 

people, systems and technology failures, failed internal processes, and external events.  

Corporations are encouraged to establish and maintain processes to assess and minimise 

these cyber risks. One framework, the CIA model, includes confidentiality, integrity, and 

availability, which are traditional principles of cybersecurity and measures of effectiveness. 

Confidentiality aims to ensure that only chosen parties or people have access to data. 

Integrity underlines that the data should be correct and should remain valid. Availability 

refers to the accessibility of data to parties who are authorised to access it. Another concept, 

resilience, is not included in the CIA model, but it is acknowledged in this literature review 

that resilience should be added to the model as resilience underlines the importance of 

remaining a functioning entity and the continuous maintenance of cybersecurity. 

Cybersecurity is evolving rapidly, and criminals’ skills are improving, which means that 

cyber risk management should be done proactively and continuously. A corporation with 

any cybersecurity risks should have a responsible person who communicates the cyber risks 

to management. In addition, an external service can be hired to help with cybersecurity, 

although smaller companies may find this too expensive for their needs. A company's 

software should always be up to date. It is necessary to have protection against malware and 

spyware and to use data encryption systems when appropriate. A corporation should know 

its employees and ensure they receive comprehensive training. Testing the company's 

cybersecurity is beneficial for finding and fixing vulnerabilities in cyber protection.  

Corporations connected to the cyber environment are at risk of being the target of cyber-

attacks. SMEs may be in greater danger than large corporations because they do not 



40 
 

necessarily have as extensive cybersecurity resources. Attackers may be groups or 

individuals, and attack types can be of a certain type or combinations of them. The most 

common cyber threats for SMEs are lack of cyber knowledge, remote work and 

contaminated personal devices, DDos attacks, SQL injection, and malware. The rising 

threats are phishing, deepfake videos, spoof accounts, and insider threats. 

Insurance is a tool for sharing and equalising the risk of damage. Risks should be 

independent of each other in an insurance company's customer base, but this is not always 

the case in non-traditional insurance activities. Cyber insurance is created to transfer the 

cyber risk from the policyholder to the insurer. It can be taken as a complementary way to 

increase corporations’ cybersecurity. Cyber insurance is a fairly new product, and it took 

early form as additional services to traditional insurance. The cyber insurance market has 

grown in a short period of time, and cyber insurance products have evolved to cover more 

areas. The high rate of development and increased popularity of the product are due to the 

community's reactions and awareness of increased cyber risks and threats, as well as the 

pressure from legislation, some of which has at least indirectly encouraged the improvement 

of cybersecurity. 

Cyber insurance may cover first- and third-party risks. Cyber insurance products are sold by 

insurance companies and brokers. They differ in regard to coverage types and vary in 

accordance with the policies of countries and sellers. Cyber insurance is beneficial for an 

SME because it can cover costly accidents caused by cyber threats. SMEs may not have the 

resources for cyber expertise on their own, and cyber insurance can help with that by 

providing guidance for better cybersecurity. In the event of an accident, an insurer can help 

with rebuilding and fixing cyber processes. Cyber insurance can also be a benchmarking tool 

for better overall cybersecurity within a company.  

The barriers to cyber insurance are, firstly, that if a company purchases one at a high price, 

but it does not have a good enough understanding of the content of the product; and secondly, 

that some insurers struggle to price their insurance products correctly due to a lack of 

historical data and unknown correlated risks, which are prominent features in the area of 

cyberspace. In addition, intangible damage is considered difficult to estimate and quantify. 

Cyber insurance has had varying reception in the Nordic countries, but its popularity today 

is high in Norway and Sweden. These countries’ cyber insurance products share similarities 
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with those of the other Nordic countries. For the purpose of this study’s literature review, 

searching for specifically cyber insurance–related material did not yield many studies to 

recite. However, the available literature was felt to be broad enough for this thesis and its 

qualitative research and to serve as a reference point. 
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5  Data and methodology 

This chapter describes the stages of the research process of the study, which consisted of 

three phases. The phases were literature review, market survey and interviews. 

5.1 Research process 

The thesis combined qualitative research methods, first by using a literature review that 

included theories regarding risk, the cyber environment, and cyber insurance. The purpose 

of gathering existing material from literature was to gain a fundamental understanding of 

cyber insurance and its function. The literature review also functioned as a base to form the 

rest of the research questions, which are answered in the results and conclusion.  

The second stage of the research was a qualitative market survey on the available Finnish 

cyber insurance. This survey was conducted based on public documents regarding Finnish 

insurance companies’ cyber insurance products. The information was gathered over the 

course of 2022 and 2023 from insurance companies’ public general terms and precautionary 

guidelines, which were available through each insurance company’s website. Through this 

research, it was found that six Finnish insurance companies offered cyber insurance. Five 

out of these six companies offered at least one public document that provided information 

about cyber insurance features. These five companies’ public documents were used for the 

market survey. 

The third part was conducted through interviews. Interviews were used in this thesis to 

answer thematic questions that numerical data and public documents alone might not have 

answered. Interviews enabled the retrieval of broad answers as well as thoughts that were 

not already presented or found in literature review and market survey. For this purpose, it 

was deemed appropriate to form the main criterion for choosing interviewees based on their 

expertise in cyber insurance as a product and phenomenon.  

Due to the nature of the questions, the best option was to look for representatives of Finnish 

companies selling cyber insurance to SMEs. The process started with the interview request 

being sent to five companies selling cyber insurance through each of their own online contact 
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forms. Of the five companies, three forwarded an interview invitation to their employees 

who had suitable experience with the company’s cyber insurance product. All three 

employees agreed to do the interview. These interviewees’ backgrounds are presented in the 

following paragraphs. 

Interviewee 1 works as a cyber insurance development manager. His work includes 

developing existing products and investigating ways in which they can be improved. Another 

task is identifying any new insurance types and service packages that would better serve 

insurees and the businesses of insurers. 

Interviewee 2 works as a product expert in regard to corporate liability insurance, which is 

the product group to which cyber insurance belongs in the interviewee’s company. The 

interviewee’s work tasks are product development and insurance pricing, in addition to other 

tasks including anything related to cyber insurance.  

Interviewee 3 works as a liability and cyber underwriter. The interviewee shares with a 

colleague work tasks that are connected to company liability insurance, cyber underwriting, 

and product management. The interviewee does everything related to insurance products 

except for claims handling.  

All three interviewees were informed by email about the study and were sent the interview 

questions in advance, which can be found in Appendix 2. The interviews were held in 

Finnish, and the translations of the interview questions can be found in Appendix 1. 

Interviewees were told that their names and the company they represented would not be 

revealed in the thesis. The anonymisation of interviewees was chosen before data collection 

in order to protect the privacy of the interviewees, who voluntarily agreed to participate in 

research, and also to create the possibility of increased honesty in answers. The interviews 

were conducted remotely and individually using Microsoft Teams. They were held in March 

2023 over the course of a week, and 1.5 hours were reserved for each of the three interviews.  

Permission to record and transcribe the session was obtained from each interviewee. After 

interviews, transcriptions were sent to each interviewee for further reading. This way, it was 

possible to consult the interviewee afterwards in case they did not want something discussed 

during the interview to be mentioned in the thesis. 
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6  Results  

This chapter presents the results of the market survey, which formed an overview of Finnish 

cyber insurance products, their coverage types, and their requirements for the insuree. The 

chapter then continues to present the results of the three interviews conducted. At the end of 

the chapter, the research findings from the market survey and interviews are compared with 

the literature and analysed.  

6.1 Survey of available cyber insurance products in Finland 

Insurance companies that operate or have operated in more than one Nordic country have 

noticed that, compared to other Nordic countries, the reception of cyber insurance in Finland 

has been positive. In Finland, insurance companies had already discussed cyber insurance in 

2010, and when the companies began launching cyber insurance products, the demand was 

already there. (Bahsi, Franke and Langfeldt Friberg, 2019) Finnish insurance companies are 

committed to following the good insurance practices defined by the Financial Supervisory 

Authority (Fiva) (Kailio, 2021).  

In Finland, a company can obtain cyber insurance either directly from an insurance company 

or through an independent insurance brokerage firm.  As of 2023, there are six insurance 

companies operating in Finland that offer cyber insurance to business clients. These 

insurance companies are OP, IF, Lähitapiola, Fennia, Turva, and AIG. Most of these 

companies have provided the public with general terms and/or precautionary guidelines for 

their cyber insurance products. Table 5 shows an overview of these companies’ cyber 

insurance products and their features. The table is not intended to rank Finnish insurance 

companies. Table 5 is a comparison of Finnish insurers’ cyber insurance products in regard 

to cyber insurance coverage types and requirements. These features were included in the 

table if mentioned in public documents provided by an insurance company. One insurance 

company, AIG, has not provided any public documents accessible without a separate request. 

Therefore, Table 5 only includes five Finnish insurance companies. It must be noted that the 

data used for Table 5 may have already changed and may change in the future.  
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Table 5. Coverage types provided by an insurance company and requirements based on 

public documents. Features that are found in the insurance product are marked with an X. 

Slash-marks indicate that the feature is presented ambiguously in the terms or that it is 

optional. Dashes are used for those features that are not mentioned in the terms or 

precautionary guidelines. 

 

 

 

 

As shown in Table 5, Finnish insurance companies’ coverage types are mostly fairly similar. 

All companies’ general terms state that they cover reputational risks, notification costs, third-

party costs, costs related to the interruption of business, costs from being hacked or being a 

target of DDoS attacks, crisis handling and legal assistance, and data theft or forgery. In 

addition, most insurance companies state that they cover the costs of recovering files and 

data. Some of the coverage types are not defined in detail in the guidelines, or in some cases 

they are included with additional insurance. The table shows that there are coverage types 

that some cyber insurance companies have but others do not. For example, Fennia is able to 

cover ransom due to cyber extortion. IF states that costs related to broken IT equipment may 

be covered if the damage is due to a cyber-attack. 

Coverage is not paid for fines due to improper handling of IT processes. Damage caused to 

subsidiaries is also not covered. Insurance companies’ terms state that there are certain 

Coverage type OP IF Lähitapiola Fennia Turva

Reputation risks x x x x x

Costs of notification x x x x x

Third party insurance x x x x x

Interruption of business x x x x x

Costs from being hacked or denial of service -attacked x x x x x

Crisis handling and legal help x x x x x

Data theft or forgery x x x x x

Costs for recovering files and data x x / x x

The amount of money seized in a cybercrime - - - / /

Coverage for paid ransom - - - x -

Broken equipment due to cyber attack - x - - -

Data security standards for payment cards - - - / -

Costs of fixing digital media, e.g. website - - - / -

Fines due to inproper handling of IT processes - - - - -

Damage caused to subsidiary - - - - -

Requirements to insuree

Updated firewall and anti-virus software x x x x x

Backed up files x x x x x

Password requirements - x x x x

Storaging data and equipment safely x / x x x

Good protection of backups x - x x x

Make investigation request to authorities - x x x x

Nominated person who is in charge of cyber security - - x - x

Notification of lost IT equipment - - x x x

Insurance company
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conditions for coverage to be paid. That is why it is important to look at the requirements of 

insurers as well. 

Table 5 also shows the difference between Finnish insurance companies’ requirements for 

the insuree. OP and Fennia do not provide public precautionary guidelines. For these 

companies, more detailed information is provided following an insurance offer.  

Each cyber insurance policy requires updated firewall and antivirus software and backed-up 

files. The table shows that some cyber insurance products have requirements that other 

insurance companies’ cyber insurance products lack. Almost all insurance companies’ public 

documents include requirements such as the proper use of passwords, secure data and 

equipment storage, protecting backups, and the need to make an investigation request to 

authorities if needed.  

6.2 Summary of market survey results 

According to the market survey results, cyber insurance terms and guidelines are written and 

presented differently for each insurance company. Based on public documents, Finnish cyber 

insurance companies have small differences between each other regarding coverage types 

and requirements. Both categories have features that are open to interpretation. Insurance 

companies do not share the same form for presenting these matters, and that is why some 

companies present their features more broadly or in more detail than others. It is possible to 

compare the characteristics of Finnish cyber insurance. However, for certain features, it is 

possible that there will be errors of interpretation or that some features will not be expressed 

in the documents even if they are part of the insurance. Several slash marks in Table 5 

indicate that corresponding features are not necessarily a given in cyber insurance. It must 

be noted that some cyber insurance products may still have those features that were not found 

in the market survey because some companies did not publicly provide all documents on the 

features of their cyber insurance. Due to the different numbers of public documents available 

on insurance companies’ official websites, the results of the market analysis do not allow for 

a complete product comparison, only an overview of cyber insurance products based on 

public information. A final overview of each product can be obtained during the negotiation 

of the insurance contract. 
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This chapter included an overview of Finnish cyber insurance products, the kinds of 

situations these products cover, and the requirements for compensation. This thesis aims to 

provide a broad overview of Finnish cyber insurance and its different areas, so in addition 

to public documents, there is a need to obtain more detailed answers on different topics 

through interviews with specialists selling cyber insurance in Finland. 

6.3 Interviews  

This section shows the results obtained from interviews with specialists from three different 

Finnish insurance companies selling cyber insurance to SMEs. Each interviewee was asked 

30 predetermined questions. Even though questions were created beforehand, interviews 

were planned to be semi-structured. The purpose of this was to limit the topics of discussion 

but still give the other party the opportunity to talk about the topic in more detail enabling 

spontaneous follow-up questions during interviews. This also made it possible for 

completely new observations to be made on the topic that could not have been found with 

the help of previous research methods. The purpose of the interviews was to clarify the 

characteristics and different areas of the cyber insurance sold to Finnish SMEs in more detail 

and depth than was available in the public documents. The interview questions were formed 

to compare the existing literature to the interviewees’ experiences and to answer the study’s 

sub-questions. 

The interview results are presented and broken down by the themes and topics discussed, 

instead of by each interview question. This is because the answers were extensive, and the 

theme-based presentation enables the answers to be presented in an efficient but also 

consistent way. In each theme, statements by interviewees are presented separately, 

collectively, or both.  

 

Cyber insurance as a product 

In this first part, the interviewees described their cyber insurance product in general terms. 

All companies have a survey including several dozens of questions for their customers to 

complete when applying for cyber insurance. There are slight differences between the 

questions, but all insurance companies ask at least about the potential customer’s size and 

industry. The customer’s answers affect both liability and pricing.  
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Interviewee 1 described his cyber insurance product as a standard package for SMEs but 

stated that for larger companies, the product is always customised. It is designed on a case-

by-case basis and then adapted to the client’s need. It is typical for there to be small changes 

in the prices, although this is not a form of customisation. It is possible to modify the 

insurance if this is necessary to change something, especially in the case of a large company 

or a company working in a certain field. The interviewee’s company’s cyber insurance 

includes IT support provided by a partner company, which insurees can and should contact 

in case of cyber damage. The insurance company also offers risk management services, 

including risk identification workshops. 

Interviewee 3 stated that his company’s cyber insurance product is modular and has a certain 

scope for customisation according to the customer's needs. The basic package is sold more 

often to SMEs, and it includes all the essential safety features in practice. However, if the 

customer is also interested in a module that is not a part of it, then the issue could be 

discussed. Slightly larger companies are naturally offered the opportunity to choose certain 

features according to their own interests. The company's size and industry affect the offer. 

The insurance company offers all insurees damage control–related services, which are 

provided by an external provider.  

Interviewee 2 stated that his company has one cyber insurance solution, and the coverage 

types are the same for both small and large companies. However, they could adapt the 

coverage amounts and deductibles according to the customer’s requests and the insurance 

company’s recommendations. The insurance company’s partner provides emergency 

services for cyber damage. Another partner of theirs offers cloud storage space as a part of 

the insurance for sensitive data.  

All interviewees stated that there is an upward trend in the demand for cyber insurance, but 

the trend is not necessarily fast. SMEs themselves have approached insurance companies 

about concerns, and people’s awareness of cyber risks has evidently grown in the last few 

years. Interviewee 2 expressed the view that many customers are affected by reading news 

about cyber-attacks and also stated that Russia’s attack on Ukraine had accelerated 

discussion about cyber insurance and contact from customers.  
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The relevance of cyber insurance in regard to company type 

This section presents the answers to a question about whether company type matters in 

purchasing cyber insurance. All interviewees believed that cyber insurance is beneficial to 

all companies in some way connected to the cyber environment, regardless of their field. 

Interviewee 1 stated that the processes linked to accounting, invoicing, digital connections, 

and online stores are all examples of when it is appropriate to consider purchasing even a 

small cyber insurance product. Moreover, Interviewee 2 stated that it was very difficult to 

imagine a company that would not need cyber insurance because nearly all companies today 

have operations connected to the internet. Even if those operations are very basic, they are 

often vulnerable to cyber risks. However, it must be noted that there are individual 

entrepreneurs who do not have operations connected to the internet such as plumbers, who 

do not need cyber insurance. In the future, though, they may need it, because they may start 

storing their customer data digitally.  

Benefits of purchasing cyber insurance for an SME 

The interviewees were asked an open question about the benefits of their products. For some 

of the Finnish population, cyber insurance may seem unfamiliar or new because it has not 

yet come into general use. For this reason, it was appropriate to ask the interviewees why it 

is beneficial to purchase one in Finland. 

The purpose of cyber insurance is to transfer risk from the insuree to the insurance company. 

Insurance provides an opportunity to recover from cyber-attacks and reduces the risk of 

attacks bringing the company down. Interviewee 1 stated that cybersecurity is a phenomenon 

where even if one does everything right, there is still a risk that something will happen. All 

respondents stated that their insurance includes services that help customers to identify their 

cyber risks, and this is especially helpful to those who do not yet have a dedicated 

cybersecurity team. Interviewee 1 went on to say that many small companies go down 

because of a cyber-attack when they do not have a sufficient level of insurance and 

cybersecurity.  

Interviewee 2 underlined that cyber-attacks create large costs and require a large amount of 

resources to solve them. Cyber insurance solves this problem by delegating the investigation 

to the insurance company’s processes, enabling the insuree to focus on their daily business 

functions. Insurees have been grateful to realise that other organisations can help them with 
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these matters. Interviewee 3 mentioned that cyber insurance also compensates damages that 

can arise to a third party. Many traditional insurance policies do not prepare customers for 

these risks, or their terms define them only narrowly.  

Requirements for SMEs 

As shown in the market survey, customers are required to follow precautionary guidelines. 

Interviewees were asked whether there were other requirements for their customers.  

All potential customers can access precautionary guidelines in all three insurance companies. 

Guidelines work as instructions aimed at reducing risk, which, according to the law, both 

the policyholder and other parties must follow. If they are not followed, then under certain 

conditions, it could lead to a reduction in compensation or no compensation at all. 

Interviewee 1 stated that they want to know the level of cybersecurity in the customer 

company and how customer company has identified cyber risks. If there is, for example, any 

production environment, it is good to know if the related activity and the control network 

are protected separately. It would not be ideal if something bad happened in the office 

network, and it would also stop everything in production. It must be noted that small 

companies with a few people usually do not have any heavy cybersecurity processes, 

whereas in companies with 10 to 50 or more workers, their needs and IT maturity are in a 

different class. Insurers can scale their requirements to the size of the customer's company, 

the industry, and also the nature of the business operation.  

Interviewee 2’s company does not have any special conditions for cyber insurance aside 

from guidelines. There are special exceptions, such as if the company does not operate in 

Finland or if the company is very large. The insurance company does not conduct a deep 

investigation to ensure the guidelines are met exactly during the application process.  

The content of guidelines differs between the companies because, according to Interviewee 

3, insurance companies are no longer allowed to cooperate for competition law reasons and 

thus they do not formulate terms and conditions collectively, which would limit competition.  

However, the guidelines of the three insurance companies are similar in that information 

systems and passwords must be updated regularly, firewalls must be used, and valid antivirus 

software must be in place. Interviewees 1 and 2 specified their requirements for passwords: 

default passwords, weak passwords, or commonly known passwords must not be used. 

Interviewee 3 mentioned that they ask the customer whether they use multi-step 
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authentication in cloud services. Interviewee 2 stated that in his company, they have certain 

criteria for what kind of software and systems can be downloaded onto a work computer 

because additional non–work-related programmes may increase vulnerabilities. In addition, 

an employee should lock their computer when leaving their workstation. It is desirable that 

the policyholder somehow inform their own employees about which emails should not be 

opened. There may be some protection instructions that, due to the circumstances, do not 

always apply to everyone, and some customers may not have the opportunity to implement 

such guidelines, which are dealt with on a case-by-case basis.  

Reasons why cyber insurance cannot be granted 

The interviews also included a question about the circumstances under which cyber 

insurance cannot be granted.  

If there is no meaningful level of data security – in other words, if the customer is not 

interested in dealing with the matter – then the insurance company will not insure that 

customer. In all three insurance companies, application rejections do not happen often 

because, before purchasing cyber insurance, customers usually take care of their 

cybersecurity matters, which is a prerequisite in the guidelines. Interviewee 3 stated that if 

the basics, such as information system updates, are not in order, this can lead to insurance 

being discussed only after corrective measures have been taken in the customer company. 

Both Interviewee 1 and Interviewee 2 mentioned that there are general-level guidelines for 

certain industries because some industries involve obstacles for the insurance company or 

reinsurer’s risk selection. Interviewee 1 mentioned industries related to political activity, the 

public sector, telecommunication networks, and adult entertainment that are not favourable 

for cyber insurance, with certain exceptions. However, sometimes it is difficult to define the 

industry where the customer works. That is why there are more general-level guidelines.  

Customers’ reasons for declining cyber insurance offers  

It was also pertinent to hear about the turning points for customers when they decided to 

decline a cyber insurance offer and the reasoning behind it.  

All interviewees mentioned price. Interviewee 2 stated that customers might want to save 

money for other processes, explaining that the price of cyber insurance is not hugely 

expensive, but it can be one reason for some customers. Interviewees 1 and 2 believed that 

some customers do not consider cyber insurance relevant to them. There may already be 
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cyber experts in a customer company, or the customer might think that they would not be an 

interesting target to attack because their digital processes are very simple. Interviewee 3 

stated that some customers find it difficult to define their cyber risks. Another reason to 

reject the offer is simply that the prospective customer may have been offered a better deal 

from another insurer. 

The risk assessment process in the insurance company 

The literature review outlined a large number of topics to do with assessing risk. However, 

it did not include observations about risk assessment for Finnish cyber insurance. This 

section presents the interviewees’ answers to that topic.  

All three insurance companies evaluate applicants’ risks using several dozens of risk factors, 

including the company’s turnover, business functions, and industry. Risks are evaluated 

based on the application process’s survey, which is filled out either by an insuree or an 

insurer. The interviews did not provide a detailed explanation of exactly how sophisticated 

models are used to determine these risks. 

Interviewee 1 stated that an effort had been made to identify certain risk factors and calculate 

or estimate some coefficients for them or otherwise quantify the effect of the factors on the 

cyber risk his employer has found in the customer's environment. Their process includes a 

risk mapping form and discussions with the customer. When the insurance period changes, 

the insurance company checks to see whether there have been any significant changes in 

insuree’s situation. Automation is not used during this process because there are still 

relatively few cyber insurance customers. However, they have such tools ready, which can 

be used when cyber insurance sales increase and utilising automated tools is considered 

appropriate. 

Interviewee 3 stated that in his company, risk mapping is based on the customer’s 

application. The risks of the industry can vary slightly. For example, a manufacturing 

company probably incurs the risk of production systems being turned off as a result of a 

cyber-attack, leading to the interruption of business operations. In the case of an accounting 

firm, information systems are also an essential part, but they have significantly more 

personal data in their possession than other firms, which means that in addition to 

interruptions, data leakage is a risk, possibly resulting in liability for damages and 

obligations towards the authorities. If the customer can provide detailed information, the 
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information may work to the customer’s advantage. However, in general, Interviewee 3’s 

insurance company is more interested in the big picture than in the name or brand of antivirus 

software. The most important thing is that the software is in use and kept up to date.  

Interviewee 2 stated that his company often asks whether their customers operate in Finland 

or abroad. The prerequisite for the normal risk process is that the customer company be 

registered in Finland and have a Finnish business ID.  

Challenging areas in risk assessment 

According to Bodin et al. (2018) and Johnson (2019), estimating intangible or non-pecuniary 

damages is difficult. Therefore, the interviewees were asked if there were any difficult areas 

in assessing the risk to their customers. 

Interviewee 3 stated that his company may have a challenge making sure their questions in 

the risk assessment serve their purpose. If the insuree has a lot of outsourced IT knowledge, 

in which case the insuree does not itself have expert knowledge in cyber matters, it may be 

challenging to answer all the questions in the risk assessment. However, the questions are 

not overly difficult, in the interviewee’s opinion. In a fast-paced world, it is important that 

the questions are relevant and up to date, but the customer should not be asked questions that 

take up too much of the customer’s time and would not add any value to the application 

process. Hiring external IT expertise is recommended if the company cannot handle those 

processes alone, but both the management and hired IT specialists must communicate and 

agree on what is done. The person applying for cyber insurance must have enough 

information to answer the questionnaire.  

Interviewee 1 raised another point in regard to risk surveys. It would be easy for the insurer 

to ask a large number of questions to the prospective customer, but they would not be sure 

what to do with all the information. It is unclear how to quantify the information in such a 

way that it would be relevant to the overall understanding of the customer’s risks. The 

potential customer should not be burdened with many questions if there are no tools to 

process answers. Interviewee 1 also stated that systematic risk and its identification and 

pricing are difficult, and communicating and discussing them is challenging both within the 

insurance company and in public. 
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According to Interviewee 2, there are certain industries where the entire operation takes 

place on the internet. It is very difficult to assess what kind of risk there is, for example in 

the case of global payment companies.  

During discussions with Interviewees 1 and 3, the lack of historical data regarding cyber 

insurance as a topic was also highlighted. They both stated that historical damage data has 

only partial relevance in cyber insurance analysis because the data quickly becomes outdated 

and does not necessarily give an indication of the future. For example, data from 10 years 

ago does not reflect the present moment in the evolving area of cybersecurity, and wrong 

conclusions can be drawn from historical data. Interviewee 3 mentioned that there are 

models and modelling tools for cyber insurance and cyber risks, so the historical data is not 

very important. Interviewee 1 stated that there are already 10 years of data on the damage 

that has occurred in different areas of cybersecurity. For example, a correlation between the 

performance of user management and the probability that cyber damage will occur has been 

obtained from the data. Interviewee 1’s insurance company has conducted a large amount of 

research on how they could move away from a history-centric point of view towards looking 

at the recent cyber performance of customers. The more fundamental question and challenge 

is what insurance companies are trying to insure in practice, since cyber insurance is of a 

different nature to more traditionally insured items.  

Factors affecting the price of cyber insurance 

The literature review included information about how cyber insurance is priced, but it did 

not focus on Finland’s cyber insurance market. The interviewees were asked how their 

products are priced.  

Price factors are derived from insurance companies’ risk surveys, with risk factors also 

serving as price factors. The interviewees stated that the insurer’s company size and industry 

were some of the factors affecting the insurance price. Interviewee 1 stated that if any factors 

emerge from the risk mapping that have a direct price effect, they act as direct multipliers 

for the price. His insurance company tries to consider the price in relation to the size of the 

company and the nature of its operations. The process also involves a subjective assessment 

by an expert so that the insurance becomes reasonable in regard to compensation. The 

insurance must also be profitable for the insurer to stay in business. 
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Interviewee 3 stated that in his company, the scope of insurance coverage affects the price 

because the customer is given the opportunity to influence the modules of the insurance, the 

amount of covered expenses insured, and personal liability.  

Systematic risk and cyber insurance  

The OECD (2017) states that there is more interdependence and, therefore, more systematic 

risk in cyber insurance lines. The interviewees were asked how Finnish insurance companies 

tackle systematic risk in regard to cyber insurance.  

Cyber accidents can occur at the same time in multiple companies for the same reason. All 

interviewees agreed that the identification and pricing of systematic risk is challenging. 

Interviewee 1 stated that cyber insurance involves wider systematic risks than many other 

insurance items. Systematic risks cannot be completely excluded from insurance, but the 

insurance company is not able to cover nationwide catastrophic cyber damage either. An 

insurance company must consider whether it is able to bear the responsibility for a large part 

of the cyber risk of its customer base. Interviewee 1’s insurance company has approached 

systematic risk through a scenario analysis, considering what kind of broader individual 

event could affect a significant part of its customer base and how many damage claims it 

would cause. They have tried to identify, calculate, and evaluate what such an event would 

be or what risks their insurance company might be exposed to. It is challenging to evaluate, 

for example, how networked customers truly are in regard to supply chains and how cyber 

damage would spread. Continuous monitoring models that better identify these 

dependencies of third- and fourth-party risks and related risk exposures would help to 

identify these systematic risks and their overall impact. 

Interviewee 2 stated that their insurance company can cover damages if the damage is 

directly related to a partner of an insuree. For example, if the insuree stores information in 

another service provider's cloud storage that is attacked and it affects the data of the insuree, 

then it can also be covered by cyber insurance. However, if this chain goes further, then 

cyber insurance may no longer cover damages. If a major cyber-attack were to be detected 

which would affect many of the insurance company's customers in Finland, the insurer 

would certainly communicate this to the entire customer group so that other insurees could 

prepare for it as well.  
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Interviewee 3 mentioned that these risks are not exceptional in other types of insurance 

either. A fire that could spread from one house to a neighbouring house was used as an 

example in the interview. In the cyber environment, this problem has become more 

prominent and has turned into something that both smaller and larger insurance companies 

are constantly concerned about. The problem can, fortunately, be modelled in different ways. 

Primary insurers will certainly take this into account in their own reinsurance contracts. 

Every insurance company needs to consider its own portfolio, the results of its modelling, 

and how much risk can be borne if such a big event were to happen.  

The most common causes of cyber damage 

Möller (2020) and Biju, Gopal, and Prakash (2019) present different cyber threats, while 

Ismail (2017) and Skewes (2021) present the most frequent, rising cyber threats. The 

interviews included a question related to the situation in Finland in regard to common causes 

of cyber damage. 

All respondents stated that the situation leading to cyber damage typically starts with a 

malicious party trying to achieve something and then an employee taking actions that 

accidentally and unintentionally enable the unfortunate damage to happen. Cyber insurance 

has evolved mainly to help tackle damage caused by human-made threats. Some accidents 

have occurred when multiple attack types were combined. 

Interviewee 2 stated that most instances of cyber damage have involved the human-error 

element. Employees might have clicked phishing links and other malicious messages. 

Nowadays, it is much easier for a criminal to simultaneously send phishing messages to a 

mass audience rather than hack into company systems traditionally. Text messages, emails, 

and attachments are some of the most common sources of cyber damage. However, as 

knowledge of these phishing attempts increases, criminals are beginning to notice that the 

“hit rate” will not be high in the future, so they will surely attempt to devise different 

methods.  

Interviewee 1 stated that ransomware has also caused much trouble in the field recently. 

Interviewee 3 stated that there have been unauthorised intrusions and break-ins, and both 

usernames and account passwords have fallen into the wrong hands. There are several known 

cases, for example, in which an account has been accessed and harnessed in such a way that 

the email account was used for spamming purposes and spoof accounts. 
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The most common reasons for denied coverage 

Precautionary guidelines indicate that there are situations when the insurance company 

denies compensating damages. The interviewees were asked what these situations were. 

It became clear that if the guidelines have not been followed, then the insurance company 

must decide whether a claim submitted by an insuree can be paid. The respondents said that 

damage done by the insurer's CEO or its own employees, i.e., the so-called insider threat, is 

not covered by cyber insurance if the damage was made intentionally because it falls under 

the category of fraud or embezzlement. Interviewee 3 observed that there have been 

situations where the insuree has made a claim, but the reason for the cyber damage was a 

general malfunction rather than a real cybersecurity incident. In these cases, coverage was 

denied. All interviewees implied that external events such as a natural disaster, including fire 

and outages directly causing business interruption, were not covered by their cyber insurance 

products because external events were not defined as cybersecurity incidents. However, for 

example, if a hacker manages to cause a power outage to the customer, which again prevents 

the customer’s business from functioning properly, this could be another case.   

Interviewees were also asked if there had been situations where the coverage limit of cyber 

insurance products had been inconsistent with the estimated losses for some companies as 

Cowbell Cyber (2020) observed. Interviewees pointed out that this has not been usual in 

Finland. Interviewee 1 stated that in his company, there have not been any situations where 

the damage has been greater than the paid coverage, but it is possible that a large customer 

company whose operations are interrupted for a significant period might face this situation.  

Interviewee 2 stated that it was possible. Interviewee 2 stressed the importance of the 

negotiating phase when the insurer's turnover is discussed. If the customer is operating with 

a large volume and its operations are suspended for two weeks due to a cyber-attack, it is 

appropriate for the customer to consider such a possible scenario from a financial point of 

view.  
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The complexity of claims processing compared to traditional insurance 

Bodin et al. (2018) and Johnson (2019) state that there are difficulties in estimating and 

quantifying cyber damages. The interviewees were asked whether there are difficulties 

regarding claims handling in Finland. 

None of the interviewees had recently worked with claims handling, but they had general 

information about the topic. Interviewee 2 believed that cyber insurance can be more 

complex in the sense that the damage is usually not physical. There can be multiple parties 

involved, and it can be difficult to detect them. Cyber-attacks and vulnerabilities in 

customers’ processes can still be ongoing, and insurers need to help tackle them quickly and, 

finally, investigate which files were destroyed or lost and figure out what happened. 

Interviewee 3 mentioned that handling cyber insurance claims requires specialised 

knowledge and can be difficult because cyber-attacks may not leave any traces. Interviewee 

3 went on to say that his company has a partner that provides cyber help with customer’s 

issues. Thus, claim handling may not be overcomplicated.  

The ability of cyber insurance to respond to new cyber threats  

Interviewees 2 and 3 stated that they were able to update their guidelines regularly on the 

basis of their company’s and customers’ needs. In the future, there can be some regulatory 

and cyber trend reasons to make changes to the guidelines. It was clear to all respondents 

that cyber insurance products cannot remain the same for the next 10 years. Interviewee 2 

claimed that new cyber-attacks do not necessarily affect guideline content because the main 

purpose is to ensure that any damage can be covered if caused by a cybersecurity incident. 

Interviewee 1 viewed AI as a question mark in the field regarding whether it could be used 

more by criminals in the future and if it requires changes to the precautionary guidelines.  

Therefore, cyber insurance terms and guidelines may be changed if needed. The interviewees 

stated that the purpose of cyber insurance is to protect the insured, and completely new 

cyber-attack types will not necessarily require a change in terms. What matters is that the 

insuree complies with the guidelines provided, so that in case of a possible cyber-attack, the 

insuree has implemented their part of the agreement.  

The next three themes focus on interviewees’ opinions on cyber insurance being voluntary 

as it is for now, the future prospects of cyber insurance in Finland, and reflections on what 

their ideal form of cyber insurance would look like.  
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The voluntary nature of cyber insurance 

Interviewee 1 opined that it would be good for cyber insurance to remain voluntary for the 

time being because the cyber environment is changing quickly and Finland is behind other 

countries where the cyber insurance market is more advanced, so it would be difficult to 

define what is mandatory. The law could define minimums, but then it would not necessarily 

meet new phenomena. However, some recommendations could have a place in society so 

that the level of cybersecurity could be raised, specifically among those parties who are 

otherwise not as active in the cyber area but are nevertheless online. Interviewee 1 referred 

to fire insurance being the first form of insurance and discussed the societal significance of 

fire insurance for fire safety. Cyber insurance does not have to be different. Customers and 

insurance companies need to understand that society is on the verge of a similar 

breakthrough, and insurance companies have the same opportunity to influence processes to 

set a basic starting level for all cyber activities. In that way, making cyber insurance 

mandatory could perhaps be useful or worthy of recommendation.  

Interviewee 3 expressed the view that companies should have the freedom to decide what 

kind of insurance to accept. On the other hand, because of the development of data protection 

issues, etc., the respondents did not consider it impossible that the legislature, at some point, 

would require that if a company engages in a certain type of activity, they must have 

insurance against certain risks. That is not exceptional, because certain professions, such as 

lawyers, are already required to have a certain type of insurance according to certain laws. 

Interviewee 3 went on to say “On the other hand, if cyber insurance were mandatory, there 

could be a problem with no one wanting to sell cyber insurance to a certain company for 

some reasons. Would it mean that the company has to stop operating?”  

Interviewee 2 stated that it should not necessarily be required by law, but every entrepreneur 

should think seriously about their own risks and whether it is worth taking out insurance. 

Often, the answer is yes, and in some cases the insurance company can tell the customer that 

their risk is small, so then it is up to the customer to decide. However, Interviewee 2 went 

on to say that it would not hurt for cyber insurance to be mandatory for SMEs in Finland, 

and the matter could be approached through the company’s processes if there was an area 

with high risk such as handling individuals’ personal and sensitive data.  

 



60 
 

Prospects of cyber insurance in Finland  

All respondents expressed the view that the cyber insurance market will continue growing 

in Finland. Interviewee 1 believed that the industry will develop significantly to the point 

where, at the very least, cyber insurance will catch up with the rest of the world in risk 

selection and risk mapping and will turn into more continuous communication and 

cooperation between the insurer and the insuree. There are also benefits for the insuree in 

that they are no longer an individual operator but also a part of the insurance company’s 

pool. In this case, the insurance company is able to indicate some possible faults and provide 

warnings to all its customers quickly, meaning that the insuree does not itself have to do so 

much monitoring. Any entity linked to cyberspace needs to develop quickly in order to be 

updated. In 5 years, the situation may change again. According to Interviewee 2, the 

discussion around cyber risks and cyber insurance will continue. Insurers will surely be even 

more busy developing their cyber insurance based on the dynamic cyber environment and 

their customers’ needs. Insurers need to react to new revolutions in the field. The 

conversation will continue for years before the field is in a serene state. Cyber-attackers’ 

skills will develop, and there will be an increase in cyber threats. 

The ideal cyber insurance product 

Interviewee 2 stated that the ideal cyber insurance product would be of a reasonable size 

from the customer’s point of view, including in regard to coverage and payment. Acquiring 

and selling it would be significantly smoother than it is now. Even though a potential 

customer would deny the offer, the ideal situation would be that the customer at least gains 

an understanding of their cyber risks. Another aspect would be that the required minimum 

level of cybersecurity would be clear, and it would develop very dynamically. Cyber 

insurance could act as a form of benchmarking, whether on a daily or weekly basis, with the 

customer being able to check for themselves where they stand. For example, if a customer 

had a B rank in matter x and they were able to improve it to an A rank, then their insurance 

premium would drop by that much next month. Interviewee 2 underlined the fact that ideally, 

risk selection, management, and identification would be a continuous process in which 

communication between the insuree and an insurer would be more dynamic and proactive.  

Interviewee 1 also stated that the process of acquiring cyber insurance should be clearer, 

smoother, and easier. Insurees should feel that they understand what is covered in each 
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situation and how cyber insurance can help them. Price should not be considered an issue, 

and the insuree should feel that they get value for their money. Cyber insurance should be 

functional and should be such that when the damage actually occurs, it also helps.  

Interviewee 3 stated, that insuring must be a risk that can be borne and insurance premiums 

must be sufficient and affordable to customers. Insurance companies should not create 

insurance that covers anything, but they should also not create a kind of insurance that no 

one buys.  

6.4 Summary of interview answers  

The table below contains summarised findings from the interview responses. 

 

Table 6. Summary table of interview answers by theme. 

Theme Observations 

Cyber 

insurance 

provided by a 

Finnish 

company 

Upward trend in selling cyber insurance products in Finland. Companies are 

interested in purchasing cyber insurance due to increased digitalisation and 

discussion of cyber threats.  

Usually a standardised package for SMEs, but possible to customise it. The 

potential for customisation differs among Finnish insurance companies. 

Cyber insurance comes with additional services such as support for enhancing 

cybersecurity and professional help if a cyber-attack occurs.  

Cyber insurance is beneficial to all companies that are in some way connected to 

the cyber environment. It helps companies to identify their cybersecurity flaws, 

and in case of damage, it can compensate huge financial losses and help in the 

aftermath of an attack. Ideally, an insurer can indicate some possible faults and 

provide warnings to all insurees quickly. 

 

There are favourable opinions regarding cyber insurance being voluntary, but it 

has the potential to act as a useful benchmark for companies and the community 

to improve cybersecurity. For some fields, cyber insurance might become 

mandatory to have.  
Cyber 

insurance 

requirements  

Precautionary guidelines are always provided, and they function as requirements 

for the insuree.  

 

Precautionary guidelines, such as requirements for certain types of password and 

the regular updating of software, are very similar among Finnish insurance 

companies.  

 

Precautionary guidelines are intended to be easily understandable, and they do not 

go into much detail. The insurer can scale requirements to the company size and 

industry and the nature of the business operation.  
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Situations where cyber insurance is not granted are rare because most applicants 

meet the cyber insurance conditions of already maintaining or working on areas 

of their cybersecurity. 

 

New cyber-attacks do not necessarily affect the content of guidelines, because 

damage can be covered so long as it was caused by a cybersecurity incident and 

the insuree complies with guidelines provided. 

Risk 

assessment 

and price of 

cyber 

insurance 

Risks are evaluated based on the application process’s survey and possible 

discussions with an insuree. Surveys consist of questions intended to map an 

insuree’s situation in relation to precautionary guidelines.  

 

Based on an insuree’s answers, risk factors can be identified and calculated. 

Automation is not yet common in this process.  

 

The price of cyber insurance is based on identified risk factors. It is also based on 

the chosen coverage if it is possible to modify the latter. The price, coverage, and 

amount of covered expenses are intended to be sized reasonably according to the 

insuree’s profile and needs. 

 

Certain industries or business functions were found to have more risks than others, 

and/or there were difficulties in assessing their risks. 

 

Cyber insurance involves wider systematic risks than many other insurance 

products. Identifying and pricing systematic risk is difficult, although modelling 

tools are used to assess it.  

 

The future development of modelling and scenario analysis tools to increase 

efficiency is recommended. 

 

Insurers are not concerned about the lack of historical data on cybersecurity 

compared to damages, because the field of cybersecurity is changing rapidly and 

information that is too old would not be useful for insurers’ risk modelling tools.   
Claims 

handling 

Claims handling requires specialised knowledge and can be difficult because the 

damage is not physical, cyber-attacks may not leave any traces, and there may 

be multiple parties involved. Attacks need to be handled rapidly to avoid any 

further damage.  

 

Cyber insurance is created mainly to tackle human-made cyber-attacks. 

 

Most cyber damages involve the human-error element. Most cases include 

phishing, other malicious messages, or ransomware. 

 

6.5 Results analysis 

This section compares the results from the market survey and interviews to the existing 

literature.  
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The market survey found that, in addition to differing worldwide, cyber insurance products 

also vary partially in the Finnish market according to their public documents and 

precautionary guidelines. Their precautionary guidelines differ in regard to presentation, 

wording, and length. Despite the availability of public information, Finnish cyber insurance 

products’ coverage types are similar, and they require a comprehensive level of 

cybersecurity from the customer. The interview results also suggested that these documents 

could be made even clearer to customers in the future. 

The interview results were very similar to the literature review findings. Generally speaking, 

when the results were compared to the literature review, Finnish cyber insurance is similar 

to many other cyber insurance products. However, the previous section showed that the 

interviewees had some observations that did not fully support some of the claims in the 

literature. There are not many studies on Finnish cyber insurance, nor are there detailed 

studies on the risk processes of Finnish cyber insurance and what is required from the 

insuree. The interviews managed to elicit observations that had not been precisely addressed 

in the literature. That is also why there were not many differences between the literature 

review and the interview results, but instead, the interviews provided new information.  

The interview results proved many of the existing literature’s claims to be true. The 

interviewees’ answers supported the findings by Xie, Lee, and Eling (2020) and 

Johansmeyer (2020) that there is currently an increased demand for cyber insurance. 

However, the interviewees claimed that the growth in demand may not be very fast in 

Finland, even though there is an upward trend. The interviewees listed similar benefits of 

acquiring cyber insurance for SMEs as presented in the literature review. These benefits 

included expertise and guidance for better cybersecurity, allocating expenses to processes 

that SMEs can solely focus on instead of worrying about cyber risks alone, covering costly 

accidents, and providing help for the aftermath of those accidents. The interviewees also 

wished to add that cyber insurance is beneficial to all companies with any processes 

connected to the network.  

All three insurance companies that were interviewed had a practical approach to offering 

their cyber insurance products. Applying for cyber insurance appears to be a simple process 

for an SME, with simple online risk surveys similar to those in Norway. However, Finnish 

insurers’ risk questionnaires are slightly different to each other. Insurers are united by the 

desire for the process to be as agile as possible, including from the insuree’s point of view. 
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All interviewees stated that their risk surveys also functioned as pricing indicators. Finnish 

risk surveys include deductibles, industry risk, and IT maturity, which are some of the price 

factors also in Sweden. The interviewees stated that they aimed to price the product suitably 

for the customer. Finnish cyber insurance share similarities with other Nordic countries’ 

cyber insurance products. 

As Irwin (2021) suggests, human error is a big concern for SMEs. According to the 

interviewees, improving passwords and putting resources into employees’ cyber training are 

factors that might better prevent cyber-attacks. Good practice with passwords is also 

included within some Finnish insurers’ public precautionary cyber insurance guidelines. 

Finnish companies are facing rising cyber threats such as phishing, ransomware, spoof 

accounts, and even deepfakes, which Skewes (2021) has discussed in the literature, and 

attacks can consist of combinations of several attack types, which have been outlined by 

Biju, Gopal, and Prakash (2019). Cowbell Cyber (2020) states that the coverage limit has 

been viewed as inconsistent with the estimated losses according to the industry, but 

according to interviewees, this has not happened very often in Finland. The interviewees 

stated that their companies strive to offer cyber insurance products with an appropriate 

coverage limit according to the size and business functions of the company.  

Johnson (2019) states that cyber insurance is used to protect companies from cyber risks. 

Cebula and Young (2010) present many different types of cyber risks. According to the 

interviews, not all cyber risks are directly covered by cyber insurance, at least for the three 

Finnish insurance companies that were interviewed. It was underlined in the interviews that 

cyber insurance is geared mainly against external, human-made harm. This means that the 

policyholder should ensure they are aware of what is covered in which situations.  

 

Känsälä (2021) mentioned that insurance companies would be concerned about customers 

relying only on cyber insurance and neglecting their responsibilities in relation to 

maintaining cybersecurity. This would be inadvisable on the part of the customer, because 

in the event of damage, coverage would not be paid when such a deficiency in cybersecurity 

was noticed. This is also not likely to happen because the interviewees and market survey 

results indicated that cyber insurance would not be issued if the necessary cybersecurity 

requirements had not already been met in a company.  
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Cebula and Young (2010) outline various cyber risks and their categories, including 

malfunctioning of software and external events such as fires. The literature as a whole does 

not explain in detail how cyber insurance would deal with malfunctioning of software or 

external events. Although these events are also defined as cyber risks, and they may affect 

the company's cyber environment, they are seldom covered by cyber insurance if they are 

direct causes of the damage and there was no cybersecurity incident causing these events. 

Again, understanding the precautionary guidelines, coverage types, and terms of cyber 

insurance is important when purchasing it. 

The interview results about systematic risk confirm the OECD’s (2017) statement about the 

high potential for interdependent and accumulation risk in cyber insurance. The interviewees 

raised concern about interdependent risks in cyberspace and possibly among their customers. 

Rejda and McNamara (2014) state that for the law of large numbers to be enforced, the risks 

must be as independent of each other as possible. Interdependence is characteristic of cyber 

risks, as stated above in the thesis and in the interviews. The interdependence of cyber risks 

is at odds with the ideal background of the law of large numbers in insurance. The interview 

results indicate that continuously and regularly monitoring and identifying dependencies 

between parties could help to minimise systematic risk within insurance companies.  

 

Bodin et al. (2018) state that the lack of historical data complicates the process of risk 

assessment in cyber insurance. The interviewees viewed this differently, arguing that 

utilising historical data does not provide relevant information in a dynamic cyber 

environment. One interviewee felt that the historical data they have now is sufficient. All 

interviewees agreed that historical data should not have much weight in cyber insurance risk 

assessment. With the cyber industry changing a lot, looking to the future and ensuring 

comprehensive tools for forecasting are high on the list of priorities. Interviewees, however, 

agreed with Johnson (2019) that cyber-attack damage is often intangible, which makes it 

sometimes difficult to quantify. In the interview results, there were different opinions on 

whether cyber insurance claim processing was difficult. It was agreed that it is at least more 

complex than in the case of more traditional insurance because of the intangible and 

interdependent damages and risks. Finnish insurance companies cooperate with IT 

companies that provide expertise and help to both insurers and insurees, which is seen as 

essential for the product.  
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The interviewees had interesting perspectives regarding the future of Finnish cyber 

insurance. The interviewees both supported and opposed the idea that cyber insurance should 

be mandatory for SMEs. They each raised different topics regarding the ideal form of cyber 

insurance. Cyber insurance has the potential to be a benchmarking tool for a company and 

its cybersecurity matters. An insurance company can also obtain data from its customers and 

their state of cybersecurity. Continuous interaction between an insuree and insurer would 

also help maintain resilience, and the insurer could communicate news and warnings from 

the cybersecurity field to its customer pool at the same time. Cyber insurance needs to be 

priced in such a way that an insurance company stays competitive and that a customer can 

afford the product. The insurer must ensure that the risk is bearable, and for that, enhanced 

risk modelling tools are desirable. The interviewees were optimistic about the future of 

Finnish cyber insurance, seeing more benefits than obstacles in it. 
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7  Conclusions 

Due to the increased significance of cyber insurance in today’s world, this study was 

conducted to obtain answers about the characteristics of Finnish cyber insurance products, 

the assessment of risks, and the procedures for handling claims for cyber insurance. The 

research was conducted via a literature review and the use of qualitative research methods, 

which included a market survey and three interviews with professionals working in Finnish 

insurance companies selling cyber insurance to Finnish SMEs. This chapter answers the 

thesis’s main research questions, examines the limitations of the chosen research methods, 

and offers suggestions for further research.  

7.1 Answering the research questions 

In this thesis, there were two main research questions and four sub-questions. The four sub-

questions’ purpose was to guide the process of acquiring answers to the two main research 

questions. This part answers the main research questions.  

 

According to the literature, what is cyber insurance, what does it cover, and what are 

its benefits for companies?    

According to the literature, cyber insurance is a product that transfers the risk of cyber 

damage from an insuree to an insurer. Cyber insurance is a useful product that supports and 

complements a company’s cybersecurity by providing assistance in cyber risk assessment, 

and it prevents companies from collapsing in the event of a cyber-attack. Coverage can 

include both first-party risks that have directly caused damage to the insuree and third-party 

risks, which include, for example, legal costs. Cyber insurance products are sold all over the 

world by insurance companies and brokers, and they are sold more frequently in digitally 

developed countries. There can be variations between the features of these products, but the 

main focus is on damages caused by human-made cyber-attacks.  
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What types of cyber insurance are available in Finland, and which policies do Finnish 

insurance companies follow when they sell cyber insurance to SMEs? 

Cyber insurance products are fairly similar to each other in Finland. Insurance companies 

offer packages to SMEs whereby cyber insurance is created either based on modules or as a 

standard package. Finnish insurance companies supplement this package with services such 

as cyber risk workshops and cyber helplines. The unifying factor in these services is that all 

these insurance companies provide professional help in an event where there is a need to 

stop the attack and investigate the aftermath of the accident. Insurees do not always have 

their own IT department to tackle cyber damage. Finnish insurance companies have an 

comprehensive approach to the issue presented because the insurer can help SMEs with 

professional cyber knowledge, allowing the insuree to focus on their usual business without 

worrying too much about cyber threats as long as they have the basic cybersecurity 

requirements in order. 

The coverage of different Finnish cyber insurance products is very similar. All of them cover 

reputational risks, the costs of notification, third-party damages, the interruption of business, 

the damage caused by DDoS attacks and hackers, crisis handling and legal help, and data 

theft or forgery. Some insurers’ cyber insurance products have more coverage types than 

their competitors. Finnish cyber insurance products can be modified to a certain extent, and 

it is important that an insuree is aware of their possible need for the insurance and the 

appropriate coverage types in negotiations.  

Finnish insurance companies must comply with the legislation concerning them, and cyber 

insurance products are no exception. Insurance companies have a duty to know their risks, 

and they must price their products in such a way that the company stays in business. Data 

for risk assessment and pricing are partly formed from the insuree’s answers in the risk 

questionnaire. The purpose of the questions in the risk questionnaire is also to find out 

whether the insuree is able to follow the precautionary guidelines. The factors affecting the 

price of cyber insurance include both direct factors from risk assessment and combinations 

of them. These factors include, for example, the insuree’s company size, including turnover, 

the insuree’s industry, its business operations, coverage amount, and IT maturity. In addition, 

setting an appropriate price may require expert analysis.  

 



69 
 

Nearly all companies have some kind of process connected to a network, which means that 

they are able and, in many cases, recommended to purchase cyber insurance. The insurance 

company, however, may present its own opinion on an SME’s need for insurance. In some 

cases, industry is a turning point in the application process, as there are industries that 

insurers are not able to include in their risk portfolio. If an SME is registered outside of 

Finland or has certain operations or connections abroad, those companies might be too 

difficult to evaluate based on risk, and therefore they may be unable to be insured.   

The Finnish cyber insurance market is considered to be growing in size because companies 

are responding to cyber threats and news in the media. Insurers are striving to develop and 

improve their products to meet the requirements of the dynamic cybersecurity area and to be 

of help to their customers. 

7.2 Verification and validation 

This section reviews the research methods used during the study and their suitability for 

fulfilling the goal of the thesis, which was to answer its two main research questions. 

 

According to Brink (1993), “a valid study should demonstrate what actually exists and a 

valid instrument or measure should actually measure what it is supposed to measure”. The 

background of this thesis consists of multiple observations in the literature, but cyber 

insurance itself is a new product, and it is unsurprising that a search for cyber insurance–

related material did not return many studies to cite. However, this did not negatively affect 

the validity of conducting a literature review, since it was necessary to gather relevant 

information around cyber insurance in order to gather the base for the research. Despite the 

limited number of studies of cyber insurance itself and Finnish cyber insurance, the 

discovered material encouraged the researcher to investigate the topic further because it was 

clear that cyber insurance was viewed as an important phenomenon in the industry. It is true 

that more literature could have been found and included, but the material was gathered until 

it was considered that there was enough background information for the thesis to proceed 

and for questions to be created based on that information.  

For the second part of the research, information was gathered from Finnish insurance 

companies’ websites and public documents. The aim was to obtain an overview of coverage 
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types and the requirements for cyber insurance customers. Gathering information from 

public documents created the possibility that some information would be missed because 

each insurance company presented its cyber insurance conditions differently and with 

somewhat different wording. Some companies offered public documents only partially or 

not all; this was taken into account in the results. 

In the third part of the research, theme-based interviews were conducted because this study 

was exploratory. No other research method seemed to give the topic the necessary depth for 

the purposes of the thesis. Because the focus was on the Finnish cyber insurance market, the 

interviewees were selected from insurance companies working in Finland. In the 

interviewers’ and the interviewees’ native languages, the latter were asked questions related 

to their work and expertise. Using a common language made it easier for the interviewees to 

express their opinions and for their answers to be interpreted. The interviews were relevant 

to this thesis, and the research method was considered valid by the researcher. 

The results from the market survey and interviews supported multiple observations in the 

literature review. Based on this, it could be said that the chosen sources for the literature 

review were relevant for the thesis and its topic. The sources in the literature review dealt 

with cybersecurity and cyber insurance on a general level, which served as a good basis for 

studying Finnish cyber insurance market. The study made a broad overview of Finnish cyber 

insurance products, of which there have been limited studies so far. 

Brink (1993, 35) states that reliability “refers to the ability of a research method to yield 

consistently the same results over repeated testing periods” (Brink 1993, 35). The market 

survey conducted might give different results if it is done again in the future because Finnish 

insurance companies might change the content in their public terms. However, public terms 

and precautionary guidelines are not changed frequently. Therefore, it could be said that the 

results of the market survey may not have major changes in the nearby future. In this thesis, 

it was also seen as important to gather information by conducting interviews. The interviews 

were semi-structured. This approach was chosen in order to stay on topic in conversations, 

but keep the questions broad enough for the interviewees to answer the questions in their 

own way, allowing them to mention possible new areas of the topic. The interview questions 

were formed in such a way that they would not be loaded questions, meaning that they would 

not lead too strongly towards a certain type of answer. The questions were focused on a 

certain area, and some of them referred to observations in the existing literature.  
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It must be noted that there were three interviews, which does not indicate a large sample 

because there are many more experts in the field. However, as the research was focused on 

the Finnish cyber insurance market, where there are relatively few people working on the 

topic compared to the number of specialists worldwide, it is understandable that there was 

quite a small group of local specialists to start with. Three out of the five insurance 

companies agreed to do the interview; hence, the response rate of 60% was fairly successful. 

It is possible that repeating the research with the same questions could lead to deviations in 

the answers. Nevertheless, as the thesis investigated not only the range of cyber insurance 

products but also opinions on cyber insurance in Finland, it can be expected that some 

answers would be different. Therefore, the reliability of measuring results through interviews 

suited the purpose of the thesis. As shown in the previous section, repeating the research 

could provide completely different answers because of the future development of the product 

and field.   

It must be noted that there are limitations to this study. Even though the interviewees worked 

as specialists in the field and their knowledge was seen as inclusive, there were some types 

of operations such as handling claims that the interviewees did not have direct practical 

experience in. Thus, some interview answers were quite general, as the interviewees could 

not provide detailed information. It was also acknowledged that the interviewees were not 

able to provide some answers because they were considered internal information for the 

insurance company. However, these were not critical issues from the study’s point of view 

because the study dealt with the topics of those questions through several broader questions. 

The thesis raised topics that are important in the Finnish cyber insurance market. Based on 

the results of the thesis, Finnish cyber insurance is useful for many SMEs, but cyber 

insurance also has the potential to improve cyber security on a societal scale. Cyber security 

has become a timely topic in Finland. For this reason, the thesis can also be said to have 

dealt with a product that has the potential to greatly influence the risk management of Finnish 

SMEs. The thesis succeeded to process the findings and make new possible research topics 

which are discussed in the following section. 
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7.3 Suggestions for further research 

Cyber insurance is a useful product for Finnish SMEs. There is still much to research 

regarding risk assessment of cyber insurance and product improvement. In the future, 

research could be conducted to consider what kind of risk questions and risk factors are 

sufficient in regard to cyber insurance risk assessment. This topic was highlighted in the 

interviews as still being a problem because insurers do not want to bother insurees with too 

many questions, but additional information from customers can be valuable. Systematic risk 

also raised questions about what ways there could be to evaluate interdependent risks and 

find the right tools for a comprehensive risk assessment. Moreover, to enable cyber insurance 

to be more interactive between the insuree and the insurer, it would be useful to discover 

tools and processes for carrying out such communication in order to obtain a continuous 

stream of data about customers in regard to the development of risks in cybersecurity. 
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APPENDICES 

 

Appendix 1. Interview questions in English. 

Interviewees background 

1. What is your profession and how is cyber insurance related to it?  

General information about the cyber insurance provided 

1. Does the insurance company, where you work at, provide tailored cyber insurance 

solutions or is it always a fixed package for certain sized companies?  

2. If the insurance company provides tailored cyber insurance, which features of a policy 

holder are considered when the fixed package is not enough?  

3. Does the insurance company offer additional services along with cyber insurance? These 

could be, for example, guidance and/or consultant sevices related to cybersecurity. 

4. Which type of companies should purchase cyber insurance? Are there any types when the 

cyber insurance is not relevant? Does the company’s area of business matter?  

5. What kind of benefits does cyber insurance give to SMEs?  

6. Are cyber insurances sold more than five years ago? 

7. If there is a change in amount of cyber insurances sold, can you point any reasons for this 

phenomena?  

Cyber insurance requirements and process for insurance applicants 

1. If an SME wants to purchase cyber insurance, what is this process like for the SME?  

2. Are there terms for an SME until cyber insurance contract can be made? What are they?  

3. Are there any absolutes why an SME cannot get cyber insurancce?  

4. Have SMEs told any reasons why they do not accept a cyber insurance offer? What have 

these reasons been?  

Risk assessment 

1. If possible, could you tell about the risk assessment process, what is done when an SME 

applies for cyber insurance: What does it include and/or how is it done? What kind of risk 

models are used?  

2. Are there any challenging areas in risk assessment? 

3. What factors affect the price of cyber insurance? 
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4. How has the insurance company taken into account the fact that cyber accidents can be 

connected to each other, i.e. the basic principle of insurance is not always fulfilled? (This 

refers, for example, to events when a cyber-attack targets many systems/companies at the 

same time, causing damage to several insured companies simultaneously for the same 

reason). What methods does your insurance company use to assess these risks?  

5. Employees are one of the most common vulnerabilities in companies when it comes to 

cybersecurity. How do cyber insurers measure, for example, the cybersecurity skills of the 

employees of the insured company, If it is essential in the terms of the cyber insurance? 

Claims handling 

1. What have been the most common causes for cyber damage? 

2. Have the actions leading to cyber damage been more intentional or unintentional? 

3. If cyber damage has occurred, what have been the most common reasons why 

compensation is not given? 

4. Can you say whether the world’s cyber trends have also been seen in Finnish cyber 

insurance claim processing (SMS-phishing/e-mail phishing, using deepfake, extortion 

malware, DoS attacks? 

5. Are the claims procedures complicated compared to the claims procedures of traditional 

insurances? 

6. Can the cyber insurance, which you offer, change according to the world’s cyber threaths 

in such a way that the insurance would cover new/more types of damage? E.g. the company 

faces a new type of cyber-attack, which is not yet known at the time of signing the insurance 

contract. How does the insurance company interpret such claim processing requests? 

7. Passwords are one major vulnerability. Is cyber damage caused by an expired/weak/leaked 

password something that cyber insurance can cover? 

8. Some situations leading to cyber damage may consist of several different cyber-

attacks/vulnerabilities. How are such situations interpreted and handled? 

9. Does the terms of your cyber insurance also cover damages caused by external factors 

such as power outages and fire? 

10. Are there situations when the amount of damage is financially much greater than what 

the insurance can cover? 

Thoughts about cyber insurance 

1. Finnish SMEs must take certain insurances, but currently cyber insurance is voluntary for 

SMEs. What do you think about this? 

2. In the interviewee’s opinion, what kind of future prospects does cyber insurance have in 

Finland? 
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3. What would be the ideal cyber insurance? 

 

Appendix 2. Interview questions in Finnish. 

Haastateltavan tausta 

1. Minkälaista työtä teet? Kuinka kybervakuutukset liittyvät siihen? 

Minkälaisia kybervakuutuksia yhtiö tarjoaa 

1. Tarjoaako edustamasi yhtiö räätälöidyn vakuutuksen, vai onko vakuutus aina 

samankaltainen vakioitu tuote tietyn suuruisille firmoille? 

2. Jos vakuutusyhtiö tarjoaa räätälöityjä vakuutuksia, niin mitkä ovat sellaisen hakijan 

ominaisuudet kun vakioitu tuote ei riitä? 

3. Liittyykö edustamasi yhtiön kybervakuutukseen oheispalveluita esim. neuvonta tai 

kyberturvallisuusasiantuntijan konsulttipalveluita? 

4. Minkälaisten yritysten kannattaisi ottaa kybervakuutus, ja mitkä yritykset ovat sellaisia 

kun vakuutusta ei tarvita? Onko yrityksen toimialalla merkitystä? 

5. Mitä hyötyjä kybervakuutus antaa PK-yhtiölle? 

6. Myydäänkö kybervakuutuksia tällä hetkellä enemmän PK-yrityksille kuin esimerkiksi 5 

vuotta sitten? 

7. Jos kybervakuutusten myyntien määrässä on muutoksia verrattuna viime vuosiin, osaatko 

sanoa syitä tällaiselle ilmiölle? 

Kybervakuutuksen vaatimukset ja prosessi vakuutuksen hakijalle 

1. Mikäli PK-yritys haluaa hakea kybervakuutusta, minkälainen tämä prosessi on asiakkaalle 

alusta loppuun? 

2. Onko kybervakuutusta hakevalle yritykselle ehtoja kunnes se saa kybervakuutuksen 

voimaan? Mitä nämä ehdot ovat? 

3. Onko joitakin ehdottomia asioita, minkä vuoksi PK-yritys ei voi saada kybervakuutusta? 

4. Ovatko PK-yritykset kertoneet joitakin syitä miksi he eivät otakaan 

kybervakuutustarjousta vastaan? Mitä nämä syyt ovat olleet? 

Riskien arviointi 

1. Kertoisitko riskiarviointiprosessista mikä tehdään kun PK-yritys hakee vakuutusta: mitä 

siihen kuuluu ja/tai kuinka se tehdään? Minkälaisia riskimalleja yhtiössänne on käytössä? 

2. Onko riskiarvioinnissa jotain haasteellisia alueita? 

3. Mitkä asiat vaikuttavat kybervakuutuksen hintaan? 

4. Miten yhtiössä on otettu huomioon se, että kyberonnettomuuksilla voi olla yhteys toisiinsa 

ts. vakuutuksen perusperiaate ei aina toteudu? (Tällä viitataan esimerkiksi sellaisiin 
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tapahtumiin, kun kyberhyökkäys kohdistuu samanaikaisesti moniin järjestelmiin/yrityksiin, 

jolloin vahinkoja tapahtuu useammalle vakuutetulle samanaikaisesti samasta syystä) 

Minkälaiset tavat vakuutusyhtiöllänne on arvioida näitä riskejä? 

5. Ihmiset eli työntekijät ovat yksi yleisimpiä haavoittuvaisuuksia yrityksissä. Millä tavalla 

kybervakuuttajat mittaavat esimerkiksi vakuutettavan yrityksen työntekijöiden 

kyberturvallisuustaitoja, jos se on olennaista vakuutuksen ehdoissa? 

Korvaukset 

1. Mitkä ovat olleet yleisimpiä syitä kybervahingoille? 

2. Ovatko kybervahinkoon johtaneet teot olleet enemmän tahallisia vai tahattomia? 

3. Mikäli kybervahinko on sattunut, mikä (mitkä) ovat olleet yleisimpiä syitä miksi 

korvauksia ei anneta? 

4. Osaatko sanoa onko maailman kybertrendejä nähty myös suomalaisten kybervakuutusten 

korvauskäsittelyssä (tekstiviesti/sähköposti tietojen kalastelu, deepfake-teknologian 

käyttäminen, kiristyshaittaohjelmat, palvelunestohyökkäykset)? 

5. Ovatko korvauskäsittelyt monimutkaisia verrattuna perinteisten vakuutusten 

korvauskäsittelyihin? 

6. Voiko tarjoamanne kybervakuutukset muuttua maailman kyberuhkien mukaan sillä 

tavalla, että vakuutukset kattaisivat uusia/lisää vahinkotyyppejä? Tällä tarkoitetaan 

esimerkiksi sitä, että yritys kohtaa uudenlaisen kyberhyökkäyksen, mitä ei ole vielä tunnettu 

vakuutussopimuksen allekirjoittamishetkellä. Kuinka vakuutusyhtiö tulkitsee tällaiset 

korvauskäsittelypyynnöt? 

7. Salasanat ovat yksi suuri haavoittuvaisuus. Onko vanhentuneen/heikon/vuotaneen 

salasanan aiheuttama kybervahinko sellainen, jonka kybervakuutus voi korvata? 

8. Jotkut kybervahinkoon johtaneet tilanteet voivat koostua useammastakin erilaisesta 

kyberhyökkäyksestä/vahingoittuvaisuudesta. Kuinka tällaisia tilanteita tulkitaan ja 

käsitellään kun yhtiö hakee korvauksia? 

9. Kuuluuko kybervakuutuksenne ehtoihin myös korvata ulkoisista tekijöistä aiheutuneita 

kybervahinkoja, kuten sähkökatkokset, tulipalo? 

10. Onko sellaisia tilanteita, kun vahinkojen määrä on rahallisesti paljon suurempi kuin mitä 

vakuutus voi kattaa? 

Mietteitä kybervakuutuksesta 

1. Suomalaisten PK-yritysten tulee ottaa tiettyjä vakuutuksia, mutta tällä hetkellä 

kybervakuutus on PK-yrityksille vapaaehtoinen. Mitä mieltä olet tästä? 

2. Minkälaiset tulevaisuudennäkymät kybervakuutuksilla on Suomessa haastateltavan 

omasta mielestä? 

3. Minkälainen olisi ideaali kybervakuutus? 

 


