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Software quality assurance is a set of activities that ensures the quality of the software from 

different aspects. This process continues in parallel with the development of the software to 

ensure the quality of all processes, documentation, and the final software product. The focus 

of every company is to deliver the best quality product per the customer's needs and 

expectations. In that context, they try to minimize defect leakage and emphasize delivering 

a bug-free software product. However, covering 100 % software testing and delivering bug-

free software is challenging. At the same time, it is possible to reduce the leakage to a 

minimal level with the help of best practices and modern techniques. In the above context, 

we try to understand the challenges faced by the companies to prevent the defects from 

leaking to the customer end. Additionally, what are the available modern data analytics 

techniques and practices that can help to reduce the number of defects in the final product? 

A deep understanding and review of these modern techniques will help the software quality 

specialists to include them in their quality process to modernize their working methods per 

the contextual need. 

   
The research objective will be met by getting a deeper understanding of available techniques 

and providing a literature review to highlight an unbiased judgment. 

   
The expected outcomes would be (i) a minimal set of test types and test levels to highlight 

the defects at earlier stages of SDLC (ii) a multivocal literature review on the inclusion of 

data analytics techniques in the quality assurance process (iii) An idea of a decision-making 

framework for prevention of defect leakage using analytics techniques for the future 

research.   
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1  Introduction 

The software industry is one of the leading industries that take part in the global economy. 

Software quality is of great importance to meet the standards in the software industry. Software 

quality assurance is a mandatory part of the software development lifecycle. The purpose of 

software quality assurance is to prepare the software as per the requirements of the customer 

and for that purpose, some standards need to be followed at every stage of SDLC. At the same 

time software testing helps to ensure the Software quality. (Sinha & Das, 2021) There are 

multiple testing techniques and types that are conducted at different levels of testing to ensure 

the quality of software products. It provides the confidence that users will not face any issues 

in the final product.  

 

It is impossible to test each function of a software product with every scenario covered in test 

cases. Due to that reason, some of the bugs are leaked in customer environments that are 

highlighted at the later stage e.g., UAT or production environment. This metric to measure this 

attribute and quality of testing is known as defect leakage. It is simply the ratio of the number 

of defects found in UAT or production and the number of defects found during the testing 

stage (Lewis & William, 2017). It just tells the efficiency and quality of the testing effort. If 

the defect leakage is high that means the quality of the software product is less as more bugs 

are slipped into the customer environment and cannot be detected during the testing phase. 

Every software company aims to reduce the number of leaked defects for customer satisfaction 

and to deliver a quality software product. 

  

However, it is not as easy as looking at different challenges in the context of process, 

capability, skillset, and framework (Sandra, 2022). Sometimes it is considered that testing is 

an overhead and an expensive process and teams put less effort into it and focus more on 

development. This mindset causes the flow of defects towards the customer side causing a bad 

customer experience and more fixing cost at the later stage. So, considering all these problems 

there is a need for some modern techniques which help us to monitor and follow the status of 

bugs to take preventive actions as per the situation. 
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There is a lot of discussion about test automation when we talk about the improvement in 

software quality assurance and software testing (Kitakabee, 2023). Test automation helps to 

improve the testing quality, effort, and compilation of test results. Test automation is not an 

easy task but it is also challenging sometimes.  There is a need for evaluation of benefits and 

challenges before implementing test automation as a strategy. Test automation helps to 

overcome the reputation of manual effort and performs such activities very efficiently and 

consistently. It also represents the outcomes in the form of very beautiful charts and graphs to 

understand the test coverage and track defects (Chatterjee, 2023).  

 

At the same time, it is not always a piece of work to implement test automation due to 

maintainability, test automation effort, framework, and product complexity (Chatterjee, 2023). 

It is the stage where there is a need to think about how modern concepts like data analytics, 

machine learning algorithms, and artificial intelligence can help us to implement test 

automation to reduce manual work and take care of maintenance and complexity of 

frameworks to be handled automatically using the power of data and AI algorithms. That is 

one of the motivations and justification behind studying data analytics and machine learning 

techniques to find intelligent solutions for different aspects of software quality assurance and 

introduce smart techniques. 

 

There is another important aspect that remains under discussion in the field of software quality 

assurance. Is it possible to cover 100% of testing? Is it feasible, achievable, and required? 

Humanly it is not possible as discussed by (Gómez, 2023).  There are always some methods, 

techniques, and workarounds to be used to get confidence of 100 percent coverage by doing 

100% testing. Considering this challenge, we are sure that advanced fields like data analytics 

will be able to help to do some dynamic testing considering some reasonable types of testing 

on different levels to automate the process of thinking about what is enough and what is not 

and we get maximum confidence of 100% coverage of tests. This aspect is also applicable to 

devices and platform coverage and how data analytics can help get more automated solutions. 
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Data analytics is a hot topic of discussion in industry and academia in different aspects. This 

field has created more and more space for research due to the outstanding benefits and power 

of its use. Data science, artificial intelligence, and machine learning algorithms are used in 

different fields to produce multidisciplinary results for smarter results. At the same time, there 

is not much discussion of using data analytics techniques in the field of software quality 

assurance and software testing to improve these fields. 

 

The emergence of technology, specifically, the data analytics field, can also help us in 

managing defect leakage as it is helping in many other fields like education (Vanthienen et al., 

2017), healthcare (Raghupathi et al., 2014), and software industry (Eckerson, 2007). Predictive 

analytics can be used to find the expected upcoming bugs with the help of available data and 

issues can be fixed beforehand (Eckerson, 2007).  

 

(Jiang et al., 2018) used the data-driven techniques in Industry 4.0 to highlight the expected 

missing cases and find out the possible faults. Similarly using Data driven test development 

can also help us to control the defect leakage to later stages. Performing the data analysis and 

extracting the common patterns in the reported bugs can give a heads-up to check the most 

culprit areas more critically from a testing point of view. A similar idea is proposed by (Halkidi 

et al., 2011). Based on the data analysis, test case execution can be prioritized and more 

focused areas can be detected with the help of data analysis (Noor et al., 2017). 

 

To the best of our knowledge, no study provides an overview of different data analytics 

techniques to be used in software quality assurance and testing that highlights the limitations 

of research. Therefore, we have decided to conduct comprehensive research in this area as a 

Master’s thesis. 

1.1 Objective 

The objective of this research is to investigate and provide an overview of available data 

analytics techniques to be used in the software quality assurance process to improve, automate, 

and transform different stages of the field. To meet the objective, the main research question 

is formulated as follows. 
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RQ: 

What kind of data analytics and advanced machine learning techniques can be used in software 

quality assurance? 

 

Rationale: 

This research question aims to investigate data analytics and some machine learning 

techniques that can be helpful for software quality assurance and testing and preventing 

defects. Providing their Multivocal literature review will address this question. 

1.2 Structure 

This thesis provides an overview of data analytics techniques used to deal with different 

software quality assurance aspects. To achieve this objective some background knowledge, to 

understand software quality assurance, software testing, and data analytics techniques are 

studied independently and then interrelated to solve problems more efficiently. The outcome 

addresses the main research question and objective of the study and explains different data 

analytics, AI, and ML techniques used in SQA to automate SQA aspects.  

 

Chapter 2 provides an overview of the background knowledge required to understand SQA, 

software testing, and data analytics concepts independently. 2.1 focuses on software testing 

types, levels, and summarization of the field. 2.2 highlighting challenges and key aspects of 

the software quality assurance field. Then 2.3 explains data analytics types and advanced types, 

states why the main types are sufficient, and covers the complete concept of data analytics.  

 

Chapter 3 explain the research methodology used and highlights the techniques that include a 

multivocal literature review and comparative analysis to discuss different point of view in the 

same context. 
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Chapter 4 explains the main outcomes of the effort in detail and shows the data analytics 

techniques applied in the field of SQA to address some specific issues. It highlights multiple 

smart techniques that can be used to efficiently improve the software testing life cycle. For 

example, defect analysis, prediction, and prevention using defect history can be helpful to 

expedite the testing process and plan schedules in SDLC. 

 

Chapter 5 summarizes the findings and shows the results comprehensively. Also, it provides a 

discussion about findings and highlights important observations extracted from the study. 

Chapter 6 concludes the study and provides possible future enhancements for the enhancement 

of research. 
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2  Background Study 

This chapter aims to provide some background on the modern testing types and levels that are 

mandatory to cover the maximum aspects of testing. It will also ensure the prevention of defect 

leakage as identified test types and levels will cover maximum cases and reduce the number 

of bugs from leaking. It will also provide the basics about data analytics, its types, and how 

they are helpful in different fields. 

2.1 Software Testing Types, Levels, and Techniques 

Software testing is a process to make sure that the software under test is working as per the 

expectation. It includes two major aspects verification and validation. Verification means that 

it is working as per the requirements and showing the expected behavior. On the other hand, 

in validation, it is checked that the software is meeting the needs of the customer. In this 

context, we need to test the software from both functional as well as non-functional aspects. 

(Naik & Tripathy, 2011) 

 

Figure 1. Testing Types. 

2.1.1 Functional Testing 

Software testing from a functional aspect helps to verify that the software is working as per the 

functional requirements of the system. There are multiple techniques and levels for functional 

testing. Functional testing is performed at different levels including, unit testing, integration 

testing, End-to-End testing, and user acceptance testing.  
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Another set of test cases that runs in every release to check the overall integrity and impact of 

new features on the system is executed which is included in the regression category (Yoo & 

Harman, 2012). In addition to these, there are also some other types of functional testing 

performed at different levels and scopes of functional testing. They include smoke testing, 

sanity testing, API testing for the backend, and UI testing. The main levels of functional testing 

are unit testing, integration, and E2E testing (Lucia, 2023) as shown in the below figure 

represented as the testing pyramid. 

 

Figure 2. Testing Pyramid, Testing Levels (Lucia, 2023). 

Unit Testing: It is a minimum granularity level of testing where a set of code of lines or a 

function performing a single functionality is tested. (Lucia, 2023)  

Integration Testing: It is a bit more complex level of testing where different modules are 

combined and tested. It can be done via top-down, bottom-up, and hybrid approaches. (Ritika, 

2023) 

E2E Testing: End-to-end testing mimics the actual user behavior for a complete flow starting 

point to an ending point resulting in the success of a flow.  (Shreya, 2023) 

Smoke Testing: This is performed after deployment of every release to make sure that there 

are not any anomalies in software behavior. (Shreya, 2023) 

Sanity Testing: This is performed after smoke testing to verify overall flow. It is performed for 

each flow to check on a more detailed level after smoke testing. (Shreya, 2023) 
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Regression Testing: This is a set of growing test cases as this suit makes sure that the new code 

base has not affected the old features and does not create any ripple. (Yoo & Harman, 2012) 

this testing is sometimes considered as part of maintenance testing (Thomas, 2023) but as it is 

a major part of testing that is why keeping it under the umbrella of functional testing. 

User Acceptance Testing: This testing is performed either by the customer or nominated 

stakeholders by the customer to check if the system is working as per their expectations or not. 

The decision of acceptance of a feature is dependent on this type of testing. After this either a 

feature is accepted, or rejected or the customer asks for some changes in the current 

functionality. (Shreya, 2023) 

 

Figure 3. Functional Testing Types  (Sherya, 2023). 

The minimal set explained by most of the previous research and authors is based on unit, 

integration, E2E, UAT, and regression testing (Sherya, 2023). The remaining types are used as 

per the need and situation. 

 

Figure 4. Functional Testing minimal effort. 
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For these testing types, the following test techniques can be used as per the need and resources. 

 

 

Figure 5. Functional Testing Techniques. 

2.1.2 Non-Functional Testing 

Software testing from a non-functional aspect helps to verify the no–non-functional 

requirements of software. There are multiple types of non-functional testing. Non-functional 

testing includes performance testing, security testing, usability, reliability, accessibility, and 

compatibility testing (Thomas, 2023; Inna, 2022). These are the minimal ones that are checked 

for a better quality of software and there could be more like, reusability, flexibility, 

interoperability, portability, etc. There is one very important feature of non-functional testing 

that is measurable (Thomas, 2023) in statistics and not only subjective because the non-

functional requirement has some values that make it easy to measure the non-functional aspects 

of the software.  
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Performance Testing: The type of testing to check the response time with parallel requests of 

some specific number of users as mentioned in non-functional requirements is called 

performance testing. This type of testing has some more variants and subcategories including 

load testing, to check the system behaviour under load of concurrent users. Stress testing is 

conducted to see the behavior of a system under extreme levels of stress (users) that the system 

could bear. Endurance testing is performed to see the system behavior under load for a long 

period. Similarly, scalability testing is performed using a combination of previous versions to 

check the scalability capacity of the system. Volume testing is performed to check the system's 

behavior with large amounts of data in the database. (Thomas, 2023; Suhani, 2023) 

Security Testing: Security testing is a type of testing conducted to see the loopholes from where 

attackers can attack easily. It helps to find the security vulnerabilities as per the standards. 

(Suhani, 2023) 

Usability Testing: Usability testing is performed to ensure user-friendliness and a better user 

experience when using the system (Thomas, 2023). 

Accessibility Testing: This is a very important type of testing nowadays as European standards 

make it compulsory to be added to all websites to provide inclusiveness for disabled users. It 

evaluates the facilitation of the system for disabled people like blind, deaf, and dumb users 

(W3C, 2023). 

Reliability Testing: This type of testing is used to make sure that the system is operating 

without any error and to see the correct behavior that a system needs to show in error situations. 

(Suhani, 2023) 

Compatibility Testing: this type of testing is performed to see the behavior of the system when 

installed on different platforms and OS versions (Thomas, 2023). 

The summary of a minimal set of non-functional testing types and techniques is given below 
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Figure 6. Non-Functional Testing minimal required effort. 

2.2 SQA - Challenges and Key Topics 

There are many important aspects, topics, and critical issues under the umbrella of software 

quality assurance including, test planning, strategy, estimation, automation, reporting, 

performance, security, defect leakage, shift left, and many other aspects that are already 

explained in types and levels of testing in the previous section. Some other topics and aspects 

are highlighted here with their impact. 

Test Data and Environment: The stability of the test environment has always been an issue for 

QA engineers and testers. The issues are due to a lack of resources in the test environment, test 

data issues in test DB, and other concurrency and performance issues (Neha, 2023). This issue 

can help to expedite the testing activities and increase productivity by reducing the waiting 

time. 

Test Strategy and Estimation: Test planning, effort estimation, and execution have always been 

a time-consuming process. If this time can be saved by doing some efficient technique, then 

the shift left approach can be implemented to use the saved time for performing more tasks 

planned for later stages in SDLC. Due to tight deadlines, it is a bit challenging to complete 

everything step by step by following all standards and delivering things on time (Neha, 2023).  

Defect Management: The ideal defect management process is familiar to every software 

professional, but it is only there in ideal situations (Neha, 2023). Bug fixing after code freeze 
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and during testing creates a lot of mess and it is an extra burden to test everything again. It can 

also cause some ripple impact on other features and leakage of bugs to production (Filip, 2020). 

Test Reporting and Monitoring: Test results are crucial to be presented in a very clear and 

comprehensive way. Everyone has their style of presenting the results, but the point here is 

that it takes some time to prepare for presenting these results. On the other hand, monitoring 

of test results and outcomes is very important to keep an eye on the fixes. Continuous tracking 

of outstanding bugs in the backlog or coverage (Gómez, 2023) gives an overview of the quality 

of the product.  

Quality Metrics: To measure something there is a need for some standard measures and 

choosing some good measures out of many available options is quite challenging. There are 

many metrics to measure the software quality but choosing the best ones according to the 

situation is a very beneficial and crucial task. 

Automation: We talk a lot about automation but there are challenges in selecting the right 

framework. Right tools and framework selection also take some time. Keeping balance in 

manual and automated test cases, and maintenance work are also some other challenges when 

talking about automation strategy. (Chatterjee, 2023) 

In addition to the above, some issues are highlighted directly when explaining the testing types 

and levels in the previous section. Specifically, issues related to security, performance, and a 

minimal set of testing techniques. 

2.3 Data Analytics Overview 

Data analytics is the art of processing raw data to make conclusions out of the information. It 

includes many stages like data extraction, data cleansing, data transformation, data loading, 

etc. It is combined with AI and ML algorithms to find the trends, patterns, and classifications 

within the data to get more clarifications in the results. 

“Data analysis is a practice in which raw data is ordered and organized so that useful 

information can be extracted from it.” (Islam, 2020) 
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In simple words, it can be described as  

Data analytics is the field of analyzing raw data to come up with useful results, trends, and 

patterns to conclude with some decision-making based on results, facts, and observations.  

This science includes many basic and advanced-level concepts starting from simple BI 

reporting for analysis purposes to OLAP (online analytical processing), big data analytics, and 

advanced analytics. There are mainly 4 types of data analytics, predictive, diagnostic, 

predictive, and prescriptive analytics (Islam, 2020). There are also some advanced analytics 

techniques like cognitive analytics (Nayak et al., 2020), and some emerging techniques like 

automated and exploratory analytics (Miol et al., 2020).   

It is pretty challenging to continue with automated analytics or exploratory analytics due to so 

many factors like strong analytical skills, domain knowledge, and field grip. Also advanced AI 

and machine learning algorithms are required to make decisions without human intervention 

in automated analytics and performing exploratory data analytics on different criteria to find 

some results and patterns. There is not much work available in the context of software quality 

assurance for emerging types of data analytics. So, targeting 4 main types of data analytics 

with an overview of one advanced type of data analytics called cognitive analytics.  

Machine learning is a branch of AI to finds the data patterns, builds mathematical models on 

those patterns, and for automatic decision-making with the help of learning from the past data. 

The main aim of ML is to make software capable of improving its performance over time using 

the power of data. All types of data analytical techniques use AI/ML algorithms underneath 

for doing the core work. The types and the use of AI/ML in each type of data analytics with 

example is given in the next subsection. 

2.3.1 Types of Data Analytics and Role of AI/ML 

Data analytics is used for different purposes. For example, a simple analysis of a given set of 

data helps to understand what data is about. It is also used to study the reason behind the 

occurrence of some good or bad phenomena. The historical data is used to perform predictions. 

Based upon all these purposes, its techniques are classified that are explained below. 
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Descriptive Analytics: It is used to summarise and describe the summary of old data. AI/ML 

technologies can automate the process of finding patterns and compiling results from enormous 

datasets. For example, data can be grouped and categorized by machine learning algorithms to 

find patterns. Summaries can be produced and text data analyzed using Natural Language 

Processing (NLP), a subset of artificial intelligence. 

The analytics depend upon the type of data. If the type of data is non-numeric then qualitative 

data analytics is performed. The analysis is performed with the help of reviews, observations, 

content analysis, questionnaires, etc. The results of qualitative analysis are subjective and 

interpretive. On the other hand for numerical data, quantitative analytics is performed using 

statistical, computational, and algorithmic methods. The results of quantitative analysis are 

numeric and measurable. 

Diagnostics Analytics: it is used to find the answers to why it has happened and to find the 

cause behind some effect (Islam, 2020). AI/ML tools can assist in determining the causes of 

historical occurrences or behaviors. Correlations and causalities can be analyzed using 

machine learning techniques, particularly those that involve pattern recognition (such as 

decision trees or neural networks). AI-powered diagnostic tools are capable of sorting through 

large, complicated data sets to find the factors that affect a certain result. 

Predictive Analytics: It is a type of data analytics that answers questions like “What is gonna 

happen?”. It is predicted based on old data and Ml algorithms used underneath. It is the most 

popular field that uses ML algorithms for forecasting and prediction purposes. To forecast 

future events based on historical data, machine learning models such as regression analysis, 

time series analysis, and more complex ones like Random Forests and Gradient Boosting 

Machines are employed (Will, 2023). One kind of machine learning called deep learning is 

especially good at processing massive amounts of data for predictions. 

Prescriptive Analytics: It is a type where the solution is prescribed as a remedy to overcome 

some situations for better results. When recommending courses of action and describing 

possible results, AI and ML are essential. Various circumstances and results can be simulated 

using sophisticated machine-learning models. Particularly reinforcement learning, a kind of 

machine learning where algorithms are trained to make decisions. To propose the optimal 

course of action based on predictive models, AI can also be integrated with optimization 

techniques. 
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Cognitive Analytics: It is a type that can work and mimic the behavior of the human brain and 

can make decisions about some situations. AI/ML techniques are used for cognitive decision-

making, contextual analysis, and NLP. AI is used in cognitive analytics to model human mental 

processes. This entails comprehending spoken language, identifying patterns and visuals, and 

coming to conclusions from unclear or insufficient data. Similar to people, machine learning 

algorithms allow cognitive systems to learn from data and experiences. These systems get more 

precise and effective in making decisions over time. 

The summary of data analytics types and the use of AI/ML in each type are summarised in the 

below diagram. 

 

Figure 7. Data analytics and its types. 
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3  Research Methodology 

Initially, it was challenging to continue with the limited information about software testing and 

data analytics techniques. Literature review and basic studies about software testing, software 

quality assurance, and data analytics concepts and techniques help to proceed further in the 

research. To extract the papers there was a need to form a search query and the keywords are 

of very importance in search queries. The keywords are chosen from a basic study of the 

software testing process, improvement, challenges, types, and levels. The data analytics 

keywords are also included based on the field study of data analytics. In this way, the search 

query resulted in a good set of papers to be reviewed and the required information out of that. 

The overall paper search methodology and coming up with a final set of papers and articles for 

review is given below in the form of a flow chart. 

 

Figure 8. Papers Extraction for Review.  
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3.1 Data Collection 

Scoups scientific knowledgebase is used for main data collection. The keywords chosen are 

based on the concepts highlighted during background and foundation studies. Scopus data 

extraction is performed using the below research query. 

 

(“Data Analytics" AND "Software testing" ) OR ( "Predictive analytics" AND "Defect 

prevention" AND "Software Testing" AND "Quality Assurance" ) OR ( "Root cause analysis" 

AND "defects leakage" ) OR "Data-Driven Testing Techniques" OR ( "Testcase prioritization" 

AND "Testcase optimization" ) AND PUBYEAR > 2009 AND PUBYEAR < 2025 AND ( 

LIMIT-TO ( SUBJAREA, "COMP" ) ) 

Total extracted papers = 1024  

Also, some sample thesis, articles, and blogs with some extra sample papers extracted from 

Google Scholar and general Google search. The main keywords related to our research topic 

are used to find the related articles, thesis, and papers from Google Scholar. 

3.2 Data Analysis 

The initial set of extracted papers is analysed by title and abstract analysis point of view and 

the number is reduced to 43. The remaining detailed analysis by paper summary has given a 

set of 30 papers to proceed further to come up with a comprehensive set of data analytics 

techniques that can be used in software quality assurance. 

In addition to these papers, other articles, reports, a thesis, and surveys are also used in 

research. The used material is referred to at every point. 
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3.3 Methods 

3.3.1  Multivocal Literature Review 

To broaden the literature aspect and to come up with a multidisciplinary point of view from 

both academia as well as industry people the best available technique is a multivocal literature 

review (MLR). It includes multiple sources like blogs, industry reports as well and academic 

research articles unlike a traditional systematic literature review (SLR). To identify the 

minimal test types and levels to be covered to reduce the defect leakage and find the data 

analytics techniques to include them in the quality assurance process we will follow MLR 

protocols proposed by (Garousi et al., 2019). 

Data is collected from multiple sources using keywords and search queries mentioned in the 

data analysis section. Multiple techniques like thematic and contextual analysis are used to 

extract useful information from the sources. The reason behind choosing the multivocal 

approach is to fill the gap with the previous research that is mostly providing a systematic 

literature review. The gap is filled with the help of a multivocal literature review by expanding 

the scope of and integrating multiple aspects in the form of concrete and comprehensive 

findings. 

3.3.2  Comparative Analysis 

Comparative analysis is used to show the similarities and differences in views of different 

authors, and it helps to understand the concept, idea, and methodology within a given context. 

Along with summarization of the test level, types, and data analytics techniques to control the 

defect leakage and overall quality of the software product, we will use the constant comparison 

technique within and across the cases. This technique will help to highlight the pros and cons 

of some viewpoints to make the picture clear in the broader aspect for the reader and reviewers. 
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4  Data Analytics Techniques and SQA 

Data analytics has 4 major types predictive, prescriptive, diagnostic, and descriptive data 

analytics. It also has an advanced type called cognitive data analytics as mentioned in 

background knowledge. The below classification shows the data analytics techniques used in 

software quality assurance and testing to improve the testing process. These techniques 

highlight how data analytics techniques can help for early detection, prevention, and resolution 

of defects in a smarter way. Additionally, one emerging type called cognitive analytics has 

some work in the field of testing and quality assurance.  

4.1 Descriptive Data Analytics and SQA 

Descriptive analytics is a branch where we study data to know about some event. It will explain 

simple averages, percentages, and some numbers to know about the status of something. It is 

the simplest type of analytics. 

4.1.1 Environment Setup Value Analysis 

Studying the prerequisite values of the test environment before starting testing can be 

automated using Python scripting and Excel files (Divsekar et al., 2019). Setting up the test 

environment and verification is a prerequisite before starting testing. (Divsekar et al., 2019) 

has given some introduction to their background and provided the pre-work required for 

regression testing. It has given an idea about taking help from data analytics to verify the status 

of test environments. Using data analytics and Python scripting, some tasks like release ID, 

monitoring scripts, and dependent and parallel tasks can be highlighted using data analytics 

techniques. A complete flow of environment setup verification including the above tasks can 

be defined and can be performed to automate and expedite the testing effort. Finally, the 

completion of verification can be sent as a notification to highlight that work has been done, it 

will be a smooth process to go with testing.  
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They have used data visualizations, python scripts, and error analysis in data techniques for 

their proposed work. 

Forming all these tasks can be integrated with some AI-integrated release tool to analyze the 

failures in environment setup and describe the failures with the help of analytics.  Below flow 

chart explains the proposed automated task. 

 

Figure 9. Analytics on Test Environment Statistics.  

4.1.2 Defect Coverage 

(Haron & Syed-Mohamad, 2015) have provided a model performed analysis by the test 

managers to analyze the test coverage and defect tracking with the help of test and defect 

coverage analytics (TDCA). The proposed model extracts the data from a test module, and 

parse and filter the data to finally present useful visualizations for analysis and decision-

making purposes. Analyzing the defect and test coverage data using a Clover tool by the 

managers to make further decisions will make the process faster and easier especially in an 
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agile environment (Haron & Syed-Mohamad, 2015). These reports can be customized on a 

daily, weekly, and sprint basis as per the needs of the stakeholders. 

 

Figure 10. TDCA Flow (Haron & Syed-Mohamad, 2015).  

4.1.3 Test Adequacy 

Using the defects data summary in the form of reports and visualisations it will be easier to 

evaluate the test adequacy by the stakeholders (Haron & Syed-Mohamad, 2015). Modules 

having more defects may require some more test effort before release. Reports can help to 

highlight the critical modules with different color combinations to be focused more for testing 

as per the number of defects reported. For example in the above picture, it is visible in red 

colors that modules M for some project P have more defects and need more tests to be added. 

 

Figure 11. Test Adequacy for different modules (Haron & Syed-Mohamad, 2015).  

4.2 Diagnostic Data Analytics and SQA 

Diagnostics data analytics is helpful to find the reason why something has happened. It 

involves analysis of past data to find the root cause of some event that has happened in the 

past. It also focuses on relationship and pattern identification in the cause and effect of some 

events. The below examples highlight the importance of diagnostics analytics when used in 

software quality assurance and testing. 
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4.2.1 Root Cause Analysis and Categorization of Issues 

Researchers have tried to bridge the gap in performance issues and software development by 

using the power of data analytics. Data analytics techniques are used to find the reasons and 

categorization of performance issues based on the RCA in open-source projects (Zhao et al., 

2023). They have used 570 real-life open-source project data implemented in C/C++, python, 

and Java and categorized performance issues into 8 categories. They have used both qualitative 

(coding) for RCA and quantitative analysis to count the files with updated source code of the 

projects with improved performance. They have also found that 27% of the issues are occurring 

due to design-level optimization. Also, 15% of the issues need test-related code upgradation 

because that code focuses and covers more on functional aspects as compared to non-functional 

and performance aspects.  

They have also highlighted the economic aspect of performance optimization and found that it 

is not always beneficial to invest a lot to analyze such analysis to find the root cause analysis 

as it may require a high amount of budget as an investment when compared to the total budget 

of the project. The summary is given in the below findings diagram 

 

Figure 12. Root Cause Analysis and Categorization of Issues  (Zhao et al., 2023). 
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4.2.2 Strength and Weakness of Testing Techniques 

It is challenging to choose from different testing techniques as per your needs. Search-based 

software testing helps to generate test cases automatically for a software scenario using search 

algorithms. Finding the strengths and weaknesses of a set of testing techniques in search-based 

software testing (SBST) can help to find the best testing technique (Neelofar et al., 2023). 

Researchers have found strengths and weaknesses with similar average performance of testing 

techniques based on branch coverage. The instance space analysis (ISA) method is used to 

evaluate the testing techniques. This method helps to evaluate strengths and weaknesses with 

the help of visualizations. The authors have found that each technique of testing has their pros 

and cons when evaluated on branch coverage criteria. The work done by the authors (Neelofar 

et al., 2023) is helpful for developers to get insights into testing techniques highlighted by their 

strengths and weaknesses and help them to choose a better one as per their needs and context.  

The below flow shows a summary of their work. 

 

Figure 13. Instance Space Analysis of Search-Based Software Testing (Neelofar et al., 2023). 
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4.2.3 Automatic Code Review 

Automatic code review approaches are techniques to automatically review the code and 

generate comments using deep learning methods. There are multiple methods including TD5, 

exact match (EM), and an evaluation matrix edit progress (EP) techniques. Analyzing the 

current ACR techniques and evaluating them based on different metrics is performed by (Zhou 

et al., 2023) in the review study. Authors have highlighted some limitations like lack of 

comprehensiveness, overreliance, and unexplored effectiveness. They have found that TD5 is 

outperforming out of all under study. It is improving code quality after two levels of code 

reviews from 13.4 % to 38.9 %. Also, a new matric edit progress (EP) to evaluate the partial 

progress of ACR techniques. They have provided the assessment of existing ACR techniques 

and technical insights about the future of automatic code review techniques. 

A summary of the research is shown in the diagram below. 

 

Figure 13. Automatics code review techniques evaluation (Zhou et al., 2023). 
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4.2.4 Auto Correction of Input Data 

For cognitive tasks like text, image, audio, etc, testing is a bit challenging, ML APIs help to 

auto-generate the test data as per the need. The proposed system (Keeper) helps to automate 

the testing of ML applications using auto-generation and correction of input data as per the 

output that provides complete branch coverage for testing.  (Wan et al., 2022). An existing 

symbolic execution engine is used for input generation in Keeper. 

4.3 Predictive Data Analytics and SQA 

Predictive data analytics is used to forecast future behavior using previous data. These 

techniques use machine learning and statistical models to find the patterns in the data and 

predict future outcomes based on the patterns identified. The techniques and scenarios 

explained below show how predictive analytics is helpful in the field of software quality 

assurance and testing. 

4.3.1 Software Fault and Vulnerability Prediction  

Security vulnerabilities are always removed from code to make the software more secure. 

Security vulnerability classification (SVC), security vulnerability prediction (SVP), and 

Automated vulnerability repair (AVR) techniques using different deep learning methods are 

available. Deep Learning methods like CNN, LSTM, and RNN for software vulnerability 

prediction (ElGhondakly et al., 2023), classification, and repair. Research work like (Fu, 2023) 

has provided limitations of existing vulnerability detection techniques, especially from a 

granularity level point of view. They also said that masked language models can be used for 

detecting line-level granularity as other techniques like recurrent neural networks can only 

detect vulnerabilities on the function level. They named this new approach as LineVul. 
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SMFPL-DL (Service-oriented Model-based Fault Prediction and Localization using Deep 

Learning) is proposed to predict security vulnerabilities in services (ElGhondakly et al., 2023). 

Service-based fault prediction using Deep learning models like CNN, RNN, and Hybrid CNN, 

RNN. Based on historical logs parsing faults can be located and bugs can be predicted using 

TF-IDF score calculation and KNN classification of text (Amar & Rigby, 2019).  

 

Figure 14.Automatics vulnerability prediction, classification, and repair  (Fu et al., 2023). 

 

4.3.2 Effort Estimation for Regression Testing  

Regression testing is a mandatory thing that needs to be performed in every release. This is 

very important to estimate the cost of any type of testing. Machine learning techniques like 

SVR, NN, and decision tree regression predict the effort required to run regression tests (Labidi 

& Sakhrawi, 2023). The authors have proposed a framework and stack-based technique 

(StackSTREE) to predict the regression testing effort using international software 

benchmarking standards group (ISBSG) repository data. The finding shows that the stack-

based approach which uses all three DL techniques outperforms as compared to predicting 

estimation using individual techniques. This stack-based technique will be helpful for the 

estimation of a real-time project for the developers and stakeholders.  

The below diagram shows the flow and result of their work 



33 

 

 

 

 

Figure 15.Improved effort estimation (Fu et al., 2023). 

4.3.3 Defect Analysis, Prediction, and Classification 

Defect prediction is important in the context of the shift left and smart approach 

implementation in the software development life cycle (Skwierczyński, 2020).  Different 

methods for defect prediction are provided by (Memon et al., 2018). It becomes more 

challenging when predicting defects across the projects. Heterogeneous defect prediction using 

federated learning and prototype learning methods (Liu et al., 2023). They have identified that 

combining these techniques provides more secure and improved defect prediction across 

different projects. Federated learning introduces security due to its characteristics of 

collaborative training by multiple clients while keeping their data locally. They have proved it 

by testing it on 10 different projects.  
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Figure 16. Heterogeneous Defect Prediction and improvement in ML for defect prediction. 

 

Using multi-layer perceptron, NN with different layers of defect analysis is performed by (Hai 

et al., 2022) on a cloud platform public dataset. They found that the best-performing setting of 

perceptron is with 2 hidden layers having 25 neurons on the first layer and 5 neurons on the 

second layer. 

Improvement in defect prediction using ML (Mehmood et al., 2023), (Alazba & Aljamaan, 

2022) is proposed and they have tried many machine learning techniques like Random Forest, 

Logistic Regression, Multilayer Perceptron, Bayesian Net, Rule ZeroR, J48, Lazy IBK, 

Support Vector Machine, Neural Networks, and Decision Stump to see how we can improve 

the defect prediction. They tried 5 datasets of NASA and found that it all depends upon feature 

selection and defect prediction can be improved with feature selection (WFS) to the maximum 

level as compared to choosing technique. 
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4.3.4 Test Case Prioritisation 

Regression suits keep on growing with time and it is always time-consuming even if they are 

automated. The proneness of huge test suits can be done based on different factors like the 

importance of TCs, defect history, test coverage, etc. ML-based approach for TC prioritization 

and fault proneness based on bug history (Mahdieh et al., 2022) is proposed to improve the 

regression effort smartly by reducing test execution time. They have tried real-world open-

source projects to test their technique. The defect history data is used to find the problematic 

code area and classification is used to see the diversification of test coverage after proneness 

of test cases based upon bug history data. They have found that their TCP technique 

outperforms when compared to traditional coverage-based test case prioritization.  

 

Figure 17. TCP summary (Mahdieh et al., 2022). 
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4.3.5 Predicting Software Failures 

Software failure prediction while agile development is done (Alajaleen & Alhroob, 2022). 

They used Rapid Miner Studio 9.4 which is used for data analysis and visualization of data. 

Predicting software failures using SVM is the main contribution of the work (Alajaleen & 

Alhroob, 2022). It provides benefits to developers to work efficiently and save time by 

predicting failures and planning testing efforts accordingly. They tested their technique on 2 

data sets and got 97% and 98.5% accuracy. 

4.4 Prescriptive Data Analytics and SQA 

Prescriptive analytics are used to provide the solution to some problems. It is helpful to get 

mitigation solutions in specific situations. It also tells the decision on how to take advantage 

of some scenarios in the future.  

4.4.1 Security Vulnerability Fixing 

Prediction of software vulnerabilities is highlighted in predictive analytics techniques. But 

fixing can also be done using prescriptive analytics techniques to fix security vulnerabilities 

automatically. (Wu et al., 2023) have evaluated different techniques of vulnerability repairing 

using different NN and DL techniques that use large language models like Codex, CodeGen, 

CodeT5, PLBART, and InCoder. They have observed that Codex performance is better out of 

all, especially in the context of the number of patches to fix the vulnerabilities and compilation 

of those patches. They summarised that APR techniques can only fix several fixes but not all 

and Codex outperformed all as compared to other pre-trained models. 
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4.4.2 Auto Generation of Test Cases 

We have already seen some analysis techniques and prediction techniques to take safety steps 

and risk management. But how data analytics and AI / ML can help us by automation and 

doing something on their own. Work has been done using domain-specific visual language 

(DSVL) and domain-specific textual language (DSTL) model-based approaches to auto-

generate test cases (Othman & Zein, 2022). It provides selenium test code that is executable 

and makes it easier to run the test cases. They also provide the model-to-model and model-to-

code transformations to provide with xml and selenium code respectively for both 

transformations.  

There are many applications of this practical work for industrial people. It makes it easier to 

generate test cases automatically for complex web applications. It saves time. It is also helpful 

for test engineers who are not very good at writing code-based test cases. 

The summary image is given below 

 

 

Figure 18. Test Case generation using a Model-based approach (Othman & Zein, 2022). 



38 

 

 

 

4.4.3 Automated Testing using ML 

Doing some test effort using automated techniques is always useful to reduce the test time and 

work smartly. The order of test execution is also important to find the critical issues in the early 

stage and is helpful to act instantly to fix the issue. TensorFlow algorithms for test parsing and 

prediction are used by (Spahiu et al., 2022) to find the critical test cases to run at a time based 

on their criticality. Extension to classic testing tools, including smart automated testing features 

using ML to save time and effort is proposed by (Spahiu et al., 2022). Using ML techniques, 

and TensorFlow algorithms, out of the whole suite they find 20 critical test cases, run them 

concurrently, and move forward to find the next set of test cases until all test cases are 

completed. This type of strategy is beneficial for testing complex systems. The integration of 

the proposed technique with test cases and automation test suite will help to save time, reduce 

maintenance, help in early detection of failures, and improve overall testing effort.  

 

Figure 19. Test Test Case ordering (Spahhiu et al., 2022). 

Similarly, automated mobile testing improvements using a deep reinforcement learning 

technique, double deep Q-network (DDQN) are proposed to address the challenge of invalid 

UI interactions (Cai et al., 2021). They prepare an interactive control feature diagram (ICCD) 

with the help of Appium using ResiDRLTesting and provide it to DDQN to interact with valid 

UI elements and actions. This proposed technique helps address the limitations of invalid 

interactions. It also provides better code and branch coverage as compared to traditional 

methods. 
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4.4.4 Auto Generation of Test Data for Cognitive Tasks 

For cognitive tasks like text, image, audio, etc, testing is a bit challenging, ML APIs help to 

auto-generate the test data as per the need. The proposed system (Keeper) helps to automate 

the testing of ML applications using auto-generation and correction of input data for testing.  

(Wan et al., 2022). They are using search-based inversion techniques for the generation of 

input data. They are using search-based as well as synthesis-based pseudo inversion to search 

from search engines using API and where the search is not possible synthesis input is provided 

by Keeper using the Python pillow library. 

4.4.5 Defect Prevention 

Defect prediction is highlighted in predictive analytics. The next step after prediction is to 

come up with a preventive strategy and it is provided in prescriptive analytics to save from 

such issues by preventive measures or by fixing them. A framework/model for defect 

prevention is provided by (Memon et al., 2018) i.e. identify common defects and avoid 

recurrences. Defects occurring most of the time in defect history data are classified using base 

data and classification methods. The quality is also assessed using some metrics like defect 

density based upon the number of lines of code and complexity of code. These metrics are used 

as input. Regression is performed at different steps to find which factor is playing a role in 

increasing defect leakage and how different aspects are playing a role in increasing the 

probability of defect occurrences. Then those aspects can be looked at to solve or reduce their 

complexity to reduce the probability of an increase in defect density. Logistic regression is 

used to identify the high-risk modules in software.  They have nominated this defect prevention 

as a very crucial activity, especially for sensitive applications. They highlighted the importance 

of defect prevention as a cost saver, software process optimizer, and time saver. 
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4.5 Cognitive Data Analytics and SQA 

It is an advanced form of analytics where a system can learn and act on run time. It makes the 

system capable of human-like intelligence. Due to its complexity and early stage of emergence, 

very little work is highlighted in the context of software quality assurance.  

4.5.1 Auto-Correction and Upgradation of Test Suits 

Cognitive computing techniques are used to integrate AI, ML, NLP, image recognition, etc, 

for software evaluation (Nayak et al., 2020). The Heuristics approach will help to correct the 

tests, and update test suits to run the tests in parallel to development for time-saving and better 

customer experience (Nayak et al., 2020). The goal of heuristic techniques is to enhance the 

performance and user experience of digital products; typically, evaluators come from human 

factors and human-computer interfaces fields. These heuristic approaches use flexible 

strategies to facilitate prompt decision-making to streamline the testing procedure.  

4.5.2 Test Coverage, Prioritization, and Software Evaluation 

The Evaluation of test coverage based on the nature of the system can be decided on run time 

and how much test effort is sufficient to deliver a good product can be measured using 

cognitive computing techniques (Nayak et al., 2020). The authors have used regression to 

evaluate that prioritization and selection of test cases do not have a negative impact on user 

requirements to evaluate the coverage of testing. Pattern recognition is used to find module-

wise patterns and implement continuous improvement in software products. Unit testing is 

considered a fundamental element for continuous improvement and evolution.  
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5  Results and Discussion 

Multivocal literature highlighted many good techniques of data analytics combined with SQA 

aspects for the optimation of the testing process and to save time. Chapter 4 shows many 

techniques enhancing the field of software testing using data analytics, ML, and AI. Most of 

the work is done in the field of predictive and prescriptive analytics as compared to other types 

of data analytics. Whereas Descriptive and diagnostic analytics techniques are but less they are 

really common, easy to perform, and adopted in real-life projects. The advanced type of data 

analytics has shown fewer findings but they are also addressing advanced-level concepts to 

come up with automatic solutions similar to human cognition level. 

There are also some interconnections observed between different types of data analytics used 

together in providing overall solutions and flows. It has been observed that many aspects are 

used in different sections on different levels. For example, defect analysis techniques (Haron 

& Syed-Mohamad, 2015), (Memon et al., 2018) highlighted in the descriptive analytics phase, 

defect prediction  (Liu et al., 2023) is performed at the predictive stage, and perfect prevention 

by suggesting how to fix and prevent bugs is highlighted in prescriptive analytics  (Memon et 

al., 2018)  section. Now we can say that for complete benefit the whole should be considered 

together starting from defect analysis to defect prevention. This aspect has helped to conclude 

that using different data analytics techniques together will be more beneficial from end to 

end.end perspective. They will help to automate, improve, and expedite things in a better way 

when used together. The interconnections are shown in the below figure. 

  

 

Figure 19. Inter-Connectivity of Data Analytics Techniques. 
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Descriptive analytics techniques in the context of software quality assurance are found to be 

helpful for checking configurations and settings of test environments (Divsekar et al., 2019). 

Also these techniques proved to be beneficial for analyzing defect analysis for checking test 

coverage and adequacy (Haron & Syed-Mohamad, 2015) using visualization, scripting, and 

other data analysis techniques. When compared to the current techniques used in the industry, 

it is really common and followed by professionals to use different levels of data analysis to see 

the current situation of defects and test coverage (Vyas, 2023).  

Diagnostics analytics combined with SQA aspects has provided novel techniques to find the 

reason behind the challenges and issues faced. Root cause analysis is performed by (Zhao et 

al., 2023) to classify the issues using quantitative as well as qualitative analysis techniques. 

Automatic code review (Zhou et al., 2023), finding better testing techniques (Neelofar et al., 

2023) using instance space analytics in search-based software testing, and correction of test 

data (Wan et al., 2022) are other techniques found under the umbrella of diagnostic analytics. 

When compared to the industry, current RCA techniques include mostly manual effort (Felice, 

2022). Similarly, automatic code reviews are there but on a very basic level provided on syntax 

level check and static code analysis. The strengths and weaknesses of testing types are very 

subjective but instead of doing this effort again, the current results provided by (Neelofar et 

al., 2023) can be helpful to directly come up with results considering the testing context. 

The most demanding, helpful, and active part is predictive analytics which has a lot of work 

and techniques highlighted in the literature. This is one of the sections with rich results, 

highlighting interesting and beneficial techniques for the improvement of the SQA field. 

Predicting faults, defects (Alajaleen & Alhroob, 2022), and vulnerabilities using ML methods 

beforehand (ElGhondakly et al., 2023) for implementing fixes in advance. Estimation of 

regression testing (Labidi & Sakhrawi, 2023) and making it efficient by improving it 

beforehand is another aspect of improvement with the help of data analytics. Defect prediction 

(Liu et al., 2023) and classification are helpful for better planning in the context of fixing is 

provided with the help of predictive analytics. Prioritizing the most important TC (Mahdieh et 

al., 2022)  to reduce the test effort and do the right work is assured with the help of predictive 

analytics. 
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As far as the implementation of these techniques is concerned from industrial aspects, there 

are some dashboards available predicting the defects, vulnerabilities, and failures as per the 

historical data of defects (e.g. Jira). Some vulnerabilities are also highlighted based on static 

rules (Burpsuit, 2023) but no real-time prediction is there. Test case prioritization is mostly a 

manual effort done by the team. 

Prescriptive analytics techniques provide an overview of advanced techniques to tell the 

solution to the challenges and problems in the SQA area. It gives an overview of the automatic 

fixing of vulnerabilities (Wu et al., 2023), Automatic TC generation (Othman & Zein, 2022), 

Automated testing (Spahiu et al., 2022) using ML methods, Auto generation of test data (Wan 

et al., 2022) and defect prevention by following preventive measures (Memon et al., 2018).  

This is the second most enriched section having many techniques highlighted but at the same 

time, due to complexity, cost, and advancement, they are not much present in the industry on 

a practical level except for some automatic sytex fixing and providing automatics TC for 

writing unit test template provided by some IDEs. 

The last type has given some very advanced level things that are not present in the industry at 

all and also on a very initial level even in the research field. Cognitive analytics expect human-

level decision-making power with the help of cognitive computing techniques to make the 

testing frameworks smart. They should be smart enough that they can prioritize TCs, evaluate 

software quality, and update test suits as per the need on run time (Nayak et al., 2020).  

All of these are described and the work of the authors is explained more comprehensively in 

Chapter 4. The overall summary of findings is mentioned in Table 1. The first column tells 

about the sub-type of data analytics, second column highlights the found techniques for related 

SQA aspects and challenges. The third column shows the underlying techniques of data 

analytics, artificial intelligence, and machine learning corresponding to the SQA aspect and 

data analytics type. These underlying techniques are providing solutions to some specific 

challenges in SQA under the umbrella of data analytics subtypes.  
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Data Analytics 

Types 

Software Quality Assurance 

Aspects 
Underlying Techniques (Analytics/AI/ML) 

Descriptive 

Analytics 

Environment Setup Value 

Analysis 
Data Visualisations, Python Scripts, and Error Analysis in Data 

Defect Coverage 
Extract the data, parse, and filter the data to present visualizations for 

analysis and decision-making purposes. 

Test Adequacy Defects and data summary in the form of reports and visualizations 

Diagnostics 

Analytics 

Root Cause Analysis and 

Categorization of Issues 
Qualitative and Quantitative analysis 

Strength and Weakness of 

Testing Techniques 
Instance Space Analysis (ISA) applied to Search-Based Software Testing 

Automatic Code Review TD5, Exact Match (EM), Edit Progress (EP). 

Auto Correction of Input Data A Symbolic Execution Engine 

Predictive 

Analytics 

Software Fault and 

Vulnerability Prediction 

CNN, RNN, and Hybrid CNN, RNNfor prediction 

TF-IDF score calculation and KNN classification 

Effort Estimation for 

Regression Testing 
SVR, NN, and Decision Tree Regression 

Defect Analysis, Prediction, 

and Classification 

Federated Learning and Prototype Learning Methods - Heterogeneous 

Defect Prediction 

Logistic Regression, Multilayer Perceptron, Bayesian Net, Rule ZeroR, 

J48, Lazy IBK, Support Vector Machine, Neural Networks, and Decision 

Stump 

Test Case Prioritisation 
Fault proneness based upon bug history 

Classification used to see the diversification of test coverage 

Predicting Software Failures SVM 

Prescriptive 

Analytics 

Security Vulnerability Fixing 
NN and DL techniques that are using large language models like Codex, 

CodeGen, CodeT5, PLBART, and InCoder. 

Auto Generation of Test 

Cases 

Model-Based Approach 

Domain Specific Visual Language (DSVL) and Domain Specific Textual 

Language (DSTL) 

Automated Testing using ML deep reinforcement learning technique, double deep Q-network (DDQN) 

Auto Generation of Test Data 

for Cognitive Tasks 

Search Based Pseudo Inversion 

Synthesis Based Pseudo Inversion 

Defect Prevention 
Regression and logistics regression using defect density and metrics as 

input data 

Cognitive 

Analytics 

Auto-Correction and 

Upgradation of Test Suits 
AI, ML, NLP, Image Recognition, Heuristics Approach 

Test Coverage, Prioritization, 

and Software Evaluation 
Regression 

 

Table 1. Results and summary of the study. 
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6  Conclusion and Future Work 

Data analytics, artificial intelligence, and machine learning are helping to overcome different 

challenges in many fields. Software quality assurance and software testing have some critical 

challenges and key aspects where advanced concepts like DA, AI, and ML can help to provide 

proactive solutions to enhance the quality and efficiency of the overall software development 

process, especially the software testing lifecycle. The impact of using data analytics concepts 

in SQA will be helpful for software professionals for defect prevention, software evaluation, 

automatic testing, and bug fixing.  

Software quality assurance is mainly evaluated with the help of software testing and SQA key 

aspects. Functional and non-functional testing is performed at many different levels of testing 

using multiple types of testing to ensure the overall quality of the software with minimal defect 

leakage. This study also highlighted the set of minimal testing performed with a minimal set 

of test levels to discover maximum defects at the initial stage of the software development 

phase.  Defect management, analysis, test reporting, automation, test environment 

configurations, and setup are some of the key aspects always considered to be challenging for 

software testers. 

Data analytics has four main types including descriptive analytics, diagnostic analytics, 

predictive analytics, and prescriptive analytics. In addition, there are some advanced types like 

automated analytics and cognitive analytics to automatically make decisions as per the 

situation and act like a human in some situations.  

The literature review has provided a list of novel data analytics techniques that are used to 

provide an efficient solution to address challenging aspects of SQA. Environmental setup and 

configuration analysis can be performed using data visualizations and scripting techniques. 

defect coverage and test adequacy are more efficient when evaluated with the help of 

descriptive analytics and visualizations. Descriptive analytics makes it easier for test managers 

and stakeholders to make decisions efficiently. 
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Diagnostics analytics is helpful to proceed one step further to perform root cause analysis 

behind some issues. Finding some suitable type of testing is easier with the help of data 

analytics. Finding errors through automatic code review is also one more addition to proof data 

analytics as a key aspect for the advancement of the SQA field. It was found that descriptive 

and diagnostic techniques are more popular when evaluated from a practical implementation 

point of view.´ Prediction techniques are highlighted to find the vulnerabilities, failures, 

defects, test effort estimation, and test case prioritization. Prescribing the solution to the 

predicted problems is done with the help of prescriptive analytics. Examples of prescriptive 

methods for SQA aspects include automatic vulnerability repair, auto-generation of test cases, 

and test data.   Predictive and prescriptive techniques are found to be more popular as compared 

to others. Cognitive analytics can provide a platform to implement end-to-end solutions with 

human-inspired behavior to address the highlighted challenges of SQA. 

The current study is categorizing data analytics techniques addressing SQA challenges 

concerning data analytics types. But there are some more aspects for classification and 

summarization of these techniques considering the software development life cycle and 

distributing these techniques on different levels of SDLC to come up with another clear picture 

of techniques that can be used at a specific phase of SDLC. Also, it can be enhanced for 

introducing these techniques for different models of SDLC for example agile, waterfall, and 

iterative methods.  

From an industrial and practical point of view, there is a possibility to introduce a new 

framework or a platform with a maximum of these techniques available with practical 

implementation. It will help organizations to start with some templates for implementing the 

power of data analytics, AI, and machine learning into their testing process. It could be a bit 

challenging considering the nature of the project, constraints due to data availability, and 

privacy issues that open some new aspects for future research. 
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