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Abstract. This paper explores the factors that contribute to the success of software
development undertaken with DevOps practices. DevOps is a set of practices that
aims to increase software development process efficiency by reducing barriers
between operation and development teams. Despite the wealth of information
available on DevOps practices, adoption, and the respective challenges, there is
a dearth of research focusing specifically on the DevOps critical success factors.
This paper seeks to fill this gap by analyzing and discussing the key factors that are
essential for success in software development with DevOps. To this end, we have
conducted an open-ended survey among 72 DevOps professionals. By employing
the Gioia method, we elaborate on the professionals’ perspectives on the DevOps
success factors identified and connect them to the prior literature. These success
factors encompass intra-organizational collaboration, organizational hierarchy,
strategic planning, team dynamics, cultural shift, performance engineering, inte-
gration, build and test automation, infrastructure, and DevOps as a service. We
propose five DevOps implementation advice that could benefit companies while
implementing DevOps practices. Those include management support, investment
in DevOps tools, sharing knowledge within teams, sharing responsibility in teams,
being willing to explore and experiment with the practices, and being agile are
crucial for DevOps performance and organizational success.

Keywords: DevOps - Critical success factors - Continuous delivery- Continuous
development- DevOps survey- Software development- Success factors validation-
Gioia method- Qualitative research.

1 Introduction

The software development process has undergone considerable changes in the past years
[6, 22, 33]. Today developers can initiate the software development process quicker
than before and the results can be accessed faster [33]. Compared to the waterfall
model of software development, DevOps has lifecycle increased the efficiency of the
post-deployment phase of the software development lifecycle [1, 33].

DevOps is a set of organizational practices aimed at enhancing collaboration between
development (Dev) and operations (Ops) team members [2, 5, 19]. DevOps practices
in the organization aim to provide (1) better user feedback and experience, (2) reduced
time for the development process, (3) speed up deployment rates, (4) time optimization
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to recover deployment and implementation cost [15, 21]. DevOps combines IT culture,
practices, and tools that increase an organization’s ability to deliver applications and
services at high velocity [8, 31]. Despite the considerable scholarly interest in DevOps,
research focusing specifically on the success factors of DevOps has remained scant
[4, 6, 8]. To address this gap, we have the following research questions in order to
understand the facts for critical success factors and respective organizational practices:

RQ1: What are the critical success factors of DevOps as reported by the professionals?
RQ2: How do these factors impact DevOps practices?

To this end, we adopt the DevOps critical success factor model proposed by Azad and
Hyrynsalmi (2021) [4, 5]. We have undertaken an open-ended online survey among 72
DevOps professionals from different organizations. We use the Gioa method to analyze
the data [17, 18, 22, 23].

This research contributes to the DevOps literature by identifying a set of DevOps
success factors and thus providing guidance to practitioners on how to successfully utilize
DevOps and giving guidelines to the practitioners on key success factors [3, 5, 8]. We
believe that the findings will be helpful for the professionals, consultants, and researchers’
further exploration. In doing so, we contribute to the growing literature of DevOps by
empirically supporting the DevOps critical success factor model [3-5].

2 Background

2.1 DevOps Concept and Process

DevOps increases the performance of software products and services and ensures the
collaboration, integration, and communication process [6]. There are many concepts
surrounding DevOps but there is no specific DevOps definition to follow [20]. The
purpose of DevOps is to eliminate the gap among teams so that software development
can be done efficiently [32]. The development teams deliver the software features more
frequently. Then the operations teams work on the features. Thus, the main advantage
DevOps serves here is delivering faster features to customers. DevOps merges the
development teams and operation teams to work together to achieve a faster software
development process [32]. Jabbari et al. [20] have conducted a comprehensive content
analysis and found eight components of DevOps and defined DevOps as a development
methodology that eliminates the gap between Dev and ops teams. They also suggested
that communication and collaboration, continuous integration, delivery with automated
deployment, and ensuring quality assurance can be achieved by DevOps [20].

2.2 DevOps Critical Success Factors

The management literature discussed the critical success factors at the beginning of the
1960s [4, 14]. There has been much literature on critical success factors related to their
impacts and roles in the organization. Critical success factors can be explained as “key
areas of processes where acceptable results are required for specific managers to achieve
the goal” [9]. Shahin et al. [27] discussed that when practitioners are aware of the critical
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Fig. 1. The DevOps Critical Success Factor model (adapted from [4]).

success factors beforehand, it will help the organization to handle continuous practices
and smooth integration of DevOps process [3, 5].

Prior literature suggests how performance engineering complexity can be addressed for
a DevOps project’s success [4, 8]. According to Bezemer et al., performance engineering
approaches should be lightweight to address DevOps performance in the organization [8].
Performance measurement [30], Software release [10], and [10] Seamless upgrades [13]
are also the important factors. According to Chen et al. [12] performance regression
needs to be identified at the beginning of the source code level so that DevOps operations
can run smoothly. According to Claps et al. [13] continuous integration process has an
impact on DevOps success. Furthermore, automatic testing technique improvement [25],
test automation [25], verification of soundness [7], automation tools [7] may affect the
success of DevOps.

Azad and Hyrynsalmi [4, 5] proposed a synthesized framework for the critical success
factors of DevOps projects. According to them, there are ten major factors which are
categorized as technical, organizational, social and cultural factor groups. The framework
is shown in Figure 1. However, their model is based on synthesizing extant scientific
literature on DevOps and it has not been thus far empirically evaluated. In this paper, we
adopt and aim to provide the first empirical verification for this model.

3 Research Approach

3.1 Survey Design and Data Collection

An open-ended survey was designed to understand DevOps practices, DevOps implemen-
tation, and adoption in organizations. We have used an open-ended survey questionnaire
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as the method is suitable for a large number of respondents [26]. For the questionnaire, we
have developed 25 questions. The questionnaire had themes related to DevOps operational
practices, development practices, team culture, collaboration between teams, and the
impact of success factors throughout the whole process of the DevOps lifecycle.We
shared the survey link through social media platforms; Facebook, LinkedIn, and Twitter
were specifically used in the first stage of data collection.

In the second stage of data collection, we conducted our survey with the help of a
prolific data collection tool. We conducted the survey with prolific because we could not
get sufficient data from social networking sites. We got 91 responses by combining two
stages of data collection. Finally, we could use 72 responses for data analysis.

3.2 Data Analysis

For the data analysis, we have employed the Gioia method proposed by Gioia et al. (2013)
[17]. Our analysis followed an iterative process that involved the repetition of steps for
data analysis. A total of 75 pages were generated from the data collection. Based on our
understanding we have iteratively conducted the data analysis process [28].

For the analysis, open coding has been used [28]. While doing the analysis we went
through the survey transcript and assigned codes to describe the survey content [24].
As a guideline, we have followed research questions for forming the coding of the first
round. From the empirical data, we looked for code similarities and dissimilarities based
on various segments of the data [24]. This way of coding is similar to Grounded theory
research because constant comparison is one of the key aspects of grounded theory and
we have followed constant comparison for the data analysis [28]. We have listed an
example of coding activities in Table 1. While doing coding we got 21 codes after our
analysis of the survey data. In Table 1 we have shown a list of codes, code descriptions,
and quotes from the professionals as an example table.

Then we moved to the second phase of the coding process. According to Charmaz
(1990) to create second-order codes for concepts it is necessary to categorize the first-
phase codes [11]. Thus, the second phase codes are combined with the first phase
codes [16]. We have also used memoing techniques during the data analysis process. It
helped us to understand more insights and perspectives of professionals regarding critical
success factors.

In the third phase of analysis, we have aggregated the themes into three main aggregate
categories including Organizational success factors, Cultural and Social success factors,
and Technical success factors. In Figure 2 we have shown the data analysis process with
themes.

4 Results

4.1 Organizational Success Factors

Intra-Organizational Collaboration or Communication. Intra-organizational collab-
oration or communication is the second-order theme for organizational success factors.
From the analysis, we have observed that collaboration between the Dev and Ops team
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Table 1. Coding used for survey data

List of codes

Description of codes

Quotes from Professionals

Collaboration between
DevOps teams

Good collaboration in
teams helps team mem-
bers perform better

"In our organization, DevOps (Devel-
opment and Operations) is a discipline
that increases communication, collabora-
tion, integration and even fusion between
application development and operations
with the goal of promoting fast, consis-
tent, high-quality, scalable application
releases. It is a method of bringing de-
velopers, IT operations and Quality As-
surance (QA) team together"

Effective communica-|
tions techniques

Techniques that help
team members to com-
municate

"...The product owner and team lead dis-
cusses with teams before taking deci-
sions on existing issues and need. "

Superiors’ guidance

Superiors’  guidance
speeds up the working
process in teams

"..The product management team is re-
sponsible for the functional (business)
requirement and the technology team
(Technology Architects) is responsible
for taking non-functional (technical) re-
quirements based on the business re-
quirements and available resources. It
is important to have some guidance from
manager or superiors so that the team has
a clear idea about the tasks they should
be doing."

Instructions are good for
progress

"Superiors’ instructions
from fellow team mem-
bers gives a better work-
ing environment

"Usually, the team consists of DevOps
Lead/Architect, a few Junior-Mid-Senior
Developers with similar kind of skill set,
Lead developer usually distributes the
work among the other team members
and provides the guidelines for expected
outcomes""

IT and Business have
common goals

The goal for a company
should align together for
IT and business objecH
tives

"DevOps helps in faster and cheaper de-
livery of software products, increasing
velocity of change and time to market,
empowering people in their work, au-
tonomous teams, and less downtime due
to more controlled changes are positive
impacts to name a few"
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and effective communication techniques are crucial for DevOps success [3]. According
to Luz et al. (2018), collaboration culture is one of the core themes for success in a
DevOps environment. One of the respondents quoted:

"In our organization, Development, and test teams work together and share the
responsibility together. Product management takes care of configuration and
release management. A separate management team takes care of the bugs and
issues in software life cycles. Thus teams work under better collaboration and
communication”

Organizational Hierarchy. Organizational hierarchy is a second-order theme for
organizational success factors. According to our analysis, a superior’s guidance and
instructions while working are beneficial for teams. DevOps professionals are willing to
get instructions from superiors. Guidance from a lead person who can provide instructions
impacts the team in a positive way. Without a lead person, there could be some difficulties
in teamwork [3, 5]. An example quote is given below.

"The teams have meetings periodically to prioritize the task. Based on the
business requirements product management assign the level of priority. Business
requirements are set based on market demand and future prospects. Production
and development should run smoothly. Every project has a leader who is
responsible for the decision-making and prioritizing tasks for the team."

Strategic Planning. From a strategic point of view, the product management team
is responsible for maintaining the business requirements discussed by [3, 4]. The
responsibility of the technology team is to handle the technical requirements based on
resource availability. Our research findings suggest that project planning is related to
initiatives, resources, and budget. While planning for a project, IT and the business
should have similar goals and objectives.

For example, one respondent’s answers:

"..The product management team handles the functional requirements and
the technology team is responsible for nonfunctional requirements. All these
requirements could be addressed through the availability of resources and
business needs..."

4.2 Social and Cultural Factors

Team Dynamics. Team Dynamics is essential for DevOps success. Sharing knowledge
and spreading ideas While working in a team is a good practice. This in turn helps the
team members to improve their work efficiency. When Team dynamics exist in a team
that benefits the DevOps team in many ways. Among those include collaboration, trust
building, better workflow, and common ways of working in the team.

For example, respondents reported on the following issues:



Understanding DevOps CSF: Insights from professionals 7
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Fig. 2. Themes from data analysis

"Lead developer usually distributes the work among the other team members and
provides the guidelines for expected outcomes. Faster delivery times, increased
quality, early defect detection, improved security, and happier developers are
our team dynamics ".

Cultural shift. The cultural shift has a huge impact on DevOps success in organizations.
In an organization, there are barriers related to technical issues however, the barriers
related to cultural issues are even more important when adopting DevOps. From the
respondents’ answers, we have found that organizational culture plays a vital role in
achieving the project’s objective. Sharing the experience and creating a diversified culture
helps the team to progress better. An example quote is given below.

"Team collaboration helps us to build awesome products for clients. The company
culture we have is collaborative, flexible, supportive, focused, goal-oriented, can
do attitude. Our company has Very well adopted DevOps culture in every stage
of the development life cycles".
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4.3 Technical Factors

Performance Engineering. For any software, performance engineering is a complex
activity. It requires adequate knowledge to understand the software life cycle. In DevOps
there is a low adoption of performance engineering. The reason behind low adoption is
that the performance engineering approaches are not designed for DevOps context. There
are many existing tools that are used for DevOps settings in organizations, for example
Docker and Puppet but they do not align smoothly with the performance engineering
process [8]. One respondent quoted:

"CI/CD pipeline execution time which is related to the developer’s work to
mark a ticket ready, tasks prevent the pipeline to be executed properly, customer
support needs, e.g. a temporary review site to showcase the provided solution,
version discrepancy that halts new feature to be released."”.

Integration. Continuous integration tools do several automated actions that help the
system to work together for the pipeline. Some of the pipeline stages include package
generation, automated test execution, code verification, and deployment for the production
and development environments. The developers are the responsible actors for defining
pipeline structures. On the other hand, operators are responsible for defining collaboration
for deployment phases. They are also responsible for the continuous integration. One of
the respondents quoted:

"Continuous integration is an essential step where developers merge the codes
so that they can run the automated builds and tests".

Build and Test Automation. Build and test automation is another subcategory of the

technical success factors. Based on our data analysis, we have found that test automation,

automatic testing, and improvement of techniques might impact the success of DevOps.

In teams, different automation techniques are used. Some of the automation includes

verification of soundness, automation-specific tools, build and process automation etc.
For example, one respondent quoted that:

"For the integration process our company uses various tools. Some of the tools
includes Version control (Git), dependency management tools for programming
languages, testing frameworks, container technologies, Continuous Integration
and Delivery tools (CI/CD), cloud platforms, configuration management tools,
infrastructure as code tools".

Infrastructure. For software process integration the infrastructure play a crucial role.
Infrastructure helps the DevOps teams to handle the software and hardware issues and
make sure the software to be deployed when required. For a better execution of DevOps
practices in the organization, it is necessary to have infrastructure provisioning and
infrastructure development. One respondent quoted:

"Depending on the project, there could be a central "DevOps" team which
provides services, tooling, and support for software development teams. Or, the
software development team(s) can manage everything by themselves".
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DevOps as a Service. Micro-services are part of the cloud infrastructure. It is essential
for future DevOps development.Because microservices can enable faster deployments in
the cloud without hampering the performance of the software process. DevOps adoption
ideology suggests that separate software teams are responsible for the different stages
of software applications and allow the team to develop, test, handle failures and act
independently [29]. One responded quoted that:

"Microservices increase productivity by embracing a common toolset that can
be used by both teams. The common toolset creates a common terminology by
understanding the requirements, problems, and dependencies of the system. ".

We have presented the three analysis stages of themes in Fig. 2 and the respective
data-structure processes are summarized in the figure.

5 Discussion

5.1 key Findings

While more support was found for organizational, social, and cultural factors, technical
factors were present in the data [29]. However, the technical problems and solutions are
quite specific and not that often reported. Yet, there are exceptions as, for example, there
are several issues belonging to Build and Test automation technical factors. Furthermore, it
is worth noting that in all organizations whether producing software or not organizational,
cultural, and social aspects are present when new practices and processes are taken into
use. Therefore, their presence in the list of the critical success factors of DevOps usage is
not a surprise [4].

Overall, this study offers empirical support for the DevOps critical success factors
model synthesized from the literature by [4]. Issues belonging to each factor were found
in the analysis.

The roles of DevOps for all organizations are not similar. According to our survey,
we have got different answers regarding the meaning of DevOps for various companies.
Professionals stated that company culture, practices, maintaining coding standards, testing,
set of processes for production release, technical tools, business culture, and framework,
breezing the gaps between Dev and Ops teams, infrastructure Update, software updates,
automation, less repetition in the working process, frequent delivery of updates and
features are all important to consider for the DevOps practices in organizations.

5.2 Implications

Based on the responses we have received, we propose five DevOps implementation
advice that could benefit companies while implementing DevOps practices. These include
management support, investing in DevOps tools, sharing knowledge and responsibility,
being willing to experiment and evolve, and building a strong developer-lead culture.
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Management Support Better management support is adequate for the teams. One of
the reasons for not having better management support could be, that there is not yet
enough skill to handle different management issues for DevOps. The management needs
to support and understand the software development process otherwise the teams might
suffer.

Invest in DevOps Tools Investing in DevOps tools is needed. The support from the
proper tools can create an environment where the professionals can execute the process
and release faster without any hassle. There should be training for the DevOps engineers
so that new tools will be easy to handle.

Share knowledge and Responsibility Sharing knowledge and responsibility is one of the
most crucial aspects of using DevOps. In previous times working in the software industry
did not have a shared responsibility concept. DevOps introduced that professionals will
work together to fulfill a common goal of a project.

Willing to Experiment and Evolve A willing team is a team that can handle any new
challenges while working on a project. DevOps teams should be willing to experiment
and evolve when needed and build a strong DevOps lead culture.

Build a Strong Developer Lead Culture Building a strong developer team is a
requirement for DevOps use in companies. Focusing only on the tools and automation
is not always the best way to handle various DevOps issues. At the same time, culture
and ways of working are usually more important facts for organizations using DevOps
practices.

5.3 Lmitations and Future Research

First, due to the nature of the data collection, the results are evidently limited to the data
available and cannot be directly generalized. Hence, a natural future research direction
would be to obtain a more extensive set of empirical data. Second, in this study we
focused on DevOps in a general sense. However, there are specific adaptations of DevOps
such as MLOps. Thus, future research could focus specifically on the success factors of
MLOps.

6 Conclusion

The purpose of the paper was to explore DevOps key success factors and organizational
practices for software development. The DevOps success factors identified include
intra-organizational collaboration or communication, organizational hierarchy, strategic
planning, team dynamics, cultural shift, performance engineering, integration, build and
test automation, infrastructure, and DevOps as a service. We have further discussed that
management support, investing in DevOps tools, sharing knowledge in teams, sharing
responsibility, exploring and experimenting with the practices, and being agile play a
vital role in DevOps performance and contribute to DevOps success.
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