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An Intelligent and Explainable SaaS-Based Intrusion
Detection System for Resource-Constrained IoMT

Ahamed Aljuhani, Abdulelah Alamri, Prabhat Kumar and Alireza Jolfaei

Abstract—The Internet of Medical Things (IoMT) has rev-
olutionized healthcare, but its vulnerabilities demand robust
security solutions, especially for resource-constrained devices.
In this research, we introduce an innovative Software as a
Service (SaaS)-based Intrusion Detection System (IDS) designed
specifically for the unique challenges of IoMT, deploying at
the edge for enhanced efficiency. Our proposed IDS incorpo-
rates a multi-faceted approach: Firstly, it leverages the Particle
Swarm Optimization (PSO) algorithm for feature engineering,
optimizing data representation to reduce computational overhead
on resource-constrained devices. Secondly, a diverse ensemble
of machine learning and deep learning models is employed to
detect a wide array of intrusion attempts within IoMT net-
works. Thirdly, interpretation is achieved using SHapley Additive
exPlanations (SHAP), providing transparency and understand-
ing of the decision-making process. By combining intelligence,
efficiency, explainability, and deploying as a SaaS solution at
the network edge, our IDS not only bolsters the security of
resource-constrained IoMT devices but also empowers healthcare
professionals with actionable insights, ensuring patient data
privacy and network integrity in this dynamic and critical
domain. Finally, the results using a publicly available healthcare
dataset namely WUSTL-EHMS-2020 proves the effectiveness of
the proposed IDS over some recent state-of-the-art works.

Index Terms—Explainable Artificial Intelligence, Intrusion
Detection System, Internet of Medical Things, Particle Swarm
Optimization, Software as a Service.

I. INTRODUCTION

THE Internet of Things (IoT) has transformed several crit-
ical domains by delivering intelligent and automated so-

lutions. Consequently, the Internet of Medical Things (IoMT)
is the result of extensive integration of such cutting-edge tech-
nology into smart healthcare systems, improving the quality
of medical services provided to IoMT consumer applications
[1]. The healthcare IoT comprises sensors, actuators, and
IoT devices to send and receive data over various wireless
technologies. The IoMT has greatly benefited the healthcare
sector in a variety of ways [2]. For example, remote health
monitoring can be used to track and perform routine tasks
on patients and provide medical care when needed [3]. Addi-
tionally, healthcare providers can access and analyze real-time
data on patients’ health statuses, allowing them to provide
necessary medical services on time.
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Although the IoMT has improved the healthcare domain for
both patients and healthcare providers, security and privacy
threats remain a major concern in Internet of Medical Things
[4], [5]. For example, distributed denial of service (DDoS)
cyberattack endangers the availability of healthcare services by
overwhelming devices with malicious requests. Such an attack
remains a big concern for modern networking environments
[6]. Man-in-the-middle (MitM) is another cyberattack that
threaten IoMT networks. Such an attack attempts to intercept
communication between authentic devices while masquerading
as a legitimate device [7]. Ransomware is another type of
cyber-attack whereby an adversary attempts to access and
encrypt healthcare systems, rendering them inaccessible to le-
gitimate users. Such an attack forces the healthcare provider to
pay to unlock the system’s files [8]. Healthcare data breaches,
on the other hand, causes a tremendous impact on healthcare
systems. According to a recent report [9], the healthcare sector
experienced approximately 337 breaches in the first half of
2022, more than 19 million medical records were involved in
healthcare data breaches.

IoMT involves a network of interconnected medical devices
and systems that directly impact patient health and well-being.
However, as this ecosystem becomes more interconnected,
there will be a greater demand for effective cybersecurity
measures. Fig. 1 illustrates a typical cyber-attack on IoMT
systems. Intrusion Detection Systems (IDS) play a pivotal role
in safeguarding IoMT networks. There are two primary types
of IDS: signature-based and anomaly-based [10]. Signature-
based IDS relies on predefined patterns or signatures of known
threats, while anomaly-based IDS detects deviations from
established network baselines. While these systems are crucial
for IoMT security, they also face challenges. False positives,
where normal network behavior triggers alarms, can over-
whelm healthcare providers. Additionally, keeping signatures
up to date or defining accurate baselines for anomaly detection
in a dynamic healthcare environment can be complex [11].
Balancing security and usability remains a key challenge in
harnessing the potential of IoMT while maintaining patient
privacy and safety. On the other hand, edge computing offers
invaluable support for resource-constrained IoMT devices by
bringing computational power and intelligence closer to the
data source. With limited processing capabilities and power
constraints, IoMT devices often struggle to perform com-
plex analytics or real-time data processing. Edge computing
alleviates this burden by enabling data preprocessing and
analysis at the edge of the network, minimizing the need
for data transmission to remote servers [12], [13]. This not
only conserves valuable bandwidth but also reduces latency,



2

Unauthorized access for malicious purpose

Malicious Server

Attacker Scanning & Exploiting Vulnerabilities   Cloud Server

IoMT Scenario

Fig. 1: Cyber-attack performed by attacker on Internet of Medical Things

a critical factor in healthcare applications where real-time
monitoring and response are essential [14]. Furthermore, edge
computing provides an agile and scalable infrastructure that
adapts to the dynamic nature of IoMT, facilitating efficient and
responsive healthcare services while maintaining the privacy
and security of patient data.

Artificial Intelligence (AI)-based IDS have gained promi-
nence in recent years due to their ability to detect complex
and evolving cyber threats [15]. However, they also pose
significant challenges related to interpretability. One major
challenge is the ”black-box” nature of many AI-IDS models.
These systems often use deep learning algorithms, such as
neural networks, which can be highly complex and difficult
to interpret. This lack of transparency raises concerns about
how the AI-IDS makes decisions. Security analysts and system
administrators may struggle to understand why a particular
alert was triggered or how a threat was detected, making it
challenging to fine-tune the system, verify its accuracy, and
respond effectively to potential threats. Many related works
have utilized AI technology (e.g., machine learning (ML)
and deep learning (DL)) with IDS; however, many of these
methods have the potential to increase false positive rates,
have high computational complexity, and use outdated datasets
[16], [17], [18], [19]. In addition, the ML and DL models used
in related work do not provide insights into their behavior
or how such a complex model makes a decision. Therefore,
the challenge for human experts is to understand how such
a complex ML/DL model makes a decision. Furthermore,
smart healthcare devices are resource-constrained and low-
power consumption, making them incapable of performing
heavy tasks. Consequently, an efficient and effective detection
system is required to meet security requirements in smart the
healthcare environment.

A. Contribution

The proposed intelligent and explainable IDS for resource-
constrained IoMT makes several significant contributions to
the field of healthcare cybersecurity:

• Efficient Feature Engineering: The integration of the
Particle Swarm Optimization (PSO) algorithm for fea-
ture engineering optimizes the representation of data
from resource-constrained IoMT devices. This not only
conserves valuable computational resources but also en-
hances the system’s ability to detect subtle intrusion
patterns in the data.

• Comprehensive Attack Detection: By leveraging a di-
verse set of machine learning and deep learning mod-
els, the IDS achieves comprehensive attack detection
capabilities. This multi-model approach ensures that a
wide spectrum of intrusion attempts, including novel and
sophisticated ones, can be identified and thwarted effec-
tively, enhancing the overall security posture of IoMT
systems.

• Explainability through SHAP: The incorporation of
the SHapley Additive exPlanations (SHAP) framework
brings interpretability to the IDS, bridging the gap be-
tween complex machine learning models and human
understanding. This transparency empowers healthcare
professionals to comprehend why specific decisions are
made by the system, enhancing trust, and facilitating
more informed responses to detected threats.

• SaaS Deployment on Edge Computing: Deploying
the IDS as a Software as a Service (SaaS) solution on
edge computing infrastructure ensures scalability, real-
time analysis, and minimal device resource utilization.
This innovative deployment approach accommodates the
dynamic nature of IoMT, allowing for seamless integra-
tion and adaptability within the healthcare ecosystem.

The rest of this paper is organized as follows. Section II
discussed existing studies for IDS in IoT healthcare systems. In
Section IV, we present the proposed IDS. Section V evaluated
the performance results of the proposed work. Finally, Section
VI concludes this article with future research directions.

II. RELATED WORK

Several related works for IDSs in IoT/IoMT networks have
been proposed. Hady et al. [16] proposed an IDS to secure
healthcare environments from attacks. The authors established
a healthcare testbed to collect network traffic and biometrics
data. The proposed detection model used various machine
learning algorithms to detect cyber-attacks in smart networks.
The performance results of proposed method enhanced accu-
racy by 7% to 25%. Saba et al. [17] proposed an intrusion
detection that uses ensemble models to detect cyberattacks in
healthcare networks. The suggested method performed well in
terms of accuracy. However, the proposed method was vali-
dated on an outdated dataset that is not compatible with health-
care systems. Awotunde et al. [20] utilized neural networks to
identify cyberattacks in IoT networks. A deep autoencoder
was employed in the proposed method. The ToN-IoT dataset
was utilized to test the proposed model. The DAE-DFFNN
method achieved 89% accuracy and outperformed other ML
models such as SVM and DT. Author in [21] proposed a
detection approach using a genetic algorithm with random
forest. Several machine learning models including naive bayes,
decision trees, extra trees, EGB, and random forests were used.
Authors used UNSW-NB15 dataset to validate the proposed
approach. However, the proposed method obtained an 87.61%
accuracy rate for binary classification.

Su et al. [22] proposed intrusion detection in unmanned
aerial vehicles to address network security. The proposed
detection used a deep belief network for classification. The
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particle swarm optimization method is utilized to optimize
hidden layers in such a model. The KDD Cup 99 benchmark
dataset was utilized to evaluate the detection method. The
proposed detection method surpassed other detection models
in terms of accuracy rate.

Panagiotis et al. [18] suggested a detection model for
health-care systems that could identify attacks in smart health-
care environments. The proposed detection systems applied
an active learning model for recognizing attacks in such a
smart network. Various machine and deep learning algorithms
were employed to test the proposed method. For detecting
attacks on the application protocol, the DT obtained the
best detection results, whereas the best results for attacks
on the TCP protocol came from random forests. Hanif et
al. [19] proposed an intrusion detection model to secure IoT
environments from various cyber-attacks. They employed the
artificial neural network technique to identify cyberattacks
in such a smart network. The results were collected and
performed on the UNSW-NB15 dataset. The experimental
evaluation showed that the proposed IDS obtained an accuracy
score of 83.9%. Authors in [23] proposed a threat model
to secure healthcare networks from attacks. The proposed
work utilized an intrusion detection and prevention system and
software-defined network to detect attacks. the authors used
several ML models for attack classifications. The outcomes
demonstrated the efficacy of the suggested method. Chaganti
et al. [24] proposed a detection model for IoMT networks.
the authors used PSO with a deep neural network (DNN) for
attack classification. The proposed research yielded promising
results for detecting attacks in healthcare systems.

Dutta et al. [11] proposed an intrusion detection model
based on deep learning methods for detecting cyberattacks.
The proposed method employed a Classical Auto Encoder
method with DNN. The proposed approach achieved an ac-
curacy of 91.29%. Authors in [25] proposed an intrusion
detection system to detect various network attacks in smart
environments. The proposed work used light gradient boosting
model for cyberattack classification. XAI is used to explain
the model output using the SHAP method. The proposed
work obtained an accuracy rate of 95.00%. Ludwig et al.
[10] proposed a detection technique utilizing neural network
ensemble methods, including autoencoder, DNN, deep belief
network, and extreme learning machine. The proposed work
achieved an accuracy rate of 92.49%. Zhou et al. [26] proposed
an intelligent learning system for detecting cyberattacks in
smart environments that used a variational long short-term
memory. The proposed approach achieved an accuracy rating
of 89.5%. The related works contain a number of flaws.
For example, utilizing customized datasets instead of real
IoT datasets could impair the performance of the intrusion
detection system. Another issue is the use of outdated datasets
that are insufficient for developing a solid detection system.
Moreover, several traditional intrusion detection systems lack a
healthcare-specific dataset, so the detection model may not be
applicable to healthcare systems. Although AI algorithms play
an important role in detecting cyberattacks, the interpretation
of AI decisions and how the detection model reached the final
decision is unclear.

ML/DL based IDS
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Fig. 2: Network model of proposed IDS

III. SYSTEM MODEL

This section discusses the proposed system model for secur-
ing mobile health care systems from cyber threats. The system
model consists of a network model and a threat model. The
following subjection describes each model.

A. Network Model

The proposed network model for securing a mobile health
care system is presented in Fig. 2. The designed security
healthcare architecture used a machine learning-based ap-
proach as an integrated security solution with IDS to overcome
cyberattacks. The network model consists of the following
components.

• Healthcare Agent: Healthcare agents represent both
healthcare providers (e.g., hospitals, pharmacies, and
healthcare insurance) and customers such as patients with
smart medical devices and sensors. Each healthcare agent
is connected to the system using an edge networking layer
and all healthcare data is transmitted to the mobile edge
devices.

• Mobile Edge Devices: Edge computing is used in the
proposed framework to alleviate cloud limitations such as
network connectivity and excessive latencies. In addition,
smart health care devices are resource-constrained and are
unable to perform complex tasks. Security features such
as IDS is deployed at the mobile edge device near the
data source, to investigate and monitor network activities
between cloud healthcare server and healthcare agents.

• Cloud healthcare server: The cloud healthcare server
is responsible for analyzing the stored data, performing
additional security investigations, and updating security
policies. In addition, healthcare administrators can get
an in-depth understanding of the system’s performance
before, during, and after an attack is detected. As a result
of the data analysis, the security of health-care systems
will be improved.

In the proposed framework, we have used mobile edge devices
to deploy the proposed IDS as a Software as a Service
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(SaaS) solution for resource-constrained IoMT devices. By
deploying IDS as a service at the network edge, healthcare
organizations can provide robust security without burdening
resource-constrained IoMT devices. These devices can simply
transmit data to the mobile edge devices, which host the IDS
software and perform real-time threat analysis. This SaaS
model ensures that the IDS is always up-to-date with the
latest threat intelligence and security patches, and it allows
healthcare providers to scale their security services as needed.
This approach not only protects patient data and device
integrity but also minimizes the operational overhead for
healthcare organizations, promoting efficient and cost-effective
cybersecurity in the dynamic realm of IoMT. The SHAP tool
can be used at a cloud healthcare server to comprehend why
specific decisions are made by the proposed IDS, enhancing
trust, and facilitating more informed responses to detected
threats.

B. Threat Model

Unlike traditional systems, smart health care system is
vulnerable to a diverse range of cyber threats. Because of the
nature of smart health care data, which comprises heteroge-
neous, homogeneous, and sensitive data, it becomes a target
for various cyber threats. The following illustrates the common
cyber attacks in the context of mobile health care systems.

1) Distrusted denial of service (DDoS) attacks: DDoS at-
tacks have a substantial impact on health care providers
and consumers of smart devices. DDoS attacks drain net-
work resources by sending malicious requests, rendering
healthcare services unresponsive or unavailable to their
intended consumers. In the context of a smart health
care system, DDoS attacks can be extremely dangerous
since they disrupt medical services, preventing health
care providers from providing medical treatments to
their clients at the proper time.

2) Authentication Bypass Attack: Attackers exploit the
health care system to gain unauthorized access to health
care applications, services, or devices. In this type of
attack, attackers can escalate privileges, steal sensitive
data, and install malicious files.

3) Replay Attack: An attacker intercepts messages between
health care providers and consumers, sniffing data and
replay it to the user. The replay attack compromises data
confidentiality by gaining unauthorized access between
legitimate users.

4) Man in the middle (MitM) attack: The MitM attack
seeks to intercept communication between health care
providers and consumers of medical applications. Con-
sequently, an attacker obtains sensitive information or
modifies content and sends it to the recipient, who
believes it came from the original source.

5) Spoofing attack: Spoofing attacks occur when an at-
tacker takes advantage of an address resolution protocol
(ARP) flaw and performs a spoofing attack while hiding
their true identity behind a genuine device, allowing the
attacker to compromise the entire communication and
perform malicious activities. Such an attack is extremely

dangerous as it jeopardizes data privacy, confidentiality,
and the integrity of healthcare systems.

IV. THE PROPOSED FRAMEWORK

In this section, we have discussed the main components
of the proposed framework. Fig. 3 shows the working of
the proposed intelligent and explainable IDS. The framework
comprises three stages: preprocessing, feature engineering,
training and classification phase. In the preprocessing stage,
cleaning, filtering, and standardization are accomplished. The
candidates’ features are selected using the PSO method in
the feature engineering phase. The following classifiers are
employed for data classification: logistic regression (LR),
support vector machine (SVM), decision tree (DT), random
forest (RF), K-nearest neighbor (KNN), and extreme learning
machine (ELM). We discuss the proposed detection model for
the IoMT in the following subsection.

A. Pre-processing Phase

The pre-processing phase involves a series of data prepara-
tion steps to improve the quality and suitability of the dataset
for modeling. This phase includes tasks such as, filtering data,
handling missing values and outliers, and standardization to
ensure that the data is in a format that machine learning
algorithms can effectively learn from. The standardization step
is performed using this equation [27]:

z =
(x− µ)

σ
(1)

The mean can be expressed as

µ =
1

N

N∑
i=1

(xi) (2)

and the standard deviation (SD) can be expressed as

σ =

√√√√ 1

N

N∑
i=1

(xi− µ)2 (3)

where µ represents the mean of data sample and σ is SD.

B. Particle Swarm Optimization

Particle Swarm Optimization (PSO) is a heuristic algorithm
used to discover the optimal feature set from a given dataset.
In PSO, each potential solution is represented as a particle that
navigates a multidimensional search space characterized by its
position and velocity. The position of a particle corresponds to
a specific feature subset, and the velocity determines its move-
ment within the search space. By iteratively updating both
position and velocity based on each particle’s historical best
and the collective knowledge of the swarm, PSO efficiently
converges towards an optimal feature subset, facilitating im-
proved model accuracy and generalization in machine learning
tasks [28].

vi(K + 1) = wviK + c1r1(xb − xi) + c2r2(xg − xi) (4)

xi(K + 1) = xK + v(K + 1) (5)
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Where w indicates inertia weight and vi and xi represent
each particle’s velocity and position. xb represents best local
and xg represents best global positions. The xi is updated for
particle using equation (5). The PSO algorithm is illustrated
in Algorithm 1.

C. Classification Phase

The modeling stage takes the best-selected data features
from the PSO method to train and test them into various
learning algorithms, such as ELM, K-NN, SVM, RF, and LR.
Each model is discussed in detail in the sections that follow.

1) IDS-based decision tree: DT is a common ML model
utilized for classification and regression problems. DT is a top-
down method with three main elements: a root node, branches,
and leaf nodes. The decision node contains multiple branches
that are used to make decisions, with the leaf node represent-
ing the results of those decisions. When such elements are
integrated, they form the shape of a tree. The Gini impurity
(GI) is used to measure the probability of a specific variable
being incorrectly classified when it is chosen at random. The
GI score ranges from zero to one. The GI is calculated as
follows:

Gini = 1−
n∑

i=1

Pi2 (6)

2) IDS-based K-nearest neighbor : Another form of learn-
ing model that may be employed to address many classification
problems is the KNN. KNN assigns the most comparable
features to the appropriate group and categorizes data based
on similarity. Such a supervised machine learning technique
measures Euclidean distance between points in a graph and

assigns them within the proximity. The distance between data
points can be expressed as [29].

dist((x, y), (a, b)) =
√
(x− a)2 + (y − b)2 (7)

3) IDS-based support vector machine: SVM is a supervised
learning model that will be used in the field of learning that
uses classification and regression analysis in the description
and analysis of patterns obtained. SVM was chosen for several
reasons. The SVM model implements learning by collecting
samples from each category. To classify data, a hyper-plane
that discriminates between the two classes is determined by
the algorithm [30]. The line in 2-d that divides the hyperplane
is known as the decision line, and it separates the classes A
and B, with each data point assigned to one of these classes.

4) IDS-based random forest: The RF model is a supervised
ML model that is commonly utilized for data classification and
regression problems. RF produces different decision trees in
the training stage, and outputs class labels with the majority
vote. RF attains high classification performance results and
can deal with outlier data as such a model aggregate multiple
tree output [31].

5) IDS-based logistic regression: Another form of super-
vised ML algorithm that could be employed to solve binary
classification problems is logistic regression (LR). LR model
can process large amounts of data at high speed as it has a
lower computational capacity. LR employs the logit function,
the logit function transforms y into a sigmoid function of x.
Only values between 0 and 1 are returned by the logit function
[32].

6) IDS-based extreme learning machine: ELM is a single
hidden layer feedforward neural network [33]. The ELM is
capable of handling a wide variety of classification, clustering,
and regression issues. Such a model can learn faster than
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Algorithm 1: Proposed approach for intrusion de-
tection

Input : Read dataset wustl-ehms
Output: Attack or Normal

1 Load data
2 Check for null values
3 Divide Dataset to Train and Test
4 Bringing all of the features into a similar scale and

imputing missing or invalid values
5 PSO feature selection
6 Initialize swarm with random particles
7 Initialize fitness for each particle
8 while stopping criterion not met do
9 for each particle in swarm do

10 Update velocity by using this equation :
11 vi(K + 1) =

wviK + c1r1(xb − xi) + c2r2(xg − xi)
12 Update position by using this equation :

xi(K + 1) = xK + v(K + 1)
13 Calculate fitness of updated particle
14 Update xb and xg

15 Select best,feautressubset
16 Train Model with machine learning algorithms using

feautressubset
17 Apply XAI for interpreting feature contribution

traditional techniques and produce promising results. The
algorithm is made up of three layers: an input layer, hidden
layers, and an output layer. The output of ELM is calculated
as follows:

k∑
i=1

βig(wi ∗ xj + ci), j = 1, ..., N (8)

where wi = [wi1, wi2, . . . , win]
T is selected wight vectors and

represents an ith hidden neuron connected with the input layer.
βi indicates the weight vector with the ith hidden neurons
connected to the output nodes. ci is the threshold of the hidden
neuron. g indicates the activation function, and N is the number
of training sample.

D. XAI-based IDS

ML and DL-based IDS have been widely used in detecting
anomalies and protecting systems from various cyberattacks.
However, these AI models are treated as a black box that
lacks trust and transparency. Therefore, XAI addressed the
issue by explaining how such a complex ML model makes
a decision. As a result of XAI integration with IDS, adminis-
trators and security analysts can gain a better understanding of
the output produced by ML-based IDS. In our research work,
we used the SHapley Additive exPlanations (SHAP) method
[34] to describe how ML-based IDS models make decisions
for protecting the Internet of Medical Things. SHAP aims to
explain an instance prediction by illustrating each feature’s

contribution to the results. SHAP defines the explanation as
follows:

g(x) = D0 +

K∑
i=1

Dixi (9)

where x ∈ {0, 1}K indicates the simplified features, K is the
maximum size, and Di indicates the Shapely values.

SHAP evaluates the significance of features using Shapley
values, so features with a high Shapley value are more impor-
tant than a feature with a small value. The feature importance
(FI) is defined equation (10).

FI j =
1

S

S∑
i=1

|D(
j

i )| (10)

where S indicates all samples of data and the average of the
ith input feature is determined by FI j .

V. EVALUATION RESULTS

A. Experimental Setup

The performance evaluation was conducted by using the
Jupyter notebook and the Anaconda software to manage and
execute Python code. The tests were performed on an Apple
M1 Pro central processing unit with 16 GB of RAM and the
macOS Ventura operating system. The experimental evaluation
was carried out using several libraries, including sikit-learn,
pandas, numpy, scikit-elm pyswarms, and matplotlib.

B. Evaluation Metrics

The proposed detection method was evaluated, analyzed,
and validated using the confusion matrix (see Tab I) [35].
We analyzed the proposed model using several performance
measures such as accuracy, precision, recall, f1-score, error
rate (ER), false alarm rate (FAR), and misclassification. The
following key metrics were used to evaluate the intrusion
detection model:

Accuracy =
TP + TN

TP + TN + FP + FN
(11)

Precision =
TP

TP + FP
(12)

Recall =
TP

TP + FN
(13)

F1− score =
2 ∗ TP

2 ∗ TP + FP + FN
(14)

ErrorRate = 1−Accuracy (15)

FAR =
FP

FP + TP
(16)

Misclassification =
FP + FN

TP + TN + FP + FN
(17)
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(a) Confusion Matrix for PSO-DT model (b) Confusion Matrix for PSO-LR model (c) Confusion Matrix for PSO-RF model

(d) Confusion Matrix for PSO-KNN
model

(e) Confusion Matrix for PSO-SVM model (f) Confusion Matrix for PSO-ELM model

Fig. 4: Confusion matrix for different ML approaches.

TABLE I: Parameters of Confusion Matrix
Actual class Predicted normal Predicted attack

Normal True Positive (TP) False Negative (FN)
Attack False Positive (FP) True Negative (TN)

TABLE II: Performance evaluation of proposed intrusion detection model
Model Accuracy Precision Recall F1-score FAR Misclassification

PSO-RF 93.61 93.28 99.82 96.44 0.0671 0.0638
PSO-LR 92.72 92.29 99.95 95.97 0.0770 0.0727

PSO-SVM 92.75 92.31 99.97 95.99 0.0768 0.0724
PSO-KNN 92.40 92.32 99.52 95.78 0.0768 0.0759
PSO-ELM 92.75 92.34 99.93 95.99 0.0755 0.0724
PSO-DT 96.56 97.78 98.26 98.02 0.0221 0.0343

C. Dataset

The proposed work is evaluated using a recent health-
care dataset, WUSTL-EHMS-2020 [16]. A real-time enhanced
healthcare monitoring system (EHMS) testbed was utilized to
collect the dataset. The EHMS experiment is categorized into
four parts: medical sensors, gateway, network traffic, control
& visualization. The WUSTL-EHMS-2020 contains several
types of cyber-attacks, including man-in-the-middle attacks,
spoofing attacks, and data injection attacks. The dataset has
44 data features, 35 is a network flow metric, 8 is biometric
features of patients, and one label feature.

D. Evaluation Results

The proposed model is first evaluated using the Confusion
Matrix (CM) (See Fig. 4). The CM is a common performance
tool used for evaluating model efficiency in classification
problems. This provides an understandable explanation of the
classifier’s performance in recognizing instances from a given
dataset. The rows of CM represent the actual class, while
the columns represent the predicted class. Table II shows
the evaluation results of various machine learning models.
It can be seen that the PSO-DT outperformed other models,

Fig. 5: Performance results of different classifier models

Fig. 6: Testing time of proposed models

achieving a 96.56% accuracy rate. The PSO-RF model had
an accuracy rating of 93.61%. The PSO-SVM and PSO-ELM
models both achieved an accuracy rating of 92.75%. The PSO-
KNN obtained a low accuracy rate of 92.40%. Precision was
higher for the PSO-DT model with 97.78%. The PSO-RF
model achieved a precision rate of 93.28%. The PSO-ELM
and PSO-SVM, PSO-KNN obtained a similar precision rate
of 92.34%, 92.31%, and 92.32%, respectively. The PSO-LR
model obtained a lower precision result with 92.29%. In terms
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(a) Ordering features by Shap value (b) Summary plot of Shap value (c) Impact of each feature on the model

(d) Decision results of local explanation (e) Relation between feature value and Shap inter-
action value

Fig. 7: XAI interpretation for the PSO-DT approach.

of recall, the PSO-DT reached 98.26%, whereas other models
produced comparable results (approximately 99%). For F1-
score performance, the PSO-DT outperformed other detection
models with 98.02%, PSO-RF, on the other hand, achieved a
similar result of 96.44%. Among all learning models, the PSO-
KNN model had the lowest performance results (95.78%). Fig.
5 presents the detection results of different learning models.
The error rate for the various machine learning models is
calculated using equation (15). PSO-DT had a reduced error
rate of 0.0344, however, PSO-ELM and PSO-SVM had the
same error rate of 0.0725. The PSO-KNN model achieved
a higher error rate of all models used with 0.076%. Fig.
6 presents the testing time of different machine learning
models in milliseconds. As Fig. 6 shows, PSO-DT achieved the

shortest testing time of all models with 0.619, whereas PSO-
KNN achieved the longest testing time of all models with
196.079. The PSO-ELM and PSO-SVM testing times were
9.531 and 2.394, respectively.

E. XAI Interpretation

In addition, Fig. 7 shows the local explanation and inter-
pretation for the PSO-DT model and explains how such a
detection model made the decision. Fig 7a depicts the feature
importance as classified by Shap value. The x-axis displays
the Shap value, while the y-axis represents the data features.
The most significant elements are at the top, whereas the
least important features are at the bottom. As shown in Fig
7a, the top ten features that have a significant impact on
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TABLE III: Comparison with state-of-the-art methods
Ref Method Healthcare

Dataset
Explainable

IDS Accuracy

[16] IDS-based ML ✓ × 93.42%
[17] Ensemble-based classifiers × × 93.00%
[21] Tree based algorithms × × 87.61%
[22] Deep belief network × × 92.44%
[19] Artificial neural networks × × 83.9%
[23] Reinforcement Learning × × 92.3%
[24] Deep neural network ✓ × 96.00%
[11] Auto Encoder-DNN ✓ × 91.29%
[25] Light gradient boosting × ✓ 95.00%
[10] Neural network ensemble methods × × 92.49%
[26] Variational long short-term memory × × 89.5%

Proposed
Work XAI interpretation for PSO-DT ✓ ✓ 96.56%

classifier decisions are DInPkt, Packet num, Src letter, SYS,
Rate, Spo2, SIntPkt, and DestLoad. However, features such as
dMinPktSz, SIntPktAct, DIntPktAct, and dMaxPktsz have no
such impact on the classifier decision.

Fig. 7b depicts a summary of the Shap value for each data
feature. Fig 7c SHAP values are assigned to each feature to
determine how much influence the data feature has on model
output; the blue color represents class 0 (normal), while the
red color indicates class 1 (attack). Fig 7d illustrates the model
output and decision results of the local explanation for the
dataset. The x-axis displays the model output value, while
the y-axis represents the data features. Fig 7e depicts the
correlation between feature value and Shap interaction value.
As shown in Fig 7e, the x-axis shows Packet num, whereas
the y-axis represents the DIntPkt feature. As a result, we can
see whether both of these features contribute positively or
negatively to the model prediction.

F. Comparison with state-of-the-art methods

We have compared our performance results with recently
developed detection approaches. In comparison to Hady et
al. [16], our intelligent health-care detection model improved
the accuracy rate by 2.75%. In addition, our detection model
outperformed the work in [17], which used ensemble classifier
techniques in the suggested model. In [21], authors used a
genetic algorithm with tree-based algorithms, and the proposed
work enhanced the accuracy score by 8.56%. The proposed in-
trusion detection was also compared to X. Tan et al. [22]. The
authors used a deep learning algorithm for attack classification,
the accuracy score of proposed work was enhanced by 3.73%.
In [23], authors employed a reinforcement learning method
with SDN, and our model obtained a greater accuracy result.
Authors in [24] applied the DNN technique to a healthcare
dataset, however, no explanation of the detection method was
provided. In [11] used auto encoder with DNN technique. Our
proposed work improved the accuracy rate by 5.27%. Authors
in [25] used an XAI-based light gradient boosting classifier,
and the proposed work achieved 95.00%. Authors in [10]
utilized neural network ensemble techniques, and our proposed
work enhanced accuracy rate by 4.07%. The proposed work
was compared to state-of-the-art approaches in Table III.

VI. CONCLUSION

The proposed intelligent and explainable IDS for resource-
constrained IoMT represents a significant advancement in

healthcare cybersecurity. By incorporating innovative tech-
niques such as Particle Swarm Optimization (PSO) for feature
engineering, a diverse ensemble of machine learning and deep
learning models for attack detection, and the SHAP framework
for interpretation, we have created a comprehensive and robust
IDS solution. Deployed as a SaaS on edge computing infras-
tructure, our system not only addresses the resource limitations
of IoMT devices but also ensures real-time, scalable, and
efficient intrusion detection. This approach not only safeguards
patient data and device integrity but also enhances trust in the
healthcare ecosystem. The fusion of intelligence, efficiency,
and explainability positions our IDS as a vital tool for securing
the evolving landscape of healthcare technology, ultimately
contributing to improved patient care and safety in the digital
age. We tested and analyzed the proposed model using a
recent real-time healthcare dataset for the detection system.
The experimental evaluation demonstrates PSO-DT model
outperformed other learning models with an accuracy rate of
96.57%, a precision rate of 97.78%, a recall rate of 98.26%,
and an F1-score rate of 98.02%. In the future, the proposed
method will be applied to solve a multi-class classification
problem.
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