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The information technology industry constantly evolves, bringing new challenges related to 

secure software development. Organizations are faced with increasing regulations with 

which they must comply. The most common way to comply with security regulations is by 

adhering to industry-common security standards. However, following and monitoring the 

compliance of different security standards during development could be more convenient. 

So, having a sufficient way to monitor and guide the secure development processes is 

needed. 

In this thesis, a unified security framework that combines OWASP ASVS requirements and 

CIS Control with the organization's software development lifecycle was designed. By 

utilizing the framework, organizations can monitor and manage the implementation of the 

proper secure development practices and configuration hardenings during each phase of the 

software lifecycle. The framework was created for Evitec Solutions and designed to be 

integrated into their internal SDLC in the future. A design science research and literature 

review were used to design and develop the framework. The framework was demonstrated 

and evaluated using semi-structured interviews with industry experts who analyzed the 

framework.  

The findings show that integrating the security standards into SDLC offers multiple benefits 

for organizations, such as enhanced security requirement monitoring, streamlined sale 

processes, and a heightened understanding of secure software development practices. The 

standards used in the framework were deemed suitable for complying with the security 

requirements of the finance industry. No actual integration to the existing project was done, 

so analyzing the framework's usage could be researched further in an actual setting. 
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Tietotekniikkateollisuus kehittyy jatkuvasti ja tuoden uusia haasteita turvalliseen 

ohjelmistokehitykseen. Organisaatiot kohtaavat yhä enemmän säännöksiä, joita niiden on 

noudatettava. Yleisin tapa noudattaa turvallisuusmääräyksiä on seurata alan yleisiä 

turvallisuusstandardeja, mutta niiden seuranta kehitystyön aikana on kuitenkin työlästä. 

Näin ollen tarvitaan riittävä tapa valvoa ja ohjata turvallisia kehitysprosesseja.  

Tässä opinnäytetyössä suunniteltiin yhtenäinen tietoturvakehys, joka yhdistää OWASP 

ASVS -vaatimukset ja CIS Controlit organisaation ohjelmistokehityksen elinkaareen. 

Kehystä hyödyntämällä organisaatiot voivat valvoa ja hallita turvallisten 

kehityskäytäntöjen ja konfigurointien toteutumista ohjelmiston elinkaaren jokaisessa 

vaiheessa. Kehys luotiin Evitec Solutionsille ja se suunniteltiin integroitavaksi heidän 

sisäiseen ohjelmistokehityksensä elinkaareen tulevaisuudessa. Viitekehyksen 

suunnittelussa ja kehittämisessä käytettiin muotoilutieteen tutkimusta ja 

kirjallisuuskatsausta. Viitekehyksen demonstraatio ja analysointi toteutettiin alan 

asiantuntijoiden puolistrukturoituja haastattelujen avulla.  

Tulokset osoittavat, että tietoturvastandardien integroiminen ohjelmistokehityksen 

elinkaareen tarjoaa organisaatioille monia etuja, kuten tehostetun tietoturvavaatimusten 

seurannan, virtaviivaistetummat myyntiprosessit ja henkilöstön tietoturva ymmärryksen 

kasvun. Viitekehyksessä käytettyjen standardien katsottiin soveltuvan täyttämään 

finanssialan turvallisuusvaatimukset. Varsinaista integrointia olemassa olevaan projektiin 

ei tehty, joten viitekehyksen käytön analysointia voitaisiin tutkia tarkemmin todellisessa 

ympäristössä tulevaisuudessa.  
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1  Introduction 

The cybersecurity landscape of information technology (IT) solutions is constantly evolving, 

and organizations face the considerable challenge of following and adhering to multiple 

security standards and regulations. Compliance with the requirements can come from the 

customers or even global regulations like the European Union’s (EU) General Data 

Protection Regulation (GDPR). The consequences for organizations that do not follow the 

correct regulations can be catastrophic. These consequences can be minor fines or penalties, 

damage to the organization’s reputation, or even more drastically, such as prison time in the 

worst case (Gowsika, 2024). Compliance with the region and country-wide regulations is 

mandated by law and thus should always be complied with. Although not strictly mandated 

by law, the different security standards help alleviate compliance with the regulations. 

(Sgobba, 2022) Security frameworks and standards are also essential as they offer a good 

starting point for creating information security management processes, policies, and other 

activities that positively affect the organization (Kirvan, 2023). 

However, complying with and implementing each security standard and guidelines can 

become cumbersome. Most of the more common standards overlap quite a lot. As there are 

myriad different security standards, organizations can only follow some of them, so they 

usually try to adhere to only a few. Selecting and following chosen standards affects all 

aspects of organizations’ software development, from design to maintenance. Implementing 

these standards and guidelines should be as streamlined as possible so they can be correctly 

implemented for the organization's software development life cycle. This is why a unified 

framework that combines multiple different standards into one is essential, as it streamlines 

the security planning process for organizations throughout the whole life cycle of the 

software.  

Most of the common security standards can already be mapped to others. However, there is 

still a need for suitable mapping for application-level frameworks, like Open Web 

Application Security Project® (OWASP) Application Security Verification Standard 

(ASVS), and organization standards like ISO 27001; NIST 800-53, and Center of Internet 

Security (CIS) Critical Security Controls (CSC). Thus, the main goal of this thesis is to 

combine application-level security guidelines with infrastructure-level standards into one 
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unified framework to find out how they are linked and can be used in the software 

development life cycle (SDLC) of organizations. Then, based on the framework, it is 

possible to direct the development process to utilize proper security controls and guidelines 

in each development phase. So, ultimately, the framework would work as a checklist and 

guidance for the required parties to know which controls and hardenings must be added to 

the software and the environment to comply with the standards in each development phase.  

The motivation of the thesis was also that there is no existing common software security 

framework that combines security standards with different stages of software development 

that organizations could utilize in their processes. Different standards offer instructions for 

implementation and interconnectedness to other standards. Still, there needs to be guidance 

for how they should be integrated into processes during software development, which leads 

to the ultimate solution to developing the previously mentioned framework. At the same 

time, more evaluation can be done on how well the standards chosen for the framework align 

with the industry's requirements. 

1.1  Goals and delimitation 

As mentioned earlier, this thesis aims to develop a technical security framework that 

integrates application-level security guidelines with broader infrastructure-level standards 

into a unified framework that can be used in organizations' SLDCs. Thus, this framework 

would address the challenge of utilizing different security standards during the software life 

cycle, from the requirements phase to the maintenance phase. The proposed framework can 

be used as a guideline when evaluating which controls and actions are needed for different 

applications based on the security criticality of each software development phase. This 

means that security personnel can use the framework as a building block to configure needed 

controls and policies for environments, and developers can use it as a guide in software 

development. The second goal is to analyze how well the guidelines in the proposed 

framework align with the security requirements of the IT finance industry and how different 

security standards used in other contexts can be mapped together. This would offer valuable 

insights into how different security guidelines can be unified to meet the industry-specific 

needs of organizations. The thesis topic is also relevant, as cyber incidents are the most 

critical business risk globally (GmbH, 2024). 
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The research also aims to map the different frameworks intended for other use cases. The 

planned framework would need to offer guidelines for the infrastructure and enterprise 

requirements and align these needs with the security criticality of applications. So, the 

interest is to find out how well these guidelines and standards align and how much mapping 

can be done.  

The framework should be cross-compatible with other standards, meaning new standards 

and policies could be added. The framework development is built upon the specific 

organization's requirements and industry guidelines, and thus, it will be mapped to the 

organization's software development life cycle framework. The framework's evaluation will 

be based on the industry's security standards, previous scientific research, and how well it 

fills the organization's needs. 

As the topic of software and cyber security is enormous and different organizations create 

various standards and guidelines, some delimitations are needed to keep the scope of the 

thesis reasonable. So, the delimitations of the thesis are as follows: Only a technical 

framework will be developed; no actual implementation will be done in the production 

setting. Thus, evaluation of the artifact will be done only textually rather than by analyzing 

the implementation of it in an actual setting. Also, all the guidelines and controls mapped 

and mentioned in the framework might only be suitable for some application delivery 

models. Only two specific security standards set by the company are used in the framework 

to limit the framework's complexity. 

1.2  Practical implementation 

The practical implementation of the thesis is done for Evitec Solutions Oy, a software 

company that offers software solutions and consulting services for the finance sector (Evitec 

Solutions, 2024). The framework is designed for the company's internal use as its 

information security management system and software development life cycle (SDLC) 

documentation, and the current iteration will not be used as a selling point for potential 

customers. It will guide their overall software development and be part of the organization's 

software development handbook. Thus, the proposed framework will be used in every 

application the organization makes in the future. The created framework can also be applied 

to the client interface, but that is not part of this thesis. No actual implementation of the 
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framework will be done, but it will be evaluated by suitable organizational personnel based 

on its usefulness. 

Based on the organization’s needs, the proposed framework must align with the 

organization’s existing software and cybersecurity guidelines. Thus, OWASP ASVS and 

CIS Controls are used in the proposed security framework and will be mapped to the 

organization's internal SDLC. From the multitude of different security standards and 

guidelines, CIS and OWASP ASVS were also chosen due to their popularity in Europe, 

especially in the finance sector, and the organization's need for those standards.  OWASP 

guidelines are mainly the ones that customers in Finland's fintech industry usually want 

partners to comply with in their software development. Security standards by the National 

Institute of Standards and Technology (NIST) offer similar guidelines. Still, they are more 

commonly used in the United States, and many of their standards are commissioned by the 

government of the United States (Force, 2020). However, it should be stated that most 

organizations that utilize the NIST Cybersecurity Framework also comply with the CIS 

Controls and can use them cooperatively (Center for Internet Security, 2024a). 

1.3  Research questions  

The thesis will try to answer two research questions (RQ). The first research question is 

introduced, and its importance to the thesis is discussed.  

RQ1: How can a security framework that integrates application-level security guidelines and 

infrastructure-level standards with the organization's SDLC be developed? 

The standards planned for use in the framework are intended for different use cases. One is 

for application security guidelines, and the other is for infrastructure-level controls. Thus, it 

is essential to discover the fundamental similarities of the two and how they integrate into 

an organization's SDLC, as otherwise, implementing the framework becomes cumbersome. 

It is also essential to figure out how the organization can utilize this framework and what 

benefits it can bring to the overall security landscape.  

RQ2: How well do the guidelines of the proposed framework consider the particular security 

requirements of the IT finance industry? 
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When developing software in the finance sector, organizations must comply with many 

different regulations and requirements. Evaluating how the framework aligns with these is 

essential for its success. This can also reveal deficiencies in the standards used in the 

framework and indicate how these standards come off the common security standards and 

comply with the demands of the industry. Also, given the sensitivity of financial data and 

the regulatory environment, understanding how well a proposed framework caters to these 

specific requirements is crucial. 

1.4  Thesis structure 

This thesis has seven chapters. The thesis structure will follow the typical structure of design 

science research. The first chapter introduces the topic, thesis goals, delimitation, and 

practical implementation. The second chapter is the literature review of the existing research 

on different security controls, application standards, and security framework development. 

Also, in the second chapter, key terminology is discussed. The third chapter will discuss the 

research method used in the thesis. The most suitable approach to the artifact is chosen based 

on the related research and the organization's requirements. In the fourth chapter, the created 

artifact is designed and explained. The fifth chapter is for the demonstration of the artifact 

and evaluation of the result. The sixth chapter discusses the findings based on the artifact, 

and research questions are answered based on the findings. The chapter also discusses the 

limitations of the thesis and future research areas. In the final chapter, conclusions about the 

thesis are made. 
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2  Related research 

This chapter discussed related research about software security and different security 

controls and application standards. For the planned artifact, it is essential to know how the 

mapping of security standards has been done before. Also, more discussion about the key 

terminology for the artifact is needed to understand it. This chapter is divided into three 

sections: the literature review about the security standards and security framework 

development, the software development life cycle, and the key concepts for the framework. 

2.1  Key concepts 

This chapter discusses the framework's terminology and critical concepts for the artifact. It 

is divided into two sub-chapters, each discussing each idea more thoroughly. The main topics 

are Center for Internet Security (CIS) Controls and OWASP Application Security 

Verification Standard (ASVS).  

2.1.1  Center for Internet Security (CIS) Controls 

CIS controls are among the most common security frameworks used in the IT industry 

(Kirvan, 2023; Ryerse, 2023; Bonnie, 2024). It is a list of critical security controls made by 

the Center for Internet Security. These controls are a “prescriptive, prioritized, and simplified 

set of best practices that you can use to strengthen your cybersecurity posture.” (Center for 

Internet Security, 2021, p. 2) They can be used to comply with different industry regulations 

and simplify the threat protection of the software (Center for Internet Security, 2021, p. 4).  

They are meant to be the baseline for organizational security and help them prioritize their 

security focus for the most critical aspects of the security field (Center for Internet Security, 

2024a). 

The latest version, when this thesis was written, is the 8th iteration of the controls. There are 

18 different controls in the latest version, each focusing on other areas of the application 

security. The controls are divided into three implementation groups (IG1, IG2, and IG3), and 

these groups can be linked to organizations' size and security expertise. Each implementation 
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group builds up from the previous one, meaning that IG3 includes all of the CIS safeguards 

in IG1 and IG2. It is up to the enterprise to follow the chosen implementation group. Figure 

1 below shows the basic logic of the implementation groups. (Center for Internet Security, 

2021) 

 

 

Figure 1. CIS Controls implementation groups (Center for Internet Security, 2021) 

IG1 is mainly for small to medium-sized enterprises with limited information technology 

(IT) and cybersecurity expertise. The safeguards mentioned in this group are meant for the 

protection of “general non-targeted attacks,” and they are “designed to work with small or 

home office commercial off-the-shelf (COTS) hardware and software.” (Center for Internet 

Security, 2021, p. 6) 

IG2 is for larger enterprises with a department responsible for managing and protecting the 

organization's IT infrastructure. Safeguards in this group are meant to help the security 

department control the applications' increased operational complexity. Organizations may 

already have regulatory compliance needs in this group, which the added safeguards will 

help. (Center for Internet Security, 2021) 

IG3 is the final and the most extensive implementation group, which includes all CIS control 

safeguards. In this group, the organization has security experts in different areas of 

cybersecurity. These organizations have “data and assets that contain sensitive information 

and are subject to regulatory and compliance oversight.” The idea is that the larger the 

organization, the higher the implementation tier. (Center for Internet Security, 2021, p. 6) 
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These safeguards are categorized by asset type (Devices, Applications, Data, Networks, 

Users) and their security function (Identity, Respond, Detect, Protect, Recover). In total, 

there are 153 safeguards under all of the controls.  The asset type defines which asset is 

affected by the safeguard, and the security function category defines how implementing the 

safeguards will help improve the organization's overall security infrastructure. The 

safeguards in the framework are meant to offer guidelines covering many of the most 

common security areas like data protection, account management, access control, and 

application security. The safeguards are designed to be “highly defective defensive actions 

that provide a must-do, do-first starting point for enterprises.” (Center for Internet Security, 

2024a). For example, CIS 3.10 Encrypt Sensitive Data in Transit is part of the Data 

Protection safeguards, and to comply with it, organizations need to encrypt the sensitive data 

during transit using suitable transportation protocols like Transport Layer Security (TLS) 

and Open Secure Shell (OpenSSH). This safeguard is for IG levels 2 and 3 and is part of the 

Protect category. This means that most organizations should implement these safeguards in 

their development processes, which are intended to help protect and mitigate the risk from 

cyber-attacks. Below are all 18 different safeguards of the CIS Controls Version 8 (Center 

for Internet Security, 2021): 

1. Inventory and Control of Enterprise Assets 

2. Inventory and Control of Software Assets 

3. Data Protection 

4. Secure Configuration of Enterprise Assets and Software 

5. Account Management 

6. Access Control Management 

7. Continuous Vulnerability Management 

8. Audit Log Management 

9. Email and Web Browser Protections 

10. Malware Defenses 

11. Data Recovery 
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12. Network Infrastructure Management 

13. Network Monitoring and Defense 

14. Security Awareness and Skills Training 

15. Service Provider Management 

16. Application Software Security 

17. Incident Response Management 

18. Penetration Testing 

Compared to other common frameworks like NIST CSF or ISO 27001, CIS controls do not 

help address risk management or offer any guidelines for risk analysis. Instead, the primary 

function of the framework is to provide guidelines that can help organizations increase their 

technical infrastructure and, at the same time, reduce security risks. (Kirvan, 2023) CIS 

Foundation also offers ways for organizations to get certifications, which can provide 

credibility in worldwide negotiations (CIS Cert, 2024). The framework is also recognized 

by many authorities across the globe, like the U.S. Government in the National Institute of 

Standards and Technology (NIST), the European Telecommunications Standards Institute 

(ETSI), the National Governors Association (NGA), and the U.K. Centre for the Protection 

of National Infrastructure (CPNI) (Center for Internet Security, 2024a). 

Similarly to many other standards and frameworks, CIS controls can be used and mapped to 

industry standards like ISO 27000 series, NIST standards, and regulations like GDPR and 

FISMA (Center for Internet Security, 2024b). According to official CIS documentation, 

controls “are not a replacement for any existing regulatory, compliance, or authorization 

scheme,” so they are recommended to be used in conjunction with other standards (Center 

for Internet Security, 2024a). Some existing controls already apply to cloud environments 

like Azure, utilizing the CIS Microsoft Azure Foundations Benchmark mappings (Microsoft 

Learn, 2024). The different CIS benchmarks are meant to offer more detailed instructions 

and best practices for securely configuring different systems and environments (Center for 

Internet Security,  2024a). These benchmarks are also recognized by large organizations like 

Microsoft (Microsoft Learn, 2024).  



19 

 

2.1.2  OWASP Application Security Verification Standard (ASVS) 

The OWASP ASVS standard by the OWASP® Foundation is meant to help organizations 

develop and maintain secure applications  (OWASP ASVS, 2021, p. 11). The standard aims 

to “normalize the range in the coverage and level of rigor available in the market when 

performing web application security verification using a commercially workable open 

standard.” (OWASP ASVS, 2024). Its primary focus is defining the functional and non-

functional security controls used during web application design, development, and testing. 

The latest version of OWASP ASVS is the 4th iteration of the standard. Overall, there are 14 

different categories in the latest standard. (OWASP ASVS, 2021) 

 

 

Figure 2. OWASP ASVS categories (OWASP ASVS, 2021) 

The framework has three security verification levels, similar to the CIS Controls build-up 

from the previous one. Each level has its list of security requirements, which can be mapped 

to different software features and capabilities. It is up to the developer to implement these 

requirements in the application (OWASP ASVS, 2021).  Figure 2 shows a more detailed 

breakdown of the different areas. The standards comprise functions that make building, 

configuring, and deploying applications more secure. It also has contained processes for 

verification and assurance that the ASVS requirements are met. As seen in Figure 2, there 

are many common requirements across all of the ASVS levels. It is recommended that strong 

unit and integration testing be implemented at each level, and the new features should always 

be peer-reviewed.  

OWASP also recommends that dynamic application security testing (DAST) and static 

application security testing (SAST) be done to verify that the requirements have been met 

(OWASP ASVS, 2021).  According to Rangnau et al. (2020), the main focus of DAST is to 
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see how the application handles malicious requests when running in a test environment. 

DAST can be done using tools with access to the source code and tools that do not. 

Integration of SAST requires external tools that have access to the code base. According to 

Schreiber et al. (2021), a SAST tool scans the code base to identify vulnerabilities and 

security flaws while compiling the source code. A SAST tool can detect code smells, defects, 

or vulnerabilities in the source code (Schreiber et al., 2021). SAST and DAST tools are 

usually implemented directly in the CI/CD pipeline. (Rangnau et al., 2020; Schreiber et al., 

2021)  

Level 1 is the most basic and minimum level the application should be at. It covers 

vulnerabilities that are easy to discover, like in the OWASP Top 10 list.  For level 1, only a 

DAST tool can be used to verify that requirements have been fulfilled, as level 1 is entirely 

penetration testable, but for levels 2 and 3, a SAST tool is needed. (OWASP ASVS, 2021) 

Level 2 is the recommended level for most web applications, and following it, the application 

is defended against most of the significant risks it could have. According to OWASP ASVS 

documentation, it is “typically appropriate for applications that handle significant business-

to-business transactions, implement a business-critical or sensitive function, or process 

sensitive assets.” (OWASP ASVS, 2021, p. 10). From level 2 upwards, the code is no longer 

fully testable by penetration testing, which means verifying that the requirements have been 

fulfilled requires access to the source code, environmental configurations, and 

documentation. This means that levels 2 and level 3 need some hybrid review to verify the 

ASVS requirements. (OWASP ASVS, 2021) 

Level 3 is only for the most security-critical applications that contain highly sensitive data, 

which are utilized in high-value transactions or require the highest level of trust. 

Applications at this level require significant security verification levels, like medical 

industry applications. Based on the OWASP ASVS definition, an application achieves this 

level” if it defends against advanced application security vulnerabilities and also 

demonstrates good security design principles.” (OWASP ASVS, 2021, p. 10) 

There are also existing guidelines and cheat sheets that provide detailed instructions on 

implementing most of the requirements (OWASP Cheat Sheet Series, 2024). All security 

requirements in the ASVS documentation can be associated with specific security features 

and functions. Even though ASVS documentation contains existing levels for each 
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requirement, they mentioned that it can be tailored to the particular use cases of the project. 

This helps focus on each project and environment's most critical security requirements. 

(OWASP ASVS, 2021) The requirements in the ASVS document are each mapped to a 

specific Common Weakness Enumeration (CWE) or some of the NIST requirements. 

2.2  Software development lifecycle 

According to Shylesh (Shylesh, 2017), the software development lifecycle (SDLC) typically 

consists of six different phases: planning, defining, designing, building, testing, and 

deployment phase. However, with the rise of development operations (DevOps), a seventh 

phase, maintenance, can be added to the SDLC (Altvater, 2023). Due to the concurrency 

between the planning and defining phases, they are sometimes combined into one joint 

planning and requirement analysis phase (Almeida, 2023). Some of the phases in the SDLC 

have different names in some of the definitions, but the overall format is usually the same. 

Overall, the primary purpose of SDLC in each is to provide a complete plan for creating, 

planning, developing, and maintaining the software throughout its lifecycle to produce high-

quality software (Shylesh, 2017).  

Implementation of correct security controls and guidelines is critical in all phases of the 

software’s lifecycle. From the organization's perspective, mitigation of security-related 

issues is much less expensive during the first stages of the software lifecycle as many 

security-related problems are directly related to the design and architecture of the software. 

Also, the software becomes more secure, and it is easier to manage compliance with different 

industry regulations. (Freeman, 2022) In the following Figure 3, the main activities of the 

SDLC are shown:  
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Figure 3. Typical software development lifecycle (Altvater, 2023) 

 

The first phase is the planning phase, in which the main activities are to gather the client's 

business requirements and assess the software's feasibility from the economic, technical, and 

operational areas from the organization’s perspective. Also, quality assurance and risk 

management are planned during this phase. (Shylesh, 2017) After the planning, the 

requirements gathered are detailed and defined based on the analysis done in the planning 

phase. (Shylesh, 2017) After this phase, the organization should have software requirement 

specification (SRS) and formal requirements documentation. This document is then used in 

the design phase. (Lekh and Pooja, 2015) Khari et al. (2016) mentioned that security 

requirements should be considered during these two phases as well, and they should cover 

both the functional aspects of the software and the integrations of different components. 

They recommend that, in these phases, cases where the system becomes under attack should 

be considered. (Khari et al., 2016) 

Based on the SRS document, the leading architecture, database structure, and software 

interfaces are designed in the design phase. During this phase, many different architectural 

diagrams are created. Test cases are usually also planned during this phase. (Lekh and Pooja, 

2015) The main security-related activities in this phase are the identification and analysis of 

possible vulnerabilities (Khari et al., 2016)  
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After the software has been designed comes the development phase, where the actual coding 

of the software is done (Lekh and Pooja, 2015). In the development phase, all the defined 

requirements in the previous phases are implemented; thus, all the major security 

requirements should be documented before this phase. Nowadays, tests are usually written 

in conjunction with the development, meaning that unit testing is part of the development 

phase. Also, if the project utilizes a test-driven development (TDD) software model, the tests 

are written before the actual code is written. Depending on the organization, it is also typical 

to start documenting the development process. This documentation should include all 

information needed for the software's development, deployment, and configuration. For 

example, documentation could consist of definitions of all application programming 

interfaces (API) and their usage or documentation on the database structure of the software. 

After the software has been developed, it should be tested in the testing phase. The main aim 

of this phase is to test and verify that the software meets the requirements and that no bugs 

or defects are found. The defects and bugs found are fixed before the deployment phase. 

(Shylesh, 2017) The testing phase can include multiple types of testing, such as unit and 

integration. In the unit testing, the single component of the software is tested, and in the 

integration testing, different components are tested together. (Lekh and Pooja, 2015) It is 

widespread to use test automation for the unit and integration test. Khari et al. (2016) 

mentioned that security testing should include testing the attack patterns and threat models. 

Dynamic application security testing (DAST) and penetration testing are also recommended 

during this phase (Khari et al., 2016). 

After the testing phase has been accepted, the software goes to the deployment phase, which 

is deployed to the production environment (Shylesh, 2017). The deployment phase 

commonly includes the acceptance process, deployment creation, and the creation of the 

recovery plan. Also, with the continuous rise of cloud computing, automated installations of 

the latest software to the production environment have become more common, which is also 

part of the deployment phase. The maintenance phase is the last, usually the longest, phase 

during the software's SDLC, as it covers the entire time between deployment and its end of 

use. This is an ongoing process after deployment where bugs, defects, and security issues 

are fixed if they arise. (Github Resources, 2024) 

There are many SDLC models: waterfall, iterative, spiral process, agile, V-shaped, and 

prototype (Almeida, 2023).  Each of these models has adopted the formal definition of SDLC 



24 

 

differently. The most commonly recognized modes from these are the traditional waterfall, 

agile, and iterative models. The waterfall model is the first SDLC invented, and it follows a 

waterfall approach, meaning that there is a concurrent order of the phases and no overlap. 

This also means that the next phase can only begin after the previous one has finished. The 

waterfall model has the same SDLC phases, as seen in Figure 3. According to Shylesh 

(2017), one major disadvantage of the waterfall model is its inflexibility to the changing 

requirements, which limits its usage to only specific projects where all requirements are 

known at the beginning of the project. (Shylesh, 2017) Alshamrani and Bahattab (2015) 

mentioned that the most suitable projects for the waterfall model are the ones in which 

quality control is a significant concern, as in the waterfall model, much documentation and 

planning is done before development. 

The iterative model functions similarly to the waterfall model, except after the testing phase, 

the process goes back to the planning phase, and the software is improved based on the new 

knowledge and as the requirements become more apparent. In the iterative model, the 

requirements might not all be known at the beginning of the project, and thus, the project 

begins with only a small set of requirements. (Shylesh, 2017) 

The agile model has gained traction in the field due to the rise of different agile 

methodologies like Scrum and Kanban. The agile model is an iterative approach where 

different SDLC phases are done multiple times during the project. It follows a similar 

structure as in Figure 3, except it does not contain the maintenance phase of the regular 

SDLC during each iteration. This means that after each iteration, working software is built 

and delivered. After the application is ready and deployed to the production environment, 

the maintenance phase is added to the SDLC of the agile model. (Tutorialspoint, 2024)  

Nowadays, many development teams have integrated development and operations (DevOps) 

practices into agile model phases. According to Mohan and Othmane (2016), the utilization 

of DevOps means that operations and development teams work together to improve the 

performance development processes. Utilization of DevOps typically merges development, 

testing, and deployment phases into one coherent cycle in the agile model. The most 

common practices adopted are automation tools, which help in continuous 

integration/continuous delivery (CI/CD), and automated testing. Mohan and Othmane 

(2016) also found that integration of secure DevOps processes can affect organizations in 

many ways, such as having automated testing, deployment, and monitoring processes, all of 
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which positively affect the security of the software. Although it can oppose the compliance 

of some security requirements, the significant concerns are mainly the lack of audits and 

reviews and unclear access control for sensitive data. (Mohan and Othmane, 2016) 

Integrating secure software development into the SDLC is essential to comply with industry 

standards. Ardo et al. (2022) especially mention that it is a top priority for software 

developers in highly regulated industries, such as fintech or medicine, to understand good 

and secure development practices. They also found that many organizations have mandates 

in their organizational policy that developers should be trained on the latest security updates. 

The same study discussed that this more mandatory training usually came from the 

requirements to adhere to common industry security standards such as ISO 27000 series. 

Also, their research identified six different security practices, each closely related to modern 

processes in the agile development models. However, they also discovered that only security 

specialists focus on these aspects of their day-to-day work. Thus, secure practices should be 

more efficiently integrated into agile software development. (Ardo et al., 2022) 

2.3  Related security research and standards 

2.3.1  Security standards 

Much research has been done about the different software security standards and their 

utilization. Ramirez et al. (2020) compared different software security development 

standards. Their paper focused on surveying and comparing different popular industry 

security standards to find out which standards, like Common Criteria and OWASP ASVS, 

can be used during the application's development life cycle and how. Their research found 

that individual security standards might not cover all the security requirements for secure 

software development. So, the organization should implement multiple standards and 

guidelines rather than rely on a single standard to ensure compliance with regulations or 

certification requirements for secure software applications. (Ramirez et al., 2020) 

In his paper, Roy (2020) compared the ISO 27001 information security standard and the 

National Institute of Standards and Technology (NIST) Cyber Security Framework (CSF) 

on a high level. Their main goal was to find out the advantages and disadvantages of both 

frameworks and figure out a way for organizations to select appropriate frameworks based 
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on their needs. Discussion was also made about mapping other frameworks and guidelines, 

like CIS Top-20, to each other. The main findings of the research were that CSF and ISO 

27001 are suitable for different kinds of organizations, CSF for tech companies, and ISO 

27001 for commercial companies due to the emphasis on other attributes or security. For 

example, CSF is more “suitable for implementing controls scheme” while ISO 27001 gives 

more precise, detailed instructions. However, to get the most optimal result, companies 

should not just choose one over the other but use a combination of different standards. 

According to Roy (2020), this allows organizations to be better prepared for unforeseen 

events. So, companies should use ISO 27001 to implement their information security 

management system (ISMS) and use CFS for mapping safeguards. (Roy, 2020) 

In previous scientific research, applying application-level standards in evaluating application 

compliance has been quite common. OWASP ASVS especially seemed to be deemed as the 

most common standard applying application-level standards and was mentioned or used by 

almost all of the scholars in their studies. In their research, Sönmez (2019) focused on 

discovering recurring features of enterprise web applications that can be assessed for 

compliance against OWASP ASVS. They recommend that organizations follow the 

requirements using a checklist and change the OWASP requirements to fit their needs. Also, 

some parts of the requirements can overlap. The study's findings can be used as a set of 

instructions for decision-makers, as well as help evaluate application security and help 

developers in various areas such as environment setup, architecture design, and technology 

selection. Although the web application was written in Java, some information could be used 

more broadly. (Sönmez, 2019) 

A minimal amount of research has been done on using CIS Controls. In their study, Gros 

(2020) took a more critical approach to assess the CIS Controls. They did not analyze any 

of the specific technical aspects of different controls but more about the various claims made 

by CIS and the validity of these claims. Their research gave ideas on how different control 

shortcomings could be improved, which could be relevant to the planned framework. They 

also mentioned that the larger the organization, “the more planning and prioritization is 

needed when making risk assessments” for application. They said that risk assessment is 

always context-dependent and that each control should always be adjusted to the specific 

environment and not just trust the risk assessment made by CIS.  The same article discussed 

some problems related to the controls. Their research showed that more scientific analysis 
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should be done about the controls so they can be evaluated and validated by an impartial 

third party. All of these aspects should be taken into consideration when designing the 

artifact. (Gros, 2020) 

2.3.2  Framework development 

In their research, Dutta and Al-Shaer (2019) developed an automated decision-making 

framework model that can use optimization methods for choosing the most economical CIS 

Critical Security Controls for the best risk reduction strategy that considers acceptable 

residual risk, cost, and usability limitations. The main goal behind the new framework was 

to ease the deployment of all security controls, as integrating all of the safeguards can be 

“economically infeasible due to constraints such as limited budget and business policies.” 

Their model showed good performance for larger enterprises and can even be improved 

using machine learning algorithms. This indicates that CIS controls can be utilized in a larger 

organizational setting in a risk-efficient manner. (Dutta and Al-Shaer, 2019) 

There has also been some previous research about developing security analysis models based 

on the existing guidelines and standards. Wen and Katt (2023) united the OWASP ASVS 

into a structural and analyzable model to evaluate the security levels of web applications 

while also giving an insight into the strengths and weaknesses of the analyzed applications. 

According to them, “raw data obtained from ASVS alone is relatively challenging to process 

and analyze,” which is why this new model was needed. By utilizing the proposed model 

methods, organizations can enhance their understanding of the security posture of the 

relevant system and thus make more informed decisions. Thus, using their model, OWASP 

ASVS requirements are more thoroughly addressed and, at the same time, provide a 

comprehensive perspective of system security. (Wen and Katt, 2023) 

Similarly, in their case study of the financial sector services in Singapore, Tan et al. (2021) 

developed a systematic approach to map OWASP ASVS security controls to Monetary 

Authority of Singapore (MAS) — the Technology Risk Management (TRM) guidelines and 

Notice 655 Cyber Hygiene. They chose OWASP ASVS as it is a commonly used standard 

that aligns with other common security standards. They also wanted to “investigate how 

adopting international security standards can help organizations comply with regulations.” 

Their study showed that by adopting ASVS to development workflow, companies could 
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have a “high degree of regulatory compliance.” The most significant challenge in 

compliance with regulations is how the organizations interpret them, as they are usually quite 

broad. Also, they mentioned that in the finance sector, specifically, organizations need to 

comply with many different regulations, some of which overlap. Thus, having a universal 

framework would be ideal. Their research is essential as it demonstrates that broader 

international security standards like OWASP ASVS could be used with other sector-specific 

standards. Creating their mapping of different standards could help organizations follow the 

compliances set for them by various regulations, which is the purpose of this thesis. (Tan et 

al., 2021) 

There are also some cases where multiple security standards have been mapped together to 

provide a more unified framework. Tissir et al. (2021) designed a framework for managing 

and preventing cybersecurity risks in cloud computing. Their framework was built upon 

multiple common industry standards and guidelines, such as ISO 27001 and NIST CSF. 

Their framework consists of 21 steps, providing organizations with a clear roadmap for 

implementing cybersecurity, which should be considered when considering cloud 

specifications. They integrated another cyber security model, CSCMM, into their framework 

to enrich it. This way, their framework can evaluate the organization's maturity level 

regarding its cyber security and cloud computing issues. Their framework only offers a 

roadmap of steps for managing cloud security. Still, they must provide direct instructions on 

implementing the standards in the cloud environment. (Tissir et al., 2021) 

Raturi et al. (2022) also designed their security framework for cloud-based IT systems. Their 

framework, “the Cloud-based IT Systems Security Risk Assessment & Mitigation Framework 

(CISSRAMF)”, encompasses the entire SDLC of an application. The framework utilized 

common information and cybersecurity standards like ISO 27001, NIST SP 800-53, and 

OWASP ASVS. The main reason for this kind of framework was that incorporating security 

measures into a fully developed IT system after the fact can be challenging and expensive, 

so cloud systems should utilize some framework from the beginning. The designed 

framework was applied to a cloud-based IT system, and it produces specific and verifiable 

steps that can be taken to integrate security into cloud applications. The framework is just a 

manual with no automation to cloud environments. These previous studies clearly show that 

multiple security standards can mapped together even in the cloud context. (Raturi et al., 

2022) 
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On the other hand, Al-Safwani et al. (2018) developed “an information security control 

prioritization (ISCP) model that can be utilized to identify the critical vulnerable controls 

based on various assessment criteria”. The model used the “Technique for Order 

Performance by Similarity to the Ideal Solution” method. The proposed model could then 

be used to “reduce the extensive use of resources in terms of cost and time and to optimize 

control assessment” and help organizations select and implement security controls based on 

their needs. Their model enhances the risk assessment process, helps organizations evaluate 

information security control more accurately, and helps find the most essential critical 

vulnerable controls. (Al-Safwani et al., 2018) 
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3  Research method 

In this chapter, the chosen research method is examined in more detail. First, it is generally 

introduced, and then a more detailed explanation of its application to the thesis is discussed.  

3.1  Design science research  

The thesis aims to develop a framework that can be used as a software security guideline for 

the entire software development lifecycle. The chosen research method is design science 

research (DSR). Brocke et al. (2020) defined design science research as a problem-solving 

paradigm that enhances knowledge through artifacts to solve real-world problems.  

The basic premise of all design science definitions is that design science research is built 

upon artifacts. According to Peffers et al. (2007), artifacts in design science research “can 

be any designed object in which a research contribution is embedded in the design,” like new 

models, methods, or physical constructs. Artifact development should be based on existing 

theories and knowledge about the problem domain. (Peffers et al., 2007) 

For DSR, evaluating design outputs is crucial and can be closely associated with the artifact's 

design (Venable et al., 2016). In DSR, the assessment of the artifact is not only done in the 

context of the environment, but the evaluation must also consider the artifact's design and 

contribution to new knowledge. So, the DRS aims to ensure that the artifact contributes more 

significantly to the scientific knowledge base. (Hevner, 2007) 

In their study, Peffers et al. (2007) combined these different definitions of DSR into one 

standard framework, which can be used as a guideline for future DSR. Their methodology 

is known as Design Science Research Methodology (DSRM). This thesis will follow the 

structure depicted by the methodology of Peffers et al. (2007), which consists of the 

following six core activities:  

1. Problem identification and motivation of the research 

2. Define the objectives for a solution 

3. Design and development of the artifact 



31 

 

4. Demonstration of the artefact 

5. Evaluation of the artifact 

6. Communication 

The first activity defines the research problem and justifies the value the solution will 

produce. In the second activity, the broader objectives of the planned artifact will be 

described in more detail.  After this, the artifact is designed and created with the desired 

functionality. In the fourth activity, a demonstration of the artifact is done. The idea is to 

demonstrate how the created artifact solves the problem defined in the first activity. 

Demonstration can be experimentation, simulation, or even a case study. After the 

demonstration, the artifact is evaluated based on how well it solves the defined problem. 

Finally, the entire process and results are communicated to related audiences. (Peffers et al., 

2007) 

Even though DSRM has the six activities mentioned earlier, researchers need to follow the 

fixed order of activities so that the entry to the research can start from any of the first four 

activities based on the research context. These entry points are essential for the research as 

they help structure the whole research process as well as help evaluate the artifact. Also, 

design science is an iterative process, meaning that each activity can be refined and changed 

multiple times during the research. In design science research, there are four different 

possible research entry points. (Peffers et al., 2007) 

- Problem-centered initiation 

- Object-centered solution 

- Design & development centered initiation 

- Client/Context Initiated 

Problem-centered initiation is the primary way to design scientific research, and it starts from 

the first activity based on the observation of the problem. Object-centered, on the other hand, 

starts from the second activity, commonly based on industry or research needs where an 

artifact is required. Design and development-initiated research begins from the third activity, 

focusing on the artifact design and the problem domain. Lastly, the client/context-initiated 
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research starts with the fourth activity and usually begins with observing a practical existing 

solution. (Peffers et al., 2007) 

The need for the planned security framework came from the needs of Evitec Solutions Oy, 

which is why the most suitable entry point is the object-centered solution. There are multiple 

artifact types, all suitable for DSR. Peffers et al. (2012) identified six different artifact types 

in their paper, which can be seen in Table 1 below: 

Table 1. Different artifact types (Peffers et al., 2012) 

Type Description 

Model A simplified representation of reality helps to understand how a concept 

works (Peffers et al., 2012) 

Framework A basic conceptual structure that can be used to plan and decide on 

something (Cambridge Dictionary, 2024) 

Algorithm A set of formal logical instructions that describe a particular process 

(Peffers et al., 2012) 

Instantiation Actual hardware or software implementation (Peffers et al., 2012) 

Method Offers actionable instructions that can be used to implement a 

phenomenon practically (Peffers et al., 2012) 

Construct Concept, which has been developed based on a set of other ideas and 

statements  

 

From the different types, the most suitable artifact type for the thesis is a framework (i.e., a 

meta-model). The concept of a framework is also that it can be customized to specific needs, 

which is essential for the designed artifact. (Manaher, 2023)  

Peffers et al. (2012) also offered different evaluation methods for the design of science 

artifacts. DSR evaluation methods include prototypes, case studies, illustrative scenarios, 

logical arguments, expert evaluations, or experiments. From these, expert evaluation was 

considered the most suitable method for evaluating the artifact for this thesis. According to 

Peffers et al. (2012), in the expert evaluation, one or more experts in their field assess the 

artifact based on their knowledge and expertise. This means that these professionals analyze 

the designed framework based on its compliance with the requirements and try to identify 
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potential issues. The assessment of the artifact should be done ex-post, meaning that experts 

evaluate the artifact after it has been constructed.   

3.2  Application of the research methodology 

This chapter discusses the application of the research method to the thesis case. As 

mentioned in the previous chapter, the entry point for the artifact was the object-centered 

solution. The main requirements and objectives of the framework were briefly discussed in 

Chapter 1.2, but they are more detailed and discussed in Chapter 4. A more detailed 

discussion about the design and development of the artifact will also be provided in Chapter 

4. It was not feasible to demonstrate the use of the artifact to solve the research problem in 

a real-world context. Thus, the problem-solving will be demonstrated using semi-structured 

interviews in which industry experts from the organization will give their opinions on the 

framework. Based on the answers to the interviews, the feasibility of the framework can be 

evaluated to see if the problem is defined using the artifact. Also, interviews are used to 

assess the artifact. The artifact is also evaluated based on the standards used in the framework 

and their compliance with the most common industry guidelines in Europe. The common 

guidelines are from the European Banking Authority's information and communication 

technology (ICT) instructions and security risk management documentation. The knowledge 

gathered from the interviews is also used to iterate back on the design and improve the 

created framework if needed.  Next, the interview process is discussed in more detail. 

As the chosen evaluation method for the thesis was expert evaluation, it was crucial to get 

industry experts' opinions from the framework. According to Kallio et al. (2016), semi-

structured interviews are suitable when “studying the perception and opinions of people.” 

The evaluation's main idea is to build upon the opinions of industry standards in the 

organization and the relevant scientific articles. Thus, the semi-structured interview was the 

most suitable method for gathering relevant data from industry experts. Although there are 

many guidelines for semi-structured interviews, in this case, the guidelines from Kallio et 

al. (2016) article were followed. 

A semi-structured interview is a mix of structured and unstructured interviews. The 

questions in the interview are usually open-ended, which leads to more open-ended 
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discussions. Also, the order of questions and number of questions is not set in stone, and the 

interviewer can ask additional questions from the interviewees. (George, 2022) 

Usually, semi-structured interviews are 30-60 minutes (Heath, 2023). Because of the nature 

of the thesis, 45 minutes was chosen as a suitable time to get all relevant data from the 

participants. It was also recommended that the interviews should be recorded (Office for 

Health Improvement and Disparities, 2020). Also, because of the distance, every interview 

meeting was held online. A suitable amount of people for the interviews is 9 to 17. (Hennink 

and Kaiser, 2022) However, due to the limitations of the available industry experts from the 

organization, only three persons were interviewed. The Kallio et al. (2016) article mentioned 

that the starting questions should start with words like “what, who, where, when, or how.” 

This format was used in most of the interview questions. Due to interviews being in different 

languages, the questions asked in the interview might not precisely match the questions 

mentioned in Table 2 but are contextually the same. There are no set guidelines for the 

number of questions in the semi-structured interviews; thus, it is up to the interviewer to 

choose the correct amount. 8-10 questions were found suitable for this particular case. The 

questions for the interviews are in the following Table 2: 

Table 2. Interview Questions 

ID Description 

IQ1 How often do you need to think about the security requirements of the software in 

your work? 

IQ2 Based on your experience, how has security requirement integration been 

monitored and managed in the projects you have worked on? 

IQ3 What significant challenges have you faced in ensuring compliance with security 

standards throughout the development process? How have you addressed them? 

IQ4 Have you encountered situations where a standardized security framework, like 

the one designed, could have been beneficial in past projects? If so, how? 

IQ5 What are your thoughts on the usability and practicality of implementing the 

proposed security framework? 

IQ6 How do you think the proposed security framework improves the security of the 

software products and the organization's regulatory compliance? 

IQ7 How suitable are the selected security standards for the financial industry? 
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IQ8 What are the significant benefits of integrating the CIS Controls and OWASP 

ASVS into the organization's SDLC? 

IQ9 Are there any areas of the framework that need further refinement, and what 

suggestions do you have to improve its effectiveness and usability? 

 

As the designed framework was to be integrated into the SDLC of the company to get the 

most suitable answers from the interview, the participants needed to be someone who needs 

to think about the security requirements of the software in their work in all phases of the life 

cycle of the software. This limited the participants to project managers or system architects 

as they are commonly part of each phase of software development, from requirements 

gathering to software maintenance. The interest was in integrating the framework into the 

overall development process, and how it would fit the fintech security requirements, so three 

software architects from the company were chosen. Architects could give more detailed 

opinions about the actual usage of the framework than the project managers, and architects 

have more hands-on experience in the development phase of the software. They are also the 

most integral part of the architecture design and deployment of the software. Also, as shown 

by Ardo et al. (2022) in their Practice-Based Agile Process Model, most of the 26 security 

practices they identified fall under the job description of the software architect in some way. 

Especially if the team still does not have individual security specialists. 

The questions for the interview were divided into two sections: guiding questions and target 

questions. This made it easier to get participants to ponder current security practices in their 

projects and bring up ideas of the applicability of the designed framework. It should be noted 

that all of the answers are based on first-hand experience with the framework, and opinions 

and evaluations could only be done using assumptions as no actual integration of the 

framework into the real project could be done. Deductive thematic analysis will be done to 

analyze the results of the interviews. Thematic analysis in the context of the thesis means 

that interview results are analyzed to find commonalities and patterns between interviews 

while keeping the existing theory in mind (Damyanov, 2023). 
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4  Design and development 

In this chapter, the design and the development of the artifact are discussed. The chapter is 

divided into two categories, the first of which discusses the areas that affected the design 

process, such as the data collected from the literature review and the organizational 

requirements for the artifact. The second chapter discusses more details and observations 

during the development process that affected the final results of the artifact. 

4.1  Design requirements 

Based on the literature review, some common characteristics can be found. These 

characteristics were used in the design of the artifact. It was noted that the checklist format 

is standard for mapping frameworks. Also, OWASP ASVS is commonly used for 

evaluations and in multiple customized mappings and can be used to analyze the 

application's security efficiently. Based on the previous research, implementing different 

standards is very context-specific, which means that not all guidelines and safeguards in the 

OWASP ASVS and CIS Controls might be needed. The needs of the organization should be 

considered in the design. Also, there can be overlap with different regulations and guidelines, 

which means that the requirements should be evaluated during the design. Based on the 

previous research, the designed framework should be broad and not restrictive so it can be 

extended further. This is also one of the critical requirements of organizations. The studies 

also mentioned that having a framework as part of the SDLC of the company would be ideal, 

and implementing it at the beginning phases of software development will lessen the cost of 

integrating it into software development. Overall, the idea of a customized framework is to 

evaluate and implement security controls more efficiently in the organizational setting. 

Customized frameworks usually work as a manual or a guide for implementing specific 

guidelines to adhere to regulations. Based on the literature review, they typically need to 

offer detailed implementation guidelines for the developers. 

The development of the artifact was built upon previous scientific research as well as the 

requirements of the organization. The requirements from the organizations are shown in the 

Table 3 below. 
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Table 3. Artifact requirements 

ID Description 

REQ1 The framework needs to be integrated into the organization's SDLC. 

REQ2 The framework needs to be upgradable in the future. 

REQ3 The framework needs to utilize a suitable format. 

REQ4 Framework needs to integrate OWASP ASVS v4.0.3 requirements. 

REQ5 Framework needs to integrate CIS Controls v8 safeguards. 

REQ6 Frameworks need to map frameworks with no overhead. Similar requirements 

are combined into a single control. 

REQ7 Framework needs to offer suitable guidelines for everyday work. 

REQ8 The framework must be precise enough for the personnel to know what 

requirements they must consider and in which phase. 

REQ9 Framework needs to offer a baseline for secure application development. 

REQ10 Framework needs to align with the common fintech security requirements. 

REQ11 Framework needs to ease the management of security requirements in the 

projects. 

REQ12 The framework should not hinder the current activities of the projects. 

REQ13 Framework provides capabilities to monitor given framework governance. 

 

During the framework's development, mapping the most detailed level should be used for 

both at the start. This way, gaps between both standards can be noticed more clearly. 

Utilizing this method also raises issues when integrating organizational and application-level 

requirements. The industry in which the organization operates and its current development 

processes were considered in the framework requirements. 

4.2  Design development process 

Based on the organizational requirements and guidelines from the literature, an Excel 

spreadsheet was chosen as the suitable format for the framework. The mapping process of 

the requirements and safeguards of SDLC was the following: 
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1. Analyze the ASVS categories individually and find the commonalities with CIS 

safeguards. 

2. Analyze the different phases of SDLC and their primary purpose from the 

organization's point of view. 

3. Map each CIS safeguard and ASVS requirement to the organization's SDLC phases. 

4. Map each ASVS requirement for suitable CIS safeguard. 

The organization's SDLC was considered in the development process. The organization's 

SDLC contains the typical six phases of the software life cycle, as seen in Figure 4. The 

requirements phase in the organization’s SDLC combines the activities of the planning and 

the definition phase in the previously mentioned Figure 3; based on the analysis of the CIS 

Controls and the OWASP ASVS, it was noticed that new Phase 0 Common Requirements 

should be added to the framework. The primary purpose of this added phase is to include 

requirements that do not directly correlate to any of the typical SDLC phases and should be 

addressed on the organizational level or before the start of the project, which means that 

phase 0 mainly consists of safeguards in the CIS Controls v8. The organization's SDLC is 

designed so that each phase has one common objective for the security aspects of the 

software, as seen in Figure 4. It has been designed to be applicable in the EU finance sector 

and has shared features across all steps. The primary requirement that is essential for the 

SDLC is that OWASP ASVS level 2 is the baseline for all application development. The 

organization's Security practices and placement in the different SDLC phases were 

considered during the development process. 
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Figure 4. SDLC of the organization 

During the design, some key observations were made that affected the development of the 

artifact. Only mapping the CIS and ASVS controls together does not provide sufficient 

guidelines for efficiently applying the guidelines and safeguards to the application and the 

environment. To ease the implementation process, each standard should be mapped to the 

overall SDLC of the specific organization. This way, developers and architects know which 

safeguards and guidelines to address in which application development phase during the 

development process. CIS Controls focus more on organizational security controls across 

various aspects of an enterprise and, thus, only a few areas related to application security. 

As OWASP ASVS requirements focus more on web application security, applying the CIS 

Controls for their overall security posture and the OWASP ASVS levels for their web 

application security would be the most optimal usage of the framework. Also, during the 

development, it was noticed that many of the ASVS requirements address multiple different 

CIS Controls.  

It was also noticed that application-related CIS controls are mostly related to architecture 

hardening of the environment and secure development practices and leave much for the 

developer to interpret; thus, the previously mentioned integration of the two standards is 

crucial. Also, neither of the standards offers straightforward implementation methods, so it 

is left for the implementor to figure out how to comply with them. This was prevalent in the 

literature as well. This was not addressed during development, but it is recommended that 
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this be addressed in some way later. During the development of the framework, it was noted 

that not all ASVS guidelines apply to all of the sub-controls of primary CIS levels. Also, 

almost every ASVS requirement addressed CIS controls 16.1 and 16.10 in some aspects; 

thus, addressing all other ASVS requirements complies with the mentioned sub-controls. 

Some CIS sub-controls can be associated with application-level security but are depicted as 

more overall company-level security hardening. Mapping all CIS controls to the SDLC's 

basic structure was challenging as there were quite a few sub-controls that should be done 

on the organizational level and are separate from the life cycle of the software. Thus, a 

previously mentioned Phase 0 Common Requirements was added to the SDLC. This way, 

every CIS Control could be mapped to one of the phases of the SDLC. It was also noticed 

that many of the ASVS requirements and CIS controls could be part of many SDLC phases, 

depending on how they are interpreted. Thus, they were placed in the final positions of a 

framework based on the context of the organization to which the framework was designed 

and its processes. The final developed framework consists of nine columns: 

Table 4. Framework columns 

Column title Column description 

Number The corresponding number on the CIS Controls v8 or OWASP 

ASVS v4.0.3 document. 

Description Description of the requirement/safeguard from the documentation 

Level 1 The lowest security level for the application 

Level 2 The basic standards for all software for the organization 

Level 3 Only the most safety-critical applications 

Addressing ASVS 

Requirements 

If some OWASP ASVS requirements directly correspond to that 

CIS safeguard, addressing ASVS requirements in that field also 

addresses that CIS control requirement. 

Type Type of the requirement 

Additional notes for 

implementation 

More detailed comments about that safeguard/requirement that 

could affect the implementation of it. For example, OWASP Top 

10 references to ease the implementation process. OWASP Top 

10 and ASVS requirements handle similar CWE and thus previous 

knowledge of Top 10 can ease the implementation process for 

ASVS requirement 
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Implemented Should be YES/NO depending on if the requirement has been 

implemented 

How requirement has 

been addressed 

Specify how the requirement has been addressed.  

 

Level columns in the framework are customized and do not align entirely with CIS Control 

v8 or the OWASP ASVS documentation. Levels on OWASP ASVS documentation correlate 

to the safety criticality of applications; levels (specifically called implementation groups IG) 

on CIS are more organizational and infrastructural safeguards. Thus, for the usability of the 

framework, it was chosen to combine CIS implementation groups and OWASP ASVS levels 

into the same levels. This means that CIS IG directly correlates with ASVS levels in this 

framework. The final columns of the framework are shown in Figures 5 and 6 below: 

 

Figure 5. Finalized framework headers part 1 

 

Figure 6. Finalized framework headers part 2 

 

The requirements were categorized into different types based on their similarities. In Table 

5, detailed explanations of each of the 16 categories are shown: 

Table 5. Significant categories of the framework 

Category Description 

Access control Requirements related to access control. It also includes 

authentication and authorization, session management, access 

token handling, and authenticators. For example, OWASP ASVS 
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2.10.2 Verify that if passwords are required, the credentials are 

not a default account. 

Business logic Requirements related to business logic. For example, OWASP 

ASVS 11.1.5  Verify that the application has business logic limits 

or validation to protect against likely business risks or threats 

identified using threat modeling or similar methodologies. 

Configuration Requirements related to configuring environments as well as 

deployment-related requirements. For example, CIS 16.8 

Separate Production and Non-Production Systems 

Cryptography Requirements related to encryption and algorithms Also include 

communication, secret management, and passwords. For example, 

OWASP ASVS 6.3.1 Verify that all random numbers, random file 

names, random GUIDs, and random strings are generated using 

the cryptographic module's approved cryptographically secure 

random number generator when these random values are intended 

to be not guessable by an attacker. 

Data management Requirements related to data management. For example, CIS 11.3 

Protect Recovery Data 

Error handling Requirements related to handling errors. For example, OWASP 

ASVS 7.4.3 Verify that a "last resort" error handler is defined 

which will catch all unhandled exceptions. 

File management Requirements related to managing files. For example, OWASP 

ASVS 1.12.1 Verify that user-uploaded files are stored outside of 

the web root. 

Input validation Requirements related to user input validation as well as validation 

of data of HTTP requests. For example, OWASP ASVS 2.1.2 

Verify that passwords 64 characters or longer are permitted. 

Logging Requirements related to logging. For example, OWASP ASVS 

7.1.4 Verify that each log event includes necessary information 

that would allow for a detailed investigation of the timeline when 

an event happens.  
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Monitoring Requirements related to monitoring some aspects of the software. 

This includes network-related requirements, alerting, and patch 

management. For example, CIS 13.9 Deploy Port-Level Access 

Control 

Organizational Overall, organizational requirements should be applied at the 

organizational level. For example, CIS 4.5 Implement and 

Manage a Firewall on End-User Devices. 

Privacy  This includes all privacy-related requirements related to general 

data protection regulation (GDPR), personally identifiable 

information (PII), and handling of sensitive data. For example, 

OWAS ASVS 8.1.1 Verify the application protects sensitive data 

from being cached in server components such as load balancers 

and application caches. 

Project management Overall project-level requirements such as managing 

vulnerabilities. For example, OWASP ASVS v1.1.3 Verify that all 

user stories and features contain functional security constraints, 

such as "As a user, I should be able to view and edit my profile. I 

should not be able to view or edit anyone else's profile." 

Secure practices Overall secure development practices. Every requirement which 

cannot be categorized into any other type is categorized here. For 

example, OWASP ASVS v14.2.5 Verify that an inventory catalog 

is maintained of all third-party libraries in use 

Testing Requirements related to testing. For example, CIS 16.13 Conduct 

Application penetration testing 

Training Requirements related to the staff training. For example, CIS 14.4 

Train Workforce on Data Handling Best Practices 

 

Coloring was used to differentiate concepts in the framework. In the below Figure 7, the 

coloring is shown:  
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Figure 7. Concepts of the framework 

The mapping of the requirements and controls was done at the lowest possible level, meaning 

that each CIS sub-control and OWASP ASVS requirement was directly mapped under the 

phase of the SDLC. Due to the enormous requirements, it was decided that each OWASP 

ASVS requirement should be under its specific section, making the framework more 

manageable to read. This was chosen to ease the differentiation of different ASVS 

requirements, as many of the requirements could be challenging and affect various aspects 

of the software without the broader context. Similar elements were not found in the CIS sub-

controls; thus, they are under the CIS Controls header. The references to the standards follow 

a customized format that differs from the guidelines mentioned in the OWASP 

documentation. Guidance to the references to the OWASP ASVS requirement is 

v<version>-<requirement_identifier> to differentiate each version, but for the 

organization's needs, the version number was not required. Thus, only the requirement 

identifier was used. 
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Figure 8. Initial integration of the framework to a project 

In Figure 8 above, the steps to the initial integration of the framework are shown. The overall 

process is that the personnel responsible for the main security decision of the project fill out 

the document based on their understanding of the project context. The process would be 

similar for both the existing and new projects. The only exception is that the document 

referencing the existing documentation and the source code for the existing project is filled 

out. For the new project, the referencing is done based on the existing knowledge and the 

requirements of that particular software. It is recommended that unnecessary requirements 

be filtered out from the document, as many feature-specific requirements exist in the 

framework. The primary use cases of the framework for each stakeholder are shown in Table 

6 below. 
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Table 6. Stakeholders and their usage of the framework 

Stakeholder Usage 

Developer - Reference to the framework during the 

development 

- Improve knowledge about secure development 

practices 

Architect/Security Specialist - Reference to the framework during the 

development 

- Fill the initial framework based on the knowledge 

of the project. 

- Add new requirements to the framework if needed.  

- When a new feature is added to the software, check 

the document to see if there is a requirement that 

the feature needs to fulfill. 

Project manager - Keep track of compliance with the security 

requirements of the framework. 

 

The use cases for the framework differ depending on the role in the project. When the 

developer starts working on a project, the framework will guide them on secure development 

practices. The developer will also reference the framework documentation during the 

development if required. The project manager monitors that the security requirements are 

being addressed. The key user of the framework will be the security specialist or the leading 

architect of the project. They will need to fill in the initial framework documentation and 

also add new requirements to the documentation. These new requirements can be security 

requirements from the customer or new good security practices. They also check if there are 

some security requirements in the framework that the new feature needs to comply with.  
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5  Demonstration and Evaluation 

This chapter discusses the demonstration and evaluation of the artifact. It is divided into 

three sections. First, an example use case of the framework is shown. This provides a picture 

of how the framework could be used in a natural setting and helps follow the findings of the 

semi-structured expert interviews. Second, the demonstration is discussed. The 

demonstration was done using interviews in which industry experts evaluated the feasibility 

of the framework. In the last chapter, the artifact is assessed based on the findings of the 

interviews as well as the European Banking Authority's instructions on information and 

communication technology (ICT) and security risk management guidelines. In the evaluation 

section, the artifact is assessed against the requirements mentioned in Chapter 4.1 to 

determine how well it met the organization's needs.  

5.1  Example use case of the framework 

This chapter discusses an example of a framework used in an artificial setting. Figures 9 and 

10 are prefilled with suitable information for a specific CIS Control and OWASP ASVS 

requirement in this artificial setting and thus are not part of any particular project. In the 

actual case, the filling process would follow the path shown in Figure 8 in Chapter 4.2. 
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Figure 9. Example usage of the framework part 1 
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Figure 10. Example usage of the framework part 2 

Figures 9 and 10 are examples of the use case of the framework in a real-world context. The 

Implemented and How requirement was addressed column information offers examples of 

how the framework would look in an actual project. The Figures are also heavily filtered to 

show only these particular examples. From Figures 9 and 10, it can be seen that OWASP 

ASVS 14.5 Validate HTTP Request Header Requirements are categorized for the 

development phase of the SDLC. This means significant activities related to those 

requirements should be carried out during this phase. The Type column guides the developer 

in knowing which type the requirement is. In this example, most OWASP ASVS 

requirements are categorized under Access Control related to authentication and the HTTP 

request. The categorizing was done using the guidance mentioned previously shown in Table 

5. The type column was also used to filter only those requirements that are part of the 

configuration, access control, testing, or secure practices. Due to the many results, only the 

chosen few are shown in Figures 9 and 10. 

In this example, some requirements have additional notes for implementation. This was to 

help the implementation of the requirement. In the OWASP ASVS requirements, there is a 

note that three requirements are part of the OWASP TOP 10. In this context, the developer 

would know to seek additional information for the implementation from the OWASP TOP 

10: A07 Identification and Authentication Failures. The OWASP TOP 10 documentation 

offers direct instructions for complying with this requirement, which the primary OWASP 

ASVS documentation lacks. On the CIS Control 16.13 Conduct Application Penetration 

Testing, there is a note for the developer to check the CIS 18.1 row for more details about 

the penetration testing. This way, information for similar requirements is found in the same 

place. In Figure 9, there is also a red ‘X’ in the Level 2 column for 16.12 Implement Code-

Level Security Checks. This indicates that the organization’s practices differ from the 

standard. In this case, the Level 2 project must also implement code-level security checks, 

although CIS recommends only for Level 3. 

In the Implemented section, it can be seen that most of the requirements have been 

implemented. There is a description in the How requirement was addressed section for those 

requirements that have not, which tells why that particular requirement was not complied 

with.  In this example use case, the project followed the Level 1 requirements; thus, those 

requirements do not need to be complied with. In the case of the project being done based 
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on Level 2 or 3 requirements, those requirements would have needed to be complied with, 

or there should be a clear description of why those were chosen not to comply with. An 

example could be the CIS 16.3 Conduct Application Penetration Testing: “Penetration 

testing is not needed in this project. Refer to Project Agreement document for more 

information”. In the other requirements, there is a suitable explanation for how that particular 

requirement is complied with. In this example, OWASP ASVS requirements 14.5.2 and 

14.5.3 are addressed similarly. On the CIS Controls rows, the Addressing ASVS requirement 

column contains the OWASP ASVS requirements that fulfill that specific CIS safeguard. 

For 16.12 Implement Code-Level Security Checks, complying with this safeguard needs 

every OWASP ASVS 10.1 Code Integrity Controls to be fully implemented.  

5.2  Industry expert interview findings 

The demonstration of the artifact was done using expert evaluation. Industry experts 

analyzed the contents of the framework, and a semi-structured interview was used to gather 

data about the framework's success. Due to confidentiality, the names of the participants are 

not discussed in the thesis, and from the results, it is impossible to differentiate participants’ 

answers. Overall, the combined work experience of the three interviewees was almost 70 

years of industry experience. The chosen people had been part of multiple software projects 

during their careers, and each participant was not part of the same project. The job 

description for each of the participants was that of software architect. The participants were 

chosen for the interview due to their understanding of software development in the finance 

industry, their vast working experience, and their overall job descriptions. 

The interviews were held online, and the designed framework was given to the interviewees 

before the interview so they could analyze its contents. This way, the interviewees had time 

to explore and analyze the framework and prepare for the interview. The participants were 

given a description of the framework before the interview, and some examples of use cases 

were also provided. This way, the participants could familiarize themselves with the 

framework's usage beforehand. Similarly, the interview questions were also given to the 

participants a couple of days before the interview so they could think about the questions 

before the interview. The topic of the thesis, the standards used in the framework, and the 

actual framework itself were also explained at the start of the interview. Interviews were 
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held with the knowledge that the participants had some previous knowledge about the main 

concepts of the framework and how security requirements are handled during the overall 

lifecycle of the software. Thus, the results of the interviews are based on the participants' 

industry knowledge, the knowledge of security management and monitoring in the previous 

software project, and knowledge provided by the author of the thesis before and during the 

interviews. As no integration of the framework to the existing project was done, the 

framework was assessed hypothetically by using examples of actual use cases for the 

framework. The guiding questions during the interview were used to provide a basis for the 

interview and the primary domain in which the framework could be used. The guiding 

questions opened a discussion about the current security management practices and how the 

integration of the framework would function in these cases. These were then discussed 

further using more targeted questions about the framework itself. 

5.2.1  Guiding questions 

1. How often do you need to think about the security requirements of the software in 

your work? 

Security aspects of software influence day-to-day decision-making processes variably 

throughout project phases. They are most prevalent during architectural planning and 

system integrations. Security considerations are typically built upon previous 

implementations when adding features to existing applications. However, security 

requirements are crucial when designing new use cases or projects. There usually is a 

specified list of requirements to follow. Participants mentioned that checklists could be 

used to keep track of the security aspects of the software when designing new use cases. 

However, addressing the security requirements is done when they arise and needs to be 

systematically analyzed in different project life cycle phases. 

Security requirements usually arise during sales activities. OWASP requirements are the 

main security requirements that businesses have mentioned when discussing software 

project requirements and must follow. Also, in the finance industry, companies usually 

have security requirements that organizations must follow are outside any security 

standards.  
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2. Based on your experience, how has security requirement integration been monitored 

and managed in the projects you have worked on? 

Monitoring and managing security requirements are usually more reactive than proactive. 

Thus, security requirements are commonly addressed and documented at the end of the 

project rather than in each phase. Requirements are often managed using a spreadsheet, and 

the document is checked and evaluated in the project's beginning phases or when new non-

functional requirements come from the clients. The requirements are usually a list of 

demands that the organization must fulfill in some way. However, clients typically have 

some requirements related to software security that need to be monitored. The common 

theme was that the industry's security requirements are generally incredibly demanding. 

Thus, organizations and project teams must adhere to more security aspects than in some 

other industries. Monitoring security requirements across different projects can take time 

and effort. Even though the requirements can be customized, they usually align with some 

OWASP ASVS requirements but cannot be mapped one-to-one. Moreover, EU regulations 

must be addressed when developing software. Customers must also comprehend how 

various security requirements are managed throughout the project lifecycle. Customers can 

do audits to check if security requirements are integrated and managed correctly. All the 

participants also indicated that there could be a more systematic way of monitoring the 

security requirements in the projects. 

3. What significant challenges have you faced in ensuring compliance with security 

standards throughout the development process? How have you addressed them? 

The significant challenges that the participants faced were related to existing projects. 

Keeping an old application updated with the new industry standards becomes challenging as 

there might be guidance on implementing those for the older technologies. This is especially 

prevalent as application security requirements change and increase constantly and are 

defined in more detail. Thus, addressing new security requirements and hardening older 

projects can take time and effort. 

However, for newer projects, much consideration is given to determining the best practices 

for implementing new security guidelines, and addressing them is left to the development 

team. There has yet to be a standard way to address security requirements in different phases 

of the software life cycle. However, overall, the most challenging aspects of compliance with 



53 

 

security requirements are related to the software's networking, authentication, and 

authorization. New security challenges especially arise from an on-premises solution to a 

cloud or SaaS application. One participant mentioned that they have already used OWASP 

Top 10 in the training of their developers. 

4. Have you encountered situations where a standardized security framework, like the 

one designed, could have been beneficial in past projects? If so, how? 

The most beneficial situation for a similar framework in the past was during the sales 

process. Interviewees discussed that the framework could have been used as a list of 

references for potential customers to indicate how these requirements have already been 

addressed in the existing project. One example was, “We could give the prefilled specs for 

the customer and ask if these are enough for their security requirements. If something is 

missing, there is an explanation of how the risk was identified and handled”. Also, the 

framework could help determine how customer-specific security requirements have been 

handled in the organization’s previous projects or applications.  

Overall, one unified security framework would be a good baseline for all application 

development and could be used internally and externally in the sales process. Participants 

mentioned that a previously similar framework could have been used for the training material 

for new personnel. Following a framework streamlines security requirements by focusing on 

those outlined, with room to accommodate customer-specific needs. On a company level, 

the organization-level requirements, mostly CIS safeguards, should be ready in some format 

explaining how they are already considered. 

One participant noted that customer-specific industry requirements often align with OWASP 

ASVS requirements. These are mostly the larger companies in the industry with stricter 

security requirements. In these cases, the customer is given a list of what has been addressed 

and what has not. Also, one participant noted that the customer base in the Nordics has just 

recently (in the past five years) taken more substantial steps to require specific security 

requirements from their customers. 
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5.2.2  Target Questions 

1. What are your thoughts on the usability and practicality of implementing the 

proposed security framework? 

Overall, the requirements division was an excellent way to help people focus on the most 

critical security requirements for that particular phase.  One participant mentioned that in the 

actual context, the utilization of the framework would be more iterative, meaning that they 

could adapt the framework during the project if they find that some requirements and 

safeguards in the framework are optional or in the incorrect phase. 

Every participant also mentioned that the organization should partially prefill the framework 

before implementing it in a project. Participants found that most of the framework's features, 

especially the CIS safeguards, must be considered at the company. CIS controls in Phase 0 

should be prefilled before integrating the framework for the actual project.  

Again, participants mentioned that the framework would bring the most value during sales. 

Overall, participants thought that mapping the OWASP ASVS requirements into CIS 

Controls would help address the CIS safeguards, as the definition of CIS safeguards is quite 

broad. Also, having one unified framework for the entire organization helps manage standard 

security requirements across all projects. The framework offers an excellent way to show 

how safety requirements are handled throughout the organization.  

The framework's current contents were deemed substantial for the typical developer to keep 

up with day-to-day work. However, every participant mentioned that the detailed level of 

the framework was acceptable for the overall guidelines on the organizational level. 

Suggestions were that the developer could use OWASP Top 10, and the designed more 

detailed framework would be left to managers and architects. All participants thought the 

framework would be day-to-day but reviewed periodically after each SDLC phase. One 

suggestion for the actual use would be that first, the framework is used in the broader context 

of the software product, and then a narrower list is utilized in the development. 

Again, all participants mentioned that the framework is a good guideline for the developer 

as having a standard list of requirements across the organization is better than the assumption 

that the developer considers information security issues from their memory during the 

development. 
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The framework could be utilized by cross-referencing between different projects as there 

might have been ways the exact security requirements have already been fulfilled in the other 

projects. This would be helpful, especially if the technology stacks in the projects are similar. 

However, there was also discussion on how much the framework guides the developing 

process if copied from the previous ones. Fulfilling all of the requirements in the framework 

could be challenging in every project, as many requirements in CIS and OWASP are project-

dependent and sometimes are left for the customer to fulfill. However, if the project is 

software-as-a-service (SaaS), the responsibility to satisfy the requirements is mainly the 

organization's responsibility.  

2. How do you think the proposed security framework improves the security of the 

software products and the organization's regulatory compliance? 

The significant improvement in security on the organizational and project levels would be 

the same baseline for all software projects built upon well-known industry standards. This 

ensures that correct security requirements are being considered. Also, the SDLC integration 

would help ensure that proper security concerns are handled in the early stages of the 

development.  

The security of the software products would improve as a side effect of the improvements in 

developers' security knowledge, as adopting the framework developers themselves will help 

address security requirements during development. Also, overall, the company's security 

knowledge would improve. They also noted that OWASP ASVS compliance could enhance 

regulatory adherence, as it is a primary standard often raised by customers during 

discussions. Therefore, it will be easier to articulate how these risks have been mitigated 

using the framework. 

A checklist would help in reviewing whether everything has been considered and 

remembered. This is particularly noticeable when functionality precedes software security 

in daily tasks. They also highlighted that for existing products, completing the framework 

spreadsheet provides insight into the current application's compliance with requirements and 

areas for improvement. Comparing filled framework spreadsheets across projects would 

further bolster the organization's software security. It also promotes the adoption of best 

practices across the organization. 
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Although interviewees mentioned that integrating the framework into a new product would 

be the easiest, potential integration into the existing project was possible. However, existing 

software products should be considered if the product is the organization’s standardized or 

tailored product for the customer. According to one participant, integration of the framework 

would be ideal in the case where “there is still enough life cycle (about halfway) left, and 

the product will be sold to new customers and new developers will join the project. Then 

this kind of framework would be ideal, especially if nothing contrary to this has been done 

before for the project/product in question.” 

3. How suitable are the selected security standards for the financial industry? 

Every participant had previously used some OWASP framework in their projects. The 

consensus regarding OWASP ASVS was that it offers fundamental considerations for 

application development. Participants appreciated its practicality and comprehensive 

instructions for addressing various security issues across different technologies. Moreover, 

they noted its suitability for the industry, with many financial sector companies adopting it. 

One participant suggested it should be the standard for all new software products. 

Knowledge of the CIS Controls was minimal, but based on the minimal knowledge they 

were provided before and during the interview, some safeguards may not be the most 

important for a company that operates in the financial sector but a reasonable basis for 

overall information security. No exact safeguards were mentioned. 

Level 2 of the framework was deemed suitable to fulfill the industry's requirements. One 

interviewee mentioned that in SaaS projects, level 2 might not be strict enough to meet the 

industry's requirements, and thus, some of the level 3 requirements should be considered in 

this kind of project. 

4. What are the significant benefits of integrating the CIS Controls and OWASP ASVS 

into the organization's SDLC? 

Each participant emphasized the organizational benefit of a unified framework that 

consolidates essential information on software security rather than dividing it across separate 

sources. They also highlighted the organization's advantage of having a shared vision of 

procedures and considerations. It could become a cultural thing inside the organization and 

thus help develop future projects by having these standard security practices throughout the 

development. This way, personnel can move from project to project without learning new 
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security practices. Another significant advantage is demonstrating compliance with specific 

security standards and requirements during organizational evaluations. Adhering to industry 

standards enhances the potential for attracting new customers.  

5. Are there any areas of the framework that need further refinement, and what 

suggestions do you have to improve its effectiveness and usability? 

Every participant mentioned that the finance industry has strict regulations that organizations 

must comply with, and the customer usually has their security requirements; thus, the 

designed framework would need to be expandable in the future. These additions could be 

based on something other than the existing standards but on good practices that should be 

followed in the SDLC overall. One example was integrating suitable customer-specific 

requirements into the framework or considering Finnish legislation.  

There were also some concerns about considering when new versions of the standards and 

existing sections change. For example, “How do we change the framework based on new 

updates, and, at the same time, how does this affect applications designed to assess the 

previous versions of the framework?” 

Also, as seen from the previous questions, there was a common thought that the most 

reasonable division is such that there would be a general company-level framework as 

designed. Still, there would be a narrower list for the developers to use in their work. The 

developer would not have to think directly about a specific CIS or OWASP requirement in 

development. Examples of what is required included in each safeguard, especially for CIS 

safeguards, could help understand the actual safeguard better. There should also be a way to 

link different requirement implementation ways to the existing documentation, which is why 

two participants had some thoughts about the chosen spreadsheet format. Alternatively, there 

could be another way to integrate the framework for the actual use case for the project. 

5.3  Evaluation of the framework to the requirements 

It was stated multiple times in the interviews that the chosen standards for the framework 

offer suitable guidelines that meet the common fintech requirements. However, most of their 

analysis was based on their knowledge of the OWASP ASVS standards. Thus, more 

evaluation is required to fully evaluate if the REQ10 Framework needs to align with the 



58 

 

common fintech security requirements. Therefore, the REQ10 assessment of the CIS and 

OWASP ASVS requirements was addressed to The European Banking Authority's 

instructions on information and communication technology (ICT) and security risk 

management guidelines. These guidelines are something that each company in the European 

fintech industry needs to comply with in their organizational processes and projects.  In the 

following Table 7, the main categories of the EBA guidelines and utilization can be seen 

(European Banking Authority, 2019): 

 

Table 7. Main chapters of EBA guidelines and their utilization in the evaluation (European 

Banking Authority, 2019) 

Chapter Utilization 

3.1 Proportionality Skipped 

3.2 Governance and Strategy 

    3.2.1. Governance 

    3.2.2. Strategy 

    3.2.3. Use of third-party providers 

Used 

Used 

Skipped  

Skipped 

3.3. ICT and security risk management framework 

   3.3.1. Organization and objectives 

   3.3.2. Identification of functions, processes and assets 

   3.3.3. Classification and risk assessment 

   3.3.4. Risk mitigation 

   3.3.5. Reporting 

   3.3.6. Audit 

Skipped 

Skipped 

Skipped 

Skipped 

Skipped 

Skipped 

Skipped 

3.4. Information security 

   3.4.1. Information security policy 

   3.4.2. Logical security 

   3.4.3. Physical security 

   3.4.4. ICT operations security 

   3.4.5. Security monitoring 

   3.4.6. Information security reviews, assessment and testing 

   3.4.7. Information security training and awareness 

Used 

Used 

Used  

Skipped 

Used 

Used 

Used 

Used 
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3.5. ICT operations management 

   3.5.1 ICT incident and problem management 

Used 

Used 

3.6. ICT project and change management 

   3.6.1. ICT project management 

   3.6.2. ICT systems acquisition and development 

   3.6.3. ICT change management 

Used 

Skipped  

Used 

Skipped 

3.7. Business continuity management 

   3.7.1. Business impact analysis 

   3.7.2. Business continuity planning 

   3.7.3. Response and recovery plans 

   3.7.4. Testing of plans 

   3.7.5. Crisis communications 

Used 

Skipped 

Skipped 

Used 

Skipped 

Skipped 

3.8. Payment service user relationship management Skipped 

 

Multiple chapters were entirely skipped from the evaluation as they did not contain any 

requirements related to either of the standards used in the framework and, thus, are not part 

of the evaluation table. Thus, the most essential guidelines for evaluating the framework are 

in Chapter 3.4, Information Security. More detailed mapping of the standards used in the 

framework to the EBA guidelines is shown in (Appendix 1). 

The requirement list in (Appendix 1) is a condensed version of the requirements mentioned 

in EBA Chapter 3, Guidelines on ICT and Security Risk Management. The requirements 

were gathered textually from Chapter 3 of the guideline. Most of the requirements are from 

the 3.4 Information Security section, as that chapter offers the most relevant guidelines for 

the standards used in the framework.  The chapter column in the table correlates to the 

chapter mentioned in the cell of that column. Based on the evaluation of the mapping of the 

standards used in the framework and the ICT security guidelines mentioned in the EBA 

guidelines, most of the guidelines can be addressed by addressing one or multiple 

requirements in the framework's standards. The results indicate that CIS Controls mainly 

align with EBA guidelines (See more detailed results from Appendix 1). However, as 

mentioned in Table 7, the mappings were only done for the requirements related to the 

safeguards mentioned in the standards. This means that many of the requirements of the 
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EBA guidelines were skipped. Overall, CIS Controls closely align with the EBA information 

security guidelines. As the EBA guidelines are comprehensive and geared more towards 

overall organizational security, it is unsurprising that not many OWASP ASVS requirements 

can be directly mapped to any guidelines. Although not directly mapped to the EBA 

guidelines, the interviews indicate that the OWASP ASVS requirements are suitable and 

align with the specific needs of the European fintech industry. Table 8 shows how the artifact 

fulfilled the requirements mentioned in Table 3 in Chapter 4.1. 

Table 8. Assessment of the artifact toward the initial requirements 

REQ-ID Requirement 

description 

How requirement has been 

fulfilled 

Addressed 

(Yes/No/Partially) 

REQ1 Framework needs to 

be integrated into the 

SDLC of the 

organization 

The framework has been 

sectioned by the main seven 

SDLC phases of the 

organization, and OWASP 

ASVS and CIS requirements 

have been categorized into 

different phases on the 

SDLC. 

Yes 

REQ2 Framework needs to 

be upgradable in the 

future. 

Adding new requirements to 

the framework should not be 

an issue as long as they can be 

categorized under one of the 

phases of SDLC.  

Partially 

REQ3 The framework needs 

to utilize a suitable 

format. 

The framework utilizes a 

sheet format, which makes 

tracking requirements 

straightforward. 

Partially 

REQ4 Framework needs to 

integrate OWASP 

ASVS v4.0.3 

requirements 

Every OWASP ASVS v4.0.3 

requirement has been mapped 

to one of the phases of the 

SDLC 

Yes 
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REQ5 Framework needs to 

integrate CIS Controls 

v8 safeguards 

Every CIS Controls v8 

safeguard has been mapped to 

one of the phases of the 

SDLC 

Yes 

REQ6 Framework needs to 

map different 

standards so that there 

is no overhead. Similar 

requirements are 

combined into a single 

control. 

OWASP ASVS requirements 

have been mapped to CIS 

Controls. This way, fulfilling 

the linked ASVS 

requirements also fulfills the 

CIS requirement. Some 

requirements have also been 

grouped by the upper 

requirement, meaning that 

addressing the upper 

requirement addresses the 

sub-requirements.  

Yes 

REQ7 Framework needs to 

offer suitable 

guidelines for 

everyday work 

As a byproduct of the REQ1, 

this requirement has also 

been fulfilled. A type column 

was also added to ease the 

categorization of different 

requirements 

Yes 

REQ8 The framework must 

be precise enough for 

the personnel to know 

what requirements 

they must consider and 

in which phase. 

This requirement is also 

fulfilled as a byproduct of the 

REQ1. The “Additional notes 

for implementation” column 

was added to help personnel 

address that specific 

requirement.  

Partially 

REQ9 Framework needs to 

offer a baseline for 

Based on the interviews and 

the previous research, the 

chosen standards offer a 

Yes 
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secure application 

development 

suitable baseline for secure 

development 

REQ10 Framework needs to 

align with the common 

fintech security 

requirements 

The mapping done in 

Appendix 1 indicates that the 

standards in the framework 

align with the common 

fintech security requirements 

given by the European 

Banking Authority 

Yes 

REQ11 Framework needs to 

ease the management 

of security 

requirements in the 

projects. 

Based on the interviews, the 

framework was deemed to 

fulfill this requirement 

because condensing each 

security-related requirement 

into one spreadsheet eases 

management. 

Yes 

REQ12 Framework should not 

hinder the current 

activities in the 

projects 

There was no indication in the 

interviews that the framework 

would hinder the project's 

activities if applied to them. 

Findings from real-life usage 

are needed to mark this as 

addressed fully. 

Partially 

REQ13 Framework provides 

capabilities to monitor 

given framework 

governance 

There are columns for the 

implementation checkbox 

and the description for the 

implementation way 

Yes 

 

From the final evaluation of the framework, some commonalities can be seen. The designed 

framework mainly fulfills the requirements specified by the organization. None of the 

requirements were addressed, although some could not be checked. Evaluating REQ2 more 

thoroughly would need actual world implementation of the framework to one or many 
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projects. Thus, these cannot be categorized as fully addressed because no framework 

integration for a current project was implemented. However, participants could easily add 

new requirements to the framework based on the interviews. For REQ3, the overall format 

of the framework was deemed suitable for the context of this thesis. However, the final 

format might differ after fully integrating it into the organization’s SDLC. This came up in 

the interviews, but the final integration of the framework into the organizational SDLC is 

not part of this thesis. Also, the framework made in this thesis is only a baseline checklist 

for implementing and tracking the OWASP ASVS and CIS Controls in a project, which 

means that to fulfill the REQ8 and REQ12 thoroughly, actual usage of the framework should 

be evaluated in the real world.  
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6  Discussion and future development  

This chapter discusses the research findings, analyzes them in the context of the research 

questions, and compares them against the existing literature. It also identifies the research's 

limitations and future research areas. The main discoveries from the evaluation are 

highlighted. 

6.1  Discussion 

During the framework's development, it became evident that some of the safeguards in CIS 

are geared towards the overall organizational level but could also be applicable at the 

application level. For example, CIS Control 5 Account Management and 6 Access Control 

Management offer safeguards for account and access control management on the 

organizational level. Still, the same things should also be considered when creating different 

application environments. These controls are especially essential when configuring cloud 

environments. Thus, when organizations utilize these broader organizational standards, such 

as CIS, they should consider the context. The guidelines in the CIS are so broad that it might 

be challenging to differentiate the requirements that should be fulfilled by the organization 

and the requirements fulfilled in each project. Thus, Phase 0 was added to the SDLC. The 

context dependency and challenge of interpreting the requirements were similar to what Tan 

et al. (2021) found in their research.  

The framework's usage in the sales process was mentioned many times during each 

interview. Although the primary use case of the framework was to govern, manage, and 

guide the integration of secure practices into the software, having a prefilled framework 

document could also be helpful in this sales context. However, the framework used in the 

actual sale process might need some changes overall depending on the needs of the business 

case. The OWASP Top 10 was so prevalent in the interviews that it was decided to add 

references to the framework to ease the implementation process. However, it should be noted 

that OWASP Top 10 does not fulfill all Level 2 requirements and should only be used as 

reference documentation when needed, as Top 10 and ASVS both can be mapped to the 

same CWE security risks. OWASP organization even mentions that OWASP Top 10 is 
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mainly an awareness document and should not be used as a standard (OWASP Top 10, 

2024). 

The interviews showed that regular developers might not want to learn or follow an extensive 

list of security requirements. However, following a standard or similar framework as 

developed in the thesis should bring security aspects into the day-to-day work of an average 

developer. So, not only security specialists and architects consider security aspects in their 

work. This was similar to what Ardo et al. (2022) found in their study, as some participants 

left the security aspects to the specialists. Thus, it is an incentive for organizations to follow 

some industry security standards and integrate them into software development as closely as 

possible.  

Of course, having a guideline is good, but the employees need sufficient knowledge about 

the security aspects; otherwise, complying with the requirements becomes cumbersome. 

This is why training is crucial to better understanding the employees about secure software 

development. The interview answers show that some teams had already implemented 

security practice learnings into their projects. The significant findings were that the 

framework could be used for the training material for new personnel. Usually, this kind of 

training is mandated by many industry security standards, such as ISO 27000 and CIS 

Controls. Similarly, there were similar requirements in the EBA guidelines. The framework 

has multiple controls and requirements, 11 to be exact, that in some way cater to workforce 

training. The security knowledge of the workforce is prevalent in Ardo et al. (2022) study, 

and they also mentioned that security training is typical in highly regulated industries.    

One interesting aspect of the literature review and the interviews was the small presence of 

CIS Controls. The interviewees mainly focused on their framework analysis based on their 

knowledge of the OWASP ASVS, and minimal evaluation was done of the CIS Controls. 

This knowledge gap between the two standards was present in the literature review, and most 

of the previous research focused on the OWASP requirements. The lack of discussion and 

study about CIS safeguards was something that Gros (2020) also identified in their research. 

Thus, an additional evaluation method was needed to evaluate the CIS Controls efficiently, 

so it was mapped against the common fintech industry guidelines set by the European 

Banking Authorities. The limited mapping done during the thesis shows that CIS Controls, 

at least in some capacity, comply with most of the information security requirements set by 

the EBA (See more from Appendix 1). 
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Also, as the requirements in the EBA documentation are broad, it is up to the organization 

to interpret them in their way. This made mapping the framework to the guidelines quite 

challenging, as the guidelines in the CIS, especially, are also quite broad. Thus, compliance 

with the guidelines depends on interpreting the CIS safeguard. However, the findings of this 

thesis show that the standards used in the framework align with many of the requirements 

set by the EBA.  

It was evident from the interview that some of the projects utilize DevOps processes. Mohan 

and Othmane (2016) discussed some compliance difficulties in DevOps, especially in 

sensitive data access. However, if organizations follow the framework's guidelines, some of 

these problems can be mitigated as many controls are specially catered to the correct 

hardening and configuration of the application and the environments. Integrating secure 

development practices into the overall development process was also something that Ardo 

et al. (2022) recommended. Although they discussed the agile model, the thesis findings 

indicate that integrating secure practices is recommended for any software development 

model.  

Based on the evaluation, the developed framework offers straightforward ways for 

organizations to manage secure development processes in the different ways of software 

development. Integrating the framework into the software development practices across the 

organization will improve. Also, as a side product, the overall security knowledge across the 

organization should improve, and compliance with the framework needs regular training of 

the developers. As found from the interviews, it can even benefit the sales process. Following 

the standards in the framework also helps the organization comply with the industry 

regulations in some capacity. However, for overall compliance, organizations cannot only 

follow the guidance of the two standards used in the framework; thus, it is recommended to 

follow other, broader standards, such as ISO 27000, to meet the whole requirement. As 

mentioned in the interviews the level 2 requirements might not be suitable for SaaS projects. 

Thus, organizations should do risk analysis in those cases and add more security 

requirements from level 3 to those projects. 

The framework also guides the developer teams to address security requirements 

systematically, which was something that was needed based on the interviews. Similarly, 

following the framework during every software project phase eases the burden of outside 

audits. One challenge found during the interviews was that customers wanted to know how 
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security requirements are being managed during the overall lifecycle of the project. Other 

sources also recommended that security compliance audits should be done during all phases 

of the software’s life cycle (Red Hat, 2021). The interview findings also indicate that 

utilization of the framework offers suitable ways to handle this. Utilization of the framework 

encourages monitoring the implementation of the security requirements during each stage of 

the software’s life cycle, which means that the project should be more ready for external 

audits as the framework functions to show auditors how security aspects have been complied 

with. 

As seen from the interview findings, the flexible framework format can help in the 

implementation process of requirements. There can be prefilled spreadsheets for different 

projects, some of which utilize similar technologies, which can be cross-referenced during 

the development. Thus, similar ways can be used to comply with the same requirements in 

these cases. It was also mentioned multiple times during the interview that documentation 

aspects are one of the main benefits of the framework. This way, each security requirement 

and its compliance with them are gathered in one place instead of multiple places. This then 

works as a good documentation for the internal and external use. Thus, the framework could 

be used as a baseline for how the organization is currently addressing or will address the 

different security requirements of the customer and figure out if these requirements are 

sufficient for the customer. 

The findings also indicate that the framework helps the workforce focus on the most critical 

security requirements for each phase during development. Findings also suggest that a 

common framework across the organization makes it easier for developers to switch between 

projects.  

6.2  Limitations and Future Research 

Some limitations of the study affect the findings of the thesis. First, the artifact was evaluated 

in minimal scope; thus, the findings cannot be gendered in the larger context. The mapping 

of the standards to different phases of the SDLC was also done in the context of the 

organization's processes and development practices. This means that the contents of the 

framework are organization-specific, and if done for different organizations, the results 

might differ.  
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The framework was only demonstrated using its evaluation by the organization's experts, 

meaning it was only analyzed based on their knowledge of the area. Only three experts were 

used, which limits the accuracy of the findings. As Hennink and Kaiser (2022) mentioned, 

the optimal number of participants for a sufficient sample size for qualitative interviews is 9 

to 17 people. However, only three participants were used due to the limited quantity and 

availability of industry experts. 

Also, the thesis author did all the mappings based on their knowledge of the subject material. 

EBA guidelines and CIS controls usually offer quite broad definitions of their requirements, 

which means that it is up to the implementor how they will contextualize the criteria. This 

means that the mappings done by different research might differ from that of the author. 

The framework was evaluated against the guidelines set by the EBA. Still, only the most 

crucial requirements for the framework were used in the evaluation, which means that the 

framework was not mapped against the complete list of requirements of EBA, as most of 

them are not related to ICT security. However, this brings up the possibility of analyzing 

how organizations can comply with different guidelines set by the industry in the future. For 

example, how well do broader organizational standards such as the ISO 27000 series or 

different NIST standards align with requirements set by the various banking associations 

worldwide, such as the EBA or Federal Reserve. A couple of requirements could not have 

been categorized as addressed due to the limitation of the demonstration method used in the 

thesis. As mentioned previously, a real-world implementation of the framework should be 

done and assessed in the future to determine if those requirements are met.  

From the findings, updating legacy software was also seen as a challenge, and addressing 

the security requirements takes many resources. Based on the evaluation, there were no clear 

indications that the framework would solve this kind of problem as it does not offer step-by-

step implementation instructions. This should be pondered more in the future as there are 

potentially tens of thousands of similar situations in organizations worldwide, and it could 

be a topic for future research. 

AI and cloud computing have become increasingly prevalent in the current technological 

landscape. Analysis of these was outside the scope of the thesis, but these will become more 

prevalent in the future, especially in the highly regulated industry such as fintech. This is 

why it is recommended that other standards and guidelines be added to the framework. The 
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lack of AI-related safeguards is probably due to both versions being a couple of years old, 

and AI solutions have only recently increased in popularity. Researching the future could be 

interesting as these technologies are evolving, but security standards are evolving. 
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7  Conclusions 

This chapter briefly covers the research findings and how they correspond to the research 

questions presented in Chapter 1.3. The main goal of the research was to design a security 

framework that could be integrated directly into organizations' software development 

lifecycle. The research questions of the thesis were to figure out the possibility of combining 

two different kinds of IT security standards into a unified security framework that could be 

used to monitor secure development practices and offer guidance on secure software 

development during each stage of the software’s lifecycle. Additionally, the thesis aimed to 

identify the potential benefits of implementing such a customized framework within 

organizations. It also tried to determine whether the standards incorporated into the 

framework adequately address industry-specific security requirements. The framework was 

designed based on the practices mentioned in the existing literature and the requirements set 

by the organization. 

The result of the research was a security framework that incorporated OWASP ASVS and 

CIS Controls to SDLC. The framework was demonstrated using semi-structured interviews 

with the organization's architects, who gave their opinions about the feasibility of the 

framework. No actual project integration was done, so the findings are all hypothetical but 

based on industry experts' views on whether the framework was integrated into an actual 

project. The overall evaluation of the framework's success was done based on the findings 

of the interviews and the EBA guideline mappings done in (See more detailed mapping in 

Appendix 1). Based on the evaluation in Table 8, the framework fulfilled most of the 

requirements. Some of the requirements cannot be marked as addressed due to limitations of 

the thesis, and thus, to properly evaluate the integration of the framework to an actual project 

should be done.  

The main findings of the thesis are that CIS Controls and OWASP ASVS requirements can 

be integrated into organizations' SDLC. It offers guidelines for integrating customized 

frameworks into the software development lifecycle. Based on the demonstration and the 

evaluation, multiple key benefits were identified that security framework integration can 

bring to organizations. The key benefits are improved monitoring of security requirement 

implementation, improvements in the sale processes, easing the integration of new 
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developers to the project, improved knowledge of secure software development practices, 

and overall improvement of software security in all organization's software products. Also, 

aligning ASVS requirements with broader CIS safeguards helps comply with them. The 

findings also indicate that a similar process can be used for different standards, and thus, the 

thesis findings can also be used to guide future research. 

The standards used in the framework also align pretty well with the overall industry 

guidelines set by European Banking authorities. CIS Controls offers many safeguards 

directly associated with most of the information security guidelines EBA sets. Thus, 

complying with CIS controls helps address broader industry security requirements. 

However, for more extensive compliance, it is recommended to utilize other industry 

standards, such as the ISO 27000 series, which offer guidelines for more than just 

information security. However, this was not in the scope of the thesis and can be reached 

further in the future.  
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Appendix 1. EBA Guidelines on ICT and Security Risk Management (European Banking 

Authority, 2019) 

Guidelines on ICT and Security Risk 

management 

Chapter Type Category Description 

CIS 

safeguards 

OWASP 

ASVS 

Requirements 

3.2.1 Governance Governance 

Have adequate 

internal 

governance and 

internal control 

framework in 

place for their ICT 

and security risks - - 

3.2.1 Governance Training 

Ensure that all 

employees, 

including those 

responsible for 

critical functions, 

receive an 

appropriate about 

ICT and security 

risks in education, 

including 

information 

security, annually 

or when necessary 

more often 

14.X 

16.9 - 

3.3.1 

Organisation 

and 

objectives Governance 

The ICT 

function(s) in 

charge of ICT 

systems, processes 

and security 

operations should 

have appropriate 

processes and 

controls in place to 

ensure that all 

risks are identified, 

analysed, 

measured, 

monitored, 

managed, reported 

and kept within the 

limits of the 

financial 

institution’s risk 

7.X 

17.X - 
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appetite and that 

the projects and 

systems they 

deliver and the 

activities they 

perform comply 

with external and 

internal 

requirements. 

Information security 

3.4.1 

Information 

security 

policy Governance 

Develop and 

document an 

information 

security policy that 

should define the 

high-level 

principles and 

rules to protect the 

confidentiality, 

integrity and 

availability of 

financial 

institutions’ and 

their customers’ 

data and 

information - - 

3.4.1 

Information 

security 

policy Responsibility 

Define main roles 

and 

responsibilities of 

information 

security 

management - - 

3.4.1 

Information 

security 

policy Responsibility 

Specify 

requirements for 

staff, contractors, 

processes, and 

technology. - - 
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3.4.1 

Information 

security 

policy Training 

Acknowledge that 

all staff and 

contractors have 

responsibilities in 

ensuring 

information 

security. 14.X - 

3.4.1 

Information 

security 

policy Data 

Ensure 

confidentiality, 

integrity, and 

availability of 

critical assets, 

resources, and 

sensitive data. - 

v1.6 

v1.8 

v4.X.X 

v8.X.X 

v9.X.X 

v13.1.2 

v13.1.3 

v13.2.6 

3.4.2 

Logical 

security Access rights 

Manage access 

rights on a 'need-

to-know' basis. - - 

3.4.2 

Logical 

security Access rights 

Grant users 

minimum access 

rights necessary 

for their duties 

(principle of 'least 

privilege'). 

6.1 

6.2 

v4.1.3 

v4.1.4 

3.4.2 

Logical 

security Access rights 

Ensure segregation 

of duties to 

prevent unjustified 

access or 

allocation of 

combinations of 

access rights 6.8 

v1.2.2 

v1.4.4 

v1.4.5 

v1.14.1 

v4.X.X 

3.4.2 

Logical 

security Accountability 

Limit the use of 

generic and shared 

user accounts. 5.1 v2.5.4 

3.4.2 

Logical 

security Logging 

Ensure users can 

be identified for 

their actions in 

ICT systems 8.X v7.2.X 

3.4.2 

Logical 

security Access rights 

Implement strong 

controls over 

privileged system 

access. 5.4 

v1.2.1 

v1.2.2 

v1.4.3 

3.4.2 

Logical 

security Access rights 

Strictly limit and 

supervise accounts 

with elevated 

system access 

entitlements. 5.1 v1.2.1 
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3.4.2 

Logical 

security Access rights 

Grant remote 

administrative 

access to critical 

ICT systems only 

on a need-to-know 

basis with strong 

authentication 

solutions. 

6.1 

6.4 

6.6 - 

3.4.2 

Logical 

security Logging 

Log and monitor 

all activities by 

privileged users. 

3.14 

8.X 

v1.7 

v7.X.X 

3.4.2 

Logical 

security Logging 

Secure access logs 

to prevent 

unauthorized 

modification or 

deletion. 8.3 

v1.7 

v7.X.X 

3.4.2 

Logical 

security Logging 

Retain logs for a 

period 

commensurate 

with business 

functions' 

criticality. 8.X 

v1.7 

v7.X.X 

3.4.2 

Logical 

security Access rights 

Grant, withdraw, 

or modify access 

rights promptly. 

6.1 

6.2 

6.7 - 

3.4.2 

Logical 

security Access rights 

Follow predefined 

approval 

workflows 

involving the 

information asset 

owner. - - 

3.4.2 

Logical 

security Access rights 

Promptly 

withdraw access 

rights upon 

termination of 

employment. 

6.1 

6.2 

6.7 - 

3.4.2 

Logical 

security Access rights 

Periodically 

review access 

rights to ensure no 

excessive 

privileges. 

6.1 

6.2 

6.7 - 

3.4.2 

Logical 

security Access rights 

Withdraw access 

rights when no 

longer required. 6.2 - 

3.4.2 

Logical 

security Authentication 

Enforce 

authentication 

methods 

commensurate 

5.X 

6.X 

v1.2 

v2.X.X 

v4.X.X 
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with the criticality 

of ICT systems. 

3.4.2 

Logical 

security Authentication 

Include complex 

passwords or 

stronger 

authentication 

methods based on 

relevant risk 

5.1 

5.2 v2.X.X 

3.4.2 

Logical 

security Access rights 

Limit electronic 

access by 

applications to the 

minimum required 

for providing the 

relevant service - v4.X.X 

3.4.4  

 ICT 

operations 

security Prevention 

Implement 

procedures to 

prevent security 

issues in ICT 

systems and 

services. - - 

3.4.4  

 ICT 

operations 

security Prevention 

Evaluate and 

remediate potential 

vulnerabilities. 

7.X 

16.2 

16.6 

17.X 1.10.1 

3.4.4  

 ICT 

operations 

security Updates 

Ensure software 

and firmware are 

up to date. 

12.1 

13.5 

16.5 v1.14.3 

3.4.4  

 ICT 

operations 

security Updates 

Deploy critical 

security patches or 

implement 

compensating 

controls 

12.1 

13.5 

16.5 - 

3.4.4  

 ICT 

operations 

security Configuration 

Implement secure 

configuration 

baselines for all 

network 

components. 4.2 

v1.14.X 

v14.X.X 

3.4.4  

 ICT 

operations 

security Configuration 

Implement 

network 

segmentation. 

12.2 

13.4 v1.14.5 
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3.4.4  

 ICT 

operations 

security Data 

Deploy data loss 

prevention 

systems. 3.13 - 

3.4.4  

 ICT 

operations 

security Encryption 

Encrypt network 

traffic according to 

data classification 

3.10 

12.6 

v13.2.6 

v13.3.X 

3.4.4  

 ICT 

operations 

security Protection 

Protect endpoints 

including servers, 

workstations, and 

mobile devices. - - 

3.4.4  

 ICT 

operations 

security Access rights 

Evaluate endpoint 

security standards 

before granting 

access to the 

corporate network - - 

3.4.4  

 ICT 

operations 

security Access rights 

Ensure 

mechanisms are in 

place to verify the 

integrity of 

software, 

firmware, and 

data. - - 

3.4.4  

 ICT 

operations 

security Encryption 

Encrypt data at 

rest and in transit 

based on data 

classification 

3.10 

3.11 

v6.1.X 

v13.2.X 

3.4.5 

Security 

monitoring Monitoring 

Continuous 

detection and 

monitoring 

7.5 

7.6 

10.X 

13.X 

v1.2.3 

v10.X.X 

v11.1.4 

v11.1.8 

v14.1.5 

3.4.5 

Security 

monitoring Monitoring 

Implement 

detective measures 

to identify 

information 

leakages, 

malicious code, 

and other security 

threats 

4.X 

7.5 

7.6 

10.X 

13.X 

16.12 

v1.10.X 

v10.X 
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3.4.5 

Security 

monitoring Monitoring 

Monitor for 

publicly known 

vulnerabilities in 

software and 

hardware and 

apply 

corresponding 

security updates 

16.4 

16.5 - 

3.4.6 

Information 

security 

reviews, 

assessment 

and testing Prevention 

Consider source 

code reviews 16.1 - 

3.4.6 

Information 

security 

reviews, 

assessment 

and testing Prevention 

Consider 

vulnerability 

assessments 

7.X 

16.1 

16.2 

16.3 

16.6 

16.13 

16.14 - 

3.4.6 

Information 

security 

reviews, 

assessment 

and testing Testing 

Consider 

penetration tests 

16.13 

18.X - 

3.4.6 

Information 

security 

reviews, 

assessment 

and testing Training 

Consider red team 

exercises 

14.X 

16.9 - 

3.4.6 

Information 

security 

reviews, 

assessment 

and testing Testing 

Establish 

information 

security testing 

framework 

16.13 

18.X - 



85 

 

3.4.6 

Information 

security 

reviews, 

assessment 

and testing Monitoring 

Monitor and 

evaluate the results 

of the security 

tests and update 

their security 

measures 

accordingly 

without undue 

delays in the case 

of critical ICT 

systems - - 

3.4.7 

Information 

security 

training and 

awareness Training 

Establish a training 

program 

14.X 

16.9 - 

ICT Operations management 

3.5 

ICT 

operations 

management Management 

Manage ICT 

operations based 

on documented 

and implemented 

processes and 

procedures - - 

3.5 

ICT 

operations 

management Management 

Maintain an up-to-

date inventory of 

their ICT assets 1.X - 

3.5 

ICT 

operations 

management Monitoring 

Implement logging 

and monitoring 

procedures for 

critical ICT 

operations to allow 

the detection, 

analysis and 

correction of errors 

3.14 

8.X 

9.X 

10.X 

13.X 

v1.7 

v7.X.X 

3.5 

ICT 

operations 

management Data 

Define and 

implement data 

and ICT systems 

backup and 

restoration 

procedures to 

ensure that they 

can be recovered 

as required 

11.1 

11.2 

11.3 

11.4 

v8.1.5 

v8.1.6 

v14.1.4 
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3.5 

ICT 

operations 

management Data 

Ensure that data 

and ICT system 

backups are stored 

securely and are 

sufficiently remote 

from the primary 

site so they are not 

exposed to the 

same risks 

11.1 

11.3 

11.4 

v8.1.5 

v8.1.6 

3.5 

ICT 

operations 

management Monitoring 

Monitor external 

or internal vendors' 

support for their 

ICT assets 15.X - 

3.5 

ICT 

operations 

management Monitoring 

Ensure all relevant 

patches and 

upgrades are 

applied based on 

documented 

processes. 

2.1 

2.2 v10.3.X 

3.5.1 

ICT incident 

and problem 

management Management 

Implement 

processes and 

organizational 

structures for 

consistent and 

integrated 

monitoring, 

handling, and 

follow-up of 

operational and 

security incidents 17.X - 

ICT project and change management 

3.6.2 

ICT systems 

acquisition 

and 

development Testing 

Have a 

methodology for 

testing and 

approval of ICT 

systems before 

their first use.  

16.13 

18.X v1.1.1 

3.6.2 

ICT systems 

acquisition 

and 

development Testing 

Test ICT systems, 

ICT services and 

information 

security measures 

to identify 

potential security 

weaknesses, 

violations and 

incidents 

11.5 

16.13 

18.X v1.1.2 



87 

 

3.6.2 

ICT systems 

acquisition 

and 

development Configuration 

Implement 

separate ICT 

environments to 

ensure adequate 

segregation of 

duties and to 

mitigate the impact 

of unverified 

changes to 

production 

systems.  16.8 

v1.14.1 

v4.3.3 

3.6.2 

ICT systems 

acquisition 

and 

development Data 

Ensure the 

integrity and 

confidentiality of 

production data in 

non-production 

environments. 

Access to 

production data is 

restricted to 

authorised users 

3.1 

3.7 

3.12 

3.14 

6.6 

6.8 - 

3.6.2 

ICT systems 

acquisition 

and 

development Protection 

Implement 

measures to 

protect the 

integrity of the 

source codes of 

ICT systems that 

are developed in-

house 

1.1 

2.X 

3.1 

3.3 

4.X 

5.8 

6.X 

7.X 

13.X 

16.12 

1.10.1 

10.2.X 

Business continuity management 

3.7.3 

Response 

and 

recovery 

plan Data 

Develop response 

and recovery plans 11.X - 
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