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This thesis explores the increasingly relevant field of cloud-to-cloud migration, facilitated 

through Infrastructure as Code (IaC) technique. As the landscape of cloud computing 

continues to transform at a rapid pace, organizations seek to optimize operational costs, 

enhance system flexibility, and adjust to changing market demands. In this context, the 

capability to efficiently migrate between cloud providers becomes an important factor. 

The research was conducted as a case study within a Finnish startup operating in self-service 

mobile payment systems. It provides a detailed analysis of migrating an application 

architecture from DigitalOcean to AWS using the AWS Cloud Development Kit (CDK), 

providing insights into the strategies, challenges, and outcomes of the process. The key 

findings suggest that while cloud migration involves considerable technical and operational 

challenges, the utilization of IaC can significantly mitigate these obstacles, enhancing the 

speed, reliability, and security of the migration process. This research contributes to the 

limited literature on cloud-to-cloud migration, highlighting the effective use of IaC to 

facilitate smoother transitions between cloud environments. The findings also provide 

practical insights for organizations planning similar migrations. 
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Tässä diplomityössä käsitellään sovellusarkkitehtuurin siirtämistä pilvipalveluntarjoajalta 

toiseen hyödyntäen infrastruktuuri koodina (IaC) -menetelmää. Organisaatiot pyrkivät 

optimoimaan kustannuksiaan, parantamaan järjestelmiään ja sopeutumaan muuttuviin 

markkinoihin pilvipalveluita hyödyntämällä. Palveluntarjoajien vaihtaminen on noussut 

keskeiseen asemaan nopean pilvipalveluiden kehityksen seurauksena. 

Työ suoritettiin tapaustutkimuksena suomalaisessa startup-yrityksessä, joka tarjoaa 

mobiilipohjaisia itsepalveluratkaisuja. Työssä analysoidaan yksityiskohtaisesti 

sovellusarkkitehtuurin siirtoa DigitalOceanista AWS:ään käyttäen AWS Cloud 

Development Kit -työkalua. Työn tarkoitus oli tutkia siirtoprosessin strategian 

muodostamista, haasteita ja tuloksia yhdistäen IaC:n vaikutus koko prosessiin.  

Työn keskeiset havainnot osoittavat, että vaikka pilvipalveluntarjoajan vaihtamiseen liittyy 

huomattavia teknisiä ja operatiivisia haasteita, IaC:n hyödyntäminen voi merkittävästi 

vähentää näitä esteitä, parantaen prosessin nopeutta, luotettavuutta ja turvallisuutta. Tämä 

työ edistää pilvipalveluiden välisen siirtymisen rajallista kirjallisuutta korostaen samalla 

IaC:n merkitystä siirtymien mahdollistajana pilviympäristöjen välillä. Työn tulokset 

tarjoavat myös käytännön näkemyksiä organisaatioille, jotka suunnittelevat vastaavia 

siirtymiä. 
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1  Introduction 

The cloud computing market is showing significant growth, projected to grow at a compound 

annual growth rate (CAGR) of 19.6% from 2021 to 2027. According to Gartner’s 2024 

forecast, the market valuation is expected to reach 1 trillion euros. (Gartner, 2024) This rapid 

expansion highlights the fundamental shift in how businesses are leveraging cloud 

computing to boost operational efficiency, scalability, and cost-effectiveness. However, as 

market demands and dynamics change, organizations are required to continuously refine 

their IT strategies. This often involves re-evaluating the used cloud service providers to 

ensure alignment with current requirements for cost, performance, and features. 

Consequently, cloud-to-cloud migration, involving the transfer of applications, data, and 

services between cloud platforms, has become an important concept. This process presents 

numerous challenges, including the need to maintain system integrity and minimize 

operational disruptions. Additionally, it demands careful consideration of technology 

choices, strategic planning, and the implementation of best practices to guarantee smooth 

and secure transitions. 

Previous studies have extensively explored individual aspects of cloud migration, such as 

security concerns, downtime minimization, and cost efficiency. However, there is a 

noticeable gap in comprehensive empirical research focused specifically on cloud-to-cloud 

migrations (Kolb, Lenhard and Wirtz, 2015). Studies have predominantly concentrated on 

migration from on-premises infrastructures to the cloud, rather than migrations between 

cloud platforms. This leaves a critical knowledge gap regarding the unique challenges and 

opportunities that arise during cloud-to-cloud transitions, such as interoperability issues, data 

loss prevention, and the maintenance of service availability during the migration process. 

Furthermore, as highlighted by Kolb et al. (2015) more case studies are required in the cloud-

to-cloud migration area. Linthicum (2017) also supports this claim by mentioning that only 

a few cloud-to-cloud transitions have happened. 

Additionally, Infrastructure as Code (IaC) has become an emerging approach that facilitates 

the management and deployment of computing infrastructure through codified files. This 

approach significantly reduces the likelihood of errors compared to traditional manual 

configuration methods. IaC is particularly advantageous in automating processes, 
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minimizing errors, and enhancing reproducibility, which are essential for efficiently 

managing complex or large-scale environments. Despite its potential benefits, the specific 

challenges and strategies involved in implementing cloud-to-cloud migrations utilizing IaC 

remain underexplored. This research aims to address this gap by investigating these 

challenges and evaluating the impact of IaC on the cloud-to-cloud migration process. 

The goal of this research is to conduct a detailed analysis of cloud-to-cloud application 

migration, with a specific emphasis on the utilization of Infrastructure as Code to streamline 

this process. The study aims to contribute valuable insights to the academic field and provide 

practical insights for organizations planning cloud-to-cloud migration initiatives. The study 

sets out to identify the key challenges associated with cloud-to-cloud application migration, 

to evaluate the effectiveness of IaC in addressing these challenges. The research will use a 

case study methodology to answer the following research questions: 

• What are the key challenges, strategies, and outcomes involved in migrating an 

application architecture between cloud providers? 

• What are the benefits and challenges of using IaC in the migration process? 

 

Certain limitations have been established to focus the scope and maintain clarity throughout 

the investigation of cloud-to-cloud migration using IaC. First, it is important to note that this 

study does not aim to compare or evaluate different cloud architectures or analyse the 

decision-making processes behind choosing to switch cloud providers. Such evaluations are 

beyond the scope of this thesis and involve a broader set of strategic considerations that are 

not addressed here. Additionally, the variability in cloud architectures and the specific 

configurations of services pose a significant limitation. The findings and strategies discussed 

may not be universally applicable to all cloud environments due to differences in 

infrastructure and service setups. Each cloud provider offers unique features and 

configurations, which could affect the transferability of the proposed solutions. 

Furthermore, this research does not address the lock-in effect often associated with cloud 

providers. The lock-in effect can influence the ease or difficulty of migration processes, as 

proprietary technologies and platform-specific services can create dependencies that 

complicate migration efforts. This aspect is not considered within the scope of this thesis, 
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which could affect the applicability of the strategies in environments where lock-in is a 

significant factor. 

In the next chapter, the theoretical foundation and related research on cloud computing, 

cloud migration, and Infrastructure as Code are presented. Chapter 3 introduces the research 

method and case project, setting the stage for an in-depth examination. Chapter 4 presents 

the different steps involved in the migration process, detailing each phase from planning to 

execution. Chapter 5 presents the results of the migration process, providing a detailed 

analysis of outcomes and achievements. Chapter 6 discusses the key results, connecting them 

to the existing body of research while highlighting their implications and lessons learned. 

Finally, the conclusions are presented in Chapter 7, summarizing the study and suggesting 

paths for future research.  
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2  Literature Review 

This chapter establishes the theoretical framework to provide context for the remainder of 

the thesis. First, the importance of cloud migration, its challenges, and various strategies are 

presented. Additionally, relevant research in the context of cloud-to-cloud migration is 

presented to provide a thorough overview and to connect it to the research gap. Finally, IaC 

is introduced along with its advantages and challenges, highlighting its role in streamlining 

infrastructure migration and presenting established best practices for its effective utilization. 

2.1  Cloud Computing 

Cloud computing represents a significant transformation in how organizations manage and 

deploy their computing resources (Vaquero et al., 2008; Zhang, Cheng and Boutaba, 2010). 

National Institute of Standards and Technology (NIST) defines cloud computing as "a model 

for enabling ubiquitous, convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and 

services) that can be rapidly provisioned and released with minimal management effort or 

service provider interaction" (Mell and Grance, 2011). This means that instead of acquiring 

the hardware needed for applications and setting up on-premises infrastructure, 

organizations can lease these resources from cloud providers. 

This flexibility not only supports fluctuating workloads but also contributes to significant 

cost savings, as it eliminates the need for big initial hardware investments and lowers the 

expenses related to over or underutilizing resources. Furthermore, the total operating 

expenses are lower because infrastructure provisioning and scalability require less 

management and configuration. (Shayan et al., 2013) For example, cloud services often 

come with robust security measures, regular updates, and maintenance handled by the 

provider, reducing the maintenance needed from an organization (Zhang, Cheng and 

Boutaba, 2010). By utilizing cloud computing, businesses can innovate faster and adapt to 

changing market demands more efficiently. This transforms the operational models and 

facilitates new ways of working. (Haris and Khan, 2018) Cloud computing can be 

categorized into three service models: Infrastructure as a Service (IaaS), Platform as a 



12 

 

Service (PaaS), and Software as a Service (SaaS). (Mell and Grance, 2011) These models 

are displayed in Figure 1 with their distinct characteristics. 

 

 

Figure 1. Differences between cloud service models (Spjuth, Frid and Hellander, 2021) 

 

IaaS offers the essential computing components, including virtual servers, storage, 

networking, and operating systems. While users lack authority over the underlying 

infrastructure, they can manage the operating system and its configuration. This allows for 

high levels of customization but also requires significant management expertise. (Mell and 

Grance, 2011) Some well-known examples of IaaS include Amazon Elastic Compute Cloud 

(EC2), DigitalOcean droplets, Microsoft Azure, and Google Compute Engine (GCE). 

PaaS provides a managed platform for creating, deploying, and overseeing applications. This 

service model removes the complexity of managing underlying infrastructure, as users can 

access pre-configured environments and tools tailored for application development. (Mell 

and Grance, 2011) Furthermore, PaaS simplifies the development process by providing 

automated updates, provisioning, and scalability (Haris and Khan, 2018). This streamlining 

allows developers to concentrate on writing code rather than managing administrative duties 



13 

 

(Spjuth, Frid and Hellander, 2021). Popular PaaS offerings include AWS Lambda, Google 

App Engine, and Heroku. 

SaaS offers fully functional software applications via the internet, often through monthly 

subscription models (Spjuth, Frid and Hellander, 2021). The underlying infrastructure 

cannot be managed except for application configuration settings (Mell and Grance, 2011). 

SaaS providers manage both the software application and the infrastructure, including 

maintenance tasks like updates and security fixes. Consumers access the application via the 

internet through a web browser on their device. (Haris and Khan, 2018) This model frees 

users from complex software and hardware management, making it ideal for businesses that 

want to streamline operations and focus on their core activities without the hassle of 

maintaining software and hardware. Some examples of SaaS are Gmail, Figma, and 

Dropbox. 

Furthermore, beyond the service models, cloud computing deployment varies based on the 

organization's security and compliance requirements. These deployment models are public, 

private, hybrid and community clouds (Mell and Grance, 2011; Haris and Khan, 2018). 

Public clouds are managed by third-party cloud vendors who serve their infrastructure, like 

computing and storage, over the internet. AWS, Microsoft Azure, DigitalOcean, and Google 

Cloud are examples of popular public clouds. The main advantage of the public cloud is its 

scalability and elasticity, along with its per-usage pricing model, which makes it an attractive 

option for businesses that need to scale resources according to fluctuations in demand. 

In contrast, private cloud is exclusively allocated to a single organization for their network 

usage and deployments. Private cloud infrastructure is typically hosted on-premises and 

offers greater control over security and compliance. (Srivastava and Khan, 2018) However, 

private cloud can be less cost-effective and more complex to manage than public cloud 

options depending on the organization’s context and requirements (Haris and Khan, 2018). 

Hybrid clouds merge public and private cloud environments, interconnected through 

technology that enables the sharing of data and applications between them (Mell and Grance, 

2011). This gives businesses more flexibility, more deployment choices, and to migrate 

workloads based on specific needs. This model is particularly useful for balancing between 

flexibility and scalability of the public cloud with the security features of a private cloud. 

(Haris and Khan, 2018) 
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Lastly, community cloud provides infrastructure that is shared by a specific group of 

organizations. These groups have common interests, such as government agencies or 

research institutions that have similar needs in security and regulatory compliance. (Mell 

and Grance, 2011) This model offers a collaborative environment where infrastructure and 

resources are shared, combining aspects of privacy and control found in private clouds with 

the cost-effectiveness of public cloud (Goyal, 2014). 

2.2  Cloud Migration 

As presented earlier, the benefits of cloud computing drive organizations to move their 

legacy applications running on-premises infrastructure to the cloud. This process of moving 

applications or any parts thereof to the cloud is called cloud migration. (Jamshidi, Ahmad 

and Pahl, 2013) The key drivers for the migration include decreased starting and operating 

costs, efficient resource utilization, scalability, and easier maintainability (Jamshidi, Ahmad 

and Pahl, 2013; Rai, Sahoo and Mehfuz, 2015). 

Cloud migration has been studied extensively in the literature from many perspectives. 

Jamshidi et al. (2013) conducted a systematic literature review on previous cloud migration 

research and found articles reporting their experiences, lessons learned, and best practices. 

Furthermore, some have developed frameworks and processes to facilitate the decision-

making journey towards migration to the cloud. The existing research highlights cloud 

migration as a complex process that necessitates thorough planning and the evaluation of 

multiple factors to guarantee a secure and smooth transition to the cloud (Gholami et al., 

2016). 

2.2.1  Migration Challenges 

While moving to the cloud comes with many benefits there are challenges and concerns that 

need to be addressed before considering such a move. Migration tools are provided from big 

companies, like AWS and Azure, to ease and support the transition process of on-premises 

applications to the cloud (Balobaid and Debnath, 2018; Shastry et al., 2022). Furthermore, 

frameworks and processes have been developed to simplify the decision-making journey 

towards migration to the cloud. Despite the support these tools, frameworks, and 
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organizations provide, there remain obstacles and critical factors to consider in the migration 

process. Many studies have explored the challenges in cloud migration, and in general cloud 

migration and cloud computing share similar characteristics in challenges (Gholami et al., 

2016, 2017; Dar, 2018; Maniah et al., 2022; Staevsky and Gaftandzhieva, 2023; Wirasti et 

al., 2023). These challenges are listed in Table 1. 

 

Table 1. Cloud migration challenges 

Challenge 

Security and privacy 

Regulation and compliance 

Existing investments in IT 

Cost management 

Portability and interoperability 

Service Level Agreements (SLAs) 

Technical complexity 

IT skill gap 

 

Security and privacy are often considered the biggest challenge in cloud migration, 

particularly regarding the relocation of sensitive data from on-premises infrastructure to 

cloud environments. Concerns revolve around verifying the integrity, confidentiality, and 

availability of data during and after the migration process. (Dar, 2018; Shuaib et al., 2019) 

This gives the organizations less control over the data and transfers the responsibility of its 

security to the cloud platform. Consequently, it becomes crucial for organizations to apply 

robust access control measures and encryption protocols to maintain data security and 

privacy. (Staevsky and Gaftandzhieva, 2023) Additionally, compliance with legal and 

regulatory requirements becomes a significant challenge when data is stored in the cloud. 

This includes concerns over data sovereignty and compliance with standards like General 

Data Protection Regulation (GDPR), which need to be carefully considered. (Wielki, 2015) 

Furthermore, the expanding threat landscape and the rising number of significant data 

breaches involving sensitive information increase security concerns (Dar, 2018). 
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The context within an organization plays a significant part in shaping the migration process 

and its considerations. Existing investments in on-premises infrastructure may make it more 

difficult to move to cloud. This is particularly applicable for large corporations while small 

and medium-sized enterprises (SMEs) may be more flexible in this aspect. (Rai, Mehfuz and 

Sahoo, 2014) Cost management also presents its own set of challenges. A report by 

McKinsey & Company indicates that 75% of cloud migration projects exceed their initial 

budget and 38% are behind schedule (Balakrishnan et al., 2021). Additionally, when paying 

for resources per usage it may be difficult to estimate the total costs (Rai, Mehfuz and Sahoo, 

2014). Therefore, organizations should conduct a thorough cost analysis before migration 

and continuously monitor cloud spending to avoid unpleasant surprises. 

Shuaib et al. (2019) also identifies change management within the organization as another 

significant challenge. Cloud environments often require different skills compared to 

traditional IT infrastructure. Organizations might face challenges in retraining or hiring staff 

with the necessary cloud computing skills, leading to a gap that can slow down or complicate 

the migration process. (Shuaib et al., 2019) Even though the skill gap can be addressed, 

technical complexity and adapting the legacy application for the cloud platform is also one 

of the core challenges (Staevsky and Gaftandzhieva, 2023). Further complicating things, 

cultural resistance and organizational readiness are often the primary causes for delays in the 

migration (Balakrishnan et al., 2021).  

Dependency on only one cloud provider can result in challenges related to vendor lock-in, 

making it difficult or expensive to change providers or deploy services across multiple 

clouds in the future (Kumar and Kumar Garg, 2012). Additionally, organizations must 

understand Service Level Agreements (SLAs) provided by cloud providers that guarantee 

certain levels of service. Organizations must understand these SLAs thoroughly to ensure 

they meet business requirements and to plan for contingencies in case the SLAs are not met. 

Key aspects in this case are availability, performance, cost, and security (Shuaib et al., 2019). 

These factors highlight the need to carefully consider which cloud provider to choose. 

Adapting applications for cloud infrastructure, which involves enabling scalability, security, 

and elasticity, presents significant technical and organizational challenges. Additionally, the 

technological readiness of the organization to execute the migration may require training and 

new skills of cloud domain to streamline the transition process. These considerations 
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highlight the complex nature of cloud migration. Consequently, choosing an appropriate 

migration strategy is important and requires careful planning. 

2.2.2  Cloud Migration Strategies 

Cloud migration strategies outline different methodologies that organizations can follow as 

they transition their operations to the cloud. These strategies provide a framework to guide 

businesses in selecting the most suitable approach for their particular requirements and 

constraints, considering factors such as cost, security, compliance, and technical 

compatibility (Andrikopoulos et al., 2013). Understanding these different strategies, 

organizations are better equipped to navigate the challenges of adopting cloud technologies. 

This ensures a more smoother transition and optimizes the advantages of cloud computing. 

(Jamshidi, Ahmad and Pahl, 2013; Rai, Sahoo and Mehfuz, 2015) 

Cloud migration strategies have undergone significant development within scholarly 

discussions. Andrikopoulos et al. (2013) identified four primary categories of possible 

migration paths: replace, partially migrate, migrate the whole application, and cloudify. This 

categorization has been adopted by many publications in the field (Jamshidi, Ahmad and 

Pahl, 2013; Gholami et al., 2016). However, more recent studies, by for example Ahmad et 

al. (2018) and Shastry et al. (2022), have adopted modifications of Gartner’s 5 Rs strategy. 

This strategy acknowledges the changing nature of cloud computing and the increasing 

complexity and number of cloud services, allowing organizations to leverage a broader range 

of options for their specific requirements.  

Gartner’s strategy has been since expanded and iterated to forms of 6Rs and 7Rs by cloud 

providers like AWS. The 6Rs and 7Rs include strategies such as 'Retain' for keeping certain 

applications or systems on-premises, and 'Retire' for decommissioning obsolete or redundant 

applications. (Shastry et al., 2022) This expansion facilitates a more strategic alignment with 

business goals, operational efficiency, and cost-effectiveness, offering an extensive 

framework that addresses the full scope of cloud migration challenges and opportunities. 

The 7Rs migration strategy classification by AWS (2024c) is presented in Figure 2. A critical 

aspect that is missing from the 7Rs framework, compared to the classification by 

Andrikopoulos et al. (2013), is the lack of reference to migrating only some parts of the 

application to the cloud. Some solutions utilize a hybrid cloud approach, where they move 
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parts of their application to the cloud for example due to scalability. The rest of the 

application is either migrated in phases or some parts are kept on-premises for security and 

compliance requirements (Andrikopoulos et al., 2013). 

 

 

Figure 2. Classification of cloud migration strategies 

 

The repurchase strategy means substituting an on-premises application with a comparable 

SaaS solution in the cloud, which may also include data migration. This could be for example 

transitioning an on-premises customer relationship management (CRM) solution to 

Salesforce, which is a leading SaaS CRM application (Salesforce, 2024). The relocate 

strategy leverages virtualization to transfer infrastructure to the cloud, streamlining the 

migration process. Among the various strategies, rehosting, replatforming, and refactoring 

are the most commonly used (Linthicum, 2017). The rehost strategy, also known as "lift and 

shift," means transferring virtual machines to the cloud without modifying the application, 

offering a cost-effective solution relative to other methods (Linthicum, 2017). Additionally, 

this type of migration incorporates the concept of live migration, allowing virtual machines 

to be moved to other platforms with minimal to no downtime (Agarwal and Raina, 2012; 

Strunk, 2012). This is critical in production applications that require uninterrupted operation 

to meet business demands. 
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Linthicum (2017) emphasizes that applications that are moved to the cloud should consider 

either leveraging cloud-native features through refactor or replatform strategies, or to be 

moved with little changes via the rehost strategy. The term cloud-native has been gaining 

traction within the technology industry, yet there remains a lack of consensus regarding its 

precise definition. Kratzke and Quint (2017) provide a clarifying perspective, describing 

cloud-native applications as those specifically designed and constructed for cloud 

environments from the ground up. According to their definition, such applications are 

inherently modular, with each component being independently scalable and distributable. 

This architectural approach highlights the essence of cloud-native design, emphasizing 

adaptability and scalability within cloud ecosystems. 

This concept extends to migration patterns within the same cloud environment, where an 

application's architecture is transformed to better align with cloud principles (Linthicum, 

2017). Andrikopoulos et al. (2013) support this view, outlining how previous architectures 

can be re-engineered to increase the utilization of the resources and services provided by the 

cloud platform. This may involve adopting microservices architecture, using message 

queues, or replacing IaaS components with PaaS functionality. For example, a Dockerized 

database instance could be migrated to a fully managed service like AWS RDS, which offers 

automated updates, backups, and monitoring (AWS, 2024b). This showcases a strategic 

approach to leveraging cloud capabilities for enhanced efficiency and scalability. Adopting 

a cloud-native strategy can be financially beneficial in the long term, as it allows for the 

optimization of resource utilization by ensuring payment only for what is used. However, 

the trade-off is that portability will be hard to other cloud providers (Miranda et al., 2013). 

Furthermore, undertaking cloud-native refactoring may incur costs up to 30 times higher 

than those associated with simple rehosting (Linthicum, 2017). 

2.2.3  Cloud Portability 

The variety of services and ways they are delivered by cloud providers present substantial 

challenges in portability and interoperability, which need to be tackled during the 

development of applications. The complexity of migrating an application from one cloud 

platform to another is influenced by many aspects, including the specific cloud services 

utilized, the application's design, and the migration requirements, such as the extent of the 
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application components needing migration. Given this complexity, accurately estimating the 

re-engineering efforts required for each application component becomes a considerable 

challenge. (Miranda et al., 2013) Many studies in the academia have explored the topics of 

cloud portability and interoperability, highlighting potential vendor lock-in as a significant 

concern. Linthicum (2017) for example emphasizes that while cloudification can offer 

numerous benefits there is a trade-off regarding portability, which means that the application 

is not easily portable to other cloud providers causing possibly a lock-in effect. This concern 

is also shared by Kolb and Wirtz (2014) who studied the portability of PaaS offerings 

between cloud providers. 

Utilizing open-source and vendor-neutral technologies can enhance portability and reduce 

dependency on specific cloud providers. Efforts have been made to create standardized 

technologies to make cloud applications portable. Topology and Orchestration Specification 

for Cloud Applications (TOSCA) is a standard developed by the OASIS (Organization for 

the Advancement of Structured Information Standards) consortium. TOSCA aims to 

improve the ease of transfer and the management of cloud applications and services, 

facilitating their use across different cloud providers. It defines the processes for creating 

interoperable descriptions of both the application and infrastructure services in cloud 

environments, including their relationships, operational behaviours, and lifecycle processes. 

(Binz et al., 2012) Similar initiatives to TOSCA exist, such as mOSAIC, which received 

funding from the European Commission to promote cloud application portability (Di 

Martino et al., 2011). 

TOSCA infrastructure refers to the modules and systems that are put in place to support the 

implementation of TOSCA specifications (Binz et al., 2012). This infrastructure enables the 

modelling of cloud applications in a vendor-neutral format, which can then be deployed and 

managed across different cloud platforms without requiring changes (Artač et al., 2017). 

Wurster et al. (2017) also highlight that TOSCA is able to help in porting on-premises 

applications to the cloud. There also exists TOSCA-based orchestrators like TORCH, which 

is able to read TOSCA notations and deploy these to different cloud platforms (Tomarchio 

et al., 2021). Koziolek et al. (2023) however mention that TOSCA is missing applications 

in real-world context and the domain still needs more work and research. In addition, Kolb 

and Wirtz (2014) discuss that TOSCA is not currently suitable for PaaS migrations but can 

work for IaaS transitions.  
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While existing research predominantly addresses the migration of servers from on-premises 

to cloud environments, the critical aspect of migrating applications between different cloud 

service providers remains significantly underexplored (Kolb, Lenhard and Wirtz, 2015). 

Linthicum (2017) also supports this claim by mentioning that only a few cloud-to-cloud 

transitions have happened. Furthermore, Yussupov et al. (2019) emphasize the limited 

research available on cloud-to-cloud migration, particularly within the serverless computing 

context. Additionally, there is no joint agreement in the literature for the definition of cloud-

to-cloud migration. Hussein et al. (2013) define the concept of cloud-to-cloud migration as 

moving infrastructure or applications from one cloud provider to another. Kolb et al. (2015) 

also appears to take the same stance in their research paper. In contrast, Narantuya et al. 

(2018) describe cloud-to-cloud migration as moving virtual machines from one cloud 

provider to another, which closely relates to the concept of live migration. This paper uses 

the definition outlined by Hussein et al. (2013). 

Hussein et al. (2013) focused their study on the security aspect in cloud-to-cloud migration, 

highlighting it as a significant concern among organizations. A similar emphasis on security 

issues is noted in the context of transitioning on-premises systems to the cloud 

(Andrikopoulos et al., 2013). This concern is especially relevant in the context of data 

migration across cloud providers, as investigated by Pant and Thakur (2013). In the field of 

data migration, it is important to develop a comprehensive plan, including data security, 

consistency, and potential downtime (Iqbal and Colomo-Palacios, 2019). Further exploring 

this theme, Ellison et al. (2018) dived into the specifics of database migration from one cloud 

environment to another, expanding the discussion on the complexities and challenges faced 

during cloud-to-cloud migration processes. 

Kolb (2019) studied the portability of PaaS between cloud providers, focusing on the 

migration efforts needed to mitigate the lock-in effect. Through a detailed case study, the 

research presented the challenges of portability, highlighting that despite high-level 

component compatibility, low-level implementation discrepancies require code 

modifications and alternative deployment workflows. Similarly, Yussupov et al. (2019) 

studied the portability of Function-as-a-Service (FaaS) between different cloud platforms 

and found that the lock-in effect is in place even in small applications since the components 

were not compatible. Hartauer et al. (2022) discovered similar findings, however they found 

the use of a standardized framework and IaC implementation to help with the migration and 
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portability. In a more proactive approach, Miranda et al. (2013) put effort to make the 

transition between cloud platforms easier with techniques in how the application is designed 

and constructed to avoid lock-in effect in cloud platforms. 

In an extensive case study, Kolb et al. (2015) assessed the effort required to migrate a real 

application across popular PaaS providers, such as AWS and Heroku, porting the application 

to seven different public cloud services. Their findings highlight the necessity for further 

research into unifying the cloud management interfaces to simplify application management 

and provisioning across cloud providers, reducing the burden on development efforts. They 

also emphasized the need for more cloud-to-cloud migration research, especially for real-

world case studies, to deepen understanding and develop more effective strategies for 

tackling these challenges. This thesis aims to bridge these identified gaps by conducting an 

in-depth case study on cloud-to-cloud application migration and contributes to a clearer 

understanding of the practical challenges involved. 

2.2.4  Migration Frameworks and Models 

Due to the complexity of cloud migration and the various strategies, there have been many 

frameworks developed that aim to facilitate the decision-making process and highlight the 

concerns and tasks associated with the transition (Sabiri et al., 2015; Hosseini Shirvani, 

Amin and Babaeikiadehi, 2022). Jamshidi et al. (2013) carried out a systematic literature 

review on cloud migration and proposed a consolidated process based on previous 

frameworks with distinct properties and concerns to develop a model for migrating on-

premises solutions to cloud. The framework is based on 23 research articles related to cloud 

migration, including popular frameworks such as CloudStep, Cloud Adoption Tooklkit, and 

CloudMIG. Compared to these frameworks, Jamshidi et al. (2013) paints a big picture of the 

process and the tasks involved. 

The first phase in the model is migration planning. This phase includes steps such as 

feasibility analysis, cloud vendor selection, requirement analysis, decision on which cloud 

services should be used, and what to migrate. The final result of this phase is a concrete plan 

on how the migration will be carried out. In the next step, the legacy application is re-

architected for the cloud platform. This involves code modifications to adjust the application 

to the cloud platform, infrastructure adaptation, and data migration. In the last stage of the 
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process, the migration to the cloud is executed, tested, and verified prior to being deployed 

in a production environment. After completing these steps, the final output is evaluated 

against the original migration plan. Furthermore, tasks such as governance and security 

analysis are considered throughout all three phases. This migration process is visualized in 

Figure 3. 

 

 

Figure 3. The Cloud-RMM migration framework (Jamshidi, Ahmad and Pahl, 2013) 

 

The authors of this model directly report that the assumption for the migration process is that 

the legacy application is running on-premise infrastructure and moved to the cloud 

(Jamshidi, Ahmad and Pahl, 2013). However, while this framework does not exactly 

consider cloud-to-cloud migration it is arguable that it is still applicable. When exploring 

cloud migration strategies such as refactor or replatform, which involve transforming an 

existing application to be cloud-native or more suited for the cloud environment, the 

procedure includes phases and tasks that are similar to those when migrating from on-

premises infrastructure to the cloud. In the planning stage, for instance, the existing 

architecture is analyzed and compared to the offerings available on the new cloud platform. 

The execution phase involves similarly data migration and adaption to the new cloud 

services. And finally, in the evaluation phase, the application is deployed to the new cloud 

provider and tested. 

2.3  Infrastructure as Code 

The transition to cloud computing has significantly simplified the provisioning of computing 

and data resources, making what was once a complex and costly process accessible even to 
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small organizations. This transformation has streamlined the ability to scale and enhance 

operations efficiently. However, the manual provisioning often seen in many cloud 

environments introduces risks of inconsistency and human error, which Infrastructure as 

Code (IaC) aims to mitigate by automating these processes. 

IaC is a core technique in DevOps and cloud computing, where infrastructure is managed 

and provisioned trough code (Sokolowski, 2022). This replaces the error-prone manual 

configuration by system administrators with a structured and codified approach (Guerriero 

et al., 2019). IaC enables DevOps teams to collaboratively automate the management, 

monitoring, and provisioning of resources in a cloud environment. This approach increases 

efficiency, reduces manual errors, and enables faster deployment cycle of applications. IaC 

treats infrastructure as if it were software. Thus organizations can ensure consistency in 

environments, streamline development and deployment processes, and achieve more 

scalable, manageable, and replicable infrastructure setups. (Rahman, Mahdavi-Hezaveh and 

Williams, 2019) 

IaC can be implemented using various languages and tools, each with its own strengths and 

use cases. Popular choices include declarative languages, such as YAML, which is known 

for its simplicity and readability. Furthermore, programming languages like Python and 

TypeScript can also be used to define infrastructure for IaC, offering greater flexibility, 

modularity, and control. (Sokolowski, 2022) According to a study by Rahman et al. (2019), 

Chef and Puppet were found to be most frequently used IaC tools. Some other popular 

examples include Terraform, which supports IaC for various cloud providers and on-

premises infrastructure. (HashiCorp, 2024) Figure 4 shows an example of a Terraform 

template to create a virtual machine running on Debian operating system inside Google 

Cloud. In addition, AWS provides their own tool called CloudFormation, which is written 

with YAML or JSON to create and manage resources on their platform. Furthermore, AWS 

offers the Cloud Development Kit (CDK), which builds on CloudFormation's capabilities, 

allowing infrastructure to be defined in programming languages like Python or TypeScript 

before being deployed to AWS's cloud environment. (AWS, 2024a) 
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Figure 4. Terraform template to create a virtual machine in Google Cloud 

 

Rahman et al. (2019) conducted a systematic literature review of the current research into 

IaC to identify the main themes and research gaps. Their analysis found that a considerable 

amount of research focused on the various frameworks and tools used in IaC, along with 

how these tools are applied in practice. The study also covered empirical analysis and testing 

related to IaC. Furthermore, Rahman et al. (2019) also pointed out several areas that require 

more research, highlighting a significant gap in research regarding industry best practices, 

security concerns, and the presence of anti-patterns in IaC practices. However, based on the 

extensiveness of anti-pattern literature (Rahman, 2018; Guerriero et al., 2019; Dalla Palma 

et al., 2020; Kumara et al., 2021) this seems to have gained interest in the academia to 

support the successful adoption of IaC. Similarly to this study, Nedeltcheva et al. (2023) 

focused on reporting their challenges and experiences when applying IaC to a cloud-native 

application. 

Infrastructure as Code has been fundamental in enabling the DevOps practice of continuous 

delivery and integration, supporting faster deployment and management of software and 

services (Kumara et al., 2021). It has gained widespread adoption among large corporations 

like GitHub, Google, Netflix, Facebook, and Mozilla due to its advantages. Its popularity is 
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further evidenced by the increasing interest in IaC on search engines and within the academic 

community. (Rahman, Mahdavi-Hezaveh and Williams, 2019) However, adopting IaC 

requires careful management to avoid potential issues like defects and security flaws. This 

highlights the importance of adhering to the best practices in the development and 

maintenance of IaC scripts (Guerriero et al., 2019). 

2.3.1  Best Practices 

Guerriero et al. (2019) surveyed 44 people in the industry about the challenges, best 

practices, and adoption of IaC. They found multiple instances of good habits, such as making 

the infrastructure break as fast as possible when deploying and making reusable modules 

and templates. Kumara et al. (2021) expanded on this research by conducting a systematic 

review of grey literature to draw and categorize the best practices and anti-patterns of IaC. 

They found 10 primary categories for best practices (see Table 2), which includes factors in 

both the implementation and design aspects of IaC. These best practices highlight the need 

for careful design in organizing scripts to modules and folder-level structures. Additionally, 

they outline the significance of following styling conventions and ensuring readability, 

which reinforces the need for a thoughtful and well-organized approach to IaC deployment 

and management. 

 

Table 2. Best practices in IaC, adapted from (Kumara et al., 2021) 

Practice Explanation 

Focus on readability and understandability Simple, unified formatting with meaningful, 

distinctive names 

Avoid duplication Modularize and reuse 

Work with the IaC principles Codify everything so that manual changes 

are not needed 

Make incremental changes Using version control 

Prevent avoidable mistakes Correct quoting styles and proper values 

Plan for unavoidable mistakes Writing tests and not ignoring errors 

Use concise documentation Use code as documentation 
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Well-structured repository Use standardized, meaningful folder 

structures 

Keep configuration data separate from 

code 

Use configuration data sources and templates 

Safeguard configuration data and code 

securely 

Isolating secrets from code and using secure 

coding practices 

 

Furthermore, Kumara et al. (2021) identified 4 high-level categories for bad practices (see 

Table 3). These issues were mostly concerned about breaking the core principles of IaC, 

such as using manual procedures alongside with IaC scripts and creating non-reproducible 

environments. Most importantly, they highlight the need to comply with the framework and 

utilize its functionalities when writing IaC. Another important factor is to use good naming 

conventions and make the scripts readable. These practices reflect principles that are also 

valued in traditional programming. Guerriero et al. (2019) also reported similar findings, 

with hardcoding found to be most commonly mentioned issue. 

 

Table 3. Bad practices in IaC, adapted from (Kumara et al., 2021) 

Practice Explanation 

Violation of IaC principles Working against the principles, e.g., not 

automating everything, non-reproducible 

environments 

Bad readability and understandability High complexity, poor modularity, not 

following styling convention 

Improper project organization Not taking advantage of version control or 

folder structure is not sound 

Insecure configuration data and coding 

practices 

Hardcoding or using insecure secret 

variables 

 

The research by Guerriero et al. (2019) and Kumara et al. (2021) highlights the importance 

of adopting best practices, such as modularity and readability, and avoiding pitfalls like 

manual processes and hardcoding in IaC. These principles not only enhance infrastructure 
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management's efficiency and reliability but also reflect the broader practices of software 

development. This research offers a roadmap for optimizing IaC deployment, underscoring 

the importance of a well-organized strategy for future advancements in the field. 

2.3.2  Benefits and Challenges 

IaC offers a solution to several challenges compared to manual infrastructure management. 

One of these solutions is the avoidance of configuration drift. This is a common problem 

when environments or resources that are intended to be identical, deviate over time due to 

ad hoc manual changes or oversight. Configuration drift complicates system management 

and also reduces stability and deployment speed, especially in complex systems involving 

numerous microservices and modules. (Lwakatare et al., 2019) With IaC organizations can 

ensure that their infrastructure is consistently deployed and maintained across all 

environments, mitigating risks associated with manual interventions (Novakova 

Nedeltcheva et al., 2022). This consistency and repeatability can be beneficial in setting up 

different development, staging, and production environments with similar capabilities 

(Morris, 2016). 

Moreover, IaC supports best practices such as defining everything as code, continuous 

testing and delivery, and building in small, manageable parts (Morris, 2016). These practices 

contribute to several key benefits including reusability, consistency, transparency, and cost 

optimization over time (Guerriero et al., 2019). Codifying infrastructure provides teams with 

clearer visibility into system configurations and changes, facilitating easier debugging, 

knowledge sharing, and collaborative development. Furthermore, the code itself acts as 

documentation as pointed out by Werner et al. (2022). In a similar way, since infrastructure 

is committed to a code repository, it also provides versioning out of the box, and the ability 

to track the changes across different versions (Morris, 2016). 

The modular approach of IaC simplifies understanding and updating of the system. 

Additionally, it enhances the potential for reuse in future projects with modules and 

templates, which reduces complexity and deployment times (Morris, 2016). Furthermore, 

IaC's built-in automation features enable dynamic scaling and effective resource 

management, which leads to more reliable and frequent updates, therefore improving 

product quality and delivering greater value to customers (Forrester, 2015). 
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While these benefits bring value for organizations there are also some challenges associated 

with IaC and its adoption. Some of these challenges vary based on the tools utilized, while 

others are more generally encountered. One significant concern is the resistance to change, 

especially within organizations accustomed to traditional practices (Forrester, 2015). Fear of 

disrupting existing, functioning systems and the trade-offs between speed and code quality 

present substantial obstacles. Prioritizing speed can lead to poor code while an excessive 

focus on quality may result in outdated systems slowed down by lengthy procedures. 

(Morris, 2016) The transition to IaC also requires a shift in work practices towards adopting 

DevOps. This change is not only technical but also cultural, which requires a re-evaluation 

of priorities and processes within organizations. Additionally, IaC prompts for new skills 

needed in the organization to adopt the technology. (Forrester, 2015; Guerriero et al., 2019) 

According to Morris (2016) the training can be a time-consuming process due to the amount 

of available IaC tools and solutions, which can make it difficult to clearly understand the 

best practices and adoption techniques. 

Furthermore, the practice of IaC itself presents its own set of challenges, including issues 

related to code readability, stability, security, organization, testability, and monitoring. 

Guerriero et al. (2019) interviewed people in the industry about the challenges associated 

with IaC. Their findings highlighted that IaC causes longer feedback loops due to having to 

wait for the infrastructure to be deployed, which complicates testing. Additionally, circular 

dependencies, which means that two or more resources depend on each other, were a 

challenge since they caused race conditions during infrastructure provisioning. These factors 

contributed to the poor testability and debugging of IaC. Furthermore, portability also 

becomes a problem in IaC since the infrastructure is defined for a specific cloud platform, 

making it troublesome to move to other vendors. (Guerriero et al., 2019) 

Security also emerges as a critical concern, with IaC scripts being vulnerable to defects that 

could lead to significant breaches, underscoring the need for secure coding practices from 

the start (Rahman, 2018). Some reported anti-patterns that reduce security are hardcoding 

secrets in the code and committing them into version control, which makes these secrets 

available for anyone with access to the repository and deployment pipeline. Furthermore, 

IaC increases the chance of forgetting about access control measures and firewall rules 

during the infrastructure setup. (Rahman, 2018) 
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Figure 5. Benefits and Challenges of IaC 

 

To conclude, while IaC offers significant advantages for automating and managing 

infrastructure, it also presents a range of challenges from technical to organizational and 

security related issues. These insights are summarized in Figure 5. And although IaC has 

emerged as a critical practice for modern infrastructure management there is still little 

knowledge on how to maintain or create a strategy for its adoption (Guerriero et al., 2019). 

Moreover, Guerriero et al. (2019) also highlight that there is limited academia surrounding 

IaC, highlighting the need for further research. 
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3  Research Methodology  

This chapter outlines the research methodology, providing insight into the reasoning for its 

selection and how it aims to answer the research problem. It also introduces the case 

organization and its migration project, offering a detailed examination of the system's 

existing architecture and operational environment. Following this, the chapter focuses into 

identifying the motivations and challenges within the current environment, setting the 

background for further exploration of the migration process. 

3.1  Research Method 

The research adopts an exploratory case study methodology, focusing on a single case of 

cloud-to-cloud migration. This method is chosen due to its strength in providing in-depth 

and detailed insights into “contemporary and complex phenomena within their real-life 

contexts” as described by Yin (2009). The case study method allows for an exploration of 

the cloud migration process in its natural setting, enhancing the understanding of the 

dynamic processes involved. Additionally, Runeson and Höst (2009) emphasize that the case 

study research is particularly suitable for software engineering research, which requires an 

understanding of software development and operational processes in practice. This study 

was set to answer the following questions: 

• What are the key challenges, strategies, and outcomes involved in migrating an 

application between cloud providers? 

• What are the benefits and challenges of using IaC in the migration process? 

 

This research will apply the Cloud-RMM migration framework presented in Chapter 2.2.4 

to conduct the migration and report the findings. The data is collected through direct 

observations made by the researcher, who actively participated in the migration project. 

These findings will be integrated with the related research presented in Chapter 2, applying 

theoretical best practices for IaC, and addressing the identified challenges and considerations 
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of cloud migration. The migration planning process will be outlined in Chapter 4, followed 

by a detailed presentation of the migration results in Chapter 5. 

The limitations of the case study approach will be acknowledged. Generalizability of 

findings may be limited due to the focus on a single case, impacting external validity 

(Runeson and Höst, 2009). However, the research will aim to contribute to the broader 

understanding of cloud migration between providers by providing a rich and detailed case 

study with in-depth insights. Furthermore, there is a high risk of observer bias as the findings 

are based on the reporting of a sole researcher. 

3.2  Case Organization 

The case organization is a self-service mobile payment platform start-up located in Finland. 

The company was founded in December 2023 and currently has 8 employees. Since its 

foundation, the company has released solutions for retail and restaurant industries. In the 

retail sector, it introduces a user-friendly Scan & Go model, enabling customers to 

effortlessly scan and purchase items using their own phones, thereby revolutionizing the 

shopping experience with its mobile application. Additionally, the company has released a 

similar service for student restaurants. In Finland, higher education students are required to 

show their student card to be eligible for a student discounted price. The case company has 

released an innovative solution within their mobile application, designed specifically for 

students. This feature enables users to seamlessly link their student status to the app. Once 

connected, students gain the ability to purchase meals at a discounted rate. At checkout, 

customers present a QR code from their receipt to a payment terminal at the cashier. This 

streamlined process not only facilitates savings for students but also enhances the overall 

dining experience with convenience and efficiency. 

The development team for the company consists of three people. The author of this paper is 

working as the Lead Developer in the case company with 9 years of experience, and the 

other two are hired consultants outside of the company. The small team and relatively recent 

and compact project enable great flexibility and agility to even big transformations. To 

streamline their development process, the team employs the Kanban methodology, ensuring 

efficient workflow and continuous improvement. The team has no previous experience with 

AWS environment nor IaC technologies. 
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3.3  Case Description and Motivation 

The current environment for the application is running on a single DigitalOcean droplet, 

which is a virtual machine operating on Ubuntu version 20.04. The lifecycle of the 

application is managed with Docker Compose, which is a tool that allows for easy definition 

and operation of multi-container applications, streamlining development and deployment 

processes. It enables efficient management of services, networks, and volumes through a 

single YAML file, allowing for the creation and initiation of services with one command. 

Docker Compose offers comprehensive lifecycle management through commands for 

starting, stopping, rebuilding services, monitoring their status, streaming logs, and executing 

one-off commands on services. (Docker, 2024) Within the application's architecture, each 

service is encapsulated within its own Docker container. The architecture consists of a 

backend, PostgreSQL database, Redis cache, a reverse proxy, web dashboard interface, a 

mobile application, and a database management service. 

The backbone of the application is the backend, facilitating communication with user-facing 

applications like the mobile application and web dashboard service. The backend service 

consists of a payment service, recurring tasks, and offers application programming interfaces 

(APIs) for various functions, such as shopping cart management, order processing, store 

management, and product listings. The backend service is a containerized Node.js 

application built with TypeScript and Express.js. 

In addition, the dashboard web application, developed with Flutter and hosted on an NGINX 

web server, is tailored to meet the operational requirements of restaurant staff and the 

organizational staff. This dashboard plays a key role in the management of store operations, 

product inventories, sales analytics, and financial accounting. The customer-oriented mobile 

app, also built with Flutter, interfaces with the backend via APIs to facilitate a variety of user 

actions within the application ecosystem. 

The application's data persistence is provided by a PostgreSQL database, placed within a 

Docker container and utilizing default configurations. Access to this database is restricted to 

the internal network, which is safeguarded by firewall configuration. For database 

administration, the popular open-source platform pgAdmin is utilized. It offers a 

comprehensive user interface for efficient database management, SQL query execution, 
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database structure visualization, data viewing, and user and permission management. 

(pgAdmin, 2024) 

Furthermore, a NGINX reverse proxy acts an intermediary service that forwards traffic to 

the intended services. This means that any other services than the reverse proxy cannot be 

accessed directly as they are blocked by firewall rules, thereby maintaining a secure 

operational environment. Instead, clients request a specific service from the reverse proxy, 

which redirects the request to the correct service. The reverse proxy also handles the domain 

routing for the configured services. These public-facing services with domains are the 

backend service, dashboard interface, and the pgAdmin management interface. 

Lastly, a Redis service is incorporated for specific functionalities like session management, 

caching, and job queuing, leveraging its capabilities as a high-performance, open-source in-

memory datastore (Eddelbuettel, 2022). Redis ensures quick, distributed access to data, with 

the resilience to maintain data even through backend updates. The comprehensive 

architecture and inter-service communication within the current deployment environment 

are illustrated in Figure 6. 

 

 

Figure 6. Current architecture in DigitalOcean 
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Overall, the existing architecture is not too complex, which makes it easy to manage and 

migrate to another cloud platform. The primary driver for changing the cloud provider to 

another is based on external business factors, and not things like pricing, performance, or 

even product offerings. The selected cloud provider for migration is AWS, which is one of 

the most popular cloud computing platforms. However, there are also a few pain points, 

which are identified with the current implementation that should be also resolved during the 

migration process. These challenges are shown in Table 1 for a comprehensive overview. 

One of the primary concerns with the current configuration is the extensive manual oversight 

required for managing and updating the infrastructure. Such operations involve SSH access 

to the server, utilizing terminal commands for navigation, executing updates, and integrating 

the latest changes from version control systems like git. This approach carries a high risk of 

errors and inefficiencies, resulting from the cumbersome nature of manual command 

execution and the inherent risk of human error. A more streamlined approach would apply 

these updates automatically without manual intervention. Furthermore, the current update 

process introduces service interruptions during restarts, necessitating the scheduling of 

updates during periods of minimal usage to mitigate impact on service availability. 

Moreover, the presence of a separate development environment on the same server, 

mirroring the production setup, introduces additional challenges. Manual management of 

these environments increases the risk of configuration drift, meaning disparities between the 

production and development settings. This risk is further emphasized by the method of 

updating configurations and secrets, which relies on direct manipulation of .env (dotenv) 

files through terminal-based text editors. This practice allows developers to separate 

configuration options from application code, enabling easier management of environment-

specific settings (e.g., database credentials and API keys) without hardcoding them into the 

source code. However, such practices are labour-intensive and prone to inconsistencies. 

Security configurations and the process of implementing updates also present significant 

challenges. Although considerable effort has been invested in establishing robust firewall 

rules to avoid unauthorized access, the evolving nature of security threats necessitates a more 

agile and responsive approach. Transitioning critical security updates to a third-party service 

and simplifying the management of security controls are suggested measures to improve the 

overall security posture of the infrastructure and the applications. Additionally, the current 
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implementation has failed to consider scalability and load balancing, which should be also 

addressed to handle increasing customer demand. 

 

Table 4. Issues in the current environment 

# Issue 

P1 Updates produce downtime while the services are restarting 

P2 No automated provision of version updates 

P3 Manual management and control over the infrastructure is prone to errors 

P4 No load balancing or scalability available 

P5 Configuration drift between production and development environments 

P6 Secrets are managed in environment specific files, which are hard to manage and 

error-prone 

P7 Security configuration and management are insufficient 

P8 Monitoring is difficult 

P9 Checking service logs is cumbersome since they must be accessed through SSH and 

terminal 

 

When migrating the whole existing architecture to AWS the mentioned challenges should 

be also considered when planning the overall architecture. Also, due to this business 

requirement, the infrastructure cannot be moved as is, but requires careful consideration in 

the architecture to tackle these challenges. Additionally, as dictated by business 

requirements, the implementation of the infrastructure will leverage IaC to ensure efficiency 

and consistency. Furthermore, compliance with GDPR must be carefully integrated and 

maintained throughout the migration to ensure adherence to data protection regulations. 
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4  Migration Planning 

This chapter develops a migration plan and strategy to move to the new cloud platform in 

the case organization. The migration plan addresses the presented problems and business 

constraints set in Chapter 3 and sets a strategy approach overview. An application 

architecture in the new cloud platform is presented. Furthermore, the DevOps pipelines to 

complement the IaC implementation are presented. 

4.1  Migration Strategy Selection 

For the migration to AWS, two primary strategies are evaluated: replatforming and 

refactoring. Replatform means selective improvement of the application through the 

integration of cloud-specific features without changing its fundamental architecture. This 

focuses on optimizing performance and maintenance by utilizing cloud capabilities, such as 

auto-scaling, managed storage and databases, and monitoring. (Linthicum, 2017) This 

approach aims to leverage the immediate benefits of the cloud's scalability and managed 

services without requiring a fundamental overhaul of the existing application infrastructure. 

In contrast, the refactor strategy would involve making the application architecture cloud-

native. Cloud-native means that the application is designed for the cloud from the start, 

leveraging its scalability and resilience (Kratzke and Quint, 2017). Although this approach 

offers potential long-term operational and performance benefits, it requires a significant 

commitment of resources, time, and expertise to re-engineer the application from the ground 

up (Linthicum, 2017). 

However, the transition towards a cloud-native architecture, despite its potential benefits, is 

not currently favourable due to the extensive effort required. Consequently, the replatform 

strategy is chosen to proceed with, which is both cost-efficient and does not require major 

development work. Cloud features will be utilized as necessary to address the identified 

challenges, focusing on streamlining and simplifying management and maintenance tasks. 

While it is also technically feasible to migrate the infrastructure to AWS with minimal 

adjustments, this path is not preferred since it would not solve the previously discussed 

challenges relating to maintenance. AWS offers services, such as Amazon Elastic Compute 
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Cloud (EC2), which supports running the existing application on virtual machines using 

Docker images, aligning with the rehost migration strategy. 

4.2  Selection of AWS Services and Resources 

This section presents the chosen AWS services designed to replicate the functionality of the 

previous architecture while also addressing the previously encountered challenges. The 

service mapping is shown in Figure 7, where the existing architecture components are 

highlighted in blue. These are then connected to a service or services in AWS platform. 

 

 

Figure 7. Mapping of cloud services to new platform 

 

The current Redis instance is replaced with AWS’s fully managed Amazon ElastiCache 

service for Redis. This managed caching service provides high availability, security, and 

compliance out of the box. Furthermore, the bare docker container running PostgreSQL is 

replaced with an RDS instance, which is AWS managed relational database service. This 
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offers simplicity and ease of management, such as automatic updates and patches, 

certificates, backups, data encryption, high availability, and security. These two services can 

be thus replaced with a drop-in replacement without changes needed in other parts of the 

application except changing the connection values to reflect the new services. However, 

when migrating the database, previous data needs to be moved to the new instance. The 

existing cache in Redis will not be migrated. Furthermore, the pgAdmin service will not be 

migrated to AWS due to security concerns and added configuration complexity. Instead, 

database management will be conducted from a local machine to AWS with carefully set 

firewall rules and access controls. 

The previous NGINX reverse proxy is completely replaced with AWS’s cloud offerings. 

The dashboard web application and backend service both require a domain name for easy 

access over the internet. For this purpose, Amazon Route53 will be used to provide a reliable 

way to provide domain name system (DNS) routing for these services. Route 53 will redirect 

traffic to the appropriate services, ensuring smooth integration with the broader suite of 

AWS services. This setup simplifies management and streamlines the process of securing 

SSL certificates, enhancing overall security and reliability. 

The dashboard web application utilizes the AWS CloudFront content delivery network 

(CDN), which comprises a network of servers distributed across various locations. These 

servers cache content in proximity to end users, allowing content to be delivered from servers 

closest to users. This enhances the speed and performance of the website. Furthermore, the 

dashboard application content is placed on Amazon Simple Storage Service (S3), which is a 

scalable data storage service. The build artifact of the Flutter application is uploaded to S3 

and served over the CloudFront service to end-users. 

The backend service will be placed in Amazon Fargate, which is a serverless compute engine 

to run containerized applications. Fargate enables the deployment of containers without 

having to manage the underlying infrastructure (e.g., updates and configuration). This makes 

it easier and faster to develop and deploy applications. Furthermore, Fargate can be easily 

configured to scale without much configuration. It also operates on pay-per-use model, 

where charges are incurred only for the containers actively utilized. (AWS, 2024d) Fargate 

was selected over Amazon ECS for the easier and simplified management, offering solutions 

to both issues P1 and P4. 
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Fargate directly integrates with AWS managed Application Load Balancer (ALB), which 

forwards the traffic between containers and handles load balancing. Together these services 

can be configured to automatically scale and manage revisions of new deployments without 

service downtime. A load balancer distributes incoming traffic across multiple targets, such 

as containers, ensuring high availability and scalability for applications. However, the 

backend service needs code modifications to support horizontal scaling since there can be 

multiple containers deployed simultaneously, necessitating that state management is 

distributed. Horizontal scaling means that multiple instances of the application are run 

concurrently to handle increased load. This requires distributing the workload across these 

instances efficiently. In the context of the backend service, horizontal scaling involves 

deploying multiple containers or instances of the service to serve a growing volume of 

requests. Additionally, Amazon Elastic Container Registry (ECR) will be used to upload the 

Docker container images and handle versioning. 

The overall planned architecture in AWS is visualized Figure 8. The Fargate service is placed 

inside of a private subnet with egress, meaning that it can access the internet, which is 

required to call third-party APIs like contacting the payment service. This requires using a 

Network Address Translation (NAT) service, which allows the service to contact outside 

network while it is placed in a private network. Additionally, RDS and ElastiCache will be 

placed in private network, meaning that they cannot be accessed from outside of the virtual 

private network, which provides additional security. 
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Figure 8. Planned architecture in AWS 

 

AWS also provides a monitoring and observability service named Amazon CloudWatch. 

CloudWatch tracks the health and performance of cloud resources deployed on AWS. It 

collects metrics on how resources are performing (e.g., CPU and memory usage) and 

generated logs to facilitate troubleshooting and identifying errors. CloudWatch can be easily 

accessed in AWS dashboard where metrics can be visualized for usability. For example, 

performance monitoring is provided for RDS, ElastiCache, and Fargate services. 

Consequently, the adoption of CloudWatch addresses both issues P8 and P9. 

The management and protection of environment secrets and configurations will be 

centralized within AWS Secrets Manager, ensuring the secure handling of critical 

information. These secrets can be things such as database credentials, API keys, OAuth 

tokens. AWS Secrets Manager offers a robust solution for the centralized control and access 

of secrets, significantly mitigating the risk of inadvertent exposure in source code. This 

strategic approach directly addresses concern P6 by safeguarding sensitive data through 

enhanced security practices and streamlined secret management processes. 
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Overall, the integration of AWS managed resources with built-in security features, private 

networking, data encryption, and Secrets Manager collectively increases security measures, 

directly addressing the mentioned P7 issue. Furthermore, the infrastructure will be 

strategically deployed in the Stockholm region (codenamed eu-north-1), aligning with 

GDPR requirements. This location is also chosen for its geographical proximity to Finland, 

where the case organization operates, to optimize performance. 

4.3  IaC Utilization 

The described infrastructure will be fully constructed using IaC to automate both 

management and deployment of the infrastructure through code. Among the various IaC 

tools available, such as AWS CloudFormation, AWS Cloud Development Kit (CDK), 

Terraform, Ansible, Chef, and Pulumi, CDK was selected for the implementation. This 

decision was influenced by CDK's compatibility with TypeScript, allowing seamless 

integration with the existing codebase also written in TypeScript. Furthermore, since CDK 

is provided by AWS it provides seamless integrations with services in the ecosystem. This 

integration is facilitated by CDK's high-level constructs specifically designed for AWS 

services, including Fargate, Route53, Secrets Manager, and CloudFront. These constructs 

simplify the deployment and management of infrastructure, ensuring a more efficient and 

cohesive development process. Although opting for CDK introduces a potential dependency 

on AWS, posing a risk of vendor lock-in, this risk is considered manageable for the project. 

The IaC implementation will be developed with the best practices noted in Chapter 2.3.1. 

Given the fundamental role of IaC in DevOps practices, the development of CI/CD pipelines 

is also planned. This strategy directly tackles the challenges identified as P2 and P3, ensuring 

a streamlined process for continuous integration and delivery. Furthermore, in theory this 

should avoid infrastructure drift between development and production environments as 

identified by Morris (2016), addressing the concern raised in P5. 

One pipeline will be developed per each application: backend and dashboard. Both 

applications are hosted on GitHub each in their own repository. The pipelines will be 

configured using GitHub Actions, which allows automating the build, test, and deployment 

pipeline directly within a GitHub repository. For the development environments the pipeline 

is triggered when new commits are pushed to the repository. However, for added stability, 
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the same setup for the production environment is only triggered when a new release is 

created. 

When the pipeline is triggered, the process begins with the execution of continuous 

integration tasks. This includes building the application and then conducting unit testing to 

verify the functionality of the code. If this step is successful, the infrastructure will be 

deployed to AWS. CDK automatically checks if there are any changes in the code and 

proceeds accordingly with the infrastructure provision. In the backend deployment, this 

setup continues to handle database migrations, which are deployed to reflect changes in 

database schema. A docker image is then built and pushed to Amazon ECR for versioning. 

Following this, the new container image is deployed to ECS which starts a new container 

deployment. Upon the successful completion of this deployment, the previous deployment 

is terminated. This seamless transition ensures that there is no service interruption when the 

deployments are exchanged. This process is visualized in Figure 9. 

 

 
Figure 9. DevOps pipeline for the Backend service 

 

For the dashboard pipeline, the continuous deployment looks a little different, which can be 

seen in Figure 10. After the infrastructure has been deployed, the new build artifact is 

uploaded to S3 storage. Subsequently, a request is made to Amazon CloudFront to invalidate 



44 

 

its cache. This step ensures that CloudFront recognizes the new contents and is able to serve 

these to end-users. 

 

 

Figure 10. DevOps pipeline for the Dashboard web application 

 

These pipelines lead to significant improvements in managing infrastructure changes and 

service updates, aligning with DevOps principles. They promote an automated and efficient 

process towards continuous deployment. As a result, both backend service and dashboard 

web application can receive timely updates and maintenance. Additionally, the IaC 

implementation presents an agile environment, which can quickly adapt to changes. 

4.4  Migration Plan 

The migration plan outlined in this section is carefully designed to ensure an efficient and 

minimally disruptive transition to the new cloud provider. It highlights the key phases in the 

transition process, including previous service termination and data migration. The migration 

is scheduled for after 4pm. This is when the app is least used because restaurants and stores, 
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its main users, are usually closed, which ensures minimal disruption and service availability. 

The complete migration process is visualized in Figure 11. 

The initial phase of the migration involves the termination of the old service running on 

DigitalOcean. This decisive action is important to prevent any further data entry into the old 

system, effectively preventing the risk of data loss during the migration. Furthermore, 

stakeholder communication is also important at this stage to ensure that all customers are 

prepared for a temporary suspension of services to avoid operational disruption. 

 

 

Figure 11. Migration process 

 

Subsequent to the old service termination, a snapshot of the existing database is created. This 

method captures a full snapshot of the data at a specific moment, playing a key role in 

maintaining data integrity during the migration. Acting as a protective measure, this snapshot 

facilitates the recovery of data if there be any issues such as migration errors or data 

corruption. PostgreSQL provides natively a helpful ‘pg_dump’ command to create a 

comprehensive backup of the database. 

The migration process advances to an essential phase of updating the DNS settings. This 

step plays a key role in redirecting network traffic from the old system towards the newly 

established infrastructure, thus effectively forwarding user access to the new service. 

Typically, DNS change (propagation) is expected to complete within a few hours, 

transitioning users smoothly to the new service environment without significant delay. 

Following the DNS update, the deployment of the new infrastructure is performed by 

creating a new release in GitHub. This triggers the DevOps pipeline, which is in charge of 

deploying the infrastructure. After the infrastructure provision has completed, the restoration 

of the database snapshot onto the new infrastructure is performed. The data migration can 

be done with the ‘pg_restore’ command, which allows for schema and data restoration to the 

PostgreSQL database. This essential phase ensures that application data is preserved, 

ensuring uninterrupted service operation. 
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The final phase of the migration strategy involves a thorough testing and validation process 

for the newly implemented system. This in-depth evaluation aims to verify the operational 

integrity and performance efficiency of the updated infrastructure. Furthermore, it includes 

a detailed verification of the DNS change, confirming that end-users experience seamless 

and accurate access to services. This stage of extensive testing and validation is crucial, 

offering definitive confirmation that the migration has been executed successfully and that 

the new system is fully operational and meets the organization's requirements. 

Additionally, this migration plan is designed with a rollback capability to the old system on 

DigitalOcean. This enables the quick reversion of DNS records to redirect network traffic 

towards the original service infrastructure, facilitating the re-establishment of the old 

system's operational status. This precautionary measure is important in mitigating risks 

linked to the migration process, offering an immediate solution in the event of unexpected 

complications. Consequently, it ensures the preservation of service integrity and continuity 

during the migration phase. 
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5  Results 

This chapter presents the outcomes of the migration, assessing its success in relation to the 

initial objectives and planning. Additionally, it highlights the encountered challenges and 

examines the role of IaC throughout the migration process. 

5.1  Infrastructure Implementation 

The migration process spanned a duration of 15 days, during which the infrastructure code 

was organized across two distinct repositories, dedicated to the backend and the dashboard 

respectively. The migration required some code modifications in the backend service to 

enable horizontal scaling provided by Amazon Fargate. The remaining caching logic that 

was being managed locally was migrated to be handled by the Redis instance. Furthermore, 

WebSocket connections needed to be reconstructed to support a distributed workload among 

multiple container instances. 

Following the required modifications the infrastructure implementation began with CDK. 

Within the backend, the IaC was divided into five stacks: Redis, backend service, database, 

bastion host, and network. In CDK, resources within stacks are provisioned as a single unit. 

This separation allowed for quicker feedback loops in case any of the stacks had problems, 

as one stack failure would not affect the others. Furthermore, the development and 

production environments were set up with slight variations, for example, by allocating fewer 

computing resources on the development environment to save on operating costs. This 

allowed the development environment to be configured separately as needed, and also 

prevented infrastructure drift between the two environments as the infrastructure definitions 

were shared. 

In the dashboard only one stack was created for deploying the infrastructure consisting of 

CloudFront and S3. The IaC implementation was conducted following the best practices 

mentioned in the literature. For example, secrets retrieval was separated from the code as 

can be seen in Figure 12. Furthermore, configuration was separated from the code in a JSON 

file provided by CDK. 
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Figure 12. Secrets retrieval from AWS Secrets Manager 

 

Implementing IaC enabled the development team to efficiently construct their infrastructure 

within a new cloud environment, significantly accelerating development and progress. 

Defining the infrastructure through IaC was found to be more intuitive and easier to navigate 

than the traditional graphical user interface (GUI) in AWS, due to its declarative nature. 

Consequently, this approach facilitated a quicker learning curve. However, the GUI had to 

be used for specific operations, like the domain setup. Additionally, transitioning to the new 

cloud platform presented challenges and posed a significant learning curve. The AWS 

platform and the infrastructure components had to be studied to ensure optimal utilization 

and configuration. 

Facilitating the progress, AWS had already created extensive documentation and examples 

on CDK usage. These provided almost out-of-the-box working solution for the CloudFront 

infrastructure to host a website, and many other examples, such as using Fargate with a load 

balancer and retrieving secrets from Secrets Manager. Figure 13 shows a code snapshot on 

how a Redis instance was created in the infrastructure. Security-wise, CDK also helpfully 

restricted firewalls rules to the least privilege by default. Therefore, only explicitly allowed 

connections could access these services, which helped enhance the overall security posture. 
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Figure 13. AWS CDK template for creating a Redis instance 

 

IaC enabled fast deployments of new infrastructure configuration and resources together 

with the DevOps pipelines. These increased the reliability of deployments as they did not 

require manual effort, which is prone to errors. However, the feedback loop for infrastructure 

deployments was found to be quite long. It took on average 15 minutes to deploy the whole 

application infrastructure. And since problems could only occur in the last stack, this could 

cause an unnecessary long feedback duration to just deploy a small change. However, 

dividing the infrastructure resources in smaller, logical stacks reduced the time needed for 

provisioning, as this allowed CDK to only deploy stacks that had been changed. 

Furthermore, the stacks could be provisioned individually to improve the testing process. 

This functionality proved to be very beneficial for making minor adjustments and conducting 

subsequent tests. 

Circular dependency errors occurred between resources during the infrastructure 

development. The error messages in CDK were helpful in pointing out to the right direction, 

and these compile-time issues were reported before the actual deployment, which provided 

a quick feedback loop. The dependency issue was finally resolved by reversing the 

connections between the dependent services. Figure 14 shows how the circular dependency 

problem occurred. Since the two resources reference each other though connections, it 

creates a race condition on how these resources are deployed, and thus preventing the 

provisioning. Connections are security groups to allow network connections in AWS that 

can be thought of as firewall rules. When reversing the connections to one side, the 

framework is automatically able to implicitly interpret the connection and the order of 

resource creation. This means that all of the connections have to be placed on one of the 

resources to avoid circular dependencies.  
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Figure 14. Cyclic reference error 

 

The AWS monitoring capabilities offered by CloudWatch presented an efficient and user-

friendly platform for log observation and performance evaluation. This system facilitated 

the detection of performance bottlenecks through detailed graphical analyses. A particularly 

impactful application of this feature was its crucial role in resolving a performance 

bottleneck associated with job queuing. The use of CloudWatch enabled to identify the root 

cause of the issue and address a fix quickly. Figure 15 shows how the performance problem 

was identified in AWS CloudWatch, clearly demonstrating spikes in activity corresponding 

to the execution of the job. 

 

 

Figure 15. Performance issues detected with AWS CloudWatch monitoring 
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AWS health checks, designed to ensure the functionality of services, initially presented 

challenges. Health checks are used by Fargate to monitor the health of services and assess 

whether new instances should be provisioned to replace services that are down. The backend 

service creates a new log entry whenever the service is accessed. When AWS performed a 

health check, it would show up in AWS CloudWatch periodically and thus clutter the logs 

and complicate the monitoring process. This issue was resolved by the exclusion of the 

health check user agent from the logs, necessitating a code change in the backend service. 

Additionally, another problem emerged related to health check during the backend service 

deployment process. The default configuration provided by CDK required only 2 unhealthy 

responses from the service within 20 second to detect that the deployment is not working. 

This caused an infinite container provision loop caused by Fargate’s inherent nature of 

redeploying failed containers since the application took longer than required to start. By fine-

tuning the parameters used to identify unhealthy deployments, this issue was successfully 

resolved. 

Positioning the database within a private network introduced certain challenges. This 

required creating a separate virtual machine in the public network to act as an intermediary 

to access the database from outside. This setup is also referred to as a bastion host. The 

bastion host would be then allowed to access the database, which facilitates managing the 

database from local computers, like to perform the data migration. To maintain security 

measures, access to the bastion host was restricted to a carefully selected group of users. The 

introduction of the bastion host changed the overall architecture from what was initially 

planned. Apart from this adaptation, no changes were made. 

5.2  Overall Migration Process 

After validating and testing the configuration in the development environment, final testing 

was conducted with production settings. The migration was performed at late afternoon 

accordingly with the plan. No challenges emerged during the deployment to the production 

environment. Additionally, the DNS propagation had completed in under an hour. After 

verifying the operability of the production environment, the old environment was discarded 

in favour of the new one. 
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The issues encountered presented a challenge in learning the AWS ecosystem and the CDK 

tool, as they were new to utilize for the development team – presenting a skill gap. A critical 

aspect of this transition was ensuring robust security within the new environment, 

necessitating a thorough evaluation to align with best practices. The integration of this stack 

with continuous DevOps pipelines, coupled with the automation of most infrastructure 

elements, introduced additional technical complexity. 

 

 

Figure 16. Benefits and challenges of the migration 

 

Furthermore, the process of migrating to AWS proved to be relatively straightforward. The 

majority of the services seamlessly transitioned to AWS-managed services as drop-in 

replacements. With little changes, the infrastructure was able to take a lot of advantage of 

the features available in cloud, such as security, scalability, and ease of management. 

However, tailoring the backend service to support horizontal scaling required additional 

effort, highlighting the complexity of ensuring scalability in cloud-based architectures.  

The migration performed well against the initial plan. Only some changes were necessitated 

by placing the database in private network, introducing a bastion host as an intermediary 

access point. Furthermore, the problems found in the previous implementation were able to 

be properly addressed in the new architecture, facilitating new ways of working. The benefits 

and challenges of the migration are summarized in Figure 16. 
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6  Discussion 

This chapter critically evaluates the findings from the migration process between different 

cloud providers while applying IaC to automate the infrastructure provision. It covers the 

challenges and outcomes of the migration process in the case study and connects the findings 

to the existing body of literature. Additionally, it assesses the impact of IaC utilization on 

the overall migration. It also considers implications of the findings, presents the limitations 

of the study, and proposes directions for future research. 

6.1  Discussion of Results 

The infrastructure migration to AWS was successfully completed according to the plan, 

underscoring the critical importance of careful and strategic planning. This process involved 

thoughtful decisions to tackle the technical problems present in the existing architecture, 

particularly through a detailed strategy for selecting and integrating AWS services as 

replacements for the old systems. However, the migration process was also characterized by 

a series of challenges that required strategic decisions for successful completion. One of the 

primary challenges encountered was the need to modify the backend service to enable 

horizontal scaling. These kind of portability issues are a key challenge in cloud migration as 

mentioned by Kumar & Kumar Garg (2012) and Linthicum (2017). 

Strategically, the use of IaC emerged as a key factor for managing the migration complexity. 

However, the outcomes of the adoption of IaC were multifaceted. On one hand, the migration 

achieved its technical objectives, with the new cloud infrastructure supporting scalable, 

distributed applications and leveraging AWS managed services for enhanced security and 

management. On the other hand, the process presented the extensive learning curve 

associated with adopting a new cloud platform and tools, namely AWS and CDK.  

The effective utilization of IaC with AWS CDK played a key role in automating and 

managing the infrastructure during the migration. IaC allowed to share infrastructure 

between development and production environments, thus preventing infrastructure drift, 

which supports the findings of Morris (2016). The same code was used to deploy the two 

environments, although with different configurations. The rapid provisioning of 
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infrastructure with DevOps pipelines allowed for continuous deployment, which led to less 

risk of human errors in deployment of new infrastructure and reduced the complexity and 

time taken to conduct updates. This also facilitated the testing process, as small changes 

could be made without significant effort. 

Building infrastructure in a completely new cloud platform for the development team using 

IaC allowed for quick development and progression compared to accomplishing the same 

the traditional way. This infrastructure creation process was also facilitated by code 

examples, which were easier to follow through than tutorials explaining how to navigate the 

AWS dashboard. This resulted in a reduction in complexity, making it easier to develop and 

manage infrastructure using IaC, thereby supporting the claims by Morris (2016). 

Furthermore, in alignment with the findings presented by Werner et al. (2022), this study 

also found that the infrastructure code also functioned as documentation due to its declarative 

nature. IaC also allowed the validation of the infrastructure through the inspection of the 

code, which Morris (2016) also mentions. 

However, the adoption of IaC was not without its challenges. The feedback loop for 

infrastructure deployments remained a bottleneck due to the time-intensive nature of 

deploying the entire application infrastructure. However, the division of the infrastructure 

into logical, smaller stacks enabled faster feedback loops and facilitated the migration and 

testing process. Furthermore, the occurrence of circular dependency errors highlighted the 

complexities of managing interdependent resources through IaC, requiring advanced 

troubleshooting and configuration strategies. These observations also align with the 

challenges presented by Guerriero et al. (2019). 

The transition to a new cloud platform and toolset introduced significant challenges due to 

the development team's unfamiliarity with these technologies. To overcome this skill gap, 

efforts on learning and training were deemed important, as also noted by Guerriero et al. 

(2019) and Shuaib et al. (2019). Additionally, the complexity of the migration introduced 

various technical challenges, which was described as one of the core challenges in cloud 

migration by Staevsky and Gaftandzhieva (2023). However, comprehensive and strategic 

planning played a key role in pre-emptively addressing these issues, effectively mitigating 

the potential for unexpected problems. 
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It is also notable that the IaC implementation caused a direct portability issue, effectively 

leading to a vendor lock-in. The CDK tool has been developed by AWS to only function in 

their ecosystem. Consequently, if the architecture were to be deployed elsewhere, a similar 

effort would be needed to perform the migration. Guerriero et al. (2019) and Kumar & 

Kumar Garg (2012) have also raised similar concerns related to vendor lock-in. However, 

the overall portability effort required to move to the new platform was not deemed 

significant as most resources could be moved to AWS with a drop-in replacement. 

Rahman (2018) raised concerns that the adoption of IaC increases the chance of forgetting 

about access control measures and firewall rules during the infrastructure setup. However, 

in this case, where CDK was being utilized, the results were contradictory. This is due to the 

inherent nature of CDK to apply the strictest rules by default, meaning that access needs to 

be explicitly stated. This security-focused design principle is considered throughout the 

framework. Consequently, security was not considered a significant challenge, but instead 

the focus was on verifying the security functionality through code inspection and by applying 

the best practices. 

The findings suggest that while cloud migration involves considerable technical and 

operational challenges, strategic utilization of IaC can significantly mitigate these obstacles, 

enhancing the speed, reliability, and security of the migration process. However, the 

effectiveness of such strategies is dependent upon the development team's familiarity with 

the cloud platform and IaC tools, as well as their capability to adapt to new technologies. 

Furthermore, the use of IaC can initially pose more challenges but can be beneficial in the 

long run. These findings highlight the need for comprehensive training and resources with 

necessary knowledge to successfully conduct the migration. 

This study contributes to the limited body of knowledge on cloud-to-cloud migrations. The 

migration project, through its challenges and successes, provides valuable insights into the 

dynamics of cloud-to-cloud migration and the instrumental role of IaC. These insights offer 

guidance for organizations navigate their cloud migration process while also illustrating the 

benefits of leveraging IaC for infrastructure management. 
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6.2  Lessons Learned 

Many insights were learned from the migration process, which are helpful for practitioners 

when planning similar transitions (see Figure 17). First, the importance of planning cannot 

be understated. This sets the path for the rest of the migration process, ensuring its successful 

execution. Furthermore, thorough planning helps to discover possible problems and risks 

associated with the migration process. For example, the absence of fail-over considerations 

could have led to significant service disruptions. Additionally, leveraging the Cloud-RMM 

migration framework facilitated a comprehensive assessment of migration objectives and 

tasks, ensuring a structured and strategic approach to the transition process. This framework 

helps in identifying key areas for consideration and sets a clear roadmap for successful 

migration execution. 

 

 

Figure 17. Lessons learned in the migration process 

 

It is also important to note that not all challenges can be avoided; they are bound to happen. 

For example, circular dependency errors are a common occurrence when infrastructure is 

divided into smaller parts referencing each other. What is important though, is the knowledge 

that these errors can happen and how to solve them. In addition, best practices should be 

followed to minimize the number of challenges that happen during the development and 

maintenance phases. These will also reduce the total ownership cost in the long run. In this 

aspect, the division of infrastructure into small, logical stacks is important. As previously 
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mentioned, resources within stacks are deployed collectively as a single unit. This means 

that if a change is made within a stack, the whole stack needs to be redeployed. For example, 

services like a database are persistent and should not require changes often. This makes it a 

good choice to separate it in its own stack or to one with the same kind of requirements. 

This approach also helps in making the infrastructure deployment break as fast as possible, 

thus reducing the provisioning time. Deploying the entire infrastructure as a single stack 

could lead to prolonged feedback loops, where errors might only occur after deploying the 

last resource, resulting in significant delays. However, dividing the infrastructure into stacks 

allows for independent deployment. Consequently, if errors occur, only the affected stacks 

require redeployment after implementing necessary fixes, optimizing efficiency. 

Infrastructure components should be shared across different environments while retaining 

the ability to configure them independently. This means that, for example, both production 

and development environment use the same infrastructure, but with differing configurations. 

For instance, this allows for dedicating less expensive computing resources to the 

development environment, optimizing resource utilization. Additionally, the same principle 

should be also applied when dealing with sensitive information, such as secrets and API 

keys. 

It was also noted that IaC has a lower learning curve than the traditional way of declaring 

infrastructure via a website interface. This is due to the declarative nature of IaC, which 

makes it easy to understand for developers by just glancing through the code. This means 

that the code should be self-documenting, and the infrastructure should be easily verifiable 

by reviewing the code. Furthermore, given this characteristic, it is highly recommended to 

follow documentation and utilize the existing code examples to speed up the development 

work. 

Another key lesson related to placing the database inside a private network. During the 

planning phase, it was not noticed that this would also affect the management of the database, 

as it could not be accessed publicly. This required the introduction of a bastion host, that 

acted as an intermediary to access the database. Additionally, security considerations were 

important throughout the migration process. CDK simplified this task by enforcing the 

strictest access controls by default, facilitating the seamless application of essential security 

practices. 
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Lastly, switching to managed cloud services allowed to capitalize on cloud features with 

minimal effort. Some code modifications were required to adjust to the new cloud computing 

platform. This enhanced monitoring and observability allowed to pre-emptively fix potential 

problems. However, this aspect of building for a specific cloud provider compromises 

portability. Moreover, the utilization of IaC intensifies this issue, leading to a significant risk 

of vendor lock-in. 

6.3  Limitations and Future Work 

Several limitations have been identified within the study, primarily due to its design as a 

single case study, which significantly constrains its generalizability. One limitation is the 

focus on a single organization's migration to a specific cloud service provider. This scope 

may not capture the variety of challenges or benefits experienced by other organizations with 

different infrastructures or operational needs. Furthermore, due to the sensitive nature of the 

data involved in the migration, detailed technical and operational insights might have been 

omitted, limiting the depth of analysis regarding security practices and data handling. 

Another significant limitation arises from potential researcher bias, as the individual 

conducting the migration was also responsible for reporting on it, which could affect the 

reliability and validity of the findings. Furthermore, this case study overlooks the evaluation 

of infrastructure aspects, such as cost and performance, which are factors that organizations 

often consider crucial when deciding to migrate to a different cloud provider. 

Future studies could address these gaps by incorporating multiple case studies across various 

industries and cloud services, thereby offering a more comprehensive and generalizable 

understanding of cloud migration's impacts and challenges. Moreover, conducting 

longitudinal studies to assess the long-term effects of cloud migration on performance, cost, 

and security could provide deeper insights into the benefits observed. Additionally, a 

comparative analysis focusing on the role of IaC in influencing the financial and operational 

success of migration projects would offer valuable insights. 
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7  Conclusions 

This thesis explored the strategies, challenges, and outcomes involved in migrating an 

application architecture between different cloud providers. Furthermore, the impact of 

leveraging IaC in the migration process was evaluated. The study was executed as a case 

study within a small Finnish startup operating in self-service mobile payment systems, 

offering a detailed examination of the impacts and experiences. 

The migration strategy, which adopted a replatforming approach, facilitated the transition of 

the case organization's application architecture from DigitalOcean to AWS. This strategic 

change allowed the organization to utilize AWS's managed services, effectively addressing 

previously identified challenges such as scalability, security, and operational complexity. 

The adoption of managed services like Amazon RDS and Amazon ElastiCache streamlined 

operations while enhancing the security and reliability of the application architecture. 

Similarly, the utilization of Amazon Fargate for the backend service eliminated the need for 

server management, thus allowing the development team to focus on application 

improvement rather than infrastructure maintenance. 

Furthermore, the adoption of IaC, specifically AWS CDK, was important in achieving an 

efficient, reliable, and scalable cloud infrastructure. By encapsulating the infrastructure 

definition within code, the case organization realized several key benefits. These include 

enhanced version control, repeatability of infrastructure deployment, and significant 

reductions in manual configuration errors. AWS CDK also enhanced the overall security, as 

the framework inherently enforces strictest access controls by default, thus requiring access 

to be explicitly stated. Additionally, IaC was found to have an easier learning curve than 

manual infrastructure definition in AWS dashboard. It also facilitated a seamless migration 

process by allowing for precise and predictable deployments, which could be automatically 

repeated across different environments, like testing and production. Furthermore, the use of 

IaC enabled continuous iteration and deployment, facilitating quick resolution of issues as 

they occurred. 

The migration process also presented several challenges. Adjusting code to facilitate 

horizontal scaling in a serverless architecture and managing the complexities of data 

migration were significant technical obstacles. Additionally, the integration of new cloud 
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services required substantial training and a steep learning curve, especially with the adoption 

IaC. Specifically, IaC introduced additional technical challenges during the infrastructure 

implementation, such as circular dependencies, and a longer feedback loop for deployment. 

Additionally, the use of AWS CDK and the broader AWS ecosystem limited portability, 

leading to a potential vendor lock-in. 

The findings suggest that while cloud migration involves considerable technical and 

operational challenges, strategic utilization of IaC can significantly mitigate these obstacles, 

enhancing the speed, reliability, and security of the migration process. Furthermore, this 

study contributes to the existing body of knowledge by providing a detailed analysis of 

cloud-to-cloud migration process and its challenges, which also serves as a practical guide 

for companies navigating the complexities of cloud infrastructure transitions. 

One notable limitation of this research is its reliance on a single case study, which affects 

the generalizability of the results. Future research should expand on this work by exploring 

cloud-to-cloud migrations in different organizational contexts and with various cloud 

providers to build on the findings provided here. Further studies could also explore the long-

term impacts of cloud migrations and IaC on organizational efficiency. 
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