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The purpose of this thesis is to examine user trust in Al-enhanced services in B2B-context,
focusing on the case of a service provider organization Twoday and the perceived trust of its
customers having either tested or deployed the newly developed Al Agent application. The
research was conducted as explorative due to the complex nature of trust and the novelty of
Al-technology adoptation in the customer organizations.

The research method of this thesis was qualitative case study, and the data was collected
through nine semi-structured interviews, the informants being representatives of seven
different customer organizations primarily from the public sector. Due to scarcity of a
generally accepted theory on user trust in Al-enhanced services in B2B context, abductive
approach was assessed the best suitable to investigate this complex phenomenon.

This thesis builds on to the existing body of knowlegde on trust in humans and trust in
technology, and in the rather scarce knowledge on trust in Al. The use of a qualitative case
study approach and the exploration of themes through the Gioia method contribute to the
development of a partially new theory while simultaenously refining existing research.

The key findings of this study emphasize the importance of technology-related factors such
as data accuracy and transparency influencing user trust in Al Agent. Understanding Al and
its capabilities is crucial for building trust. Organizations are driven to implement Al-
enhanced services primarily by recognizing the Al boom and acknowledging the potential
benefits it offers. Al Agent represents a promising development in the field of Al, offering
customer organizations the potential to enhance their decision-making processes and
operational efficiency. The role of Twoday as a service provider in influencing the perceived
trust towards Al Agent proved to be crucial.



THVISTELMA

Lappeenrannan—Lahden teknillinen yliopisto LUT
LUT-kauppakorkeakoulu

Kauppatieteet

Johanna Keppo
Luottamuksen rakentaminen tekodlyd kohtaan. Kayttdjien luottamus tekoalylla

tehostettuja palveluita kohtaan B2B-kontekstissa

Kauppatieteiden pro gradu -tutkielma

2024

113 sivua, 16 kuvaa, 1 taulukko ja 1 liite

Tarkastaja(t): Professori Kirsimarja Blomqvist, apulaisprofessori Henri Hussinki
Avainsanat: luottamus, luotettavuus, tekodly, kayttdjan luottamus tekodalylla tehostettuja

palveluja kohtaan

Taméan opinnéytetyon tarkoituksena on tutkia kayttdjien luottamusta tekoalylla tehostettuja
palveluja kohtaan B2B-kontekstissa keskittyen palveluntarjoajaorganisaatio Twodayn
asiakkaiden kokemaan luottamukseen Twodayn kehittaméa tekodlysovellusta Al Agentia
kohtaan. Tutkimus toteutettiin eksploratiivisena, silla luottamuksen luonne on monitahoinen
ja tekodlyteknologian kayttdonotto asiakasorganisaatioissa viela suhteellisen uutta.

Tutkimusmenetelméksi valikoitui laadullinen tapaustutkimus ja aineiston kerdadamiseksi
toteutettiin yhdeksan puolistrukturoitua haastattelua. Haastateltavat edustivat seitsemaa eri
asiakasorganisaatiota padasiassa julkiselta sektorilta. VV&hdinen aiempi tutkimus aiheesta
toimi perusteena abduktiiviselle l&hestymistavalle, joka arvioitiin sopivimmaksi tdméan
monimutkaisen ilmion tutkimisen edistamiseksi.

Tutkimuksen tulokset edistavat osittain uuden teorian kehittamista ja samalla tarkentavat
olemassa olevaa tutkimusta. Tuloksissa korostuvat erityisesti teknologisten tekijdiden, kuten
tietojen oikeellisuuden ja avoimuuden merkitys kayttajien kokemaan luottamukseen Al
Agent -sovellusta kohtaan. Ensisijaisesti yleinen tekodlybuumi ja tekoélyn tarjoamat hyddyt
kannustavat yrityksia tekodlypalvelujen hyodyntdmiseen. Al Agent edustaa lupaavaa
kehitysta tekodlyn alalla tarjoten asiakasorganisaatioille mahdollisuuden parantaa
paatoksentekoprosessejaan sekd tehostaa toimintaansa. Palveluntarjoajan Twodayn rooli
kayttdjien kokemaan luottamukseen Al Agentia kohtaan osoittautui ratkaisevan tarkeéksi.
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1 Introduction

“Trust is the cornerstone of humanity’s relationship with Al and crucial in the
development and acceptance of Al. Like any type of trust, trust in Al takes time to
build, seconds to break, and forever to repair once it is broken. “

(Siau & Wang, 2018.)

Along with the prevailing digital transformation, a whole new digitalized and technology-
driven world has emerged (van der Werff, Blomqvist & Koskinen, 2021). Artificial
Intelligence (Al) has emerged as a hot topic, representing one of the primary technology
trends in current research and a ubiquitous part of everyday life and work (Syam & Sharma,
2018; Gillespie, Lockey, Curtis, Pool & Akrabi, 2023). It can be considered as a novel
generation of technologies having the ability to interact with the environment and striving to
replicate human intelligence. The organizations are increasingly adopting a diverse range of
Al-based intelligent systems to address complex problems commonly associated with human
activities, including decision-making, learning and pattern recognition. By harnessing All,
organizations can analyze large amounts of data and automate complicated tasks which were
previously performed by humans. (Omrani, Rivieccio, Fiore, Schiavone & Agreda, 2022;
Jarvenpad, Mohlmann, Blomgvist, 2021; Glikson & Woolley, 2020.)

Al is widely recognized as a transformative technology that facilitates rapid innovation and
fundamentally transforms the ways of working across various industries. The emergence of
generative Al tools such as ChatGPT has opened up a whole new world of opportunities for
organizations, offering them novel capabilities and potentials for growth and development.
As a result, investment in Al has witnessed a consistent growth in various sectors, as
organizations have recognized the potential of Al capabilities in enhancing predictions,
optimizing products and services, fostering innovation, improving productivity and
efficiency, and reducing costs, among other advantageous applications. (Gillespie et al.,
2023). Thus, Al can undoubtedly be considered to have a global economic impact. By the
year 2030, it is estimated to deliver an additional global profit of around USD 13 trillion as
well as to contribute USD 15 trillion to global GDP. (McKinsey Digital, 2022.)



10

The adoption of Al by organizations has witnessed substantial growth in recent years. In
fact, Al adoption has more than doubled in the past five years, indicating the increasing
recognition of its value and potential benefits (Lukyanenko, Maas & Storey,
2022). However, for the broad adoption of Al technology, it is crucial to understand the
factors influencing user acceptance and behavioral intention to use, buy or try Al-related
goods and services. (Kelly, Kaye & Trespalacios, 2023.)

However, the rise of Al does also have a downside and despite the many benefits offered,
Al has also brought some unpredictable threats related to trust, interactions, and perceived
risk between organizations and their stakeholders (Holzinger, 2021). These concerns have
generated discussion on trustworthy Al (Thiebes, Lins & Sunyaev, 2021). Due to the
ubiquitousness of Al-enhanced services, both societal and economic importance of
trustworthy Al is becoming critical. Trust has already previously been identified as a key
driver of technology adoption and its role is probably going to be even more significant in
technologies in which the actions of the technology contain some level of agency. (van der
Werff et al., 2021.)

While Al positively influences interactions between individuals and organizations, an
increased emphasis is being placed on the trustworthiness of Al systems. Trust plays a
pivotal role in facilitating the acceptance and adoption of new technologies by individuals.
(Yang & Wibowo, 2022.) Trust in Al is different compared to other technologies. Being a
new and complex technology, Al can cause misunderstanding, uncertainty, and prejudice.
These all can create a risk of failure both in trust and in adopting Al-based services. Al brings
some unforeseen ethical, legal, social, and technological challenges. (Bitkina, Jeong, Lee,
Park, Park & Kim, 2020.)

Trust serves as both an adhesive and a driving force that connects and binds people,
organizations and cultures together. Trust can be both interpersonal and also affect the
interaction between people and technology. (Hoff & Bashir, 2015.) It is also a central
component of the interaction between people and Al, as incorrect levels of trust may cause
misuse, abuse or disuse of the technology (Omrani et al., 2022). In the relationships between
humans and Al, trust is crucial mainly due to the possibility of the risks that the obscure

“black boxnature of Al can be causing. There is also a fear of Al replacing various types of
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jobs currently performed by humans and potentially reshaping the organizational structure
significantly. (Glikson & Woolley, 2020.) The role of trust is crucial in the development and
acceptance of Al (Siau & Wang, 2022). While the discussion of Al has been abundant in
different medias, empirical evidences for the trust building factors in Al are relatively sparse
(van der Werff et al., 2021).

1.1 Research questions and objectives of the thesis

Compared to trust in an interpersonal relationship, in which the trustor and trustee are both
humans, the trusted party i.e. trustee in a human-technology relationship could be either the
technology or the technology provider (Siau & Wang, 2018). The issue of trust in Al is
slowly but surely emerging as a primary societal concern. Despite the increased research on
the topic, the conceptual and theoretical consensus is still missing, and the understanding
still remains fragmented (Lukyanenko et al., 2022). A growing number of researchers argue
that fostering and maintaining user trust is the key to calibrating the user-Al relationship,
achieving trustworthy Al, and further unlocking the potential of Al for society. Even if trust
is a widely studied concept across many disciplines, the consensus of definition, importance
and measurement of user trust in Al-enabled systems is still scarce. (Bach, Khan, Hallock,
Beltran & Sousa, 2022.)

Further, van der Werff et al. (2021) recognized that the previous empirical research
examining the trust of individuals towards Al-enhanced services is also relatively rare and
mostly quantitative, and therefore it is challenging to explore trust processes in this new
context. However, recognizing and knowing the significance of trust in any type of situation
with possible uncertainty or undesirable outcomes, also the development and adoption of Al
and related technologies require trust from a variety of stakeholders (Luhmann, 2018; van
der Werff et al., 2021).

Taking into consideration the fact that Al has started to be a ubiquitous phenomenon and
crucial driver for organizations to gain competitive advantage but simultaneously the
scarcity of research focusing specifically on user trust in Al in B2B context between
organizations, there seems to be a research gap to be filled. The objective of this thesis is

therefore to add new knowledge by investigating user trust in Al-enhanced services in B2B-
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context, focusing on the case of a service provider organization Twoday and the perceived
trust of its customers having either tested or deployed the newly developed Al Agent

application.

Furthermore, the aim is to identify critical factors, challenges and risks influencing user trust
in Al Agent as well as to explore the potential ways how the service provider Twoday could
influence the experienced trust towards their application. The current study aims to address
the prevailing research gap and to contribute to this relatively underexplored research area

by answering the main research question Q1 followed by the more specific sub-questions

Q2-Q4:

Q1: How do users perceive trust towards Al-enhanced services in general and towards

Twoday Al Agent application?

Q2: Which are the most critical factors influencing user trust in Twoday Al Agent

application?

Q3: Which are the primary risks and challenges hindering user trust in Twoday Al Agent

application?

Q4: How could the case organization as a service provider influence the perceived trust

towards Twoday Al Agent?

Given the absence of a generally accepted theory on user trust towards Al-enhanced services
in B2B context, an abductive approach is suitable to explore this complex phenomenon in
an attempt to identify themes contributing to the development of a partially new theory while

also refining existing theories.
1.2 Key concepts
This thesis contains multiple concepts relevant to the research which will be briefly defined

below. These definitions will be revised later in accordance with the development of the

theoretical framework.
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Trust

Trust is “a willingness of a party to be vulnerable to the actions of another party based on
the expectation that the other will perform a particular action important to the trustor,
irrespective of the ability to monitor or control that other party” (Mayer, Davis &
Schoorman, 1995, 712). It is a “psychological state comprising the intention to accept
vulnerability based upon positive expectations of the intentions of behavior of another”
(Rousseau, Sitkin, Burt & Camerer 1998, 395). Trust is always grounded on at least one

quality or characteristic of a trustee. (Mayer et al., 1995).

Trustor
One of the two parties in the formation of trust. A trusting party who gives trust (Mayer et
al., 1995).

Trustee
Trust inherently involves a party being deemed trustworthy, built on at least one quality of
characteristic or the trustee (Mayer et al., 1995). There must be a possibility that the trustee

will fail to perform the task, thereby introducing uncertainty and risk (Hoff & Bashir, 2015).

Trustworthiness

The definition of trustworthiness can be derived directly from the definition of trust. As the
term suggests, an exchange partner is deemed trustworthy when it proves itself worthy of
others’ trust. Trustworthiness entails refraining from exploiting the vulnerabilities in others.
(Barney & Hansen, 1994.) When a trustee is positively perceived in terms of ability,
benevolence and integrity, the person is considered highly trustworthy. While various factors
contribute to trustworthiness, these three factors are seen as covering the most significant

aspects. (Mayer et al., 1995.)

Artificial Intelligence (Al)

Al is a field of computer science differing from natural intelligence but functioning and
reacting in human-like ways (Ryan, 2020). Al is capable of solving complicated cognitive
problems, analyzing large volumes of data and automating complicated tasks. (Jarvenpaa et

al., 2021.) Al can make decisions autonomously (Berente, Recker & Gu, 2021). It has
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different subfields such as Machine Learning (ML), Large Language Models (LLMs) and
Natural Language processing (NLP).

Al-enhanced services

Al-enhanced services refer to Al systems that possess the ability to enhance the performance
of pre-existing systems. Examples of such services include recommender systems, Al
systems capable of developing novel applications, virtual agents and robotic surgery. These
Al-enabled systems are creations of human design, and therefore, humans are expected to
assume responsibility for the outcomes produced by these systems, regardless of their
comprehension of the underlying logic employed in the specific processes executed by the
systems. (Bach et al., 2022)

User acceptance of Al

The acceptance of Al by users refers to their behavioral intention or willingness to utilize,
purchase, or experiment with goods or services enhanced by Al. User acceptance technology
plays a crucial role in the successful adoption of such devices. Given the potential benefits
that Al can offer to a wide range of individuals, it becomes imperative for users to

acknowledge and embrace this technology in order to utilize it effectively. (Kelly et al., 2023.

Trustworthy Al

The concept of trustworthy Al (TAI) is based on the idea that “trust builds the foundation of
societies, economies, and sustainable development, and that individuals, organizations, and
societies will therefore only ever be able to realize the full potential of Al, if trust can be

established in its development, deployment, and use.” (Thiebes et al., 2021.)

1.3 Structure of the thesis

After the introduction, the limitations of this thesis will be explained, followed by the
theoretical framework providing the basis for the empirical part of this study. It consists of
two distinct sections. The first section elaborates theories and key concepts related to trust.
Additionally, it examines disparities between interpersonal trust and trust in technology to
gain insight into their fundamental differences. The theoretical framework also encompasses

perspectives on trust within the B2B context, with the study focusing on trust between the
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case study organization and its customer organizations. The second section of the
framework is dedicated to trust building in the context of Al. The section aims to delineate
the multidisciplinary field of Al defining its key concepts. Furthermore, it explores the
attributes of trustworthy Al, ethical considerations associated with Al, and its principal
challenges. The final part of the theoretical framework concentrates in user trust in Al as

well as the role of trust in the adoption of Al-enhanced services.

The theoretical framework is followed by the empirical part of the study, consisting of semi-
structural interviews conducted for a selected group of representatives from the customer
organizations of the case organization Twoday. To proceed, the results of the study will be
presented and then examined in the light of previous theories. Finally, the conclusions will
be presented, followed by the assessment of the reliability and validity of the research as

well as recommendations for future research directions.

« Research

questions and « Research

objectives of The complex Building design o “ : 5

the thesis concept of trust trust in Al « Data collection Findings Discussion Conclusions
« Key concepts « Data analysis

« Limitations

Introduction Theoretical framework Methodology

Figure 1. Research framework of the thesis

1.4 Limitations

This present study will examine trust in technology, specifically in the context of Artificial
Intelligence (Al). Unlike trust in interpersonal relationships, where both the trustor and
trustee are humans, the trustee in a human-technology relationship can either be the
technology itself or the technology provider (Siau & Wang, 2018). As stated by Lankton,
McKnight & Tripp (2015), despite the differences between the interaction of humans and

technology and the interaction between only humans, the researchers have increasingly
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understood that trust can also be built towards the technological artifact itself. Hence, this
thesis will focus on trust between humans and Al, excluding the trust between humans,

although in the theoretical framework both will be discussed.

This study is limited to user trust in Al-enhanced services in B2B context, thus investigating
trust between the service provider organization and its customer organizations, and the
consumer trust will not be considered. Given the broad scope of Al as a concept, this study
will primarily concentrate on generative Al (GAI) and natural language processing (NLP),
specifically one type of NLP technology called large language models (LLMs) which are the

key components of the Al application Al Agent that is subject of this research.

While various models pertaining to technology acceptance have been developed, including
the Technology Acceptance Model (TAM) proposed by Davis (1989), this study will not
primarily concentrate on these models. Instead, the findings of this research will be primarily
discussed within the framework of user trust in Al introduced by Yang & Wibowo (2022),

as it aligns more closely with the data collected in this study.
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2 The complex concept of trust

In order to be able to further examine the user trust in Artificial Intelligence (Al), it is crucial
to understand the multidimensional aspects and definitions of trust including the different
types of trust, the differences between trust in humans and trust in technology as well as the
trust between individuals and organizations. According to Hoff and Bashir (2015), the
concept of trust can be found in various fields of research. Investigators from psychology,
sociology, philosophy, political science, and economics have tried to make sense of trust and
develop ways to conceptualize the term (Hoff & Bashir, 2015). Although there is a growing
interest in trust, there are still challenges to study trust mainly due to difficulties in defining
the concept itself. Moreover, there is often a lack of clarity between trust and its antecedents
and outcomes. Clearly, scholars are far from reaching a consensus on a single definition of
trust. (Mayer et al., 1995; Hoffmann & Sollner, 2012; Hoff & Bashir, 2015.)

2.1 Key definitions of trust and trustworthiness

To start with explaining the relevance and importance of trust, in reference to Luhmann
(2018), it can be stated that “without trust humans would be paralyzed and completely unable
to function in the world”. Trust is seen as a complex and dynamic concept, being subject to
changes depending on the behavior of the trusted party. (Schoorman, Mayer & Davis, 2007,
Siau & Wang, 2018.) Blomgvist (1997) also refers to trust as a dynamic process but states
that trust can also be seen as a static concept at the same time. The level of trust within
interpersonal relationships can strengthen or weaken. The change can occur in the
organizational cultures and in humans behavior due to negative experiences or an incorrect

estimate of the other party's trustworthiness. (Blomqvist, 1997.)

Both the question about who to trust and the ability to be trusted are crucial in many unstable
businesses. Trust has been widely acknowledged as a critical factor in forming partnerships
and in being trusted and it seems to have a crucial role in almost any human interaction.
(Blomgvist, 1997.) Trust is a dynamic and delicate concept that possesses a tendency to be
destroyed at a significantly faster pace than it is formed. This discrepancy stems from the
visibility and attention drawn by negative occurrences, which can swiftly undermine trust,

compared to the slower accumulation of positive experiences that build trust. (Hengstler,
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Ellen & Duelli, 2016.) Previous studies have indicated trust developing typically gradually,

requiring constant two-way interactions (Siau & Wang, 2018).

Trust is a cross-disciplinary concept and thus difficult to define unanimously (Holzinger,
2021). According to Rousseau et al. (1998) the definition by Mayer et al. (1995) is the most

widely used and accepted definition of trust:

“The willingness of a party to be vulnerable to the actions of another party based on the
expectation that the other will perform a particular action important to the trustor,

irrespective of the ability to monitor or control that other party.”

According to Mayer et al. (1995) vulnerability is an essential component of trust. In order
for trust to play a significant role within a relationship, individuals must willingly expose
themselves to potential risks or adopt vulnerable positions by entrusting another party with
the responsibility for their actions. (Lee & See, 2004.) Mayer et al. (1995) emphasize that
trust is needed to collaborate and work effectively, and it is through trust that organizations
can achieve competitive advantage and sustainable success. The authors developed a seminal
fameus-model of trust, focusing on trust in an organizational setting which include two
specific parties: a trusting party (trustor) who gives trust and a party to be trusted
(trustee). Trust is always based on at least one quality or characteristic of a trustee. (Mayer

etal., 1995.) The model of trust is illustrated in Figure 2.

Hoff & Bashir (2015) characterize trust as “an adhesive connecting people from all over the
globe.” In accordance with Mayer et al. (1995), they also discuss the role of different trusting
parties. Besides trustor and trustee to be present, the trustee must have some sort of incentive
to perform the task. Further, there must be a possibility that the trustee will fail to perform
the task, inviting uncertainty and risk. Trust is needed when something is exchanged in a
cooperative relationship characterized by uncertainty. This applies to both interpersonal and

human-automation relationships. (Hoff & Bashir, 2015.)
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Factors of Perceived
Trustworthiness

Perceived
Ability risk
Benevolence Trust — i T.aklng. n — Outcomes
— Relationship
Integrity | /

Trustor's
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Figure 2. The model of trust (Mayer et al., 1995, 715)

According to Mayer et al. (1995), one approach to understanding why a given party is having
a greater or lesser amount of trust for another party is to consider attributes of the trustee.
Many authors suggest that characteristics and actions of the trustee will lead that person to
be more or less trusted. Mayer et al. (1995) summarize three main characteristics of a trustee:

ability, benevolence, and integrity (Figure 2).

Ability refers to the combination of different skills and competencies enabling someone to
have influence within some specific domain. The ability may vary between different
domains and therefore trust can be considered to be domain specific. Benevolence is about a
trustee genuinely caring for the trustor's well-being without selfish motives, indicating a
specific attachment to the trustor. It reflects the trustee's positive orientation towards the
trustor. Several researchers consider attributes akin to benevolence as fundamental to trust.
Integrity, on the other hand, relates to the trustor's belief that the trustee follows principles
the trustor deems acceptable. These three characteristics appear to explain a major proportion
of trustworthiness. Each of them includes some unique elements of trustworthiness. When a

trustee is perceived positively across ability, benevolence and integrity, the person is
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considered highly trustworthy. While various factors contribute to trustworthiness, these

three factors are seen as covering the most significant aspects. (Mayer et al., 1995.)

Propensity to trust is proposed to be a stable within-party factor that will affect the likelihood
the party will trust. People differ in their inherent propensity to trust. Propensity can be
understood as the “general willingness to trust others” influencing how much trust one has
for a trustee prior to data on that particular party being available. People with diverse
developmental experiences, personality types, and cultural backgrounds exhibit varying
levels of inclination towards trust. Trust and risk are closely related and often studied
together. They play related key roles in predicting intention to use technology because risk
indicates one’s felt uncertainty and complexity while trust helps one overcome them. When
trusting someone, it does not mean taking risk as such, but rather a willingness to take a risk.
In prior studies there has been a prevailing consensus on risk being a prerequisite to trust

and that the trust would only be needed when the risk was present. (Mayer et al., 1995.)

However, there is not a clear answer on whether there is a risk before trust, whether the risk
is the trust itself, or whether the risk is an outcome of trust. People do not necessarily need
to risk anything to be able to trust. People must, however, take a risk in order to be able to
engage in trusting action. The key distinction between trust and trusting behaviors lies in the
fact that trust involves being ready to take risks, whereas trusting behaviors encompass the
actual act of taking those risks. Trusting someone can result in taking risks within a
relationship, and the nature of these risks can vary depending on the specific circumstances.
(Mayer et al., 1995.)

The model of Mayer et al. (1995) incorporates the dynamic nature of trust. This is
represented in figure 2 by the feedback loop from the "Outcomes” of risk taking in
relationship to the perceived characteristics of the trustee. When a trustor takes a risk in a
trustee that leads to a positive outcome, the trustor's perceptions of the trustee are enhanced.
Likewise, perceptions of the trustee will decline when trust leads to unfavorable conclusions.
The outcome of the trusting behavior (favorable or unfavorable) will influence trust
indirectly through the perceptions of ability, benevolence, and integrity at the next

interaction. (Mayer et al., 1995.)
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The definition of trustworthiness can be derived directly from the definition of trust. As the
word indicates, an exchange partner is trustworthy when it is worthy of the trust of others.
An exchange partner worthy of trust is one that will not exploit other’s exchange
vulnerabilities. While trust is an attribute of a relationship between exchange partners,
trustworthiness is an attribute of individual exchange partners. (Barney & Hansen, 1994.)
Blomqvist (2002), describes trust as a subjective and perceptual concept that varies
depending on individual perspectives. These variations are influenced by personal values,
which form the basis for trust-related experiences. Some argue that personal values can
create a general predisposition to trust that transcends specific situations and relationships.
Individuals with higher levels of self-reference and self-confidence are typically more
inclined to trust. Moreover, an individual’s propensity to trust is believed to be variable and

shaped by personal experiences. (Blomqvist, 2002.)

2.2 Trust in humans, technology, and systems

One extreme position on trust, as stated by Friedman et al. (2000), is that "people trust
people, not technology.™ This viewpoint suggests that trust can only exist when the trustee
possesses volition and moral agency, the ability to make choices between right and wrong.
Many scholars have challenged the narrow view and have expanded the understanding of
trust to include non-human entities, such as technology. Hence, trust can be extended beyond
the human realm and can be established with non-human actors as well. (McKnight, Carter,
Thatcher & Clay, 2011.) This trust is called trust in technology, and it differs from trust in
humans because it represents a human-to-technology trust relationship rather than a human-

to-human trust relationship (Lankton et el., 2015).

McKnight et al. (2011) investigated trust in a specific technology and according to them,
trust plays a pivotal and noteworthy role in almost any situation facilitated by information
systems, especially when uncertainty is prevalent or there exist a potential for unfavorable
outcomes. The key distinction between trust in people and trust in technology is that human
is a moral agent, whereas technology lacks volition and moral agency. Risks occur both in
the trust relationships between people and between people and technology. In the case of the
latter, it would be easier to determine what makes the technology itself trustworthy,

regardless the human side surrounding the technology. (McKnight et al., 2011.)
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Despite the differences between the interaction of humans and technology and the interaction
between only humans, the researchers had increasingly understood that trust could also be
built towards the technological artifact itself. Compared to trust in an interpersonal
relationship, in which the trustor and trustee are both humans, the trustee in a human-
technology relationship could be either the technology itself or the technology provider.
Further, trust in technology and trust in the provider will influence each other. (Siau & Wang,
2018.)

Trust situation arise when one has to make oneself vulnerable by relying on another person
or object, regardless of the trust object’s will or volition. Similar to trust in people, trust in
technology involves accepting vulnerability that it may or may not complete a task.
(McKnight et al., 2011.) Both trust in people and trust in technology are highly relevant in
the context of Al, which will be the main focus in the chapter 3 of this study. For example,
organizations need to trust the providers of Al-based systems, and to deploy trustworthy Al-
based systems to not exploit contractual loopholes, and to process data confidentially.
Likewise, the organizations also need to trust in the underlying technology itself, like trusting
that a deployed Al-based system itself functions as expected, handles failures adequately,

and ensures effective recovery. (Thiebes et al., 2021.)

McKnight, Choudhury and Kacmar (2002) emphasized the importance of initial trust,
especially in the case of radically new technologies where perceptions of risk must be
overcome in order to create willingness to use the technologies. Over time, the driver of trust
becomes dependability, which can be described as the degree to which an automation
technology’s behavior is consistent. Ultimately, the relationship shifts to faith, which is the

condition in which the user trust the technology. (McKnight et al., 2002.)

Trust between people is often measured by leveraging the famous model introduced by
Mayer et al. (1995) and seen in previous chapter, but this model can also be relevant when
measuring trust in technology due to that people have tendency to anthropomorphize
technologies and treat them as humans (Lankton et al., 2015). When building trust in people
and technology, individuals consider different attributes of the object of dependence
(McKbnight et al., 2011). Specific trust in people and trust in technology not only differ in

terms of the nature of the object of dependence but also on important trusting beliefs. A
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person or technology (the trustee) has the attributes necessary to perform as expected in a
situation. Interpersonal trusting beliefs reflect judgments that the other party has suitable
attributes and motives for performing as expected in a risky, whereas technology-related
trust necessarily reflects beliefs about a technology’s characteristics rather than its motives.

(Mayer et al., 1995; McKnight et al., 2011; Thiebes et al., 2021.)

Whereas interpersonal trust can be based on the ability, integrity, or benevolence of a trustee
(Mayer et al., 1995), human-automation trust depends on the performance, process, or
purpose of an automated system (Hoff & Bashir, 2015). Lee & See (2004) define automation
as a technology actively selecting data, transforming information, making decisions, or
controlling processes. Hoffmann and Sollner (2012) describe trust as a multi-dimensional
latent construct, which is formed by multiple antecedents representing factors fostering trust.
These multiple antecedents lead to user’s trust in an automated system, classified into one
of three ‘‘summary dimensions’’: performance, process and purpose (Hoffmann & Séllner,

2012).

Performance-based trust, akin to ability-based trust as proposed by Mayer et al. (1995),
varies depending on how well an automated system performs a task. This trust is indicative
of the user’s evaluation of the system’s competence in facilitating the accomplishment of
predetermined objectives. Process-based trust, analogous to integrity-based trust in humans,
fluctuates based on the operator’s understanding of the methods an automated system uses
to perform tasks, thus reflecting the user’s perception regarding the system’s functionality
and the degree to which the system’s algorithms are chosen and implemented appropriately.
Finally, the antecedents in the purpose dimension are indicative of the user’s assumptions of
the system designer’s intention when developing the system. (Hoff & Bashir, 2015; Hoffman
& Sollner, 2012.)

Lankton et al. (2015) adopt the same conceptualization of system-like trust in technology
with these three attributes closely related to Mayer’s (1995) human-like trust attributes of
integrity, ability, and benevolence by adding a competence as a fourth attribute symbolizing
the belief that trustee has the ability to do what the trustor needs to have done. They
distinguish human-like trusting beliefs from corresponding system-like trusting beliefs and

considered these in parallel. The system-like trusting beliefs contain reliability, functionality
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and helpfulness. These are related to the beliefs in technology consistently operating
properly, the specific technology having the capability and features to do for one what needs
to be done, as well as the belief that the specific technology provides adequate and

responsible help for users. (Lankton et al., 2015.)

This dualistic perspective on trust including trust in a specific person or organization (a
moral and volitional agent) and trust in a specific technology or IT artefact (lacking volition
and moral agency) can be considered highly relevant also in the context of Al which is the
main focus of this study. For example, organizations need to trust providers of Al-based
systems, to not exploit contractual loopholes, and to process data confidentially. Likewise,
the organization also needs to trust in the underlying technology itself, like trusting that a
deployed Al-based system itself functions as expected, handles failures adequately, and
ensures effective recovery. (Thiebes et al., 2020; Lankton et al. 2015; McKnight et al. 2011.)

Same attributes of trust in technology are often found in trust literature in Al context. As
previously stated by Mayer (1995) and Blomgvist (2002), trust is context-specific. Siau and
Wang (2018) examined the difference between trust in Al and trust in other technologies
and suggested that trust in technology was determined by human characteristics,
environmental characteristics and technology characteristics. Human characteristics
describe the human’s personality, the trustor’s tendency to trust, and the trustee’s ability to
deal with risks. Environmental characteristics are related to the nature of the tasks, cultural
background, and institutional factors. The trustee can be either human, a form of Al, or an
object such as an organization, but the impact of human characteristics and environmental
characteristics remain more or less the same. Technology characteristics can be analyzed
from three perspectives: the performance of the technology, its process/attributes and its
purpose. Although human and environmental characteristics are fairly similar irrespective
of trustee, the technology characteristics impacting trust will be different from Al, ML, and
robotics than they are for other objects or humans. Since Al has many new features compared
to other technologies, its performance, process, and purpose need to be defined and
considered. (Siau & Wang, 2018.)

The common trusting beliefs related to humans (Mayer et al., 1995), technologies (Lankton

etal., 2015; McKnight et al., 2011), trust in automation technology and autonomous systems
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(Hoff & Bashir, 2015; Hoffmann & Séllner, 2012) as well as trust in Al (Siau & Wang,
2018; Thiebes et al., 2021) are gathered in one overview and presented in figure 3 below:

TRUSTING BELIEFS IN HUMANS, TECHNOLOGY AND Al

iy (Lankton et al.,2005)
« Ability

- Benevolence

« Integrity

« Competence
(Lankton et al.,2005)

(o) Q (o]
TRUST IN AUTONOMOUS
TRUST IN HUMANS TRUST IN TECHNOLOGY SYSTEMS /
TRUST IN Al

« Ability « Functionality + Performance
« Benevolence « Helpfulness « Purpose
» Integrity « Reliability - Process
(Mayer et al., 1995) (McKnight et al.,2011)

( Hoff and Bashir, 2015)
( Siau and Wang, 2018)
( Hoffiman and Séllner, 2012)

Figure 3: Overview of the common trusting beliefs related to humans and technologies

Both McKnight et al. (2011; 2002) and Thiebes et al. (2020) state that specific trust in

individuals and technology can be positioned within a comprehensive framework of trust,

including general trusting beliefs and institution-based trust as antecedents and trusting

intentions as consequence of specific trust in persons of technology. General trusting beliefs

typically comprise an individual’s propensity to trust people or technology, faith in humanity

or general technology, and trusting stance toward people or technology (McKnight et al.,

2011).
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Institution-based trust as a structural concept and further antecedent of specific trust refers
to the belief that success is likely because of supportive situations and structures tied to a
specific context. Institution-based trust is composed of situational normality and structural
assurance. The trust literature suggests a causal ordering among trust constructs, such that
an individual’s general trusting beliefs in people or technology directly influences
institution-based trust and indirectly shapes trust in a specific person or technology.
(McKbnight et al., 2011.) Moreover, trust in a specific person or technology has an impact on
an individuals’ trusting intentions, referring to an individual’s intention to engage in trust-
related behavior, such as sharing personal information, making a purchase, using a system
or acting on information provided by a website (McKnight et al., 2002). All of these different
types of trust spanning up the nomological net are applicable and relevant also in the context
of Al (Thiebes et al., 2021).

Glikson and Woolley (2020) distinguish cognitive and emotional trust when considering
trust in Al. They emphasize the important role of Al’s tangibility, transparency, reliability
and immediacy behaviors in developing cognitive trust, and the role of AI’s
anthropomorphism specifically for emotional trust. The cognitive construct involves the
rational evaluation of Al while emotional trust is typically influenced by irrational factors.
Emotional trust in embedded Al can be built based on the reputation of the technology and

the reputation of the organizations associated with it. (Glikson & Woolley, 2020.)

Glikson and Woolley (2020) further stated that trust in technology develops differently than
trust in humans due to the common positivity bias toward new technologies. In contrast to
the low trust that exists initially between unfamiliar humans, new technologies may produce
unrealistically optimistic beliefs regarding their abilities and functionality. Thus, while trust
in humans generally increases with time through frequent interactions, the trust in
technology decreases with time, based on encounters with errors and malfunctions.
However, the opposite also could be true when it comes to Al. Pointing out the widespread
skepticism associated with the immaturity of existing Al, and the difficulties associated with
the acceptance of new technologies, some researchers suggest that an initially low level of
trust from an initial encounter may increase following a direct interaction. (Glikson &
Woolley, 2020.)
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2.3 Trust in B2B context

One of the already previously mentioned reasons for the weak conceptualization and the lack
of universal definition of trust is trust being specific to certain situation which means that
the context plays a crucial role. The importance of the context in which the risk is taken is
straightforward. Although the level of trust may be the same, the specific consequences of
trust will be affected by contextual-related factors. The context also influences the
assessment of pre-trust factors. The trustor’s perception and interpretation of the context of
the relationship will affect both the need for trust and the evaluation of trustworthiness.
(Mayer et al., 1995.) Some industries may be characterized by a more trusting culture. The
trust can be experienced differently between the trustor and trustee coming from the same or
different organization and according to the degree of similarity between these organizations.
Furthermore, the organizational function and the role of the individual within the
organization can impact both the individual’s tendency to trust and the assessment of

trustworthiness. (Blomqvist, 2002.)

As in this study the interaction between trustor and trustee takes place between the case
organization and its customers, the main focus will be laid on the trust in B2B context.
According to Blomqvist (1997), there is a difference between trusting a person and trusting
an organization. It has been proposed that a certain amount of trust is needed as a threshold
condition for interorganizational cooperation to evolve. Blomqvist (2002) asserts that in
addition to the context-specificity, the experienced trust is also influenced by task-
specificity and situation-specificity. Task specificity refers to the focus of trust indicating
what the other party is trusted to undertake. Tasks can vary based on factors such as
associated risks, significance, and complexity. Situation-specificity considers the
circumstances in which individuals are engaged. (Blomqvist, 2002.) All these contextual

factors affecting trust are illustrated in figure 4.
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. « timing N
« complexity organizational role

» level of criticality
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Trustor’s Trustee's perceived
propensity to trust —_— trustworthiness

Figure 4. Contextual factors affecting trust (Blomqvist, 2002)

Zaheer, McEvily and Perrone (1998) consider interpersonal and interorganizational trust as
distinct concepts. Trust plays a crucial role in interorganizational exchange relationships,
and they are individuals and the members of organizations who trust, not the organizations
themselves. Trust has its basis in individuals, although individuals in an organization may
share an orientation toward another organization. From this perspective, interorganizational
trust describes the extent to which organizational members have a collectively held trust
orientation toward the partner firm, which is quite different from saying that organizations
trust each other. Trust is fundamentally rooted in individuals, even though it is possible that
individuals within an organization collectively share their common trust toward another
organization. In the context of interorganizational trust, the members within an organization
collectively hold a trusting attitude or perspective toward another firm. This is distinct from

stating that organizations themselves trust each other. (Zaheer et al., 1998.)

The study conducted by Saunders, Wu, Li and Weisfeld (2004) provides insights into the
concept of trust in business-to-business (B2B) relationships. The authors emphasize the
disparity in research between trust in B2B relationships and trust in business-to-consumer
(B2C) relationships, suggesting that trust in B2C relationships has been significantly more
explored. However, they stress that the importance of trust between organizations is not new.

Businesses are increasingly interacting electronically with their trading partners benefitting
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to an increasing extent from the fast developments in information technologies. These
benefits of virtual B2B exchanges are causing new risks and interorganizational trust is an

effective way of mitigating those risks. (Saunders et al., 2004.)

One of the key contributions of the study of Saunders et al. (2004) is the recognition that
trust in B2B relationships should not be viewed separately from technologies. Technology
can facilitate trust-building processes by providing transparency, reliability, and security. By
considering the role of technology in trust formation, organizations can better understand
how to leverage IT to enhance their B2B relationships. Another important dimension
discussed by Saunders et al. (2004) is the time factor of trust in B2B relationships. While it
is widely acknowledged that trust grows over time, the authors note that most research fails
to explore the process by which trust established early in a B2B relationship matures into
knowledge-based trust. This highlights a significant gap in the literature and suggests the
need for further investigation into the dynamics of trust development in B2B relationships.
The study also identifies willingness to assume risk as a fundamental element of trust in B2B
relationships. This finding aligns with previous research that emphasizes the role of risk-
taking in trust formation. Organizations that are willing to take risks in their B2B
relationships demonstrate a higher level of trust, as they are confident in the reliability and
integrity of their partners. Understanding the relationship between risk-taking and trust can
help organizations navigate the complexities of B2B relationships and mitigate potential
risks. (Saunders et al., 2004.)

Grewal, Guha, Satornino and Schweiger (2021) examined both bright and dark sides of Al
in both business-to-business (B2B) and business-to-consumer (B2C) settings. They found
that Al provides many customization-driven benefits in both settings. The primary value
driver of Al enabled solutions for B2B organizations would be that of Al enhancing
efficiency. In B2C context the benefits were mostly seen in managing large volumes of data
related to customers, transactions and products or services. The negative effects of Al could
mostly be seen deriving from the lack of trust. At a direct level, lack of trust leads to concerns
as regards bias and data privacy. Further, at a broader level, perceptions that Al is very
different from humans may engender lack of trust, which may lead to subsequent negative

outcomes. (Grewal et al., 2021.)
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In B2B context the very source of Al benefits is also a source of concern, given that such
efficiencies may lead to power asymmetries, with subsequent potential for negative
outcomes for the weaker exchange partners. In the same vein, power asymmetry leads to
fear of manipulation via constraints for weaker exchange partners. As such, scholars are
tasked with bringing to light mechanisms of governance and effective policies and
regulations that balance the right of exchange partners with Al capabilities to leverage the
benefits of their Al competencies, while simultaneously protecting weaker exchange
partners from manipulation via constraints. Achieving this delicate balance is critical to
protecting relationship quality in B2B exchanges, enhancing loyalty, and protecting the
brand image. (Grewal et al., 2021.)

Having examined the concept of trust with its many dimensions as well as differences
between trust in humans and trust in technology, the focus is now shifted towards trust in a

specific context, trust in Al which will be further discussed in the subsequent chapter.
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3 Building trust in Al

Up to 80 percent of large organizations have already integrated Al into their core business
operations (Makarius, Mukherjee, Fox & Fox 2020). Al being currently ubiquitous, the
importance of trust in this technology is steadily growing to ensure its continued
advancement (Siau &Wang, 2018). The black-box nature of Al creates unpredictability and
uncertainties, highlighting the importance of trust as users navigate the complexities and
potential risks associated with AI’s decision-making. In the days ahead, the influence of Al
on everyday life is expected to continuously grow and given the black-box nature of the
underlying mechanisms of Al, the importance of trust in Al is also likely to grow. (Choung,
David & Ross, 2023.) Building trust in new technologies is initially hindered by unknown
risk factors and thus uncertainty, as well as a lack of total user control (Wanner et al., 2022).
Gillath, Branicky, Keshmiri, Davison and Spaulding (2021) even claim the lack of trust
being one of the main obstacles standing in the way of taking full advantage of the benefits
offered by Al.

In the context of Al, both trust in people and trust in technology are relevant, since Al
technologies are often acknowledged to have human-like qualities such as reasoning and
motivations, which can cause high expectations and initial trust. As the environment in
which Al functions is usually highly complex and the nature of Al challenging to predict,
the decision-making is a rather complicated multi-layered process and generally not
transparent. This means that the logic behind each decision Al makes is mostly difficult to
understand. (Glikson & Woolley, 2020.) Current Al models are close to the human cognitive
abilities in many sectors, and sometimes even exceeding them. This enables a complete
automation of some specific tasks and requires organizations across industries to adapt and
to change their ways of doing business if they want to be able to survive in this rapidly
changing technology and consumer expectations. (Omrani et al.,, 2022.) Thus, Al is
revolutionizing everyone’s life, and it is crucial that it does so in the right way (Floridi,
2019).

Trust is a fundamental component of interpersonal relationships and is also a key desirable

factor in human relations with non-humans. It is particularly relevant in human-Al
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interaction given the perceived risk embedded in human-Al relations. (Omrani et al., 2022.)
Trust in technology constitutes an essential element within the evolving trust in Al. This
trust is contingent upon the Al system’s performance, which is measured by operational and
data security considerations. Furthermore, trust in Al is also influenced by the cognitive
compatibility and usability of the Al application, as well as the relevance and
appropriateness of the information provided. Ultimately, trust in Al is rooted in the
contextual application and design of the technology. Al is also perceived as technology that
slowly will take over different types of human jobs as well as fundamentally transform the

structure of organizations. (Hengstler et al., 2016; Omrani et al., 2022.)

Al-based systems’ autonomous and intelligence-based capabilities allow them to have a
great degree of self-governance, which enables them to respond to situations that were not
pre-programmed or explicitly anticipated during their development, and to make
independent decisions and action selection with little or no control by their users. As Al-
based systems evolve over time, their actions become increasingly unpredictable, posing
challenges for predicting them accurately. Consequently, building trust between humans and
Al-based systems becomes more complex and less straightforward compared to trust

interactions involving non-Al technologies. (Thiebes et al., 2021.)

Trust building is a dynamic process involving movement from initial trust to continuous trust
development. Initial trust is essential when promoting the adoption of a new technology. The
trust is built based on an individual’s disposition or institutional cues. Continuous trust will
depend on the performance and purpose of the Al. In the context of trust in Al, both initial
trust formation and continuous trust development should be considered. (Siau & Wang,
2018.) According to a recent global study of Gillespie et al. (2023), people are willing to
learn more about Al but currently have low understanding. While 82 percent of people are
aware of Al, every other person reports not being familiar with Al and with the ways of
using it. People who better understand Al are more likely to trust and accept it and perceive
greater benefits of Al use. This suggests understanding Al sets a foundation for trust.
(Gillespie et al., 2023.)

In order to be able to investigate the trustworthy Al and how users trust in Al, it is crucial to

first examine the multidimensional definitions of Al.
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3.1 Demystifying the field of Al

Al has been suggested as the Fourth Industrial Revolution, characterized by a transition from
humans making decisions to machines making them instead. Unlike previous technological
advancements, Al distinguishes itself through its close integration with the physical, digital,
and biological realms. While prior technological advancements primarily focused on
automating routine manual tasks, Al encompasses cognitive, relational, and structural

complexities as well. (Syam & Sharma, 2018).

The intelligent Al-enhanced systems are increasingly being adapted by organizations. Such
intelligent systems solve complex cognitive problems commonly associated with human
activities including decision making, learning, and pattern recognition. (Jarvenpaa et al.,
2021.) Similarly to the concept of trust, also the definition of Al is highly contested, and
little consensus has been drawn across the range of fields in which the terminology is used.
The lack of an appropriate definition prevents from fully understanding if people accept real
Al or their idea of Al. (Ryan, 2020; Jarvenpéaa et al., 2021; Kelly et al., 2023.) As the
environment in which Al functions is usually highly complex and partially random, AI’s
behavior is not deterministic, and the complex multi-layer process of Al decision-making is
generally not transparent. Thus, the decisions made by Al could be difficult to predict, and

the logic behind each decision is often poorly understood. (Glikson & Woolley, 2020.)

Ryan (2020, 3) defines Al strictly as follows:

“Al is an intelligence that is differentiated from natural intelligence: it is a
constructed, artificial, or machine intelligence. Al are systems that are designed by
human beings that can facilitate complex tasks and can process information in a
similar way to us. It is a field of computer science that focuses on computer
processes that can often function and react in human-/ike ways.”

Lockey, Someb and Gillespie. (2021, 5464) adopt the OECD’s definition of Al, as recently
recommended by Al experts:

“Al is a machine-based system that can, for a given set of human-defined objectives, make
predictions, recommendations, or decisions influencing real or virtual environments...Al
systems are designed to operate with varying levels of autonomy.”
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Various applications and techniques fall under the broad umbrella of Al, ranging from neural
networks to genetic algorithms and to deep learning (Jarrahi, 2018). Whereas traditional Al
focused on logic-based models, the growth of data, coupled with advances in computational
power, shifted the focus almost exclusively to data-intensive Al. Today, Machine Learning
(ML) is the dominant form of Al in which computers are trained to extract useful patterns
from data. (Lukyanenko et al., 2022.) In broad terms, ML can be regarded as a subfield of
Al that possesses the capability to address complex tasks that are either infeasible or
excessively difficult to tackle using conventional programming languages (Campesato,
2020).

The past few years have witnessed a remarkable surge in the advancement and utilization of
Generative Artificial Intelligence (GAIl) technology (Orchad & Tasiemski, 2023).
Generative Al systems, a subset of ML, have the ability to generate novel data based on the
patterns and information obtained from training data. Remarkably, GAI is progressively
surpassing human-generated content in terms of speed, cost-effectiveness, and quality.
(Taulli, 2023.) The emergence of Generative Al, alongside other foundational models, has
revolutionized the landscape of Al, elevating assistive technology to unprecedented heights,
reducing the time required for application development, and empowering individuals

without technical expertise with substantial capabilities (Chui, Roberts & Yee, 2022).

ChatGPT, an Al language model developed by OpenAl, represents a prominent instance of
a generative pretrained transformer (GPT) within the field of Generative Al. This
sophisticated model possesses the remarkable ability to produce original content in direct
response to user prompts. This advancement is noteworthy as it signifies the potential for
computers to exhibit creativity by leveraging the information they have assimilated and their
interactions with users. (Baig, Yee & Singla, 2023; Chui et al., 2022.) Notably, the term
"Generative Al" encompasses algorithms such as ChatGPT that enable the creation of
various content types, including audio, code, images, text, simulations, and videos (Baig et
al., 2023).

The utilization of large-scale models in GAI is commonplace, as they are trained on a diverse
array of textual, visual, and other forms of data. GAI, as a technology, possesses the ability

to generate innovative and creative content in response to a given prompt. These algorithms
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are typically sophisticated statistical models that can be interacted with using natural
language. In the majority of ML models, knowledge is internally represented as a collection
of features. These features are parameters that are both considered and calculated during the
algorithm's training process, with the aim of achieving a satisfactory level of generalization.
This ability to generalize is what distinguishes Al models from the conventional procedural
approach. (Orchad & Tasiemski, 2023.)

One of the prominent subfields within the domain of Al is natural language processing
(NLP), which concerns itself with the intricate interplay between computer systems and
human language. NLP employs computational methods to facilitate computers in
comprehending, analyzing, and generating human language. While NLP and GPT language
models share a connection, they are distinct entities. NLP primarily concentrates on the
interaction between computers and humans through the medium of natural language. The
fundamental goal of NLP revolves around the ability to effectively read, comprehend,
interpret, and generate human language. On the other hand, GPT language models such as
GPT-3, developed by OpenAl, belong to a distinct category of ML models employed within
the expansive domain of natural language processing (NLP). These GPT models are founded
upon transformer-based ML techniques, which enable them to comprehend and produce text
that closely emulates human-like language patterns, contingent upon the input provided.
(Rana, 2023.)

A graphical representation of the field of Al and its associated subfields is illustrated in

figure 5.
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Figure 5. The field of Al and its subfields (Jarrahi, 2018; Lukyanenko et al., 2022)

Jarvenpéd et al. (2021) and Berente et al. (2021) agree on the decision making to be crucial
to understand the role of Al in organizations. They see Al being fundamentally about making
decisions autonomously. In addition, the definitional focus on decision making also
explicitly refers to a relationship between Al and human behavior. Al creates a whole new
generation of technologies which are capable of interacting with their environment by
collecting and interpreting information, recognizing patterns, answering questions, or giving
instructions to other systems. Al is capable of solving complicated cognitive problems which
would normally be automatically related to human activities such as decision making,
learning, and pattern recognition. Al enables the analysis of large volumes of data and can
automate complicated tasks, even those conducted by humans. (Jarvenpaa et al., 2021,
Berente et al., 2021.)
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3.2 Trustworthy Al and ethical considerations

As previously stated, trust is a fundamental component of interpersonal relationships, and is
also a key desirable factor in human relations with non-humans (Hoff and Bashir, 2015).
The role of trust is particularly relevant in human-Al interaction given the perceived risk
embedded in human-Al relations (Omrani et al., 2022). Although Al is widely discussed as
a leading technology trend in both research and practice, it is becoming clear that Al is not
the “magic bullet” that some perceive it to be. Similar to any other technology, Al will
undoubtedly offer numerous benefits, but it will also introduce a host of new ethical, legal,
and social challenges. (Floridi 2019.) To maximize the benefits of Al while at the same time
mitigating or even preventing its risks and dangers, Thiebes et al. (2021) introduced the
concept of trustworthy Al (TAI) which is based on the idea that trust builds the foundation
of societal, economical, and sustainable development, and that individuals, organizations,
and societies will therefore only ever be able to realize the full potential of Al, if trust can
be established in its development, deployment, and use. In the context of their study, the
interest is mainly the organizations as users since the aim is to examine the trust they

experience toward a specific Al-enhanced service. (Thiebes et al., 2021.)

Overall, TAl is a highly interdisciplinary and dynamic field of research, with knowledge on
technical and non-technical means to realize TAI being scattered across research disci-
plines, thus making it challenging to grasp the status quo on its realization. Given the
multifaceted nature of trust in general, subject to many scholarly debates in recent decades,
it is not surprising that the conceptualization of trust in Al and what makes Al trustworthy
remains inconclusive and highly discussed in research and practice. Understanding the
currently valid definition of TAI and its practical implementation thus remains a challenging
task. (Thiebes et al., 2021.)

The establishment of trust is of utmost importance in maintaining the social acceptance and
legitimacy of Al-systems. The European Commission's Al High-Level Expert Group (Al
HLEG) has emphasized that if Al systems do not prove to be worthy of trust, their
widespread acceptance and adoption will be hindered, and the vast potential societal and
economic benefits will remain unrealized. (Lockey et al., 2021.) The Expert Group published

Ethics Guidelines for trustworthy Al in 2019. These guidelines outline seven key
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prerequisites that Al systems must fulfill in order to be considered trustworthy. (European
Commission, 2019.) The figure 6 below presents a comprehensive compilation of these

requirements.
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Figure 6. Seven key requirements for trustworthy Al (European Commission, 2019b)

Al systems should empower human beings, allowing them to make informed decisions and
fostering their fundamental rights. Al systems should be resilient and secure and ensure
another option in case of problems. They would also need to be accurate, reliable and
reproducible. That is the only way to ensure that also unintentional harm can be minimized
and prevented. Privacy and data protection must be fully respected, necessitating the
establishment of effective data governance mechanisms. The communication of decisions
pertaining to Al systems should be tailored to the relevant stakeholders, ensuring
comprehension and transparency. (Independent High-Level Expert Group on Artificial
Intelligence, 2019.)
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Users must be made aware of their interaction with Al systems, including their capabilities
and limitations. The elimination of unfair bias and the promotion of diversity and non-
discrimination are crucial objectives. Moreover, Al systems should be accessible to all
individuals, regardless their disabilities. The well-being of society and the environment must
be safeguarded, necessitating the production of Al systems in a sustainable and
environmentally friendly manner. Finally, mechanisms must be implemented to enforce
responsibility and accountability for Al systems and their outcomes. (Independent High-

Level Expert Group on Artificial Intelligence, 2019.)

The regulation of Al within the European Union (EU) is set to be governed by the Al Act,
which is recognized as the pioneering and all-encompassing legislation pertaining to Al
worldwide. This newly established framework delineates specific obligations for both
providers and users of Al systems, contingent upon the level of risk associated with their
utilization. Although certain Al systems may entail minimal risks, they are still subject to
thorough evaluation. For instance, generative Al systems such as ChatGPT are required to
adhere to transparency requirements, necessitating the disclosure of Al-generated content,
implementation of measures to prevent the generation of illicit material, and the provision
of summaries elucidating the copyrighted data employed for training purposes. (European
Parliament, 2023.)

Given the escalating significance and ubiquity of Al, ensuring its reliable functionality is
imperative, with a focus on building trust among users and guaranteeing its advantageous
impact on humanity and the environment at large. Conversely, the potential misuse,
excessive utilization, or insufficient deployment of Al poses a considerable concern. The
existence of ethical ambiguity fosters both audacious risk-taking and unwarranted prudence.
Consequently, the formulation of comprehensive guidelines assumes paramount importance.
These guidelines serve as a commendable stride towards establishing a transparent,

universally accepted, and socially desirable framework for ethical Al. (Floridi, 2019.)

3.3 Challenges and critique related to Al

Despite the numerous benefits of Al, it is not a “technological panacea” as described by

Berente et al. (2021). There are many obstacles standing in the way of robust and trustworthy
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Al. The quality of Al is highly dependent on the quality of the data used for training Al
models. Controlling the quality of data used to train Al can be exceedingly difficult,
especially if some or all of the training data comes from data collection online, such as social

media or crowdsourcing. (Lukyanenko et al., 2022.)

Lockey et al., (2021) distingue five separate groups of Al trust challenges: transparency and
explainability, accuracy and reliability, automation, anthropomorphism, and mass data
extraction. Related to transparency and explainability, Al is often considered a black box.
Advanced algorithmic learning methods such as deep learning are not naturally transparent
or explainable. The solution to this black box is creating Al that can explain itself, where
decisions and predictions are made transparently. However, there is a tension between
accuracy and explainability, in that models that perform best tend to be the least transparent
and explainable, while the ones most able to provide the clearest explanations are the least
accurate. Numerous studies indicate that transparency and explainability of Al applications
play a significant role in fostering trust. However, achieving full transparency in practice
may be challenging. Explanations, on the other hand, are argued to be crucial in fostering
trust in Al systems, especially when users lack prior experience with the system. System
transparency serves as a vital means to mitigate user overtrust, where users trust Al beyond

its actual capabilities. (Lockey et al., 2021.)

Lockey et al. (2021) further emphasize that the primary challenge to trust lies in the accuracy
of Al systems, as inaccuracies can result in bias, inequality, and harm. They observe a direct
correlation between the decrease in reliance, accuracy, and performance of Al systems and
the decrease in user trust. Moreover, an Al agent being accurate is not necessarily enough

and users may not trust it, but they also need to perceive its accuracy. (Lockey et al., 2021.)

The concept of automation involves the ability of machines to perform tasks without direct
human intervention. The conceptual discussion on the impact of automated Al on trust in
high-risk contexts has emphasized concerns about deskilling, particularly if domain experts
excessively rely on automated systems. Lockey et al. (2021) also highlight
anthropomorphism as another challenge in Al design. This entails imbuing Al with human-
like characteristics, a practice supported by theoretical evidence suggesting that humans are

more inclined to trust and accept human-like Al agents. However, there are concerns that



41

excessive anthropomorphism may result in overestimating the capabilities of Al, posing
risks to stakeholders, undermining trust, and giving rise to ethical and psychological issues.
Finally, Al systems, especially advanced algorithmic learning systems, necessitate the
extraction and processing of vast quantities of data to operate, marking them as qualitatively
distinct from traditional IT artifacts. This data extraction process differs fundamentally from
previous modes of market exchange, as it involves a unilateral acquisition of data rather than
a consensual or reciprocal transaction. The trust challenge associated with data extraction
primarily revolves around privacy concerns. End users are worried about the loss of privacy
and the inappropriate sharing of their information, which can lead to a diminished sense of

self-determination. (Lockey et al., 2021.)

In addition to these above-mentioned challenges, Lockey et al. (2021) also identify two
broad, generic mechanisms for addressing these trust challenges: familiarity and governance.
Empirical studies indicate that familiarity and experience with Al systems can foster trust.
Additionally, conceptual frameworks argue that governance, in the form of suitable controls
to guarantee the trustworthy development and implementation of Al, is essential for
establishing trust in Al. (Lockey et al., 2021.)

Bryson (2018) presents a comprehensive critique towards Al, asserting that trust is a
relationship between peers wherein the trusting party, although uncertain about the actions
of the trusted party, believes in any promises made. Furthermore, she contends that there is
no necessity for individuals to trust an Al system. Instead, when a system utilizing Al causes
harm, people require clarity regarding whether there are human beings behind that system
to account. (Bryson, 2018). Ryan (2020) shares a similar critical perspective on trust in Al,
asserting that trust is a fundamental and defining aspect of human relationships.
Consequently, proposing that Al should be trusted is a very serious claim. Al does not have
emotional states of the ability to be held responsible for its actions, which are essential
criteria according to affective and normative accounts of trust. Although Al fulfills the
requirements of the rational account of trust, it will be demonstrated that this is not actually

a type of trust at all, but rather a form of reliance. (Ryan, 2020.)

Ultimately, even intricate machines such as Al should not be perceived as inherently

trustworthy, as doing so undermines the significance of interpersonal trust,
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anthropomorphizes Al, and shifts accountability away from those responsible for their
development and utilization. The recommendation is to replace the concept of "trustworthy
Al" with "reliable Al" or discard it altogether. A rational understanding of reliability does
not necessitate Al to possess emotions toward the trustor (affective account) or to be
accountable for its actions (normative account). Overall, proponents of Al ethics should
abandon the paradigm of trustworthy Al due to its numerous inherent issues and instead
advocate for the reliable Al approach. In this approach, greater emphasis is placed on
ensuring that organizations utilizing Al, as well as the individuals within those organizations,
are trustworthy (Ryan, 2020).

3.4 Framework of user trust in Al

The increasing attention towards Al stems from its ability to support various common
applications used on a daily basis, such as chatbots. While the impact of Al on individual
and organizational interactions has been undeniably positive, there is a growing emphasis
on the importance of trustworthiness in this technology. Trust plays a pivotal role in
facilitating the acceptance and utilization of new technologies by individuals. (Yang &
Wibowo, 2022.) Further, trust is a critical factor in the adoption and usage of Al, as it serves
to alleviate the substantial uncertainty that permeates the development and deployment of
Al. The uncertainty and ambiguity create a sense of caution and skepticism, making it
difficult to build trust. (Choung et al, 2022; Siau & Wang, 2022.) Wei et al. (2019)
discovered that trust significantly influences users’ behavioral intentions when engaging
with Al-based systems. They further noted that the level of trust users have in the system
provided by an organization directly correlated with their positive attitude towards using the
organization’s services (Wei et al., 2019). Gillath et al. (2021) argued that mitigating anxiety
and enhancing security measures related to Al are effective strategies for fostering trust in
Al.

The object of trust in this study being a specific Al-enhanced service provided by the case
organization, the user trust in Al will be the most relevant object of interest. According to
Kelly et al. (2023), trust in Al and the technology provider are the driving factors in Al
acceptance. User acceptance of technology is fundamental to the successful uptake of

devices. As Al can benefit many people, users must accept this technology to embrace it and
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use it adequately. Evaluating user acceptance holds paramount importance for stakeholders
in comprehending the factors essential for optimizing the adoption of technology in diverse
contexts. (Kelly et al., 2023.)

Hengstler et al (2016) examined the way organizations aim to establish users’ trust in Al.
They determined that organizations foster trust in Al by associating it with the reputation of
the developing organization and by enhancing the comprehensibility of the technology,
emphasizing its present and future utility and advantages. They further found that when it
comes to trust in the innovating firm and its communication, particularly in the case of
radical innovations, technical attributes alone may not suffice to surmount resistance to
innovation. Therefore, trust in the innovating firm and its communication can assist in

overcoming this resistance. (Hengstler et al., 2016.)

Yang & Wibowo (2022) introduced a conceptual framework of user trust in Al with various
components, influencing factors and outcomes of users’ trust in Al (figure 7). This
framework serves as a valuable tool for Al-supported service providers in understanding the
concept of user trust from different perspectives (Yang & Wibowo, 2022). To better
understand the concept of trust in general, an individual’s overall trusting beliefs in other
people and objects should be studied. However, it is important to note that an individual’s
specific trusting beliefs are not always consistent, but rather varying according to
circumstances. (Thiebes et al, 2021.) Consequently, Yang & Wibowo (2022) suggested that
users’ trust in Al should be approached as a multi-faceted concept. It is possible that
individuals employ similar criteria when forming trust in various objects, thus users’ trust in
Al should encompass universal components that are also applicable to other objects of trust.
Hence, these components serve as the fundamental prerequisites for trust building. (Yang &
Wibowo, 2022.)

Yang & Wibowo (2022) examined the components of trust through four different categories:
trust as a generic concept, trust in Al-supported organizations, trust formed by specific users
and trust in specific contexts (figure 7). In the context of users trust in Al, the terms
predictability, dependability and faith, ability, benevolence, and integrity, as well as
performance, process, and purpose can be seen as related concepts, however emphasizing

different aspects related to trust building.
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Figure 7. Framework of user trust in Al (Yang & Wibowo, 2022, 2068)

The social sciences have identified three key stages of trust: predictability, dependability,
and faith. Predictability refers to the consistent nature of an Al application’s behaviors or
performance over an extended period, which fosters an accurate anticipation of its actions.
Dependability builds on predictability and involves the user's belief in the Al system's long-
term reliability. Finally, faith is the concluding stage where users establish their willingness
to trust in the technology. (Yang & Wibowo, 2022.)

The ability, benevolence, and integrity framework proposed by Mayer et al. (1995) provides
a comprehensive approach to assessing the trustworthiness of Al. Users evaluate Al's ability
based on its performance and the characteristics of the Al-enabled service provider.
Benevolence is reflected in the Al system's communication with users and its attentiveness
to their needs, as well as the organization's care towards stakeholders. Integrity depends on
the Al system's ability to fulfill promises and provide fair and transparent services, adhering

to societal norms and regulations. (Yang & Wibowo, 2022.)

The trust framework for IT artifacts has been adopted by recent studies, incorporating the
dimensions of performance, process, and purpose. The performance dimension focuses
on the responsibility and accuracy of the Al system in managing information, as well as its
perceived reliability in fulfilling tasks. The process dimension emphasizes the predictability
of the Al system, encompassing aspects such as data integrity, confidentiality, and user

authenticity. Lastly, the purpose dimension encompasses the benevolence of the designer,
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authorized data usage, and the users' belief in and future reliance on the Al system. (Yang &
Wibowo, 2022). This framework can be viewed as a synthesis of the ability-benevolence-
integrity model introduced by Mayer et al. (1995), as discussed earlier in chapter 2.1.

As many organizations have adopted Al as a new digital technology, users’ trust in Al should
include the components of trust related both to the technology itself and to the
organization. The former includes users’ trust in AI’s various technological components,
including the device, infrastructure, data transmission process, and analytic functions, while
the latter is institution-based and focuses on the provider of Al-enabled services. The reason
for bifurcating the notion of trust into distinct categories stems from the dissimilarity
observed in individuals’ trust towards technology and towards humans and organizations.

(Yang & Wibowo, 2022.)

The formation of trust is also contingent upon various components related to users. It is
imperative to incorporate users’ cognitive, affective, and behavioral aspects when
considering the components of trust in Al. The formation of cognitive trust is often related
to the reputation of the service provider organization as conveyed or believed by other users.
Additionally, user trust should also be examined from an affective or emotive perspective,
focusing on users' intellectual background, as well as their emotions and attitudes towards
Al. Finally, the behavioral trust is built through iterative engagements between the user and
Al applications within a certain period of time. Unlike affective trust, this type of trust is
built upon the user's direct and recurrent experiences with the designated service provider

and associated technologies. (Yang & Wibowo, 2022)

The adoption of Al technology in a wide range of sectors and contexts implies that a person’s
trust in different Al applications may vary. This variability can be attributed to the differing
levels of user involvement with Al applications in various contexts. The users may not
automatically extend their trust in one Al application to others. Therefore, even when a
trusted organization applies the same technology to a new Al-supported product or service
for the same users, the trust-building tactics still need to be adjusted accordingly. (Yang &
Wibowo, 2022.)
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The level of trust placed by users in Al can be influenced by technological, organizational,
contextual, social, and user-related factors (figure 7). People’s trust in Al is influenced by
their perception of its quality in terms of compatibility, ease of use, and performance. The
content provided by Al applications should be accurate, factual, up-to-date, and complete to
foster trust. Furthermore, flawlessness, accuracy, and ease of access indicate trustworthiness
of an Al system. The examination of organization-related factors as precursors to trust
holds significant importance, prompting numerous studies to concentrate on the reputation
and image of Al-enabled service providers. The reputation of a service provider is frequently
disseminated among users, thus playing a pivotal role in fostering trust. To build user trust,
organizations should demonstrate integrity, particularly in safeguarding against the misuse
of data, an issue that has become a matter of public concern in relation to Al technologies.
(Yang & Wibowo, 2022.)

People, organizations, and industries are all embedded within a social environment. As Al
becomes more intelligent all the time, trust in Al will increasingly resemble trust in other
people. Hence, the significance of social norms and culture becomes also relevant when
exploring trust in Al. Furthermore, favorable previous experiences facilitate users trust in
Al, whereas negative experiences such as privacy concerns complicate the process, leading
to users being more cautious and complicating the trust building. Those who do not have
any direct experience of using Al may rely on their previous experience of using other
technologies, especially those offered by the same provider. User’s trust in new technology
is also shaped by their existing perceptions. Risk serves as a crucial determinant influencing

people’s trust in emerging technologies, including Al. (Yang & Wibowo, 2022.)

Finally, Yang & Wibowo (2022) argue that user trust in Al can have two different outcomes:
cognitive and affective or behavioral changes. First, trust facilitates cognitive and affective
changes in Al users and plays a crucial role in shaping users’ perceptions, opinions, beliefs,
and emotions regarding the use of Al-enabled services offered by different providers. Trust
can have a positive impact on users’ subsequent perceptions of the benefits of using Al,
emphasizing its importance in influencing users’ attitudes towards service providers and
their offerings. Trustworthy Al-enabled service providers demonstrating their ability,
benevolence, and integrity, create positive attitudes and feelings among users and make them

more likely to implement different services offered by these providers. The cognitive and
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affective changes may accordingly affect user’s behaviors. The intention to adopt or use Al
has emerged as a primary topic for studies on the consequences of user trust. The empirical
evidence from multiple studies consistently supports a positive relationship between user
trust and the adoption of Al across diverse domains. When users trust Al-enabled services,
they are more likely to engage with their service provider and less willing to switch to other
providers. (Yang & Wibowo, 2022.)

The next chapter will resume the theoretical framework of this thesis, emphasizing the most
important theories with their relevant references, and forming the basis for the empirical part

of this study.

3.5 Summary of the theoretical framework

The first party of the theoretical framework consisted of theories and key concepts related
to trust and trustworthiness, the common trusting beliefs in humans and technologies,
including Al, as well as the key distinctions between trust in people and trust in technology.
The theoretical framework also included perspectives on trust in the B2B context, with this
thesis specifically examining the trust dynamics between the service provider organization
Twoday, the application Al Agent developed by Twoday, and the customer organizations

evaluating or adopting this application.

The second section of the framework focused on trust building in the context of Al. The
section strived to delineate the multidisciplinary field of Al shedding light on its complexity
and its multidimensional definitions. Furthermore, the attributes of trustworthy Al, ethical
considerations associated with Al, as well as the critique and challenges of Al were explored.
The theoretical part was concluded by introducing the key concepts of the framework of user
trust in Al-enhanced services, including the different components and factors influencing
user trust in Al as well as the different outcomes of trust in Al. This framework will be
employed in the empirical part of this research to systematically analyze the data obtained

from interviews.
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The overview of the theoretical framework is illustrated in figure 8 below.
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Figure 8. The overview of the theoretical framework

The next chapter presents the empirical part of this thesis.
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4 Methodology

In this chapter the research design including the case organization of the research as well as
the research methods, data collection and data analysis will be presented. Saunders, Lewis
and Thornhill (2023) compare the research process to a journey. A number of criteria will
influence the researcher’s decision about which route to take. Formulating the most
appropriate design to answer the research questions is similar to planning the route to the
destination. The research design is the route of the researcher, enabling him/her to reach the
destination and crucially be consistent with the objectives of the study. Like the route, also
the research design may need to be amended due to unforeseen circumstances. (Saunders et
al., 2023.)

4.1 Research design

According to Saunders et al. (2023) the research design is the overall plan for the research
project. It is the plan of how the research questions can be answered in order to achieve the
research aim and to meet the objectives. The purpose of the research design will be driven
by the overarching research question and will be either exploratory, descriptive, explanatory,
evaluative or a combination of these (Saunders et al., 2023). In this study, the research
purpose is exploratory as the aim is to explore and to better understand a phenomenon of the
perceived trust by the customers of the case organization towards the Al Agent application.
According to Stebbins (2001) the explorative research is used when there is little or no
scientific knowledge about the group, process, activity, or a phenomenon is interesting, and

it is believed it contains interesting findings.

As there does not exist a generally accepted theory on user trust towards Al-enhanced
services in B2B context, abductive approach is suitable to investigate this complex
phenomenon. According to Saunders et al. (2023) this approach to theory development
involves the collection of data to explore a phenomenon, identify themes and explain
patterns contributing to the development of a partially new theory while also refining
existing theories. Subsequently, these theoretical insights can be tested and validated through

empirical research. Instead of moving from theory to data as in deduction, or data to theory
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as in induction, an abductive approach moves between data and theory, making comparisons
and interpretations, in effect combining deduction and inductions. Abductive theory
development is open and sensitive to data while also using pre-existing theories for
inspiration and to help identify and interpret patterns. (Saunders et al., 2023.) In this research
the theories of trust as well as the framework of user trust in Al already exist but the results
received from the interviews are expected to bring extra value and therefore also to generate

some new theory and to enrich the existing theories.

The research method refers to the systematic way in which research is carried out in order
to solve the research problem (Puusa & Juuti, 2020). According to Puusa (2020), in
qualitative research, the aim is often to produce a holistic understanding of the phenomenon
under study and deepen the understanding which leads the researcher to new interpretations.
Qualitative research does not seek to find reliable information on the extent or frequency of
a phenomenon (Juuti & Puusa, 2020). Unlike quantitative research where analysis occurs
after data collection, qualitative research often involves the concurrent collection, analysis
and interpretation of data. Qualitative data collected in natural settings are likely to be rich
in contextual detail. (Saunders et al., 2023.) Thus, the quantitative research was excluded
due to that it was not felt to be appropriate for the purpose of this study. The aim of the study
being to receive a deep understanding of the customers’ trust towards the Al application
provided by the case organization, the most appropriate methodological choice was

considered to be qualitative.

The research strategy is the methodological link between the philosophy and subsequent
choice of methods to collect and analyze data (Saunders et al., 2023). In this study the case
study was chosen to be the best choice for a research strategy. According to Saunders et al.
(2023) it is a research strategy involving the empirical investigation of a phenomenon within
its real-life context by using multiple sources of evidence. According to Yin (2023) a case
study strategy has the capacity to generate insights from intensive and in-depth research into
the study of a phenomenon in its real-life context, leading to rich, empirical descriptions and
the development of theory. The case in the case study research can be either a person, or an
organization, even a process or event. Choosing the case to be studied and determining the
boundaries of the study is a key factor in defining a case study. Once defined, case study

research sets out to understand the case within its setting or context. A case study benefits
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from the prior development of theoretical propositions to guide design, data collection, and
analysis, and as another result relies on multiple sources of evidence, with data needing to
converge in a triangulating fashion (Yin, 2023).

The research design of this study is illustrated in Figure 9 below:

APPROACH TO
THEORY
DEVELOPMENT
Abductive

METHODOLOGICAL CHOICE
Qualitative

STRATEGY
Case Study

DATA COLLECTION AND
DATA ANALYSIS
Semi-structured
interviews
Gioia-method

Figure 9. Research design (Saunders et al., 2023, 177)

4.2 Case-organization

The case study chosen for this thesis focuses on Twoday, a leading digital transformation
service provider operating in the Nordics and Baltics, and their newly developed Al Agent

application. The organization offers a comprehensive range of innovative solutions to drive
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digital transformation in various sectors. Twoday Group's services encompass various areas,
including digital marketing, business applications, and modern work solutions. However, at
the core of their offerings lies a strong emphasis on data and Al. Leveraging these advanced
technologies, Twoday assists businesses in optimizing their operations, making informed
decisions, and ultimately creating value, thus empowering organizations to stay competitive

in the digital era. (Twoday.n.d.a; Korpaeus, 2024.)

Twoday Al Agent application serves as a personal superintelligence for companies, offering
a cost-efficient avenue for integrating Al capabilities into their operational frameworks. It
has an ability to seamlessly integrate with existing systems and platforms, consolidate and
deliver comprehensive information, and automate repetitive tasks. Al Agent harnesses the
capabilities of OpenAl's GPT language models, along with any selected open-source
language models. Additionally, it can integrate any other Al model using a plug-in method.
This technology-agnostic approach allows for the enhancement of data processing
efficiency, acceleration of business operations, and automation of both internal and external
service processes. Twoday Al Agent is designed with a commitment to data protection and
privacy, ensuring that the personal data of their customers is handled responsibly. By
complying with data protection regulations, the application enhances the trust and
confidence of businesses across various industries, making it an attractive choice for
organizations seeking to leverage Al capabilities while maintaining the privacy and security

of their data. (Twoday.n.d.a; Korpaeus, 2024.)

4.3 Data collection

Al trust research has only recently raised interest among researchers (Glikson & Woolley,
2020) and there still seems to be a research gap in the research focusing specifically on users
trust in Al in B2B context. Puusa & Juuti (2020) emphasize the importance for the researcher
conducting qualitative research to uncover novel perspectives and generate new knowledge
within their chose field of study. They stress the significance of delving into the experiences
of the individuals under investigation in order to gain deeper insights into the subject matter.
(Puusa & Juuti, 2020.)

To gather comprehensive data, nine semi-structured interviews were conducted, involving a

total of eleven informants. This sample size was considered sufficient to provide rich



53

qualitative data and acceptable saturation. The interviews encompassed a diverse range of
organizations from various industries and sizes, predominantly from the public sector. The
informants were selected based on their expertise and involvement in decision-making
processes related to Al Agent adoption within their respective organizations. The
informants’ areas of expertise were diverse, and their ages spanned a wide range, from 27 to
56 years old. The duration of the customer relationship with Twoday ranged from 2 months
to 4 years, indicating that some informants were part of organizations with longer-standing
collaborations with Twoday. While most interviews were conducted individually, two
interviews involved two informants from the same organization participating together, as
they believe their collaborative input would offer more comprehensive and accurate

responses compared to individually conducted interviews.

The organizations interviewed had all either implemented Al Agent for testing purposes or
integrated it into their production systems. There were variations among the organizations
regarding the utilization of Al Agent. The most common use of an Al agent was as a chatbot
on an organization's website to answer customer queries or provide valuable information. It
was also used as an Al-based web search tool, capable of extracting information from

websites without the need for manual search by the employees.

The semi-structured interview offers a distinct advantage in academic research as it enables
the researcher to gather the perspectives of all interviewees regarding the primary focal
points of the study, as articulated by each informant individually (Puusa, 2020). This
research method, characterized by its practicality, involves researchers taking notes on the
information provided by the informants, diligently striving to employ the informants' own
terminology to aid in comprehending their lived experiences (Gioia et al., 2012). In its
optimal form, interviews grant the researcher indirect insight into the thoughts and
experiences of the subjects. It is crucial to bear in mind that in qualitative research, the
researcher’s role is to interpret the interpretations of others. For instance, the data obtained
through interviews represent the subjective and personal interpretations of the individuals
selected as the sample for the issues, events, and phenomena under investigation. (Puusa,
2020.)
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The questions were sent to all informants prior to the interview together with the invitation.
According to Puusa (2020), a prerequisite is that the persons under investigation should be
able to talk openly about their own experiences on the case under examination. Thus, the
interviews were decided to be conducted in Finnish translated into English during the
transcription process. The interviews were conducted between November 2023 and January
2024 and their duration was between 27-60 minutes. All interviews were conducted virtually
via Microsoft Teams and were recorded with the consent of the informants to facilitate the
transcription process. Each interview was transcribed verbatim for subsequent analysis. The

gathered data was analyzed using thematic analysis to identify common patterns and themes.

The responses will be treated confidentially and by respecting the anonymity of the

informants. The informants and their correspondent codes are presented in table 1.

Table 1. Research informants and their correspondent codes

ORGANISATION PSEUDONYMS (INDUSTRY OF THE ORGAMNIZATION AREA OF EXPERTISE NUMBER OF
INTERVIEW
City organization, public administration Chief Information
Org 1 P1 E, CI0)
Gi ization, public administratio : fnterview |
org1 P2 ty organization, pu min n IT Speciali
org2 P3 City organization, public administration Head of Information Interview 3
Management
Org 3 Pa The Central Authority (public health) Special Adviser Interview 3
. , Senior Adviser, Architect )
Org 3 P5 The Central Authority (public health) of data caploitation Interview 4
Org 4 P& State Administration Senior Specialist Interview 5
Org 5 P7 Mon-profit organization in circular economy CEOQ
Interview 6
Org 5 P8 Mon-profit organization in circular economy Account/Sales Directore
Org 6 Pa Energy sector Service Coordinator Interview 7
Org 6 P10 Energy sector Customer Advisor Interview 8
org 7 P11  |Public administration Tech & Acchitectuce Interview 9

In the next chapter the chosen method of analyzing the data will be explained in detail.
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4.4 Data analysis

The data of this study will be analysed using the Gioia method. According to Corley &
Hamilton (2013) and Gioia (2021), the Gioia Methodology (GM) is a qualitative
methodological approach to developing a data analysis that can meet the rigorous standards
of trustworthy research. Compared to unstructured single or multiple case study designs with
no methodical data-coding and data-analysis techniques, the GM provides greater rigor,
because it employs a more systematic research approach. (Gioia, Corley & Hamilton. 2013;
Gioia, 2021.) As illustrated in figure 10, the data analysis is developed through three key
stages (Magnani & Gioia, 2023).

In the initial stages of research, a multitude of informant terms, codes, and categories
typically emerge. During the first order analysis, it is important to faithfully capture these
informant terms without attempting to distill categories. This can lead to a large number of
categories, sometimes numbering between 50 to 100, which may seem overwhelming. To
address this, researchers can use a method akin to axial coding to compare and contrast these
categories, aiming to reduce them to less than 20 key categories. These key categories can
then be labeled or described in a distinctive manner to aid further analysis. (Magnani &
Gioia, 2023.) In this thesis, all the interviews and transcriptions were conducted in Finnish,
and therefore each of them was transcribed verbatim to respect the original meaning of
concepts and tones of sentences. In the first order analysis as a result of careful analysis of
the informant data, it was coded into meaningful phrases and descriptive first order concepts

were identified, respecting the initial expressions of the informants.

As the research progresses, the researcher begins to identify similarities and differences
among the numerous categories, eventually reducing them to a more manageable number.
These categories are then labeled or described using phrases derived from the informant
terms. In the second order analysis, researchers examine the emergent themes through
theoretical lenses, seeking concepts that can help describe and explain the observed
phenomena. The goal is to identify explanatory concepts and themes that offer deeper insight
into the informants’ experiences. By incorporating both informant and researcher voices in

the reporting, the analysis demonstrates a qualitative rigor, establishing connections between
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the data and theoretical frameworks. This approach ensures that any creative insights are

grounded in the informants’ experiences, (Gioia, 2021.)

The focus should primarily be in identifying new concepts lacking adequate theoretical
referents in the existing literature and then it should be investigated whether it was possible
to distill the emergent second order themes even further into second order aggregate
dimensions (Gioia et al., 2013). This process involves sorting, reducing, and aggregating
first-order codes using increasingly abstract categories, while integrating extant theory and
empirical evidence. The GM holds knowledge-enriching potential because it uses an
inferential process that involves both induction and abduction, thereby facilitating the
generation of novel theoretical insights. It thus enables researchers to develop “best
explanations” or “creative hypotheses” about the phenomenon under study. (Magnani &

Gioia, 2023.) The process of developing data structure is demonstrated in figure 10.

First order ;
Informant centered concepls Induction

Theory centered s

1 Data
Second order Abduction ’ & «
themes Systematic combining » Theory )

f
Theory centered s
’ Data s

Aggregate Abduction &
cimensicns Systematic combining \ Theory

Figure 10. The Process in developing a Data Structure (Magnani & Gioia, 2023, 4)

Once the full set of first-order terms and second-order themes and aggregate dimensions
have been compiled, the basis for building a data structure has been built. The data structure
serves not only to organize data into a coherent visual format but also to illustrate the
researcher’s journey from raw data to terms and themes, thereby demonstrating qualitative

research rigor. Constructing this data structure prompts the researcher to engage with the
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data theoretically, beyond mere methodological considerations. (Gioia, 2021.) After an in-

depth analysis of the qualitative data, six aggregate dimensions emerged:

Key drivers for the adoption of Al-enhanced services
Components of trust in Al-enhanced services

Key features and implementation drivers of Al Agent
Factors building trust in Al Agent

Factors inhibiting trust in Al Agent

o ok~ 0w N

Service-provider-related trust builders

When evaluating the quality of these aggregate dimensions, it is worth noticing that the key
drivers for the adoption of Al-enhanced services (aggregate 1) as well as the key features
and implementation drivers of Al Agent (aggregate 3) are only slightly related to trust.
However, they can be considered as making a substantial contribution to this study and in
particular to the case organization as they are strongly linked to the implementation of Al-
enhanced services as well as the core functions of Al Agent application. Thus, the results

related to these aggregates will be discussed as part of the findings of this study.

The example of the final data structure is presented in figure 11. The first order concepts
representing the voice of informants are developed into second order themes by leveraging
different theories to build more general themes. Subsequently, these second order themes
are organized into distinct aggregate dimensions. Following the analysis and consolidation
of data within these aggregate dimensions, it will be utilized to develop a comprehensive
model of user trust in Al-enhanced services, with particular emphasis on Twoday Al Agent
application. All the concepts, themes and aggregate dimensions will be later presented

respective to their chapters.
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1st order concepts 2nd order themes Aggregate dimension

//-_AI only suggests things, but it should not be
making any decisions.

« Al as a supportive

+ “At the moment, | still trust humans more, but | have )
tool, not a decision-

a positive view on the use of Al maker

« Currently, decision-making must still be based
\ on human decisions

f-/ll is crucial to openly communicate the
opportunities offered by Al, so that the personnel
can also trust in it.

« Al is a black box, as no one knows what Al does
and what it enables

- Transparency is important both on the technology
side and between people.

« The importance of transparency and clear
communication related to the capabilities and the

\szpor’:unities of Al

Klt is crucial that the information we provide is
based on facts and accuracy, rather than being
invented.

- Data security and data privacy issues are
currently emphasized, at least in our public
administration sector.

« Data privacy
« Data protection

« Data accuracy
« Data protection perspectives and confidentiality

issues are crucial.

» Transparency and
open communication Cornponents of trust
in Al-enhanced
services

« It is extremely important to provide accurate data to
\users as well as to maintain data integrity

NI N S NIV VR Vi

Figure 11. Example of the data structure of this study

The next chapter presents in depth the findings of this study, shedding light on the aspects
of user trust in Al-enhanced services, with a particular focus on the insights gained from the

analysis of perceived trust in Al Agent application.
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5 Findings

As the generally accepted theory on user trust in Al-enhanced services in B2B context
remains scarce, abductive approach was assessed suitable to investigate this complex
phenomenon. The findings of this study were obtained through a rigorous examination of
qualitative data employing the Gioia-method, which enabled the identification of concepts,
themes, and aggregate dimensions related to the topic. These findings will contribute to the
development of a partially new theory while also refining the existing theories. By
comparing the existing theories and the findings of this study, the aim is to increase the

overall understanding of the research topic.

The primary objective was to develop a holistic view on user trust in Al-enhanced services
and specifically in Al Agent application in B2B-context. The initial findings of this study
provided a broad overview of several key drivers leading to the adoption of Al-enhanced
services. As revealed through informant data, there exists a notable inclination to replace
outdated systems with new Al-enhanced services, offering significant advantages by
streamlining tasks that were previously reliant on human resources. Concurrently, there is a
recognition of the Al boom and a strong inclination to embrace its potential and advantages,
driven by a desire to stay up-to-date with the prevailing trend. However, alongside this
enthusiasm, there is also a prevailing sense of uncertainty regarding the practical applications
of Al, indicating the necessity for further research and exploration to fully comprehend its
capabilities and scope. Additionally, the informants also expressed some concerns regarding
the risks associated with not leveraging Al and the potential outcomes stemming from

limited resources in its absence.

AT’s ability to handle large volumes of data with precision was experienced as one of its key
advantages, encouraging the implementation of Al-enhanced services. The importance of Al
in mitigating the workload of experts by reducing the manual work and thus improving
efficiency was underscored. The overall insights driven from interviews expressed that by
automating routine tasks, Al could free up human resources to tackle more complex and
strategic challenges. These findings align with the growing trend of organizations seeking to

streamline their processes and to maximize their resources. The potential of Al to enhance
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efficiency and productivity is particularly relevant in fields where time is of the essence,

such as customer service which was the case in the majority of the informant organizations.

Besides the key drivers for adopting Al-enhanced services in general, some components of
trust in Al-enhanced services were also identified. Transitioning from a broader perspective
to a more detailed level of analysis, the data allowed for a deeper exploration into the
intricacies of user trust towards Al Agent application revealing key features and
implementation drivers of the application, as well as the factors both building and inhibiting
trust in Al Agent. Moreover, the obtained data provided further insights into the role of the

service provider Twoday on the perceived trustworthiness of the application.

The findings are presented in light of Yang & Wibowo’s framework of trust (2022). While
this framework of trust has been widely applied in various contexts, its application in the
B2B domain remains limited. This study aims to bridge this gap by exploring the

applicability and relevance of the framework within B2B relationships.

5.1 The components of trust in Al-enhanced services

The informant data revealed different components of trust in Al-enhanced services
describing the qualities contributing to the overall perception of trustworthiness of these
services. Al applications in general were relatively rare within the customer organizations
participating in the study. The most common Al application mentioned was Microsoft Bing
Chat Enterprise which was used on a daily basis by two organizations. Additionally, a few
organizations made use of image and text recognition services, along with keyword search
services. However, despite the limited experience with Al-enhanced services, their
opportunities and benefits had clearly been recognized, and the organizations had actively
started to test different options best suitable for their needs. The organizations also seemed

to be very positive about anything related to Al or its use.

| have familiarized myself with Al and recognized that it will be part of my
professional life for the next decades. It is a matter of either being or not being on
board,, and | have always personally strived to be on board.”
(P8)
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In the light of this study, when assessing trust towards Al-enhanced services in general, the
most commonly mentioned components were related to data privacy, data protection, and

data accuracy:

“Trust plays a paramount role being a highly complex matter at the same time. It is
crucial that the information we provide is based on facts and accuracy, rather than
being invented by Al.”

(P3)
“It is extremely important to provide accurate data to users as well as to maintain
data integrity and ensuring that the application does not provide misleading or

incorrect information.”
(P6)

“Data protection perspectives and confidentiality issues are crucial. That is, what
data is provided to Al. The Al applications should be trained from the perspective
of people. Do not provide any information that should not be publicly visible."
(P3)

The importance of data security and data privacy concerns was also emphasized, particularly
in relation to organizations operating within the public administration sector. Such entities
frequently handle sensitive information, encompassing personal data of citizens, government
operations, and matters of national security. Consequently, safeguarding data security and
privacy assumes paramount significance in order to preserve the confidentiality, integrity,
and accessibility of this information. Instances of data breaches or mishandling within the
public administration sector can have severe consequences, including compromising

individuals' privacy.

Furthermore, the perspective of employees was deemed relevant, as it raised questions about
the purpose behind introducing Al services within an organization. It was considered crucial
to clarify whether the intent was to replace or support personnel. Openly communicating the

opportunities Al presents was seen as vital for fostering trust among employees.

The importance of organizational data in shaping Al behavior was stressed as well as the
need for careful curation and monitoring of the training data to avoid biases or unethical
outcomes. The concept of “sandbox”, as mentioned by the informant P3, refers to the

establishment of clear boundaries and limitations for Al within organizations. This concept
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suggests that Al should operate within defined parameters, ensuring that it does not exceed
its intended scope or engage in activities that may have unintended consequences. The
responses generated by Al are solely based on the data it has been taught within the

organization.

The informant data provided valuable insights into the assessment of trust in both people
and technology. Trust was not perceived to be given to individuals or to technologies by
default, but there was recognized the need for both people and technology to prove their
trustworthiness. Assessing trust was seen to be based on personal experiences and

interactions with both people and technology:

“When you meet someone, first the person will be scanned and then trust gradually
begins to build or not. The same applies to technology, meaning that trust must be
earned by every technology. The more people use it, the easier it is to trust it.”
(P1)

When considering the different qualities of person or technology creating a feeling of trust,
transparency applying to both humans and technology was underscored. Al was on many
occasions called as black box which was clearly affecting the need for open communication
and transparency with the service provider. Open communication and service provider
actively bringing up their own mistakes and transparently informing them positively affect

trust:

“The black box nature of Al: it is known that it does something, but nothing is
known about how it does it. There is less trust in it compared to something that

does the same thing but the process is known. This affects trust.”
(P2)

”AI is a black box, as no one knows what Al does and what it enables. ”
(P1)

The importance of transparency and clear communication related to the capabilities and the
opportunities of Al were also emphasized. Several informants mentioned the transparent
communication about Al capabilities and limitations being crucial in building trust and
mitigating potential risks associated with the technology. The significance of trust in both

technology and in the service provider was emphasized. The presence of a strong sense of
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trust in the service provider was found to enhance the perceived trustworthiness of an

otherwise untrustworthy product.

In addition, Al making final decisions was not yet seen as trustworthy. While Al has the
potential to affect decision-making processes, it should not replace human judgment and
decision-making capabilities. Thus, human involvement was still seen as crucial. Al should
be seen as a tool to enhance and support decision-making, providing efficiency and accuracy,

but the final decision should ultimately rest with humans.

Trust in Al-enhanced services was experienced as a developing concept that requires
familiarity and positive experiences to build. The recognition that people already trust
recommendations from services like Spotify suggests that positive experiences contribute to

trust:

“Building trust in AI-enhanced services will certainly take time until we become more
familiar with them, although many people already experience strong trust towards
recommendations from services like Spotify. However, this may not yet be seen as an Al-
service as such, unlike in a more formal business service.”

(P11)

The overview of the key components of trust in Al-enhanced services is gathered in figure
12, summarizing the most important findings of this chapter.
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2nd order themes Aggregate dimension

- Al only suggests things, but it should not be
making any decisions.

- “Atthe moment, | still trust humans more, but | have
a positive view on the use of A"

- Currently, decision-making must still be based
on human decisions

« Al as a supportive
tool, not a decision-
maker

ﬂ(lt is crucial to openly communicate the
opportunities offered by Al, so that the personnel
can also trust in it.
« Al is a black box, as no one knows what Al does
and what it enables
« Transparency is important both on the technology
side and between people.
« The importance of transparency and clear
communication related to the capabilities and the
Qppor‘[unities of Al

Klt is crucial that the information we provide is
based on facts and accuracy, rather than being
invented.

- Data security and data privacy issues are
currently emphasized, at least in our public
administration sector.

- Data protection perspectives and confidentiality
issues are crucial.

« It is extremely important to provide accurate data to
\users as well as to maintain data integrity

« Data privacy
« Data protection
« Data accuracy

- Transparency and
open communication Co!'nponents of trust
in Al-enhanced
services

N\ Y VY

Figure 12. Overview of the components of trust in Al-enhanced services

After reviewing the findings related to the main components of trust in Al-enhanced

services, the next chapter focuses on the findings related to the key features and

implementation drivers of Al Agent application.

5.2 Key features and implementation drivers of Al Agent

During the initial testing phase, customer organizations had recognized some essential

features driving to the implementation of Al Agent and the informants considered the

application significant in many ways in terms of both organizations’ operations and their

own work. Although the key features of Al Agent and the drivers influencing its

implementation may not be considered essential in the trust-building process, they can still



65

be considered playing an underlying role in building trust. Consequently, these aspects have

been deemed appropriate to be included in the results of this study.

The informants emphasized the effectiveness of Al Agent in improving cost-efficiency and
customer service during peak hours. Al Agent was told to be able to assist end-consumers
during high-demand periods, leading to an improved overall customer experience. By
automating certain customer service tasks and providing self-service options, Al Agent
reduced congestion in the customer service. This not only improved the efficiency of service
delivery but also allowed customer service representatives to focus on more complex and

specialized inquiries, resulting in improved customer satisfaction.

Some of the informant organizations used Al Agent as a chatbot on their official websites.
The chatbots were mainly used for addressing mass inquiries, improving customer service
efficiency and satisfaction, as well as reducing the workload of experts and thus improving
the productivity. The potential for additional benefits and gaining a competitive advantage
through Al Agent implementation were also recognized. The informants emphasized the
significance of technical aspects in the implementation of Al Agent. The superiority of the
Twoday’s user interface and the preference for familiar Al technologies indicate the
importance of a user-friendly and efficient system. The availability of a robust testing
environment and the ease of data management in the interface were also identified as crucial
factors. The informants also emphasized the need for functional user management, including

control over access rights and permissions.

Furthermore, Al Agent application was also noted for its robust scalability and user-friendly
experience. However, it was also acknowledged that there was a need for further technical
development. The informants noted several missing technical features during the test usage
of Al Agent. The application was unable to automatically update the data it provided, lacked
the ability to properly reference the sources of information, and could not authenticate to
closed intranet websites. These technical limitations were identified as significant barriers
to the practical implementation of the application at that point. Despite AI Agent’s current
limitations in adaptability and functionality, and the acknowledged need for further
development to enhance its capabilities, informants commonly recognized that Al Agent

was still in its developmental stages, thereby constraining its performance and user
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experience. Interestingly, trust in Al Agent seemed not to be compromised despite these

perceived deficiencies:

When considering the decision-making process of Al Agent, it appeared primarily
uncomplicated and direct, especially in relation to decisions concerning the testing phase of
the application. Nevertheless, if the intention was for the application to be deployed in a
production environment and handle data beyond the public domain, the process was reported

to become somewhat more complex.

5.3 Factors building trust in Al Agent

Respecting the framework of user trust in Al introduced by Yang & Wibowo (2022), the
informant data was further examined searching for factors influencing user trust in Al Agent.
Based on the analyzed qualitative data, both technology-related and organizational factors
were recognized. In terms of technology-related factors, many of the informants emphasized
the accuracy of the data provided by Al Agent as a crucial factor affecting trust, and the
informants specifically expressed concerns about the data accuracy generated by Al Agent

as well as the possible hallucination with Al, thus not making up answers on its own:

"Al Agent must be able to verify that the answers provided by Al are correct, that
there is the right information and that there is no so-called hallucination with Al.
In other words, to be able to verify that the Al is not making up information on its
own. The data should be taken from the organization's system and not outdated or
completely made-up information.”
(P2)

The informants recognized the importance of safeguarding sensitive information and
ensuring data privacy. By utilizing Al Agent, the critical trust building factor is that
organizations can enhance their data privacy measures, mitigating the risk of unauthorized
access or data breaches. In addition, data protection and data security together with the

ethical responsibility were mentioned as critical trust building factors:

“It is crucial for us as an organization to take responsibility for the data provided
by Al and ensure strict monitoring of the text generated by Al Agent. This is

especially underscored due to the application’s use at the customer interface.”
(P9)
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Also the effortless training of the application by even a basic user without a need for a team
of coders was mentioned to be important when building trust in Al Agent. The training and
support for use by the service provider were also considered as trust-building factors. Finally,
one important technology-related trust-building factor mentioned by the informants was
transparency about the source of information. When Al Agent or other Al-enhanced service
is taught something, it should be able to directly demonstrate that the answers are based on

a specific source or provide a link to the source of data.

When assessing the organizational factors, considering that Al Agent was only in testing
phase in many of the organizations participating in the interviews, trust was seen to be in the
process of being build. In order to earn its users trust, the service provider was expected to
provide its customers with tangible evidence and clearly demonstrate the architecture of the
Al Agent, elucidating how its technical solutions were constructed. Such demonstrations
were perceived as systematically validating the security of ATl Agent and its’ adequacy for

the organizations’ data protection needs, thereby fostering trust in the application.

Transparency as well as continuous communication and collaboration with the service

provider emerged as key trust-building factors:

”We had ongoing dialogues with Twoday, there was enough time taken to develop
the service and to carefully consider how Al could best serve our needs. We had
open discussion and the Twoday clearly wanted to understand what we were
looking for and what our objectives were. It was a successful collaboration
overall.”

(P4)

“At the moment, trust is really good. In the beginning there were more problems,
now there is a lot more communication back and forth, being open with feedback
and problem solving. Up-to-date information flow in both directions does help a lot
in building trust.”

(P9)

The transparency in relation to data protection and data security were also emphasized:

“The starting point is that we need a clear agreement on how everything works,
how data protection and data security can be defined. And we must know what data
goes into the system. This is crucial in relation to trust building.”

(P2)
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Also the common background with the service provider was seen as an important trust-

building factor:

”A long-shared background and history as well as a long history of cooperation
with Twoday made it easy to trust them. It was easy decision to test Al Agent
application because we have direct and open relationship with them. Of course
there are also personal issues involved. We know each other very well so it is safe

to test new applications.”
(P3)

Many of the informants emphasized the value of open discussions, understanding customer
needs, and maintaining regular contact with the service provider. This highlights the
importance of a strong relationship between the customer and the Al service provider in

ensuring successful implementation and addressing any concerns or issues:

“During the testing phase of AI Agent, the application’s ability to openly
communicate its limitations in finding data was enough for me as a sign of
trustworthiness. Communication builds trust, because we do this together after all.”

(P4)

One interesting finding was the relatively low level of competition among different service

providers, suggesting a favorable timing for Twoday:

“We haven't compared alternatives much, although we possibly should have.
Twoday Al Agent was the first application to come up and the person from Twoday
was convincing. We did not have much insight into other options that others could

offer.”
(P1)

In addition to building trust in Al Agent, some organizational factors of Twoday as a service
provider were affecting the decision-making for the implementation of Al Agent. Overall,
the interviews highlighted the strengths and positive attributes of Twoday. The ability to
provide simple solutions from the perspective of customer needs, cost-effective approach to
problem-solving, agility as an organization, commitment to further developing their
services, seamless collaboration, ability to respond to specific requests of their customers,
and effective communication all contribute to the trust and satisfaction experienced by
informants and foster a successful and smooth collaboration between Twoday and their

customers:
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“They have the ability to make simple solutions from the point of view of customer
needs. In addition, they (Twoday) can solve an organizational problem in a very
cost-effective way. The fact that not every tool has to be re-developed from scratch,
but can be replicated, is a compelling reason. The trust thereby present.”

(P3)
“"Twoday is an agile organization.”

(P9)

The well-sketched out implementing steps and clarity on how to take things forward further
reinforced the effectiveness of communication with Twoday. All these organizational factors
can be considered as factors building trust in Al Agent, thus lowering the threshold of

implementing the application.

For one public sector organization, the decision-making process for implementing Al Agent

was based on a thorough evaluation of price and quality considerations:

”Price is the decisive factor in government procurement and the evaluation of
suppliers is based on both minimum and scoring criteria. The combination of price
and quality are evaluated with certain weights. Twoday received the highest
score.”

(P5)
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The overview of the pivotal factors building trust in Al Agent are summarized in figure 13.

1st order concepts 2nd order themes Aggregate dimensions
/-_ Crucial to have a clear agreement on how data privacy
and data security can be defined, and which data enters
to the system.
) , - Transparency
« Transparency of the source of information
- Itis crucial to openly communicate the opportunities offered
\ by Al
KThe ability to provide quick, accurate and
trustworthy answers, avoiding Al hallucinations. .
» Ensuring the accuracy of
the Al-generated data
- Data must be correct, no false information Factors building trust
g in Al Agent
- Transparency and continuous communication with
the service provider - Seamless cooperation
with the service provider
- Long customer relationship with the service provider
« Data security and data
protection perspectives

/'- Data security
Figure 13. Overview of factors building trust in Al Agent

- Ensuring that Al provides accurate data and
avoiding dissemination of misinformation

- Data protection perspectives and confidentiality
issues are crucial

« Ethical responsibility for the data provided by Al.
Ensuring strict monitoring of the text generated by Al.

o

In the next chapter the factors inhibiting trust in Al Agent will be discussed.

5.4 Factors inhibiting trust in Al Agent

The informants expressed certain risks, concerns and challenges faced in the adoption of Al
Agent, which can be considered as inhibitors of trust. Keeping up with the rapid pace of Al
development, need for continuous improvement and adaptation, as well as potential
obsolescence of current solutions due to emergence of new solutions were considered as

challenges.

The tricky nature of Al as well as its potential to be beneficial were recognized, but at the

same time also the possibility of inappropriate application with appearance of Al-generated



71

“joke answers” was emphasized. This kind of data accuracy was also seen as a major risk
related to Al Agent. Al systems in general including Al Agent were recognized to be prone
to hallucination due to incomplete or incorrect training data, leading to the generation of
false or fabricated information. It was considered crucial that the potential of Al application

was transparently communicated:

“The risks of misinformation, wrong answers and wrong decisions with Al Agent
and with Al in general are obvious. Of course, these data leakage issues can even
be critical if they happen, but | am not that worried about them anyway. This is
such an important aspect in the service development that | believe significant
efforts are being made to ensure this aspect is in order and taken care of.”

(P11)

“One of the biggest risks for me is how accurate the data generated by Al is. No
matter how well it is tested, there can still be situations that it generates wrong

information...”
(P2)

Al Agent functioning as a chatbot in some organizations’ official websites, the biggest risks
were seen in Al-generated answers, and they were told to need a very close monitoring from
these organizations. This was seen both as a reputational and ethical risk which were tried

to be prevented:

“The biggest fear is that the application would give some illegal instructions or wrong

1

advice.’

(P6)

"We, as an organization must be responsible for everything that Al communicates,
to prevent any public relations issues... The worst risk would certainly be the poor
customer experience on Al Agent, so that it would affect our reputation. False and

unfulfilled promises about something could be one example of this kind of risk.”
(P10)

Some of the challenges were also accepted as a natural part of the development process:
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“The only challenge is related to Al making up answers if it didn’t know the right
answer, but can you really call this a challenge? While challenges exist, they need
to be considered and addressed as part of the ongoing experimentation and
development process. ”

(P4)

“We don’t know how trustworthy the answers are. We don’t know if AI Agent will

always be able to give the correct answer and what happens if not? And if there

will be situations when Al Agent cannot answer at all. These are reflections that

will certainly be further elaborated later. So these are not really challenges, but
question marks and ambiguities.”

(P11)

As pointed out by the informants P2, P5 and P10, some challenges were related to the
technical setbacks such as training the system and integrating different types of data into

existing organizational processes:

“We were aware of that the application was still a work in progress at the time we
piloted it. On the other hand, we have seen the improvements that Twoday has
made in response to our requests and in a relatively short timeframe. At least for
the time being they are trying to show that the challenges can be overcome.”
(P2)

”The challenges are mainly in integrating Al Agent into existing organizational
processes and systems, particularly in terms of monitoring and combining data
from different systems. It underscores the need for seamless integration and the
potential difficulties involved. ”
(P5)

”Integrating all these different types of data into this Al system has been quite
challenging, to be honest. ”
(P10)

The lack of Al Agent readiness in some areas still being a new technology as well as the
absence of clear operational instructions led to certain challenges. The informants seemed to
be well aware of the potential shortcomings of Al Agent. The service provider was seen to
be making efforts in showing that they could overcome the certain challenges and move
forward, committing to progress. This reflects the informants’ cautious optimism about the

service provider’s ability to overcome the challenges.
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“We are in such an early stage here, that we think not everything is 100 percent
ready right from the release, but if such recurring problems would start to occur,
then of course it would affect the trust.”

(P6)

“The challenges did not affect the trust in the application, we knew from the first meetings
that Al Agent would answer the questions we wanted, but rather all the issues around the
implementation of the application were challenging. *

(P7 & P8)

“The difficulties in training the system. Not everything can be prevented. The
technology is still new and there are no instructions on how to operate. It is partly
self-taught.”

(P9)

“It’s more of our responsibility to understand what data to feed to the application,
and it can only be determined through testing or if customers provide feedback, for
example, if incorrect information is provided on a certain topic.”

(P10)

One informant stated that the challenges faced in the early stages of development,
particularly regarding the AI’s ability to understand the context and provide accurate
responses have led to a certain skepticism towards the service, highlighting the inaccurate

responses negatively affecting trust.

“You start to wonder how we’ll ever get right answers to all the questions. That’s a
bit of a shame.”

(P9)

These challenges were seen to appear in the early stages of the implementation of Al Agent
when the best tools were still not available, and the Al did not work properly. However, it
was believed that the forthcoming updates to the user interface of Al Agent would resolve
many of these issues. Concerning the readiness of Al Agent, some risks were seen related to
the frequent updates of the application. Due to this, testing and updating Al Agent on a
regular basis was considered crucial. Even though in some cases they still needed support
from the service provider to inform about the latest updates, enhancing the capabilities of Al
Agent was still seen to be organization’s own responsibility which was at some point seen

risky:
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“We cannot trust on the fact that from now on the Al Agent will give us the right
information by the book, but we have to make sure that in case of certain legislative
or calendar-related changes, we have to have the up-to-date information.”
(P8)

“Al Agent should be continuously improved to enhance its capabilities and broaden its

range of knowledge. It is our responsibility, and time should be allocated for it.”
(P8)

The informants from one organization expressed surprise and disappointment upon receiving
false information from the service provider. This misinformation led to incorrect and unmet

expectations regarding the readiness of certain features of the application:

“Surprisingly, we were given false information by the service provider. We
imagined some features to be more ready than they actually were.”

(P8)

In one organization a major setback occurred when files were lost from the database,

requiring the project to start from scratch:

“Al Agent was supposed to go live already few months ago but there was a glitch:
some files were lost from our database, and we don’t know how this happened. We
had to start the project from scratch. This was the biggest setback in terms of
building trust, but it has now been overcome.”

(P9)

Time constraints and challenges allocating resources were identified as factors negatively

affecting the implementation process of Al Agent:

“We had optimistic targets in the beginning when we decided to take Al Agent in
test use. We didn’t have a single person taking care of the implementation 100
percent of the time.”

(P8)
One of the major concerns emphasized by the informants was the risk related to data
protection and data security issues. In particular, any potential data privacy risks with regard
to customers’ personal data if it were to be processed by Al Agent were emphasized. This

concern is related to the use of Al in handling sensitive information.
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Furthermore, in the governmental field, the informants stressed the importance of the
precautionary principle and the need for clear communication and demonstration of the
secure usage of Al applications. Trustworthiness was identified as the utmost priority in the
adoption of Al in the public sector, emphasizing the responsibility that comes with working

in this domain:

“We have to be very careful about what data we put into Al application prompts. It
should be clearly communicated and demonstrated that the application usage is
secure and that there are boundary conditions under which the usage is secure. |

would say that is one of the most crucial things.”
(P5)

“Working in the governmental field entails a considerable level of responsibility.
Our utmost priority lies in ensuring the trustworthiness of the Al application at our
disposal.”

(P6)

Furthermore, the guidelines and directives coming from the EU in relation to data protection
were seen to present a certain risk in terms of whether certain things currently planned could
be introduced at all, indicating the need for organizations to stay updated and compliant with

evolving regulations.

The risks were also seen in related to the tendency to assume that once an investment was
made, it would continue to function indefinitely without any further action. However, due to
constantly changing environment, it was crucial to allocate internal time and resources to

ensure the investment’s ongoing success.

One of the customer organizations was the first one to implement Al Agent and some of the
risks were related to this pioneering approach and to the lack of practical examples of the
functionality of AI Agent. Being “the early adopters” going live with the application, they

only had a vision rather than practical examples on the functionality of Al Agent:

”Only a few companies had Al Agent in internal use, not in the customer live. We
didn’t de facto get any real examples on the commercial side that we could have
tested, we just had a vision of what it would look like and what it would be like. |

think we were the first ones to really implement this application.”
(P8)
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Based on the overall results, the challenges experienced with Al Agent had little impact on

users’ trust in AI Agent application:

“Not significantly affected so far. Trust is still developing, because so little has
been done yet. It is not possible to give a clear picture of what the level of trust
would be at the moment. Trust is being built. What it is building up to will be seen

along the way.”
(P2)

“Considering that the application is in the development phase, it was treated in a
certain way. But in subsequent phases, when you really start to consider whether it
would be mature to take into real use, you really need to be able to trust that the
functionalities are trustworthy, such as finding the origin of sources. It is very
critical that the application is able to produce the right source, based on what it

has been taught and on which information it bases its answers.”
(P3)

“No, they did not affect trust towards Al Agent, and they should not.”
(P4)

“We were not worried even if the first results were not that good.”
(PS)

To conclude, everybody would just have to learn to live with Al, as it was not a passing

phenomenon:

"Al is here to stay, it is not just a momentary jump. The key is how organizations
learn to use Al, but also recognize the risks involved."
(P3)

The key factors inhibiting trust in Al Agent application are illustrated in figure 14.
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1st order concepts 2nd order themes Aggregate dimensions

« Challenge of keeping pace
with ever-evolving Al

/

« Difficulties in keeping up with rapid
Al development and the risk of
solutions becoming outdated

N

« Problems related to the technical
implementation due to the application
being work in progress

« The absence of fixed guidelines in dealing
with new technologies.

« Difficulties in training the system

« The potential lack of
readiness of Al Agent
still being a new
technology

« Compatibility of the
application with other
systems in the
organisation

Factors inhibiting trust

in Al Agent

2 Ya

+ Integrating Al Agent into existing
organizational processes and systems,
particularly in terms of monitoring and
combining data from different systems.

-

/_- The fear that Al Agent would provide
illegal data.

« Trustworthiness of responses is a
question mark.

« Skepticism towards the
accuracy and
trustworthiness of answers
provided by Al Agent

« Data protection issues
Al hallucination
False promises provided by Al

k- Data leaks
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Figure 14. Overview of factors inhibiting trust in Al Agent

The final part of the findings will concentrate on the role of the service provider Twoday

influencing user trust towards Al Agent.

5.5 The role of service provider influencing user trust towards Al Agent

One objective of this thesis was also to investigate whether Twoday as a service provider
could influence the perceived trust towards Al Agent through its own actions. According to
the informant data, Twoday was mostly considered trustworthy, and their clear and open
communication as well as transparency in their operations and in the application features
were seen fostering trust building. The informants valued receiving information proactively
rather than having to ask for it. Openness about mistakes and sharing information were also

seen important characteristics when building trust in the service provider:
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“For me, trust is enhanced by reporting the pitfalls, in what kind of situation the
clear mistakes were made and how quickly they were corrected.”

(P8)

“Mistakes happen to everyone, especially in a case like this where something new is
being built. I consider it extremely important to communicate about pitfalls, openly
share information, and keep us up to date.”

(P2)

“Transparency and openness about the service, what it entails, to provide the best
possible training and guidance, and of course, continuous improvement of the
technology, and collecting feedback all build trust.

(P9)

“Things have been clearly discussed and documented. They provide answers to
data protection and data security questions.”

(P3)

Understanding customer needs and seamless collaboration with the service provider were
also perceived influencing user trust towards Al Agent. According to the informant data,
collaborating with the customer, engaging in discussions about their needs, and providing

them with suggestions that are beneficial to the customer all contribute to building trust.

The lack of knowledge about the application’s features, technical aspects, contractual
agreements, and data security were mentioned by the informants P4 and P5. This suggests a
potential lack of transparency and comprehensive information provided to the users which

this organization would have expected to receive from the service provider:

”’l don't know if they have done it already, but it would be a good idea to provide a

broader description of what the application can do, where it technically operates,

what kind of agreements are involved, and how the data security is taken care of. ”
(P5)

“We still didn't get a comprehensive picture of what the Al can actually do. We
received information about the company and a description of everything Twoday
has done. The project was carried out in good agreement though, so | give them

credit for that.”
(P4)

On the other hand, prompt responsiveness and ongoing support from Twoday’s side was

appreciated:
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” Whenever | sent a message about a problem, it was responded to, and immediate
development took place. We had closing meetings where we agreed to stay in
contact if any problems would arise, and we scheduled a follow-up meeting to see
how the application is working. Right now, I can't think of anything more that
should have been done.”

(P6)

The informants agreed on trust being enhanced when the service provider demonstrates
sustained dedication to maintaining, developing, and continuously improving the technology
related to Al Agent. Collecting feedback, addressing issues promptly, and providing regular
updates on the roadmap and upcoming changes are seen as important for building trust.
According to the informant data, Twoday had been actively listening to customers’ feedback

and development ideas which was highly appreciated and perceived as a trust building factor.

Al Agent technology still being at a very early stage of adoption, with only a limited number
of participants reporting its usage. Consequently, the availability of an up-to-date roadmap
that offers comprehensive insights into anticipated developments, potential consequences,
and projected timelines was recognized as a valuable resource. Participants expressed the

need for timely and accurate information to address these challenges effectively.

According to the interviewees’ experience, trust in a service provider could be regained in
majority of the cases even after it has been betrayed but would require significant effort and
collaboration from both parties involved. However, it was jointly stressed that trust was not
easily repaired and that active steps needed to be taken to address the breach and restore
trust. The informants stated that mistakes are inevitable in certain areas, but what is more
important is how these errors are dealt with. If the service provider takes prompt and
appropriate action to correct the error and ensure that it does not happen again, trust could
be restored. However, if mistakes are not properly addressed or if the same error occurs
repeatedly, trust is more likely to be lost. Al Agent missing some promised features in the
beginning are seen as a minor disappointment that can be fixed with updates. However,
possible leaking of confidential information was considered as a more significant problem,

leading to the need for extensive discussions and efforts to address the breach.

One of the informants stressed that some mistakes were also to a certain extent expected,

such as the hallucination of Al. This was however not considered to be a particularly serious
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problem if the whole package was managed. The gravity of the situation was experienced
contingent upon the nature of the error committed. In some cases, a sufficiently serious error

would cause the service to be shut down immediately:

”In certain cases trust can definitely be regained. We can be prepared for some
expected errors, such as hallucination of Al. We already know that it can be a
possible problem, and we might encounter it. It may not be a particularly serious

problem if the overall situation is managed.”
(P2)

The severity of the error also plays a role in determining whether trust can be regained. While
some mistakes were considered minor disappointments that could be fixed with updates,

there were also examples of some more serious problems:

”It depends on how trust is broken. When everything disappeared from the
database, we started scratching our heads, wondering what to do next and whether
we should start all over again with another partner. However, conflicts can be
resolved it needs to be understood that this is a new technology and there will be
more errors compared to older technologies. We need to learn from these
mistakes. ”

(P9)

“I think they could regain trust if errors occur, and they already have regained
trust in our case.”
(P9)

One informant considered possible data leaks as a very serious problem from the trust point

of view:

"1t depends a lot on what has happened. If confidential information falls into
wrong hands, it's easy to get the feeling that this was it with this service.”
(P1)

“Information must remain confidential and not be leaked to anyone is a basic
assumption and must be agreed on. If you start to break that, then it's a bigger job

to repair trust.”
(P11)

According to informant P2, a lot depends on the follow-up once an error has been made.

This should have a big impact on the direction in which trust develops. Trust can be lost in
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one mistake. Inevitably this will not happen if the error is dealt with properly and the source

of the error is corrected and it is ensured that the same error will not happen again.

While building trust in Twoday, some distractions were appearing along the way. In one of
the customer organizations, the co-operation started promisingly but there were lapses in
communication and false promises regarding the capabilities of the Al Agent. It is important
to note that the trust betrayal was not related to the service provider or technology itself, but
rather to the actions of a single person. This clearly shows that the person representing the
service provider organization significantly impacts on the customer experience and overall

satisfaction:

“It would be difficult for a service provider to regain trust if trust was completely
betrayed. We did lose trust in one person, but that person was replaced and it
wasn 't related to the company nor the technology. Such problem-solving often even
improves trust.”

(P7)
Despite the trust issues that may arise, the informants expressed a willingness to continue
collaborating with the same service provider. They believed that it was more reasonable to
work with the current service provider to address and improve the system, rather than
immediately seeking an alternative. Switching to a new service provider was seen as

potentially leading to the same mistakes and possibly making the situation even worse:

1t should be noted that if there is a clear fault in the system, it should be further
developed, and the problem should be addressed with the service provider.
Switching to another provider is not a good solution. We might encounter the same
errors that have already been addressed and end up in an even worse situation.”

(P2)
The previous collaborations with Twoday seemed to play a crucial role in establishing a
favorable starting point for cooperation in general. These positive experiences from the
previous projects have fostered a sense of trust and understanding among the customer
organizations and demonstrated the capabilities and trustworthiness of Twoday as a partner,

leading to a willingness to engage in further cooperation with them.
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The overview of service provider-related trust builders are illustrated in figure 15 below.

1st order concepts 2nd order themes Aggregate dimensions

ﬁwoday has been actively listening to our
feedback and development ideas. This helps
building trust in them.
« The significance of collaboration, development]
and feedback enhance trust towards them.
- With open communication a lot can be
achieved.
- Active involvement from service provider in
\sharing information effectively.

« Active involvement, open
communication and
feedback

N \%

_/

(The cruciality of openly communicate and share
information about mistakes to keep everyone
informed and up-to-date.

- Communication affects trust on a positive way
because we do this together.

+ By openly discussing issues, the service
provider can foster trust among users and

\stakeholders

« The importance of understanding the
application’s capabilities, technical infrastructure
and data security measures.

« The service provider's recognition of the
dynamic nature of technology and the need to
constantly enhance it to meet user needs.

« Ensuring ongoing maintenance and
development of the Al Agent to meet changing
user needs and technological advancements.

Service provider-

» Importance of admitting
mistakes and openly
discussing them

related trust builders

« Continuous improvement and
ongoing maintenance of Al
systems

N/ N\ \

Figure 15. Overview of service provider-related trust builders

In the next chapter these findings will be further elaborated and reflected as well as compared

to previous research in the same field. In addition, each research question will be answered.
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6 Discussion

The purpose of this thesis was to examine user trust in Al-enhanced services in B2B-context,
focusing on the case of a service provider organization Twoday and the perceived trust of its
customers having either tested or deployed the newly developed Al Agent application. The
qualitative data was collected through semi-structured interviews in an attempt to provide
valuable insights into the topic as well as to fill the prevailing research gap in this area of

study.

This section aims to provide an in-depth analysis and interpretation of the findings of this
study. In the following sub-chapters the research questions are answered based on the
interview data, and the results are discussed in the light of previous literature related to the
theories of trust and user trust in Al-enhanced services, mainly the framework of user trust
in Al proposed by Yang & Wibowo (2022). While this framework of trust has been widely
applied in various contexts, its application in the B2B field remains limited. When discussing
the findings, the applicability and relevance of the framework within B2B context will be
assessed. Finally, a revised framework for user trust in Al-enhanced services and Al Agent

will be presented.

The main research question of this study was:

Q1: How do users perceive trust towards Al-enhanced services in general and towards

Twoday Al Agent application?

The main research question will be addressed through the support of three sub-questions:

Q2: Which are the most critical factors influencing user trust in Twoday Al Agent

application?

Q3: Which are the primary risks and challenges hindering user trust in Twoday Al Agent

application?
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Q4: How could the case organization as a service provider influence the perceived trust

towards Twoday Al Agent?

As previously discovered by Thiebes et al. (2021), it is essential for organizations to build
trust in Al-system providers to ensure the deployment of trustworthy Al-based systems, to
prevent the exploitation of contractual loopholes, and to maintain confidentiality in data
processing. Likewise, the organization would also need to trust in the underlying technology
itself, the system functioning as expected and handling failures adequately. Building on this,
Yang & Wibowo (2022) proposed a framework emphasizing not only trust in the technology
but also trust in the organization providing Al-enhanced services. They argued that users’
trust in Al should encompass both technological and organization-related components. This
distinction stems from the recognition that people’s trust in technology varies from their trust
in humans, organizations, or communities. Hence, in this study it was considered essential
to examine trust in both Al Agent as an Al-enhanced service and in the service provider of

this service.

6.1 Critical factors influencing user trust in Al Agent

This chapter aims to answer the first sub-question of this study:

Q2: Which are the most critical factors influencing user trust in Twoday Al Agent

application?

Addressing this research question, both the key features and implementation drivers of Al
Agent application as well as the factors building trust in Al Agent are considered pertinent.
Together, these aspects provide complementary perspectives on the broader main research
question related to perceived trust in Al-enhanced services, offering insights into both the
subjective user experiences and the underlying components that shape trust in Al Agent

application.

Trust plays a key role in helping individuals accept and use new technologies (Yang &
Wibowo, 2022). Further, trust plays a crucial role in the adoption and utilization of Al,

becoming a significant factor in addressing the considerable uncertainty that surrounds the
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development and implementation of Al technologies. The uncertainty and ambiguity often

result in caution, skepticism, and a lack of trust. (Choung et al, 2022; Siau & Wang, 2022.)

Yang & Wibowo (2022) found various factors influencing the formation of trust. In terms
of technological factors, ensuring the data accuracy by providing quick, accurate and
trustworthy answers and avoiding Al hallucinations were perceived as primary trust building
factors. According to Yang & Wibowo (2022), users are more likely to perceive Al-
enhanced services as trustworthy when they possess mechanisms to safeguard their shared
personal information including identity, location, and device. In this study, supporting the
prior theories, the informants recognized the importance of safeguarding sensitive
information and ensuring data privacy. By utilizing Al Agent, the critical trust building
factor is that organizations can enhance their data privacy measures, mitigating the risk of
unauthorized access or data breaches. This aspect is particularly relevant in the current
digital landscape, where data privacy concerns are prevalent and organizations face
increasing scrutiny regarding their data handling practices. In addition, data protection and
data security together with the ethical responsibility were mentioned as critical trust building
factors. The text generated by Al Agent had to be strictly monitored especially when the

application was used at the customer interface.

Another important technology-related trust building factor mentioned by the informants was
transparency about the source of information. Al Agent or other Al-enhanced service should
be able to directly demonstrate that the answers provided are based on a specific source or
provide a link to this specific source. The users found also crucial that the source of data was
accessible and that the opportunities offered by Al were openly communicated. It was also
deemed crucial to have a clear agreement on how data privacy and data security were

defined, and which data entered to the system.

According to Yang & Wibowo (2022), examining organizational factors as antecedents of
trust is crucial. The reputation of a service provider is frequently shared among users and
thus plays a significant role in fostering trust also in the case of Al (Yang & Wibowo, 2022).
In agreement with Yang & Wibowo (2022), also Hengstler et al. (2016) emphasized that
organizations enhance trust in Al by associating it with the reputation of the developing

organization and by making the technology more understandable, emphasizing its present
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and future usability and benefits. To build user trust, organizations should demonstrate
integrity, especially in data protection against misuse, which has become a public concern
for Al technologies (Yang & Wibowo, 2022).

When assessing the organizational factors of Twoday, considering that Al Agent was still in
the testing phase for many of the participating organizations, trust was observed to be in a
developmental stage. Long shared history and seamless cooperation with the service
provider emerged as pivotal trust-building factors facilitating the implementation of new Al-
enhanced service because the initial trust towards the service provider already existed. This
was also seen in the decision-making process, which was relatively short in all the customer
organizations. McKbnight et al. (2002) emphasized the importance of initial trust, especially
in the case of radically new technologies where perceptions of risk must be addressed to
foster willingness to use such technologies. Many informants stressed the importance of
open discussions, understanding customer needs, and maintaining regular contact with the
service provider for support. Based on the findings of this study, it can be stated that the long
shared history with the service provider seemed to mitigate the perceived risks related to the

implementation of Al Agent.

The framework of Yang & Wibowo (2022) also mentioned contextual factors as part of
trust building. The role of organizational factors may vary because organizations apply Al
technologies in different contexts. This can also be attributed to the fact that people may use
different Al-enabled applications for various purposes and tasks. Mayer et al. (1995) also
stressed the importance of the context in trust building, trust being specific to certain
situation. The majority of the customer organizations leveraged Al Agent as a chatbot on
their official websites to address customer inquiries and to offer valuable information.
However, some organizations were still in the testing phase and had not yet fully
implemented the application. Consequently, contextual factors could not be identified within
the data provided by all the informants. However, it is worth mentioning that the majority of
the customer organizations operated in the public administration sector, thus sharing partly
the same context. In this context, ensuring data accuracy is of utmost importance as it serves
as a fundamental element in building trust. Thus, the occurrence of potential Al

hallucinations is deemed unacceptable in such settings.
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Yang & Wibowo (2022) also stated that user-related factors such as personal backgrounds
and characteristics as well as users’ familiarity and prior experiences with the technology
can affect their tendency to trust. Positive past experiences reduce the user’s difficulty in
trusting Al, while negative prior experiences such as privacy issues make the process more
difficult. This is also partly related to the knowledge that the users have about the Al
application. The scarcity of Al-enhanced services available to the customer organizations as
well as Al Agent being a newly developed application, both direct and indirect experiences
were missing. Being “early adopters” with Al Agent, the customer organizations lacked
practical examples or the “best practices” regarding the functionality of the application.
Thus, it can be concluded that in this research the prior experience was considered as critical

factor influencing trust, but this experience was missing.

Despite the newly developed application and even during the initial testing phase of Al
Agent, customer organizations had already managed to recognize essential features
significant for their organization or their own work and further driving to the implementation
of Al Agent. However, these features cannot be seen as critical factors influencing user trust
in Al Agent, although they can be considered playing an underlying role in building trust.
The customer organizations seemed to prioritize technological features of Al Agent. Its user
interface and familiar Al technologies indicated the importance of a user-friendly and
efficient system. Al Agent using ChatGPT proprietary Al was appreciated and deemed an
effective solution. Furthermore, Al Agent application was also noted for its cost-efficiency

and enhanced customer experience.

The results also indicated certain technical features that were reported to be missing during
the testing phase of Al Agent. The most frequently mentioned shortcoming was the lack of
references to source material, which was also deemed as one of the critical factors building
trust in the application. Al Agent was observed to struggle with properly referencing the
sources of information and identifying the origins of its answers. However, despite the
current limitations in adaptability and functionality along with the recognized necessity for
further development to enhance its capabilities, the informants commonly acknowledged
that Al Agent was still in its developmental stages, thereby limiting its performance and user
experience. Interestingly, trust in Al Agent did not appear to be compromised despite these

perceived deficiencies.
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6.2 Primary risks and challenges hindering user trust in Al Agent

This chapter aims to answer the second sub-question of this study:

Q3:Which are the primary risks and challenges hindering user trust in Al Agent application?

To answer this sub-question, it is worth noticing that according to previous theories, risk is
a necessary precondition that influences people’s trust in new technologies, including Al
People may experience various types of risks, such as an Al-enabled service not performing
such a valuable manner as expected. Privacy risks, conversely, pertain to the potential loss

of control over personal information. (Yang & Wibowo, 2022.)

According to Saunders et al. (2004), taking risks is closely related to trust building. They
both play related key roles in predicting intention to use technology because risk indicates
one’s felt uncertainty and complexity while trust helps one overcome them (McKnight &
Lankton, 2023). All the risks, concerns and challenges faced in the adoption of Al Agent can

in some respects be seen as inhibitors of trust.

Despite the numerous benefits of Al, it is not a “technological panacea” as described by
Berente et al. (2021). It faces various obstacles, including unforeseen ethical, social, and
technological challenges, standing in the way of trustworthy Al. The quality of Al heavily
relies on the data used for training Al models, which can pose difficulties in control,
especially when sourced from online platforms like social media. (Bitkina et al., 2020;
Lukyanenko et al., 2022.) The informant data revealed some challenges hindering user trust
in both Al-enhanced services in general and in Al Agent. The rapid development of Al and
the emergence of new solutions replacing the old ones as well as skepticism about the
accuracy and trustworthiness of answers provided by Al Agent were seen as major
challenges. Potential Al hallucinations were experienced to negatively affect trust and thus

act as trust inhibitors.

These findings align with previous theories, such as Lockey et al. (2021) who found that a
primary trust challenge relates to the accuracy of Al systems, as inaccurate outcomes could

lead to bias, inequality and harm. However, contrary to the findings of Lockey et al. (2021),
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stating that the decrease of accuracy and performance of Al systems would directly be linked
to a decrease in user trust, the findings of this study showed that the challenges experienced
in the test use or implementation of Al Agent hardly influenced the perceived trust towards
the application. It was widely recognized by the customer organizations that Al Agent was
still in the process of development, and not all factors affecting trust could be fully
considered.

The data accuracy was also considered as one of the primary risks associated with both Al
in general and Al Agent. Al systems in general were recognized to be prone to hallucination
due to incomplete or incorrect training data, leading to the generation of false information.
It was considered crucial that the potential of Al application was transparently
communicated. While using Al Agent for different purposes such as a chatbot in the
organization’s official website, the primary risks were seen in Al-generated answers needing
very close monitoring from the organization. This was seen both as a reputational and ethical
risk which were to be prevented.These findings align with previous theories (Choung et al.;
Siau & Wang, 2022.) suggesting that uncertainty and ambiguity lead to a sense of caution,
skepticism, and a lack of trust. Although there was no direct erosion of trust in the
application, the informants clearly stated that these factors influenced their perceived trust
in Al Agent.

Furthermore, the technical setbacks, the lack of Al Agent readiness in some areas still being
a new technology as well as the absence of clear operational instructions led to certain
challenges. The technical challenges were mainly related to the integration of Al Agent into
existing organizational processes and systems, particularly in terms of monitoring and
combining data from different systems. The challenges such as Al’s ability to understand
context and provide accurate responses were seen to appear in the early stages of the
implementation of Al Agent when the best tools were still not available, and the Al did not
work properly. However, it was believed that the forthcoming updates to the user interface
of Al Agent would resolve many of these issues. On the other hand, the frequent updates of
the application were considered risky. Due to this, testing and updating Al Agent on a regular

basis was considered crucial.
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However, the informants seemed to be well aware of the potential shortcomings of Al Agent.
It was recognized that some setbacks were a natural part of the development process and
Twoday as a service provider was seen to be making efforts in showing that they could
overcome the certain challenges and move forward, committing to progress. This reflects
the informants’ cautious optimism about the service provider’s ability to overcome the
challenges and supports the previous findings of Wei et al. (2019), who found trust playing
a significant role in shaping users’ behavioral intentions when using Al-based systems. They
further noted that the level of trust users have in the system provided by an organization

directly correlated with their positive attitude towards using the organization’s services.

One of the reported risks concerned data protection and data security issues. In particular,
any potential data privacy risks with regard to customers’ personal data if it were to be
processed by Al Agent were emphasized. This risk was related to the use of Al in handling
sensitive information. Especially in the governmental field, the informants stressed the
importance of the precautionary principle and the need for clear communication and
demonstration of the secure usage of Al applications. Trustworthiness was identified as the
utmost priority in the adoption of Al in the public sector, emphasizing the responsibility that

comes with working in this domain.

One of the customer organizations was the first one to implement Al Agent and part of the
risks was related to this pioneering approach and to the lack of practical examples of the
functionality of Al Agent. Being “the early adopters” going live with the application, they
only had a vision rather than practical examples on the functionality of Al Agent. This risk
was partly related to the use of Al in handling sensitive information. As stated in the Ethics
Guidelines of European Commission (European Commission, 2019b), Al systems should
ensure full respect for privacy and data protection and adequate data governance

mechanisms must be ensured.

6.3 The role of service provider in perceived trust towards Al Agent

Furthermore, the study examined the role of the service provider Twoday in the perceived
trust by its customer organizations towards Al Agent application. The following sub-

question was formulated in the early stages of this study:
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Q4: How could the case organization as a service provider influence the perceived trust

towards Twoday Al Agent?

Contrary to some criticism such as Ryan (2020) stating that trust was a fundamental and
defining aspect of human relationships, but Al does not have emotional states of the ability
to be held responsible for its actions, the findings of this study showed Al Agent application
fulfilling certain requirements which could be considered as trustworthy by its users.
However, the trust was not only perceived in the Al application but also in the developer of
this application, the service provider. Based on the findings of this study, users often
associate the trustworthiness of the Al application with the reputation and trustworthiness of
the service provider. If the service provider has a positive track record and is known for
delivering trustworthy services, users are more likely to trust the Al application developed

by them.

Organizations that are willing to take risks in their B2B relationships demonstrate a higher
level of trust, as they are confident in the reliability and integrity of their partners.
Understanding the relationship between risk-taking and trust can help organizations navigate
the complexities of B2B relationships and mitigate potential risks. (Saunders et al., 2004.)
The results of this study indicated that Twoday was mainly perceived as trustworthy by the
customer organizations. The clear and open communication, as well as transparency in their
operations and application features, were seen fostering trust-building. Trust was perceived
as being strengthened when the service provider openly shared and communicated mistakes
and potential pitfalls. In the context of Al, certain mistakes, such as Al hallucinations, were
anticipated to some extent. However, these mistakes were not considered particularly serious
issues as long as the overall package was effectively managed. The gravity of the error
played a crucial role in determining whether trust could be restored, with sufficiently serious
errors potentially leading to the immediate shutdown of the service. On the other hand, minor

disappointments that could be rectified through updates were seen as manageable mistakes.

The study found that mistakes were acknowledged as inevitable in certain areas. However,
the way these mistakes were handled was considered more important. Trust could be lost in
one mistake, but this would not happen if the error was handled properly and the source of

the error was located and corrected to ensure that the same error would not occur again.
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Conversely, if the mistakes were not properly addressed or if the same errors occurred

repeatedly, trust was more likely to be lost.

Furthermore, understanding customer needs and close collaboration with the service
provider were seen as enhancing user trust towards Al Agent. Trust was built when the
service provider understood the customer's goals and maintained close contact with them.
Prompt responsiveness and ongoing support from Twoday were highly appreciated, and trust
was seen to enhance when the service provider demonstrated ongoing commitment to
maintenance, development, and continuous improvement of Al Agent technology.
Collecting feedback, addressing issues promptly, and providing regular updates on the
roadmap and upcoming changes were seen as pivotal in building trust. Given that Al Agent
technology is still at a very early stage of adoption, participants expressed the need for timely
and accurate information from the service provider to effectively address the challenges they

faced.

According to the interviewees' experiences, trust in a service provider could be regained in
the majority of cases even after it has been betrayed, but significant effort and collaboration
from both parties involved were required. The informants emphasized that trust was not
easily repaired and that active steps needed to be taken to address the breach and restore
trust. In terms of specific trust issues, participants considered Al Agent missing some
promised features in the beginning as a minor disappointment that could be fixed with
updates. However, the possible leaking of confidential information was seen as a more
significant problem, leading to the need for extensive discussions and efforts to address the

breach.

In one of the customer organizations, the cooperation with Twoday started promisingly, but
there were lapses in communication and false promises regarding the capabilities of the Al
Agent. Notably, the trust betrayal was not related to the service provider or technology itself,
but rather to the actions of a single person. This finding highlights the significant impact that
the person representing the service provider organization has on the customer experience

and overall satisfaction.
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Partly related to Al Agent application and partly to the service provider, participants reported
a lack of knowledge about the application's features, technical aspects, contractual
agreements, and data security. This lack of transparency and description of the general
capabilities and technical aspects of the Al Agent, as well as the overall comprehensive

picture of its functionalities, were seen as areas that needed improvement.

Despite the emerged issues, there seemed to be a willingness among participants to continue
collaborating with the same service provider. It was assessed as more reasonable to work
with the current service provider to address and improve the existing Al system, rather than
immediately seeking an alternative. Switching to a new service provider was seen as
potentially leading to the same mistakes and possibly making the situation even worse. This
is aligned with the trust framework of Yang & Wibowo (2022), stating that a higher level of
trust indicates that users are more committed to the service provider and less likely to switch

to alternatives.

In terms of outcomes of trust in Al introduced by Yang & Wibowo (2022), users’ trust affects
cognitive and affective changes. Trust contributes to users’ positive perceptions, opinions,
beliefs, and emotions about using Al-enabled services from different providers. It can also
change users’ behaviors toward Al, including their intention to adopt and commitment. The
findings of several studies confirm the positive correlation between user trust and the usage
of Al in various contexts. The findings of this thesis indicated that Twoday enjoys a positive
reputation as a service provider, attributed to factors such as organizational agility,
commitment to continuous service improvement, and positive experiences working with
them. Consequently, it can be asserted that while trust in the service provider was still in the
process of development, it was perceived to be at a satisfactory level. Despite encountering
some initial challenges during the implementation or testing phase of Al Agent, these issues

were effectively addressed through open feedback and communication.

6.4 Perceived trust towards Al-enhanced services and Al Agent application

In this chapter, the main research question of this study will be answered by the support of

the three sub-questions answered in previous chapters as well as through the framework of
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trust developed by Yang & Wibowo (2022). This framework delineates trust into various

components facilitating a comprehensive analysis of trust perceptions.

The main research question of this study was:

Q1: How do users perceive trust towards Al-enhanced services in general and towards

Twoday Al Agent application?

The analysis of the interview data revealed that even though the customer organizations
participating in the study had limited exposure to Al-enhanced services, they were
nevertheless aware of the overall opportunities and benefits associated with Al. Notably, the
organizations displayed a highly positive attitude towards all aspects related to Al and its
implementation. Trust was not perceived to be given to individuals or technologies by

default, but it was seen as something that needs to be earned.

The users can perceive trust towards Al-enhanced services through different components
and beliefs (Yang & Wibowo, 2022). When first assessing the perceived trust towards Al-
enhanced services as a general concept, the most commonly mentioned components by
informants were related to data privacy, data protection, and data accuracy, assessed
extremely important particularly in the public administration sector. Providing accurate data
to users as well as maintaining data integrity were seen crucial when building trust. Data
accuracy was also revealed to be a critical factor influencing user trust in Al Agent as well
as a critical challenge hindering user trust in Al Agent in case of Al hallucinations. Majority
of the informant organizations were operating within the public sector and handling sensitive
information, thus the importance of data privacy and data protection were emphasized.
Safeguarding data security and privacy was deemed crucial in order to preserve the

confidentiality, integrity, and accessibility of this information.

Based on the findings, other significant components of trust in Al-enhanced services were
transparency and open communication. Transparency was emphasized as an important
quality creating a feeling of trust, both in case of humans and technologies. Aligned with the
view of Yang & Wibowo (2022), Al was on many occasions still seen as black box which

was clearly affecting the need for open communication and transparency with the service
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provider. Communicating the potential risks and mistakes as well as the capabilities and the
opportunities of Al-enhanced services were seen crucial in the trust-building process as well
as in mitigating potential risks associated with Al. This was also raised from the employee
perspective, indicating the importance to be transparent about the purpose for which the Al
application was being implemented and whether it was intended to replace or support
employees of the organization. These results support the previous theory of Omrani et al.
(2022), stating that employees had concerns about Al gradually replacing various types of

human jobs and fundamentally reshaping organizational structures.

These results also align with previous theories such as Gillespie et al. (2023) and Choung et
al. (2023) indicating that understanding Al is a foundation for trust. People as users are
willing to learn more about Al but currently the understanding of Al was still proved to be
limited. This lack of understanding and transparency make it more difficult to trust Al
compared to more transparent technologies. Choung et al. (2023) also emphasized that the
impact of Al on everyday life is expected to steadily increase. Thus, due to the black box
nature of AI’s underlying mechanisms, the significance of trust in Al is also expected to

grow.

This black box nature of Al mentioned by the informants served as one of the reasons why
the process and predictability aspects introduced by Yang & Wibowo (2022) could not be
directly applied to Al-enhanced services in general. As Al-based systems evolve over time,
their actions become increasingly unpredictable, and challenging to predict accurately.
Consequently, building trust between humans and Al-based systems becomes more complex
and less straightforward compared to trust interactions involving non-Al technologies.
(Thiebes et al., 2021.) However, the findings of this study showed that despite the continuous
development of Al-enhanced services, the organizations had rather positive attitude towards
Al and its implementation. It can therefore be concluded that while organizations generally
perceive Al-enhanced services as positive and beneficial tools, when assessed from a trust
perspective, the unpredictability and the insufficient knowledge about their characteristics

negatively affects trust.

Furthermore, Al was seen as a supportive tool, but it was not seen as trustworthy decision-

maker. As previously mentioned by Glikson & Woolley (2020), the environment in which
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Al functions is usually highly complex, and the inherently unpredictable nature of Al renders
decision-making a complex, multi-layered process that lacks transparency. Consequently,
understanding the logic behind Al decisions is often challenging (Glikson & Woolley, 2020).
In accordance with this theory, while the prevailing attitude towards Al was predominantly
positive, the informants still regarded human decision-making capabilities as more
trustworthy. The results inequivocally indicated that Al should be perceived primarily as a
tool to enhance and support decision-making, providing efficiency and accuracy. The final
decisions should ultimately stay with humans. These findings contrast with previous
research describing Al-enhanced intelligent systems as capable of solving complex cognitive
problems associated with human activities, including decision-making (Jarvenpaa et al.,
2021).

Further, when assessing perceived trust towards Al-enhanced services in general, the initial
findings of this study provided a broad overview of key drivers leading to the adoption of
Al-enhanced services and Al Agent. Even though these drivers cannot be directly related to
the perceived trust towards these services, they do contribute significantly to this study and
particularly to the case organization, given their strong correlation with the implementation
of Al services and the key functionalities of Al Agent application. The most significant
drivers for the adoption of Al-enhanced services were related to the prevailing Al boom. The
potential and the benefits of Al had widely been recognized, and there was a desire to keep
up with the "bandwagon”. In accordance with prior theories (Jarvenpéa et al., 2021), AI’s
ability to handle large volumes of data with precision was also deemed to accelerate the
adoption of Al-enhanced services, streamlining organizational workflows and significantly
reducing manual workload. Consequently, Al-enhanced services were viewed as remarkable

productivity enhancers.

Despite the recognized potential and the benefits of Al-enhanced services, they were also
causing a sense of uncertainty related to the practical applications of Al, indicating that
further research and exploration were still needed to fully understand its capabilities and
field of action. This is in line with the previously reported results related to the predictability
and the performance of Al, which showed that there is still a lot of capabilities and potential
in Al which is not understood by the users, hence partly hindering the trust building towards

Al-enhanced services.
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The perceived trust towards Al Agent was influenced by various factors. The trust was
mainly enhanced due to the cost-efficiency and Al Agent’s capability of ensuring seamless
customer experience for the end consumers. The application was highly appreciated by its
technical aspects, including its user interface and preference for familiar Al technologies
indicating user-friendliness and effectiveness. However, as Al Agent was still a nascent
technology, thus not fully developed in certain areas. This lack of readiness served as a major
trust inhibitor. Certain disappointments emerged regarding the capabilities of Al Agent, as
some features were found to be less developed than initially communicated to customer

organizations.

The results revealed certain skepticism and initially low trust among customer organizations
during the testing phase of the application, but the trust gradually increased with experience.
This skepticism can be attributed to the evolving nature of trust in Al-enhanced services,
which requires time, familiarity, and positive experiences to develop. Inconsistent with these
findings, Glikson & Woolley (2020) found that while the initially existing trust between
unfamiliar humans was mainly low, new technologies would produce unrealistically
optimistic beliefs regarding their abilities and functionality. Thus, while trust in humans
generally increases with time through frequent interactions, the trust in technology decreases
with time due errors and malfunctions. Trust in technology develops differently than trust in
humans due to the common positivity bias toward new technologies. However, the opposite

also could be true when it comes to Al. (Glikson & Woolley, 2020.)

Positive encounters with Al-related services were found to enhance trust. Nonetheless, it is
important to note that participants may not have had adequate time to establish trust in Al
Agent during the testing phase, given its recent launch and ongoing development. These
findings are consistent with prior research, such as Gursoy et al. (2019), which indicates that
individuals with limited experience with new technologies, such as Al services, heavily rely
on the opinions of others to assess their usefulness and value. External opinions also play a
significant role in shaping individuals’ subjective evaluations of the perceived benefits and

drawbacks of using such services (Gursoy et al., 2019).

The role of the service provider was seen crucial in trust building, both in case of the Al-

enhanced services in general and in case of Al Agent. Despite some initial challenges faced
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during the implementation or testing phase of Al Agent, these issues were effectively
resolved through transparent feedback and communication and the overall trust was
perceived to be satisfactory. Despite the emerged issues, there seemed to be a willingness
among participants to continue collaborating with the same service provider. It was assessed
as more reasonable to work with the current service provider to address and improve the
existing Al system, rather than immediately seeking an alternative. Switching to a new
service provider was seen as potentially leading to the same mistakes and possibly making

the situation even worse.

These findings strongly align with the framework of Yang & Wibowo (2022), stating that
when users trust Al-enabled services, they are more likely to engage with their service
provider and less willing to switch to other providers. When Al-enabled service providers
exhibit trustworthiness, users are more inclined to develop positive attitudes and feelings,
thereby increasing their willingness to adopt the service in question. This can be seen as the
outcomes of user trust in Al Agent, different cognitive and affective changes in users’

attitudes affecting changes in users behavior.

While the framework of trust introduced by Yang & Wibowo (2022) has been widely applied
in various contexts, its application in B2B-domain remains limited. Thus, it is important to
state that their conceptual model was developed based on the literature review unlike in this
thesis the level of user trust in Al was examined within the practical B2B-context with
customer organizations of Twoday utilizing Al Agent application. The findings of this study
could not be directly compared to the framework of Yang & Wibowo (2022), and especially
the distinction between the components of trust and the factors influencing trust remained
blurred. While the different factors building trust in Al Agent could be recognized, and
especially several technology-related and organizational factors were revealed, the same
aspects were also mentioned as components of trust in relation to Al. As illustrated in figure
16, data accuracy and data privacy were both mentioned as crucial factors influencing trust
in Al as well as important components of trust in relation to Al. Furthermore, there was an
overlap between the organizational factors influencing trust in Al and trust in the

organization, the latter being categorized under components of trust in relation to Al.
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Figure 16. Framework of user trust in Al-enhanced services and Al Agent in B2B-context

Furthermore, it is noteworthy that the framework proposed by Yang & Wibowo (2022) lacks
the examination of the potential risks and challenges that may hinder user trust in Al-
enhanced services. However, identifying the risks and challenges can be considered crucial
when assessing user trust in such services. They provide valuable insights for the case

organization and other service providers aiming to build trust in the different stakeholders.

Expanding upon the theoretical framework of user trust in Al as presented by Yang and
Wibowo (2022), figure 16 offers a comprehensive depiction of the framework pertaining to
user trust in Al-enhanced services and Al Agent within the B2B-context. This depiction
appropriately recognizes the pertinent research questions and their corresponding answers

summarizing the main findings of this thesis.
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7 Conclusions

User trust in Al is a critical factor in determining the acceptance and adoption of Al-
enhanced services. This study aimed to investigate user trust in Al-enhanced services in a
B2B context, particularly focusing on the case of Twoday and its customers who had recently
tested or deployed the newly developed Al Agent application. The analysis of the qualitative
data provided valuable insights into the factors contributing to user trust in Twoday Al Agent
application, the primary risks and challenges hindering trust building, as well as the role of
Twoday as a service provider in this trust-building process. These findings contribute to
provide Twoday and other organizations with valuable insights in understanding the specific
challenges and opportunities in building trust in these ever increasing and continuously

evolving Al-enhanced services.

The results emphasize the importance of technology-related factors influencing user trust in
Al Agent, such as data accuracy, data privacy, transparency and open communication in trust
building. Understanding Al and its capabilities is crucial for trust, and positive experiences
with Al enhance trust. Trust was not perceived to be given to individuals or technologies by
default, but it needs to be earned. The primary drivers for organizations to implement Al-
enhanced services include recognizing the Al boom, acknowledging the potential benefits
of Al, and a desire to keep up with the "bandwagon." Al-enhanced services were viewed as
remarkable productivity enhancers being able to handle large volumes of data with precision,

streamlining organizational workflows and significantly reducing manual workload.

However, there is still a sense of uncertainty and a need for further research to fully
understand the capabilities and field of action of Al-enhanced services. Both the prior
theories and the findings of this study revealed that Al is still often perceived as a black box,
indicating a lack of understanding and transparency surrounding its potential and operations.
These deficiencies make it more difficult to trust Al compared to more transparent
technologies. The impact of Al on everyday life is expected to steadily increase. Due to the
black box nature of AI’s underlying mechanisms, the significance of trust in Al is also

expected to grow.
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As Al-based systems evolve over time, their actions become increasingly unpredictable.
Consequently, building trust between humans and Al-enhanced services becomes more
complex and less straightforward compared to trust interactions involving non-Al
technologies. However, the findings of this study showed that despite the continuous
development of Al-enhanced services, the organizations had rather positive attitude towards
Al and its implementation. While organizations generally perceive Al-enhanced services as
positive and beneficial tools, when assessed from a trust perspective, the unpredictability

and the insufficient knowledge about their characteristics negatively affects trust.

The role of Twoday as a service provider in influencing user trust towards Al Agent proved
to be crucial. The open communication and transparency were appreciated and experienced
as enhancing trust. Furthermore, trust was perceived as being strengthened when the service
provider openly shared and communicated mistakes and potential pitfalls. Based on the
findings of this thesis, Twoday enjoys a positive reputation as a service provider, attributed
to factors such as organizational agility, commitment to continuous service improvement,
and positive experiences working with them. While trust in the service provider still being
in the process of development, it was perceived to be at a satisfactory level. Despite
encountering some initial challenges during the implementation or testing phase of Al Agent,
these challenges were successfully resolved through open feedback and communication.
Switching to a new service provider was not seen necessary but potentially only leading to
the same mistakes and possibly making the situation even worse. If the service provider had
a positive track record and was known for delivering trustworthy services, users were more

likely to trust the Al application developed by them.

The primary risks and challenges hindering user trust in Al Agent were related to data
privacy and security, particularly in handling sensitive information. The possible Al
hallucination was also perceived as a high risk and therefore considered as one of the factors
inhibiting trust in Al Agent. Other significant risks and challenges were related to technical

setbacks, such as training the system and integrating different types of data to the service.

Ethical considerations were stated to have a pivotal role in establishing user trust in Al
Agent, particularly in relation to data protection, data security, and the ethical responsibility

associated with the application. When employing Al Agent at the customer interface, strict
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monitoring of the generated text was deemed necessary. Consequently, customer
organizations as users of Al Agent placed a great importance on the ethical responsibility
for the data provided by the Al system. Furthermore, transparency regarding the source of
information was considered crucial. Al Agent, or any other Al-enhanced service, should
have the capability to demonstrate the origin of its answers, either by directly referencing a

specific source or by providing a link to the source concerned.

Al Agent represents a promising development in the field of Al, offering customer
organizations the potential to enhance their decision-making processes and operational
efficiency. However, it is essential to approach the initial testing and adoption experiences
with caution, considering the limited duration of testing and the specific contexts in which
the Al Agent was implemented. Future research and long-term evaluations are necessary to

provide a comprehensive understanding of Al Agent's capabilities and limitations.

7.1 Reliability and validity of the thesis

Reliability and validity play pivotal roles in assessing the quality of research in the natural
sciences and quantitative research within the social sciences. Reliability pertains to the
degree to which a data collection method produces consistent outcomes. On the other hand,
validity refers to the extent to which these methods accurately measure their intended targets

and the research findings align with their purported subject matter. (Saunders et al., 2023.)

Tracy (2010) and Shenton (2004) introduced different criteria for a trustworthy qualitative
research. Tracy (2010) mentions criterias such as relevant, timely, significant and interesting
topic. Given the increased integration of Al technologies into various aspects of daily life
and Al-enhanced services becoming increasingly prevalent, there is a growing need to
understand and address concerns regarding their trustworthiness. Therefore the topic of this

study is believed to be timely and interesting.

According to Shenton (2004), the credibility is one of the criterias increasing the validity of
qualitative research. In order to ensure credibility, it is essential for researchers to employ
appropriate and well-established research methods (Shenton, 2004). This study aimed to

provide a comprehensive and accurate description of the empirical research and its
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background. The utilization of semi-structured interviews for data collection and the Gioia-
method for data analysis were systematically elucidated, with careful consideration given to
their relevance and suitability in contributing to the research topic. The case study approach
was deemed highly advantageous in offering extensive and detailed insights into the subject
matter. These methodological choices were carefully evaluated to facilitate the attainment
of the research objectives and to enhance the overall value of the study. Each component of
the research design, including the selected research method, was thoroughly explicated and
justified. Based on criterias introduced by Tracy (2010), this transparency about the methods

can be considered increasing the validity of this study.

In terms of confirmability, as stated by Shenton (2004), the shortcomings in study’s methods
and their potential effects should be recognized. In this study some shortcomings were
recognized, and they were emphasized in order to clearly justify the need for the further
research. Some of the informants were unable to assess the Al applications in general mainly
due to the lack of exposure to other Al applications within their organization, besides Al
Agent. These informants did not have prior experience with Al technologies, which affected
their ability to compare and evaluate the trustworthiness of Al Agent. The findings clearly
stated the black box nature of Al-enhanced services and Al in general, indicating that there

still prevails a certain amount of uncertainty about Al and its capabilities.

Without a baseline of comparison, it becomes challenging for individuals to assess the
performance and trustworthiness of Al Agent accurately. For most of the customer
organizations, Al Agent had only been in test use for few months, hence this relatively short
duration of the testing phase has eventually been influencing the assessment of trust. It
should be noted that if the study had been conducted some months later, the outcomes could
have been substantially different. To better assess the trustworthiness of Al Agent, a longer

user experience of the application would have been needed.

A larger number of informants with wider rage of expertise per organisation and a longer
experience with the application would have allowed a better contextual comparison between
different organisations and also may have provided a more comprehensive understanding of

Al Agent's capabilities and limitations, thus a better understanding of the perceived trust
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towards the application. Moreover, the experiences and outcomes reported by these

organizations may not be generalizable to all industries or organizational contexts.

When referring to the framework of Yang & Wibowo (2022), it is important to state that
their conceptual model was developed based on the literature review unlike in thesis the user
trust in Al was studied “in a real life” between the customer organizations of Twoday and
Al Agent application. Even though this framework of trust has been widely applied in
various contexts, its application in the B2B domain remains limited. This study strived to
bridge this gap by exploring the applicability and relevance of the framework within B2B
context. The findings of this study could not be directly compared with the framework, and
especially the differencec between the components of trust and the factors influencing trust

remained blurred.

Tracy (2010) also emphasized the ethical perspective of the qualitative study. As qualitative
researchers, the rightness or wrongness of the emerged actions should be considered. The
present study adheres to the principles of responsible research conduct. To exemplify,
transparency in the research process, meticulous methodology selection, and careful
informant selection contribute to upholding these principles. Furthermore, the informants
were fully informed about the purpose, benefits and potential risks of the study before
consenting to participate. They were given the opportunity to proofread the citations before
the publication of the thesis, and their identities were protected by using pseudonyms and

the organisations they represented were kept anonymous.

7.2 Further research

To gain a broader understanding of user trust in Al-enhanced services, future research could
compare the experiences and perceptions of trust among a more extensive array of
organizations leveraging Al-enhanced services. This would enable researchers to identify
common themes and factors that foster or hinder trust building in the B2B context. The
current study provides a snapshot of user trust in Al-enhanced services and Al Agent at a
specific point in time. Conducting longitudinal studies would allow researchers to track the
evolution of trust over time, capturing changes in perceptions and experiences as customers

interact with Al Agent or other Al-enhanced applications for an extended period. This would
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provide valuable insights into the dynamics of trust in the B2B context considering the future
development in the field of Al as well as the facilitated assessment of trust through increased

user experience.

Furthermore, the current study primarily focusing on customer organizations from the public
sector, the future research could explore user trust in Al Agent and Al-enhanced services in
B2B context across industries. This would help identify industry-specific challenges and
opportunities in building trust and provide a more comprehensive understanding of the

phenomenon.

As mentioned in this thesis, the generally accepted theories on user trust in Al-enhanced
services in the B2B context are still scarce. Future research could contribute to this research
topic by developing a theoretical framework that encompasses the unique aspects of trust in
this context. This would provide a foundation for future studies and contribute to the
advancement of knowledge in the field. Trust in Al-enhanced services is closely tied to
ethical considerations such as privacy, data security, and algorithmic bias. Future research
could delve deeper into these ethical dimensions and their influence on user trust. This could
involve examining the role of organizational policies, regulatory frameworks, and ethical

guidelines in shaping trust perceptions.

Overall, future research should aim to expand the common understanding of user trust in Al-
enhanced services in the B2B context. As shown in the present study, Al is still seen as a
black box, causing uncertainty and insecurity. By addressing these research
recommendations, organizations could gain a deeper understanding of the capabilities and
possibilities offered by Al, hence more effectively leverage Al's potential, as well as enhance

organizational processes to achieve greater efficiency and productivity.
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Appendix 1. Interview questions

BACKGROUND QUESTIONS

Age

Gender

Education

Industry of the organization

The size of the organization

Role in the organization

Duration of employment in the organization

ICT/Al-experience in years

© 0o N o g bk~ w D PRF

Duration of the customer relationship

THEME 1: ADOPTION OF AI-APPLICATIONS IN GENERAL

10. When were the first Al-application adopted in your organization and for what purposes?

11. How was the decision-making process prior to the introduction of these applications?

12. Could you please name the main reasons behind the decisions that led to the adoption

of these applications?

13. How would you describe your organization’s perceived trust in the service provider of

the application(s)?

14. In your experience, what role does trust play in the adoption of Al applications?

15. What factors do you typically assess when evaluating the trustworthiness of Al

applications?

THEME 2: DEPLOYMENT OF TWODAY Al AGENT

16. When did your company deploy Twoday Al Agent Al application?



17. Could you describe the decision-making process prior to the deployment?

18. Could you please identify the main reasons behind the decision to implement the

application?

19. How would you describe the level of trust your organization has in Twoday

organization?

20. Which characteristics of Twoday influenced your decision to implement Al Agent and

why?

21. For what use case(s) does your organization use Al Agent application?

THEME 3: THE FEATURES AND BENEFITS OF Al AGENT APPLICATION

22. Which ones of Al Agent features do you consider the most relevant to your

organization’s operations? How about your own work?

23. How would you describe the most critical factors affecting your trust in Al Agent? And

what features would you need to be added to enhance trust?

24. What kind of tangible benefits do you hope Al Agent will bring to your organization
and how do you think these benefits will be reflected in your daily work?

THEME 4: RISKS AND CHALLENGES OF Al AGENT

25. What kind of challenges have you encountered so far in implementing Al Agent in your

organization? Did you anticipate these challenges or were they a surprise and why?

26. Have these challenges influenced your trust in Al Agent application and if so, how?

27. What kind of risks do you see for your organization when using Al Agent?



FINAL QUESTIONS

28. In your experience, how would you evaluate the trustworthiness of an Al-based service
compared to that of the individuals or organizations offering the service? What criteria
would you use to assess the trustworthiness of the technology compared to the

trustworthiness of humans?

29. How could the service provider Twoday support in fostering trust in Al Agent? What

actions could they take or what improvements could they make in this regard?

30. Could you envision continuing to do business with a company even if your trust in Al

Agent application was broken?
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