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This study explores how blockchain technology can be used to protect creators'
Copyrights. Firstly, it introduces the definition, characteristics, operation mechanism of
blockchain technology, and the classification of blockchain technology in various
application fields. Secondly, it analyzes the importance of copyright protection. The
current problems faced by authors and the inadequacy of traditional copyright protection
mechanisms. Subsequently, the application of blockchain technology in copyright
protection was discussed, including its application in copyright registration, transactions,
and rights protection. By analyzing the differences between traditional and blockchain, a
workable protection architecture is designed. Finally, the research results are summarized,
and the future research prospects are proposed. This study is of great significance to the
copyright protection of creators. The use of blockchain technology can solve the problems
in current copyright protection and provide better copyright protection mechanisms for

creators.
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1.Introduction

1.1 Research background

Blockchain technology, as a decentralized distributed ledger technology, has the
characteristics of immutable, traceable, open and transparent, and is being applied in more
and more fields. In the digital age, creators are faced with the increasingly serious problem
of copyright infringement, and the traditional way of copyright protection has become
more and more difficult to meet the needs of creators(Meng and Li, 2018, 17). Therefore,
how to use blockchain technology to protect the copyright of creators has become an

important research area.

There are already a number of research and practical projects that have achieved some
results in using blockchain technology to protect creators' copyright. Veredictum, for
example, has developed an app that can compare digital signatures of copyright on a
blockchain to effectively identify unauthorized works. In addition, Blockai is a blockchain
copyright platform designed for creative workers, combining the works of registered users
with time stamps and copyright certificates through blockchain encryption services,

injecting new strength into the rights of creators.

However, there are still some problems with the current way of copyright protection.
The traditional way of copyright registration is time-consuming and costly, resulting in
many creators neglect copyright registration and protection, which leads to frequent
infringement. In addition, the existence of proof and the timeliness of the work has also

brought problems to copyright ownership.

Some rights based on blockchain can be confirmed by time stamps, quickly
completing copyright protection (Claire Demos, 2018,229). Time stamps and network
consensus can effectively solve the problem of the existence and timeliness of the work, so
as to ensure the ownership of copyright. In addition, by putting various information about a
work on the blockchain, creators can find out in time that others are using their work and

automatically receive the corresponding royalties, thus protecting copyright.



From the above analysis, it can be concluded that Blockchain technology can solve
existing problems of copyright protection. In this study, whether the application of
Blockchain technology can directly address creators’ copyright issues is studied.
Theoretical results will give the creator an effective way of copyright protection, which is
more direct and convenient. It can promote the healthy development of copyright industry

in the digital age.

1.2 Research content

The internet is rapidly developing. The creation of the traditional way of copyright
protection is facing new threats with the rapid development of the internet. Nowadays, it is
easy to copy and embezzle the works of the creators illegally. In this way, the rights and
interests of the creators are infringed. At the same time, the current means of copyright
protection such as bill tampering, opacity, and centralized management have the potential
damage to the practical use. Therefore, it is of great realistic significance to explore new

technical means to achieve the real protection of creators’ copyright.

Most importantly, the immutability, transparency and security of this decentralized
distributed database make several applications of this technology particularly
transformative with regards to copyright protection and management. These aspects would
be especially vital in solving the problem of how copyright-protected work is often
infringed due to the severe challenges faced by creator for registering their copyright. The
immutability of information entered in the blockchain ensures that entry on a copyrighted
work is permanent once entered. Once information is recorded on a blockchain, retroactive
modification is practically impossible without an agreement from all participants of the
network. Another vital aspect of blockchain-based copyright management is the
transparency attribute of the technology. All transactions and new data records in a
blockchain are visible, providing an audit trial that shows who accessed a record and what
change they made; this factor is critical in copyright-related issues. Similarly, the
decentralized nature of BDM platforms mitigates the risk of data leakage or unauthorized

acCcCess.

The current way of copyright protection is mainly based on centralized copyright

agency and legal means. However, there are some disadvantages in this way, such as



copyright’ registration is cumbersome, protection is expensive and difficult, the centralized
copyright agency is easy to be DDos attacked, copyright information existence security

risks, we need a more secure and efficient copyright protection method.

Through a distributed blockchain-based copyright registration, the technology helps in
extracting valuable data to be used in the copyright registration information that is stored
on the blockchain in a manner that is both immutable and transparent. Blockchain can also
help in the automatic management and protection of copyright throuAcademic Data and
Research Modulesh the use of smart contracts, which will eliminate human intervention
and the possibility of human error as well as ensuring timely, accurate, and efficient

accountability.

This study verifies the application effect of blockchain technology in copyright
protection through case analysis and experiments. By building a blockchain-based
copyright protection system, simulate the whole process of copyright protection for
creators, and verify the security, efficiency and feasibility of blockchain technology in

copyright protection.

Through this study, we found that blockchain technology can effectively protect the
copyright of creators and solve the existing copyright protection problems. However,
blockchain technology still faces some challenges in practical application, such as
performance issues, privacy protection issues, and so on. Therefore, it is necessary to
further study and improve blockchain technology in the future to improve its application

value in the field of copyright protection.

Overall, through this study on the application of blockchain technology in copyright
protection, a new and safe and efficient copyright protection plan is proposed for creators.
This scheme realizes the security and automation of copyright information by using the
blockchain-based copyright registration system and smart contract, which is a far better
way for creators to protect copyright. In the future, researches in this area should continue
its application in the field of copyright protection and overcome the difficulties in its use,

so as to bring more possibilities for the protection of the copyright of creators.

2 literature review



Wu and Li(2018) present a systematic analysis of blockchain technology’s potential
impact on the music copyright protection system. The authors discuss several parameters
of concern with the traditional centralized rights management systems. They strongly argue
how blockchain decentralized ledger system can help solve some of these disparities.
Blockchaintechnology provides a feasible opportunity to address the problems that have
long been associated with the digital music industry. They include clearer ownership, fairer

revenue distribution, and more effective enforcement of rights.

In addition, Wu(2020) proposed a new digital copyright registration framework. Wu
aims to address the centralization issues of traditional systems. It could enhance
transparency, efficiency, and privacy. Wu advocates for its adoption, which could be
beneficial to helping in modernizing the copyright law sector and promoting the digital

content industry’s health operations.

On the contrary, MS(2018) explores how effective disaster management and identity
theft prevention correlate with national security. It proposes a method that uses blockchain
technology to corrupt data and transactions and ensure that support is provided in a timelier

manner.

Banerjee's research (2018) delves into a pioneering framework for enhancing data
privacy management by leveraging blockchain technology. The study merges the
intricacies of data privacy ontology with the immutable ledger capabilities of blockchain to
automate access control and auditing mechanisms. The framework is designed to
effectively implement user privacy policies during data sharing by external entities,
addressing issues such as transaction verification and permission data obfuscation. The
study builds on and validates previous research in the areas of semantic networks, private
text policy extraction, blockchain technology, and data sourcing, providing a holistic

approach to ensure secure and efficient data privacy management in cloud environments.

Shen(2018) distinguishes the following issues in the news media sector: the primary
role of the Internet in the rapid dissemination of various forms of digital media content,
such as video and audio files, and concepts, such as intellectual property, all of which fall
under the constitutional definition of ceaseless copyright protection for additional reasons.
All creators encounter more problems, as the registration of copyright is a long and

expensive procedure, the producers have enough “clinical evidence” because online



content is photocopyable and easily altered, and mailing rights is complicated by a lengthy
complaint process and excessive attorney fee. Therefore, this paper proposes using
blockchain technology for the protection of copyright and introduces it. Time-stamped
recording, blockchain-based protection, and forensic authentication will enhance the
honesty and accuracy of copyright information and prevent it from being molested,

improve the completion of copyright verification, and protection.

This study is based on a recent paper by Chen(2021) which focuses on the potential
applications of blockchain technology for the automatization of copyright transactions and
management of information systems, to ensure fair compensation for creators. The article
recognized several significant legal issues to overcome, such as the necessity to integrate
and harmonize multiple copyright laws internationally, the need to clarify and simplify the
currently complex and unclear process of copyright licensing, as well as the necessity to
align legal frameworks with blockchain specificities. Thus, this paper may be treated as a
contribution to a topical discussion regarding the implementation of blockchains
into existing legal systems to improve the management of copyright and resolve legal

compliance and interoperability issues.

A different perspective is offered by Li(2023), who delves into the legal side of
copyright law in disputes related to non-fungible tokens. The article discusses the
characteristics of NFTs, such as their indivisibility and digital-only existence, and their
potential impact on copyright law. It examines the legal difficulties in defining an NFT
within the current copyright framework, notably concerning the concepts of ownership,
infringement, and distribution of digital assets. The article calls for legal clarification as to
the scope of rights of creators, owners, and purchasers of NFTs and argues for changes to

copyright law in the digital environment.

In addition, another study that needed to be studied is provided by Lyu et al.(2021) :
the article investigates a method of using blockchain technology for digital rights
protection on social networks. The proposed innovative dual chain integration method,
which connects blockchain and a social network distribution chain, ensures this chain can
provide both security and transparency, v and credibility, and efficiency for
digital rights management. This involves guaranteeing the secure record of digital media
copyrights details and accurately tracking how copyrighted products are released and

distributed. In this critical manner, the developed solution proved its constructive capacity
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to benefit massively from the irreversible and continuously validated blockchain features
of a decentralized method of verifying social networks in terms of how they manage

digital rights and protecting the novel attitude v it introduces.

Weeti Hakonen(2021) explored how blockchain technology could be applied in
supply chain management. He argued that it has revolutionized the way in which supply
chain transparency, traceability, and efficiency have been achieved. This is because it
provides a secure, immutable record that can be accessed by all the participants in a supply
chain, ensuring that the participants always receive the correct information. He claimed
that it significantly contributes to supply chain sustainability due to the automation of
processes that reduces manual processes and improves resource optimization by ensuring
that resources are utilized most efficiently possible. He observed that it also reduces the
number of intermediaries involved through the elimination of third parties using” smart

contracts,” thus reducing costs and inefficiencies.

Another article concerning the sustainability of supply chains on the blockchain was
written by Bahar Bahramian Dehkordi(2020). She explained in her article that information
sharing is the main benefit of using blockchain technology for supply chain processes.
Meanwhile, the “decentralisation, transparency and traceability” are the main
characteristics that can “ensure trust and security in the supply chain networks”. Moreover,
Dehkordi claimed that blockchain at the same time can be used to track the sustainable
development aspects knowing the supply chain and smart contracts to simplify processes

and exclude human errors and reduce costs.

Helmi Hannila(2023) investigated the use of blockchain technology in sustainable
supply chain management. The author indicates that the use of blockchain technology can
contribute to solving problems of sustainability of supply chains through increased
transparency and efficiency. The author considers particular cases of sustainable supply
chains of large companies in which blockchain technology is put into practice and further
analyzed many advantages of blockchain technology, such as increased transparency, and

some risks, such as data protection concerns.

Sanni Mattila(2019) investigated the research benefits of blockchain for supply chain
management. First of all, Mattila claims that blockchain could enable secure, transparent,

and efficient information exchange platform for various stages of supply chains, promotes
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supply chain sustainability. Second, the author points out the possible applications of
blockchain for supply chain management and notes that it has high potential, especially for

creating sustainable supply chains.

Overall, these studies highlight the potential of blockchain technology in various
fields, including copyright protection, digital rights registration, and disaster management.
The adoption of blockchain has the potential to revolutionize existing systems by

improving transparency, efficiency, and security.

3.Blockchain technology Overview

3.1 Definition and characteristics of blockchain

Broadening such definitions, we can see that the blockchain is a distributed ledger
technology. An easy way to define it is to refer to it as a decentralized database system. It
links the data into blocks and saves and reinforces them using encryption algorithms so
that no one can access or modify the collected another way. Therefore, such unique
features of the blockchain, unlike the conventional ones, make it have many other

advantages.

Blockchain, on the one hand, has the properties of decentralization. Usually, the
traditional centralized databases are stored in one place and belong to a specific
organization or company where they can arrange an attack to database or attack it. In
blockchain, the database is stored on multiple nodes in the network, each of which is able
to verify, record transactions, and take part in the network. Thus, if one of the nodes fails,
the record will not get lost, which minimizes the chance of information leakage. On the
other hand, blocking is immutable. Each block has a hash of the previous block inside, and
if someone changes the data stored on the lock, the hash of that block also gets changed
because other members of the network will not recognize it. Moreover, this is only a check.
The record is stored on the network by various independent nodes, developers of whom
make certain security requirements, which only helps to guarantee the information in the

blocks.
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However, at the same time, blockchain is also distinguished by openness and
transparency. With its help, all transactions are public and can be seen and controlled by
anyone, which guarantees the possibility of tracing them and their honesty. This is
especially true in terms of protecting the copyright of creators who, using blockchain
technology, can confirm the time of their creation and their rights to it, thereby avoiding

the likelihood of patent and other violations.

Blockchain technology has many characteristics of high efficiency and low cost. The
traditional copyright protection needs to rely on many legal links and intermediaries, while
blockchain technology can automatically achieve the copyright registration and protection,
Reduce intermediate links and complicated legal links, which will increase efficiency and
reduce costs. In the future, its development can continue to study how to combine this
technology with the mechanism of copyright protection of people’s thoughts and works,
better protect the creators’ property rights, and also stimulate creators’creativity and

enthusiasm.
3.2 How blockchain works

As a distributed ledger technology, the working mechanism of blockchain mainly
consists of consensus mechanism, decentralization, distributed storage and smart contract.
Blockchain operates under consensus mechanism which means that only when multiple
nodes reach the consensus, the new data can be added on the blockchain. The credibility,
consistency of the data is proven by the consensus mechanism which brings the high

security of blockchain.

The working mode of blockchain is decentralized, and it is not controlled by a
centralized control authority. All the nodes participating in the blockchain have the same
status. Every node can verify and record the transaction data. The decentralized feature
makes the blockchain stronger since it is hard to attack or tamper with it. Blockchain also
works based on the mechanism of distributed storage. All the transaction data will be
stored on different nodes rather than stored centrally in one place. The design can improve
the data reliability and security. For instance, once one node gets failed or an attack, the
other nodes can maintain the data integrity. The blockchain mechanism is also based on
smart contract technology. A smart contract is a code written contract that automatically

executes and validates the contract terms. The blockchain’s smart contract enables
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disintermediated transactions and execution. It improves transaction credibility and
efficiency. Following the smart contract introduction, blockchain has a promising potential
in various fields such as finance, supply chain management, and IOT, among others.
Blockchain’s working mechanism is based on the consensus mechanism, decentralization,
distributed storage, and smart contracts. This mechanism gives blockchain its unique
properties and functionality, and it is essential in applications such as protecting creators’
Copyrights. I believe that in the future, with the development and maturity of blockchain
technology, its application in Copyright protection and other sectors will get more

promoted.
3.3 Classification and application of blockchain

The classification of blockchain is commonly divided from the perspective of
permissibility. According to this classification, there are permissive and non-permissive
blockchain systems. First, permissive blockchain is “a blockchain system that only allows
certain participants or sponsors to enter their network and verify and access blockchain
data”. Its direct opposite, permissionless blockchain, is “a blockchain that allows anyone to
join the network and perform verification”. Both types are used for a variety of purposes

and have their advantages.

These types of blockchains are used in cases where a high level of confidence is
important and privacy is non-core. Privately available networks may be used, spread across
a variety of organizations such as banks, healthcare providers, taxis, or other organizations
where data confidentiality is important. or money transfers can be controlled by only
linking authorized parties to it to verify transactions and view data. Additionally, private
blockchains may also be used by government organizations and internal organizations and
supply chain management to transform existing business processes and share data more

effectively.

If there are public and popular networks or community projects, on the contrary, they
can be made on permissionless blockchains - this is a more open type of distributed
registration. Anyone can join the network, confirm the transaction and participate in the
process of reaching consensus. This type of blockchain can have great potential in areas

such as development of decentralized apps, DApps, and distributed environments for file
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storage. An example of permissionless blockchain is the Ethereum platform, which makes

it possible to create a lot of smart contracts and decentralized apps.

In addition to the classification of blockchain, let’ s also talk about the directions of

its application. With the development of technology, a blockchain is becoming
increasingly applied in many fields. One of the main areas is financial services, where
Bitcoin as the first blockchain application has prompted a growing interest in virtually all
financial services, including payments and cross-border remittances. Moreover, the
blockchain will help financial institutions to de facto make the transaction transparent

minimize the probability of fraud and lower the cost of middlemen.

Moreover, the blockchain, apart from the financial sphere, can also be applied to the
protection of intellectual rights to property and copyright. The confirmation and security of
the creator’s copyright have remained an urgent problem. Blockchain technology is a
secure and fixed data storage and exchange system, and therefore the data related to
copyright can be reliably fixed and used, which protects the author’s right. By recording
the copyright data of the creative product on the blockchain, one can easily and quickly

confirm the ownership of the right of creation and make the necessary copyright agreement.

Apart from the critical mentioned above scenarios, Blockchain can also be used for
supply chain management, Iot security, medical, and many other records. Through the
formation of a decentralized network with reduced trust, Blockchain can solve such
problems as information asymmetry, data tampering, and data security. Therefore,

blockchain can provide efficient and safe solutions in a large number of industries.

There are many classifications and application scenarios of blockchain technology;
different types of blockchains are suitable for different occasions, and applications are not
limited to financial. A good understanding of Blockchain’s classifications and applications
can help us better understand the development of this technology and provide more

effective solutions for creators’ copyright.

4.Copyright protections status and problems

4.1 The importance of copyright protection for creators
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As a vital foundation of intellectual property rights, the copyright protection for
creators is essential in maintaining the legitimate rights and interests of creators and
enhancing innovation and development. With the rapid advance of information technology,
the work of creators is critically duplicated, spread, and employed. Copyright is facing
unprecedented harassment and theft. Therefore, the critic of enacting and strengthening the

copyright protection issues for creators cannot be accentuated.

The importance of copyright protection for creators is reflected in promoting the
creativity of creators. Creators put a lot of time and energy into the creative process, and
they are eager to get a reasonable return and recognition. If the creators' works are
infringed, they will suffer serious losses and blows, which will lead to the enthusiasm and
creativity of the creators will be inhibited. Only through a sound copyright protection
mechanism can creators be incentivized to continue to create and provide them with an

enabling environment to display and promote their works.

The importance of copyright protection for creators is also to promote the prosperity
of the cultural industry. As an important pillar industry of the national economy, cultural
industry plays an important role in promoting economic growth and enhancing the
country's soft power. Artistic works, music audio and video, digital content, etc. are the
core products of the cultural industry, and the creation of these products cannot be
separated from the hard work of the creators. If the copyright of creators cannot be
effectively protected, infringement and piracy will spread, which will seriously damage the
healthy development of the cultural industry and affect the overall economic interests of

the country.

In addition, strengthening copyright protection for creators can also promote social
justice and the rule of law. The copyright of creators belongs to their legitimate rights and
interests, and protecting the copyright of creators according to law not only helps to create
a fair and just social atmosphere, but also helps to build a society under the rule of law. By
clarifying and enforcing copyright laws and regulations, we can crack down on
infringement and piracy, put into legal sanctions, and maintain social order and good
customs. At the same time, strengthening copyright protection can also guide creators to
abide by laws and regulations, act legally, and realize the standardized operation of the

cultural industry.
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The importance of copyright protection for creators is self-evident. Only by paying
attention to and taking effective measures to protect the copyright of creators can we really
promote the creative vitality of creators, promote the prosperity of cultural industry, and
build a just and legal social environment. In the current digital era, we need to strengthen
the construction and improvement of copyright protection mechanism to cope with the
rapid development of the Internet and digital economy. Only through joint efforts to
promote the work of copyright protection for creators can we build an innovative society

with creators as the core.

4.2 Current copyright protection problems

The digital age, as well as, many new problems and challenges, are generally
confronted with copyright protection for creators. Initially, the use of digital technology is
excellent and easy to copy, resulting creative works easily to reproduce and spread in
numerous times. The phenomenon happens hundreds of millions of times, where one
person produces dozens of pirated copies of books, and it is impossible to calculate the
number of instances to rest. At the same time, the digital environment of developing work
and operating copyright only by data transmission, online operations, and
digital agreements on the one hand provides anonymity for many interactive activities, and
on the other hand, it enables the current pattern and blockchains to be dissected on a large
scale. Numerous communication platform channels make copyright protection virtually
impossible. Secondly, the appearance of the era of the internet provides a broader length
and width for the spread of plagiarism. Once the works are published on the internet and in
the public area, it is complicated to monitor its reuse and re-performance, which
fundamentally worsens the phenomenon of repeated serialism. Furthermore, the progress
of technology at a high speed forms an innovative phenomenon of infringement. Deep
learning and artificial intelligence technology continue to advance, and it is incredibly

difficult to prevent tampering and embezzlement of works.

Moreover, the neglect of the deficiency of the traditional copyright protection
mechanism also poses problems on the current copyright protection. The
traditional copyright protection is based on copyright registration, copyright law protection,

and copyright contract agreement. However, these approaches are insufficient in the
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current digital age. Firstly, the registration of copyright might lack efficient
technical methods to fastly and precisely registered and protected works. Secondly, the
copyright law is often unable to adjust creativity and emerging technology = s fast
development and mutual influence. In the digital age, works ~  diverse multimedia
expression and communication mode from the traditional written works leads to the
copyright having insufficient adjustability. The contract agreement also has the dual
limitations of the information asymmetry and cooperation interest differences. In most

cases, there is an unequal cooperation relationship within the creator and cooperation.

Copyright protection is widely regarded as a significant problem filled with quite a
few challenges. In the present world of modern digital technologies, the Internet, and
traditional copyright protection instruments’ failing shortage, creators live in a much
harsher copyright protection situation. Thus, both creators and the institution
fundamentally influenced by them need to research more protection methods to provide a

stable copyright protection for the former in conjunction with blockchain technologies.
4.3 The limitation of the traditional copyright protection mechanism

The traditional copyright protection model has many shortcomings in the
digital age. As mentioned above, traditional copyright protection has a relatively
complicated copyright registration and identification process. Creators need to spend a lot
of time and energy on copyright affirmation to register and protect their work. Not only

does this increase the cost of creators’ time and energy, but the copyright protection

mode also lacks efficiency and convenience.

It is very hard to protect the rights with a traditional copyright protection mechanism.
Commonly, the Copyright infringed usually needs to be implemented in multiple, multi-
trip stages at a high level, and time-consuming expense. For a long period after creators
found that their creations’ copyright has been exceeded, it is very hard to defend the rights.
This lag and inefficiency will result in illegal abuse of the lawful rights and benefits of
creators. Traditional copyright protection mechanisms have technical limitations. Digital
content is particularly easy to reproduce and publish in the cycle of digital technology.
Copiers have brought enormous benefits to creators. However, the resulting “naive
question of digital copyright piracy” weakens the copyright protection, making it illegal.

Traditional copyright protection technologies exist.
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The above shortcomings of traditional copyright protection mechanisms have existed
for a long time. Fortunately, with the advance of the times, a new solution has appeared -

blockchain technology. Blockchain is a decentralized distributed ledger technology. Its
most prominent features are traceability, immutability, transparence, etc. which can pave a
more timely, convenient and secure path for authors. The lack of efficiency of the
traditional copyright protection mechanisms has become increasingly apparent with the
rise of the digital era. Given the growing copyright risk, it is necessary for creators to have
a new solution to replace the old one. Thus, blockchain technology’ s rise offers new hope
for creators. By employing blockchain technology, the copyright of creators will be more
stable in the future, providing a solid basis for the creative and stimulating the creativity of

creators.
5.Application of blockchain technology in copyright protection

5.1 Feasibility analysis of blockchain technology to protect creators' copyright

Blockchain technology is a decentralized distributed ledger system. It is immutable,
transparent, and safe; therefore, it offers a new way of protecting creators’ copyright. For
example, the immutability of blockchain technology ensures record-keeping copyrights are
real and complete. In the platform, every copyright is a recorded encrypted, time-stamped
and broadcasted to all nodes in the network. No one could corrupt all of these records.
Therefore, information about the copyright cannot be changed. However, copyright
transactions have limits to the publicity and traceability of information due to third-party
media influence. Copyright transactions are fact-based hashed into a different block, and
each transaction can be viewed and used by anyone. This method permits a copyright
creator and others to understand the transaction between the principles in their works,

eventually hinder piracy and infringement.

At the same time, the security of blockchain technology also provides strong support
for creator copyright protection. Traditional copyright protection has the risk of single
point of failure of data storage center, which is easy to be attacked by hackers, resulting in
the disclosure and loss of copyright information. Blockchain technology greatly reduces
the possibility of hacker attacks through distributed storage and encryption algorithms.
Even if a node is attacked, other nodes can still remain normal operation, ensuring the

security and reliability of copyright information.
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There are also some issues to be aware of when using blockchain technology to
protect creator copyright. On the one hand, blockchain technology is not a universal
solution to copyright problems, it only provides a new technical means. Creators and
relevant institutions still need to make comprehensive use of legal, technical and market

means to jointly build a complete copyright protection system.
On the other hand, the widespread application of .

blockchain technology still needs to overcome some technical and implementation
difficulties. For example, blockchain scalability and performance issues, and how to
achieve effective collaboration with traditional copyright protection agencies and

government departments.

Blockchain technology is feasible in protecting the copyright of creators and can bring
great benefits to copyright protection. By using the immutable, transparent and security
characteristics of blockchain technology, the authenticity, openness and security of
copyright information can be realized, and the legitimate rights and interests of creators
can be effectively protected. However, in the process of promoting the application of
blockchain technology, it is necessary to continue to explore, innovate, and solve related
technical and implementation problems in order to allow blockchain technology to truly

play its application potential in copyright protection.
5.2 Application of block chain in copyright registration

Blockchain technology is decentralized, immutable, open and transparent, making it
an ideal tool to protect creators' Copyrights. When it comes to copyright registration,

blockchain technology can provide an efficient, secure and trusted solution.

In short, the first is the copyright registration decentralization effect. Generally,
copyright registration institutions are highly centralized in a local institution. This kind of
organization greatly increases the trouble and length of copyright registration, and it is also
easy to conceal and modify a large amount of information. Blockchain technology can
break the organization at this level and decentralize it. However, it can be implemented by
requiring each node to store copies of registration information, and at the same time,
adding relevant indexes and links to facilitate retrieval when storing data to ensure reliable
and not lost. The information generated can be accessed and queried through the

blockchain network. It does not need to apply for certification to the corresponding
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department. As long as the system sends the correct electronic transaction history data link,
it can be inquired, which greatly facilitates the inquiry, transfer, and possession of

information.

Then, the public can be synchronized with the blockchain for copyright registration
information. All works copyright registration information entered into the blockchain can
be searched and shared by the public. Everyone can inquire about the copyright registration
information of a work through the blockchain, so as to effectively solve the problem of
copyright dispute in copyright fields and at the same time, it also promotes the protection
of legitimate rights and interests among various subjects, and promotes the exchange and
cooperation of various subjects. The transparency of copyright registration information of

copyright owners is significantly increased in the blockchain era.

In summary, the application of blockchain technology in copyright registration has the
following features, such as decentralization, immutability, openness, and transparency. It
can realistically assist the creator’s copyright protection. It is an effective copyright
registration method that is safe and reliable, providing creators with a more comfortable
copyrights protection and rights protection. With the continuous progress and application
of technology, we believe that in the future, the importance of blockchain technology in

copyright protection shall gain more and more attention.
5.3 The application of blockchain in copyright trading

Blockchain technology is a decentralized distributed ledger system with
characteristics such as integrity, transparency, and security. It provides a brand-new
solution for copyright transactions. In the traditional copyright transaction, due to the lack
of traceability and transparency, there is often information asymmetry, piracy and theft
issue, which poses severe challenges to the rights and benefits of the creator. However,
with the advent of blockchain technology, the two pursuits have been fully met credibility
and fairness. Blockchain technology can achieve traceability and proof of the copyright of
the creator. Finally, since every transaction is written on the blockchain, no one can erase
or change it. Creators can use it as proof to safeguard their rights in the event of a dispute.
Blockchain realizes the ease and intelligence of transactions. Traditional transactions
involve complex and easy disputes and lazy contracts, confirmation of rights, etc. In actual

use, one side is often fooled, and the other party falsely transfers and does other frauds.



21

With the role of smart contracts, the contract’s terms and conditions are preset. Once the
conditions are met, the smart contract can be executed immediately, ensuring the benefits

of both parties.

Furthermore, blockchain technology can also enable efficient and low-cost copyright
transactions. Copyright transactions involves many intermediate links and different
verification agencies, which is complex, time-consuming and laborious. Due to the
elimilation of intermediaries, the decentralized attribute of blockchain technology can save
transaction fees and time. Creators can make copyright transactions with buyers on their
own, which can both reduce the cost and improve the work efficiency. As a whole, the
application of blockchain technology to the filming field has opened up a new solution for
the copyright protection of creators. Blockchain technology realizes the traceability and
proof of copyright, the full automation and intelligence of transactions, and the efficient
and low-cost mode of transactions , which provide a more fair, open, transparent and
secure copyright protection environment for creators. However, at this stage, there are still
problems in the technical feasibility, and laws and regulations, which need to be further

studied and improved to create a more perfect copyright protection system.
5.4 Enhancing Copyright Enforcement through Blockchain

Blockchain, as a distributed, decentralized technology, offers new possibilities for
copyright enforcement. By leveraging the immutability and transparency of blockchain,
creators can better protect their copyright interests and achieve a more efficient rights

protection process.

However, blockchain can solve these problems from two aspects. The first is evidence
preservation and the second is evidence verification and identification. Firstly, building in
the fields of evidence preservation using blockchain, traditional copyright protection is a
problem of breaking the chain of evidence and losing evidence. However, on the
blockchain, the evidence of the creator’s copyright can be stored in a block for each record
encrypted, and the time stamp ensures the uniqueness and immutability. This way, when
the recipient views the copyright evidence, he can verify it without worrying about its
credibility. Secondly, similarly to evidence protection, blockchain can automatically
execute copyright protection. Traditional Copyright promotion depends on an intermediary

or legal dispute. Thus, using the blockchain, copyright can be protected based on smart
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contracts. This is done when it is discovered that the work of the creator who copyrights it
was used by others. Thus, a smart contract is created that automatically sends a warning
message to the infringing party and contacts a lawyer and suit the infringing party. Thus, in

this process, the protection of the swab is both convenient and minimal.

Meanwhile, blockchain also permits transnational cooperation in copyright protection.
As the protection of copyright involves the laws and jurisdiction of several countries, it is
difficult to protect them transnationally. However, on the blockchain, a global consensus
database can be established, and copyright authorities from multiple countries can use this
database to protect copyrights by sharing data and information. Transnational cooperation
through blockchain can boost the effectiveness of copyright protection, and also improve
the efficiency and speed of copyright protection. Blockchain also increases revenue
opportunities for creators. With the help of blockchain technology, copyright use and
transactions can be better regulated, and creators can receive the exact copyright rent they
deserve, which can avoid the revenue loss caused by information asymmetry. In addition,
blockchain can realize the segmented auction of copyright use, many trading places for
copyright creators, and massively increase revenue streams. The prospects for blockchain
in copyright protection are immense. With blockchain technology, copyright creators can
protect their copyright more effectively and have a more efficient and convenient process
to protect their rights. With the development of blockchain technology, it can be believed

that it will become more critical in the protection of copyright.

6.Analysis and experiment

6.1 Experimental design

The experiment has three metrics at its core which are used to assess the success of
the experimental systems promoting the measures of efficiency, the security of copyright
infringements resolutions, and user satisfaction. The first measure of efficiency refers to
the number of days it takes to register a copyright claim after filing a notice. In this sense,
the measure for the proposed blockchain technology system takes from 3 to 7 days which
is in stark contrast to the 25-35 days bureaucratic systems that involve registration of
claims in traditional means. The second metrics is security on cases of reported

infringements. The two variance include the 20 and 70 per year for the non-blockchain
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system and the 100 for the experimental system. Finally, observations were made on a 5-
point range scale in which users from the alternative system gave feedback on their

satisfaction with the system. These ranges from 2 to 3 for traditional methods to 5 for

blockchain.
6.2 Data collection and analysis

To illustrate the advantages of the blockchain system, the materials were obtained
from 100 participants and 100 participants using the blockchain system via traditional
methods. The data analysis consists of calculating the averages of each indicator and the T-

test to identify the statistical view of the revealed differences.

The figure shows the code composition for data analysis(Figure 1).
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Figure 1 : Code for analyzing data
6.3 Discussion and revelation

The experimental data results include strong empirical evidence proving the
blockchain technology applicability to copyright protection to be beyond the doubt.
Statistical processing substantiates not only the operational benefits offers by the
application of blockchain. But also positions the technology as a potential contribution to

the improvement of the entire set of legal and administrative initiatives surrounding IP
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management. We suggest considering the implications behind those results further as well

as discussing more context and future application.

The experiment clearly shows that the efficiency of the copyright registration process
has been significantly improved through blockchain. The time frame has been shortened
from weeks to days, a testament to blockchain's ability to eliminate bureaucratic delays
inherent in traditional systems. Such efficiency gains are critical for creators who need
timely protection to take advantage of market opportunities and quickly defend against
infringements (Figure 2). In this way, the efficiency of blockchain could encourage more
creators to register their works, thereby increasing protected intellectual property and
correspondingly reducing unauthorized use. Governments and regulators can consider
incorporating blockchain into their regulatory frameworks to streamline operations and

reduce the workload of copyright offices.

a Efficiency Comparison
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Figure 2 : Comparison of Registration Time Efficiency: Traditional vs. Blockchain

The significant increase in infringements detected and resolved in blockchain systems
highlights its superior security features. The decentralized nature of blockchains means that
data is not stored in a single location, but in a network of nodes, making it extremely
difficult for unauthorized changes or breaches to occur (Figure 3). Blockchain technology
can serve as a forensics tool in legal Settings, where copyright registration and immutable
records of transactions help resolve disputes. The transparency and traceability provided by
blockchain ensures that copyright ownership and evidence of infringement are clear and

tamper-proof.
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Figure 3 : Security Comparison: Traditional vs. Blockchain

The higher the satisfaction of the users of the blockchain system, the better the trust
and user experience. This is likely due to the transparency of the system, its speed, and the
rights management autonomy it provides creators (Figure 4). With increased satisfaction
and trust in copyright protection mechanisms, creators may feel more secure and motivated
to create original works. This can foster a more vibrant and dynamic creative industry, with

direct benefits for cultural diversity and economic growth.
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Figure 4 : User satisfaction comparison : Traditional vs. Blockchain



27

By addressing key issues such as efficiency, security, and user satisfaction,
blockchain becomes a powerful tool for the digital age, promising to redefine the landscape
of intellectual property protection. As we move forward, it is critical that we continue to
evaluate and refine this technology to reach its full potential, ensure that it benefits creators
and contributes to the broader goal of promoting an innovative and equitable digital

economy.

To protect creator copyright, create a simple code (Figure 5). But, this code lacks
many of the basic features of a real blockchain and therefore does not provide the true

copyright protection that would be expected in a real scenario.
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gne prevHash[32];
t ownerID;
sr artworkTitle[256];

ar *output,

sum += input[i];

snprintf(output, 32

r *title) {

>artworkTitle, title, 255);
newBlock->timestamp = time(

if (chain I= NULL) {

impleHash( (char *)chain->prevHash, newBlock->prevHash, 32);

memset (newBlock->prevHash, 8, 32);

newBlock->next = chain;

return newBlock;

t main() {

Block *blockchain = NULL;

blockchain = addBlock(blockchain, 1,
blockchain = addBlock(blockchain, :

rrent = blockchain;

» current->ownerID);
printf(" current->artworkTitle);
printf(" ) \n", current->timestamp);
printf(" h: n", current->prevHash);
current = current->next;

Figure 5: Code built to protect copyright

Results based on code(Figure 6), First, each block stores the owner's ID, the title of
the artwork, the timestamp on which the block was created, the hash value of the previous
block, and a pointer to the next block. This forms a chain in which each block is linked to

the previous block.
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Second, the hash of each block is created from the hash of the previous block, making
each block dependent on its previous block. This is an initial attempt to ensure data

integrity across the blockchain.

Finally, new blocks can be added to the chain, each taking information about the

artwork and linking back to the previous block by including its hash value.

Owner ID: 2

Title: Digital Artwork 2
Timestamp: 1683708743
Previous Hash: @

Owner ID: 1

Title: Digital Artwork 1
Timestamp: 1683788735
Previous Hash: 1440

Figure 6: the output of the Code

In combination with the code discussion of protecting copyright, first by design, once
a block is added to the chain, changing any information in it requires recalculating the hash
value, not only for the block that has been changed, but also for all subsequent blocks due
to chain dependencies. That should make tampering obvious. Second, the timestamp in
each block can serve as proof of when the artwork was registered, potentially establishing
a claim of ownership or creation. Finally, each block is linked to its previous block,

creating a verifiable record of all registered artwork.

But given its limitations, first of all, the hash functions used in this code are too
simple and unsafe. True blockchain implementations use strong cryptographic hash
functions, such as SHA-256. And, the code has no network code, which means that the
blockchain runs on a single machine and lacks the decentralized verification system used
by real blockchains. Second, the data obtained by this code is not retained outside the
runtime of the program, only in memory. In a true blockchain environment, data is stored
redundantly on multiple nodes to prevent data loss and improve availability. Finally, the
code also lacks a consensus mechanism, which in a real blockchain helps ensure that only

valid blocks are added to the chain, as agreed by multiple participants.
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7.Conclusions

7.1 Research Summary

This paper investigates how blockchain technology can protect creator copyright.
After learning the principles and characteristics of blockchain, we determined that
blockchain, which is immutable, decentralized and transparent, is an ideal way to protect
creator copyright. We researched the problems in the current copyright protection
mechanism, such as the difficulty of copyright protection due to information centralized
and the ease of tampering with the work. The study realized that traditional copyright
protection can no longer meet the requirements of the digital age and eliminate the pressure
of a simple and insecure supplement. Further study of how blockchain technology works in
copyright protection, it records the copyright information of the work on the blockchain,
which realizes the decentralized management of the work. It uses cryptography technology
to ensure the basic discogene of the work information to be tested. The transparency of the

blockchain gives the creator the right to check the time to use his works.

In practical applications, we also found some challenges and problems. For example,
how to solve the problem of insufficient blockchain performance, and how to ensure the
authenticity of copyright information. In response to these problems, we propose some
possible solutions, such as introducing multi-chain technology, combining the Internet of

Things, and so on.

Overall, through the research and analysis in this paper, we come to the conclusion
that blockchain technology has great potential in protecting the copyright of creators.
However, while blockchain technology has come a long way, there are still many issues
that need to be addressed. Therefore, in future research, we hope to further deepen the
application of blockchain in copyright protection and look for more innovative and

effective solutions.
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We believe that through continuous exploration and research, blockchain technology
will bring revolutionary changes to the protection of copyright for creators. We encourage
researchers and practitioners in relevant fields to actively explore the application of
blockchain in the field of copyright protection and make greater contributions to promoting

the development of cultural industries.
7.2 Future research prospects

In the future, with the continuous development and popularization of blockchain
technology, I believe that the way and method of protecting creators’  copyright will be

more perfect and diversified. I think that on this basis, there are several aspects of research
that can be further explored and carried out. First of all, I believe that how smart contracts
can be used to secure the copyright rights of creators based on blockchain needs further
research. Smart contracts are an interesting practice based on blockchain that automatically
enforce and protect the copyright of creators. If others use a copy, distribute or work of the
creator, smart contracts can be designed in a way that copies and forwards it to others,
disturbing a smart contract, automatically triggering a punishment mechanism. Second,
further research can be conducted on how blockchain technology can be combined with
digital watermarking technology to provide more robust and legitimate copyright

protection. Encryption can be embedded in the creator ° s work, and blockchain

technology can ensure that the watermark is guaranteed . More reliable to trace and prove
it. Third, is how to establish a more open and transparent platform authorization system,
which avoids illegal authorization, untamable and traceable, and blockchain. This will help
solve the opacity and reduce the level of unfairness in the copyright licensing system and
the degree of creativity and protection of the rights and interests of creators. In addition,
there are many other research directions worth researching, such as how to build and build
trust and cooperation between creators based on blockchain, and how to resist new
technology development. All this can and will be resolved with the help of obvious topics
in future research, whereby innovation and continued practice promotes the reform of

blockchain in protecting authors’ copyrights.
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