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Digital service platform innovation is playing an important role in today’s technology
innovation. In today’s market, the development of innovative digital platforms is showing
its great potential to serve industrial customers. Businesses are investing time and resources
to develop these innovations while bearing risks of imitation from competitors. To keep
the motivation of digital innovation and preserve its business value to innovators, the
development of appropriability strategies is crucial for businesses. This report explores the
available intellectual property protection frameworks, the nature of this digital service
platform, and other factors that impact the decision-making of intellectual property strategy
with a focus on digital innovation based on the computer systems and platforms in the
technology-intensive industry. Literature research is mainly based on the literature on IP
strategies in digital technologies. Systematic literature review will be used to study broader
areas of related literature. The Target of this thesis is to analyze the available IP mechanisms
in the aspects of the case company and provide the recommended IP strategies best suited to
the case company. Additionally, the principles to make IP strategy decisions are studied to
benefit the decision-making process and better outcomes.
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SYMBOLS AND ABBREVIATIONS

Abbreviations

Al Artificial Intelligence

CSI Crowdsourcing of innovation

CMMS Computerized maintenance management systems
ClI Computer-implemented inventions
CS Crowdsourcing

CSp Cloud computing provider

DAF Dedicated alliance function

EA Enterprise application

EPC European Patent Convention

[oT Internet of Things

IPPM Intellectual Property Protection mechanism
IP Intellectual Property

KIBS Knowledge-intensive business service
KM Knowledge management

MTD Moving Target Defence

OEM Original equipment manufacturer
PCT Patent Cooperation Treaty

ROI Return on Investment

SLR Systematic literature review

SLA Service level agreement

SaaS

Software as a Service



TRIPS

TSPP

TLC

VAR

WIPO

Trade-Related Aspects of Intellectual Property Right
Trade secret protection procedures

Technology life cycle

Value-added reseller

World Intellectual Property Organization
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1 Introduction

The Fourth Industrial Revolution, also called Industry 4.0, is undergoing a digital revolution
that digitizes the entire manufacturing process. The integration of new key technologies
(Figurel) enables the creation of an efficient, self-organized, and flexible manufacturing

system (Saihi et al, 2023).

Figure 1 Pillar technologies in Industry 4.0

Industry 4.0 has established a groundwork for the development of new business models.
Technological changes certainly impact companies’ business models and processes of
value creation (Heim, 2023). New opportunities could be achieved during the process

of digitalization of products and services and integration of technical-economic
networks, as well as the development of new technologies and concepts. Technology and
innovation create waves of changes in the society and economy and the impact could be

significant.

New technologies are being developed based on the technologies from the last industrial

revolution. New business models surface on the market along with the digital economy. For
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example, YouTube and Amazon are both platform-based businesses that are creating value

by offering transactions among different groups.

Information and data are crucial assets to be managed by corporations. An information
system is not anymore, a supporting system to collect and analyze data, but rather, a value-

generating system that can support decision-making. (Fernandez et al, 2003)

Computerized maintenance management systems (CMMS) are computer-based software
programs to plan, manage, supervise, and report on maintenance work and control the work
tasks and resources used (Fernandez et al, 2003). It is designed to improve coordination and
communication among different function groups (Deac et al, 2020). As an information
system storing huge amounts of data, CMMS is an important strategic tool to improve the

work efficiency and create values in the maintenance field.

Currently, the growing investment in CMMS in large companies proves its advantages for
organizations. CMMS can reduce manual work and help with activity monitoring, which
improves productivity greatly (Shahin and Ghazifard, 2013). Its advantages include 1)
Optimize equipment performance and lifetime by assume the possible breakdown according
to past record; 2) improve the reliability and efficiency of the equipment; 3) Maintenance
activities are better planned to enable efficient use of resources; 4) Better utilization of
inventory management and spare parts procurement by maintaining lean inventory. (Balouei

Jamkhaneh et al, 2018)

While Industry 4.0 and CMMS are evolving, business competition is focusing on
technologies increasingly. Technological innovation, especially high technology in the
service sector, becomes increasingly significant for business success. Businesses benefit
from the competitive advantages during the increasing trade globally in the high-tech service
sector (Maskus, 2008). Digital technologies are a melting pot of “information, computing,
communication, and connectivity technologies” (Bharadwaj et al, 2013). Digital
technologies add new functions to the business, increase the innovation speed, and reduce
product life cycles (Bharadwaj et al, 2013). Digital innovation is a novel mechanism
embedded in information technologies to develop new assets (Barlatier & Mention, 2020).
The faster technology innovation goes, the higher the chances of opportunities for
businesses. The digital transformation of business models can even alter the whole standard

of industry (Pagani, 2013).
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Intellectual property and knowledge assets embedded in these technologies have high
economic value. Challenges rest on how to manage and appropriate the returns intellectual
properties to maintain economic and business value. Innovators and developers are bearing
a high risk of losing immense investment, time, and competitive advantage if their
technological invention is counterfeited. IP infringement causes financial investment losses
significantly for businesses. This problem is deteriorating as statistics show
that infringement worldwide has increased 2.5 percent from 200 billion USD to 461 billion
USD from 2013 to 2016 (Organisation for Economic Co-operation and Development 2018).

The case company is a company that supplies technology, automation, processes, and
services to the customers in pulp, paper, and energy industries internationally. Aiming to
improve customer service and customer satisfaction continuously with technology-intensive
competition reality in mind, the organization is putting effort and investment into developing
new digital platforms and applications. R&D is playing a key role in developing and
improving business processes and creating better value for customers. One major concern
about the new platform and application is the risk of intellectual property leakage which can
result in tremendous market and financial loss. This becomes the background of this thesis

work.

1.1 Research questions

In this thesis, the author aims to answer the research questions below with the case

company’s challenges in mind:

1.  How can digital technology providers protect their innovation’s intellectual properties

globally? What are the available IP strategies?

2. What are the key principles for choosing IP strategy decisions for digital service

software? What are possible solutions and recommendations for the case company?
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1.2 Methodology

Systematic literature review (SLR) applies the scientific process to the literature review
process by intending to include and appraise all the related literature about the
topic. The main target of the SLR methodology is to make sure the process is transparent in
each stage of the review process and to lower the risk of biased selection and

conclusion. (Lame, 2019)
SLR will be used as the main methodology in this report based on below reasons.

e SLR is an objective, broad, comprehensive, and transparent method to study the
research question in the management field. SLR is good tool to better understand the
trend and the whole picture since academic research is developing and expanding.

(Williams et al, 2021)

e The case company decided not to reveal its company name to protect business
secrets, the author cannot analyse more detailed information on the technology
related. SLR is the best option to analyse the previous literature research in a

systematic method.
Key phases of systematic literature review are used:
1. The first step is to clarify our research questions and objectives.

In this thesis, the focus is on the IP protection framework and strategies for digital innovation

in technology industries.

The purpose of this thesis is two-fold. First, using systematic literature review to explore
various legal and alternative IP protection mechanisms available for digital innovation.
Second, using decision-making principles as determinants to analyse these available options
to provide a recommended framework and insight for the current and future use of the case

company.
2. The second step is to plan a search strategy to explore the literature.

LUT University's primo database is the main database to search for literature in this
report. A search string containing relevant keywords is identified relating to this research

topic.
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Search keywords are combined using function OR in all fields. The search string is

constructed as follows:

“Protect digital property” OR “manage intellectual property” OR “intellectual
property protection” OR “manage digital innovation” OR “manage digital” OR

“protect digital application” OR “protect digital innovation”.

For the search, the publication date is set up to the most recent 15 years, language is set up

to be English.

In this phase, 500 literature research results are then processed to the next step. The literature
research amount is further developed when new field of academic fields are discovered in

the following steps.

3. The third step is to screen the search results and find related academic frameworks to

answer the research questions. It includes preliminary screening and secondary screening.
Preliminary screening

The author then did the preliminary screening by browsing the titles and abstracts of these
500 literatures, if the article does not substantially relate to the IP strategy development for
digital innovations, which targets to protect digital innovation, it was removed from the list.

The relevance and importance of the literature are based on below factors:
e Whether or not the literature is about digital innovation appropriability mechanism
e Whether or not the literature is about digital technology innovation protection
e  Whether or not the literature is relating to the objective of this report.
e Whether or not the literature provides quality evidence and research.
Secondary screening

Full texts of these 23 pieces of literature are retrieved from the LUT primo database and

reviewed to evaluate the importance and relevance of the literature as shown in Appendix 1.
4. Data extraction and iterative process

While extracting and exploring the existing literature, new frameworks and keywords are

identified to be useful to the solution. For example, Technology life cycle, blocking patents,
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digital business strategy, and blockchain technology. Additionally, more keywords in the
relevant fields are discovered: appropriability strategies, opportunistic, IP management
strategy, strategic management of patents, intellectual property protection mechanisms
(IPPMs), information governance, knowledge-intensive business service (KIBS),
knowledge management (KM), patent-based value capture strategy, Software as a Service

(SaaS).

The systematic literature review is an iterative process. When new frameworks or
keywords are found in the literature, search strings are then revised if the old search strings
have not found relative literatures or the searched results have discovered new key words for

the research questions, and the process can be repeated.
5. Data synthesizing

Data and information from the kinds of literature are collected, blended, and analysed
systematically from literature in this step. In this report, appropriability strategies and the

principles to establish IP strategies are explored.
6. Result interpretation and reporting

After synthesizing and analyzing the data and information, the author enlists recommended
solutions to the research question based on the data synthesized. Limitations and future

research opportunities are presented at the same time.

1.3 Research structure

The first chapter, the introduction, is comprised of four sections: the background of the thesis
topic, research questions and scope, methodology, and research structure. The second
chapter studies the literature in two main sections: the legal and strategic appropriability
regimes. The legal regime part contains the literature review of four mechanisms: patent,
copyright, trademark, and contractual agreements. The strategic regime discovers literature
for seven mechanisms: trade secret, lead time and complexity, licensing, open innovation,
blockchain technology, blocking patents and governance mechanisms. Hall et al. (2014)
Their advantages and limitations will be laid out based on the case company’s aspect. The

third chapter represents the principles of forming IP strategies and provides the best available
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recommendations of IP strategy from the author. The fourth chapter is the result summary

of the research questions and future research opportunities.
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2 Appropriability strategies

The development of digital platforms is essential in modern industry. A variety of digital
innovations are being developed and will be developed with time, which can further create
new value in different functions such as marketing, sales, and logistics could be significantly
more (Miric et al, 2019). Innovations rarely result from a single stakeholder. Innovations
necessitate products, services, and technologies and a large group of internal and external
stakeholders and actors. For example, mobile phones need network and phone applications
to provide value to users. The complementary partners included suppliers and
customers. The modern partners also include the competing rivals in the process of the R&D

process (Ritala & Hurmelinna-Laukkanen, 2009).

During the digital application development, the case company is partnering with third-party
developers to establish the application and platform. These suppliers and developers get a
chance to access part of the information, data, and business ideas. There are potential risks
that individuals or collective activities from these suppliers get the important information or
knowledge and leak it to other organizations and even rivals. This kind of knowledge leakage
can profit partners or suppliers, and change, or destroy the company’s competitive position,

especially in the situation that the partner or supplier is a rival or becomes a rival.

Technological innovation is time and investment consuming. What is even more challenging
i1s how to maintain competitive advantage of the innovation and profit from it. Profit and
competitive advantages, as digital innovation’s incentive to innovation, should be protected
and preserved in the first place. How businesses protect their innovation on digital platforms

and how to build up their IP strategies are the main purpose of this thesis.

Appropriability is the key concern of innovation. Appropriability’s definition establishes
two important factors: protection and profit from innovation. It means the potential to benefit
from the innovation (Hurmelinna-Laukkanen & Yang, 2022). The solution how to prevent
other businesses from imitating the digital innovation or application is crucial for business

success (Miric et al, 2019).

Appropriability regimes are the IP protection strategies utilized by innovators to prevent

imitation and protect innovations. A strong or tight appropriability regime means that it is
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relatively more difficult to imitate the innovation and the inventor has a higher possibility to
get profit in comparison to a weak appropriability regime. Appropriability regimes can be
categorized into legal regimes and strategic regimes. (Yang, 2021) Formal appropriability
regimes include patent, trademark, industrial design, and copyright (Laursen and Salter,
2014). The informal regime covers mechanisms like trade secrets, lead time, complexity,

and complementary assets.

Appropriation strategy is an instrument to align appropriability and appropriation
processes together and achieve benefits from innovation. (Hurmelinna-Laukkanen & Yang,
2022) Firms’ appropriability strategies can be used to achieve profit like other
business strategies, rather than merely reactive methods after the infringement. The
character of the appropriability regime, either strong, weak, or in between, should influence
decisions on strategy and business models. Weak appropriability means firms can rely on
alternative mechanisms that can create value, for example, by creating value-adding assets

as a backup plan if the primary innovation cannot profit. (Pisano & Teece, 2007)

2.1 Principles of building an IP strategy

IP strategy is one important tool to generate business value and competitive advantage.
Technological advancement does not guarantee financial success. The question of how to
appropriate the technological advantages and gain financial success depends on two main
strategies: the ability to transfer technology to financial revenue and the ability to appropriate

its advantages and prevent infringement. (Heim, 2023)

Empirical findings demonstrate that businesses focus on strategic mechanisms (secrecy, lead
time strategy, etc.) other than legal mechanisms to protect their innovations, which shows
the importance of strategic mechanisms (Hall et al, 2014). But it does not mean the legal
mechanisms are less important. As studied in the previous part of this report, various factors
are present in IP strategy decision-making. The analyzing of the case should be based on

these factors and make the best possible recommendation.

Lead time advantage is one important consideration. It refers to the economic profit from the
early entry of the market (Van Criekingen, 2020). There are other characteristics relating to

technologies that should be considered:
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1. How much profit can be earned by lead time advantage?

2. How fast are other new innovations surfacing on the market?

3. What is our innovation’s lifetime?

4. What type of knowledge is the foundation of the innovation? (Lallement, 2017)

The primary step of building an IP strategy is to decide what principles to analyze. It is
beneficial for our decision-making to know what factors influence the decision. Based on

various literatures, the principles of building an IP strategy can be categorized below aspects:
e Nature of technology

Amara et al. (2008) referred to two types of technology natures that impact IP protection
mechanisms: codification of knowledge and tangibility of output. Codification of knowledge
is one of the two knowledge management approaches. Codification of knowledge is
converting a form of knowledge to be accessible to other skilled personnel (De Liu et al,
2010; Takeuchi & Nonaka, 2004). Additionally, it is about creating a simplified and
structured way to present it so that knowledge can be understood and applied under various
circumstances (Echajari & Thomas, 2015). Higher degree of knowledge codification means
relatively easier and affordable transformation of knowledge (Cowan & Foray, 1997).
According to theory, when the innovation has higher levels of knowledge codification and

output tangibility, the patent is a more profitable option for IP protection (Amara et al, 2008).

IP protection is more challenging for digital and information-based innovations than

manufacturing industries because:
1) Intangible output in the service sector
2) Legal enforcement to prevent imitation is extra troublesome. (Andersen, 2000)

By comparing mechanisms based on the degree of knowledge codification and output
tangibility with the types of knowledge in mind (codified and tacit), summarization can be

made in the below table (Table 1).



Table 1 Knowledge type and IP protection mechanism (Amara et al, 2008)
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Tangible Intangible
= Primary mechanism: Patent Primary mechanism: copyright
D
= . g
= | Secondary: copyright, trademark, Secondary: trademark, confidentiality
8 confidentiality agreement agreement
Primary mechanism: informal Primary mechanism: Trademark
mechanism (secrecy, complexity, lead
£ time) Secondary: secrecy, lead time, and
= confidentiality agreement
Secondary: confidentiality agreement
and trademarks

e Industry sector characteristics

Value added activities are shifting to service and software industries from physical products.
This trend has pushed service into a more important economic role for the businesses (Bader,
2006). Service industry normally are highly affected by information and communication

technologies, which is one important characteristic.

Comparison between the cost of invention and copying is one important factor for
appropriability strategy. When the cost of copying is considerably higher than the initial cost
of invention, patents are more effective than other mechanisms, for example, chemical and

pharmaceutical industries. (Galli¢ & Legros, 2012)

In our case, the cost of imitation will cost the investment loss, marketplace loss, and financial
damage. The risk of cost loss is high. But exactly when and how will digital innovation
evolve over its life cycle under uncertain market conditions and how would the illegitimate

activities damage our case company’s business remains impossible to assess and forecast.
e Firm’s characteristics

Patent protection increases along with the firm size (Galli¢ & Legros, 2012). International
firms have abundant investment, human resources, legal experts, and other needed resources
to plan and execute formal and informal IP protection mechanisms to achieve goals in
addition to lawsuits and legal actions if infringement happens. Smaller companies do not
have equal financial resources to support costly and lengthy patent mechanisms. Other

mechanisms are then evaluated to be better-suited mechanisms for smaller-scale businesses.
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Market share level is another principle for IP strategy building. A large market share leads
to a higher intention for IP protection. If the innovation will potentially expand market shares
or is already on the way to taking bigger market shares, earning the economic value of the
IP protection mechanism is higher than the IP procedure cost. Hence, formal mechanisms

are more likely to be adopted by firms.

R&D level impacts the choice of IP protection mechanism. Internal or external R&D, level
of subsidies, and cooperation affect the possibility of the invention and the patent and trade
secret (Gallié & Legros, 2012). A higher R&D level normally links to higher investment
costs and greater business financial conditions. Consequently, companies with higher R&D

levels are more likely to use costly IP protection mechanisms.

The case company is a technology and process provider in the international market. The
company has offices and employees all over the world and available resources are high. This
multinational firm has resources for complex IP protection mechanisms and strategy
planning. Whether its technology and innovative digital tools are in oligopoly market is still
debatable. However, there is an emerging threat of competitors in developing countries and
an evolving technology revolution which makes combined formal and informal IP protection

mechanisms crucial to be included in business strategies.
e Human resource factors

Human resources strategy is one important factor in the choice of IP protection mechanism
even though it is often neglected. Knowledge is learned and transferred through humans in
both codified and tacit knowledge. A high job mobility rate causes a higher risk of losing
business secrets and key knowledge, especially when key employees transfer their important
knowledge outside the companies. To mitigate these risks, companies should take actions to
reduce employee job mobility, especially the most important human resources acting as

experts in their specific fields.

The link between the human resource factor and the choice of IP protection mechanism is
logical. The human resource strategies utilized to lower job mobility direct firms to prefer
trade secrets other than patents. On the contrary, the patent is preferable when job mobility

is high for employed engineers. (Hanel, 2006)

Non-compete agreement is one mechanism to forbid employees to utilize their skills earned

inside the firm to other firms. This agreement grants companies right to all the expertise of
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the employee, no matter was this expertise earned before the employment or during the

employment. Employees usually need to change industries when changing jobs. (Marx,

2011)

Non-disclosure agreement is another mechanism to protect firm’s trade secret while
employed or after the employment. Non-compete agreement prevent important employees
to work in competitors’ companies while non-disclosure agreement prevent the key business

information flow outwards, which is more difficult to detect. (Marx, 2011)
e Customer type

Customer type is one important market characteristic that impacts IP decisions. Previous
market searching has found that B2C customers judge quality by the brand and individuals
consider quality and brand are closely related while B2B customers have different opinions.
Due to this fact, B2B customers can evaluate quality by themselves or with known experts.
Thus, trademarks are less regarded as quality signals for B2B customers. (De Vries et al,

2017)

Even though the case company’s customers are industry customers, it does not mean they
are not paying attention to the reputation and brand of suppliers. Trademarks represent brand
reputation and can be further developed into different service modules and innovative
business models. For example, a case company can register a special trademark for the digital
platform or the innovative service process they developed. After being successfully launched
and earning a good reputation, a trademark of this specific digital platform or service

innovation will gain more value and market recognition.
e Market structure

Market structure is also impacting the efficiency of the appropriability regime. For example,
if the market is dominated by governmental monopolies, it is inefficient and expensive to

use patents as an appropriability regime. (Holgersson & Wallin, 2017)

IP strategy focuses on protecting intellectual property right, but it should take market
structure and customer’s interest into consideration as well. Too much IP protection
mechanisms applied will only increase the cost but fail to attract customers. The relevancy
between the increased cost due to IP protection and consumers’ cost sensitivity should then

be carefully considered and balanced to an optimal level. (Asongu et al, 2018).
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The case company is currently in an oligopoly market (The situation several companies
dominate the market in the industry) but there is the possibility that it will change to
monopolistic competition (many suppliers for similar products but differentiated). The

formal IP protection’s value decreases after further competitors entering the market.
e Economic value

IP strategy planning should weigh the cost and commercial value of the business.
Understanding their value difference is fundamental for the effective appropriability
strategy. It is important to evaluate and forecast the economic value change of the innovation
and its timeline before planning the IP protection strategy. The intellectual property showing
the most economic value should be protected rigorously and the ones with the least economic

value should be used creatively to enhance its economic value. (Matsuura, 2003)
Competition on pricing

Two main pricing strategies are alternatives for businesses’ price competition: price
commitment and dynamic pricing or use both. Price commitment means firms show their
deviated prices in the future while dynamic pricing does not. (Shang et al, 2022) These two
pricing strategies reflect customer’s buying strategies: whether or not the customer is

forward-looking and considering its future impact.

The case company’s customers are traditional manufacturers. Their management style and
decision making are based on the profitability of manufacturing machine lines. Very few
portions of the customers consider the future impact of the purchase, which is also less
important for the performance review of the management. Additionally, the degree of which
the digital platform could enhance the profitability is difficult to measure in short term.
Under these circumstances, the added cost from IP protection will ultimately impact on the

customer’s purchase decision.
Return on Investment of R&D

Return on Investment (ROI) is a measurement to evaluate the profitability of an investment
and its priority comparing with other investments, which contains two main variables: net

profit and cost (Phillips & Phillips, 2019).

Forecasting the ROI change/value change in innovation’s technology life cycle is

noteworthy as well. Questions should be considered, for example: What is the lifespan of
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this innovation? What will be the breakeven point? When will the sales slowdown? IP
strategies should follow the value changes during their life cycle. At the beginning of the
market entry, the patent is a key mechanism to earn a competitive advantage. With the
market expanding, the technology will reach its maturity, then another waves of innovation
should happen. After that, other IP protection strategies can be used to keep technology

value.

The cost of IP protection should be considered too. Formal IP strategies are more costly than
informal ones, especially in the digital industries. Small-size companies are less likely to use

formal regimes than bigger-scale companies that possess huge resources. (Miric et al, 2019)
e Technology life cycle

The technology life cycle (TLC) considers the evolution of technology over time. A
complete picture of TLC shows how new technologies’ key characteristics change over the
life cycle. The technology life cycle framework focuses on the combined effect of the
technical, social, political, economic, and organizational factors. After reaching a certain
point, technology develops rapidly towards maturity point. However, technologies do not
normally reach their limit point because it is more common to be replaced by a discontinuous
technology, which could be new compared with existing technology (Byun et al, 2017). To
analyse the technology life cycle, important factors like technological variation,

performance, and the magnitude of innovation should be recognized.

One of the TLC-related models is “Dynamics of Innovation model” presented by Abernathy
and Utterback (1975) showing technological performance over the three stages of the

technology life cycle:

TLC is useful tool as it represents the relationship between the commercial outcome and
development time frame, which can be used as guideline for the R&D resource allocation

(Byun et al, 2017).

Additionally, TLC is useful tool for the IP strategy development purpose. Digital innovation
and Industry 4.0 are evolving faster than ever. The most popular software could become
obsolete at a much faster pace. Understanding the technology life cycle is important for

making any following decision.
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Table 2 Three phases of TLC

Order Phase Name Characteristics ‘
1 Fluid phase e High product and process changes
e Large amount of competitors
e  Great number of R&D activities in smaller firms

e  Uncoordinated standards and operations

2 Transitional e R&D activities concentrated in bigger firms.
phase e Technologies establish, product and industry mature.
e Intensified price competition

e Higher automation and process control for production efficiency

3 Specific phase e Process has been developed well and further improvement is
difficult.

e  Low technological innovation

Digital applications in service and maintenance are in their growth phase, which has a bright
and huge market potential. In the fluid and transactional phases, more competitors join the
market, sales increase, and customers’ awareness of the importance of digital applications is
being improved and developed. It is crucial that IP strategies should be considered and

changed along with the technology life cycle, preferably planed in advance.

2.2 Formal appropriability regime

Formal protection mechanisms of intellectual property include patents, trademarks, and
copyright and design rights (Amoroso & Link, 2021). Intellectual property in EU includes 6
categories governed by 26 WIPO treaties (WIPO n.d.a). They are protected by copyright law,
patent law, and trademark law as shown in Table 3 below (WIPO n.d.b).

2.2.1 Patent

The Patent Cooperation Treaty (PCT), governed by the World Intellectual Property
Organization (WIPO), was signed in 1970. With the help of PCT, patent applicants can use
one patent filing and gain patent protection in many countries that signed the PCT. However,

the national or regional patent office makes the final decision on the patentability of the
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application, and PCT patents are deemed to accompany national law in the local jurisdiction

in terms of enforcement and validity. These facts mean there is still no unified patent

application system, but rather, nationwide or regional-wide. (Hall & Helmers, 2019)

The existing regional patent systems are presented in below Figure 2:

Table 3 Intellectual property categories (WIPO n.d.b)

Description Categories

Authentic art and literary, computer programs, databases, | Copyright

technical drawings, maps and so on

2 Symbols, colors, sounds, names, and words that relate to | Trademark
the commercial products and services
3 Innovation of process, machine, components Patent
4 Valuable and confidential business information Trade secret
5 A design consists of three- or two-dimensional features. Industrial design
6 Confidential information that can be sold or licensed. Trade secret

The European Patent Convention (EPC) has 39 member states (European Patent

Office n.d.). EPC is the dominant system in the world (Hall & Helmers, 2019).

v

Cambodia

,'.-'; i

Figure 2. Member states of EPO (red) (European Patent Office n.d.)
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e Organisation Africaine de la Propriété Intellectuelle (OAPI): 17 French-speaking

members in Africa. (Organisation Africaine de la Propriété Intellectuelle n.d.)

e African Regional Intellectual Property Organization (ARIPO): 22 member states.
(African Regional Intellectual Property Organization n.d.)

e FEurasian Patent Organization (EAPO): Russia and other 7 previous Soviet Union

countries. (Eurasian Patent Organization n.d.)

Software innovation is important for businesses to gain a competitive advantage in this
digital world. Patent protection is one important mechanism to protect companies’ precious
innovation not to being used by other players in the market and to establish and fix the market
position (Chung et al, 2019). According to Ernst (2001), the portfolio of patents in a firm
promotes the performance and market value for different industries. Chung et al. (2019)
studied more than six hundred firms in the US and concluded that software patents have

moderate effect on innovation and market value.

Formal IP protection mechanism for software includes patent, trade secret law, and copyright
law. On the contrary, innovative engineering solutions are difficult to be protected by patent.
Additionally, since the innovative engineering solutions and outcomes are observable,

imitation by reverse engineering is relatively easy. (Pisano & Teece, 2007)

One important consideration is the nature of digital innovation. Digital innovation and
technologies are much easier to copy and access on the internet. I[P protection of digital
goods and innovation in digital industries are greatly different from physical goods in

traditional manufacturing industries.

The patentability of digital applications and software, as intermediate products, has been
under argument over this century as technology and the need for software patent develops.
Starting from the definition of software patent, differences exist among academics. Bessen
& Hunt (2007) defined software patents as “Logic algorithm for processing data” and stored
instructions that can be stored in hardware. Hall & MacGarvie (2010) analysed the definition
in the prior literatures and categorized software patents into four main types: systems
software, middleware software, application software, and services (Table 4). In the history
of software patent cases, some regarded software as a machine, and some saw it as text as
copyright law can protect its novelty effortlessly easily. Some focused on its hybrid nature,

combining machine-process, algorithm, and text (Con Diaz, 2019). One famous software
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patent case is Amazon’s One-Click purchase case. For patent agents and lawyers, the method
of patent drafting that focuses on the software as a machine rather than an algorithm can

bypass the doctrinal concerns and promising way to apply a patent application. (Con Diaz,
2019)

Table 4 Categorization of software patent definition (Hall & MacGarvie, 2010)

CATEGORIZAION OF SOFTWARE PATENT DEFINITION
Systems software:
| Utility systems software
Middleware software:
| Utility systems software
Communications systems software

Internet tools

2

3

4 Software development systems

5 Artificial intelligence software

6 Database/file management software

7 Software development systems

Applications software:

1 Accounting, governmental, financial, legal, banking, health service, sales/marketing, and distribution
software
Technical and scientific software

Construction and communications management software

Manufacturing software systems

Automation software

2

3

4

5 Media and communication software
6

7 Training and educational software

8

Other software
Services:

1 Software-related services

Some software patents are granted during the time when the standard for patentability is not
getting so strict as nowadays, which does not mean patentability is possible or easy currently

(Greenbaum & Herrman, 2020).

Legal clauses for IP protection of Computer-implemented inventions (CII) are different
internationally. European Patent Office (2000)’s article 52 states about patentable inventions

as this:
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“(1) European patents shall be granted for any inventions, in all fields of technology,
provided that they are new, involve an inventive step, and are susceptible of industrial

application.

(2) The following in particular shall not be regarded as inventions within the meaning

of paragraph 1:
(a)discoveries, scientific theories, and mathematical methods;
(b)aesthetic creations;

(c)schemes, rules, and methods for performing mental acts, playing games or doing

business, and programs for computers;
(d)presentations of information.

(3)Paragraph 2 shall exclude the patentability of the subject matter or activities referred to
therein only to the extent to which a European patent application or European patent relates

to such subject matter or activities as such.”

Computer programs are excluded from patent protection. However, this does not mean all
software is not patentable. Instead, detailed technical characteristics of CII are required to
differentiate them from other computer programs “as such” as mentioned in article 52.
(Gassmann et al, 2021a) Figure 3 shows the patent application trend under the code G06Q
and GO6F (related to software) between the year 2011 and 2021 in Europe (Munira, 2024).
Code G06Q is for patents relating to “data processing systems”. Code GOO6F is for
“computing; calculating; counting”. (WIPO n.d.c) This trend shows the granted software

patent is not increasing but still there are possibilities to get software granted.

EPC directed EPO to ensure the patentability of many fields in which CII has made technical
contributions. These fields include medical, automotive, aerospace, industrial control,

communication, and computer/processor.

Patent application cases are showing different results in terms of patentability. Take a
Graphical user interface (GUI) as an example, it is difficult to patent in the UK and Europe
but easier to patent in the United States. (Jolly, 2013)


https://www.epo.org/en/legal/epc/2020/a52.html
https://www.epo.org/en/legal/epc/2020/a52.html
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Figure 3 Software patent trend in Europe (Munira, 2024).

Computer programs are protected by copyright law in most countries. Legal, commercial,
technological, and socio-political environments are changing and updating daily. The
changing legal doctrine and practice impact on business how they make business strategies.
Businesses need to protect their technology discovery and competitive advantages.
Especially in the computing industry, software patenting has been advancing and the nature
of technologies is facing challenges to fit into the system and infrastructures. (Con Diaz,

2019)

There are concerns about over-protected patents in the software industry. Some international
companies are worrying about the increasing cost of licensing fees and patented programs
from smaller companies. Individual users criticize companies for their aggressive patent
protection and enforced patent protection that individuals and smaller businesses have no
resources to defend. Academics argue that software patenting is hindering innovation. (Con
Diaz, 2019) There is no doubt that patent cost will be added to the total cost of software.
And switching cost occurs when new technologies are more favourable. But in another
viewpoint, patented software includes innovative technology can generate greater value
comparing with the ones without patent. Cost vs. value generated are extremely vague to

elaborate.

The cost and benefits of patent protection are different in their contextual conditions, which
include IP regime, competitive intensity, scale of R&D investment, innovation activity,

patent process management, and knowledge complexity. A granted patent legalizes the
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short-term usage of the invention with two trade-offs: publication of the invention and

information on the early stage and the stimulus of the innovation because the patent offers

exclusive right to use the technological invention commercially. (Hall & MacGarvie, 2010)

For process innovation and digital innovation in similar cases, the patent is less effective for

some reasons:

The patentability of the process is vague and may be void.

If the innovation is patentable, the process of patent application will make a
substantial amount of information public, which makes the imitation uncomplicated.

(Hall et al, 2014)

In summary, the benefits of the patent are:

Software patents effect on company’s market value positively (Chung et al, 2024)

Strong IP portfolio is proven to be attractive for investment (Jolly, 2013).

Tax reduction benefits in some governments are a recent benefit for patent protection.
Legislations in those countries use tax benefits to motivate innovation efficiency.

(Jolly, 2013)

Software patents can be used as good tool to improve product and service
differentiation can be achieved by observing competitors’ patent activities, which

shows its strategic benefits. (Chung et al, 2024)

Limitations of patents are:

The type of innovation determines the effectiveness of patent protection. Physical
product innovations are more suitable for a patent than process innovation.
(Holgersson & Wallin, 2017) Patents can be applied to a clearly defined part of
knowledge and innovation, which gives the chance to imitate the innovation after the
expiration of patent. The disclosure of knowledge during the patenting process
causes knowledge leakage and potential financial loss. Firms thus need to be aware

and prepared for the risk of disclosing the information. (Hall et al, 2014)

Patent protection induces filing costs, procedural costs, maintenance fees, and legal
defensive costs if infringement occurs. If businesses want protection to be valid in

more geographical locations, more IP rights are needed, and a higher cost will occur.
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Most likely, businesses cannot make patent applications in the whole world, but
rather in some major markets under their strategic concern. (Jolly, 2013) Since most
of the creation work is done by outsourcing companies in the software industry, the
investment is costly, and returns are uncertain. Additionally, in the case of

infringement, litigation costs are high. (Lallement, 2017)

e Timing of patent application is important and one concern for the success of the
application or product. For example, when applying for PCT, which protect patents
for more than 155 countries, it can take 30 months for the international phase (WIPO
n.d.d). There is always a possible delay during the process. During this long period,
the project can be a market success or failure, and the market needs could have

changed. (Jolly, 2013)

e The economic performance of patents is critical and speculative (Lemley & Shapiro,
2005). The economic value of patent comparing with its cost should be carefully

estimated to get a better decision (Lallement, 2017).

2.2.2 Copyright

Copyright law is a law that prevents the copying of works in the form of digital goods. It
prevents other parties’ misbehaviours held by the copyright holder according to US Law:1)
Reproduction: the right to copy; 2) Distribution: the right to distribute; 3) Public
performance: the right to show publicly. 4)Derivatives: meaning to create other works based

on the right that the copyright holder possesses.

The international treaty, Berne Convention for the Protection of Literacy and Artistic Works,
forces all signatories to admit the copyrights obtained by other signatory’s citizens. Berne
Convention established a legal framework of copyright in its 181 member countries,

including Finland (WIPO n.d.e).

One important difference with other formal IP mechanisms is that most of the Berne
Convention members have added copyright into their criminal law coverage, which means
copyright infringement will receive both civil and criminal punishment. In this aspect,
copyright law provides the most serious enforcement since the infringement could cause

some years in prison. (Hakim, 2021)
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Another important fact of copyright is that copyright protection is automatically valid if there
is any physical proof of its originality, for example, paper written, video record, and so on.

No official application or examination is needed. (Varadarajan, 2022)

Computer program aims to get planned results using a series of instructions or steps directly
or indirectly in a computer system. It could be a short line or great amount of codes lines.
The US copyright law covers computer programs. The two elements to define the computer
program’s originality are (1) the level of originality considered by judges; (2) creation

independency. (Landy & Mastrobattista, 2008, p. 12)

In the European Union, computer programs are protected under copyright law as well. This
provides exclusivity for the life of the developer and additionally 70 years for computer

code. (Jolly, 2013)
Copyright IP protection mechanism has its obvious advantages (Hakim, 2021):

e General rule of copyright protection length is the life length of author plus 50 years
after the death of the author (Harris, 2013).

e Low application cost.

e Copyright law is part of the criminal law system in most of the Berne Convention

member countries.
e Ease of acquisition (Varadarajan, 2022).

The problem is that copyright cannot prevent the creation of the same function in the
software industry. If a competitor is using other codes to implement the same algorithm to
make a digital platform with the same function, copyright cannot be used as an

appropriability strategy. (Lallement, 2017)

2.2.3 Trademark

A trademark is a sign representing a product, service, or organization that should be one sign
that distinguishes it from other trademarks. Trademarks can include words, letters, symbol,

3D shapes, or their combination to provide legal protection for a brand. Trademark
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management is one important part of the brand strategy for business (Kim et al, 2021). All

the products or applications are marketed under a brand.

A trademark requires fewer resources and is rapid to obtain compared to patents. The
trademark protection is infinite provided that the renewal fee is paid, and the trademark is
still commercially needed. An empirical finding from De Vries et al. (2017)is that
companies using the trademarks as their IP protection mechanism have a better firm
valuation, survival rate, and venture capital funding, compared to patents. Trademarks
strengthen the reputation of customers and establish better quality branding strategies, which

can in return affect the investment volume positively and save funding costs.

To understand trademarks more clearly, the comparison between trademarks and patents can
provide a better insight. Both belong to formal mechanisms to protect firms’ intellectual
property, a trademark is different from a patent in terms of protection, reputation, and
exchange motives. Trademark focuses on the protection of the market and brand while patent
is protection technology. Trademark emphasizes brand image in customers’ minds while
patents focus on technological reputation. Trademarks use their marketing power to attract
investment and reduce costs while patents protect technical inventions. Details about the

differences are shown in Table 5. (De Vries et al, 2017)

Table 5 Differences between trademark and patent (De Vries et al, 2017)

Trademark Patent
Protection Trademarks protect marketing Patents protect technological assets and
assets and brands. capabilities.
Reputation Trademarks strengthen customer Patents strengthen firms’ technological

reputation, and brand quality, and image and reputation.

reduce customer search costs.

Exchange Marketing orientation attracts Technological capability attracts
investment and decreases funding investment and decreases funding costs.

costs.

Brands protected by trademarks have their benefits:
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e To gain individual customers’ recognition of the product and the quality as a “brand

value”. Brands certainly reduce the customer’s risk of purchasing.

e Product manufacturers and service providers can use branding to show their quality,

alter customers’ interest and taste; and create customer loyalty.

e The establishment of good branding creates economic benefits and long-term

customer loyalty.

e Trademarks can be used as a barricade against small or new market entrants. New
market entrant will face more difficulties in advertising their new products in markets

already established. (Duguid & Lopes, 2010)
Trademark has its limit:

e One trademark’s dominance in the market may decrease the motivation for the
innovation for other smaller scale competitors who has less incentive to further

develop technologies and innovations.

As the definition of trademark states, a trademark can represent a product or service. In this
logic, a trademark can be used in the digital platform innovation that is providing service to
industrial customers. Trademarks can be established to present a good brand and reputation.
A strong brand is more effective than patented innovation. One famous example is Red Bull.
(Gassmann et al, 2021a) Another example is the success of trademark “OpenAl” and its
product “ChatGPT”, which have earned popularity in B2B business and B2C market (Pacini,
2023).

One famous framework, called [P Atom, represents the interconnection between the IP
regimes (Figure 4). If the innovation has a unique function, a patent or trade secret is sensible
to be used as an IP protection regime. Copyright can be sensible to protect innovation with

special expression. (Atem de Carvalho, 2022)
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Copyright

Patent,

Trade secret

Figure 4 IP Atom framework (Atem de Carvalho, 2022)

2.2.4 Contractual terms

Developing software and platforms with external partners requires an initial setup of a
common vision. Negotiations to discuss certain aspects are important not only for legal
purposes but also beneficial in establishing a common target and vision. Some aspects that
need to be addressed in the negotiation and contracts are: “1) inventor right 2) ownership
right 3) right of use 4) licensing right 5) enforcement right 6) prosecution 7) administration

right 8) costs related.” (Bader, 2006)
Inventorship and ownership right

Ownership of Intellectual property right grants the owner the exclusive right to utilize the
right. Copyright owners can convey their rights to another party fully or partially. Very often
external software developers are used by companies to create software. However, software
made by contractors is not deemed as “work made for hire” and does not provide the
company ownership of the IP right automatically. Businesses should especially prepare
copyright assignment agreements with external contractors to develop software. (Contreras,

2022)
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A problem will occur if the ownership right is granted to the ownership of the invention.
Then the collaboration partners are focusing on making their inventions, which will result in

mistrust and failure of collaboration eventually.

This scenario can be avoided by separating ownership rights from inventorship rights.
Ownership rights can be determined by the part of the invention each partner is involved. As
a result, joint invention endeavours create joint ownership rights. (Bader, 2006) The below

Figure 5 illustrates the ownership right collaboration framework.
Right of use and licensing rights

Under the circumstances that the ownership right is shared with many partners, each co-
owner has the right to license the right to other parties without the obligation to share the
profit and royalties received from that licensing in the US. In other countries, for example,
the UK and Japan, the co-owner must ask permission from other owners about licensing.

The disadvantage of this scenario is that each owner’s purpose and motivation are not well

considered.
Invention X Invention Y
Ownership Ownership Ownership
right: right: right:
Partner A Partner A&B Partner B

Figure 5 Ownership right collaboration framework (Bader, 2006)

The solution to this problem is to set up the right of use by allowing one partner to license
and exclusively use the IP in one market and another partner in another market (Figure 6).

(Bader, 2006)
Administration of rights, prosecution, and cost-sharing

The administrative work in the collaboration, for example, which party will be in practice

apply for the patent and follow up the process as well as the decision-making process
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should be agreed upon and listed in the contract by partners. Lastly, the cost that occurs in

the process should be agreed in advance. (Bader, 2006)

Market A Partner A ‘ Partner B
B Owner of Invention X | Owner of Invention Y
Competitor Al | Competitor B1
for invention X | for invention Y
Partner A Partner B
Market B
arke Owmner of Invention X Owner of Invention Y

Figure 6 Right of use example (Bader, 2006)

2.3 Strategic appropriability regime

Formal protection of intellectual property can be effective in some circumstances, but in
some cases, informal mechanisms can be the key mechanism to protect a company’s core
knowledge and innovation. (Hall et al, 2014) Other forms of knowledge, information, and
know-how, which cannot be protected by legal strategies, have great economic value as well,
although formal appropriability strategies are substantial for traditional intellectual property

still on the market.

The informal mechanism consists of lead time, secrecy, managing human resources
(Hurmelinna-Laukkanen & Puumalainen, 2007), limited access to business area and
knowledge (Ritala & Hurmelinna-Laukkanen, 2009), complexity (Telg et al, 2023),
confidentiality agreement (Hall et al, 2014).

Informal appropriability mechanisms are more valuable for service businesses or service
innovation to protect their value. As survey-based evidence shows firms regard alternative
mechanisms relatively more important compared with formal mechanisms, 65% of which

prefer informal IP protection mechanisms (Telg et al, 2023).

Organizations utilize significantly more alternative and informal methods, for example, lead

time and secrecy (Arundel 2001; Cohen et al, 2000) Survey questions in the AEGIS
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(Advancing knowledge-intensive entrepreneurship and innovation for growth and social
well-being in Europe) project database, which covers 4004 companies and 360,796 people
in ten European countries from 2002 to 2007, has provided insight of IP protection
preferences from the samples. Figure 7 presents the finding of this survey which shows
numerous firms regard alternative protection mechanisms as more preferable option, for
example, lead time and confidentiality agreements, other than patent and copyright.

(Amoroso & Link, 2021)
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Figure 7 Survey Summary of IP Protection Mechanisms (Amoroso & Link, 2021)

Amoroso & Link (2021) studied IP protection mechanisms by industry sectors: high-tech
manufacturing (computer and aerospace machinery, etc.), low-tech manufacturing (paper,
metal among others), Knowledge-intensive business services (KIBS) including computer
and related activities, telecommunications, etc. Informal IP protection mechanisms are
preferable in knowledge-intensive business, high-tech, and also low-tech sectors as shown

in Figure 8.
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Figure 8 Formal vs. informal IP protection mechanism by industry sectors (Amoroso &

Link, 2021)

2.3.1 Trade secret

A trade secret is an information that is valuable and confidential to businesses commercially

and strategically. Trade secret law can promote and encourage the innovation of information

that is not patentable.

There are some considerations to judge if one object is a trade secret, shown as follows:

1.

6.

If the information is well-known by external parties

To what extent it is known by internal parties

Company’s measures to safeguard the information.

The magnitude of the business value to the secret holder and its competitors
The financial investment to develop the trade secret.

The easiness of duplicating the information. (Clarkson, 2015)

Secrecy is an IP protection mechanism that is achieved by keeping the information and

knowledge of the innovation unknown to the public. Secrecy restricts the flow of information

by using internal regulations and procedures.
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The secrecy mechanism can be categorized into two divisions: physical and administrative
protection. Examples of physical protection are physical fences to the manufacturing plant,
restricted access to employees and visitors to certain areas, requiring employees to stay in
their designated working area, and so on. Administrative protection can be used to limit the
access to key information. (Delerue & Lejeune, 2010) The most famous example of a trade
secret is Coca-Cola’s recipe. Coca-Cola has been using contract law to keep it secret instead

of using patents (Datta, 2023).

The six methods of administrative protection and their purposes are listed in Table 6 below

(Maurer & Zugelder, 2000).

Table 6 Administrative protection methods

Methods of administrative protection Purpose

Non-disclosure agreement The most successful administrative method is to prevent

individuals from leaking crucial information legally.

Assignment of invention agreement Providing firms with the ownership of employee’s

inventions and ideas.

Non-competition agreement Protecting employers from the possibility of competing

with former employees.

Protection policy & documentation Creating written policy, labeling information such as

“confidential” or “internal”

Exit interviews Activities during the employee turnover to protect trade
secrets.
Entrance interview Avoiding the risk of hiring employees who have signed

NDA in previous work.

Trade secret protection procedures (TSPPs) are the rules for employees on how to handle
their employer’s trade secrets. There are two commonly used TSPP types: 1) access
restriction procedures and 2) trade secret handling procedures. One famous example of
access restriction is KFC’s secret blend of spices which contains 11 herbs and spices to
season its chicken. The limited people who know the secret have signed confidentiality
contracts and they outsourced the manufacturing process to two companies so that neither
party knows the complete recipe. Trade secret handling procedures set up rules prior to

employees get access to the secret. (Hannah, 2005)
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Compared with patents that are more suitable for knowledge that can be well explained in
detail and protected by wider patent claims, secrecy is preferable when it is difficult to codify
technical knowledge, for example, in empiricist and inductive procedures, patent protection

is difficult. A trade secret is a better choice for this kind of knowledge. (James et al, 2013)

Trade secrets have advantages over patents in below aspects, which would support the trade

secret as one of the major IP protection strategies.

e Trade secret rights can be protected for unlimited years, unlike patent protection

which has maximum 20 years duration (Clarkson, 2015).

e The patent application process can take many years and is a rigorous examination
process, while trade secret law can be used as primary steps and actions before patent

protection.
e Trade secrets does not require application process.
¢ Financially, trade secrets are less costly than patent applications.
Moreover, limitations of trade secrets should be considered as well.

First, the execution of keeping the trade secret prevents information leakage, while at the
same time increasing the cost during the process. Confidentiality agreements need to be
signed, physical and digital protection need to be secured, and so on. The cost to maintain a
secret depends on many factors such as level of competition, degree, suppliers, and

consumers. (James et al, 2013)

Second, the process of blocking knowledge and information flows inside the company may
decrease R&D efficiency. While employees are given limited access to valuable information,

this may restrict the operation of the business and employee development.

Third, the effectiveness of secrecy relies on the complexity of the innovation. Reverse
engineering is one important invention practice for companies to discover what is the secret
by measuring, analyzing, and mirroring the target object (Wang, 2011). When some other
business develops and discovers information that is similar to the trade secret in question, it
is not considered a violation of trade secret law. (Clarkson, 2015) Secrecy protection
becomes ineffective and costly. Once a trade secret is available to the public, the protection

ends. (Mark, 2011) The deciding factors for the cost of secrecy are legal appropriability
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strength, complexity of knowledge, industrial structure, and type of innovation
(process/product). The potential effectiveness of the secrecy mechanism declines when the

cost of maintaining secrecy increases. (James et al, 2013)

Most importantly, trade secret protection is inadequate in practice. Alleging a person or
organization leaking a trade secret requires a demonstration to prove the trade secret exists,
which is difficult to define and elaborate to the unaware public. (Hannah, 2005) Besides,
there is no international agreement to protect trade secrets currently. The first multilateral
agreement, Trade-Related Aspects of Intellectual Property Rights (TRIPS) is valid among
WTO members. Article 39 in TRIPS is protecting ‘“certain information” means the
information (1) that is not well known in the specific industry, (2) is secret and possesses
commercial value (3) is legally controlled by the information owner, and actions have been
taken to protect them. Article 39 does not accurately state the definition of the information
and the scope of the information can be understood by WTO members differently under the
circumstances. (Clarkson, 2015) Currently the trade secrets is under the guidance of
Directive of the European parliament and of the council issued on 2016 (European Union
2016). While trade secret law is part of common law in most common law countries, the

protection of trade secrets is weaker than other IP strategies (Hall et al, 2014).

Companies can change their appropriability strategy from secrecy to patent, but not vice
versa. Secrecy prevents information leakage, but the trade-off is the reduction of royalty rate
and revenues, which consequently weakens inventors’ motivation to develop new

technologies. (Hall et al, 2014)

2.3.2 Lead time and complexity strategy

Lead time in innovation projects means the duration from the initial of the innovation process
to the completion of the innovation. Short lead time means the business is the first mover in
the innovation and completes the innovation to be used in the market faster than new
entrants. According to surveys, organizations value lead time and complexity as very
important, if not more important than patents in terms of patent protection. (Van Criekingen,

2020)
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One strategy to achieve lead time is by product complexity, created by new technology
investment to protect the innovation (Hall et al, 2014). When the involved new technologies
are expensive and complex to imitate, imitation is less likely especially if future earnings are
uncertain. Competitors will at least wait for a while to let other followers take the risk and
observe the market reaction. (Henry & Ponce, 2011), which are the reasons why complexity
design is important for IP protection. Complexity strategy can achieve in the following

aspect:

1) Product. This is the way to design and manufacture the “black box module” which

contains complex technology, in the main R&D center and manufacturing location.

2) Process. For example, cryptographic protocols, digital integration, and complex

maintenance requirements have future potential for additional revenue streams.
3) System. Add secured IT security, network, and firewalls to the whole process.

4) Organization. For example, decentralized R&D teams, loyalty plans, and key

technology preservation. (Gassmann et al, 2021b)

The second strategy is licensing to potential imitators to gain and prolong the lead time
advantage. Inventors can gain monopoly profits with the lead time strategy until licensing/
knowledge sales are expired. Followers pay for access of innovative knowledge from
inventors instead of investing limited resources in imitation. Inventors capture new revenue

streams and more revenue when more imitators join the market. (Henry & Ponce, 2011)

By innovating and introducing new technology or processes to market faster, the company

earns numerous advantages:

e Lower competition means greater bargaining power, which induces lower cost of
production and advertising cost; higher brand loyalty and market share (Fershtman

et al, 1990).

e Earning customer lock-in through early market penetration reduces risk since later
entrants have to lower prices or give extra premiums to compete with early entrants

(Golder and Tellis, 1993).

e First mover and its innovation combined create a new market normal and customer

preference which will be followed by later entrants (Carpenter & Nakamoto, 1990).
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e Competitive advantage based on technology innovation over some time.

According to Hurmelinna-Laukkanen & Ritala (2010), lead time has huge potential to be the
most effective IP protection mechanism in the field of service innovation. The choice of lead
time diminishes the criticality of other IP protection mechanisms, such as patents and

secrecy, and provides sufficient IP protection as needed.
There are limits to being the first movers in innovation.

e Later entrants can learn the knowledge and mistakes made by the pioneers.
Additionally, the benefits the lead-time advantage bring will be less remarkable with

time. Potentially it will reach the mature phase and technology becomes saturate.

e Considering these aspects, the combination of patent and lead time is a preferable
strategy. Patent induces cost and time delay for later entrants. Adding to the lead-
time advantage in innovation and fast reaction to market needs brings more benefits.

(Fischer & Henkel, 2013)

2.3.3 Licensing

Licensing patents, trademarks, copyrights, and so on grants the third-party access to the
innovation. In return, the patent owner (licensor) can earn a license fee as a return.
Technology licensing is a method for a licensee to have the right to use the technology from
the owner of intellectual property to gain financial advantages (Mooi & Wuyts, 2021).
Licensing generated 340.8 billion USD in sales in 2022, which is an 8.02% annual increase

in the licensing industry (License Global 2023).

Two options are available for licensors for technology licensing: 1) standard licensing means
only technology licensing. 2) embedded licensing (the combination of technology and
brand). Under the standard licensing, the result of the product is only owned by the licensees.
Under the embedded licensing, the ownership is shared with the licensor and licensee. (Jiang

& Menguc, 2012)

Technology licensing can generate market opportunities and commercial success for
licensees. Even though the licensing process can bring promising financial returns better

than joint ventures on average, more than 50% of the licensing business creates negative
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value. There is no firm promise of commercial success with licensing due to the uncertainty
of technology and stakeholders. A portfolio with quality is a useful tool on the negotiation

table and can result in earnings from royalties or reduced payments to other firms. (Teece,

1986)

Choosing to use licensing is part of the business strategy, the same as the use of a patent
portfolio strategy. As the royalty rate increases, the firms with wide and strong patent
portfolios can gain more benefits; while the firms using patents from other firms need to
make strategic decisions: shall they keep paying royalty rates or shall they use a licensing
strategy? That means firms need to grow their patent portfolios and obtain negotiation

power. (Teece, 1986)

Inventor, or technology licensor’s profitability is affected by many factors including
payment method, the group of licensees, market size, and marginal costs (Li & Yanagawa,
2021). According to Kishimoto's (2024) finding in choosing a licensing scheme from its two
existing schemes lump-sum fee and per-unit royalty, the lump-sum fee scheme is more
favorable when the cost reduction of the specific new technology is very unlikely. It is more
profitable for R&D firms to use a royalty scheme when the cost reduction effect of the
innovation is the same as or higher than moderate because a royalty scheme can help to gain
information about the real market size, which is important information for the innovators.
Besides, the royalty scheme will increase marginal cost, which will then in return lower the

earned profits.
Three important characteristics of licensing are affecting business strategies greatly:
1) The degree of exclusivity is different in licenses.

Exclusive licenses give the right of use to only one party. Nonexclusive licenses grant the
right to more than one party. An exclusive license allows the monopoly usage of the

technology in the agreed time and territory.

2) Scope and transaction content are different. Licensing can or not contain the

transfer of knowledge.

3) Licensing types include enablement licensing and enforcement licensing.

(Gassmann et al, 2021a)
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In technological innovation, one technology is normally built based on another technology,

which is protected by patents from other organizations. By cross-licensing patents from other

firms, companies can use the innovation without infringement. Cross-licensing is not

targeting the license fee but the license usage. The two types of cross-licensing are 1) the

mutually licensed IP right for a lifetime and 2) the mutually licensed IP right for a fixed

period only. (Gassmann et al, 2021a)

The benefits of licensing can be summarized:

The most significant benefit of licensing is that this is one method of learning from
other businesses. In today’s global business environment, technologies are being
developed in a faster phase, and the life cycle is shorter. Licensing is an efficient
method to gain knowledge and know-how for licensees and produce more revenues

for licensors.

Another obvious benefit is revenue growth. Licensing generates secondary revenue
for the business. Technology licensing reduces R&D costs and creates value from
mature technologies. Microsoft’s IP license program is one successful example,
which contains four major elements: 1) initially, large patent portfolio establishment.
2) patent license exchange targeting to lower risk and increase patent infringement.
3) exchange technology licenses to venture with company shares, which ensures
continuous technology R&D. 4) defensive IP strategy against patent infringement.

(Gassmann et al, 2021b)

New technologies licensing can be used as a strategic option to set up the company’s
standard in the industry, which determines competitive position and business success
in the long term. For example, Microsoft and Intel maintain their success in the
industry because they established the industry standard. On the contrary, Apple
Computer’s failure in its operating system market was because of its misstep in

establishing the industry standard. (Hill, 1997)

By allowing more licensees to use the technology, the compatible product base is
expanded, which results in better customer recognition, market acceptance, and

network effects. (Hill, 1997)
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Increased licensing activity and lengthened licensee list indicate a positive trend, that
suppliers of complementary products will notice and add investment in the
development of complementary products. Consequently, the complementary

products supply and business return will increase. (Hill, 1997)

A licensing agreement has risks too.

Licensors face the risk of being surpassed by licensees. This could happen when core
technology is licensed to competitors and licensees manage to develop the
technology into a new form and create new business advantages from it. In the end,
there is no need to continue the license agreement and pay royalties any longer. Even
though a licensing contract can lower the risk of this happening, it is impossible to

draft a binding contract truly. (Hill, 1997)

Prices are lower below the normal rate because of increased suppliers' access to the
technology. As normal practice, royalty rates are paid as a fixed percentage of sales
revenue. The increased suppliers in the market and lower prices will cut back the
licensors’ profit. The fixed royalty plan and optimal pricing theory are impossible to

execute in this uncertain and changing world. (Hill, 1997)

Licensing is costly for licensees. Cost involves fees and royalties during the
contractual negotiation, and transaction cost of integrating external technologies.
Transaction cost occurs due to defective contracts and the occurring cost while

transferring technology. (Ceccagnoli and Jiang, 2013)

Exclusive licensing might bear opportunity risks. Licensors withdraw their market
entry opportunity with their new technology by exclusive licensing. If the exclusive
licensee cannot operate its business successfully, the licensor cannot earn royalty

profit as planned. Hence, the exclusive licensing is unprofitable. (Aulakh et al, 2010)

Software licensing

Software licenses are product licenses broadly speaking. In the software licensing

agreement, the below provisions should be identified:

1.

Software use license
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The licensor allows the licensee to use the software in its object code. Licensees are
not allowed to edit software or to forward it to third parties. User limit licenses limit
the number of users to access the software. Internal use-only licenses mean the
licenses can only be used for internal purposes but not for others to use the software

remotely. (Contreras, 2022)
Software distribution agreement

Other names of this agreement include “Original equipment manufacturer” (OEM)
and “Value-added reseller” (VAR). This agreement adds the distribution right of the
software to the basic usage right. OEM permits licensees to merge the software into
another unlicensed software program. VAR does not allow the licensees to resell the
licensed software as an individual or merge it with other software so that no special

integration is needed. (Contreras, 2022)
Proprietary source code license

This license seldom provides source code to licensees since software source code is
a very valuable trade secret. Thus, source code is protected by strict confidentiality
provisions. Even if the modification right is granted, the ownership of the
modification should be agreed upon. Other provisions like software maintenance,
support and training licensee’s people, correction, upgrade and update of software,

and so on should be considered too.

2.3.4 Open innovation

Organizations can develop innovation in two paradigms: open or closed innovation. Closed

innovation means the R&D organizing and developing internally. It brought financial

success in the past and currently for some companies. Nevertheless, the ongoing shift to a

knowledge-based economy based on intangible products and services is challenging the

closed innovation paradigm at an increasingly rapid speed. Various factors are influencing

the destruction of closed innovation:

External suppliers’ competence upsurge

External ideas intensification
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e Venture market
e Specialist’s mobility and availability (Chesbrough, 2003).

Open innovation is happening when knowledge flows inward and outward to extend the
markets and innovation (Chesbrough, 2003). Open innovation seems quite a conflict with IP
protection, but it can include IP strategy, for example, licensing. Companies should consider
the risk of knowledge leakage before involvement in open innovation. While at the same
time, the conflict is the cost and time expenditure of the litigation process. Chesbrough
(2003) emphasized the importance of creating or using the right business model to extract
its value from technological innovation. Then the analysis of the chosen business model can
indicate whether it is more valuable to make the knowledge open to outsiders or whether it
is more beneficial to keep it protected. For example, in the 3D printing and video game

industries, open innovation is relatively more profitable according to evidence. (Chesbrough,

2003)

Collaborative partnership among companies in the innovation process makes the transferring
of knowledge and know-how more efficient, risk is minimized, investment and finances are

lightened and shared, and market share increase is a common target. (Torben Schubert, 2015)

This mechanism is beneficial for all parties in the process of developing technologies.
Intelligence and knowledge, as well as patents, can be accumulated and the process of
achieving goals is more efficient. Risks and costs are shared. Different from joint ventures,

the alliances are independent in terms of legal aspects. (Gassmann et al, 2021a)

In the computer programming field, it is common to have many contributors from different
companies to build up the software. The most important issue in this process is to develop
freely, but not the coding ownership. The “Open source” model is one famous innovation
collaborative model. Open sources for products or services will continue increasing over
time. Open-source materials are not owned by the public, but rather, they are permitted to

be used by public. It is still the property of the innovation owner or developer.

The forms of license in the open-source model prevent individual appropriation of codes,
which is the most crucial point of the open-source model: General Public Licenses (GPL) or

Creative Commons.
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There is debate about the use of open source and other appropriate strategies combined. For
example, the developing project at MIT has used open-source software and programs in the
process of making manufacturing tools. These tools are then used to make 3D printing.
Personal 3D printing is on the open-source regime and industrial 3D printing is on the closed

and exclusive appropriation regime.

The coexistence of open-source and appropriability regimes is interesting. The open source
covers the collaborative stage of the innovation, in which the appropriability regime covers
the end of the product using the competition thinking logic. This example shows that open
source in the developing phase still can result in exclusive rights and competitive success.

(Lallement, 2017)

Crowdsourcing (CS) is one new form of open innovation. The process normally runs like
this: one company posts its problem online and asks for help from the crowd to solve this

problem. The company can later choose the solution and pay a fee to the problem solver.

Because of the greatness of its size and diversity, crowdsourcing possesses the benefit of
providing creative and intensive solutions for innovation. The talent pool from around the
world can lower costs and escalate innovation efficiency. (Poetz and Schreier, 2012) This
strategy delivers significant efficiency gains in the field of knowledge production since it
opens the boundary of the assets and complementary knowledge (Di Guardo & Castriotta,
2013).

Crowdsourcing can be inefficient in some situations: 1) when the seeker of the problem
cannot elaborate on the problem; 2) the intensified knowledge is not easy to be transferred
or codified; 3) IP cannot prevent opportunistic actions (Schenk et al, 2019); 4) web crowd’s
expertise and competence is not provided that leads to unclear quality assurance (Di Guardo

& Castriotta, 2013).
The advantages of open innovation can be outlined as follows:

e Using external help to develop innovations can make the process faster and cheaper,

which in return shortens the time to commercialize the innovation (Jolly, 2013).
e Higher chance to accelerate newer ideas.

e The access to open-source code can help with correction of the code mistakes and

then increase the speed of technology development and innovation. The open-source
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strategy boosts the trend of open source for computer software, which makes patent
protection more difficult to execute. The innovation process relying on collaboration
is the trend as outsourcing and project-based development teams are currently very
common. The benefits it brings, such as the efficient and flexible methods of the
development of innovation make sure the collaboration and open-source method will

be used widely. (Matsuura, 2003)
Risks of open innovation are:

e The collaborative innovation process involves two sides of the blades. Businesses
share some of their intellectual property to develop their innovation or develop their
market. But the risk is the leaked information could be obtained by competitors and

imitated.

e Forming a collaborative partnership increases the risk of infringement disputes by
37% compared to the average risk (Torben Schubert, 2015). Companies participating
in different stages of the R&D might face challenges of infringement. One example
happened between the most recent COVID-19 vaccine alliances: Moderna
Therapeutics and US National Institutes of Health, over the argument of who is the

inventor of this vaccine. (Ledford, 2021).

2.3.5 Blockchain technology

Invented in 2008 by Satoshi Nakamoto, Blockchain is an open registry system without the
control of central authority; it is a peer-to-peer value transfer technology, that uses a shared

database system to validate the accuracy of each transaction.

Blockchain can solve problems from digital currencies: the double spending problem, since
blockchain technology ensures that after the digital currency is transferred from the sender
to the receiver, the sender should not be able to spend it anymore. (Barlatier & Mention,

2020).

The application of blockchain is not limited to cryptocurrencies. It lowers transaction costs
and opportunistic behavior in crowdsourcing innovation. Crowdsourcing of innovation
(CSI) is one method of open innovation in that transaction cost is critical to justify the open

innovation intermediaries. (Schenk et al, 2019) The intermediary technology platform is
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often used by organizations to reduce the cost and risks during the open innovation process.
Innovation intermediaries have three main activities: brokerage, networking, and structuring
activities. These actions of innovation intermediaries reduce transaction costs by below

aspects (Barlatier & Mention, 2020):
e Resource and competence maximization
e Network and talent searching
e Ensure the interaction quality

e Ensure the partners will not engage in opportunistic behavior, even though they are

opportunistic by nature.
e Ensure the product or service is delivered within the promised time and quality.

The new blockchain technology will wipe off the current usage of intermediary platforms.
Two important applications of blockchain technology in crowdsourcing usage are the static

registry and smart contracts.

Static registry provides a secured and time-recorded tracking of the solution, idea, and
concept given by contributors among the crowd. Blockchain makes tracking and verification

of information more efficient, thus it can reduce the transaction cost and risks involved.

Smart contracts make the execution of a contract automatic. It does not need assistance from
either of the stakeholders after its launch by guaranteeing the payment transfer to the problem
solver after the condition is achieved. Afterward, smart contracts will be distributed across
the network. The adoption of smart contracts makes it impossible to deceive. In

consequence, it can decrease the level of opportunistic behaviors in crowdsourcing.

The smart contract function of blockchain technology makes the completion of intellectual
property deals automatic and transparent. For example, blockchain can make the automatic
payment transfer after each milestone after a licensor licenses its technology to a licensee as
agreed. Milestones can be the time when a product is launched in the market and so on. The
inventor of innovation can use the blockchain’s smart contract function to specify the royalty

payment with the condition of its economic profit setup. (Barlatier & Mention, 2020)

In summary, the advantages of blockchain used in IP protection are:
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e Circuit blockchain in IP trading presents high efficiency and low cost.
e Increased supervision and verification efficiency.
e (reater reliability and robustness.

There are limitations in blockchain technology. First, the key characteristic of blockchain is
that the blocks are not removable after being added to the chain. If there is a change in the
contract after the blockchain is applied, the contract's implementation and cancellation of
the automatic payment are problematic. Second, blockchain technology is a complex and
still in development phase. The average crowd, and solvers still need some levels of
assistance to work on it. New skills and expertise are needed to develop its full potential.

(Barlatier & Mention, 2020)

2.3.6 Blocking patent

Patent establishes formal protection mechanisms to protect technical inventions and profit
from innovation commercialization. But the function of the patent is not only protection from
imitation. Many firms use patents for strategic purposes, which includel) technological
reputation improvement; 2) increase the chance of obtaining capital market and R&D
alliance; 3) incentive method for employees (Motohashi, 2008); 4) blockage from
competitors (Czarnitzki et al, 2020).

Large businesses are utilizing patent-blocking strategies according to surveys and evidence

(Blind et al, 2006). Usually, two kinds of patent-blocking strategies are identified:
1. Defensive patent blocking.

Firms intend to expand their patent portfolio and minimize the technological room
to patent from others. The targets are to achieve a good bargaining position in patent
cross-licensing deals, prevent expensive patent infringement litigation (Cohen et al,

2002), and engage in IP barter trade (Blind et al, 2006).

Defensive patent blocking is often used in complex products that possess various
separate patentable elements that have different patent holders. For example,

electronic products, and machinery.
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2. Offensive patent blocking

Firms use this strategy to block other firms from using their innovation in similar or
adjacent fields and market entry with substitutes with competitive advantages. (Blind
et al, 2006). Offensive patent blocking builds up entry walls and is also called “patent

fencing”.

This strategy is often used in distinct product industries which has one patent for one
product. For example, in the drugs and chemical industries. One famous example is
Du Pont’s patent blocking case. After a patent application for Nylon, Du Pont
patented more than 200 patents for substitutes of Nylon. This action barricades

competition successfully. (Cohen et al, 2000)

The patent breadth (the scope of patents) determines the patent protection coverage which
can protect the innovation from imitation and also the successive innovation. The preventive
patent protection for successive innovations provides patent holders the rights for the
innovation in the future. When the infringement happens after the patent of initial innovation,

the infringing inventors must pay part of their profits to the patentholders.

The inventor receives a decreased rate of profits and revenue potential is reduced. When the
profit stream presents a small present value, the motivation for R&D investment is

dramatically reduced. This is the original purpose of blocking patents. (Chu, 2009)
Lallement (2017) identifies four IP strategy classifications.
1. Defensive strategy
The main target is to avoid risks of infringement preventively and repressively.
2. Licensing strategy
The main target is to earn revenue through licensing their intellectual property.
3. Cooperative strategy

From the licensee’s point of view, this strategy is an efficient way to access and
monetize the innovation from other companies legally. For example, open source is

one example of a cooperative strategy.

4. Movement strategy
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This is a “more offensive way to obstruct competitors, provide deceitful information

by purpose, restrict them from patenting” to win the high-margin economic position.

Blocking patents is the mechanism used in movement strategy.

It contains various means and methods.

1.

Minefield of patents: the real important innovation is covered and blanketed among
many other patents less important. Some of the blanking patents can distract and

damage the attention of competitors.

Fencing: a method to patent other potential technology making similar products so
that competitors’ path is blocked. One example is DuPont’s patent filing case. After
filing a patent for nylon, DuPont patented more than 200 substitutes with similar

properties, which set up a fence for competitors to these technologies.

Surrounding: various small patents can be used to surround a competitor’s patent to

impediment its commercial development.

Red herring: Since companies are routinely observing competitors’ IP direction to
figure out their future development direction, some decoy patenting can mislead

competitors as a “red herring”. (Lallement, 2017)

The usage of multiple IP strategies has both positive and negative effects.

The benefit is the positive effect on R&D due to the consolidation of market power with the

combination of patent holders and elevated profits. (Chu, 2009)

Disadvantages include 1) Lowered incentive and motivation due to the shared and decreased

profits and present value. 2) Negative impact on the R&D level due to the lowered profits to

inventors. (Chu, 2009)

2.3.7 Governance mechanism

The global service outsourcing market has been expanding over the years. Businesses can

create value by partnering with alliances strategically. Partnership with external

stakeholders, for example, service outsourcing, benefits in cost saving, the efficiency of



57

resource use, innovation boosting, and the possibility to create new value and resources.

(Stouthuysen et al, 2012).

But the possible risk is also deadly for business: Misbehaviour and misappropriation of

partners and alliances cause the loss of value, even damage to business.

Risk includes the possibility of leaking of core information of the innovation to competitors
or even the change from the sub-contractor to competitors; opportunistic behavior like
inability to fulfil obligations, misuse of the company’s assets, and withholding or misleading

information. (Das, 2019)

Service outsourcing requires extra governance effort for the outsourced service from
businesses. The failure of the governance effort will result in a profit decrease, reputation

loss, legal liability, and intellectual property leakage. (Ye et al, 2022)
To alleviate this risk, three governance mechanisms are commonly used:

1) formal governance in the form of contracts. Clauses in the contract should elaborate on
the obligation and rights of all parties, the control mechanisms (monitoring, audit, penalty
conflict resolution, etc.), moreover, the roles and responsibilities of each stakeholder, and

how the information is supposed to be exchanged are stated in the contract. (Das, 2019)

2) relational governance mechanisms (Dekker, 2004) Relational governance mechanisms
mainly include actions to build up trust and social identification and to handle conflicts with

non-opportunistic solutions with mutual benefits.

3) dynamic governance mechanism is the process the exchange definition is assessed and
improved continuously. Various governance mechanisms are utilized in different stages of
partnership to proactively supervise the relationship between firms. (Selviaridis & Spring,

2010)

Formal governance mechanisms are not dependent on specific people. Relational
governance mechanism depends on the specific people by contrast. (Hoetker & Mellewigt,
2009) Formal governance mechanisms include business plans, performance indices,
agreements, and contracts that can limit and monitor the actions of each party. Empirical
research finds that companies facilitate their DAFs (Dedicated alliance function) to achieve

centralization, standardization, and formalization in the partnership. DAF is an organization
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aimed at developing, promoting, and supervising alliance practices. Overall, DAF achieves

control over the partnership and boosts confidence in the cooperation. (Das, 2019)
The benefits of the governance mechanism are:

e the governance mechanism can limit and control each party’s behavior to the limit

of expectation.

e the governance mechanism requires more coordinating efforts from all stakeholders,
which ensures satisfactory information flow and avoids misunderstanding and

coordination failures. (Mayer & Argyres, 2004)

Limitations are:

e Governance mechanisms require a hefty amount of time and resources, especially

relational governance mechanisms.

e A contract can be in place to govern outsourcing service, but it cannot be extensive
enough to cover all the dimensions of the service due to the intangible nature of the

service (Chen & Bharadwaj, 2009).
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3 Analysis and Solution

Numerous academics have studied available important principles for strategic IP protection
mechanism decisions. The academic result spectrum of IP protection strategies is diversified
and complicated. For example, the type of industry sector, type of technology, organization
characteristics, and market characteristics are examined by Hall et al. (2014). Firms with
larger sizes and better financial conditions are more likely to use formal protection
mechanisms. R&D intensity leads to formal protection mechanisms in general. Market and
technology risks are influential factors too. When market forecast and innovation success
are uncertain, formal IP protection mechanisms are less attractive options due to their higher

cost and burdensome procedure. (Amoroso & Link, 2021)

Jolly (2013) presented 13 steps of formulation to determine the optimal IP strategy (Table
7), emphasizing the fundamental principles in the IP strategy decision-making process are
innovation characteristics, economic value and cost, market characteristics, market potential,

and effectiveness of IP protection.

Table 7 Prosecution strategy for IP protection (Jolly, 2013)

Steps | Actions

1 Distinguish all the innovative components in the product or application

Review possible revenue channels

Market landscape for all the possible competitor activities and products

Investigate possible applications in other fields outside of core business

Rethink steps 2-4, then rethink step 1 to see if there is neglected potential for IP protection.

Evaluate the financial value

Reflect business plan with market entry

Consider licensing/partnering opportunities

Consider IP budget
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To form a practical IP strategy formulation framework for the case company, the author will
tailor Jolly (2013)’s 13-step framework and take the principles of building IP strategies
which are studied in chapter two as references. The tailored IP strategy analysis framework

for the case company is shown in Figure 9:

Certain limitations should be considered in the process of tailoring the IP strategy framework
for the case company: 1) sensitive company financial information is inaccessible 2) some
steps require complex analysis and are out of the scope of this thesis 3) limited time frame.

4) The author’s limited technological knowledge and understanding of software.

3:Technology
concerns for
digital service
providers’
activities and
products

N g #
=-@-=

Figure 9 Tailored Analysis strategy for the case company.

3.1 Distinguish all the innovative components in the product or application.

With innovative technologies, the digital platform’s unique functions can solve customer’s

problems and provide efficient solutions. Digital innovations in the case company include:
¢ Cloud computing.

Cloud computing has multiple advantages including reliability, data recovery, maintenance-

friendly, cost-saving, and data centralization. Types of cloud computing includes
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infrastructure as a service (IaaS), Platform as a service (PaaS), Software as a service (SaaS),

Function as a service (FaaS) and Quality of service (QoS). (Harkut, 2019)
e Generative artificial intelligence (Al).

By learning data patterns, generative artificial intelligence can create original content. In the
future, this technology should be able to do other tasks like engineering, architecture, and
design. For example, AutoGPT is a new language application using the GPT-4 language
model (Wiggers 2023). Machine learning and deep learning have advanced other Al
applications. With vision and voice recognition auxiliaries, artificial intelligence can be
linked to a digital platform and tools to accomplish real-time condition monitoring (Tingiris

& Kinsella, 2021).

The integration of generative Al with the case company’s digital platform can generate new
service types and business value in the author’s opinion. For example, Al-generated chatbot
can provide good customer service, generative Al can be used in human resource

management, performance improvement, and so on.
e Internet of Things (IoT).

The covid-19 pandemic has pushed remote services forward. From education to business,
remote service function has become the new norm. IoT can monitor the equipment’s KPI,
diagnose the problem in real-time and improve the performance of the equipment. IoT
provides remote service and support in various digital tools and applications. IoT’s enabling
technologies are RFID, QR code, Sensor wireless communication, IPv6, Cloud services,

Cloud storage, Cloud Computing (Shousong et al, 2019).
e Enterprise Application from the case company

Enterprise application (EA) in the Software-as-a-service (SaaS) model has been boosted
along with the cloud software growth worldwide. Enterprise applications are software
applications used to increase work efficiency inside or outside organization. Most popular
enterprise applications are enterprise resource planning (ERP), customer relationship

management (CRM) as examples.

SaaS EA is the model that EA is operated in a third-party data center on the contrast of on-

premises model. SaaS model enable businesses to access the most updated software and
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added on functions, which greatly improve IT capability, business process and in the end the

firm capability. (Rodrigues et al, 2021)

3.2 Review possible revenue channels.

Revenue model targets to generate revenue. It should focus on bringing value to customer

and solve customers’ problems in exchange for the business profit. (Tabares et al, 2023)
For digital innovation, below revenue models are discovered:
1. Subscription-based/Service fee-based revenue model

Customers are charged periodically for the period they access to the digital tool and service.

(Su & Jin, 2022)
2. Usage-based/pay-per-use model
Customers are charged solely when using the service.
3. Output-based/pay-for-performance revenue model
Customers pay for the agreed performance in the contract (Gebauer et al, 2021).
4. Licensing
Customers are charged for the usage of protected IP (Heim, 2023).
5. Advertising
Revenue from advertising product or service (Heim, 2023).
6. Revenue share

Some of Al companies earn their revenue in this model. Al companies will be paid by the
percentage of the sales from the cooperated businesses if the sales are completed with the

help of their Al technology. (Schoettler 2022)
¢ Cloud computing

Revenue channels for cloud computing have two existing revenue models: a subscription-

based or pay-per-use model based on the customer need (Harkut, 2019).
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Dempsey & Kelliher (2018) presented comprehensive revenue models of cloud computing,
which include advertising, affiliate program, crippleware, mining of consumer data, demo
ware, digital product, fee-for-service, freemium, licencing, usage-based, free use, renting the

service, subscription, usage-based and so on.
o Al

Al can be used to 1) process big data, which can discover customer behaviour and sales
leads, 2) enforce automated workflow, which can save time and reduce human mistakes, 3)
create right advertising frequency and optimize performance based on the user analysis, 4)
personalization application. (Aggarwal, 2021) Hence revenue model for Al is digital
advertising, subscription-based, usage-based and revenue share. With technology changes
and Al business models being developed, there will be new revenue models in the future

undoubtedly.
e JoT

Software service suppliers rent software as a service so that customers pay the subscription/
renting fee. This servitization model provides the software as a service through service
contracts instead of licensing it to customers traditionally which benefits the customers with
lower costs and the vendors for higher profit (Ojala, 2016). Other business models of [oT
include digital add-ons, new data-driven payment schemes (usage-based or performance-
based), software tools (license, subscription-based, freemium, outcome guaranteeing

technology (Gebauer et al, 2020).
e Enterprise Application from the case company

Revenue models of application can be subscription, usage-based, licensing, software renting,
revenue sharing, freemium, advertisement-based (Ojala, 2013). Available revenue models

of these innovative technologies are summarized in Table 8.

Revenue models can be combined to achieve optimized value. One popular example is
hardware-plus logic. Sales of physical products are bundled with service software
subscription, which can help with improving the function of the physical product.
Subscription and usage-based revenue models can be combined too. For example, customer

has a maintenance support agreement for certain period, it can be one year or one hour based
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on need. If later customer requires to use supplier’s data, then usage-based revenue is earned.

(Tabares et al, 2023) These revenue models are being used in the case company currently.

Table 8 Current revenue models for innovative technologies in the case company

Revenue stream Cloud computing Al IoT Application
Subscription-based X X X X
Usage-based X X X X
Output-based X

Licensing X X X
Advertisement-based X X X
Revenue share X X

3.3 Market and Technology landscape of digital service providers’ service and

products.

The enabling technologies (cloud computing, Generative Al, IoT etc.) are not invented by
the case company. Moreover, the tasks of developing the software and applications are
outsourced by the external service providers that are expert in the IT field. But the case
company is expert in the process and machinery technology delivered to clients, it
understands customer’s business and has the competency to provide solutions to customers.
The hardware-plus logic revenue model the case company is using, which is digital tool
solutions added to physical equipment delivered to customer, is very suitable under these
circumstances. So in this section, the market and technology landscape of the enabling

technologies are analysed relating to service providers, but not the case company.
e (Cloud computing.

Competition in cloud computing is fierce. Key CSPs are famous companies like Amazon,
Google, IBM, Microsoft, and so on (Harkut, 2019). Cloud-based service types are diverse,
including Software as a Service, Platform as a Service, Infrastructure as a Service, Function
as a Service, Database as a Service, Desktop as a Service, Data center as a Service, Managed

software as a service, Backend as a Service (Haber et al, 2022).

Security responsibility of cloud computing should be clearly understood for service types
since each cloud-based service type is different. It is crucial to verify and record in contract

what is under user’s control and what is service provider’s responsibility to confirm each
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party’s cyber security responsibility. Another important consideration is the data ownership

which should be clearly defined in B2B contracts for both parties.

Cloud computing provider is another key factor. Most of the businesses and software
vendors choose to use leading cloud computing providers (CSP) for their digital services.
Few leading CSPs take more than 70% of market share, leaving around 30% to small scale
providers. Selecting a CSP is important business process. Businesses should consider their
financial status, business model, security structure, risk handling capability to help with the

decision (Haber et al, 2022).
e Generative Al

According to Bloomberg (2023), Al infrastructure as a service is estimated to be 247 billion
USD, the software revenue from generative Al is estimated to be 89 billion USD, and digital
advertisements from generative Al are predicted to be 192 billion USD by 2032. Main

service providers include IBM, Microsoft, Google, and Adobe among others.

Al is used in forecasting, performance analytics, maintenance, pricing. Al is enabling other

technologies for example digital twin to advance widely.

Data quality determines Al performance. Hence, the data strategy is important to achieve
satisfactory results from Al application. Predominant requirement is that there is good

quality training data repeatedly occur so Al can train itself with good data. (King, 2022)

Methods how Al improve its model and do the work should be comprehended in order to
know what can be expected from Al; and regular investigation should be executed to make

sure Al outcome is accurate and not disoriented by heterogeneous data.

King (2022) interviewed many C-suite executives, their suggestion on Al strategy can be

summarized to:

1) Expectation to Al should be absolute clear in the beginning of utilizing Al to all the
stakeholders.

2) Data quality determines Al model and value quality of outcome.

3) Developing, using and maintaining Al based solution should bring more value than

the cost.
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4) Al solution providers who are reliable and understands the need and requirement of

users.
e Internet of Things (IoT).

It is estimated that more than 25.4 billion IoT devices will be used in 2030, three times more

than the amount in 2020 (Mercado-Velazquez, 2021).

The case company’s hardware-plus logic is based on physical equipment delivery adding
digital servitization solutions. Customer is mostly industry section. Internet of things in this
context is industrial grade sensors for monitoring purpose. These sensors are smart sensors
that connect and analyze data in real time, which greatly help with effective decision-making

in production and maintenance. (Gandhi, 2021)

One concern of IoT technology is the data security created by IoT. Very often, companies
are using many loTs and have no plan of data created for all the data. Data created and

unplanned face risks of cyber-attacks.

Defensive strategies are being developed. One defensive strategy is Moving Target Defense
(MTD) strategy in IoT protocols to prevent cyber-attacks. Instead of static system, MTD
applies less static, deterministic networks and systems to increase the difficulty of attacks
(Mercado-Velazquez, 2021). The second example is four-tier model composed of: 1) Tier 1:
endpoints and embedded software, 2) Tier 2: Communication and connectivity, 3) Tier 3:
Cloud platform and application, 4) Tier 4: Process and governance. The third example is
Time-sensitive networking. It is not specially developed for 10T, but it provides security

benefits. (Bhattacharjee, 2018)
e Enterprise Application

SaaS enterprise applications creates business value by improving information quality that
enables better decision making and strategies (Rodrigues et al, 2021). Enterprise application
should contain three main functionalities to support business operations (Yu & Madiraju,

2015):
1) Business value

The enterprise applications understand business operation need and contribute the functions

needed.
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2) Cost of application delivery and support

Total cost needed for the implementation phase (software, hardware, manpower) and
operation and support phase is another concern for businesses. To minimize cost, an agile
end to end application delivery process, operational model and clearly defined support roles

can serve the purpose.
3) Time to market

Agile delivery process and operational model can shorten time to market, which will impact

the business success. (Yu & Madiraju, 2015)

One important technology factor of enterprise application is scalability, “the capability of
the application and its ecosystem components to manage increased workload and demand
without compromising its overall efficiency (Shivakumar, 2015).” A scalable application
means the application works well even after increased workload. Three elements of
scalability are application and its ecosystem, increased workload, efficiency. The ecosystem
of the EA includes the infrastructure elements, network interfaces, upstream or downstream
system and other components in a web request processing. Workload changes in different
layers because components require different kinds of input. Efficiency for EA entails
response time, Service level agreement (SLA), served page numbers per second and so on.

(Shivakumar, 2015)

Different layers are influencing scalability in the request processing chain. The layers
Enterprise application, enterprise server, platform, enterprise infrastructure and integrations,
internet are in ordered from the highest impact on scalability to lowest as Figure 10 shows.

(Shivakumar, 2015)



68

2l

Enterprise Enterprise _ Enterprise
S Platform infrastructure Internet
application server and integrations

High Impact on Scalability Low

N N PN N PN J

Figure 10 Impact on Scalability (Shivakumar, 2015)

Another important technical aspect is software availability. This aspect shows the overall
available time of application to meet customer’s need. Software application is a complex
asset based on varieties of service, layers, interfaces among others. To achieve high
availability of this complex application, one availability establishment process is presented

in Figure 11.

Availability Availability Availability Infrastructure
requirements design criteria Modeling setup

Figure 11 Availability establishment process (Shivakumar, 2015)

3.4 Investigate possible business opportunities outside of core market

The technology used in the company’s core business currently could have huge business

potential in other fields and markets.

Danneels & Frattini (2018) has developed four steps to leverage technology to find new
opportunities for businesses: 1) Describe the technology’s characteristics and competence,

2) identify what new usage the technology could be used, 3) Re-link the technologies from
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the application and explore possible new applications, 4) examine the best

commercialization method as shown in Figure 12.

4 N

Describe the technology’s
characteristics and competence

De-linking

Identify what new usage the
technology could be used

[ Re-link the technologies from the
application and explore possible
new applications

Re-linking

Examine the best
commercialization method

Figure 12 Process of technology leverage (Danneels & Frattini, 2018)

Cloud computing, Generative Al, 10T and enterprise application all have potential in other

fields outside the case company’s core business.

The Internet of Things brings many business opportunities to connectivity concept outside
the case company’s core business. For instance, logistics, transportation, and field service

can be the new fields to create new business value.

Enterprise application’s specialty is embedded in the equipment and technology delivered to
customer, but the application is intended to generate new value and business model to
customer. Since the value of enterprise application from the case company is based on the
machine technologies, the added application is a method to bring extra value to customer,
the application from the case company solely does not possess great competitive advantage

in the market.
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3.5 Analyze the Principles of IP strategy building.

After applying principles of IP strategy formulation explored in chapter 2.1 to analyze the
innovative components, the finding is the four main innovative components are quite similar
in terms of the analytical principles due to the reasons that they are all new rising
technologies and in the digital and software fields. Hence, the combined and unified IP

strategy building can be done after the principal analysis (Table 9).

Table 9 Innovative technology analysis based on principles of IP strategy.

Principle Four Innovative components

Nature of technology Codified Intangible

Industry sector characteristics Highly sensitive to information tech development
Firm’s characteristics International, high R&D level, low market share
Human resource factors Third party developer, job mobility unknown
Customer type Business

Market structure Oligopoly market

Economic value Lack of information

Technology life cycle Growth phase

3.6 Solution

Recommendations of the chosen IP strategies are formed after the previously defined

analytical steps. The summary of the recommendations is listed in Figure 13.
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Figure 13 Recommendations to the case company.

Copyright to protect coding lines and the possible usage of IP watermarking

technologies.

Copyright, due to its long protection duration, easy practical usage, and low application and
enforcement cost, is the best formal mechanism to protect digital innovation which includes
novel coding. Copyright can be used to protect the codes that are written and combined to

create the software, but it cannot protect the functionality of that code.
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The original coding lines from the case company’s external suppliers, who develop programs
and systems for the case company, should be obtained and stored inside the company. This

is the proof of the originality and validation of copyright protection.

New digital technologies are being developed, such as watermarking technologies, which

can be used to prove the novelty of source code soon.

Formal IP protection does not fit with digital products. Rather, strategic usage of IP

strategies should be the focus.

Patents can protect the function of that software, but granted patents for software are
challenging (Munira, 2024). Moreover, since software innovation is developing at a stunning
speed, the turnover rate of technology is so speedy that it could be possible that the
technology has been replaced by newer technologies before applied formal IP mechanism

become in force.

The conclusion for the case company is that the patent is not the best option because of its

long application time and revealing features based on the following facts.

e the digital innovation based on the computer system and platform has higher degrees

of knowledge codification and output is intangible.
e the profit during lead time is considerably tremendous.

e our innovation’s technology lifetime is not yet predictable, while at the same time,

new innovations are being discovered.

e knowledge base is easily obtained worldwide (software development, coding skills,

etc.).

The strategic usage of IP mechanism could be more beneficial for the case company. For
example, using patents to confuse the competitors so that they do not really know what
direction the innovation is focusing; and also using technologies or process to make the

product more complex and difficult to imitate, which will gain lead time advantage.

Combination of open innovation and closed innovation to create fast market entry and

lead time advantages.

Evidence shows proprietary software businesses cannot survive in the market or become the

market winner if the market is consisting of big proportion of open innovation (De Wachter,
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2014). This is because B2B, as well as B2C users, prefer open innovation software to the
software provided by infringing rivals. Open innovation can create digital innovation more
efficiently and creatively, which results in faster market entry as keeping lead time advantage

as long as possible is the target of business to ensure benefits.
Change IP strategies along with the technological life cycle of the innovation.

Three stages during the technological life cycle are identified as fluid phases, Transitional
phase and Specific phase in the previous chapter. Each phase has its focus and unique
characteristics. The IP-appropriate strategy should closely follow this characteristic to

choose the proper strategies for the specific phase.

The author’s recommendation is utilizing movement strategy (blocking patents) described
in chapter 2.3.6, trade secrets, and lead time strategy in the fluid phase. Copyright is to be
used for the whole life cycle due to its cheapness and ease of protection. IP licensing strategy
in the transitional phase is wise to obtain revenue. Trademarks can be designed for the
service that the company is offering, providing customers assurance of quality and branding.
Governance strategy to ensure the external alliances and partners are doing as agreed and
minimize the risk of infringement and knowledge spillover. The below graph (Figure 14)

shows the strategies recommended for technological life cycle concerns.

STRATEGY FLUID PHASE TRANSITIONAL PHASE SPECIFIC PHASE
raitme o (N
Lead time
Copyright

Trade mark

—— I

Figure 14 Recommended IP strategies in the technological life cycle.

New business models should be planned to capture economic value for digital

innovations.

Since the fast development of technology and innovation is undergoing, today’s trendy

technology can be obsolete after a short period. The lengthy patent application and other
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formal regimes are not suitable for digital innovations. Additionally, the nature of the
software-based platform is different from other products. It is not a product that can be sold

to earn a profit, rather, it can be licensed to achieve additional revenue stream.

How to design a new business model to earn a competitive advantage at a fast pace is a deep

and important question for businesses.

Human resource management, governance mechanism update and contractual terms

needed in Industry 4.0

At the individual level, human resource management internally and externally is the crucial
variant of the IP strategy, the author considers the methods to increase employee and
partners' royalty levels and reduce the turnover rate should be emphasized to improve the
appropriability level. Proven by Delerue & Lejeune (2010) sample study, high employee

turnover rate could lead to knowledge and secrets spillover and competitive advantages lost.

At the cooperate level, the governance mechanism presents relationship management among
organizations. As digital innovations develop, how to build up supervising and

appropriability mechanism with service providers is worthy to be further discovered.

Contractual terms defining the clear rights and responsibilities of data usage, data ownership
and such issues are vital for the success of the business partnership. The properly drafted
contractual terms between service provider and the case company can prevent the leakage

of key business information and knowledge.
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4 Discussion and conclusions

Fast development and distribution of technology and knowledge make the modification and
imitation of innovation easier than ever in this networked world. It is challenging to restrict
the key information flow outwards and obtained by other companies. Competition with new
technologies is getting increasingly vicious. It is unwise to think that competitive advantage

from innovation can be sustained infinitely.

In the future, wise inventors of new assets or technologies will be very likely to have a
diversity of intellectual assets. The ability to possess the knowledge and ability to protect
the diversity of intellectual assets with various and proper appropriability strategies is
essential. In this thesis, all the available frameworks and mechanisms that are suitable for
protecting a case company’s technology innovation are studied and analyzed. Their
advantages and disadvantages are discussed on the aspect of the case company. The
framework of IP decision-making is assessed in Chapter 3. With different principles in mind,
the case company can make more beneficial strategic decisions based on the principles. Also,
the recommendations from the author’s point of view are listed, which is the combination of
different mechanisms along the technological life cycle. Human resources are perhaps the
most crucial variable in intellectual property appropriability strategies as knowledge and
expertise are embedded in humans. Businesses that acknowledge the linkage of human and
intellectual assets and execute effective human resource management strategies will harness
competitive value in the competition as a result. The world is keep changing. Strategies and
mechanisms should be evaluated in the different time phases so that IP strategies can be

adjusted to better suit the market situation.
There are some ways to further extend the study presented in this thesis.

Value creation in today’s business is experiencing fundamental changes. The megatrend of
digitalization and servitization among others, are changing the market offering and business
models compared with traditional ones. Developing these new services and business models
and managing them opens new doors to new disciplines and requires new competencies and
broader view sight. As collaboration and resource sharing with external parties become more
common, the significance of inter-organizational technologies and methods is obvious

increasingly. But literatures and studies relating to this new field are still minimal at this
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moment. So, the future research opportunities are the novel frameworks to capture new
business value in technological innovation, human resource management and other
government mechanisms to protect IP in digital innovation, academic guideline for digital

innovation in the changing world.

Additionally, new technologies to protect IP are being developed and present more research
potential. For example, blockchain and digital watermarking for IP even though detailed
descriptions in this thesis relating to these new IP protection technologies are limited due to

the author’s limited knowledge of information technologies.
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