G LuT
) University

QUALITY MANAGEMENT AND TEST AUTOMATION IN THE IDENTITY AND
ACCESS MANAGEMENT PROJECTS

Lappeenranta—Lahti University of Technology LUT

Master of Science in Technology, Master’s thesis

Master’s programme in Software Product Management and Business
2024

Jani Paloméki

Examiner(s): Associate Professor, Jussi Kasurinen, D.Sc. (Tech.)

Professor, Kari Smolander, Ph.D. (C.S.)



ABSTRACT

Lappeenranta—Lahti University of Technology LUT
LUT School of Engineering Sciences

Master’s programme in Software Product Management and Business

Jani Palomiki

Quality Management and Test Automation in the Identity and Access Management
projects

Master’s thesis
2024
69 pages, 10 figures, 6 tables, and 3 appendices

Examiner(s): Associate Professor, Jussi Kasurinen, D.Sc. (Tech.)
Professor, Kari Smolander, Ph.D. (C.S.)

Keywords: Identity and Access Management, Quality Management, Test Automation

The purpose of this thesis was to investigate the quality management and automated testing
strategies in Identity and Access Management (IAM) projects. The aim was to provide
background information for quality management documentation, test automation model,
and measures for assessing the quality of IAM projects in the case company.

The case company of this master's thesis is an ICT group that is a major expert company in
global digital development and security solutions. The case company aims to implement a
new project delivery model framework for its digital security unit, guiding the delivery of
its ITAM projects. The results of this study are based on a comprehensive literature review
with empirical data collection through interviews with specialists, developers, consultants,
architects, and managers who are involved in working with IAM technologies at the case
company.

The results of this work highlight the importance of adopting systematic quality
management into the project delivery framework based on the software industry’s best
practices to ensure high quality in IAM projects. In addition, systematic testing processes
are an important part of quality assurance (QA) practices, and part of these processes can
be automated with the selected frameworks to support high-quality project delivery.
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1 Introduction

We all use various information systems, and this trend will grow with increasing
digitalization. Our digital identity is present in almost every aspect of our lives, from
managing daily tasks online to work-related activities. Traditional cybersecurity relying only

on network security is no longer enough in this digital age.

Identity and Access Management (IAM) comes into the picture here. IAM's primary purpose
is to manage who can access systems and information. Users need timely access to
information according to their roles, but only to that extent. IAM is effective when users are
unaware of its operation while ensuring secure access. Ideally, IAM works smoothly in the
background, providing safe access without users noticing it and this makes the reliability of
IAM systems more critical than ever. For that reason, ensuring system quality during
deployment and continuous development is important for IAM system development. It
underlines the significance of ongoing quality management and system testing to guarantee

users access to the required resources without compromising security.

1.1 Case company

The case company of this master's thesis is an ICT group that is a major expert company in
global digital development and security solutions. The case company aims to implement a
new project delivery model framework for its digital security unit, guiding the delivery of
its IAM projects. The framework should establish protocols and methodologies to ensure the
high quality of software projects throughout the development lifecycle. Furthermore, there
is a need to define criteria and measures for the overall quality of projects. In addition, the
case company wants to investigate how to ensure the quality of projects and whether

automated testing can be one solution.



1.2 Research problem, questions, and objectives

The research problem of this thesis is to investigate how to ensure quality in IAM projects

and how to do test automation to support this goal. The main research questions are:
e How do we ensure quality in JAM projects?
e How can automated testing be utilized to support high-quality project delivery?

e What tools are available to automate the testing of JAM solutions?

The main objectives of this thesis were to provide background information for project quality
management documentation, test automation model, and measures for assessing the quality
of IAM projects. Finally, the results of this research are utilized to build part of the case

company's Project Delivery Framework.

1.3 Research methodologies

The research methodologies of this thesis included a comprehensive theoretical study of

existing literature and empirical data collection through interviews with key stakeholders.

Key stakeholder interviews included a diverse group of professionals: specialists,
developers, consultants, architects, and managers from different teams with strong
backgrounds working with IAM technologies at the case company. All interviews were
video recorded, and transcripts of these recordings were analyzed comprehensively after
each interview. All interviews aimed to understand the justification for the project delivery
framework and explore current work methodologies, development processes, and the use of
automation testing tools in existing development projects. In addition, the aim was to identify
factors that impact the quality of IAM projects most and determine if new measures are
needed to evaluate the quality more comprehensively in the case company. After all, these

interviews led to the analyses and conclusions of this thesis.
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In the analysis phase, the collected data was structured following Strauss & Corbin's
Grounded Theory (Smolander 2021). After each interview, the following steps were

followed to analyze the data:

e Open coding: Forming different concepts from the data to assign labels to the text

for conceptualizing and categorizing data.

e Axial coding: Grouping concepts into categories to help identify connections

between categories.

e Selective coding: Identifying relationships to understand better the concepts,

categories, and interrelations in the interviews.

(Smolander 2021.)

The main idea for the analysis process was to identify main themes that directly related to
the research questions. After the first round of data analysis, it was obvious that discussions
in all interviews followed seed category questions that had been predetermined when the
interview questions were crafted before the interviews. Therefore, further insights or
observations were not tried to find through repeating data analysis cycles since the core

categories were already well identified.

Once the main themes were identified, detailed analyses and explanations began, which
formed the foundation for the results presented in this thesis. Conclusions were created by

systematically analyzing both the results and the supporting theories.

1.4 Thesis structure

This thesis discusses IAM, quality management, software testing, automation testing, and
test automation tools, specifically within the context relevant to IAM projects. The focus is
primarily on the enterprises because this is where the case company operates. These topics
are covered concisely and aim to offer readers a clear overview of the background research
on related topics. For a deeper exploration of the topic, the reader can review the specific

subject from the references.
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Chapter 2 explains IAM concepts and gives a brief theory to give readers an initial
understanding of IAM and its purpose. Chapter 3 explains software quality management in
a way that provides readers with an overall view of the quality management process in
software development. Chapters 4 and 5 go deeper into software testing and test automation
to explain different testing areas, processes, best practices, and test automation tools for
IAM. The interviews and their results and analyses are discussed in Chapters 6 and 7. Finally,
conclusions are explained in Chapter 8. It also covers other observations made during the

work and discusses the study's significance for the case company.
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2 Identity and Access Management (IAM)

This chapter explains the core components and objectives of Identity and Access
Management (IAM). It also explains shortly Identity (ID), Identity Management (IDM),
Access Management (AM), and Identity Governance and Administration (IGA). These are
important concepts that form the basis of IAM and are essential to understand so that
organizations can protect their digital environments and strengthen their defenses against

ever-changing cyber threats.

2.1 Identity (ID)

Everyone who has access to digital systems has their own digital identity. Our digital identity
is present in almost every aspect of our lives, from managing daily tasks online to work-
related activities. An identity is unique, and besides, it can be an individual user; it can be
any system, application, machine, or device with specific permissions and roles to particular

resources in the organization. (Omoniyi 2023, 21.)

Identity is part of the three important parts of cybersecurity: identity, privilege, and asset
(Haber et al. 2020, 2). All the resources used by an identity need to be protected, and the key
question is to evaluate across the enterprise-level environments to see if something
inappropriate is happening in the system that should noticed. These questions help to identify

the appropriate level of protection in the current environments:

e Who are the users accessing in the system, and does the access align with the user’s

assigned responsibilities (Identity)?
e What resources or information can users access, and is it protected (Privilege)?
e What specific resource or information users interact with, and is it protected (Asset)?
(Haber et al. 2020, 3.)

Typically, one identity is assigned to multiple accounts across the enterprise, and what
identity is allowed to do is defined inside the account with different roles that give the needed

privileges for the identity only for the needed assets (Haber et al. 2020, 31). The following
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figure (Figure 1) explains the typical identity relationship to the account and credentials in

the enterprise environment:

Common Accounts Typical Credentials

—= Local Username and Password

Username and Password,

——e Centralized SSO and MFA

Username and Password,

Functional Certificates, or Keys

Identity

People, Application
or Machine

Username and Password

Managed or Keys

Service Username and Password

Username and Password,

——=o Application to Application Certificates, or Keys

Username and Password

—= Cloud or Keys, SSO and MFA

Figure 1. Basic identity, account, and credential relationship (Haber et al. 2020, 31).

The figure (Fig.1) categorizes different types of IAM accounts and their typical credentials.
It highlights seven types of accounts, such as Local accounts, and specifies standard

authentication methods that are used for each type of account.

2.2 What is [AM

The identity and Access Management (IAM) framework is about processes, policies, and
technologies to help organizations control and manage access to their systems and digital
resources. The IAM framework is essential to organizations for managing their user
identities, permissions, and various authentication methods in the systems. Moreover, it is
important to create a strong and securely managed digital environment across the

organization (Omoniyi 2023, 4).

The main purpose of IAM is to ensure that only people with the right credentials and
permissions can access the organization’s digital environments and resources. In this way,
organizations are not only protecting their sensitive information but can also improve their
operational efficiency by simplifying their user's access to different systems while

minimizing the risk of insider threats with effective access management. The IAM
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framework has many advantages. Besides, IAM improves security and reduces the risk of
data breaches, organizations can benefit from cost savings when productivity increses and
IT workload reduces. Furthermore, organizations can improve their compliance with
different regulatory standards and gain a competitive advantage when they are more

committed to privacy and security. (Omoniyi 2023, 34-37.)

2.3 Key components of [AM

IAM is one of the official security frameworks that is used in most of the enterprise's digital
ecosystems to define, organize, implement, and improve security (Haber et al. 2020, 11-12).
IAM consists of two security areas — Identity Management (IDM) and Access Management
(AM). Identity Management focuses on managing digital identities for users within the

organization's digital ecosystem and involves tasks such as:
e Creating and managing user accounts (Provisioning),
e Removing and deactivating accounts (Deprovisioning),
¢ and maintaining accurate user profile information.
(Omoniyi 2023, 21.)

Access Management (AM) oversees users' access to systems based on user roles and protects

systems from unauthorized use (Omoniyi 2023, 62).

On a practical level, organizations need to examine their resources from five different
perspectives so they can implement IAM effectively: “Authentication, Authorization,
Administration, Audit, and Analytics” (Haber et al. 2020, 11-12). These perspectives are
introduced in the following figure (Figure 2):
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Authentication Administration

S @
Authorization

Analysis

Q.

Enabling users to prove they
are whom they claim to be

Managing the processes and
policies of an IAM system,

Looking back across the
identity lifecycle to review

ideally automating events and confirm that an
integrations with other IAM system is being used
enterprise functions properly
Ensuring that users, once Detecting instances of
authenticated, are tightly improper or faulty credential
governed in what they can usage and triggering
access and do additional controls

Granting and governing access

Figure 2. The five A’s of Identity Management (Haber et al. 2020, 12).

Authentication purpose is to check a user's identity using their login details and a shared
secret. Then, authorization grants permissions based on successful authentication and allow

access to spesific functions (Haber et al. 2020, 12-16).

Administration is important in overseeing authentication and authorization and manages

processes and policies in the IAM system (Haber et al. 2020, 12-16).

Audit processes maintain compliance and stability by overseeing access certifications and
policies. Additionally, with analysis, organizations can review their identities and ensure the

IAM system is used properly during the identity lifecycle (Haber et al. 2020, 12-16).

IAM is also important part of Identity Governance and Administration (IGA), which is
framework for governance aspects to managing roles, permissions, and the entire lifecycle
of identities within an organization (Omoniyi 2023, 6). IGA focuses on managing identities
and their access rights and includes policies for managing roles and entitlements, that ensures
compliance with different regulations. It also provides auditing capabilities to track different

activities in the system e.g., users’s access in the different resources in the system.

While TAM is more about operative aspects of identity and access management, IGA
specifically focuses on governance and administrative functions related to identities and

access rights within an organization. (Omoniyi 2023, 179-186.)
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3 Software quality management

Software quality management (QM) ensures that all development work is done on time,
keeps the budget, meets user needs, and performs reliably and efficiently. When a software
development project meets these requirements, it can be seen to fit for purpose.
(Sommerville 2016, 701.) This chapter will cover the important aspects of quality

management that should be considered in every IAM project.

3.1 Overview

Software quality management can be divided into two main components:
¢ Quality assurance (QA) and
e Quality control (QC).

Quality assurance is about standards and processes that aim to deliver high-quality software,
while quality control is more about applying these procedures to identify and rectify products
that do not meet the quality requirements. However, in the software industry, the focus is

mainly on QA (Sommerville 2016, 701-702).

IAM projects typically involve the development of large-scale solutions for external clients,
which requires a focus on quality management (QM) at both the organizational and project
levels. Quality management framework guides development processes and ensures
adherence to project documentation that covers requirements and designs. Quality
management ensures that planned processes are followed at the project level and that project

outputs meet expectations. (Sommerville 2016, 701.)

As part of the quality management framework, a quality plan defines the standards,
processes, and goals for the specific project. A quality plan is a roadmap that aims to ensure
that quality is maintained throughout the project lifecycle. During the project lifecycle,
project deliverables (Figure 3) will undergo multiple checkpoints to ensure they meet the

standards and goals set by the organization for the project (Sommerville 2016, 701).



17

Software development D1

process D2 D3 D4 D5

)

7\ £

\ e . N\
" % { \ i \
( k . i .. =

Quality management
process

7 o~ 77N\

R AR RS

Standards and Quality : .
procedures plan Quality review reports

Figure 3. Quality management and software development (Sommerville 2016, 702).

For an objective project assessment, quality management should be conducted and reported
by an independent team separate from the software development team. Ideally, these teams
should have organization-wide responsibility for quality management and report directly to
management above the project level. An independent QA team ensures that all
organizational quality goals are met without being influenced by concerns such as schedule
or budget. However, in many cases, especially in small companies, having a separate QA
team is not always possible, and for that reason, the same team carries out QA and software

development practices. (Sommerville 2016, 703.)
3.2 Software quality plan

A software quality plan is a roadmap to ensure quality is maintained throughout the project
lifecycle. The quality plan defines goals for software quality and outlines how quality will
be evaluated. This plan provides software developers a clear understanding of the most
critical aspects they should focus on to ensure that the software meets quality requirements.
Typically, a quality plan is as short as possible and includes these five points (Sommerville

2016, 701-702.):

1. Product Description

2. Product plan with schedules

3. Development process and management
4

Quality metrics and goals
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5. Risks
(Sommerville 2016, 701-702.)

The quality plan includes product description which introduces product and defines the
expected quality standards. It also defines a product plan with schedules, release dates and
project timelines. Furthermore, development process description explains the
methodologies, standards, and management approaches used in software development.
Every quality plan should also describe quality metrics and goals, that are important in
identifying critical quality attributes and setting achievable goals for the project.

(Sommerville 2016, 702-703.)

Additionally, risk assessment idea is to proactively identify potential risks and mitigate them
before they impact the project quality in any way. When all these aspects are considered in
the quality plan, teams can adopt a systematic approach to achieve high-quality software

standards (Sommerville 2016, 702-703).

3.3 Software quality

In software production, the concept of quality can be understood in a way that is similar to
other fields as well — Implementation is seen as high quality if it aligns with the predefined
expectations. However, quality can be interpreted differently depending on how many
factors like customer expectations or the technical standards of the product need to be
considered. Despite these differences, the main goal for the software should always be the
same — to achieve a high-quality final product. This goal can be supported by thorough
planning and testing procedures, ensuring the system meets all predefined quality standards.

(Kasurinen 2013.)

Testing is often seen as an important part of quality management and assurance practices in
the software production lifecycle. It highlights the essential role of testing in meeting the
objectives of quality control and quality assurance in software development. (Kasurinen

2013.)

Sometimes software quality can be challenging to define and assess in the projects. When

the customer provides requirements, software developers may interpret them differently. It
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is typical that requirements comes from multiple stakeholders, but not all stakeholders are
always included in the whole process. This might cause issue that, some stakeholders see the
software quality as poor, even if it meets exactly the defined requirements. This happens
simply because stakeholders were uninvolved in the whole process and could not influence
the final outcome. Additionally, specific quality characteristics are sometimes difficult or
even impossible to measure directly, which complicates the measurement process.
Therefore, quality management teams frequently need help determining whether the quality
is acceptable and meets the intended purpose for which the software was developed.

(Sommerville 2016, 703-704.)

Although testing software is seen as necessary for quality, it is important to note that software
design and development are seen as the most critical aspects in terms of quality from the
perspective of software companies. It is because testing cannot correct software that needs

to be better designed or implemented. (Kasurinen 2013.)

3.4 Software quality standards and certificates

Software quality standards guide a company's operations, and certificates are documents that
prove that the organization follows and meets the standard and its requirements. These
certificates also show customers that the company follows a structured and high-quality
approach in its processes, which helps guarantee the customer's final product and service

quality (Kasurinen 2013).

The ISO/IEC 25002:2024 and ISO/IEC 27001 standards are related to quality and

information security, which are particularly important in the context of [AM.

ISO/IEC 25002:2024 standard is about quality-related practices defined to systems and
software engineering. It is known as "System and Software Quality Requirements and
Evaluation (SQuaRE)” (Iso.org 2024a). It is a framework that covers the concept and
structure of quality models, their semantics, and how they relate to other concepts like
measurement, requirement definition, and evaluation. Additionally, it provides guidelines,
requirements, and examples for using quality models effectively in the organization. (Iso.org

2024a.)
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ISO/IEC 27001 is an Information Security Management (ISMS) standard that guides
organizations to improve their ISMS (Iso.org 2024b). Standard focuses on that company has
a systematic way to manage data security risks with best practices. In the IAM, where the
main idea is to prevent cyber threats, solid information security management and following
its practices are essential. In practice, following the standard helps organizations to
proactively identify and mitigate cyber risks and improve a holistic understanding of
information security. By implementing an ISMS in the way standard defines it, organizations
can improve their risk management capabilities and cyber resilience and this leads to the

operational excellence. (Iso.org 2024b.)

To get certificated, the organization should follow these steps:

e Buy and study certification documentation to understand its requirements and how

to adopt its practices in the organization.

e Define a strategy and build a committed team that develops and implements a
management system according to the new standard. Senior management should also

be involved in the decision-making in this phase.

e Identify training needs for the team to ensure that team has the latest knowledge of

the all details related to the standard.

e Choose an appropriate platform for the organization where the new management

standard can be documented and taken into use.
e Define and document the processes according to the new standard.

e Plan and execute the implementation within the organization.

(DNV 2024.)

Different certification organizations can help to begin in the process by conducting
preliminary evaluations of the new management system's implementation by identifying
areas that need improvement before the certification process begins. They can also help
along the certification process, which usually requires regular maintenance and continuous

improvement within the organization (DNV 2024).
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3.5 Software quality metrics

Software quality metrics help to ensure that software meets specific standards and
requirements and provide useful data for identifying different improvement areas in the
organization. Based on the standard ISO/IEC 90003:2014, the primary goals of quality
metrics are to ensure that software meets its required functions and complies with different

regulations. (Galin 2017, 346.)

With software quality metrics, an organization’s performance data can be compared against
various benchmarks along the projects. Different benchmarks could include, e.g., defined
quality standards, organizational goals, historical data, and industry averages. Performance
data comparison helps make informed management decisions and improve software quality
assurance practices in the organization. To make sure that metrics are effective, they need to
be relevant, valid, reliable, comprehensive, and unique. Metrics should be directly related to
the important software aspects and accurately measure their intended attributes. They should
also produce consistent results under similar conditions and be applicable in different

scenarios. (Galin 2017, 347-348.)

Implementing software quality metrics (Figure 4) in the organization requires selecting
metrics that represent the most critical aspects of software and team performance. It is also
important to define standards and objectives that can be used as targets for the current
projects. Furthermore, these metrics should be systematically documented and reported.
Finally, analyzing the data from these metrics can be done to assess project performance and
make the necessary adjustments based on these insights along the project. Analyzing the
performance data in the projects helps organizations to improve their process for the current
projects as well. (Galin 2017, 349.)

1.Define 3.Implement

4.Analyze

2.Establish

metrics and
targets

take action

relevant
metrics

and report
reqularly

Figure 4. Process to implement software quality metrics.

When evaluating software quality metrics for projects, it's important to recognize that the

effectiveness of different metrics depends on the quality of the underlying data. Therefore,
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effective data collecting is an important factor that must be considered when the metrics are
developed for the projects. In addition, software project metrics are often customized for an
organization's specific business goals, operational needs, and unique challenges. However,
there are some standard metrics that are typically used to assess software quality in the
projects. These metrics include defect density, code quality assessments, and the number of

defects identified after the release. (O’Regan 2014, 172-173.)

3.6 Risk management

The first step in integrating risk management into a software quality plan, presented in
Chapter 3.2, needs a systematic way to identify potential risks. These risks may arise from
various areas, such as business operations, compliance with legal standards, organizational
capabilities, technical issues, or environmental factors. Each risk needs to be analyzed to
determine how likely it is to happen and what impact it could have on the project. Afterward,
strategies to handle these risks can be integrated into the quality plan. These strategies are
customized according to the severity and characteristics of the identified risks. Typical

approaches used in risk management within a quality plan in software projects include:
e Implement preventative measures to eliminate risks,
e mitigate strategies to reduce how often risks appear,
e transfer risks to third parties via outsourcing,
e recognize and manage risks that cannot be avoided,
e and develop plans for all possible risk events.

These strategies ensure the quality plan is proactive in managing risks and can handle

different changes and disruptions during the project. (O’Regan 2014, 67-69.)

3.7 Software quality reviews

Software quality reviews are part of the quality management process that are designed to
assess software products and processes against predefined standards and requirements. The

main goal of these reviews is to verify that all internal and external standards are reached



23

during the project. Reviews also provide feedback for ongoing process improvement and can
detect defects early in the development cycle, and in this way, minimize later repair costs in
the software that would have an effect on the project's overall budget. Additionally, reviews
help to improve stakeholders' confidence by demonstrating that the software meets quality

and functional expectations during the project. (Schulmeyer 2008, 149.)

Two common software quality review types in the quality management process are
walkthroughs and inspections. Walktroughs are informal sessions and common way is that
software developer’s explains and validates the development approaches during these
sessions. These sessions also help to clarify processes and improve the team's agreement on
products and different development practices. Inspection sessions are more formal and
structured reviews, that are used typically at the end of a development lifecycle phase.
Inspections purpose is to ensure that the software meets predefined quality standards that are
defined in the requirements. Inspections require more detailed planning, preparation,
execution, and follow-up than walktroughs and stakeholders can be involved in these

sessions. (Schulmeyer 2008, 151.)

Walkthroughs and inspections are important review sessions that complement each other.
Walkthroughs are way to build consensus and understanding among the whole team, while
inspections are more formal ways to monitor and ensure that requirements are followed

during the development lifecycle. (Schulmeyer 2008, 151-152.)

Software quality reviews are carried out at various stages of the software development
lifecycle, typically after the requirements gathering, design, coding, and testing phases. Each
review focuses on specific aspects of the software to ensure quality management and quality
control during the project. When an approach is systematic, it helps maintain and improve
the quality and meet the business and user needs defined for the project. Software reviews
are a structured way to ensure quality at every phase of software development, which helps
with the early detection of issues and verification that each stage's outputs meet the

requirements. (Schulmeyer 2008, 153-155.)

Based on the study (Sadowski et al. 2018) one of the world's largest technology companies,
Google, has developed an exceptionally efficient software review system to support its
software development activities. Insights from Google's approach to software review

techniques offer a few key points every organization should follow in their reviews: Integrate
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tools, focus on learning, and improve continuously. Integrating tools in the software
development processes significantly improves software review efficiency and scalability and
minimizes errors. Code reviews should go beyond identifying errors and promote knowledge
sharing and educational growth in the organization, which improves the developer's skills in
the long run. In addition, all software review practices should be consistently updated to
ensure that they are aligned with changing organizational and technological demands.
Software reviews can significantly improve the overall quality of software projects by
following Google’s approach and creating a culture of shared learning and ongoing

feedback. (Sadowski et al. 2018.)
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4 Software testing

Before designing test automation, it is important to have a comprehensive understanding of
the software testing lifecycle, its components, and the different methodologies, techniques,
and types it includes. This chapter will go through these topics shortly to give an overall

understanding of software testing.

4.1 Testing lifecycle

The testing lifecycle’s main goal is to validate and ensure the quality of the software product
during the projects. The following figure (Figure 5) introduces the key stages of the testing
lifecycle and highlights the test design activities that are involved in each stage (Forgacs &
Kovécs 2024, 12-13).
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Figure 5. Software testing lifecycle (Forgacs & Kovacs 2024, 13).

The testing lifecycle in software development includes the following stages to ensure the
quality and reliability of the software: test planning, analysis, design, implementation, and
execution. Throughout these stages, continuous monitoring and control ensure that the

process stays on track. (Forgacs & Kovacs 2024, 13.)



26

4.2 Test planning

In the test planning stage, scope, methods, resources, and timeline for intended testing

activities is defined. During this phase the following aspects will be planned:

e Test goals,

e items and features to be tested,

e specific testing tasks,

e selected approach to testing,

e resource allocation,

e testing environment,

e and criteria for beginning and ending tests.

(Forgacs & Kovacs 2024, 13-14.)

The organization's testing policy defines what kind of methods and objectives are used for
the testing. In addition, the organization’s test strategy defines the standards for the creation
of test plans by using already proven best practices from later projects (Forgacs & Kovacs

2024, 13-14).

Specific guidelines from the project's test strategy eventually shape how tests are planned
and carried out in practice. In some cases, testing should start early, aiming to fix problems
before the software is fully developed, or sometimes testing can begin after the software has
been launched. Depending on the project's needs, the selected testing method might use
different strategies and approaches that are typically risk-, experience-, or specification-

based. (Forgacs & Kovacs 2024, 13-14.)

4.3 Test analysis

In the test analysis stage quality standards are set for the software product. Quality standards
are typically based on foundational documents or existing knowledge, and helps in
understanding of current challenges, and forecasts possible issues that project team might

face in the tests (Forgacs & Kovacs 2024, 14-15).
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The test analysis phase includes typically the following steps before its evaluation:

e Reviewing test basis to understand different business and system requirements,

including functional and technical specifications, and source code.

e Defining the features and scenarios that need to be tested. It involves setting
objectives for the testing, which defines wheter tests meet or does not meet the

defined criterias.

e Analysing the risks of each test object to identify their potential impact and how

likelihood failure is.
(Forgacs & Kovacs 2024, 14-15.)

Test analysis phase helps to foresee future challenges and ensure tests are based on
requirements and documented. This phase is also one of the key’s to managing risks and
expenses in software development, as issues can be detected early, which helps lower the
cost of fixing defects later on the project. It is also needed as a preparation for a systematic
and practical testing process that matches the project's goals. (Forgacs & Kovéacs 2024, 14-
15.)

4.4 Test design

The test design phase includes seven detailed activities, which are presented in Figure 6 in
Chapter 4.1. The design process begins with developing technical testing strategies that aim
to improve product quality and optimize costs during the project. These strategies are guided
by risk analysis made in the analysis phase. Test techniques are then selected based on the
defined testing objectives. Good testing techniques are understandable to stakeholders and

compatible with the organization's automated tools. (Forgacs & Kovacs 2024, 19.)

After test techniques are selected, it is important to define when to stop creating additional
test cases and how many tests are necessary for each scenario to ensure that the set of test
cases is comprehensive and that all requirements can be tested. Test data is typically
manually generated or produced with automated tools. The test case design should use a

standard template that includes details, such as ID, description, preconditions, and expected
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outcomes. Standardized test design document in the organization ensure comprehensive

documentation and clarity of each test case. (Forgacs & Kovacs 2024, 20-21.)

Furthermore, in this stage it is important to plan and manage how to set up the test
environment and configure the necessary software, hardware, and network settings to fit the
testing requirements so that tests can be done without issues. In the end of this stage, all
critical documents that is created during the test design phase is reviewed. This review
confirm that everything is linked correctly, and traceable from the test basis to the test
conditions and procedures, and ensures the test design is complete and accurate. Good
approach to the design phase is keep the mindset that it will be completed only once, but
after this various tests can be implemented and executed multiple times without need to

change test design at all. (Forgacs & Kovacs 2024, 24-25.)

4.5 Test implementation and execution

In this phase of the testing lifecycle, all the designed test cases are moved into actionable
test scripts. These scripts are detailed documents that explain the necessary steps and data
for executing tests, such as specific interactions or steps that need to be followed with the
application interface. It could be beneficial to develop test automation in this phase of the
project, especially if the project is long-term and includes repetitive regression testing. In
addition, preparing the test environment should be done at this point. (Forgacs & Kovéacs

2024, 25.)

Finally, all the test cases are executed against predefined criteria that are defined in the test
scripts documentation. The execution phase is iterative and typically the longest part of the
testing lifecycle. After the testing phase, detailed report is done, which covers the entire
project. This final step completes the project and offers a comprehensive analysis that
includes also all test results. After this, quality metrics can be shared with stakeholders with
an assessment of related risks of the development. This process ensures that all testing

activities are well-documented and evaluated (Forgacs & Kovacs 2024, 26.)

Monitoring tests should be done regularly during the test lifecycle. The idea is to compare
actual testing progress to planned outcomes. Monitoring includes test control, which take

necessary actions to ensure that planned outcomes will be reached. Test monitoring and
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controlling is typically overseen by the test manager, who in charge of activities such as
collecting, validating, and communicating relevant data and metrics from the different test

activities. (Forgacs & Kovacs 2024, 14-15.)
4.6 Software testing methodologies

There are some common Agile software development methodologies that integrates testing
effectively into the development process: Test-Driven Development (TDD) and Behavior-
Driven Development (BDD). TDD is an test-first Agile development technique, where tests
are written for a program before writing any code. When using this technique, tests are
written for the required functionality at the beginning of the project and idea is to ensure that
the code meets the requirements. (Parsa 2023, 45.) BDD testing technique completes TDD
(Figure 6) by ensuring that all the new functionalities behave as users expect (Testbytes

2019).

Write a failing /_\‘
feature test
BDD

Write a
Failing Test

Make the
test pass

TDD

n cycles

Refactor

Figure 6. Behavior Driven Development complements Test Driven Development

(Testbytes 2019).

BDD starts with acceptance tests by selecting a feature that is written in natural language
based on the required behavior. After this, the feature is converted into executable code. In

the beginning of the test process, tests will fail because the work with the feature is not yet
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completed. At this point, TDD method will be used to finalize the development of the feature.
BDD focus on behavior- and user driven requirements before moving into the TDD cycle,
that is focusing more on unit testing. The main idea is to ensure that the software is
technically correct, fulfills all the user needs and behaves as users expect. Typically, BDD
tests are automated, which makes systematic execution against acceptance criterias possible
during the development cycle. Both TDD and BDD are seen as necessary parts in the test
automation because in this way can be ensured that development work is aligned closely
with business and user needs. This will lead to the better quality in the software projects.

(Parsa 2023, 79-80.)

4.7 Software testing techniques and types

This section will cover software testing techniques (smoke and regression testing) and

functional test types (unit and integration tests) which are most relevant to test automation.

Smoke testing is often the first step in software testing that is used to verify that the most
critical functions of a software application function as expected. Smoke tests are done
typically at the start of the development process or following the release of a new build.
Main idea is to confirm that all the essential aspects of the application are functioning
correctly before moving on to more comprehensive testing stages. With smoke testing testers
can quickly identify any major functional issues that may need more detailed testing. In this
way, smoke tests work as a preliminary tests and evaluate if a current software build is stable

enough to continue for further testing. (Geeksforgeeks 2024.)

Regression testing is sometimes seen as an independent testing technique, but it is a broad
term for re-testing software and it verifies that the system remains operational and correct
after modifications to any segment of the software. Regression testing is sometimes used
during the development lifecycle to confirm the milestones of the project. In this way, idea
is to ensure that the all system functionalities work as expected in the specific milestone.
However, the fundamental idea of regression testing is to confirm the disruptions within the
system after any modifications, regardless of whether these changes are directly related to
the tested segment of the system. Typically, regression test cases are highly compatible with
test automation, and automated tests can be deployed at different stages within a project.

(Kasurinen 2013.)
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During the technical development phase, unit testing and integration testing are critical tests
which ensures that all components of the software function and interact correctly. Typically,
unit tests are used to test the minor components of a program to ensure they work correctly
before the final testing is done. Unit tests are a fundamental parts of TDD, where tests are
written before the actual code, and it ensures that each basic unit of the software performs

as expected. (Parsa 2023, 45.)

Integration tests are done to test the different components, how they interact and connect
together, and idea is to ensure that all components work together as expected. This approach
is important for identifying and fixing defects early in the development lifecycle.

(Geeksforgeeks 2023.)

In this context, it is important to note that sanity tests are common way used to verify specific
functions after minor changes in the software development. However, sanity tests are
generally unsuitable for automation, because tests are done for specific functions after some
minor changes. Creating automated sanity test would require much time, and compared to
that, it is much more effective to manually test these changes. In contrast, smoke and
regression tests are well-suited for automation and excellent choices for test automation.

(Kasurinen 2013.)
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5 Test automation

Test automation is a form of testing where tests are executed automatically. Like manual
tests, automated tests focus on ensuring that a system is specifically designed for this
purpose. Test automation can be used as a quality control tool to ensure that all the
functioning parts of the system remain working despite different changes in the system, and
this makes test automation an important part of software quality management. This chapter

will go through these topics to give an overall understanding of test automation.

5.1 Overview of test automation

Test automation can be done in various ways, depending on the context. However, the
approach that works in one situation may not be suitable in another, and this is one reason
that makes implementing test automation complicated. While test automation is not the
answer for all test-related problems, it can still have huge potential. When test automation is
implemented effectively, it can help software developers complete their tasks more
efficiently and effectively. However, at this point, it is important to understand that test
automation is not designed to test the functionality of new components of the software, and

for that reason, it is not intended as a testing tool for new functionalities. (Kasurinen 2013.)

The main goal of test automation is commonly seen to build tests that can be automatically
run for test cases that need to be tested many times so that they can be executed quickly and
regularly. Typically, the idea is to free up the time on other tasks that testers currently spend
on manual testing — testing the same basic things regularly is not time-efficient. However,
too many times, test automation is seen as a replacement for manual testing, even if it can
only complement the work that needs to be done by manual testing. Quite often, the intended
use of automation testing is forgotten, and it may be used to test for functions that are better

suited for manual testing. (Kasurinen 2013.)

The main benefits of test automation are efficiency and reusability, and this offers the
potential to improve software quality and shorten the test periods in the testing lifecycle. In

addition, test automation improves test coverage and accuracy in the tests when more tests
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can be done automatically and more accuracy than humans can manually do. (Leloudas

2023, 161-162.)

The following factors that test automation can improve in test processes are most commonly

recognized:

e Regression tests can be run quicky and repeatedly.

e More tests can be done when automation provides faster tests.

e Performance and stress tests are almost impossible to do without automation.
e Resources can be focused on more rewarding work.

e Automated test results can be easily compared to previous tests.

e Tests can be reused in different environments.

e Test automation increases confidence among the stakeholders.

(Kasurinen 2013.)

However, turning these possibilities into practical outcomes takes time and effort and poor
implementation of test automation may even prevent these advantages from being achieved.
Often, test automation projects are not recognized as comparable to other large software
projects, despite projects requiring as much time, similar processes, and effective

management to succeed. (Laukkanen 2006.)

According to studies, problems often arise in implementing test automation if the
organization is not structured in a way that strongly supports it. It is also typical that
automation is tried to be done with the wrong tools, and there is an attempt to expand its use
to too many applications at the same time. Problems can also appear if users are not trained
in the test automation tool or if insufficient resources are allocated to the project. (Kasurinen

2013.)

5.2 Costs of test automation

Common misunderstanding is that test automation leads cost savings in the project. It is
important to note that effective use of test automation requires a lot of maintenance and

resources, and for this reason, its use in a project is not always economically viable. Creating
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automated tests is demanding and laborious work which requires typically quite much

resources and process can be compared to developing the system itself. (Kasurinen 2013.)

However, using the test automation can become more cost-effective if some specific tests
need to be performed frequently throughout the project. Based on the studies and various
estimates (Kasurinen 2013), test automation may be good option when spesific tests need to
be performed at least 4-20 times during the project. However, it is good to note that even
though building test automation may be sometimes expensive, performing automated tests
frequently are relatively cheap, because it doesn’t need extra development effort. Some
studies have also estimated that automating test cases is not economically viable if test cases
are executed less than eight times before the test sets needs to be modified. For that reason,
it is important to consider what kind of tests cases are reasonable to automate by estimating

how often tests are really needed in practise. (Kasurinen 2013.)

Based on the study (Ramler & Wolfmaier 2006), the break-even point (Figure 7) for the
profitability of building the test automation in a project can be estimated by understanding
the overall development costs and benefits for the project and considering the following

factors:

e (alculate all the fixed and variable costs.

e Estimate test run frequency for each case.

e Calculate benefits in work time.

e Evaluate the complexity of test cases.

e Evaluate the lifespan of the software.

e Evaluate how organization’s resources to maintain automated tests.

e Model the break-even point for test automation.

(Ramler & Wolfmaier 2006.)
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Figure 7. The break-even point for automated testing (Ramler & Wolfmaier 2006.)

In practice, the break-even point can be modeled by comparing the costs of a single
automated test (Aa) and the costs of performing a manual test for one test case (Am). To
calculate these costs for a project, the organization needs first to identify the costs for
defining and developing automated test cases (Va), the costs for defining test cases (Vm), and

the number of times that automated tests will be executed (n). (Ramler & Wolfmaier 2006.)

Sometimes there are problems in calculating break-even point. It is typical that costs are well
calculated, but the savings in workload, and especially when test coverage increases, are not
considered well enough. In addition, some extra costs, such as maintenance, are not always

considered in the costs as should be. (Ramler & Wolfmaier 2006.)

When evaluating test automation profitability, it's important to note that automating a single
test case is considerably slower, and for that reason, it is also more expensive than running
an individual tests manually. However, repeating a manual test is often really time-
consuming compared to test automation, which is fast to perfom after it is developed.
Therefore, automated test cases that can be repeated without any major changes are often
profitable to automate. However, it's important to remember that time and resources outside
the project should also be allocated for building automation tests and maintaining test

automation. (Kasurinen 2013.)



36

5.3 Well-suited areas for automated tests

Test automation is mainly used to reduce the amount of manual regression testing (re-testing)
and based on the experiences, best areas for the test automation are: smoke, unit, and
integration testing. Automated tests can be performed anytime of the day when needed e.g.,
overnight daily and with automated regression testing it is possible to perform and report
tests regularly. In this way organization can have system status and information about

corrections daily if any problems are detected in the tests. (Kasurinen 2013.)

When organization is defining what areas would be good for the test automation, it is
important to understand that the goal of test automation should be to seek a tool that focuses
more on detecting new problems in the system rather than trying to detect the parts of the

system that previously worked, but have broken during the development. (Kasurinen 2013.)

5.4 Robot Framework

Robot Framework is a general open-source automation framework that is used for test and
robotic process automation (RPA) (Robot Framework and Ry 2024). It is one the most

popular and well-known test automation tool among professionals for the following reasons:
e Itis flexible and extensible.
e Software companies use the tool widely in the industry.
e It makes automation cost-effective.
e Software developers experience it easy to use.

e [t has an active community that helps and supports.
(Robot Framework Ry 2024.)

Robot Framework is flexible and can be integrated with other tools, and it makes the
customization of automation solutions possible for specific purposes. This is beneficial in
IAM, where technical solutions can be complex and test automation requires that various
different test scenarios need to be automated. Robot Framework is used in many software

industry-leading companies, which indicates it is working tool for automation. Based on the
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Robot Framework Ry (2024) it is reliable and effective in real-world environments and free
to use without licensing costs, which making it an cost-effective option for all organizations.
In addition, framework uses a human-readable syntax (Figure 8) that is easy to read and
write. It makes framework easy to use even to those who may not have advanced
programming skills, and this way, adoption and onboarding is quicker among the new

developers. (Robot Framework Ry 2024.)

Test

Run Test
Login User with Password
Connect to Server
Login User ironman 1234567890
Verify Valid Login Tony Stark
[Teardown] Close Server Connection

Run Test
Denied Login with Wrong Password
[Tags] negative
Connect to Server
Run Keyword And Expect Error *Invalid Password Login User ironman 123
Verify Unauthorised Access
[Teardown] Close Server Connection

Figure 8. Robot Framework uses a human-readable syntax (Robot Framework Ry 2024).

Robot Framework also has a wide broad of different libraries and tools that are supported by
a large and active community. Different libraries extend the framework's capabilities and
make customizations and development easier in all environments. Active community around
Robot Framework also offers support and advice for the development. In addition, the
community is dedicated to continuously improving the tool and ensuring it works reliably.

(Robot Framework Ry 2024.)

5.5 Jasmine

Jasmine is an open-source testing framework designed for JavaScript (JS) and can perform
automated tests in any environment where JS runs. It can be used to test websites and Node.js
projects, and tests can be performed in all major browsers, e.g., Safari, Chrome, Firefox, and
Microsoft Edge. This makes Jasmin a widely compatible testing framework for unit testing

in applications. (Github 2024.)
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Based on the interviews during this work, Jasmin is not a well-known test automation tool
among professionals in the IAM field, but it is really popular among JS developers for the

following reasons:
e Itis a free, open-source framework.
e FEasy touse.
o [tis flexible.
e Capable for asynchronous testing.

e Supported by active community.
(Jasmine 2024.)

JS developers use Jasmine widely in the industry because it is free to use, and they
experience Jasmine as easy to write because of its syntax, which is familiar to JS
development. In addition, the way the tests will be written using natural language by
following behavior-driven development (BDD) makes tests easy to write. It is also flexible
for different purposes and can be customized for different testing in modern web
applications. Jasmine also has an active community that supports and offers documentation

and resources for test automation developers. (Jasmine 2024.)

When considering Jasmine for the IAM test automation tool, it is good to note that it can be
integrated with ServiceNow Automated Test Framework (ATF) to test server-side
functionality (ServiceNow 2024a). In case, IAM is developed in the ServiceNow platform,
Jasmine can complete the ATF tests so that test cases can cover the ServiceNow platform
tests and different integrations when Jasmine is used. In this way, Jasmine makes it possible

to test automatically various IAM-related functionalities.

5.6 ServiceNow ATF

ServiceNow Automated Test Framework (ATF) is used in the ServiceNow application for
automated testing to verify application functionalities, configurations, and customizations in
non-production instances. ATF is used for functional testing, and it can automatically create

records, check field values, and verify if tests meet the expected results. Based on the
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interviews during this work, it is not a well-known test automation tool among professionals

in the IAM field, but it is popular among ServiceNow developers for the following reasons:

e Itreduces development and upgrade time by replacing manual testing with automated

testing.
e [t can be used to create reusable tests in the ServiceNow platform.
e It is independent of UI changes, and tests cannot break the system.
e ServiceNow developer's experience it easy to use.
e [t can help to avoid user error while testing.
e [t promotes platform stability and quality.

ATF can significantly improve testing processes in ServiceNow instances (Figure 9). By
automating the manual tests in the test lifecycle, ATF reduces the time required for upgrades
and development by providing framework that allows creating reusable tests based on

examples without need to write any code (PMD NowSolutions 2023).

+ auick start tests

(réusdble exahpié
tests) available today

NN

Get organized y . Reduce overhead of
with suites ( e |  manual testing

¢ |ogy

Rollback test data 4
N when finished ~—_ - Get results fast

No-code testing

Figure 9. ServiceNow Automated Test Framework (PMD NowSolutions 2023).

Test efficiency is improved by eliminating the need for repetitive manual testing— tests
must be set up only once, but they can be reused, which saves time in the long run. In
addition, tests can also be reused in future upgrades and releases, which makes all automated
tests lifecycle long. Another benefit is that automated tests are executed with consistent
accuracy, which reduces the possibility of user errors. ATF is also flexible because users can

modify tests that are provided by ServiceNow or create by cratch own templates with
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predefined steps without writing code. Moreover, ATF is independent of UI changes, which
ensures stability by preventing test failures related to interface updates, which increases

confidence in the platform's reliability and quality during the test lifecycle. (ServiceNow
2024a.)

ServiceNow ATF can be integrated with Jasmine by calling tests from the defined steps of

ATF tests to test server-side functionality in modern web applications (ServiceNow 2024a).

ServiceNow ATF includes modules for creating, editing, running, and reviewing tests and
test suites. Detailed test results can be viewed right after the test easily because they include
screenshots and report from each test step. In addition, the framework has functionalities for

scheduling test suites which makes possible to run tests when needed (ServiceNow 2024b).
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During the thesis work, data were collected through interviews (Appendix 1) with a diverse

group of professionals with strong backgrounds in IAM technologies. These interviews were

recorded via video and with transcripts for later analysis, which are explained more in

Chapter 7. The main themes of these interviews were to find out the rationale behind the

project delivery framework, understand existing work methodologies and development

processes, and learn how automation testing tools can be used in IAM projects.

6.1 Overview

During the thesis work, 6 group interviews were conducted, which involved 11 different

professionals from the case company, including specialists, developers, consultants,

architects, and management team members, all of whom worked closely with IAM

technologies at the case company (Table 1).

Table 1. Interview groups.

Interview Interviewees roles in Description Group average work
group the case company experience with
IAM technologies in
years
Group 1 Director of [JAM The interviewee is responsible for More than 20 years
technologies managing the IAM technologies
development unit.
Group 2 IAM Developers / The interviewees are responsible for More than 10 years
Consultants the development and testing of IAM
technologies.
Group 3 IAM Specialists The interviewees are responsible for Less than 5 years
managing user access and maintaining
IAM technologies.
Group 4 IAM Developers / The interviewees are responsible for Less than 5 years
Consultants the development and testing of IAM
technologies.
Group 5 IAM Developers / The interviewees are responsible for More than 15 years
Consultants / the architecture, development, and
Architects testing of TAM technologies.
Group 6 External Software Test | The interviewee is responsible for the Less than 5 years
Consultant quality assurance and testing activities.
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The work experience of the interviewees with IAM technologies ranged from approximately
half a year to 25 years, and similarly, their years of working experience within the case
company varied accordingly. Almost all the interviewees were also able to reflect on their
previous work experience, particularly about questions related to quality management,
because their prior work experience was often in the same industry. From a research
perspective, there was sufficient and sufficiently diverse experience to provide various

perspectives on the topics that can be seen as reliable and useful for the research.

In addition, an external consultant with practical experience with IAM technologies and a
strong background in quality assurance and test automation was interviewed (Group 6). This
interview confirmed some of the analyses already conducted within the case company and

provided useful ideas for the conclusions, which are explained more in Chapter 8.
6.2 Process

The first step in the interview process (Figure 10) was identifying the right candidates who
were important to interview for the study. This was achieved by discussing with the
management and defining all the key stakeholders who work closely with the IAM
technologies in the case company. Once potential candidates for the interviews were
identified, personalized invitation messages were sent to everyone (Appendix 2). These
messages detailed the purpose of the interview and its significance to the research and the

case company.

1.ldentifying 2.Interview 3.Scheduling . 5.Conducting 6.Data .
. S . . 4.Preparation . " . 7.Reporting
candidates invitations interviews interviews ELELES

Figure 10. The interview process in the case company.

Interviews were scheduled at mutually convenient times for all candidates in the interview
group. This step involved coordinating with the candidates to select appropriate times,
ensuring the process was as smooth as possible for everyone. Before the interview, all

candidates received meeting invitations and a set of questions that will be discussed during
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the interview. It allowed the candidates to prepare their answers before the meeting and
provided a more efficient interview session where candidates actively joined in the

discussions and shared their ideas.

All the interviews were structured based on predefined questions to gather comprehensive
and relevant data while keeping a professional and engaging environment. After the
interviews, all the responses were analyzed using the Grounded Theory approach. It involved
open coding, where data is categorized into themes based on similarities and patterns that
were found in the interviews. Furthermore, the data was analyzed, forming the basis of the
comprehensive report of findings, discussing how the data from the interviews is related to
the research questions and objectives. Finally, the study's results were created and reported

in the thesis.

6.3 Interview questions

Interview questions were created based on the research objectives, the researcher’s
experiences, and the literature review that was done before the interviews. Predefined
questions were given to candidates before the interviews and worked as the guideline for the
discussions, and these topics were explored in slightly different ways with different
interview groups, depending on their backgrounds and experiences. For example, certain
interview groups have strong experience in automation testing, but others do not, and
discussions in these interviews were more focused on issues related to quality management.
The interviews were structured to ensure that all participants could share their unique
experiences and insights, allowing them to reflect on their backgrounds instead of simply
answering the given questions. The interview questions that were given to the interviewees
before the meetings and discussed during the interviews are introduced in the appendices

(Appendix 3).
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7 Findings and discussions

This section covers the findings from the interviews with the [AM professionals. The results

are categorized based on the interview questions and will give an overview of the discussions

with the interviewees and analyze them.

7.1 Project delivery framework

All interviews provided many common views on the project delivery framework. Based on

the interviews, the objective of the project delivery framework is to ensure that all the case

company’s projects use a systematic and standardized process, regardless of what kind of

technology is used, who the customer is, or which team is implementing the project. The

following table (Table 2) summarizes project delivery framework questions and findings.

Table 2. Project delivery framework questions and findings.

Question Group Discussions

2.1 Main 1) Ensure delivery projects are standardized and profitable while ensuring customers
objectives of | receive what they ordered.

the project 2) Document and break down the tasks for scheduling and budgeting.

delivery 3) To provide structure that ensures tasks are completed as planned.

framework? 4) Systematic method of delivering projects that can be adapted to different customer

needs.
5) Guide project planning and implementation to ensure that goals are met.
6) The question was not included in the interview.

2.2 Important

1) Scoping and scheduling are important to avoid delays and misunderstandings during

parts of the projects.
project 2) Clear structure, documentation, and specific guidelines improve clarity in work.
delivery 3) Planning, clear documentation, and a unified approach across teams improve
framework? consistency and quality.
4) Having a framework that can be tailored while maintaining universal guidelines.
5) Planning and obtaining all necessary information upfront to avoid mid-project changes.
6) The question was not included in the interview.
2.3 Can the 1) Yes, it will reduce dependency on individual experts and ensure consistent quality
new project across projects.
delivery 2) Yes, but it should be scalable and customizable to suit different project types and
framework customer needs.
support the 3) Yes, providing a consistent approach and clear guidelines supports goals.
company’s 4) Yes, if it is flexible enough for various projects while ensuring consistency in delivery
goals? methods.

5) Yes, it will help guide the customer projects and ensure all important aspects are
covered.
6) The question was not included in the interview.
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The framework aims to ensure that customers receive what they have ordered and that the
project's final outcomes meet all their requirements and expectations. The framework is also
seen as an important aspect of ensuring that projects are delivered efficiently and in a way
that is commercially profitable for the case company.

“Framework aims to ensure that project deliveries are uniform and meet client expectations
while also being commercially viable for the company.” — Interviewee, Group 1

“Structured approach helps in delivering projects more efficiently and meeting client
expectations.” — Interviewee, Group 2

From the interviewee’s perspectives, it is seen that the project delivery framework helps
project teams manage the project's scope and schedule, which are seen as typical objectives
for a successful project in a case company. It is also seen that the project delivery framework
could improve customer relationship management, and in this way, it can help to avoid
project delays that are seen to happen when scope expans during the project, often due to the
changes in the customer requirements.

“Framework could improve customer relationship management, helping to avoid project
delays caused by changing customer requirements.” — Interviewee, Group 3

Another commonly identified problem among the interviewees is that even if the project
outcome matches the defined solution and exactly the predefined requirements, it may not
meet all of the customer's expectations because the person who is conducting the acceptance
testing is not always the same person who defined the solution at the beginning of the project.
It is seen that a clear project model can help to ensure that all the stakeholders are involved
from the beginning of the project and it can help to ensure that all the project outcomes will
meet the customer’s expectations.

“Inconsistency in requirements during acceptance testing can be mitigated by ensuring that
all stakeholders are involved from the beginning of the project.” — Interviewee, Group 5

“Effective project management requires a clear framework and structured documentation
from the beginning to the end of the project.” — Interviewee, Group 5

All interviewees had a common opinion that the project delivery framework can support
delivering high-quality IAM solutions by increasing systematic way of working, and
adopting uniform practices across different teams in the case company. It is seen that it can
help in the future projects as well, when common project delivery framework can help to

identify different areas for the problems that were faced in the previous projects, and this
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way team can plan actions to prevent facing the same issues in the future by following the
structured way of working in each stage of the project.

“Structured approach can help the team to plan actions to prevent facing the same issues in
the future.” — Interviewee, Group 3

The project delivery framework is seen as a foundation for producing high-quality solutions,
improving customer satisfaction, and strengthening trust in the company's operations among
the customers and the systems that are developed during the projects. Based on the

interviews, the main reasons for the project delivery framework are:

e Scope management,
e Time management,
e Communication and reporting standards,

e and systematic way of working.

Managing the scope helps define and control all the objectives, requirements, and tasks that
are set for the project. It ensures that all the parties in the project understand its goals and
helps to prevent uncontrolled scope expansion during the project. The scope is emphasized
in all interviews, where it is noted in the discussions that all the ambiguities in scope can
cause significant problems, negatively affect the project’s quality, and increase the overall
workload of the project.

“Planning and detailed documentation throughout the project is important for maintaining
high quality and managing scope.” — Interviewee, Group 5

“Involvement of stakeholders and clear communication are important to avoid

’

misunderstandings and ensure that the project remains aligned with client expectations.” —
Interviewee, Group 5

“Detailed documentation, clear project scope, and well-defined objectives set stage for the
project success.”” — Interviewee, Group 2

Managing the schedule is important for tracking the tasks, timing, and progress of the
project. It includes scheduling tasks, allocating resources, and monitoring the timeline. On-
time delivery for the project and all individual tasks is critical for customer satisfaction and
commercial success because delays often negatively affect the project’s budget and how the
customers experience the project. Interviews highlight that project delays are often due to
customers, which underscores the importance of managing customer relations for the whole

project lifecycle. However, based on the interviews, it cannot be said what concrete actions
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were taken to prevent delays that are seen to be caused by the customers. This leaves the
question of whether planning and managing the scope and requirements are done in a way
that prevents time management issues proactively from the beginning of the project.

“Project delays typically result from customer-related issues, such as not receiving timely
support from third parties or customers being indecisive about certain aspects of the project.

These delays negatively impact the project’s budget and the overall customer experience.”
— Interviewee, Group 1

Clear and effective communication between the project team, stakeholders, and the customer
is also seen as one of the important aspects. Reporting standards ensure that all parties
understand and are up-to-date on the project's progress and potential challenges that will be
faced typically at some stage of the project. It is seen that this way, the company can also
improve customer satisfaction and meet customers' requirements and expectations when all

parties stay informed.

“Effective communication and reporting keep everyone aligned, which is important for the
success of the project.” — Interviewee, Group 2

When project management practices are uniform, all projects will follow the same
predictable delivery model regardless of the project team, technology, or customer. The
common systematic way of working is seen as one way to improve the quality and reduce
errors during the project. However, while a common framework is seen as a welcomed
change, some discussions underline the need for flexibility in the framework because it is
seen that processes vary across different customers, and projects need to follow more
customer processes than predefined processes that are defined by the case company. Thus,
based on the interviews cannot say why customers are not willing to adopt the way of
working that is defined by the case company and if it is something that has been proactively

tried to establish in the projects.

“Project delivery framework approach is often tailored to individual projects. Flexibility in

the framework is important, especially since not all projects or customers are similar.” —
Interviewee, Group 5

73

t is important that teams can customize project delivery framework to meet the unique
customer needs and challenges of each project.” — Interviewee, Group 2
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7.2 Quality management, metrics and certification requirements

In the interviews, quality management is seen as a way of implementing different processes

and practices. The idea is to ensure that the project's outcome meets the customer’s

requirements and the project's goals. Quality management includes reviewing and

documenting all the different project stages, from planning to implementation and follow-

up. The following table (Table 3) summarizes questions and findings related to the quality

management, quality metrics and certification requirements.

Table 3. Quality management related questions and findings.

Question Group Discussions
3.1 Quality 1) Ensure projects meet customer expectations and minimize post-delivery issues.
management | 2) Ensures proper planning to deliver required solutions for customer needs.

definition in
the context of
IAM?

3) Ensures that the solution is made for the customer’s needs and follows best practices.

4) Improve transparency and clear customer communication to ensure all aspects are
covered and issues are minimized.

5) Include comprehensive testing and validation processes like peer reviews and systematic
checks.

6) Ensures all project processes meet high standards and customer expectations, focusing
on security and functionality.

3.2 Important

1) Clear scope definition and stakeholder agreement are important to avoid

factors that misunderstanding and ensure project success.
affect the 2) Proper planning, documentation, and continuous customer engagement.
quality of 3) Accurate scope definition, stakeholder agreement, and comprehensive documentation.
company’s 4) Leadership, guidance, documentation, and maintaining a clear understanding of
IAM customer requirements and project scope.
projects? 5) Comprehensive planning, continuous testing, and customer feedback throughout the
project lifecycle.
6) Effective communication, comprehensive testing, and adherence to security standards.
3.3 Quality 1) Currently, no systematic quality metrics are used.
metrics 2) Currently, no systematic metrics; feedback is gathered through informal ways.

currently in
use?

3) Meeting deadlines, customer feedback, and delivering what was requested.

4) After ticket closure, feedback surveys are sent to users.

5) No systematic metrics; feedback based on customer support cases and issue resolution.
6) Metrics include test coverage, issue resolution time, and customer feedback.

3.4 Possible
IAM project
quality
measurement
improvements
in the future?

1) Tracking post-delivery issues and customer satisfaction more systematically.

2) More systematic feedback collection during the project lifecycle, considering customer
satisfaction.

3) Systematic feedback collection, potentially a scoring system based on various project
aspects.

4) Conducting more surveys, possibly with external stakeholders, and ensuring easy-to-
answer feedback system.

5) Systematic tracking of support cases, technical debt, and continuous improvement
feedback from customers for more comprehensive understand of overall quality.

6) More comprehensive metrics, including security compliance, test coverage, and regular
customer feedback.

3.5
Certification
requirements

1) There are no specific requirements, but following information security and secure
development practices is seen as important.
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and standards | 2) Some customers require certificates, but there are no strict internal standards required.

that need to 3) Technology-specific certifications are seen as important.

be followed 4) No specific certifications or standards were mentioned.

regarding 5) No specific certification requirements; compliance with organizational and vendor-

quality specific standards.

management? | 6) Adherence to ISO standards, particularly ISO 27001, and ensuring compliance with
internal security policies.

3.6 Are new 1) Yes, improving planning and integrating automated testing into the delivery framework.

actions or 2) Yes, standardizing practices across the organization to ensure consistency and quality.

strategies 3) Yes, creating a clear and easily followable structure for everyone.

needed to 4) There is no clear need, but continuous improvement and addressing new challenges are

improve the important.

quality of 5) Yes, focusing on continuous improvement and addressing resource constraints to

IAM project enhance quality and efficiency, e.g., with test automation.

deliveries? 6) Yes, integrating more automated testing and improving documentation and
communication practices.

In the discussions, find out that if there are quality issues in the project, they often cause
extra work, and this has an effect on the project schedule. Typical quality issues in the project
need corrections in the development during the project, warranty work after work is moved
to production, or increased support work after the project. It is seen that poor quality
correlates straightforwardly with customer satisfaction and how they experience trust in the

company's operations and the developed system itself.

1

“Poor quality leads to more support work and can erode client confidence in the system.” -
Interviewee, Group 1

Customer’s loss of confidence is seen as the most significant risk that will be realized if
quality management fails during the project, and the following aspects, in general, are seen

as important for quality management to avoid this problem:

e Performing all the development work in a way that meets the customer’s needs and
expectations.

e The use of processes, methods, and tools to manage the project and help to identify
and correct problems early.

e A continuous improvement process is important, where feedback and lessons learned
from previous projects are actively applied in new projects to make sure that quality
is improved constantly.

e Specific security and quality standards should be followed, as well as other standards

required by the customers.
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“Quality assurance is a continuous process throughout the project lifecycle.” — Interviewee,
Group 2

“Customer’s loss of confidence is the most significant risk if quality management fails during
the project.” — Interviewee, Group 4

“Consistent documentation practices provide better project handovers and allow for easier
tracking and improvement of project processes.” — Interviewee, Group 2

“Effective initial planning and documentation are key to maintaining high quality.” —
Interviewee, Group 3

In addition, several interviews highlight some individual factors (Table 4), and based on the
discussions, the following factors are seen as the most important for quality management in

the IAM project.

Table 4. Important quality management factors in the JAM project.

Factor Explanation

Clarity of project scope A clear project scope ensures that all stakeholders have the same
understanding of what the project aims to achieve. This helps manage
expectations and target the right efforts in the right place during the
project.

Engaging stakeholders early in All stakeholders who evaluate the project outcomes should be

the project who are responsible involved from the start of the project. This can help identify

for evaluating project outcomes | mismatches between expectations and specifications in the early phase
and prevent issues at the end of the project when outcomes are

evaluated.
Precision in requirement Accurate, detailed, and documented requirement specifications are
specifications and important to meet customers’ expectations and help project teams
documentation work.
Managing schedule Creating a schedule that contains milestones and deadlines is

important to prevent work from being done in a rush, which typically
causes quality issues during the project.

Communication and stakeholder | Effective communication between the project team and stakeholders,
engagement during the project especially with customers, is very important. This ensures that
everyone involved in the project is informed and can address issues
when needed; this way, all the problems can be fixed proactively and
quickly during the project.

Integrating quality assurance Quality assurance practices like code reviews and testing throughout
processes in the project the project lifecycle can ensure high standards in the work. For this
reason, reviews should not be bypassed during the project. It is also
important to plan how reviews are done to ensure that the developer is
not the only one who evaluates their own work during the project.
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Quality assurance in testing Developers can become blind to their work and might be unable to
detect issues in their code. For this reason, test cases should not be
conducted only by the developer and should not be based on the
developer’s view of how the solution should function. With quality
assurance in testing, issues can be detected before they cause issues in
the production environments.

Continuous development among | Continuous development in work and sharing best practices among the
the teams at the case company other teams is an important way to improve the quality of the projects
in the long run.

Based on the interviews, quality metrics of IAM projects are dependent on the project and
are not always clearly defined for the project teams, and for this reason, they cannot be
monitored along the project. However, the following standard metrics to measure the
success and quality of IAM projects can be identified from the discussions: customer
satisfaction, schedule, and budget.

“Quality in IAM projects can be monitored through support cases and feedback, but there
is a lack of systematic quality metrics.” — Interviewee, Group 2

In the discussions, customer satisfaction is highlighted as the most important high-level
metric that reflects the overall quality of the project and the customer's satisfaction with the
outcome and the project team’s work. In some cases, the collection and analysis of customer
feedback is done with surveys after the project is done. However, the reliability of customer
surveys is questioned, and it is seen that they may not necessarily give an accurate picture
of the entire project. Based on the interviews, opinions in surveys may vary within an
organization depending on who is responding, and for that reason, the way to evaluate
customer satisfaction should be considered more in the case company.

“Customer satisfaction surveys are sometimes used to measure project success, but their

reliability can vary depending on who responds within the organization.” — Interviewee,
Group 5

Meeting the projects’ schedule is another standard quality metric that is used in ongoing
projects. It measures how effectively the project team achieves the deadlines and delivers
the project on the agreed time. In addition, monitoring and evaluating the project's financial
performance and how well it keeps the budget is seen important to understand the overall
quality of the project. It shows how well the project team can manage the work to stay within
the financial boundaries they have for the project, and this information can be used to

evaluate costs for future projects as well.
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“On-time delivery is critical for customer satisfaction and commercial success, as delays

can negatively impact the project's budget and customer experience.” — Interviewee, Group

5

The interviews identified a need for more concrete and systematic quality metrics. During
the interviews, some potential metrics (Table 5) were mentioned that could be used to

evaluate the IAM project more accurately in the future.

Table 5. Example of metrics for the [AM project.

Metric Description

Number of errors Metric to evaluate a number of errors e.g., how many errors or bugs are
found in the project delivery or how many corrections are required based on
the tests.

Alignment with Metrics to evaluate how well the project outcomes or specific work meet the

requirements original customer requirements and functional specifications. This metric
could be used during the project and to analyze outcomes comprehensively
after the project.

Amount of support or Metrics and reports to clarify how much support or warranty work is needed

warranty work after the project is delivered, which is seen to reflect the overall quality level
of the project. This metric can also be followed during the project if it
includes milestones where part of the work is moved to production and can
be monitored and evaluated.

Additionally, it was mentioned in the various discussions that the lack of quality metrics or
their definition and monitoring is identified as a challenge for the case company. It is seen
that, in the future, the quality of IAM projects could be measured more accurately by
developing concrete quality metrics that focus on different aspects of the project. Monitoring
metrics is seen as a potential way to improve quality during the project. In addition, reliable
customer satisfaction metrics can help improve quality in the long run.

“There are no systematic quality metrics currently in use, and there is need for better
measurements to assess project success and quality.” — Interviewee, Group 1

“Quality measurement can be improved by developing a more systematic feedback system
and evaluating different phases of the project.” — Group 3

“Customer feedback is an important quality metric that should be collected more
systematically.” — Group 4

During the interviews, find out that the case company's certification requirements or

standards related to quality management are not defined or known in a way that project team
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members recognize in practice. However, in some interviews is mentionted one quality
management standard and information security-related standard which could be important
to follow in the IAM projects. Most of the standards are seen requirements from customers
and it will be followed when necessary. In addition, in some discussions criterias for secure
development is highlighted that it might be reasonable to follow more systematically in the
future. Following spesific standards and certification requirements are considered relevant
in the IAM projects, even though they are not currently defined or their use in the projects

is not systematic.

7.3 Test automation

Based on the interviews, the case company has good experience using automated testing in
the IAM projects, but experience is quite limited to individual projects. Some interviewees
had good knowledge of test automation while some lacked the experience. Based on the
discussions, those with more extended work experience seem to have the ability to deliver
comprehensive test automation tools to customers, even though those kinds of projects are

still quite rare in the organization. The following table (Table 6) summarizes questions and

findings related to test automation.

Table 6. Test automation-related questions and findings.

Question Group Discussions
4.1 1) Some knowledge but no hands-on experience. If it is consistent, potential efficiency and
Experiences quality improvement are seen.
in integrating | 2) Some knowledge but no hands-on experience. Successful experiences in user lifecycle
automated management have been seen in ongoing projects.
testing into 3) No direct experiences.
the [JAM 4) No direct experiences.
project 5) Hands-on experience with specific tools. Test automation has improved the efficiency
development | and quality of the project.
processes? 6) Hands-on experience with multiple projects. Test automation has improved efficiency
and quality and reduced manual work in the project.
4.2 Phases or | 1) System testing and continuous integration phases.
areas where 2) Automated testing can be useful in various phases, including version updates and
automated complex scenario testing.
testing can 3) No specific phases or areas were mentioned.
ensure the 4) Testing updates in the system, especially forms and role processes, to ensure consistent
quality of functionality.
IAM 5) Various phases in the development, especially integration and regression testing, to
projects? ensure all components work together seamlessly.
6) System testing, integration testing, and regression testing phases.
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4.3 Can test
automation
support a
company’s
future goals?

1) Yes, if integrated and maintained properly within the development and delivery
processes.

2) Yes, it supports efficiency and quality in continuous development and version updates.
3) Yes, it may save time and improve quality.

4) Yes, by speeding up routine tests and ensuring thorough validation, it can improve
quality and efficiency.

5) Yes. It will improve efficiency and quality, particularly in complex and repetitive testing
scenarios.

6) Yes, by improving efficiency, accuracy, and consistency in testing.

4.4 Role of
automated
testing in the
future

1) Critical for maintaining quality and efficiency, especially in continuous development
and version updates.

2) Essential for ensuring quality and efficiency in project delivery.

3) May reduce manual work and help in testing to find more errors.

development | 4) Important for routine checks and updates, ensuring quality without extensive manual
processes of | effort.
our JAM 5) Essential for continuous integration and delivery, ensuring all changes are thoroughly
projects? tested.
6) Key role in ensuring quality and efficiency, particularly in continuous integration and
deployment processes.
4.5 What kind | 1) The question was not included in the interview.
of tools 2) Tools like Robot Framework can be adapted and used across different projects and
company can | technologies.
use for 3) No specific tools mentioned.
automated 4) ServiceNow ATF and other tools suitable for the specific project needs.
testing in the | 5) Robot Framework, and potentially other tools as needed for specific projects.
future? 6) Robot Framework, Selenium, and other tools based on project requirements.

During the various discussions, the following common factors were highlighted:

e Automated testing has not been widely used, and there are no defined processes for

its systematic implementation.

e Automated testing should be an integral part of the development processes from the

start of the TAM project, and in this way, it can be fully utilized during the project. It

would also help the case company to get all the benefits test automation can provide.

e The main challenges relate to setting up and maintaining test automation, which is

seen as time-consuming, complex, and a form of development work that would

require a lot of resources during the project. However, when test automation is

successfully implemented in the project, it has been utilized effectively and

customers are seen outcomes beneficial based on experience.

“When test automation is successfully implemented in the project, it has been utilized
effectively, and customers have found the outcomes beneficial based on their experience.” —
Interviewee, Group 5

Test automation tools are seen as welcome among the interviewees, and their importance is

highlighted during the project test phases and ongoing development. It is seen especially
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useful during weekly production updates and more comprehensive version updates that
typically need more test cases and manual testing. Furthermore, the following development
areas and project phases were identified where the company is believed to be able to utilize

automated testing to ensure the quality of IAM projects:

e Automated tests are seen as a way to ensure the accuracy and reduce errors during
the version updates. It is important to ensuring the continuous functionality and

security of the system.

e Automated testing is seen beneficial in functional system testing, where test cases
can be executed automatically without manual work. It can improve testing

efficiency while it reduces the need for manual testing.

e Automated testing is also is seen beneficial in daily development work, that can
remove need for manual testing and ensuring that new features or changes do not

broke any existing functionality in the system.

e Currently, senior developers often test specific areas, but the testing does not
necessarily always require strong expertise. The test could be performed
automatically or by a less experienced tester, which would free the time from senior

developers for tasks that require more experience.

There were also discussions that the ideal situation would be for automated testing to be
conducted throughout the project and the system's entire lifecycle to leverage all the testing
tool's capabilities. Furthermore, systematic and extensive implementation of automated
testing is seen as helping to improve the quality, efficiency, and competitiveness of projects
in the long term. However, interviewees cannot explain concrete evidence for this, as the
results or profitability of automated testing have not been analyzed in individual projects.

“Automated testing should be integrated from the start and used consistently throughout the
project to fully realize its benefits.” — Interviewee, Group 6

)

“I believe test automation provides potential long-term benefits.” — Interviewee, Group 5

Based on the interviews, automated tests could play a central role in the future development
processes of IAM projects because they can improve efficiency and project quality, which

provides the possibility for broader test coverage. When more tests can be done in the same
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time, this could help in the early detection of erros and it can be corrected proactively during
the project. However, test automation is seen requiring ongoing development and
maintenance to ensure that testing tools remain up-to-date and relevant throughout all phases
of a project's lifecycle.

“Significant effort is required for test automation initial setup and ongoing maintenance,
but it will have long-term benefits.” — Interviewee, Group 5

“The benefits of automated testing are recognized, but its ongoing and comprehensive
utilization requires specialized skills, continuous maintenance, and development.” —
Interviewee, Group 1

Automated testing is expected to support quality assurance in many ways in the future, and
the following aspects were highlighted in interviews when discussing what kind of role

automated testing can have in the development processes of IAM projects in the future:

e Automated testing reduces the need for manual testing and improves the quality of
the project's final outcome from the customer's perspective when more tests can be

done and reported.

e Automated testing is particularly seen as effective for basic test cases. In addition,
when test cases are created at the beginning of the project, tests could be run

automatically at different stages during the development work.

e The role of automated testing is likely to grow in as technologies evolve and integrate

more deeply into the case company's development processes.

The common view was that automated testing supports the company's goals of delivering
high-quality IAM solutions. Specifically, it is believed that in can reduce the need for manual
testing and improve the quality of the project's outcome from the customer's perspective. In
addition, it is seen as supporting continuous improvement and maintaining quality
throughout the entire project lifecycle, especially if continuous quality assurance can be done

with automated testing after it is integrated into the development processes.
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8 Conclusions

Identity and Access Management (IAM) is a critical factor that organizations must manage
to ensure that the right people have proper access to their systems and information. Quality
issues in the IAM system can increase cyber security threats and significantly affect how
users can access the different systems and do their daily work. Achieving adequate quality
in IAM projects is challenging because it requires a systematic and comprehensive way to

manage projects during their lifecycle.

During this thesis work, it was found that quality management is essential to ensuring quality
in IAM projects. In addition, systematic testing processes are a key part of the quality
assurance (QA) practices to ensure quality in IAM projects, and part of these processes can
be automated to support high-quality project delivery. This study improves the
understanding of quality management in IAM projects and provides insights into the role of
automated testing and tools. It also offers guidance for improving IAM project quality by

adopting a systematic working method based on the industry’s best practices.

8.1 How do we ensure quality in [AM projects?

In line with the principles outlined by Sommerville (2016) in his comprehensive text on
software engineering, this thesis found that proper software quality management (QM) in
IAM projects requires understanding and implementing quality assurance (QA) and quality
control (QC) practices to ensure that the project meets all the requirements. QA is all about
following standards and processes during the project, and by following QC practices, an
organization can identify and rectify its current processes that need improvements to meet
all the quality requirements in the IAM projects. A good starting point is to evaluate whether
the project processes follow a standardized working method. When 1AM projects follow
systematic quality assurance practices that are properly managed and followed by the whole
team, high quality in the project is not happening by chance — it is a result of a systematic

way of working and commitment to the practices of the entire team.

During the work, it was found that a systematic way of working adopts all the quality

management practices. According to Sommerville (2016), quality management ensures that
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work in the project follows standards and procedures in different processes, from planning
to release, and includes achievable goals that work as an overall guideline for the project
requirements. The case company can ensure its current quality management practices are
comprehensive by benchmarking its processes with standards introduced in this work in
Chapter 3. Once standards are adopted across all the JAM teams, it would be beneficial to
establish a way to share best practices among teams and ensure that all teams follow
systematic quality management practices during the entire project lifecycle. Based on this
study, a similar way of working between different teams requires a common project delivery
framework that works as a standard for the organization, and all the guidelines need to be
adopted to ensure a common way of working in the organization. When the project delivery
framework is established, and all the procedures are defined, following the guidelines

requires a systematic way of managing the work in the entire project lifecycle.

In addition, developing systematic metrics for the project would benefit the case company
by monitoring the quality of the IAM projects and helping improve their processes in future
projects. When projects can be evaluated more systematically, areas for improvement can
be identified more efficiently. As Sommerville (2016) discusses in his text, sometimes
quality can be challenging to define and asses in the projects. Some common quality metrics
were identified during the thesis work, but implementing organization-wide quality metrics
for the project requires a deeper analysis of the organization’s business goals, operational

needs, and underlying data that can be used for project evaluation.

8.2 How can automated testing be utilized to support high-quality project
delivery?

According to Forgacs & Kovacs (2024), the entire testing lifecycle should be managed
appropriately and follow systematic processes. Organizations must adhere to these principles
in their testing processes before implementing automated testing. Defining policies and
strategies for the entire testing lifecycle is important—from planning to test closure. Testing
has an essential role in achieving the objectives of quality control and quality assurance, as
highlighted by Kasurinen (2013). During the thesis work, find out that involving and

committing the right stakeholders from the beginning of the project is essential to ensure that
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all the requirements are met throughout the project and that the IAM system will fit its

purpose, as discussed also by Sommerville (2016).

As Kasurinen (2013) discusses in his comprehensive guidebook to software testing,
automated testing is one way to improve comprehensive system testing and can complete
existing testing processes within a project. Test automation provides the possibility for a
broader test case range that could increase the quality when system tests can be done more
comprehensively and systematically, especially during more extensive changes or version
updates. The interviews reveal that test automation could also free time from senior
developers for more rewarding and productive work. However, as Kasurinen (2013) notes,
it is crucial to understand the purpose of test automation and that it cannot replace manual

testing entirely.

As Kasurinen (2013) explains, the interviews also support the conclusion that before
implementing test automation, the organization needs to be structured to support it, with
resources and systematic guidelines that are followed and managed in a way it is done in
other IAM systems development. In addition, all test processes should be systematic and
transparent to prepare the organization for this change. It is also essential to define the
purpose of test automation and what the case company wants to achieve with it. When
defining goals for test automation, it is important to understand the test automation
capabilities and to observe what tasks are suitable for automation and what are not.
According to Kasurinen (2013), test automation is mainly used to reduce manual regression
testing, and the most suitable types of testing to automate are smoke, unit, and integration
tests. Test automation can help organizations have daily system status and information about
any corrections needed if problems arise in the system. When overall goals for test
automation are clear, dedicated resources are required for planning, development,
implementation, and management throughout the project’s lifecycle and maintenance of the

IAM system.

In general, the main goal of test automation in the IAM project should be to improve quality
by detecting new problems in the system during the project with more comprehensive
testing, as explained by Kasurinen (2013). If automated tests can be utilized widely in
different projects and customer organizations, this could lead to more efficient testing and
cost savings in the long run. However, based on the research and discussions in the

interviews, it cannot be said that automated testing, compared to manual testing, would
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improve testing efficiency in an individual project. It is also a common misunderstanding
that test automation can lead to cost savings in a single project. In most cases, test automation
is not a cost-effective way to do the testing. Although automated tests can be run fast,
building test automation is demanding, and the development process can be compared to
developing the system itself, as noted by Kasurinen (2013) and experienced IAM

professionals during the interviews.

Furthermore, this study finds out that practical system-specific experience and knowledge
are necessary when creating test automation, and work should not be given to developers
without previous experience or more experienced developers' guidance and without
adequately managed development work. However, based on the discussions in the
interviews, some areas often tested by senior developers do not necessarily require strong
expertise after tests could be performed automatically, which would free the time from senior
developers for tasks that require more experience. In addition, the broader use of automated
testing could potentially streamline processes and lead to positive financial results in the
long run if test automation can be integrated as part of the processes. Starting with a pilot
program and implementing 1-2 test automation cases could help gauge the effectiveness and

feasibility of test automation in the case company.

8.3 What tools are available to automate the testing of IAM solutions?

During the thesis work, it was discovered that the right tools to build test automation depend
on the technology used in IAM system development. Some technologies offer integrated test
automation frameworks that provide many existing functionalities and require less
development work. The following test automation tools were highlighted during the thesis

work: Robot Framework, ServiceNow ATF, and Jasmine.

If technology does not provide its own test automation framework, the interview discussions
reveal that Robot Framework is the most well-known and used test automation tool among
IAM professionals. However, literature research during the thesis work indicates that there
are often better solutions available for the technologies that already have an integrated test
automation framework that can be utilized. For example, suppose IAM technology is
working on the ServiceNow platform. In that case, the most suitable option is to use the

platform's existing capabilities and use the ServiceNow ATF framework that can be
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extended with Jasmine to cover even more comprehensive server-side functionality tests and

regular functional testing inside the ServiceNow platform (ServiceNow 2024a).

Platform-specific test automation frameworks could make test automation more efficient
when development time is reduced by using reusable tests without the need to write any code
(ServiceNow 2024a). These frameworks also make test automation more reliable when
existing capabilities can be used more comprehensively while minimizing custom work.
Setting up test automation becomes easier with platform-specific test automation
frameworks when everything does not have to be built from scratch. In addition, existing
frameworks in the platform offer an excellent tool for managing test automation during the

test lifecycle, and they can be used as a comprehensive tool during the entire project.

8.4 Limitations of the study and future research topics

This thesis discusses quality management, software testing, automation testing, and test
automation tools, specifically within the context of IAM. The focus is primarily on
enterprises because this is where the case company operates most. These topics are covered
concisely and aim to offer readers a clear overview of the background research on related
topics. For a deeper exploration of the topic, the reader can review the specific subject from

the references.

During this thesis work, it was found that comprehensive research on quality management
and test automation in the field of IAM has not been done before. This study successfully
achieved its objectives, provides new information that complements previous studies, and
provides a foundation for future research in the field of IAM. Although there is a need for
more relevant earlier studies from the IAM field, it is encouraging to note that common
software quality and test automation guidelines can also be applied to [AM. However, since
test automation in IAM projects appears to be more complex, it should be analyzed even
more to determine the most suitable use cases and how they will be integrated as a part of

the project lifecycle with different IAM technologies.

Several areas were identified for further research during the writing of this thesis. One
potential area is investigating how the global growth of the test automation and quality

assurance market could create new business opportunities. Additionally, understanding the



62

potential for commercializing a QA/test automation team and its profitability would provide
valuable insights to evaluate some new opportunities for the case company. Offering test
automation as a service after establishing a working test automation model and possibly an
in-house team within the case company could open new business avenues. This could be a
potential area for the case company to provide consulting services focused on test automation

and quality assurance in the future.
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Group 3. Case Company. Interview 20.3.2024.

Group 4. Case Company. Interview 21.3.2024.
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Group 6. External Consultant. Interview 17.4.2024.
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Appendix 2. Invitation to an interview

Hello,

I am working on my master's thesis on 'Quality Management and Test Automation in the
Identity and Access Management Projects,' and I would like to invite you to an interview

related to this.
My thesis focuses on exploring IAM projects regarding:
1. How can we ensure the quality of projects, and how can automation testing be
utilized to ensure quality?
2. What tools can be used for automation testing?

3. How can automation testing be implemented?

I believe you would have valuable insights on this topic, and I would be grateful for the
opportunity to discuss current practices and experiences in this subject area. The interviews
are intended to be conducted virtually during work hours in March 2024, primarily as group
interviews (in groups of 2-4 people), and should take about an hour. Before the interview, I
will send a more detailed description of the interview content so you know what to expect
from the discussion. There is no need to prepare in advance for the interview, and you don't
need knowledge or expertise in all the areas. The research findings from the interview will
be utilized in building the 'Project Delivery Framework' documentation, and I will also refer

to them anonymously in the results of my thesis.

If you agree to the interview, you can suggest times in March that work best for you, and I
will schedule it as conveniently as possible. Alternatively, I will send you a proposal as a
calendar invitation to be approved during February, in which case you do not need to respond

separately to this message.

Thank you in advance for the time you can allocate for me! We will revisit this by when

sending out the interview invitations and upcoming interviews.
Best regards,

Jani Palomiki
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Appendix 3. Interview questions

1. Introduction:

1.
2.

What is your current role in the case company?

How many years have you worked with IAM technologies?

2. Project Delivery Framework objectives and significance:

1.

Could explain in you own words what are the main objectives of the project delivery
framework?

What are the important parts of the project delivery framework, and why do you think
they are important?

Do you think that the new project delivery framework can support the company’s
goals of delivering high-quality IAM solutions? How?

3. Quality management, quality metrics, and certification requirements:

1.

How would you define quality management in the context of JAM projects from your
perspective?

In your opinion, what do you think are the most important factors that affect the
quality of company’s IAM projects?

What quality metrics are currently used in the case company to measure the success
and quality of I[AM projects?

How do you think the quality of IAM projects could be better measured in the future?

Could you explain any certification requirements or standards that the case company
must follow regarding quality management in IAM projects?

Do you think the case company should implement new actions or strategies to
improve the quality of IAM project deliveries in the future? If so, what kind?

4. Experiences and opportunities with automated testing:

1.

Do you have experience in integrating automated testing into the IAM project’s
development processes?

a. Yes:

i.  What kind of experiences?
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ii. Has automated testing improved the efficiency and quality of IAM
projects? If so, how?

iii. Can you share an example of a project in which automated testing was
used and what kind of impact it had on the project outcomes?

iv. What kind of challenges have you faced in implementing and utilizing
automated tests in the IAM projects?

2. Are there any specific areas of development work or project phases where you
believe that case company could utilize automated testing to ensure the quality of
IAM projects?

3. Do you think that test automation can support company’s future goals of delivering
high-quality IAM solutions?

4. Inwhatkind of role do you see automated testing in the future development processes
of our [AM projects?

5. What kind of tools company can use for automated testing in the future?

5. Other questions:

1. Would you like to raise anything else related to the topic that we did not cover during
this interview?



