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Abstract. As technology evolves, businesses must adapt to changing
market demands by adopting digital transformation. To tackle these
challenges successfully, businesses must adopt effective software devel-
opment practices like DevOps and create a culture supporting digital
transformation. This paper explores how DevOps practices and culture
can facilitate digital transformation within organizations. We have in-
terviewed 10 professionals to understand these organizational changes
through digital transformation issues. Our findings suggest that (1) Cost
Considerations, (2) Skill Gaps and Training, (3) Resistance to Change,
(4) Risks in Rapid Deployment, (5) Collaboration Challenges, (6) Com-
pliance and Security,(7) Scalability Issues, (8) Cost Optimization Strate-
gies are vital factors that companies face when a company goes through
digital transformation phases. By understanding and addressing these
influencing factors for digital transformation for DevOps practices, orga-
nizations, and DevOps professionals can navigate digital transformation
successfully, drive innovation, and compete effectively in today’s dynamic
business landscape.

Keywords: DevOps - DevOps practices - Software development - Digi-
tal transformation - Technological innovation

1 Introduction

Industrial organizations, including leading software companies, have transformed
significantly by incorporating digital technologies and organizational practices.
For example, companies have implemented a digital transformation by integrat-
ing new tools such as DevOps, Cloud computing platforms, API Management
Platforms, collaboration tools, low-code/no-code platforms, Cybersecurity tools,
Analytics and Monitoring Tools, and Robotic Process Automation (RPA) Tools
to enhance performance, efficiency, and speed up the software process. This digi-
tal transformation has allowed organizations to achieve better products and ser-
vices, competitive advantages, improved customer experiences, business model
innovation, and streamlined processes. Recognizing the potential benefits, digital
transformation has become a strategic priority on the agendas of industrial orga-
nizations. Studies by [4], [34], [42], [33], [4], [51], [45] highlights the essential
role of digital transformation in driving significant business improvements.
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This transformation process can significantly impact product offerings and or-
ganizational operations, which makes it necessary to have comprehensive company-
wide transformation programs [51, 33|. The relationship between technology im-
plementation and organizational transformation has been well-established in the
literature and can be explained by various theories [41]. Digital transformation
can be analyzed through technical systems, such as cloud computing, the In-
ternet of Things, and big data, and social systems, such as culture, goals, and
procedures, which highlights the interconnectedness of these components [19,
27|. Despite extensive technological research, literature often overlooks organi-
zational change dynamics in digital transformation [22,39]. Empirical studies
are needed to explore technology adoption, value creation, structural changes,
and financial impacts in digital transformation strategies [33,39].

our study adopts a qualitative approach, employing thematic analysis [17],
and ten semi-structured interviews [48] were conducted with industry profession-
als. Our research highlights how DevOps’ core principles, practices, and values
support and enhance digital transformation within organizations. Notable trans-
formations include fostering an open organizational culture, accelerating digital
and entrepreneurial awareness, creating an experimental environment, promot-
ing new ways of working, emphasizing automation, security, and compliance, and
leading transformation through changes in tools and technologies [2,10].

We aim to gather insights from professionals, practitioners, and academics
to identify gaps and potential research areas in DevOps practice challenges and
pitfalls through digital transformation innovations. To achieve this goal, we have
formulated a research question.

RQ:1 What factors influence DevOps operations in DevOps-led digital trans-
formation?

This study is structured as follows: First, it will outline the related work.
Section three will discuss the research method, including interview design, data
collection, and data analysis process. Section four will present the results and
findings, while section five will cover the discussion. The following sections will
focus on the managerial impacts, limitations, and future work, and will conclude
the study.

2 Related work

2.1 Digital transformation

Digital transformation has emerged as an important phenomenon for researchers
and practitioners [14,24]. This is revolutionizing how industrial organizations
operate through digital technologies [44, 33], leading organizations toward a new
era of industrialization. Thus, organizations have been forced to alter the value
creation paths they have relied on to remain competitive by introducing vari-
ous digital technologies [51]. These digital technologies include the Internet of
Things, cloud computing, artificial intelligence, hyper-connectivity, automation,
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big data, etc [44,27]. Organizations are now finding new ways to operate with
the help of these technologies by devising strategies that embrace the implica-
tions of digital transformation and drive better operational performance [28].
These digital technologies are just a small part of the digital transformation of
organizations, while organizations require more effort to transform themselves
digitally [51,24,28].

According to Bockshecker et al.(2018), practitioners use both terminologies
while explaining digital transformation and digitalization. However, some re-
searchers have tried to differentiate the meaning of both terms as they think
digital transformation and digitalization are different [16]. Both terms are de-
rived from digitization, the technological transformation of analog information
into a digital format [16,33]. Parida et al. (2019) defined digitalization as the
‘use of digital technologies to innovate a business model and provide new rev-
enue streams and value-producing opportunities in industrial ecosystems ’ [44].
Some empirical studies have stated that organizations face various challenges,
and digital transformation can help companies overcome these challenges. Some
challenges could be a lack of tools, methods, and concepts for process digitiza-
tion, unclear migration scenarios, a lack of structure and direction for manag-
ing transformation, organizational structure, and collaboration and cooperation
[44].

2.2 DevOps concepts and practices

DevOps is a modern software development methodology emphasizing collabora-
tion and communication between development and operations teams. This ap-
proach is designed to break down information silos and facilitate smoother and
more efficient software development processes [3,8]. By promoting a shared re-
sponsibility and mutual understanding culture, DevOps enables teams to work
together more effectively, resulting in faster delivery of high-quality software
products. DevOps’s success mainly depends on a specific cultural mindset that
values transparency, continuous improvement, and a willingness to experiment
and learn from mistakes [20, 8,43].

To achieve faster and more frequent delivery of software, it is critical to have
product automation and collaboration across the department [6]. Olszewska et
al. suggest that a set of principles and practices can be implemented to achieve
greater communication and coordination among key stakeholders for the suc-
cessful development of software products and services [26,43].

For a long time, there were inefficiencies in the software development process.
The release time was slow, and the operations processes were interrupted by or-
ganizational splits during development. The team’s communication could have
been better due to various team gaps. To tackle these inefficiencies, the concept
of DevOps practices was introduced. This concept was pioneered by Petrik De-
bois [20].DevOps is an infinite loop of operations that follow a sequence that
combines seven phases, including planning, code development, building, deploy-
ing, testing, operating, and monitoring, according to Azad and Hyrynsalmi. [§].
DevOps aims to streamline software development by unifying development and
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operations teams for faster release times |[7,38]. When working in teams, de-
velopment and operations teams often face conflicting issues due to agility and
stability concerns. Challenges such as insufficient flow of information, knowledge
gaps, and unstable test environments can also arise [32,37, 3,13, 11].

Continuous Integration Continuous integration is a multi-step process designed
to ensure error-free code. These steps encompass compiling the code, executing
unit tests, verifying code standards, assessing code coverage, and generating
deployment packages [23,8, 6,10, 7]. This process starts automatically to ensure
integration frequency and handle highly visible artifacts. Continuous integration
helps to resolve integration failures faster and maintain automated integration
flows ongoing [12]. Developers must receive feedback for the integration process
to ensure the quality of the code, and the integration process should be regular
to achieve this [23].

Each integration process involves an iteration that meets a feedback loop,
where any problems related to source code testing are solved. Thus, the source
code changes increase the successful implementation and progress through the
system [52,7,8].

Continuous Delivery Continuous delivery is an approach used in software en-
gineering that combines a set of principles, practices, and patterns to allow for
deployment at any time during the development process [31, 50,9, 8|. For teams,
software must be continuously produced within a short life cycle, allowing for
releases to be made at any time [30,23,10]. According to Fitzgerald and Stahl,
continuous delivery increases the software’s ability to be deployed in the working
environment [23]|. Researchers outlines key characteristics of continuous deliv-
ery, including short cycles, resealability at any point, and dependable release.
Additionally, the importance of fast feedback loops, support for automation,
and the assurance of swift and reliable releases to the customer should be duly
acknowledged in the context of continuous delivery. [23, 50, 49, 40].

Continuous Deployment Continuous deployment allows codes to be immedi-
ately deployed to the production environment, enabling customers to use the
final application outcome [18,30,46]. For the deployment process manual steps
or developer commit decisions for the production deployment are needed [36].
This process helps to get better feedback from users and also the defect is de-
tected that reduced the cost. Thus feedback is acquired faster for the deployment
process [35]. For the continuous deployment of agile processes at team levels, in-
tegration for research and development and process automation is required [46].

3 Research Method

3.1 Interview design

This interview protocol aims to gather insights from professionals experienced in
integrating DevOps into digital transformation initiatives. The questions cover
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their experiences, challenges, best practices, and the tools and technologies they
have used. The protocol consists of semi-structured interviews categorized into
topics such as employee experience in DevOps digitalization, key drivers for
organizations to adopt digital transformation with DevOps, approaches for cul-
tural transformation when introducing DevOps as part of a digital transforma-
tion strategy, cost considerations for new changes, skill gaps and training for
employees, risks in rapid deployment, collaboration challenges, compliance and
security, scalability issues, and cost optimization strategies for DevOps digitaliza-
tion within the company. The interviewees discussed their roles and experiences
in digital transformation projects involving DevOps practices, providing insights
into their background and expertise.

3.2 Data collection

As part of our digital transformation research, we conducted 10 semi-structured
interviews [15] through LinkedIn invitations with IT professionals from Finland,
Norway, Sweden, and the United Kingdom who have extensive experience work-
ing with DevOps platforms. These interviews were conducted over four months,
from August 1st to September to December,2023. We contacted these profes-
sionals and invited them to share their experiences, knowledge, and perspectives
on digital transformation in their respective companies. Once they agreed, we
scheduled a convenient online meeting time and conducted 45-minute interviews
with each participant, delving into their insights and opinions on various as-
pects of digital transformation. We transcribed these interviews and have now
amassed 448 pages of rich, informative documents. Table 1 overviews the par-
ticipants’ country of origin, years of experience, and current roles within their
respective companies.

3.3 Data analysis

We are using qualitative methods for our data analysis process, specifically the-
matic analysis as described by Castleberry in 2018 [17]. This method involves as-
signing codes to text segments, translating those codes into higher-order themes,
and creating a model of those themes. Two researchers performed the coding and
theme-generation process to ensure accuracy [17]. Applying this process allowed
us to identify similar and dissimilar codes from different data segments from in-
terview transcripts. The coding process allowed us to create a set of themes that
helped us understand the benefits and challenges of DevOps-led digital transfor-
mation.

4 Findings and results

DevOps is a key driver of digital transformation, bringing about significant en-
hancements in collaboration, efficiency, product quality, and time-to-market.
By promoting a culture of continuous improvement and utilizing automation
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Table 1. Professional “s country of origin, year of experience, and role in the company

Participants |Country  of|Year of expe-|Role in the company
origin rience

P1 Finland 8 Senior Engineer

P2 Sweden 7 Team lead

P3 Sweden 7 Senior Engineer

P4 Norway 8 Developer

P5 Sweden 6 Developer

P6 Finland 8 Lead Architect

P7 Finland 9 DevOps operation

P8 Sweden 8 Develpoer

P9 Norway 7 Junior DevOps Engi-

neer
P10 Finland 8 Tech Lead

and data-driven decision-making, DevOps empowers organizations to innovate
quickly, adapt to market changes, and provide outstanding customer experiences.
Through the adoption of DevOps practices, organizations can attain sustain-
able digital transformation, positioning themselves for long-term success in an
increasingly digital world. Based on the interview, we can extract several key
themes and provide a summary of digital transformation factors that influence
DevOps practices:

4.1 Cost Considerations

Organizations looking to implement DevOps often face a complex challenge, de-
termining the most cost-effective way. On the one hand, investing in new tech-
nologies and tools can be critical to success. On the other hand, resources must
be optimized to avoid any unnecessary expenses. Striking the right balance be-
tween these two factors can be a delicate task that requires careful consideration
and planning. A professional stated that,

"Investing in new technologies can improve workflows, yet it requires
careful cost optimization for the project as a CEO‘s perspective-P3(Senior
Engineer, Sweden)".

4.2 Skill Gaps and Training

Switching to a DevOps approach necessitates that teams acquire new skills or
upgrade existing ones, particularly in comprehending production environments,
servers, and automation tools. This is because DevOps is a methodology that
seeks to integrate development and operations, requiring the team to compre-
hensively understand how the production environment and servers operate. The
team can automate repetitive tasks with automation tools, making the develop-
ment process faster and more efficient. To ensure that the transition to DevOps
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is successful, it is essential to provide adequate training and knowledge-sharing
opportunities to address any existing skill gaps. This will enable the team to
adopt new practices and tools more effectively, improve their productivity, and
deliver high-quality products or services to customers.

"Closing skill gaps in DevOps is essential for propelling digital transfor-
mation. Through continuous training and upskilling, organizations can
adeptly navigate rapid technological advancements-P2 (Team Lead, Swe-
den)".

4.3 Resistance to Change

Digital transformation can be a challenging journey, especially when it comes to
implementing DevOps practices. Resistance to DevOps principles is a common
issue that can slow the progress of digital transformation initiatives. This resis-
tance often stems from the incompatibility of existing technology stacks or legacy
systems with DevOps practices. To overcome this resistance, organizations need
to embark on a cultural shift that emphasizes cooperation, collaboration, and
open communication between different teams and departments. This shift can
help create an environment where DevOps principles can be adopted effectively,
enabling companies to streamline their software delivery processes, reduce errors,
and improve overall performance. In summary, overcoming resistance to DevOps
practices is essential for organizations to achieve successful digital transformation
and stay competitive in today’s fast-paced business landscape. A professional
stated that,

"Upon joining the team, I encountered resistance to change. However,
an ongoing initiative was already to embrace digital transformation and
innovation culture within our organization-P1 ( Senior Engineer, Fin-
land)".

4.4 Risks in Rapid Deployment

The process of rapid deployment and continuous integration, while efficient, can
pose a significant risk to production systems by introducing bugs or vulnera-
bilities. In order to mitigate these risks effectively, it is crucial to implement
thorough testing processes and adhere to strict quality controls. Doing so can
identify and address any potential issues early in the development process, en-
suring a reliable and secure product is delivered to end-users.

" Balancing speed with rigorous testing and quality assurance is crucial
to ensure sustainable progress and resilience for rapid development, but
that might also involve some risks -P/ ( Developer, Norway)".



8 Nasreen Azad and Sami Hyrynsalmi

4.5 Collaboration Challenges

In larger organizations with multiple teams, it can be difficult to encourage col-
laboration between cross-functional teams or departments. This is particularly
true when implementing DevOps practices. Therefore, it is essential to have effec-
tive strategies in place that promote knowledge sharing and foster collaboration.
By doing so, teams can work together seamlessly, leading to more efficient and
successful implementation of DevOps practices. A professional stated that.

"Good communication, daily meetings, and alignment are key to cultural
transformation and collaboration, especially in organizations with tradi-
tionally separated teams- P5( Developer, Sweden)"

4.6 Compliance and Security

Maintaining a balance between the need for flexible and efficient development
processes and the necessity to comply with security and regulatory standards
is a crucial aspect of software development. To achieve this balance, automated
tools for code analysis and testing can be employed to ensure that all security
standards and best practices are met without compromising development speed
or agility. These tools can help identify and address potential security vulnerabil-
ities in the codebase before attackers can exploit them, thereby reducing the risk
of data breaches, system downtime, and other security incidents. A professional
stated that,

"If I talk about DevOps-driven digital transformation, compliance and
security must be at the forefront. Innovating without safequards can lead
to vulnerabilities. At the same time, balancing agility with robust security
measures is essential for building a resilient and compliant digital future-
P7 (Devops operations, Finland)".

4.7 Scalability Issues

Scalability issues may arise When developing projects involving heavy database
dependencies or complex logic. Scalability challenges refer to the capacity of
a system to handle an increasing amount of work, and these challenges may
become more pronounced as the project grows. Addressing these challenges re-
quires carefully evaluating the system’s architecture and resource management.
The system’s architecture may need to be adjusted to ensure that it can ac-
commodate a higher volume of traffic and perform efficiently under a heavier
load. Resource management is also crucial in ensuring the system can handle
the increased load without overloading or crashing. This may involve strategies
such as load balancing, caching, and optimizing database queries. A project can
continue to grow and evolve by addressing scalability challenges without running
into performance issues or other limitations. A professional stated that,
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"DevOps transformation enhances agility and efficiency, but scalabil-
ity issues can pose a hidden challenge. Rapid growth without a strong
foundation can lead to failure. Ensuring scalable solutions is crucial for
long-term success and stability in any transformation journey- P6 (Lead
Architecture, Finland)".

4.8 Cost Optimization Strategies

When it comes to DevOps projects, managing and optimizing costs can be a
challenging task, especially when working with limited resources. To ensure suc-
cessful cost management, project managers must employ effective strategies that
involve careful planning and utilization of tools for estimating and tracking ex-
penses. These strategies can help increase efficiency, minimize waste, and ensure
the project stays within budget constraints. By actively managing costs, DevOps
teams can improve their chances of delivering high-quality products or services
while staying profitable. A professional states that,

"Cost optimization is about mazimizing value and efficiency for our
team. This can be achieved by automating tasks, streamlining workflows,
and leveraging cloud resources-P9 (Jinior DevOps Engineer, Norway)".

5 Discussion

DevOps-driven digital transformation has emerged as a promising approach to
streamline software development, create collaboration between development and
operations teams, and accelerate the time-to-market of software products [10,7,
8, 6]. However, while the benefits are substantial, this approach also comes with
challenges and pitfalls that organizations must overcome effectively. One of the
primary challenges of DevOps-led digital transformation is cultural resistance
within organizations. This resistance stems from the fact that DevOps requires
a fundamental shift in culture towards continuous learning, shared responsibility,
and collaboration. This shift can be met with resistance from traditionally siloed
teams, making it a key obstacle that organizations must navigate effectively
to achieve successful DevOps transformation [30,7,8]. Implementing DevOps
practices often requires new skill sets, training, and competencies. Organizations
may face challenges in upskilling existing staff or hiring talent with the required
DevOps skills [1, 52, 12]. Toolchain and scalability issues in DevOps involve using
a complex toolchain for automation, monitoring, and deployment. Managing
and integrating these tools effectively can be challenging, especially for large-
scale projects [30,24]. Legacy Systems Integration and resistance to change is
a concern in any organizations. Many organizations have legacy systems not
designed for continuous integration and deployment. Integrating these systems
into a DevOps pipeline can pose technical challenges [29].

Compliance and security Requirements in DevOps introduce software devel-
opment, testing, and deployment changes, which may raise compliance and gover-
nance concerns, particularly in regulated industries [25]. Defining and measuring
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success in a DevOps transformation can be challenging. Traditional metrics may
not capture the full impact of DevOps practices on organizational performance
[29]. Achieving alignment across different departments and teams is crucial for
successful DevOps adoption. Lack of alignment can lead to conflicts and hinder
progress [24,8,5,10]. At the same time, cost optimization and cost optimization
strategies should be kept aligned.

6 Managerial implications

This study holds significant managerial implications for practitioners embarking
on digital transformation initiatives. It is important to view digital transforma-
tion not merely as a technical endeavor but as a holistic integration of technical
and social systems to leverage advanced digital technologies effectively [21, 33].
Engineers and technical leaders, often focused on technical excellence, may over-
look crucial social design aspects, leading to project failure [21,33|. Therefore,
practitioners are cautioned against neglecting social elements as well as encour-
aged to adopt a sociotechnical approach when planning and implementing digital
transformation strategies [33].

Furthermore, this study identifies digital transformation challenge elements—
cost, considerations, skill gaps and training, resistance to change, rapid deploy-
ment risks, collaboration challenges, compliance and security issues, scalability
issues, and cost optimization strategies, which demand special attention dur-
ing digital transformation planning. These organizational and technical factors
are pivotal in achieving desired performance outcomes such as agility in work,
customer connectivity, better collaboration, improved quality, testing with real
customers, and better feedback, which are crucial for successful digital transfor-
mation initiatives.

The study illuminates organizational structure as a vital yet often overlooked
aspect of digital transformation. Current organizational structures may need to
be revised to fully realize digital technology’s transformative potential. To fully
capitalize on digital transformation, practitioners must adapt and transform
organizational structures to align with digital technologies’ demands.

7 Limitations and future work

Our study, while insightful, has certain limitations that warrant attention. The
study primarily focused on engineering firms and medium- to large-sized com-
panies. Consequently, our findings may not universally apply to companies from
diverse backgrounds and industries. This highlights the necessity for further re-
search to ensure a comprehensive understanding of digital transformation across
various sectors. It’s important to consider that these findings are not exhaus-
tive and may not cover all aspects of the industry. Therefore, we recommend
conducting further research to include various organizations with different back-
grounds and industries. Doing so could provide more comprehensive and in-
sightful data that could be used to improve the industry as a whole. While our
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findings have been useful in understanding the challenges faced by engineering
firms and medium-sized companies, we acknowledge limitations to our study,
and more research is needed to expand on these findings.

The researchers primarily gathered insights from DevOps professionals for
interviewees to provide a comprehensive perspective. It may not fully capture
a wider population’s diverse views and experiences. Therefore, the study could
have benefited from conducting additional interviews with individuals from dif-
ferent backgrounds and varying levels of expertise to enrich the findings further
and provide a more nuanced understanding of the topic.

Our study has uncovered important insights that can guide future research.
It is recommended that future research should employ cross-case analysis, in-
depth case studies, and/or survey design, as suggested by Scacchi (2004), to
gain a better understanding of the differences and similarities between the digital
journeys of various organizations [47].

8 Conclusion

Our research aims to investigate the methods and practices of DevOps that can
assist organizations in achieving digital transformations. To achieve this goal,
we conducted 10 interview studies to identify factors that influence a digital
transformation phase. Our research has identified nine critical factors that can
pose difficulties for companies in their digital transformation journey. These fac-
tors include (1) cost considerations, (2) skill gaps and training, (3) resistance to
change, (4) risks associated with rapid deployment, (5) collaboration challenges,
(6) compliance and security issues, (7) scalability issues, (8) cost optimization
strategies. Our research findings indicate that DevOps practices can be cru-
cial in supporting digital transformations. Therefore, we plan to conduct focus
groups and case studies to develop a framework for DevOps practices based on
professionals’ outputs.
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