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In recent days software supply chain attacks are increasing continuously, exposing a signif-
icant threat to modern software systems. To mitigate these security risks, the U.S. govern-
ment has mandated the use of Software Bill of Materials (SBOMs) for organizations doing
business with them. SBOMs provide an extensive inventory that consist lists of software
components and dependencies, enabling transparency and helps to take effective decisions
regarding security, risk management, and compliance. However, challenges remain in the
aspects of accuracy, completeness, and adoption of SBOMs. Following established SLR
guidelines, the research involved a comprehensive search across four major databases (IEEE
Xplore, ACM Digital Library, Scopus, and Web of Science) to identify relevant literature
published between 2020 and October 2024. After a careful screening and selection process,
30 research papers were chosen for in-depth analysis.

The analysis identified ten widely used open-source SBOM tools, including Syft, SPDX
SBOM Generator, and others, each with varying capabilities and limitations. While these
tools offer a variety of features, challenges remain in accurately capturing dependencies, en-



suring metadata completeness, and meeting specific standards. Additionally, the research
identifies several barriers to SBOM adoption, including tool immaturity, lack of standardiza-
tion, limited awareness, and concerns about time and resource constraints.

This thesis contributes to the understanding of SBOMs by identifying key challenges and
proposing potential solutions to enhance SBOM tool accuracy and promote wider adoption.
The findings have implications for improving software supply chain security and fostering a
more transparent and trustworthy software ecosystem. Despite the challenges, the growing
recognition of SBOMs’ importance and ongoing efforts to improve tooling and standardiza-
tion suggest a promising future for SBOM adoption and its contribution to a more secure
software supply chain.

This thesis conducts a systematic literature review (SLR) to analyze the current widely used
SBOM tools and identify key challenges and opportunities for enhancing their accuracy and
adoption.
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1 Introduction

Modern software systems involve increasingly complex and dynamic supply chains and lack
of systemic visibility into the composition and functionality of these systems contributes sub-
stantially to cybersecurity risk [NTIA, 2021a]. In recent years, cyber attacks on the software
supply chain (SSC) have significantly increased. For example, SolarWinds [SolarWinds,
2020] incidence, where multiple US government agencies were breached through Solar-
Winds’s Orion software. Moreover, according to a report conducted by Sonatype [Sonatype,
20241, over 512,847 malicious packages have been logged just in the past year and it is in-
creasing by 156 percent year-over-year. In order to mitigate this alarming situation, on 12th
May 2021 the U.S. government issued an executive order [Biden, 2021] to advance the na-
tion’s cybersecurity and mitigate these increasing SSC attacks, where US government made
the Software Bill of Materials (SBOM) mandatory for all companies who are involved in

business with them.

Software bill of materials or SBOM is an inventory of software components that were used
to build any software application, where all the open-source and commercial software pack-
ages, libraries, and other dependencies are listed [Dalia et al., 2023]. By analyzing this com-
prehensive list of all dependencies organizations will have more visibility of their software
composition, which will help them to make effective decisions regarding any security, risk
management, and compliance. However, generating a comprehensive and correct SBOM
is very essential, as an incomplete SBOM might increase the vulnerability in the software

dependency and false impression of security.

SBOM can be generated by using the source code at different stages of software development
lifecycle (SDLC) such as: during build time, during runtime, or while doing forensics on the
software [Scribe, 2024a]. In order to establish accurate SBOM there are various open-source
and commercial tools available, which are very effective to produce an automotive SBOM.
However, despite the importance of SBOM in SSC security, there are still many questions
and gaps remaining regarding the generated SBOMs by these SBOM generation tools in
terms of accuracy, completeness, and complexity of SBOM adoption. In this research, we
will aim to address all of these challenges by implementing a systematic literature review
(SLR) and analyzing the current popular SBOM generation tools, their accuracy, and the

complexity of their adaption.

1.1 Background Overview

In this modern era, software development significantly relies on third-party and open-source

components, which makes SSC more complex [NTIA, 2021a]. Because of this complex
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system, significant security issues arise, as any vulnerable component might compromise
the entire system. SBOM has become an essential tool in order to deal with this complex

situation.

Research conducted by [Xia et al., 2023] stated that the Bill of Materials (BOM) was initially
used in the manufacturing industry as an inventory list of all the sub-assemblies and compo-
nents in a parent assembly. SBOM shares the same origin as the building block to enhanced
software supply chain security is a software “BOM” [Figure 1]. The study also reveals that
SBOMs are crucial for building blocks to ensure the transparency of software supply chains

that helps improve software supply chain security.
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Figure 1: Software supply chain and SBOM [Xia et al., 2023]

Despite the importance of the SBOM, there are significant challenges regarding its tools,
their adoption, and accuracy. In the study led by [Dalia et al., 2023], where a comprehensive
analysis of existing open-source tools was conducted, unfortunately, none of the tools have
yet reached the maturity level depending on the key factors like user-friendly, deep analysis,

maven integration, container, multi-format and multi-platform.

Another research by [Stalnaker et al., 2024] reveals that in practical SBOM adoption is very
low, as stakeholders face different challenges due to complex SBOM requirements, ineffi-

cient tools, and data privacy, which are reducing the effectiveness of SBOM.

This study will conduct a systematic literature review (SLR) in order to understand SBOM
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more thoroughly and by analyzing existing literature it will aim to pinpoint the main chal-
lenges and opportunities for enhancing the SBOM tools, adoption techniques, and their ac-

curacy.

1.2 Research Gap and Research Questions

In recent academic study have revealed current SBOM practice has several gaps that need
to be addressed in order to make SBOM more effective and widespread adoption. Several
research gave valuable insight into the SBOM tool’s struggle in capturing all dependencies,

limitations in adoption among different stakeholders, and lack of a universal SBOM format.

Balliu et al., 2023 presents an excellent scholarly that examines Six open-source SBOM tools
such as Build-Info-Go, CycloneDX-Generator, CycloneDX-Maven-Plugin, Depscan, jbom,
and Open Rewrite against Java projects especially capturing all dependency and sorting out
the indirect dependencies. The study identified significant differences among all the tools in
terms of dependency hierarchy, scope identification, tooling dependency, accuracy, and com-
pleteness. It also highlights the challenges in SBOM production which need to be improved

for enhancing SSC security and reliability.

In another study [Rabbi et al., 2024], researchers analyzed four SBOM tools as OSS Re-
view Toolkit (ORT), cyclonedx-node-module (cnn), syft, and CycloneDX Generator (cdx-
gen) against npm ecosystems, demonstrating their accuracy and performance in capturing

software dependencies.

Zahan et al., 2023 made valuable insight into SBOM challenges and benefits by conducting
a Grey literature review. The study mentioned that only 18% organizations are using the
SBOM extensively despite the necessity of it. However, it also identified five challenges
that need to be resolved immediately like SBOM tools, lack of SBOM interoperability, the
value of SBOMs, time consumption, and risks of transparency, which are creating barites to
SBOM adoption.

Additionally, in the study Xia et al., 2023 researchers conducted an empirical study con-
sisting of interviews and surveys with SBOM professionals. The study highlights the im-
provement in the SBOM generation tool, clear benefits and use cases in order to increase
the adoption of SBOM among organizations, universal secure SBOM sharing method, and

SBOM version control.

Although there is some research conducted on SBOM tools in different ecosystems and as
per [Zahan et al., 2023] SPDX and CycloneDX standards have around 200 tools, which

means not all the tools are being used or analyzed thoroughly and not all tools are open-



14

source. On the other hand, SBOM has many challenges that are causing the SBOM adoption
rate and all those challenges need to be addressed properly with solutions. In this study, we
will have our primary focus on identifying those open-source SBOM tools that are widely
used and analyzed in different segments, their potential features, and challenges, and those
issues that are causing SBOM adoption with possible solutions. In order to establish a solid
foundation for our research we have developed three research questions (RQs) targeting the

research gaps.

RQ1: Which open-source SBOM tools are mostly in use for SBOM generation in current
days?

RQ2: What are the key challenges remaining of the selected SBOM tools in terms of accu-

racy and completeness?

RQ3 :Why SBOM adoption rate is low and is there any solution to mitigate it?

1.3 Thesis Report Structure

This report will begin with an introduction, chapter 1 delves into a background overview of
the topic, identifying the research gaps and formulating research questions to create a base
for our research. In Chapter 2 we will discuss SBOM basic, minimum attributes, and three
SBOM formats such as SPDX, CycloneDX, and SWID. The focus then shifts to Chapter 3,
where we will discuss our Research Scope Selection, Database Search Strategy, Literature
Selection Process, and Literature Selection Result. The core of the thesis lies in chapter 4
where we demonstrated our findings and results of SLR demonstrating the SBOM tool’s key
features, challenges, and SBOM adoption related challenges with potential solutions. Next,
in Chapter 5 we will discuss the results of RQs and key findings, suggestions for improving
SBOM tools accuracy, limitations of the study, future work and wrap up the thesis with a
conclusion which is in Chapter 6.
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2 Software Bill of Materials Overview

In this chapter, we will explore the details of the software bill of materials (SBOM). First,
we will go through the definition of SBOM; second, we will list the minimum attributes of
SBOM,; third, we will explore the SBOM formats.

2.1 Whatis SBOM?

SBOM is a nested machine-readable list of comprehensive inventories that consist of all
components within a software product, which identifies and lists software components, in-
formation about those components, and supply chain relationships between them (NTIA,
2021b). SBOM is just like a recipe where all the ingredients and their quantities are listed.
SBOM provides a comprehensive inventory consisting of all the dependencies and compo-
nents that are used to produce a software product. This includes components’ name, their

versions, licenses, and relationships with other components.

SBOMs are more than just a list, they are machine-readable documents that utilize standard
data formats and exchange protocols, which allows organizations to easily track, manage,
and assess the security and compliance of their software. Depending on the needs of the
users, industry, and software itself variety of information is included in an SBOM. However,
SBOM provides a transparent view in building software components, that help stakeholders

to identify security, licensing, and maintenance issues.

2.2  SBOM Minimum Attributes

SBOMs have some attributes that need to be filled up in order to identify software com-
ponents and relationships among them. These attributes are the foundation of the SBOM
system and are essential for future development and scalability. National Telecommunica-
tion and Information Administration (NTIA) has established minimum attributes for SBOMs
data field which are compulsory to reduce the security risks(NTIA, 2021d). Minimum at-
tributes for SBOMs include:

Authors Name: Identify the authors of SBOM. The author may not always be the supplier,
which indicates that the SBOM was not created by the supplier (NTIA, 2021b).

Timestamp: Indicates the date and time of the SBOM’s last update. The timestamp should
be updated when an SBOM entry is changed, which includes initial creation (NTIA, 2021b).

Supplier Name: Identifies the supplier of the component. Supplier Name should include

some capability to handle multiple names or aliases(NTIA, 2021b).
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Component Name: Provides the name or identifier of the software component. Com-
ponent Name should include some capability to handle multiple names or aliases (NTIA,
2021b).

Version String: Specifies the version of the component. Version information helps to
further identify a component. Suppliers and Authors are free to choose a versioning scheme
(NTIA, 2021b).

Component Hash: A cryptographic hash or digital signature that works as a unique iden-

tifier for the software component.

Unique Identifier: Additional information, such as CPE, PURL, UUID, or SWHID, to

help uniquely define a component within a global context.

Relationship: Defines the relationship between SBOM components, with “includes” being

the default relationship type to indicate dependencies.

These minimum attributes give the baseline for SBOM creation, establishing basic function-
ality and use cases. There is some other additional information that can be added, but these

attributes are the core elements for SBOMs.

2.3  Formats of SBOM

The survey by (NTIA, 2021c), mentioned about three SBOM formats that are widespread in-
cluding Software Package Data Exchange (SPDX), CycloneDX (CDX), and Software Iden-
tification (SWID).

2.4 Software Package Data Exchange (SPDX)

The Software Package Data Exchange (SPDX®) specification is an ISO/IEC standard7 for
communicating software bill of materials information (Scribe, 2024c¢). It is a very powerful
tool to create a transparent and trustworthy software supply chain. It is like a universal
language that describes the software, making it easy to share information regarding software

components, licenses, copyrights, and security details.

Flexibility is one of the key strengths of SPDX format that can be used to describe various
parts of software, including entire programs down to individual files or even small code
snippets. SPDX also offers extensive information regarding relationships to connect different
software elements within and across SBOM documents. Another important feature of SPDX
is its ability to represent SBOM data in multiple file formats, including RDF/ XML, XLSX,
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tag-value, JSON, YAML, and XML. The figure [2] is a small example of SPDX format in
JSON format.

“filesAnalyzed" : true,
“hasFiles" : [ "SPDXRef-Jenalib", "SPDXRef-DoapScurce”, "SPDXRef-CommonsLangSrc™ ],
"homepage” : "http://ftp.gnu.org/gnufglibc”,
"licenseComments” : “The license for this project changed with the release of version x.y. The version of
“licenseConcluded™ : “(LGPL-2.@-only OR LicenseRef-3)",
"licenseDeclared” : "(LGPL-2.@-only AND LicenseRef-3)",
“licenselnfoFromFiles” : [ “GPL-2.8-only", “LicenseRef-2", "LicenseRef-1" ],
“"name™ : "glibc”,
“originator” : "Organization: ExampleCodelnspect (contact@example.com)”,
"packageFileMame™ : "glibc-2.11.1.tar.gz",
“packageVerificationCode™ : {
“packageVerificationCodeExcludedFiles™ : [ "./package.spdx™ ],
"packageVerificationCodeValue” : "db6a77@8ba38583eddbbd525bd96e58461655d2758"

Figure 2: SPDX example (Scribe, 2024b)

2.5 CycloneDX

CycloneDX project was established in 2017 with the aim of developing a fully automated,
security-focused SBOM standard (Scribe, 2024c). It is another very powerful format that
captures the complete lineage of each component, including its origins, modifications, and
relationships with other components. CycloneDX has a lightweight design that makes it
easy to use and integrate into various development tools and processes. It supports multiple
formats like XML, JSON, and Protocol Buffers that allow organizations to automate SBOM

creation and easily share SBOM information with others.

CycloneDX was developed by the Open Web Application Security Project (OWASP) and is
supported by a different community of developers and security experts. Whether anyone is
building applications, managing services, or securing embedded devices, CycloneDX pro-
vides a comprehensive and robust way to describe your software and its components. Figure

[3] is an example of CycloneDX code for software components and their dependencies.

2.6  Software Identification (SWID)

SWID Tags, or Software Identification Tags, were created to enable organizations to track
software installed on their managed devices in a transparent manner, which was established
by ISO in 2012 and revised as ISO/IEC 19770-2:2015 in 2015 (Scribe, 2024c). This tag

works like an identity card for the software makes easy to manage throughout SDLC.

SWID can be used for software identification, helping any user to quickly identify what

software is installed on their devices. It can also be used for configuration management to
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"components": [
{

“type”: "library”,

"bom-ref": "pkg:npm/puppeteer@l.l9.8",

"name”: “puppeteer”,

“"version™: "1.19.@",

"description”: "A high-lewvel API to control headless Chrome over the DevTools Protocol”,

"hashes": [

i

"alg": "SHA-512%,
"content™: "d92eB4eb2829a2a70409a6a00dbP68abB48e3c3bf4a4066F4db9c181463eealabdfd70c5E

b
1,
“licenses™: [
1
"license™: {
"id": “Apache-2.0"
}
H
1,

"purl™: "pkg:npm/puppeteer@l.19.8",

Figure 3: CycloneDX example (Scribe, 2024b)

ensure software is properly configured and up-to-date. As SWID tags can include crypto-
graphic hashes of software components, they can even be used for vulnerability management,

and identify security risks.
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3 Methodology

In this section, we will explore the research methodology idea for this study. It will elaborate
on how methodology is applied to find out the gaps in practicing the software bill of materials
(SBOM) in terms of widely used SBOM generation tools, their key features, challenges, and
adoption challenges.

3.1 Research Method

For this study, we have selected systematic literature review (SLR) as our fundamental re-
search methodology, as it allows us to gather all the necessary literature related to our re-
search topic, and analyze and integrate them in an unprejudiced way. In order to implement
our study, we stick to the guideline of literature reviews for the software engineering field
by Kitchenham et al., 2009. We have divided our review process into four phases: (i) Re-
search scope selection, (ii) Database search strategy, (iii) Literature selection process, and

(iv) Literature selection result, which you can see in Figure 4.

Review Phase

Research Scope

‘ BT Selection

Database Search
Strategy

Literature Selection
Process

Literature Selection
Result

TTT1

‘ Phase 4

Figure 4: Research review phase
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3.1.1 Research Scope Selection

The principle objective of this systematic literature review (SLR) is to investigate the current
common SBOM tools that are used widely, their features & challenges, and their adoption.
Our constitutional goal is to assemble all the literature results and suggestions in one place in
order to establish comprehensive guidance for future research in this domain. A systematic
review attempts to collate all relevant evidence that fits pre-specified eligibility criteria to
answer a specific research question [Moher et al., 2015]. Thus, it is very essential to create
research questions (RQs) in order to identify the gaps properly. These questions need to have
a distinct focus on the current SBOM practices like their generation techniques, relevant
tools, adoption challenges, and impact on software security. Our primary study is to explore

the SBOM ecosystems and find the challenges remaining.

3.1.2 Database Search Strategy

In order to maintain a comprehensive collection of research papers, we have carefully se-
lected important keywords that are relevant to our research questions (RQs) and the primary
goal of this research. We have employed the Boolean operators ’'OR’ and ’AND’ and com-
bined them with our keywords in order to generate effective database search queries. We

have developed the following search queries for our primary search:

(““Software bill of materials’ OR “Sbom’’) AND (“SBOM tool” OR “SBOM adoption’’)
AND (“CycloneDX” OR “SPDX”)

After that, we implement the search query in four different databases: IEEE Xplore, ACM
Digital Library, Scopus, Web of Science. This method helped to gather an extensive compi-

lation of academic research papers that are relevant to our research topic area.

3.2 Literature Selection Process

After assembling research papers from databases we have done screening and refining in
order to increase the quality of our research. As SBOM became popular after the presidential
press release for improving the country’s cybersecurity in 2021 [Biden, 2021], we limited
our search till 2020 to concentrate effectively. For the screening process and identifying
duplicate papers we used an online tool Rayyan' and only conference papers, academic
research papers, and English articles were considered. Exclusion and inclusion criteria are

represented in Table 1.

Thttps://new.rayyan.ai/
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Table 1: Inclusion and Exclusion Criteria for Literature Selection

Inclusion Criteria (IC) Exclusion Criteria (EC)

IC1: Research papers written in English EC1: Non-English language studies
IC2: Articles published up to October 2024 | EC2: Studies conducted before 2020

IC3: Original research articles EC3: Working papers, project reports,
white papers, and short papers

IC4: Research focusing on SBOM EC4: Studies not related to Software Bill

generation, SBOM tools, adoption, and of Materials

SBOM-related topics

3.3 Literature Selection Result

We started our research by gathering a total of 1,791 research papers from the database

search. Next, we followed the steps to finalize all the literature:

Step 1: Remove Duplicate Paper Our first step was to identify the duplicates and elimi-

nate them in order to make each study unique.

Step 2: Screening Literature Net we started reviewing the titles and abstracts of the re-
maining papers individually and removed all those papers which are not related to our pri-

mary focus

Step 3: Reviewing Quality of Text Next we have reviewed all the content of the remaining

papers comprehensively and removed any papers that are not accessible.

Figure [5], is the graphical representation of our overall methodology procedure. After fol-
lowing the above step, we managed to gather 24 research papers that were aligned with
the primary study. In the paper (Wohlin et al., 2020) authors mentioned the snowballing
technique, which we have used in our study. By using the snowballing method we have
identified 6 more papers that align with our study, where two of them came from the process
of backsword citation tracking and the other four came from forward citation tracing. In the

end, we have found 30 research papers that are aligned with our primary study.



Search String | ("Software bill of materials” OR "Sbom™) AND ("SBOM tool” OR "SBOM adoption™)
AND ("CycloneDX" OR "SPDX"™)

- -I
Web of

Science Scopus

(£

162

h i

Total Paper: 1791

h A

Duplicate Papers = 150

Total Papers = 1659

Screening through reading
title and abstract

F Y

Total Papers = 24

Forward and Backward
Snowballing = & Papers

Y

Final total papers = 30

Figure 5: Research review phase

22



23

4  Results and Findings

In this section, we will discuss the overall findings and results from the selected papers that
we finalize through the process of SLR methodology. This section is divided into four parts,
where in the first part we will discuss the data analysis of our study, second, we will discuss

the list of SBOM tools that are commonly in use by different stakeholders,

4.1 Research Data Analysis

The [Figure 6], represents the visual substantiation of the researchers who made their contri-
bution to SBOM over the years from across the world, where the United States of America
(USA) has the highest practitioner rate in this field. This world map proves there are more
scholars involved in this field in order to produce complete and effective SBOM and reduce

the Software supply chain (SSC) security issues.

World Map

' Count

Figure 6: World map of the authors who contributed in SBOM by Country

The [Figure 7] represent the primary themes that are discussed by the scholars in their re-
search. We have selected these themes from the keywords and discussion provided by the
authors of selected papers. The figure gives a glimpse of abidance that the majority of the
paper have keywords related to the SBOM, such as “Software Bill of Materials”, “SBOM”,
“Software Supply Chain”, and “SSC security”. Concurrently, terms like “SBOM tools”,
“accuracy”, “adoption”, “security and privacy” demonstrate the importance of the SBOM
generation tool and their accuracy in the field of making SBOM more adaptable and estab-

lishing a strong secured software supply chain (SSC), which is the main focus of this study.
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Figure 7: Keyword by Researchers

4.2 Software Bill of Materials Tools

In this study, one of our primary goals is to identify the SBOM tools that are widely used by
different stakeholders for generating SBOMs. The SPDX and CycloneDX standards have
around 200 tools, most of which are efficient in generating SBOMs for a single component
[Zahan et al., 2023]. However, We have identified eleven open-source tools that are most
commonly used for generating SBOM from our study, which we have discussed in the below

section.

42.1 Syft

Syft? is an open-source and most used SBOM tool developed by Anchore, which can gener-
ate the SBOM from container image and filesystems and is primarily used within continuous
integration/continuous delivery (CI/CD). It can work as both a CLI tool and a Go library,
while it can convert SBOM in different formats like SPDX, CycloneDX, and its own format
and it can support a wide range of ecosystems like C, Go, Java, JavaScript, and Python [Dalia
et al., 2023].

Zhttps://github.com/anchore/syft
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4.2.2 SPDX SBOM Generator

SPDX SBOM Generator® is another open-source tool that adheres to the SPDX v2.2 in or-
der to generate the SBOM including software components, licenses, copyright and security
references [Dalia et al., 2023]. This tool is one of the reliable tools for generating SBOM as
it satisfies the minimum SBOM elements which are specified by NTIA. Moreover, this tool
is useful for legacy software management and can be integrated either in the early develop-
ment stages of SDLC or the continuous integration phase. This tool supports different pack-
ages like GoMod(Go), Cargo(Rust), Composer(PHP), DotNet(.Net), Maven(Java), NPM &
Yarn(NodeJs), PIP & Pipnev(python), Gems(ruby), and Swift Package Manager(Swift).

4.2.3 Kubernetes SBOM Tool

Another open-source tool is Kubernetes SBOM Tool* developed by Kubernetes SIG (Spe-
cial Interest Group) as a Go project and currently incubating within the Linux Foundation’s
Automating Compliance Tooling TAC [Dalia et al., 2023]. Kubernetes is a versatile tool for
SBOM attributes as it can examine container images, file system paths, and individual files
while it supports SPDX format and can be use at build or deployment stages of SDLC.

4.2.4 Microsoft SBOM Tool

Microsoft has made their journey by developing their own SBOM generation tool collaborat-
ing with the Linux Foundation named Microsoft SBOM tool®, specially for SPDX format.
This tool is a C# CLI designed to be added to the CI/CD pipeline of Github actions and
Azure DevOps pipelines and support a range of package ecosystems, including CocoaPods,
Go, Gradle, Maven, NPM, NuGet, Pip, Poetry, Ruby, and Rust [Dalia et al., 2023].

425 Tern

Tern® is a software composition analysis tool and Python library developed specifically for
analyzing container images and Dockerfiles and can be in various formats, including human-
readable, JSON, HTML, and SPDX [Dalia et al., 2023]. Tern iterates the image layers of
the container within a chroot environment and provides layer-by-layer organized software
components while very effective at the time of the deployment phase of the SDLC. Tern
was originally designed to work in a Linux environment, however, it can run as a docker &

Kubernetes container and can be used in Windows and MacOS using Vagrant.

3https://github.com/opensbom- generator/spdx-sbom- generator
“https://github.com/kubernetes-sigs/bom
>https://github.com/microsoft/sbom-tool
®https://github.com/tern-tools/tern
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4.2.6 Osmy

Osmy  is a tool that performs periodic vulnerability assessment and file integrity verification
of software based on SPDX documents [Kishimoto et al., 2024]. Osmy has a server program
that consists of a list of software and CLI/GUI clients which provides a user interface in order
to register or update SPDX documents. Osmy is not limited to any programming language
or ecosystems, however, it is very effective for end-users and supports those ecosystems that

can utilize SPDX documents.

4277 OSS Review Toolkit

0SS review toolkit(ORT) & in a SBOM tool to compile and manage the open-source software
components, which foster FOSS automation policy [Rabbi et al., 2024]. ORT can generate
both CycloneDX & SPDX SBOMs and custom FOSS attribution and can be used as a library

or via command line interface and CI integration.

4.2.8 CycloneDX Generator (cdxgen)

CycloneDX generator (cdxgen)® is a CLI tool, library, and server for generating SBOM fol-
lowing CycloneDX format utilizing source code and container image [Balliu et al., 2023].
This tool supports major programming languages like Python, Java, PHP, JavaScript, etc.,
and can be integrated into the build phase as CI/CD pipeline with a server that tracks the
dependency automatically. Cdxgen supports external binary plugins in order to extract more
SBOM use cases, as well as docar/OCI container support, automatic usage & service detec-

tion, and SPDX format conversion.

429 Trivy

Trivy!? is a security scanner tool that produces SBOM in SPDX format by targeting container
image, file system, git repository, virtual machine image, Kubernetes, and AWS. This tool
supports most of the popular languages, OS systems, and platforms, while it is used widely
for security analysis of software supply chain (SSC) in the industry [O’Donoghue, Reinhold
& Izurieta, 2024].

"https://github.com/higolab/Osmy
8https://github.com/oss-review-toolkit/ort
“https://github.com/CycloneDX/cdxgen
10https://github.com/aquasecurity/trivy
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GitHub dependency graph!! is an inbuilt feature provided by GitHub that summaries any

dependencies submitted through repository of the GitHub API and developers can export all
the repository’s dependencies via GitHub UI or REST API in SPDX format of SBOM. This

dependency graph is very crucial for developers as it helps to maintain transparency of all

dependencies up-to-date at the build or development phase[Bifolco et al., 2024].

Table 2 represents the summary of the common SBOM tools and their features.

Table 2: Comparison of SBOM Tools and Their Features

SBOM Tool Features Ecosystems/Language | SBOM For-
mats
Syft Develop SBOM from | C, Go, Java, JavaScript, | SPDX, Cy-
container image and file | Python cloneDX, Syft
systems format
SPDX SBOM | Integrates SPDX v2.2 | Go, Rust, PHP, .Net, | SPDX
Generator for SBOM generation in- | Java, Node.js, Python,
cludes software compo- | Ruby, Swift
nents, licenses, copy-
right and security refer-
ences
Kubernetes Generates SBOM by | Go (Kubernetes) SPDX
SBOM Tool analyzing container im-
ages, file system paths,
and individual files
Microsoft Integrates with GitHub | CocoaPods, Go, Gradle, | SPDX
SBOM Tool Actions and Azure De- | Maven, NPM, NuGet,
vOps pipelines to gener- | Pip, Poetry, Ruby, Rust
ate SBOM

Continued on next page

https://docs.github.com/en/code-security/supply-chain-security/understanding- your-software-supply-chain/
about-the-dependency-graph
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SBOM Tool Features Ecosystems/Language | SBOM For-
mats
Tern Analyze container im- | Linux, Windows, Ma- | Human-
ages and Dockerfiles, | cOS, docker & kuber- | readable, JSON,
provides layer-by-layer | netes container HTML, SPDX
analysis to generate
SBOM
Osmy Generates SBOM by pe- | Ecosystems that utilize | SPDX
riodic vulnerability as- | SPDX documents
sessment and file in-
tegrity verification based
on SPDX documents
0SS Review | Compiles and manages | Linux, Windows, Ma- | CycloneDX,
Toolkit (ORT) open-source  software | cOS SPDX, cus-
components to generate tom FOSS
SBOM by utilizing attribution
FOSS automation policy
CycloneDX CLI, library, and server | Java, Python, JavaScript, | CycloneDX,
Generator for generating SBOMs | TypeScript, PHP SPDX
(cdxgen) using source code and
container images
Trivy Generates SBOM by an- | Popular  programming | SPDX
alyzing container image, | languages, OS system
file system, git reposi- | and platforms
tory, virtual machine im-
age, kubernetes, AWS
GitHub Depen- | Summarizes dependen- | Rust, PHP, .NET lan- | SPDX
dency Graph cies submitted through | guages, @ Go, Java,
github repositories for | JavaScript, Python,
generating SBOM Ruby
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4.3 Challenges of SBOM Tools

The accuracy and completeness of the generated SBOMs caused by tooling competence is
a common concern for generating SBOMs[Xia et al., 2023]. Through our SLR we have
analyzed all selected studies that have evaluated the SBOM tools that we have discussed
previous section and demonstrated key challenges remaining with all those tools. Though
there was a limited amount of research paper, which demonstrates a deep analysis of these
SBOM tools, still we have gathered all the analysis below that we have found.

43.1 Syft

In the study [Rabbi et al., 2024], Syft got an 80.44% accuracy rate while identifying the
component names. Though it is not bad but it was not the highest among other tools that

researchers worked with, which indicates that the tool has an accuracy issue.

In another study [Yu et al., 2024], researchers found Syft SBOM tool can not identify the
transitive dependency and has a problem determining the appropriate version if no pin ver-
sion is not provided. Moreover, this tool has limited support for metadata & version control,
incomplete metadata parsing, inconsistency in package naming convention, low accuracy on

ground truth, and duplicate entries while analyzing multiple projects or metadata.

On the other hand, in [Halbritter & Merli, 2024] authors evaluated Syft tools against Python,
C, Rust, and Typescript projects and found out that Syft has a problem in capturing depen-
dency relationships hindering SBOM generation accurately for certain programming lan-
guages such as C, omits some critical information like supplier name or license details and
its accuracy differ depending on the projects and programming language, lacks key frac-
tures like generating hashes for components, and its struggle to fully meet NTIA minimal

requirements for SBOM.

4.3.2 CycloneDX Generator (Cdxgen)

In the study [Halbritter & Merli, 2024], similar to Syft authors also evaluated the Cdxgen
tool against Python, C, Rust, and Typescript projects and the result shows that Cdxgen faces
challenges for generating accurate SBOM for C & Rust, in some cases dependency relation-
ship or license information partially empty or incomplete, and do not fully meet the NTIA

minimal SBOM requirements.

In another research [Balliu et al., 2023], authors mentioned Cdxgen’s limited support for

generating external references continuously.

In the study conducted by [Rabbi et al., 2024], where they evaluated the Cdxgen tool for
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the npm ecosystem in terms of accuracy, precision, and recall Cdxgen has a dependency

detection rate in every aspect is very low like 29.62%, 40.94%, and 92.57% respectively.

4.3.3 GitHub Dependency Graph

In the study [Bifolco et al., 2024], authors have analyzed the GitHub dependency graph for
selected Java & Python project repositories and conducted backward, forward, and mani-
fest/lock file analysis. In forward and backward analysis they found inaccuracy of depen-
dency information like missing occurrence & package information, missing source reposito-
ries, or in some cases missing links to source repositories. Moreover, in the lock file analysis,
they did not find a perfect match between the dependencies that were retrieved from GitHub’s
dependency graph and those from manifest/lock files. This inconsistency results could harm

those SBOMs that are being created using this tool.

In the study [Yu et al., 2024], authors mentioned GitHub dependency graph has similar issues
to Syft SBOM tools except it gives good support for raw metadata.

434 Kubernetes SBOM Tool

In the study [Otoda et al., 2024], researchers found out the Kubernetes SBOM tool has
limitations while handling legacy systems that have prebuilt firmware or other enterprise
systems. Moreover, this tool does not support binary files in order to sort out dependencies
and relationships. Another research conducted by [Dalia et al., 2023], mentioned Kubernetes

does not support multiple formats, maven integration, and in-depth analysis.

435 Microsoft SBOM Tool

In the study [Dalia et al., 2023], researchers demonstrated Microsoft SBOM tool does not
support multiple formats, does not use container images or Kubernetes manifests while gen-

erating SBOM, and can’t perform in-depth dependency analysis.

Similar to Kubernetes in the [Otoda et al., 2024], authors mentioned Microsoft SBOM has
limitations with legacy systems that are common in nuclear power plants and lack of support

of binary files to collect dependencies and relationships.

In the study [Yu et al., 2024], authors found out the Microsoft SBOM tool has limited sup-
port for metadata, incomplete metadata parsing, low maintained functionality for resolving
transitive dependency, duplicate entries while analyzing multiple projects and metadata as it

analyzes individually and low accuracy rate.
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4.3.6 Trivy

In the study [Yu et al., 2024], authors mentioned that trivy has limited support for meta-
data through the tool support package.json file but does not extract dependencies from it.
Moreover, trivy produces incomplete metadata parsing, limitation while resolving transitive
dependency, limited support for version constrain, inconsistency while naming packages,
low accuracy on ground truth, and duplicate entries while analyzing multiple projects and

metadata.

Another study conducted by [Torres-Arias, Geer & Meyers, 2023], stated that trivy missed
some supplier data which led to incomplete SBOM data, created errors on some container

images, and running NTIA conformance checker.

437 Tern

Similar to Trivy, tern also created the same errors in the research conducted by [Torres-Arias,
Geer & Meyers, 2023], which includes missing supplier data, facing errors while generating

SBOM for some container images, and running NTIA conformance checker.

In another study [Dalia et al., 2023], authors mentioned tern do not support maven integration
and in-depth analysis. Though it was mentioned that tern does not support multi-platform in
the GitHub description of tern, it is mentioned that it supports multiple platforms like Linux,

Windows, MacOS, docker & Kubernetes container.

43.8 SPDX SBOM Generator

In the study [Dalia et al., 2023], researchers mentioned four challenges regarding the SPDX
SBOM generator tool such as. lack of support for multi-format does not analyze container
images or Kubernetes manifests while generation SBOM, no integration for maven projects,

and not user-friendly.

4.3.9 0SS Review Toolkit (ORT)

In the study [Rabbi et al., 2024], authors evaluated the OSS Review Toolkit (ORT) for the
npm ecosystem in terms of accuracy, precision, and recall along with four other SBOM tools.
As per the result of their evaluation ORT lowest accuracy rate of 74.06% for identifying
component names, the lowest precision rate of 74.75%, and a 76.29% recall rate. That

indicates ORT is far behind compared to other SBOM tools in all three metrics.
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4.3.10 Osmy

Osmy is kind of a new SBOM tool presented in the study [Kishimoto et al., 2024] counter-
ing the lack of tool support for SPDX documents. Though the tool has lots of potentialities
that we have mentioned earlier section of the result, the authors mentioned improving scal-
ability and usability by increasing effectiveness while maintaining a large number of SPDX
documents. Also, they mentioned enhancing the user interface in order to benefit users and

prioritize vulnerabilities.

Table 3 represents the summary of the challenges related to common SBOM tools from
different research papers.
Table 3: SBOM Tools: Research Papers and Challenges

Tool Name Research Challenges
Paper
Syft Rabbi et al., . . o
4 [20;4 e 2 e Accuracy issues in identifying component
Lo names, transitive dependencies and ground truth
et al., 2024],

. e Problems determining appropriate versions
[Halbritter &

. when no pinned version is provided
Merli, 2024]

e Limited support for metadata and version control

e Incomplete metadata parsing, package naming
conventions

e Duplicate entries when analyzing multiple
projects

e Difficulty capturing dependency relationships
for C

e Omits supplier names or license details

e Lacks hash generation features

e Struggles with NTIA minimal requirements

Cdxgen [Halbritter &
Merli, 2024],
[Balliu et al.,
2023], [Rabbi
et al., 2024]

e Inaccuracy in C and Rust projects

e Incomplete dependency relationships & license
information

e Does not satisfy NTIA minimal requirements

e Limited external references support

e Very low dependency detection rates

Continued on next page
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Table 3 — continued from previous page

Tool Name Research Challenges
Paper
GitHub De- | [Bifolco ) .
q L 2004 e Inaccurate dependency information
t al., ) . . .
gen ;ncy eY a 1] e Inconsistent results with manifest files
t . . . .
rap [20;4 4 e Difficulty capturing dependencies
] e Omits critical information
e Inconsistent accuracy across projects
e Lacks hash generation
Kubernet Otoda et al., . .
tbernetes [Otoda e a' e Limited legacy system handling
SBOM Tool 2024], [Dalia i )
e No support for binary files, multi-formats
et al., 2023]
Microsoft [Dalia et . .
e No container image support
SBOM Tool | al.,  2023], - :
e Limited dependency analysis
[Otoda et al., )
e Legacy system issues
2024], [Yu .
L 2004 e Incomplete metadata parsing
t al., .. .
cta ] e Low transitive dependency resolution
e Low accuracy rate
Tri Y t al, .
vy [20;4 o a e Limited metadata support
T I e Incomplete metadata parsing
[Torres- e Inconsistent package naming
Arias, Geer
e Low accuracy on ground truth
&  Meyers, ) .
e Duplicate entries
2023] - .
e Missing supplier data
it T -
em I[A‘(')rres G e Missing supplier data
r1as, eet e Errors in SBOM generation
&  Meyers, - . .
0231, [Dali e Limited Maven integration
. [Dalia e Limited in-depth analysis
et al., 2023]

Continued on next page
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Table 3 — continued from previous page

Tool Name Research Challenges
Paper
SPDX [Dalia et al.,

e Lack of multi-format support

SBOM 2023] ) ) .
e No container image analysis
Generator .. . .
e Limited Maven integration
e Poor user experience
ORT [Rabbi et al., .
e Lowest accuracy, precision, and recall rates
2024]
Osm Kishimoto et
Sy [Kishi e Needs scalability improvement
al., 2024]

e Requires enhanced UI for vulnerability

prioritization

4.4 Challenges with SBOM Adoption

In this section first, we will delve into those challenges we have found from different re-
search papers that are incorporated with lower SBOM adoption rates, we will move on to the

solution proposed by researchers in order to mitigate those issues.

4.4.1 Lack of Matured SBOM Tool:

SBOM tool immaturity is one of the main concerns of SBOM adoption. In the study by [Xia
et al., 2023] pointed, one of the main reasons for creating a blockage of SBOM adoption
is the SBOM generation tool’s maturity and the features it offers. In the research [Nocera
et al., 2023], authors observed wider SBOM adoption through CI/CD tools like GitHub and
automated build tools like maven compare to libraries.

Moreover, in the study [Kloeg et al., 2024 authors mentioned that 40% of the developer
stakeholders consider the existing SBOM tools are not mature enough due to low accuracy,
completeness, and involvement of too much manual work, while in another analysis over
stack overflow questions [Otoda et al., 2024], researchers found a question by a developer
who was experienced in generating SBOM for Gradle projects but facing difficulties for older

Apache ant project due to insufficient tool support.
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4.42 SBOM Standardization:

In the study [Chaora, Ensmenger & Camp, 2023] authors stated, that SBOM has three main
formats and the use of this format depends on the use case, which creates uncertainty among
the purchasers regarding which format to request with every product. The authors also men-
tioned the need for SBOM sharing mechanisms, as purchasers might run different versions

of the same product, and every version needs a separate SBOM.

Moreover, in the study [Stalnaker et al., 2024] researchers found due to interoperability
issues between SBOM standards and inconsistency between standards and tooling, 23.33%
of the SBOM users think SBOM standards are problematic.

Another study conducted by [Jaatun et al., 2023] mentioned, that implementing SBOM in the
healthcare systems is slow due lack of out-of-the-box solutions and industry-wide standards,

resulting in organizations developing their own solution independently.

4.4.3 Lack of Automation:

In the study [Zahan et al., 2023], authors mentioned lack of automatic modification detection
of SBOM tools is making SBOM adoption more challenging. An SBOM needs to be updated
if there are any changes in any components, including vulnerability patches, new features or
modifications, and code updates. However, this work is done manually, which is a big cause
for SBOM adoption.

In another study [Bi et al., 2024], authors analyzed 4,786 GitHUb discussions and found that
8.1% think SBOM tools are missing automated solutions while generating SBOM, which

leads to many miss dependencies.

In the study[Stalnaker et al., 2024], authors mentioned keeping SBOM up-to-date is very
challenging accurately while software has updates in dependency or any new vulnerabilities

are discovered which also known as SBOM drift.

4.4.4 Time and Effort Requirements:

In the study [Kloeg et al., 2024], researchers mentioned currently SBOM integration takes
additional time and effort, while SBOM users do not have clear knowledge about the bene-
fits. Moreover, processing SBOMs including acquiring & distribution requires the engage-
ment of different stakeholders within any organization which is very time-consuming and

challenging.

In the study conducted by [Stalnaker et al., 2024], researchers found developers need a sig-
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nificant amount of time in order to generate and maintain SBOM, which includes devel-
oping tools in order to integrate with existing systems and reduce the manual work. This
involvement of extra effort for maintaining and generating SBOM is very much affecting the

motivation for SBOM adoption.

In the study [Zahan et al., 2023], authors also mentioned it is a very time-consuming task to

manage numerous third-party components and dependencies, which affect SBOM adoption.

4.4.5 Lack of knowledge and Expertise:

In the study [Kloeg et al., 2024], authors mentioned there are lack of knowledge and expertise
regarding SBOM is low among different stakeholders and 69% participants agreed on this
concern. Current complex SBOM tools and formats create difficulties for stakeholders like

the B2B sector due to a lack of SBOM understanding and expertise.

In the study [Otoda et al., 2024], authors found the solution to the questions regarding SBOM
in stack overflow is very low compared to other segments, which indicates that there are lack

of knowledge among software developers to provide solutions to those answers.

In the study [Stalnaker et al., 2024], authors noted a lack of familiarity regarding SBOM
generation tools among different stakeholders, such as research found many responders like
AI/ML and cyber-physical systems(CPS) domain were not aware of existing tool support for
generating SBOM in that domain.

4.4.6 Lack of Awareness and Use cases:

In the study [Kloeg et al., 2024], authors noted a perception among participants regarding
the limited usefulness of SBOM, due to a lack of awareness and potential benefits with use
cases. 38% of the participants think there should be more details use cases with benefits

required in order to increase the effective SBOM adoption.

In the study [Xia et al., 2023], authors identified a lack of knowledge regarding SBOM as
one of the fundamental challenges for SBOM adoption, as most organizations hesitate to

adopt SBOM due to a lack of knowledge regarding SBOM use cases and benefits.

4.477 Financial Losses:

In the study [Kloeg et al., 2024], authors mentioned fear of financial losses or return on in-
vestments from the perspective of different stakeholder groups like software suppliers and
consumers is another challenge for SBOM adoption. 19% of the participants are concerned

about these losses while adopting SBOM. Consumers have concerns regarding the level of



37

security they will receive while suppliers have their concern for balancing the level of secu-

rity with their investments.

4.5 Solution of SBOM Adoption Challenges

In this section we will delve into the possible solution proposed by the researchers in order

to mitigate the challenges of SBOM adoption.

4.5.1 SBOM Tool Immaturity

In order to increase the accuracy of the SBOM tool, in the study [Kawaguchi & Hart, 2024]
authors proposed an SBOM package identification module(SCG) that analyzes both the run-
ning container and its image to identify associated dependencies. This module has a good
processing time, 95.6% package identification rate, and accuracy rate is good compared to
the syft SBOM tool.

In the study [Jones & Tate, 2023], authors proposed an interactive visualization method in
order to identify the component relationship effectively. In order to identify the relationship
this method uses a graph structure to represent SBOM, where components are represented as
nodes and the relation of the components is depicted as edges, which will help the developers

to identify any missing components more easily.

On the other hand, in the study [Bi et al., 2024], authors suggest integrating machine learning
techniques to identify software components, including SBOM generation with different build
processes like Maven, Gradle, or npm, and increase the collaboration with vendors in order

to enhance SBOM tool maturity.

In another research [Chaora, Ensmenger & Camp, 2023], authors suggest increasing the
regulation for SBOM tool maturity by involving agencies to audit and verify depending on

the set of criteria.

Additionally in the study [H. Kim & K.-H. Kim, 2024], authors used DNN and Conv1D deep
learning models to detect detection for medical devices and got good accuracy numbers from

those models. Integrating this learning model will enhance the maturity of the SBOM tool.

Finally, in the research conducted by [Zhou et al., 2024] researchers suggest to use of
blockchain technology by sorting the hash values to increase data integrity and tempering

data prevention. This will increase the SBOM tool maturity in terms of data quality.
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4.5.2 SBOM Standardization:

In order to enhance the SBOM standard in the study [Bi et al., 2024] researchers proposed
three general solutions such as adoption of standardized formats, collaboration with sup-
pliers, and continuous SBOM monitoring and updates. Similarly, in the study [Holbrook,
2023], the author gave prioritization of adopting popular standards and collaboration across

different sectors for increasing SBOM standards.

Moreover, in the study [Stalnaker et al., 2024] researchers insisted on developing a clear
mapping between standards and developing tools, and community collaboration to enhance
the standard of SBOM. Additionally, researchers also proposed SBOM specifications more
multi-dimensional considering three aspects use cases, software types, and amount of in-
formation. This will help to create a more structured SBOM, reduce the complexity, and
enhance the SBOM standard.

4.5.3 Increasing Automation:

In the study[Kawaguchi & Hart, 2024], researchers presented an automation system for
SBOM generation called container component controller based on deployment and runtime
SBOM (C3DRS), which automatically generates and maintains docker container SBOM on
the consumer side. This system is built based on the SBOM package identification mod-
ule(SSG) and has a good ratio for identifying packages. Moreover, this system integrates
with the SBOM manager and the running monitor helps the container operation be more

effective and makes SBOM management automated.

On the other hand, in the study [Stalnaker et al., 2024] authors suggested developing li-
braries for those binaries and programming languages that lack package managers, integrat-

ing AI/ML frameworks like TensorFlow to increase the automation of SBOM.

4.5.4 Reducing Time and Effort Requirements:

In the study [Xia et al., 2023], authors suggested shifting the SBOM generation from build
time to runtime which will reduce the time consumption. Moreover, they insisted developers
should use SBOM incrementally throughout SDLC, which will not only reduce the time but

also reduce the manual effort for generating SBOM.

On the other hand, in the study [Kloeg et al., 2024] authors mentioned that SBOM tooling
maturity improvement and increased automation will reduce the time and effort requirements

regarding SBOM generation and maintenance.
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4.5.5 Reducing Knowledge Gaps:

In order to reduce the knowledge gap of SBOM researchers in the study [Chaora, Ensmenger
& Camp, 2023] emphasized SBOM should be human readable, so that any non-technical
professional can understand it. Moreover, they insisted government and policymakers pro-
mote SBOM adoption in order to increase SBOM expertise and knowledge. However, in the
study [Stalnaker et al., 2024] authors suggested that improving education materials regarding
SBOM is necessary in this aspect. They insisted on having proper guidelines and tutorials for
SBOM generation, use cases, required information regarding SBOM, and types of software,
which will help to reduce the knowledge gaps of SBOM.

Moreover, in the study [Otoda et al., 2024] researchers insisted that increasing community
engagement by sharing knowledge in a common platform like stack overflow, proper SBOM

documentation, and training will help to reduce the knowledge gaps.

4.5.6 Increasing Awareness:

Authors of this paper [Otoda et al., 2024] emphasized providing educational knowledge
regarding SBOM, workshops, training, and most importantly promoting SBOM by govern-
ment and industry top leaders will play a crucial role in increasing awareness of SBOM.
On the other hand, besides the promotion of SBOM and providing education resources re-
searchers in the study [Stalnaker et al., 2024] mentioned providing incentives for SBOM

adoption would great way to create encouragement and awareness among different stake-
holders.

4.5.7 Minimizing Financial Losses:

Authors of the study [Kloeg et al., 2024], emphasized enhancing SBOM tools maturity and
formats will help different stakeholders to understand SBOM and utilize it in an effective

way will reduce the concern of financial loss.

Table 4 represent the summary of the gathered solution from different research papers.
Table 4: SBOM Adoption Challenges and Solutions

SBOM Adoption | Paper Reference | Proposed Solution
Challenge

SBOM Tool Im- | [Kawaguchi & | Develop accurate package identification mod-
maturity Hart, 2024] ule.

Continued on next page
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Table 4 — continued from previous page

SBOM Adoption
Challenge

Paper Reference

Proposed Solution

[Jones & Tate,

2023]

Use interactive graph visualizations.

[Bi et al., 2024]

Integrate machine learning, automate builds,

collaborate with vendors.

[Chaora, Ens-
menger & Camp,
2023]

Increase regulation and verification.

[H. Kim & K.-H.
Kim, 2024]

Integrate deep learning models.

[Zhou et al., 2024]

Use blockchain technology.

SBOM Standard-

ization

[Bi et al., 2024]

Standardize formats, collaborate, monitor up-

dates.

[Holbrook, 2023]

Prioritize standards, collaborate across sec-

tors.

[Stalnaker et al.,
2024]

Develop mappings, multi-dimensional specs.

Increasing  Au- | [Kawaguchi & | Develop automated SBOM systems (C3DRS).
tomation Hart, 2024]
[Stalnaker et al., | Develop libraries, integrate with build systems
2024] and AI/ML.
Reducing Time | [Xia et al., 2023] Shift to runtime generation, incremental
and Effort Re- SBOM use.
quirements
[Kloeg et al., | Improve tooling, increase automation.
2024]
Reducing Knowl- | [Chaora, Ens- | Human-readable SBOMs, government pro-

edge Gaps

menger & Camp,
2023]

motion.

[Stalnaker et al.,
2024]

Improve educational materials.

Continued on next page
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SBOM Adoption
Challenge

Paper Reference

Proposed Solution

[Otoda et al.,
2024]

Community

training.

engagement,

documentation,

Increasing Aware-

[Otoda et al.,

Education, workshops, promotion by leaders.

ness 2024]
[Stalnaker et al., | Provide incentives for adoption.
2024]

Minimizing [Kloeg et al., | Enhance tools and formats.

Financial Losses

2024]
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5 Discussion & Results

In our study, we demonstrate the in-depth exploration of the current scenario of open-source
SBOM tools, their features, and challenges to wider adoption. Our literature review identi-
fied the ten most commonly used SBOM tools, such as Syft, Cdxgen, GitHub Dependency
Graph, and SPDX SBOM Generator. These SBOM tools have a variety of features like CLI,
CI/CD integration, multi-format support, and integration with different ecosystems. How-
ever, these SBOM tools also have significant challenges, including incomplete dependency
analysis, inconsistent metadata parsing, and accuracy issues across different programming
languages. In the realm of complex software ecosystems, these drawbacks of SBOM tools
are creating problems for creating complete and accurate SBOM, which indicates more reli-

able and scalable solutions are needed for SBOM tools.

Immature tooling, lack of automation, limited standardization, and knowledge gaps among
stakeholders are some of the key reasons for the slow adoption of SBOMs. These barriers
are extended by the time-consuming nature of SBOM generation, updates, and the fear of
financial losses. However, the growing importance of software transparency and security
from software supply chain (SSC) attacks presents an opportunity to change. For instance,
initiatives like implementing automation in SBOM (e.g., C3DRS systems) or integrating
Al and blockchain to improve accuracy and data security could reform SBOM’s current
practices. Organizations might improve the trust and accountability of software ecosystems

and enhance smooth SBOM operation.

Furthermore, collaboration between different stakeholders like software developers, researchers,
and policymakers will be important for the future of SBOMs. Investing in SBOM tools en-
hancement, establishing clear SBOM guidelines, and conducting comprehensive training
programs are the main solutions of the software community to overcome SBOM adoption
barriers. Furthermore, the effect of SBOM development may be increased by coordinating
it with more general cybersecurity procedures that will produce a more transparent and safe
software supply chain. This study provides significant insights that are the foundation for
advancing SBOM tools and promoting their integration into the next generation of software

security practices.

5.1 Contribution

This research study explores the domain of Software Bill of Materials (SBOM) and has a
complete focus on the landscape of open-source SBOM tools and the challenges regarding

their adoption. The study is guided by three core research questions:
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I.  Which open-source SBOM tools are currently most commonly used for SBOM gener-

ation?

II.  What are the key challenges of the identified SBOM tools in terms of accuracy and

completeness?

III.  Why is the adoption rate of SBOMs low, and what potential solutions can address

these challenges?

To justify these research questions, a systematic literature review (SLR) was conducted as
mentioned in Section 3, titled "Methodology’. This process consists of precise research
domain selection, keyword identification, comprehensive database searches, and complete
filtering criteria to identify relevant literature that are aligned with the research focus. The
literature review of those selected research papers made identification of ten widely used
open-source SBOM tools, including Syft, tern, SPDX SBOM Generator, and Microsoft
SBOM Tool. These findings created a core understanding of the current scenario and key
features of SBOM tools.

Section 4, ’Results and Finding,’ investigates the first research question, especially in sub-
section 4.2, ’Software Bill of Materials Tools’. This section demonstrates the ten identified
widely used SBOM tools such as Syft and SPDX SBOM Generator, and their key features

such as CLI, CI/CD integration, multi-format support, and integration in diverse ecosystems.

The second research question is evaluated deeply, specifically in sub-section 4.3 named
’Challenges of SBOM Tools’. This section highlights critical issues such as incomplete de-
pendency analysis, inconsistent metadata parsing, and challenges in maintaining accuracy
across different programming languages and ecosystems. These findings are evaluated within

the context of the SBOM generation tool and their accuracy.

Finally, the third research question is examined comprehensively in two sub-sections 4.4
and 4.5 named ’Challenges with SBOM Adoption’ and ’Solution of SBOM Adoption Chal-
lenges’ respectively. These sub-sections demonstrate the barriers to SBOM adoption such
as immature tooling, lack of standardization, lack of automation, limited stakeholder aware-
ness, and excessive time requirements. Different possible solutions are examined for over-
coming SBOM adoption challenges, like the development of more robust tools, automation,

collaborations among stakeholders, and educational programs.

5.2 Key Findings

The results of this research offer a substantial view of the current scenario of SBOM tools that

are open-source and the barriers impacting SBOM adoption. By analyzing the findings from
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the SLR, several important insights appeared that would help to overcome the challenges and

create a flawless SBOM ecosystem.

Our study has identified ten open-source SBOM tools, including Syft, GitHub dependency
graph, tern, SPDX SBOM Generator, and CycloneDX Generator and each satisfies the differ-
ent needs of SSC. These tools have diverse effective features like support for multiple SBOM
formats (SPDX, CycloneDX), support for diverse ecosystems, CLI, and CI/CD integration.
However, the SBOM ecosystems still remain vulnerable. Although tools like Syft are widely
acceptable due to their container analysis capabilities and support of prime programming
languages, still gaps can be found while generating accurate and complete SBOMs with
these SBOM tools.

Moreover, our analysis disseminates that SBOM tools are struggling with key technical is-
sues while producing and updating SBOM. Challenges like incomplete software dependency
detection with proper relationship, inconsistent metadata parsing, and difficulties in main-
taining accuracy for multiple projects and programming languages. For example, though
Syft is a widely used SBOM tool it faces problems in capturing accurate transitive depen-
dencies, while Cdxgen struggles to map dependency relationships for specific programming
languages like Rust. These challenges highlight the need for advanced algorithms for im-
proving dependency identification, and metadata standardization to improve SBOM genera-

tion and maintenance capabilities.

Moreover, this study revealed systemic obstacles that are hampering the adoption ratio of
SBOMSs. Immature tooling, lack of standardization, knowledge gaps regarding SBOMs,
and limited awareness among stakeholders create significant adoption barriers. Furthermore,
concerns about resource constraints like financial loss, and the time-consuming process of
SBOM generation and maintenance discourage many stakeholders from integrating these
SBOM tools into their systems. Mitigating these issues requires a multi-dimensional ap-
proach such as investments in advanced SBOM tool development, clear SBOM guidelines,

extensive training, and education programs to fulfill diverse stakeholders’ needs.

However, to reduce these SBOM adoption challenges our study also demonstrates actionable
solutions. For instance, systems like C3DRS offer an excellent solution to reduce manual
effort and increase automation in SBOM creation and maintenance. Similarly, integrating
visualization techniques, such as graph-based dependency representation for their connec-
tivity with another dependency can simplify complex relationships of software dependencies
and improve SBOM usability. Additionally, Integrating Al and blockchain technologies can
be another option to enhance the accuracy, security, and trust of SBOMs and increase their

wider adoption.
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5.3 Suggestion for Improving SBOM Tools

Integrating Automated System Bringing an automated system into the SBOM ecosys-
tem will make tools more powerful and user-friendly. In the research [Kawaguchi & Hart,
2024], authors presented an automated system named C3DRS for generating and maintain-
ing SBOM of Docker container. In the core of C3DRS is the SBOM Package Identification
Module (SCG) designed to analyze both container and image for detecting dependency pack-
ages. Moreover, C3DRS integrates both SBOM manager and running monitor agent which
help to automatically monitor and manage SBOM during container operation. But they intro-
duced this system only for consumer side SBOM. However, this system could be introduced
for all stakeholders and integrated with different SBOM tools, which will help SBOM tools

to be more automated.

Graph Based Representation One of the biggest challenges of the SBOM tool’s chal-
lenges is missing dependency and their relationship. In the study [Jones & Tate, 2023], the
researcher used graph structures to represent SBOM while combining BOM. They used the
components as nodes and their relationship as edges, allowing viewers to see which BOMs
are interconnected. Hovering over a node, its edge turns green and highlights its related de-
pendencies. This graph representation technique can be very useful in identifying missing

dependencies and generating the SBOM more effectively.

Integration of Deep Learning Integration of Artificial Intelligence(Al) will enhance SBOM
tools maturity and accuracy. In the study [H. Kim & K.-H. Kim, 2024], authors resented a
framework for VEX (Vulnerability Exploitability eXchange) data in order to improve the
management and sharing of vulnerable information. They used deep learning models, such

as DNN and Conv1D in order to test the framework which gave excellent accuracy results.

Integration Blockchain technology In order to increase the SBOM data security and in-
tegrity blockchain technology could be used. Sorting the hash values of SBOM files in the
blockchain would decrease the security risks of SBOM data. In the study [Zhou et al., 2024],
researchers presented a smart contracts which they integrated into the SBOM system in order

to secure iteration and verification of SBOM data on the blockchain.

5.4 Limitations

One limitation of our study lies in its exclusive focus on open-source SBOM tools. Though
these tools are widely used and accessible, they do not represent the complete landscape of
options available in the market. Commercial SBOM tools which often come with advanced

features and enterprise-grade support, were not included in this research. This exclusion lim-
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its the completeness of the findings, as it could have missed the exclusive tools that are also
related to common issues. Additionally, there are also limitations on the depth of analysis for
the chosen open-source SBOM tools. While we have identified several widely used SBOM
tools and their functionalities, we lacked the evaluation of the technical performance of these

tools.

Another significant limitation of this study is to selection of published literature as the pri-
mary data source. The systematic literature review (SLR) approach ensures academic quality
but ultimately restricts the findings to what is publicly documented. There may be additional
challenges, opportunities, or best practices within the SBOM practices that are not captured
in the existing research. Conducting empirical studies, such as surveys or interviews with

industry stakeholders, could provide a broader scope to overcome this.

Moreover, the findings of our study might not be generally relevant in every context. Chal-
lenges and solutions in the adoption of SBOM tools could differ depending on the industry
practices, organizational size, and software development processes. For instance, smaller
organizations with limited resources might face adoption challenges different from those of

larger companies with established processes.

Lastly, our research was conducted within the time and scope restricted to academic projects
and our exploration was limited to the use of emerging technologies like Al and blockchain in
the SBOM ecosystem. While our study briefly discusses potential improvements using these
technologies, but their practical implementation and evaluation remain outside the scope of

our research.

5.5 Future Work

Including Commercial SBOM Tools We could expand our future research to the scope
of commercial SBOM tools. It will provide a more extensive analysis of the SBOM tool-
ing section and compare the features, challenges, and adoption between open-source and

commercial tools.

In-Dept Tool Evaluation In the future, we could conduct more comprehensive evaluations
of individual SBOM tools focusing on their accuracy, performance, and usability across

different software languages and ecosystems.

Develop Dependency Analysis Techniques Our future research might analyze more so-
phisticated algorithms in order to capture software dependencies, and relationships and in-

crease the accuracy and completeness of SBOM



47

Metadata Parsing and Standardization Further research could be done focusing on the
development of standard metadata schema and improving the SBOM tool’s ability to parse

metadata accurately from various sources.

Conduct Empirical Study Another future work could be an empirical study of the SBOM
tool consisting of interviews and surveys regarding SBOM accuracy, tooling, and challenges,

which will give more solid data regarding current practices in SBOM ecosystems.

Integration With Other Security Practices Future studies could be done by integrating
SBOM with other security practices like vulnerability management, threat modeling, and
software assurance, which will give a more holistic approach to increasing SSC security and

enhance SBOM adoption and values.

SBOM Adoption Frameworks Developing frameworks or guidelines for SBOM adop-
tion across different industries and companies could also be a key focus for future work.
These frameworks could provide significant steps for organizations to implement SBOMs
effectively in their systems mitigating adoption challenges such as resource constraints, lack

of expertise, and standardization issues.

Integrating Blockchain for Data Integrity Blockchain technology presents a good op-
portunity for ensuring the integrity and security of SBOM data. Future studies could exam-
ine the benefit of storing SBOMs or their hash values on a blockchain system, which would

produce records for SBOMs that cannot be breached.

Exploring AI and Machine Learning Applications Another significant future work could
be implementing artificial intelligence (AI) and machine learning algorithms into SBOM
tools. These technologies would make SBOM tools more efficient and reliable by making
SBOMs automated, capturing software dependency, detecting potential vulnerabilities in de-

pendencies, and optimizing metadata generation processes.
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6 Conclusions

In this study, we analyzed the current state of SBOM tools and their adoption with valuable
insights regarding their strengths, limitations, and areas for improvement. We have iden-
tified ten widely used open-source SBOM tools, and each tool offers unique features such
as CLI and CI/CD integration, multi-format & multi-language support, and cross-platform
integration ability. However, these tools have flaws while generating accurate and complete
SBOMs due to a variety of issues such as limited dependency analysis, low accuracy, in-
consistent metadata parsing, and difficulties in handling diverse programming languages and

projects.

Our research also demonstrated significant barriers to SBOM adoption like the immaturity of
SBOM tools, lack of standardization of SBOM, limited awareness, and concerns over time
and resource investments among different stakeholders. To mitigate these challenges, we
gathered solutions such as improving the maturity of SBOM tools, developing clear guide-
lines for SBOM processes, and increasing awareness through intensive training, educational

resources, and advocacy from industry leaders and governments.

Despite all these challenges, SBOMs are gaining acceptance as a critical component of soft-
ware supply chain security in every sector. Overcoming existing challenges and increasing
all stakeholders’ involvement, SBOM can create a secure and transparent software envi-
ronment that will help organizations identify and mitigate security risks effectively in the
software supply chain.

The findings of this research provide a solid foundation for future work in the SBOM domain,
which could focus on mitigating remaining challenges, promoting SBOMs, and integrating
them with emerging technologies like Al & Blockchain, and security practices. By gener-
ating a collaborative environment among the software development community, we might
reveal the full potential of SBOMs and develop a secured and more resilient software supply

chain for the future.
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