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Predictive maintenance in manufacturing is becoming increasingly popular. This is a result 

of the increased cost of downtime. This master’s thesis researches the possibilities of 

implementing predictive maintenance functionality in the microcontroller of a solid-state 

circuit breaker. Research is focused on current information regarding predictive maintenance 

and fault detection in brushless DC electric motors. The goal of this thesis is to find a solution 

for predicting faults in a brushless DC motor connected to the microcontroller in a solid-

state circuit breaker.  

The capabilities of the microcontroller were found to be limited, which means that on-device 

predictive maintenance is not a suitable solution for this application. Other predictive 

maintenance solutions from previous research are considered. As a result, it is proposed that 

the microcontroller is used as a data-acquisition device that creates datasets that can be 

further processed on more powerful hardware, such as an industrial PC.   
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Ennakoivan kunnossapidon suosio teollisuudessa on nousussa. Tämä johtuu siitä, että 

tuotannon keskeytymisestä johtuvat kustannukset ovat kasvaneet. Tämä diplomityö tutkii 

ennakoivan kunnossapidon toteuttamisen mahdollisuuksia elektronisen 

johdonsuojakatkaisijan mikrokontrollerissa. Tutkimustyö keskittyy tuoreeseen tietoon, joka 

koskee ennakoivaa kunnossapitoa ja harjattomien DC moottorien vian havaitsemista. Työn 

tavoitteena löytää ratkaisu elektronisen johdonsuojakatkaisijan mikrokontrolleriin liitetyn 

harjattoman DC moottorin vikojen ennakoimiseen. 

Mikrokontrollerin kykyjen havaittiin olevan rajalliset, joka tarkoittaa sitä, että laitteessa 

toteutettu ennakoiva kunnossapito ei sovellu tähän käyttöön. Muita ennakoivan 

kunnossapidon ratkaisuja aikaisemmista tutkimuksista harkitaan. Tuloksena on ehdotettu, 

että mikrokontrolleria käytetään tiedonkeruulaitteena, joka luo tietoaineistoja, joiden 

käsittelyä voidaan jatkaa tehokkaammalla laitteistolla, kuten esimerkiksi teollisuus PC:llä. 
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1  Introduction 

This master’s thesis is done for the company Murrelektronik Power Oy. Murrelektronik 

Power Oy is a subsidiary of Murrelektronik GmbH, which is a family-owned company 

developing and providing automation solutions internationally. Murrelektronik is 

developing a modular automation system by the name of Vario-X. The main goals of Vario-

X include simplicity, smart solutions, and efficiency. With these goals in mind, the focus of 

this thesis is Predictive Maintenance (PdM) to enhance an automation system. 

One application of condition monitoring and PdM is in Solid-State Circuit Breakers (SSCB). 

Especially when they are used for monitoring the condition of electromechanical actuators. 

SSCBs with PdM capabilities already exist, but they are limited to only monitoring the 

amount of load on the channel. This thesis explores more advanced ways of monitoring 

performance that allows for a more accurate evaluation of faults. 

The research focuses on PdM and fault detection methods within the context of Brushless 

Direct Current Motors (BLDC). Previous research spans many years, but more recent 

sources are prioritized. The reason for this bias of preferring new sources is that PdM is still 

in its initial stages, and it is constantly evolving. Even the concept of PdM has been redefined 

or reinterpreted as innovative technologies have emerged. These innovations are enabled by 

research done to fill the need of lowering manufacturing expenses. The ever-increasing cost 

of downtime being one of the leading causes of elevated manufacturing costs. 

Due to the amount of time required, making a prototype for anomaly detection and PdM is 

not included in the scope of this thesis. 

The goal of this master’s thesis is to answer the following research questions: 

• What fault detection methods can detect abnormal operation of electromechanical 

actuators? 

• How can fault detection methods be used for predictive maintenance in an 

automation system? 

• How can predictive maintenance features be implemented in a solid-state circuit 

breaker? 
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2  Literature review 

The literature review of this thesis consists of important and relevant information regarding 

the state of the automation industry and technologies that enable PdM. Some useful 

background information is also provided. 

2.1  Industrial automation 

The goal of automation is to complete a predetermined task with minimal to no human 

intervention (ARM n.d. a). Depending on the task at hand, this goal can be reached today. 

Increased amounts of automation in a manufacturing process requires more monitoring, 

which unless automated, also requires human intervention. 

There have been several industrial revolutions through history. The current state of the 

industry is the 4th industrial revolution which has introduced the concept of a smart factory 

with things such as Industrial Internet of Things (IIoT), smart sensors and improved data 

analysis. Currently we are moving towards industry 5.0. This next step requires adopting 

modern technologies such as digital twins, Artificial Intelligence (AI), Augmented Reality 

(AR), and human-robot interaction. The introduction of digital twins and AI technology will 

have a tremendous impact on automation systems. Both technologies enable a new level of 

system data acquisition which in turn enables the implementation of PdM. (Zahariev, P. et 

al., 2024) 

Another trend in industrial automation is the need for fast implementation of automation 

systems in production. Staying competitive in the manufacturing sector requires automated 

solutions and even small companies and companies new to automation are expected to 

automate their production processes. (JR Automation, 2024) 

2.2  Automation system structure 

In its most simple form, the hierarchy of an automation system consists of three levels: the 

supervisor level, control level and field level (Teja, R. 2024).  
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The supervisor level gives control over the rest of the system and this where human 

intervention is most prominent. The supervisor level is used for giving instructions to the 

automation system and monitoring operation. This is achieved using industrial computers 

and may also include cloud computing. (Machine Design 2017)  

The control level is responsible for controlling sensors and actuators in the system. A 

common way of controlling field level devices is using a Programmable Logic Controller 

(PLC). For example, the PLC begins its program using instructions and parameters provided 

by the supervisor level and controls actuators while using relevant sensor data to monitor the 

state of the process. (Machine Design 2017)  

The field level consists of the terminal equipment in the automation system. This can be 

divided into two main groups: sensors and actuators (Teja, R. 2024). Sensors collect data on 

the ongoing process and actuators are responsible for converting control signals into actions. 

(Machine Design 2017) 

2.3  Automation system components 

2.3.1  Industrial computer 

Industrial computers are specifically designed to be used in industrial applications. 

Equipment in manufacturing often face harsher conditions than a home computer, thus 

requiring a more robust housing and cooling solution for example. As unplanned downtime 

is expensive, industrial computers need to be as reliable as possible. The functionality of an 

industrial computer also depends on the application. Requirements for processing 

capabilities, communication capabilities and I/O connectivity are determined by the needs 

of the system. (DSL industrial computing, 2022) 

2.3.2  Sensors 

Sensor data plays a significant role in PdM. There are several methods to detect faults in 

electric motors. The different physical variables include current, vibrations, temperature, 

sound, and magnetic flux. The more common methods are measuring current or vibrations. 
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Current measuring is a common method due to its non-invasive nature, while vibration 

measuring is common because most motor faults affect vibration measurement results. Every 

measuring method has its limitations so it could be beneficial to combine two methods to 

cover a wider range of faults. (Aguayo-Tapia, S. et al., 2023) 

2.3.3  Solid state circuit breaker 

SSCBs are protection devices where current interruption is fully electrical as opposed to the 

more traditional method of mechanical contact separation. The way current interruption is 

achieved in SSCBs is by using power semiconductors, though specific implementations 

depend on the target application. (Rodrigues, R. et al., 2021a)  

Different SSCBs implementations require different components and topologies, but “The 

key components of a generic SSCB are power semiconductor device, gate driver, cooling 

system, voltage clamping circuit, fault sensing system, sense and trip electronics, and 

auxiliary power supply” (Rodrigues, R. et al., 2021b, p.365) 

An SSCB in the context of this thesis acts as a bridge between the control and field levels of 

the automation system. With additional functions the SSCB may act as a sort of smart sensor 

for data acquisition. Though some companies have released circuit breakers that include 

some PdM capabilities, these efforts are mostly targeted towards the operation of the circuit 

breaker itself. 

SSCBs are certainly being actively developed and improved. Though SSCBs with smart 

functionalities are still in preliminary stages, their potential has been recognized. Another 

option so far has been external solutions such as the Siemens SIMOCODE pro motor 

management solution, which enable PdM capabilities among other monitoring and control 

features (Siemens, n.d.). 

An example of emerging innovations is an SSCB by the name of Blixt Zero developed by 

the company Blixt Tech. The Blixt Zero aims to bring full software control of electricity. 

For example, the company claims that their product can perform real time load metering, 

detect changes in consumption patterns, detect arc faults and run AI algorithms. (Blixt Tech, 

n.d.) 
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2.3.4  Electromechanical actuators 

Electromechanical actuators are electric motor controlled mechanical actuators. 

Electromechanical actuators are not limited to one motor type as they can be quite different 

depending on requirements set by the application. At the basic level, motor motion is 

converted into linear motion through a mechanical connection. Electromechanical actuators 

are becoming more common in manufacturing as they bring multiple benefits over more 

traditional pneumatic actuators. These benefits include increased precision, smaller size, 

high efficiency, and lower total cost of ownership. (Machine Design, 2018) 

For this thesis, the BLDC motor is the most relevant as it is a motor type likely to be used 

for electromechanical actuators in automation systems developed by Murrelektronik. 

2.4  Maintenance strategies 

According to Zargarbashi, S.H.H. and Angeles, J. (2015) maintenance can be divided into 

three distinct types: reactive maintenance, preventive maintenance, and PdM. 

Reactive maintenance takes place when a failure has already occurred. An example of 

reactive maintenance is changing a burnt-out lightbulb. Reactive maintenance is an 

acceptable strategy for parts that do not necessarily impact the functionality of a larger 

system. The main downside of reactive maintenance is that it causes unplanned downtime, 

which in some cases is more expensive than other forms of maintenance. 

Preventive maintenance is done in anticipation of a failure. For example, preventive 

maintenance can take the form of scheduled maintenance based on an electric motor’s 

operating hours, which can be wasteful as maintenance may not be required at all. 

Preventive maintenance is also susceptible to the Waddington Effect, which is a term coined 

by Dr. James P. Ignizio that is based on the results of research done on British bombers by 

C. H. Waddington during World War II. Waddington observed an increased number of 

unscheduled repairs after regular scheduled inspections and maintenance operations. This 

showed that disturbing a fully functional system often led to new problems that were caused 

by human errors made by the maintenance crew for example. (Reliability Academy, 2023) 
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The Waddington Effect shows that, in some applications, preventive maintenance has more 

potential downsides than unnecessary downtime and increased repair costs. It also highlights 

the positives of condition monitoring and PdM. Having extensive knowledge of the state and 

condition of the system while it is in operation removes a lot of guess work from the 

equation. 

PdM is a maintenance strategy with the purpose of predicting upcoming failures before they 

happen to minimize downtime and risks while avoiding unnecessary maintenance. Condition 

monitoring data is analysed through various PdM methods to estimate when a failure will 

occur. 
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3  Anomaly detection and predictive maintenance 

This section includes advantages and limitations of PdM. Some anomaly detection and PdM 

methods are highlighted and there is a section that includes existing implementations. 

3.1  Advantages 

PdM has several benefits in manufacturing. It can be used to reduce unnecessary 

maintenance and for detecting signs of new upcoming maintenance needs. This results in 

less downtime and reduces operating costs. (Meddaoui, A. et al., 2023) 

In a report by the automation company Siemens, it is claimed that the cost of downtime in 

manufacturing has increased significantly in recent years. The report states that the cost of 

one hour of downtime in the automotive manufacturing can reach $2.3 million. PdM is 

proposed as a solution to remedy the increasing cost of downtime. The results listed show 

improved downtime forecasting accuracy, reduced unplanned downtime, increased staff 

productivity, and reduced maintenance costs. Depending on the target and the efficiency of 

the PdM system the cost of implementing PdM may be compensated by the return on 

investment in a brief period. (Siemens, 2024) 

3.2  Technology 

3.2.1  Anomaly detection 

For a universal PdM system a normal-only approach is much more suitable. In a modular 

automation system applicable to many different use cases, it can be difficult to acquire 

comprehensive failure data to be used in machine learning or when setting maximum limits 

for different parameters used in statistical algorithms. In this case it may be necessary to 

train an algorithm using normal-only data which can be used as a baseline for comparison 

when detecting anomalies. This anomaly detection approach may not necessarily fall under 
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the definition of PdM, but it can be used as a starting point for building a PdM system if fault 

data is gathered over time. (MathWorks, n.d. a) 

One of the anomaly detection methods that normal-only data can be used for is an 

autoencoder algorithm. Autoencoders are a form of deep learning that consist of an encoder, 

bottleneck, and a decoder. The encoder compresses input data into a bottleneck to remove 

noise. The compressed data is then reconstructed to represent the input data as accurately as 

possible in the decoder. The input and output data are then compared to find the 

reconstruction error, which can be used to determine whether there is a fault or not. 

MATLAB provides a tool for training an autoencoder for anomaly detection. (MathWorks, 

n.d. d) 

Isolation forest is an unsupervised machine learning algorithm specifically designed for 

detecting outliers in data. Isolation forests partition data by selecting features randomly and 

splits them according to how unique they are. The less splits are needed to isolate the feature, 

meaning how unique the feature is, the higher its anomaly score. The main advantages of 

isolation forest are efficiency and simplicity. Isolation forests are tolerant of outliers, but this 

comes with the drawback of overfitting when the data set is small or imbalanced. This means 

that while the performance of the model is accurate when it is used for the training data, it 

struggles to provide accurate predictions for new data. (GeeksforGeeks, 2024 a) 

 

Figure 1. Isolation forest example. License: CC BY-SA 4.0 

Figure 1 by Borrelli, S., (2019) shows an example of how randomly partitioning data can 

quickly isolate an anomaly. Very few partitions are required to isolate xj from the rest of the 

points, meaning that it has a high anomaly score. 
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Similarly to the isolation forest, the one-class support vector machine is an unsupervised 

machine learning algorithm that is designed for outlier detection. During training, the one-

class SVM defines a boundary around the majority class, which in a normal use-case would 

consist of normal data. Any outliers in the training data can affect the detection performance, 

as they directly affect the created boundary. New data that falls outside of the boundary is 

classified as an anomaly. During training, a hyperparameter by the name “nu” can be fine-

tuned to change the limit for what is considered an anomaly. (GeeksforGeeks, 2024 b) 

 

Figure 2. One-class SVM example. License: CC BY-SA 4.0 

Figure 2 by username Jayantgupta90 (2019) is an example of how anomalies fall outside the 

boundary created around the majority class. Support vectors are points that are located on or 

closest to the boundary. When there is no slack allowed the points located outside the 

boundary are detected as anomalies. 

Anomaly detection methods may also be combined for better results. An example of such a 

combination is shown in an article by Almansoori and Telek (2023), where anomaly 

detection was done with a combination of the isolation forest and autoencoder algorithms. 

Improved anomaly detection accuracy was achieved when the decoded output of the 

autoencoder was used as input for the isolation forest. 

3.2.2  Predictive maintenance 

Fault prediction in PdM can be achieved through two main methods: model-based PdM and 

data-driven PdM. In model-based PdM systems the prediction is based on physical equations 
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that apply to the specific application. Data-driven PdM is more focused on measurements 

and data analysis of the system health. (Gama, J., et al. 2022) 

Sensor data can be used to create a baseline dataset of when the system is in a healthy state. 

This can be used for comparing to measurement data obtained later during operation. It is 

also possible to detect faults by analysing long-term trends in measurement data collected 

during operation (Lindh, T., 2003). Long-term trend analysis has immense potential for 

applications where the predictive maintenance method needs to be compatible with multiple 

distinct types of devices and operating conditions with unique fault characteristics. In these 

cases, failure data may not be available yet. 

An example of a statistical analysis model that is designed to forecast time series data is the 

Autoregressive Integrated Moving Average (ARIMA) model. If the data is stationary and a 

detectable trend is present, the ARIMA model can be used to predict future values based on 

past data. From a PdM standpoint, the advantage of the ARIMA model is that it enables 

predicting how long it takes for the data to reach a certain value. The main drawback of the 

ARIMA model is that it does not perform well if the data is non-stationary. This highly limits 

the applications that it is suitable for. (IBM, 2024) 

A more advanced model that can be used for time series analysis is the Long Short-Term 

Memory neural network (LSTM). The LSTM model is more suitable for non-stationary data, 

and it can provide a much higher prediction accuracy compared to the ARIMA model. For 

the LSTM to reach its highest potential, a significant amount of previous data is required. 

This also means that the LSTM model requires more powerful hardware. (DataHeadhunters, 

2024) 

AI can provide excellent results when applied to use cases requiring anomaly detection and 

PdM. AI comes in many forms. Common forms are machine learning and deep learning. 

Machine learning offers low-cost pattern detection with the drawback of being limited to 

more simple tasks. Deep learning is a subset of machine learning that requires significantly 

more processing power as it uses an Artificial Neural Network (ANN) for pattern detection 

and much more data is required for an optimal result. The main advantage is the ability to 

handle more complex tasks that yield highly accurate results. 

Machine learning can be split into two categories: supervised learning and unsupervised 

learning. Supervised learning uses previous input and output data to predict failures. Output 
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data in this case means failure data that has been documented beforehand. Unsupervised 

learning only uses input data analysis to find the underlying structure of the data. In other 

words, unsupervised learning is a form of anomaly detection using normal-only data. 

(MathWorks, n.d. b) 

Modern manufacturing has started bringing in modern solutions for system monitoring. 

Many benefits have been found in creating a digital twin that accurately reflects the physical 

process in a virtual environment. The main benefit of a digital twin is the scale. While 

simulations are often limited to a specific part of the system, a digital twin may represent the 

system as one cohesive combination of multiple processes with their respective simulations. 

The digital twin accepts real-time data measured from the physical process and applies it to 

the digital model. From here, it is possible to evaluate the system state and apply changes to 

improve system performance. (IBM, n.d.) 

The Vario-X automation solution is supposed to have a digital twin. PdM could be 

implemented in the digital twin environment instead of trying to include it within an SSCB. 

The SSCB could still be used for data collection and pre-processing. The pre-processed data 

could then be fed into the digital twin as additional operational data to be used for further 

analysis. 

3.3  Existing implementations 

Measurement data needs to be analysed to successfully detect faults. A study conducted by 

Babu, E. et al. (2022, p.2) highlights three methods for current and vibration analysis; Fast 

Fourier Transform (FFT), wavelet transformation and ANN.  

FFT is used to bring the signal to the frequency domain which enables the analysis of side 

bands and harmonics. When compared to baseline data this could be used to determine some 

specific faults in a motor. A wavelet transform breaks down a complex signal into more 

simple pieces while retaining both frequency and time information. Similarly to FFT the 

wavelet transform can be used to recognise specific faults in a motor, but it is more suitable 

for real time monitoring. ANN is a machine learning model that can be trained with data to 

achieve highly accurate fault detection. ANN has the advantage of being able to process a 

large amount of data. (Babu, E. et al., 2022) 
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In an article by Shifat T. A. and Hur J. -W. (2021, p.9431) the frequency and amplitude of 

third harmonics of a BLDC motor’s current are analysed to detect irregular stator coil 

operation and winding short circuits. Cracked rotor faults were detected from vibration 

signals by decomposing them into Intrinsic Mode Functions (IMF) using a Complete 

Ensemble Empirical Mode Decomposition (CEEMD) algorithm. The dominant fault 

characteristics of the vibration- and current signals were combined using Principal 

Component Analysis (PCA). ANN was used as a tool for classifying the state of the motor’s 

health using the acquired data. The performance of the ANN was evaluated using test data 

and its accuracy was 98% when classifying the different health states. (Shifat T. A. and Hur 

J. -W., 2021)  

Butt, F. and Kashif, S. (2015) demonstrated a stator fault detection method that utilized real-

time Fourier analysis. Stator current signatures are captured using Hall-sensors and the real-

time Fourier analysis is used to observe phase imbalance through harmonics present in the 

current signatures. Much like in the article by Shifat T. A. and Hur J. -W. (2021, p.9431), 

the third harmonic shows a significant increase during fault conditions. A noticeable increase 

is also observed in the value of Total Harmonic Distortion (THD). While the results are 

obtained through experimental simulations that may not perfectly present real-world 

incidents, the method has immense potential to be used as a basis for PdM data-acquisition. 

According to Rajagopalan, S., et al. (2006), motor stator current can be used to detect 

dynamic eccentricity. It is noted that due to the nature of nonstationary signals, the Fourier 

transform is not directly applicable for signal analysis. A windowed Fourier transform was 

used to analyse motor current to detect rotor faults. The Wigner–Ville distribution was also 

used, and it was found to be better suited for nonstationary applications. The root mean 

square (RMS) value for fault ridge amplitudes were calculated using the Smoothed Pseudo 

Wigner-Ville Distribution (SPWVD) of the filtered stator current and motor speed. 

Mechanical unbalance and dynamic eccentricity were detectable when comparing the RMS 

amplitudes of a faulty motor to those of a healthy motor. Fault classification was done using 

an adaptive fault threshold, though it is also stated that pattern recognition could be used 

instead. (Rajagopalan, S. et al., 2006)  

In a study by Marcos-Andrade, D., et al. (2024) the Hilbert-Huang Transform (HHT) is used 

for power signal analysis to detect faults. A comparison between some fault detection 
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methods is made. The compared methods are HHT, Fourier Transform & AI and FFT & 

Wavelet analysis. HHT is suitable for nonlinear and nonstationary signals, and it can be used 

to detect faults in noisy signals, though some additional analysis may be required for accurate 

results. With an AI-based approach the benefit is that it is more suitable for an automated 

implementation. Pattern recognition may also increase detection accuracy. This comes with 

the cost of requiring much more processing power. When compared to the other methods, 

the more traditional FFT & wavelet analysis approach is more suitable for stationary 

systems. Some filtering may be required to achieve accurate results, and the method does 

not provide unequivocal fault detection results; successful fault recognition may depend on 

human interpretation. 

The MATLAB YouTube channel has a hardware implementation example of an autoencoder 

where a rotary inverted pendulum is controlled in a way that the pendulum arm is balanced 

upright with feedback control. Motor voltage and axle angle are measured, and the data is 

used to train an autoencoder to detect any anomalies. A threshold is set for the mean absolute 

error of the reconstructed data. Simulating bearing failure by adding friction to the motor 

axle triggers the anomaly threshold. The example does not include any preprocessing of the 

raw data, which can result in false positives or lower detection accuracy. Accuracy could be 

improved by adding some preprocessing to filter out some of the noise in the raw data. 

(MathWorks, 2022) 

Magadán, L. et al. (2020) show an IIoT approach in which data is stored in an IoT cloud. 

Frequency domain analysis is tested in an IoT gateway and in a microcontroller to allow for 

a comparison of their performance in anomaly detection. The system uses a layered 

architecture consisting of the edge layer, fog layer and a cloud layer. The edge layer contains 

the networks of wireless sensors which also serve the purpose of preliminary signal 

processing. Signal processing proceeds in the fog layer gateways that collect data from 

sensors. Pre-processed data is sent to the cloud for storage and additional analysis. The 

reason for dividing signal processing between the layers is to optimize resource usage when 

sending data between the layers. 

Cheng, C. et al. (2019) proposed a similar solution for cloud-based PdM in a ball bearing 

production line. Sensor data is optimized in a gateway from which the data is sent to the 

cloud layer. All additional analysis of the data is done in the cloud layer. An ARIMA-LSTM 
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prediction model was used to predict the state trend of the system. The ARIMA model was 

used to predict the linear parts of the time series data while the LSTM neural network was 

used to predict the nonlinear parts. The combined prediction model showed improved results 

over using the ARIMA model and LSTM neural network separately. 

Zhenglong, S. et al., (2023) created a publicly available dataset for diagnosing electrical 

faults in synchronous motors. The purpose of the work was to provide a dataset that can be 

used to compare different fault classification algorithms. Five different electrical faults with 

multiple features are included in the dataset. The work also provides Convolutional Neural 

Network (CNN) and LSTM-based deep learning classifiers that can be used as benchmarks. 

3.4  Limitations and challenges 

Raw sensor data needs to be pre-processed to remove noise and identify condition indicators. 

The quality of condition indicators depends on the sensor and the device responsible for pre-

processing. This step is crucial when training statistical- or AI -algorithms. (MathWorks, 

n.d. c) 

Even though machine learning shows clear advantages over statistical algorithms it comes 

with the challenge of requiring more processing power as stated by Marcos-Andrade, D., et 

al. (2024). The required processing power and choice of processor should be evaluated for 

the specific application. The same limitation applies when the system is utilizing a digital 

twin model. While the scale of the digital twin can vary significantly depending on the 

application, a constantly operating virtual model with simulations requires much more 

processing power than a simpler fault detection algorithm. 

Limiting the anomaly detection method to one type of machine learning algorithm or to just 

one physical variable may result in unreliable results. As machine learning often requires a 

lot of processing power, combining different machine learning methods or analysing 

multiple data variables for more extensive anomaly detection capabilities may not be 

feasible. Detecting long-term trends requires substantial amounts of data, which needs to be 

processed, stored and analysed. Due to the limited memory available in microcontrollers, 

doing this on-device is not feasible. Offloading data to an industrial computer or cloud opens 

more options for how data is handled. 
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4  Implementation approach 

This section highlights the condition monitoring and PdM methods that are the most suitable 

for the purpose of this thesis. 

4.1  Overview 

When developing a PdM or fault detection solution, it is best to start with evaluating what 

are the most relevant points of failure. A BLDC motor can fail or lose performance in 

multiple ways and not all of them are necessarily common or catastrophic. The most efficient 

approach is to develop a PdM system for the type of failure that causes the most unplanned 

downtime. The failure type is also a key factor in choosing the methods used as the way of 

detection is highly dependent on the specific failure in question. 

While simple on-device PdM can be done, it is far from the most effective strategy when 

building a robust system. This is noticeable especially when considering microprocessors 

with low performance compared to an industrial computer for example. What 

microprocessors are much more suitable for is acting as a pre-processing step for sensor data. 

This step can be used to implement fault detection by using one or more of the previously 

listed methods. Normal operation data can be used as a starting point as previously recorded 

fault data is not necessary for all fault detection methods. During operation any occurring 

failure data can be stored for the purpose of training a PdM algorithm. Data storing and more 

thorough analysis can be performed in a more powerful device, such as an industrial pc in 

the automation system or in a cloud. In a modern system, analysis can be done by utilizing 

a digital twin model. Whether a digital twin is used or not, AI is the most promising option 

for analysing substantial amounts of operation data and it can give accurate results with a 

low rate of false positives. Usually, for AI to provide excellent results, a copious amount of 

failure data is required. 

As there is no previous fault data available, a normal-only approach for anomaly detection 

is the most suitable starting point. As stated by MathWorks (n.d. a), normal-only anomaly 

detection can be done in many ways: thresholding, one-class support vector machines, 
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isolation forests and autoencoders for example. The simplest of these is thresholding, which 

is a statistical approach that is based on setting limits for how far off the measured value is 

from the expected value. For example, using a so-called control chart to set maximum limits 

for a motor current signal. The disadvantage of thresholding is that is not suitable for 

complex signals, and it is sensitive to noise. 

4.2  BLDC faults 

For the specific motor in this thesis, external sensors are currently not used. Current and 

voltage are the main physical variables available. In a future application, motor speed and 

torque data may be available from the motor and external sensors may be experimented with. 

These variables could be used in combination with current and voltage to make a more robust 

system. 

Solís, R. et al., (2023) conducted a study on diagnosing stator faults in BLDC motors. It is 

stated that most common faults are winding related. Faults are classified into signal-, model-

, and data-based methods. The study includes a list of different diagnostic methods that are 

suitable for specific types of faults. The list includes the used physical variables used and 

the computational burden of the method. The study recognizes the limitations of using only 

current and voltage for fault detection. It is pointed out that most methods use only these 

variables and that methods using more variables could detect multiple faults with one type 

of algorithm. Some methods use external sensor data such as temperature or vibration data. 

The advantage of temperature and vibration data being that they are very well suited for 

detecting bearing faults. For example, the frequency spectrum of vibration data was used to 

detect BLDC motor bearing faults in the study by Kudelina, K. et al. (2020). 

Shifat, T. A. and Hur J. W. (2020) used Motor Current Signature Analysis (MCSA) together 

with vibration analysis to diagnose a BLDC winding short-circuit. Much like in other studies, 

vibration analysis proved to be a powerful tool for fault detection. A clear difference between 

the healthy- and severe failure –states can be observed from the vibration amplitude. For 

fault detection in the incipient failure state, the motor current signature analysis method of 

inspecting the present third harmonics was found to be much more reliable. A noticeable 

change in phase current was also observed when the winding short-circuit was introduced. 



23 

 

   

 

While this change is not useful for specific fault classification, it shows a correlation between 

phase current and winding insulation deterioration. A trend could be estimated based on the 

change in phase current over time. 

 

4.3  Methods 

MATLAB and MATLAB Simulink can be used to create a model of a control system. A 

fault scenario could be simulated within this model as a proof of concept. MATLAB 

provides many tools for data analysis, feature extraction and machine learning. MATLAB 

can output C-code which can be used to run some of the more advanced anomaly detection 

algorithms on hardware. Machine learning models can be trained in MATLAB using pre-

recorded operational data, but it is also possible to do on-device training with models created 

using MATLAB. Incremental learning models keep learning as they are provided with more 

data while in use. (MathWorks, 2024) 

Another option for fault detection on an STM32 microcontroller is to use FFT to analyse the 

current signature of the motor. This can be achieved by using the CMSIS-DSP library by 

ARM. The library supports variable FFT size with a maximum sample size of 4096. (ARM, 

n.d. b) 

The main drawback of FFT in fault detection is that it may not be suitable for every use. 

Resolution may also be a limiting factor for detection accuracy. Minor changes can go 

unnoticed or be lost in noise. Application specific testing is required to properly determine 

whether FFT is suitable or not. 

In the study by Magadán, L. et al. (2020), an ARM Cortex-M3-based sensor module using 

the CMSIS-DSP library was used to perform FFT on motor vibration frequencies. This FFT 

data was compared to the FFT performed by cloud gateway running on a Raspberry Pi 3 

Model B+ single-board computer. The resolution of the FFT performed by the sensor module 

was worse than the resolution of the FFT performed by the gateway. Another significant 

downside of the sensor module FFT was the increased total latency as the FFT size was 

increased. This shows the drawbacks of performing complex calculations on weaker 

hardware. As a conclusion it is suggested that the gateway is used to create an automatic 
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anomaly detection system that can be used to collect historical data to be used for a future 

PdM model. 

Sree, R. D. et al. (2022) proposed a framework for estimating the remaining useful life 

(RUL) of a BLDC motor. This is an excellent example of a BLDC motor system where a 

microcontroller is specifically used as a tool for data acquisition. Sensors measuring voltage, 

current and temperature are continuously monitored by the microcontroller. The acquired 

data sets are then fed into an excel spreadsheet on a more powerful computer that is used for 

training machine learning algorithms. The random forest algorithm provided a highly 

accurate remaining useful life estimate. 
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5  Results and discussion 

PdM in an automation system can be achieved in many ways. Different implementations 

have unique challenges. The first challenge is to determine what part of the automation 

system would be suitable for PdM. The main parts of this automation system are the 

industrial PC, the SSCB, and the electromechanical actuator. In a manufacturing process, an 

electromechanical actuator is a critical part, and mechanical stress can cause wear over time, 

which can lead to sudden failure. As there are no planned external sensors, the next potential 

point of failure that is suitable for PdM, is the BLDC motor within the actuator. 

The second challenge is to find a way to measure the features that indicate a failure. For 

detecting abnormal operation of BLDC motors, a good starting point is to extract frequency 

components from motor current. The advantage of monitoring frequency components is that 

frequency data can be used for detecting stator faults and bearing faults alike. Previous 

research has shown that third harmonic analysis of BLDC motor currents is a suitable 

method of detecting motor faults. As an additional method of anomaly detection, spikes in 

voltage or current can be monitored using for example thresholding. Thresholding requires 

either historical failure data or a training dataset consisting of normal-only data. 

The previously mentioned fault detection methods are simple and may not provide the most 

accurate results, but they are an excellent starting point for developing a PdM system. This 

is because of the third challenge, which is processing power. The plan is to use the 

microcontroller located in the solid-state circuit breaker for this PdM implementation. From 

previous research it is evident that an STM32 or equivalent microcontroller struggles with 

advanced signal processing techniques. Some frequency analysis methods have been done 

before on microcontrollers, but for example when performing FFT, the resolution of the 

result was not satisfactory. Application specific testing could still prove on-device FFT to 

be a good enough fault detection method for detecting BLDC motor failure, but a prototype 

was not included in the scope of this thesis. Thresholding on the other hand, is a significantly 

less demanding fault detection method. It can be implemented using previous failure data, 

or by using normal-only data to set maximum limits for measured values. The risk of only 

using thresholding is that many faults may go undetected. 
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To overcome the challenge of limited processing power, the best option is to use the 

microcontroller as an advanced sensor. As seen in previous research, microcontrollers are 

well suited for data acquisition. Since the automation system will include a digital twin or at 

the very least, an industrial computer, the best option is to collect datasets from the 

microcontroller and analyse it further using hardware that is more capable. This opens 

possibilities for more accurate frequency analysis and more demanding algorithms. 

Voltage and current data acquired from the BLDC motor can be pre-processed in the 

microcontroller if needed. Pre-processing steps can include for example noise filtering, only 

capturing time-series data from specific states of the motor, or only sending maximum, 

minimum or mean values. The purpose of pre-processing is to distribute the workload 

efficiently and to minimize the amount of unnecessary data. The importance of the pre-

processing step is dependent on the analysis method and hardware used for analysis. The 

best order of actions in future work is to first focus on data-acquisition using the 

microcontroller and using a computer to verify that the data can be used for anomaly 

detection. MATLAB can be used for this purpose and for further PdM algorithm 

development. 

With the pre-processed data at hand, the final challenge is to implement PdM. There are 

many options for PdM and estimating RUL. AI and machine learning are clearly the best 

options for PdM. They can provide highly accurate results and can handle enormous amounts 

of data. But most of these methods require extensive historical failure data to reach their full 

potential. While failure data might not be available from the beginning, it can be collected 

through previously mentioned anomaly detection methods. Even if the collected data does 

not include clear catastrophic failures, it is beneficial to collect normal operational data over 

time. Some failure data can also be created artificially through simulations or by real world 

experimentation. Before failure data is available, a statistical method such as the ARIMA 

model should be explored for PdM. Long term trend analysis is an excellent way of 

predicting RUL. Based on previous research the ANN machine learning model seems to be 

one of the most popular options. ANN can be implemented as an unsupervised or supervised 

model, which means that it can be used with or without previous failure data. Another good 

option is the random forest model used by Sree, R. D. et al. (2022), which provided good 

remaining useful life estimation results in a system, which closely resembles the system in 
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this thesis. It is unclear which method is better for the purpose of implementing PdM in this 

automation system without further experimentation. 
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6  Conclusions 

A demonstration of an anomaly detection algorithm in MATLAB was originally planned for 

the purpose of presenting results, but due to time constraints and a lack of success in 

simulation, this idea was abandoned. Because of this, the emphasis of this thesis shifted more 

towards a literature review. References were chosen with a heavy preference for recent 

publications when possible. As a result, most cited references are published between the 

years 2015 and 2024. 

The goal of this thesis was to answer the following questions: 

• What fault detection methods can detect abnormal operation of electromechanical 

actuators? 

• How can fault detection methods be used for predictive maintenance in an 

automation system? 

• How can predictive maintenance features be implemented in a solid-state circuit 

breaker? 

The lack of real-world data made it difficult to provide a detailed plan on how to create a 

PdM implementation for this automation system. Multiple fault detection methods were 

highlighted and for the purpose of detecting BLDC motor faults using only current and 

voltage, frequency spectrum analysis is the most suitable method. 

Especially the PdM and existing implementations sections contain valuable information on 

how fault detection methods can be used for PdM. Most references do not focus on 

automation systems, but in the results and discussion section all results are stated with the 

purpose of finding a PdM solution for this specific automation system. 

The SSCB played a much smaller role than initially anticipated. Though it did play a crucial 

role in determining the scope of this thesis. The goal of using the microcontroller in the 

SSCB is a significant limiting factor when planning a PdM implementation. It was found 

that rather than trying to force a PdM algorithm to run on a microcontroller, it is far more 

feasible to use the microcontroller for data acquisition. The acquired data can then be further 

processed using more powerful hardware. 
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While the research done for this thesis gives a relevant preview of the state of PdM and fault 

detection in BLDC motors, its main limitation is that no new test results are presented. 

Prototyping was out of the scope of this thesis, and it is reserved for future work. The 

research and results will provide a strong starting point for a BLDC fault detection solution 

that is suited for a microcontroller. Eventually, the results of this future work can be used for 

creating a PdM algorithm to work together with the microcontroller. 
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