G Lt
) University

CREATING PROGRAMMING TASKS WITH RUST PROGRAMMING LANGUAGE
FOR A RUST COURSE

Lappeenranta-Lahti University of Technology LUT

Bachelor’s Programme in Software Engineering, Bachelor’s thesis
2024

Ville Saloranta

Examiners: University Lecturer Erno Vanhala (D.Sc.)



ABSTRACT

Lappeenranta-Lahti University of Technology LUT
LUT School of Engineering Science

Software Engineering

Ville Saloranta

Creating programming tasks with Rust programming language for a Rust course

Bachelor’s thesis

2024

36 pages, 6 figures, 0 tables and 0 appendices
Examiners: University Lecturer Erno Vanhala (D.Sc.)

Keywords: Rust, programming tasks, CodeGrade, automatic assessment, programming edu-
cation

The Rust programming language is experiencing significant growth in usage. Big companies,
like Microsoft, are starting to adopt it. Rust is known for being fast, efficient and secure. To
ensure students of LUT University are better prepared for the future of the tech industry,
education around Rust is deemed essential.

The goal of this bachelor’s thesis is to find coherent ways to create both Rust programming
exercises and CodeGrade automated evaluations for testing the submissions made for the
exercises. The thesis uses Design-Science Research Methodology as its research method.

The created artifact indicates that there is an approach that, if consistently followed, results
in the successful creation of both Rust programming exercises and CodeGrade evaluations
with high probability. The approach worked well with the making of individual exercises
and evaluations. Not only that, it also worked for the creation of the artifact.

In the future, a group evaluation on the created artifact could provide valuable insight. The
thesis 1s held back by a constraint, forcing the researcher to do all the evaluations. The overall
outlook is still positive and the exercises provide a solid practical key structure for the creation
of a new Rust programming course.
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Rust-ohjelmointikieli kokee huomattavaa, kdyttoon liittyvaa, kasvua. Microsoftin kaltaiset
isot yritykset ovat alkaneet omaksumaan sitd. Rust tunnetaan nopeudestaan, tehokkuudestaan
jaturvallisuudestaan. Rustiin keskittyvi opetus koetaan tarkedksi, jotta LUT-yliopiston opiske-
lijat olisivat tekniikan alan tulevaisuuden kannalta paremmassa asemassa.

Taman kandidaatintyon tarkoituksena on 10ytdéd selkeitd keinoja luoda sekd Rust-tehtdvia
ettd CodeGrade-automaattitarkastuksia, joiden tarkoituksena on arvioida tehtdviin liittyvié
palautuksia. Kaytetty tutkimusmenetelmé on suunnittelutieteellinen tutkimusmenetelma.

Luotu artefakti kertoo, ettd on olemassa ldhestymistapa, jota jatkuvasti seuraamalla, johtaa
sekd Rust-ohjelmointitehtivien ettd CodeGrade-tarkastusten onnistuneeseen luomiseen

korkealla todenndkdisyydelld. Lahestymistapa toimi hyvin sekd yksittdisten tehtivien ettd
tarkastusten tekemisessd. Téamaén lisédksi itse artefaktin luominen onnistui kyseiselld tavalla.

Luodun artefaktin ryhméarviointi voisi tuottaa arvokkaita havaintoja tulevaisuudessa. Tyon
pédrajoite on olosuhde, jossa tutkijan oli tehtivéa kaikki arvioinnit. Kokonaisuudessa nike-
mys on silti positiivinen ja tehtivit tarjoavat kdytdnnoéllisen ja keskeisen rakenteen uuden
Rust-ohjelmointikurssin luomista varten.
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1 INTRODUCTION

The Rust programming language has gained significant attention due to its performance and
memory safety. For instance, it is capable of keeping up with C and C++ in performance,
while not containing many of the security flaws associated with software written in languages
that use manual memory management. The memory safety in Rust comes from a concept it
has introduced: memory ownership. Not only does it provide safety, it does so without the
drawbacks in performance garbage collection introduces. According to Microsoft, Rust could
be a solution to approximately 70 percent of their software vulnerabilities [30]. Rust is also
the most admired programming language in 2024 [28]. Mozilla introduced it in 2010, and
both performance and safety were big parts of the initial promises made about the language

by its developers [6].

Lappeenranta-Lahti University of Technology LUT currently has an absence of courses cen-
tered around the Rust programming language. Rust is facing significant growth in usage
[20]. With more developers using the language, and various big tech companies embracing
its strengths [29], the significance of Rust is growing fast in the tech sector. With this trend
being apparent, taking it into account in education would help prepare students for the fu-
ture. Students would, for example, learn the concept of memory ownership that manages
the ownership of a value, the number of owners it may have at a given time and when it is
dropped [22]. Without a Rust programming course, students in LUT University are not be
encouraged to master the concept, as no other course would touch upon it. Memory owner-
ship contributes to Rust being safer and about as fast as C and C++. Not only that, Rust is
designed in a way that makes it encourage programmers to follow good practices that lead to

more reliable code being written. The compiler is a core factor that enforces this [23].

This bachelor’s thesis focuses on the creation of Rust programming exercises. They take
advantage of CodeGrade, an Automated Assessment Tool (AAT), to provide automatic eval-
uations that ensure student submissions are effectively reviewed based on their overall quality
as solutions. The research method used is Design-Science Research Methodology (DSRM)
due to it providing an opportunity to research the creation process of the exercises and the
evaluations. In addition, the end result of the creation can also be researched. Chapter 3 will

go more in-depth, when it comes to the research methodology.
The research questions of this bachelor’s thesis are the following:

* How can Rust programs be tested and inspected automatically with CodeGrade?

* How to make programming exercises with Rust?



Due to the expectation that the created exercises will be used in a Rust programming course
in the future, they are made in sets. Each set of exercises represents a pool of exercises for
one week. They center around specific topics that are essential for mastering the basics of
Rust. For instance, the first set of exercises covers various traditional features many mod-
ern programming languages have. This assures students are capable of using essential Rust
commands. The second set mainly introduces students to the concept of memory ownership.

After the first two weeks, the exercises aim to show various capabilities of Rust.

Students will get an understanding of how Rust bundles high-level convenience with low-
level control and touches upon areas like systems programming and the creation of Command
Line Interface (CLI) tools and web solutions [24].

The second chapter of this thesis delves into the background of the subject: the creation of
programming exercises. The chapter covers various points of view through related research
that is vital for this thesis. The third chapter takes a look into the used research methodol-
ogy. It also defines the criteria for conducting the research in an adequate manner and the
procedures that are meant to fulfill the criteria. The fourth chapter covers the creation pro-
cess of both the Rust programming exercises and the CodeGrade automated evaluations. The
topics the exercise sets handle are introduced and analyzed from various points of view. An

example of an essential perspective is how well an exercise promotes student engagement.

Chapter five takes a more conversational approach and analyzes the results. Answers to the
research questions are extracted here. On top of that, the meaning of the answers is explained
This is so that insight can be provided for topics like how relevant the thesis ultimately is and
how beneficial it may be in the future. Chapter six concludes the research and briefly explains
its core parts. The things that were researched are gone through once more. The justifications
for conducting the research and its end results are brought up as well. The constraints and

potential utilization of the thesis in the future are covered too.



2 RELATED RESEARCH

This chapter delves into related research that covers the nature of weekly exercises, automatic
evaluation and the capabilities of the Rust programming language. Each of the topics will
be covered separately, and through points of view relevant to this thesis. After all topics
have been covered, the related research will be analyzed. Through the analysis, it will be
concluded whether the idea of creating a Rust programming course is a goal worth pursuing.
Not only that, various connections between the topics will be acknowledged. In the end, this
chapter will provide knowledge and conclusions that support the objectives of this bachelor’s

thesis.

2.1 Related research of the weekly exercise model

Programming exercises provide a practical way for students to solve problems. Not only that,
the practicality is where learning to program boils down to. With this in consideration, it is
essential to take the nature of programming exercises into account in order to keep students

engaged and to promote consistent learning. [27]

As the name suggests, the weekly programming exercises model results in new programming
tasks being introduced weekly. In the context of a university course, this could mean that new
programming assignments are published every week, from the beginning of the course to its
end. The weekly assignment model will be looked into from two points of view: its nature
and student reception. This will provide insight into aspects that make the weekly exercises

a model to consider in terms of whether it is worth utilizing, or improving upon.

Introductory courses, such as the LUT University Rust programming course that this thesis is
meant to help create, are prone to issues like student stress, high drop rates and low satisfac-
tion. In order to mitigate issues like this that lower the overall student experience and learning
outcomes, the way tasks are present should be examined. This is essential, as exercises being
weekly is not enough to guarantee high engagement. This is the overall consensus, despite
the fact that they are capable of promoting engagement on a limited scope due to students

having less issues related to time management. [1], [5]

One way to help improve the overall student experience is by utilizing a ’divide and conquer”
approach. In practice, this could mean converting one large programming task into multiple
smaller ones. Tackling multiple subproblems this way has been associated with higher stu-
dent satisfaction, confidence and lower levels of anxiety, all of which promote engagement.

On the flip side, students were slightly more likely to miss deadlines due to misunderstand-



ings and collaborate less due to being under less pressure. Overall, these two drawbacks are

minor, when compared to the benefits. [1]

As already demonstrated, just having weekly programming tasks, without any additional
thought or tailoring, does not result in high engagement. A factor that can cause this is an
attitude where weekly tasks are, as an individual part of a course, seen as a minor factor in
the grand scheme, even if it provides learning opportunities for something very important in
the course. One such essential part could be a large project, for which the exercises could

prepare the student. [5]

2.2 Automatic evaluation

Automatic evaluation refers to the usage of unit tests and algorithms to review and score
student performance. For this thesis, related research that touches upon automatic evaluation
will be analyzed through cases where automatic assessment has been used as a solution for
problems in circumstances similar to the Rust programming course this thesis helps create.
For example, the course could have a high student-teacher ratio and the emphasis would likely
be in programming exercises. For such state of affairs, an automated evaluation mechanism
would be beneficial [3].

Automatic assessment has potential to greatly help students learn, provided that the used
teaching methods support this. Automatic evaluation tools have proved themselves effective
for courses that have a high number of students. In a course where the emphasis is on pro-
gramming exercises, an automatic assessment tool can be effective and likely helps develop
programming skills. This is because the solution, programmed by a student, will not be eval-
uated if it does not work. Non-functional and partially functional programs will likely get
lower grades, and thus the student is encouraged to improve the software solution via debug-
ging. As the automatic assessment process is supposed to be quick, the student may keep on
submitting their assignment, with perceived improvements, until the software functions in a

desired manner. [3], [7]

Automatic assessment has been well-received by students. Even if it was optional and other
methods of evaluation, such as peer-reviews and grading by teacher, were offered, majority of
students would still prefer to use an automatic evaluation tool. They believe that their grades
improved and were more motivated to work on programming exercises, thanks to such tools.
It helps them improve their study habits. There is also speculation that automatic evaluation
helps students become more self-aware of their skills regarding what a programming course
aims to teach. [3], [7]



Automatic evaluation is not a silver bullet and has its own set of potential shortcomings. As
already stated, there is emphasis in it being bundled with a teaching method that goes hand-
in-hand with the evaluation tool. While students have received such tools well, there are
concerns that they may get so used to such tools they may start harming their ability to learn.
This could manifest in them spending less time reflecting on their mistakes. Not only that,
the automatic assessment tool carries a burden in grading solutions submitted by students. If
the tool fails, the overall learning experience suffers. The tool also should not have security
issues that allow students to exploit it. Otherwise the tool would reward the students taking

advantage of the flaws in the tool without helping them learn. [3], [7]

2.3 Related research of the Rust programming language

The Rust programming language has been claimed to be a memory-safe programming lan-
guage. This has been linked to its memory ownership concept that, for instance, provides
restrictions to which scope a variable can be used in at a given time. The way the given
example helps promote safety is by having the compiler panic when a variable is being used
somewhere where it is prone to behavior that is hard to monitor or expect. The related re-
search regarding the Rust programming language will be looked into in order to provide
understanding regarding the true nature of safety in Rust, and what potential shortcomings it
may have. What will also be analyzed is what other things contribute to the rising popularity
of Rust.

2.3.1 Unsafe Rust

Despite getting praise for its memory safety features, the ultimate safety of the Rust program-
ming language has been questioned. Not only does Rust contain the ability to write unsafe
code (unsafe Rust code has to be specified), the language has libraries that internally use un-
safe features. The amount of Rust libraries that use such features is less than one third of all
Rust libraries. This propagation of unsafeness is a core reason for ongoing memory-safety
disputes around Rust. [18], [21], [25]

The unsafe side of Rust, that allows the programmer to write memory unsafe code with the
language, is referred to as “unsafe Rust.” It is meant to be used by those who know what they
are doing and are willing to accept the risks that dropping the safety features introduces. The
reason for the possibility of writing unsafe code with Rust lies in necessity. For example,
it would be either impossible or extremely hard to implement data structures that require

aliasing due to the memory ownership Rust implements that prevents complex sharing. [2],
[25]



The usage of unsafe Rust is not as uncommon as has been perceived. The code written with
unsafe Rust tends to be small and self-contained, and this is a habit that software developers
maintain. Less than thirty percent of Rust libraries contain unsafe Rust code. Approximately
a quarter of the unsafe” libraries have around 20 percent of their code written in unsafe Rust.
This indicates that it is hard to conclude that software developers write Rust in a sparing

manner, when it comes to safety. [2]

2.3.2 What can Rust programming language touch upon

There is a clear case for moving towards a world where modern operating systems are written
in the Rust programming language. It has value and potential for being taught in universities.
The only significant challenges to overcome are making sure students have an understand-
ing of how to program with Rust and get an experience where core knowledge of operating
systems and benefits of systems programming with Rust are balanced. An example of a
significant case for Rust adaptation is the Linux kernel. The reason Rust is considered for
systems programming is because it allows the implementation of powerful reliability and

security mechanisms more easily than C would. [14]

Not only is Rust a valid language for systems programming, it can be used for the creation
of CLI applications, embedded systems, back-end development and, overall, works as a lan-
guage for writing solutions for general purposes. For example, one can use the Rocket frame-
work for back-end development with Rust. It provides capabilities for writing fast, type-safe
and secure applications. This all means that Rust can be used to do many things and is not

limited to areas like low-level development. [4], [17], [24]

2.4 Analysis of the related research

The Rust programming language course this thesis helps create will not require any previous
knowledge of the language. It could be, in ways, considered an introductory course, for which
the weekly exercise model could be fitting. The related research shows the model improves
student performance, especially for situations like the one the course will be in. What has to
be considered next is figuring out how to get higher student engagement. A possibility is that

with an adequate quantity-quality relation between exercises promotes engagement.

Automatic assessment tools being helpful requires teaching methods that align well with
them. They also provide a robust evaluation method for cases where the amount of students
per teacher within a course is high. This means that teachers are less likely to be overwhelmed
by obligations to student work, and students do not have to endure delays in evaluations. As
the emphasis in the course is in completing Rust programming exercises, automatic assess-

ment tools are very likely effective for this course. Not only do students have a positive



experience, in general, with automatic evaluation tools, they are likely to prefer it for courses
like this over manual reviews from other people. This would grant the students a quick access
to results. The low bar for resubmissions results in the incentive to retry. Students are more

willing to retry and fix due to this, and it improves their programming skills.

Rust is not a completely safe programming language to use due to the precense of unsafe
Rust, the existence of libraries using unsafe Rust code and the patterns of Rust programmers.
While this is true, Rust is currently as far as programming languages have gotten, in terms of
memory safety and performance. The difference in safety is significant enough to make Rust a
valuable language for areas like systems programming where C is highly used. There are clear
reasons and justifications for prioritizing Rust in college-level education. The only “’barriers”
are that students need to learn the language and get a good understanding of why Rust should
be a language to be considered for use. This effectively means that a Rust programming

course has legitimate use, potential and value.

In conclusion, a Rust programming course has a lot of value for students and is worth imple-
menting. It would provide more opportunities for those who have already studied the creation
of web applications and systems programming in LUT University. The weekly assignment
model is an adequate solution for the way the course will be taught because it emphasizes
solving programming tasks that are the core of the course. The fact that programming ex-
ercises are the core part of the course would support student engagement, as they are not to
be dismissed. Not only that, the weekly exercise model goes hand-in-hand with automatic
assessment tools that give the students quick evaluations for their solutions. The only things
that have to seriously be considered is the implementation of the exercises and what Rust-

related things should be covered.



3 RESEARCH METHODOLOGY

The research methodology used in this bachelor’s thesis is covered in this chapter. The criteria
for measuring the success of the research are defined. On top of that the procedures for
conducting the research are also covered in order to assure the criteria are met. In addition,
the procedures are explained with practical, and hypothetical, scenarios. The end result of
this research should provide the necessities to answer the research questions that have been
defined.

3.1 The chosen research methodology

Design-Science Research Methodology (DSRM) is the research methodology this thesis uti-
lizes. It is characterized by an approach where information is harnessed from the design
process itself. For instance, the weekly Rust programming exercises could be considered an
artifact, and either the process of creating the artifact or it by itself could be the target of
research. Due to DSRM being the research methodology for the thesis, the artifact will be at
the forefront, when it comes to answering the research questions. [§]

3.1.1 Proposed criteria for DSRM

A set of seven criteria has been formed and proposed for researchers to follow when using the
design-science research methodology. This is illustrated in Figure 1. Their purpose is to help
researchers in their design science-based research. The criteria focus on areas like artifact

design, problem solving, transparency with other researchers and critical thinking. [16]

According to the seven criteria for conducting design science research, the research should
be evaluated in a strict manner and information regarding it should be passed to other parties
transparently. On top of that, the research should result in an adequate artifact, solve a well-

understood problem that is considered essential, and be properly evaluated. [16]

3.1.2 Operationalizing design science

Not only does DSRM have proposals that help improve the quality of design science research,
as shown through the seven criteria for research utilizing DSRM, there are also recommended
methods to follow when conducting the research. This means that the thesis can define both
desirable results and procedures that should be followed to achieve such results. The pro-
cedures this thesis aims to follow are shown in Figure 2. The methods covered and used

for design science research in this thesis focus heavily on the development of applicable and
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1. Design as
artifact

2. Problem
relevance

3. Design
Evaluation

4. Research
Contribution

5. Research rigor

6. Design as a
research process

=

7.
Communication

of the research

* Research developed with the design science research method must produce viable
artifacts in the form of a construct, model, method or instantiation

* The purpose of design science research is to develop solutions to solve important and
relevant problems for organizations

* The utility, quality and efficacy of the artifact must be rigorously demonstrated via well-
executed evaluation methods

* Research conducted by the design science research method must provide clear and
verifiable contributions in the specific areas of the developed artifacts and present clear
grounding on the foundations of design and/or design methodologies

* Research should be based on an application of rigorous methods in both the construction
and the evaluation of artifacts

* The search for an effective artifact requires the use of means that are available to achieve
the desired purposes, while satisfying the laws governing the environment in which the
problem is being studied

* Research conducted by design science research must be presented to both an audience
that is more technology-oriented and one that is more management-oriented

Figure 1: Criteria for conducting design science research [16]

useful technologies. Despite this, the methods support conducting the research in a way that

fulfills the seven criteria covered in the previous subsection. [16]

The first step in design science research should be understanding the problem that is to be

solved. After that, the currently possessed knowledge should be used to solve the problem.

If the problems ends up not being solved, a new approach, consisting of new techniques and

hypotheses, should be defined. The fourth step is obtaining a solution. The solution does

not strictly have to be super precise, but it has to be approximated. The solution will then

be tested, and thus its validity will be measured. The final step concentrates around making

corrections. This means that going back to the prior steps may be necessary. [16]

11
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<
p
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p 4

Figure 2: Steps for conducting technological research [16]

3.2 The artifact of the thesis

The Rust programming exercises and the automated tests work as the artifact of this thesis.
This means that the research conducted with DSRM revolve around the development of the
Rust exercises and bundling them with AAT implementations. In practice, the entire collec-
tion of exercises and automated tests are meant to answer all of the research questions because
they take the role of the problems to be solved. If the artifact is not deemed valid, it will be
corrected until it is measured to be adequate. The thesis, in its later chapters, evaluates and
discusses the results.

As for the defined methods, the problems has already been identified as the research ques-
tions. The goal is to extract answers of of the artifact to solve the problems. When attempting
to make the exercises and automated evaluations, it is essential to consider what to do when
things fail. Should the artifact be considered invalid, a new approach would have to be con-
sidered. As the amount of exercises is quite large, problems on a large scope could result in a

lot of time being wasted in fixing things. This is why it could make sense to use the approach

12



proposed in Figure 2 for individual tasks as well. This could help solve relevant issues in

smaller scopes before they get both bigger and more severe.

If the artifact, as a solution, is deemed to give at least an approximate answer to the research
questions, it will be evaluated through testing. Any flaws that are found will be corrected,
after which more testing is done. This will go on until the tests provide insight to no issues,

despite being thorough in nature.

13



4 CREATING THE ARTIFACT

This chapter covers the creation of the artifact. It is a crucial part of the chosen research
methodology and is used to answer the defined research questions. Not only that, the quality
of the research itself is essential to take into account. The requirements defined for the artifact
function as tailored goals that help the artifact align with the criteria of Figure 1. The creation
process of every part of the artifact is covered with the steps in Figure 2 in mind. The ultimate

goal of the created artifact is to provide answers for the research questions.

4.1 Artifact requirements

The requirements for the artifact are defined in this section. As the artifact consists of Rust
programming exercises and CodeGrade automated evaluations, both of these parts have their
own requirements. Accomplishing them will be enforced in two scales: small and large.
For instance, every single created exercise and automated review has to both meet enough
requirements as an individual component and have a meaningful contribution towards the
creation of an artifact that fills the criteria listed in Figure 1. The steps listed in Figure 2,
while mainly intended to be followed for building the artifact as a whole, are also utilized for

the creation of Rust programming exercises and CodeGrade evaluations.

4.1.1 Programming exercise requirements

Based on the research questions, it should be demonstrated that Rust programming exercises
can be made by following a specific formula. Each Rust programming exercise needs to have
a meaningful purpose in promoting learning around specified topics. As the exercises follow
a weekly model, meaning that they are divided into sets that are introduced over time with
new topics, individual tasks could be perceived as stepping stones that must be completed by

students in order for them to acquire adequate learning.

In order for students to get the most out of the programming exercises they complete, each
week should cover its own topics with the goal of providing essential skills and insight. After
completing a set of weekly programming exercises, it is anticipated that a student has devel-
oped a good understanding of the covered things. This is enforced by the CodeGrade AAT
implementations. Five sets of exercises have been made for the thesis, each representing one

week. Here are the main topics the Rust programming exercise sets for each week cover:

1. Basic Rust commands and initializing Rust projects with Cargo

2. Memory ownership, modularization and structs

14



3. Object-oriented programming
4. Systems programming

5. Back-end development with the Rocket framework

The first two weeks aim to teach the basics of Rust. The first week teaches know how to
initialize Rust projects and use commands that are familiar from other programming lan-
guages like Python and Java. This means that students, for instance, get to know how to use
if-conditions, while-loops, various data types and external dependencies. During the second
week, memory ownership, a key concept of Rust, is introduced. Because it is essential to un-
derstand the concept when using functions, their usage mainly starts here as well. Not only
that, it is also shown how code can be separated into different files and how structs can be

created.

After the first two weeks, students should have what it takes to explore Rust more broadly.
The rest of the weeks demonstrate parts of the wide pool of capabilities Rust has. Students
get to explore how Rust handles Object-Oriented Programming (OOP), basic aspects of sys-
tems programming and the Rocket framework back-end development. These three weeks
take an introductory approach and focus mainly on the basics regarding their topics. The
weekly exercises start exploring various areas because of an approach that wants to empha-
size the capabilities Rust has in various areas of programming. LUT university has courses
that touch upon systems programming and full-stack development, meaning that by show-
ing the potential Rust has in these areas, students become aware of a new option that could
potentially prove itself useful. Past knowledge in either systems programming or back-end
development is not a requirement for the completion of the Rust programming exercises. The

intention is to provide basic knowledge in these areas, and to point out Rust is a valid option.

4.1.2 Automatic evaluation requirements

In order to guarantee students get feedback based on their skills when solving the Rust pro-
gramming exercises, automated CodeGrade evaluations must be implemented. CodeGrade
helps the programming exercises align with the criteria set for the research by being able to
provide quick feedback that is both clear and able to detect errors in code [10]. As pointed out
by the related research, AAT implementations, when wrapped together with weekly program-
ming exercises, have high potential in promoting student engagement. The positive general
reception indicates the automated evaluations have high chances to have desirable effects on

the exercises.

The CodeGrade evaluations must be done as quickly as possible for each exercise. This is
important to achieve because efficiency and effectiveness are two core factors for why an

AAT solution is used in the first place. Rust code typically executes very quickly, but this
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does not necessarily mean that CodeGrade evaluations are swift. For instance, a Rust project
may use a lot of external dependencies that could take a lot of time to download and compile
in CodeGrade. This, if not handled properly, could stretch the time it takes for the evaluation
to complete by minutes. This is why the CodeGrade evaluations should be optimized.

Not only do the evaluations have to be quick, they must also work and provide feedback
for students. On top of that, exercises are reviewed from areas that are considered relevant
when measuring learning and code quality. For instance, writing Rust tests in .rs files and
integrating them to the CodeGrade evaluations is a way to test whether individual functions
and values behave as intended. The evaluations and AAT tools should be robust enough to

prevent and minimize exploitation by students.

The degree of transparency the CodeGrade evaluations give should also be thought out. Too
little transparency would likely leave the student wondering what flaws their submission has.
On the other hand, too much transparency might lead to students having information that
provides them no positive use, but may help them find exploitations to pass CodeGrade tests
without demonstrating adequate learning. The code behind the .rs Rust test files is an example
of something that is preferred to be kept hidden from students. In case the tests notice issues,
printing a message to the students is a way to often give enough transparency to pinpoint what
is wrong. This is why only necessary information should be given to the students during the

evaluations.

The flexibility of CodeGrade is essential, especially due to the fact that the weekly program-
ming exercises explore various areas, such as back-end development and systems program-
ming. For example, this means that the installation of dependencies should be quick enough
and the tests should be able to evaluate every single created exercise, despite their differences.
On top of that, the need for manual evaluations done by humans is something that should be
avoided at all costs. This is because it would undermine the purpose of automatic evalua-
tions. Currently CodeGrade does not have any evaluation methods specifically dedicated to

Rust which should be taken into account when conducting the tests.

4.2 Creating programming exercises

This section covers how the Rust programming exercises were created. As stated previously,
the first two weeks handle core aspects of Rust, after which there are three weeks to explore
the wide range of things that can be done with the programming language. The creation of
the programming exercises proceeds with an approach based on the the procedures displayed
in Figure 2. This will be explained more in-depth in the next subsection. On top of that,
the way each set of weekly exercises addresses the requirements defined for the creation of

programming exercises is covered.
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4.2.1 Conducting programming exercise creation

Each programming exercise in this course will start off by introducing a student to a problem
that has to be solved. When creating the problem, its nature has to be understood in the first
place. A way to do this could be by having an idea of an exercise manifest, with the required
commands and dependencies, that have to be used, in mind. If a desired solution can not
be formulated based on the problem, it likely indicates that the problem does not adequately
cover the topics that the students are meant to learn. For instance, if a problem is created
with the intention of providing a foundation for a solution that helps learn if-conditions, but
actually requires the use of loops before their coverage, the situation has to be re-considered.
While the exercise could be considered unfit for this part, it could be either used to cover

some other topic or discarded completely.

If the created problem is something an adequate solution can be formed for by students, it
can be used to teach specific things about Rust to students. What follows after this is the
creation of a model solution that is at least in an approximate state. This solution is then used
as a model for the CodeGrade automated tests because they are required in order to evaluate

some of the exercise requirements, such as functionality.

After a problem has an implemented proper model solution, it can be evaluated based on the
requirements dedicated to the exercise. If there are flaws, corrections have to be made, after
which a re-evaluation occurs. After all the steps are done, the exercise is complete. Both
the defined problem and a solution that addresses the problem would, at this point, ready.
The solutions for exercises work as models in the CodeGrade automated evaluations, as they
are practically required. Not only that, it proves that the defined problem can be solved and
provides opportunities to evaluate the solution, as it is meant to pass all the CodeGrade tests.

Should issues occur at this point, they can be quickly located and corrected.

4.2.2 Manifestation of the programming exercises

Inspiration has been received for the programming exercises, especially when it comes to
weeks from one to four [24]. The last set of exercises is based on the Rocket framework
which was chosen because of its ease of use [4]. Later weeks will at times utilize knowledge
received from the previous weeks, meaning that it is more likely students will master them

due to higher usage.

The first week starts off with an exercise that demonstrates how to initialize a Rust project
with Cargo and print a simple string. The week also covers conditional statements, loops, user
inputs, data types (especially integers, booleans and strings) and the usage of external depen-
dencies. As a consequence, the first week mainly covers traditional things that have been

encountered in various other programming languages, like Java and Python. It is assumed
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that the students have enough knowledge and background in programming to recognize most
of the things introduced when completing this set of exercises. In order to promote engage-
ment, the exercises, at times, are centered around themes considered funny or interesting.
For instance, there is an exercise that measures how lucky a student is. It uses an external

dependency called rand, which generates random numbers [15].

The second week covers memory ownership by requiring the user to both borrow variables
and pass their ownership. This, in many cases, occurs when passing variables from one
function to another. Memory ownership essentially means that every value is owned by a
scope. When ownership of a value is changed, it is valid in a different scope and can no
longer be used in the scope that previously owned it. On the other hand, borrowing means
that a reference to a value is passed into another scope. No ownership changes, meaning that

the value will still be usable within the scope that owns it. [22]

An example of a created exercise covering memory ownership is one where a string variable
is manipulated by utilizing the concept. This is done by either borrowing the variable to
functions or resetting it by receiving the ownership of a defined default string value from
one of the functions. This value replaces the value stored in the variable before calling the
function. Structs and separation of Rust code into different files are also covered during the

second week.

The third week centers around an object-oriented programming task. Instead of having vari-
ous exercises, this week only has one that expands through stages. Each stage adds something
new to the overall solution. In this case, the student creates a nordic country conquering game
due to the idea being deemed something that could spark interest. Initially they have to use
OOP principles and create a program where they are able to select a country and have its
information printed. As the solution expands, the user, for example, should be able to start

spying and conquering nations.

The fourth week contains basic systems programming exercises. The first exercise covers
the creation of a small shell where there are a few commands exist. For example, one of
the commands results in a silly line of text being printed. The second exercise focuses on
Input/Output (I0) mechanisms in the form of command-line arguments. On top of that, text-
file manipulation is in a central in both of the tasks. The last three exercises of this week

cover threads and how data can be exchanged between them.

The fifth, and final, week focuses on back-end development with the Rocket framework.
Students program basic servers that consist of GET and POST requests. In order to test an
Application Programming Interface (API), the students may use Postman which is a platform

for API development that, for instance, allows the user to test Hypertext Transfer Protocol
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(HTTP) requests [26]. On top of that, the interaction between a client and the server is demon-
strated on the front-end, as some exercises make changes to the rendered Hypertext Markup

Language (HTML) webpage via GET requests.

4.3 Creating automated tests

This section focuses on how the CodeGrade AAT evaluations are created for the Rust pro-
gramming exercises. As a preliminary model solution for an exercise requires CodeGrade
tests in this thesis, the automated evaluation should be made after the initial programming
task solution. In addition, the model solution is extremely useful when the CodeGrade tests
are being created. An introduction to the tool will be given, with all the necessary features,
constraints and circumstances that affect the creation of the automated evaluations in mind.
The functionality that can be used when creating CodeGrade tests is shown through practical

examples.

4.3.1 Steps for creating automated tests

Just like when creating Rust programming exercises, the research methodology should be
taken into account, meaning the steps in Figure 2 are noted during the creation of automated
AAT tests. This means that a problem, that is to be solved, is defined. On top of that, the
process of attempting to solve the problem, and what happens afterwards based on success,

are taken into account as well.

When it comes to creating CodeGrade tests, the problem is the need to make evaluations
for each Rust programming exercise, while simultaneously fulfilling all the defined require-
ments. It is simply not enough that each exercise can be automatically reviewed. This is
because aspects like transparency, flexibility and effectiveness have to be taken into account.
The problem is solved by creating the tests while using the features CodeGrade provides. If
the evaluations do not align with the requirements, changes are made to extract a new solu-
tion. For instance, too low efficiency would lead to the need to optimize. A severe mismatch

may result in the need to discard the previously proposed solution.

4.3.2 Implementation

In CodeGrade, the Setup Phase allows the customization of the environment where the cre-
ated tests are run. Its importance is emphasized by the fact that it helps lower the time it takes
to run an autotest. This is important, when it comes to both practical usage and the require-
ments that have been defined for AAT implementations. The reason is that every dependency
installed in the Setup Phase will be available in the snapshot that the actual tests are run in.

A snapshot, in this case, is a container where the tests are run. On top of that, the phase has
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both internet access and super user privileges on by default, providing additional flexibility

in case it is needed. [12]

The Setup Phase is crucial for running the automated reviews for the Rust programming
exercises. Not only does Rust itself have to be installed, some exercises use external depen-
dencies that take a significant time to install. This is most notable in cases where exercises
use the Rocket framework for back-end development. By handling these installations in the
Setup Phase, the time required to run the tests does not get incremented by the installation
times. Despite having no features dedicated specifically to Rust, vital dependencies can still

be installed with shell scripts, as shown in Figure 3.

X Setup #= Tests D Snapshots

THERE IS NO PUBLISHED SNAPSHOT. @

Figure 3: Setup Phase that contains a script for installing Rust

When the Setup Phase is properly implemented, the Test Phase could use its time to evaluate
student submissions rather than on installations that make the process take too long. Should
the evaluation take longer than allowed, a time-out will occur and a test will fail. This should
be avoided at all cost because the students aftected by this would end up with less points from
an exercise, even if the part that was being tested was technically implemented correctly in
the submission. If the Setup Phase is not well thought-out, this is an example of a severe

consequence.

In CodeGrade, automated tests are wrapped inside rubrics which are responsible for awarding
students with points for working solutions. The amount of points given in each rubric can
be freely determined. The rubrics can be created as either discrete or continuous categories.
Out of the two, only the latter has points scaling based on how many tests are passed. As
the emphasis is on rewarding students for passing tests, continuous category is the preferred

option in this scenario. [9]
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The solutions created for the Rust programming exercises function as test submissions for
CodeGrade. They provide something that should correctly pass all the tests. Should the test
submission and the tests have a mismatch, corrections must be made, as such course of action
aligns with the accepted procedures listed in Figure 2. The target of corrections, in the case,
is based on whether the issue is a part of either the exercise solution or the CodeGrade test
environment. After corrections have been made, a re-evaluation is done to look for more mis-
matches. If everything is fine, both the automated evaluation and the programming exercise

are in a finished state and function.

CodeGrade has a wide range of methods for conducting tests. For testing simple Rust pro-
gramming exercises created as a part of this thesis, two methods have been chosen: 10 tests
and written Rust test files. The former is suitable for testing programs where differing out-
puts are to be inspected, potentially based on given inputs. The latter is covered in the next
paragraph. If an output received from a submission does not match the expected one, the test
will fail. This would mean that the submission has to receive the same precise outputs. An
example of an IO test can be seen in Figure 4. Inputs defined for the a test could cover all the
necessary interactions within a program, making sure every single possible output is equal to
the desired outcome. The more variety and complexity there is, the harder it is for students

to exploit such tests by, for instance, simply printing the outputs. [13]

&R Setup “D snapshots

THERE IS NO PUBLISHED SNAPSHOT. @

Outputs ¥

v B 10Test!  Unnamed

= Full Match!  Unnamed

Match case sensitively ~

Input

Figure 4: An IO test that contains a script that starts the Rust program, the inputs that are
given and the expected output.

The second way to test the Rust programming exercises involves writing Rust test files. This
approach is more suitable for testing the behavior or individual variables and functions than
IO tests are. This is because functions can be run in test files and the value that is within a

variable can be compared to what value is expected. If a function has to return an addition
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between two arguments passed to it, a created test could use the function compare the received
value with a value that it is expected to match with. If the values are different, the test fails.

Rust test files provide a layer of complexity and help maintain academic integrity.

Rust test files have a drawback: students have to create solutions that have functions with
naming and behavior that align with the test files. The reason is that a test file would not
compile without the existence of the functions that are being called in the tests. As a conse-
quence, students have to be notified of requirements regarding function naming and behavior.

An example of a test written in Rust can be seen in Figure 5.

® tests.rs
#Hcfg(test)]
f

fn value_valid_test() {
let expected_value = 2;

let received_value = returns_two();
sert_eq! (expected_value, received_value, "WARNING!!! Function 'returns_two' did not return the correct value!");

Figure 5: An example of a test function in a .rs file. When run inside a rubric in CodeGrade,
points are awarded for passing the test.

The tests written in Rust are saved in their own separate files. This means that the files
have to be able to interact with the functionality in student submissions. This typically has
to be assured in the main.rs file by specifying that a specific test module is supposed to be
accessed. Requiring students to manually do this would spark issues. First of all, it would
add complexity, especially because not every single exercise uses test files. Students would
have to be told exactly when the specifications should be done. Having to do this would
likely result in both confusion and a higher quantity of failed tests. Negative experiences
would take from the positive reception AAT implementations have received which is why it
is reasonable to find another solution. As the test files would be in CodeGrade, rather than in
student submissions, requiring students to specify a test module that is non-existent on their

side would result in the program only working in CodeGrade.

In the case of this thesis, Rust test files are meant to be ready in CodeGrade for each case
where they are required. In order to make sure they are able to be used to test student sub-
missions, they must be automatically specified within every main.rs file. One way to do this

is by using a shell script to write the required specifications into the file. After this is done,
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the tests can be run, as demonstrated in Figure 6. This implementation completely eliminates
the need for students to specify test modules.

B Upload Files!  Unnamed

Figure 6: A rubric that has a Rust test file uploaded within it. Before the test file is run, it is
specified as a module in main.rs file.

CodeGrade contains plagiarism detection mechanisms, and thus helps with maintaining aca-
demic integrity [11]. This is essential because the used AAT should minimize misuse by
students. The reason this feature is mentioned is because it helps the CodeGrade AAT imple-
mentation align with the specified requirements by making the artifact more robust in terms
of being able to figure out cases where students break academic rules in ways that can not
realistically be addressed in any other way.
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S DISCUSSION

The goal of this chapter is to measure how successful the research in this thesis is. The
created artifact, made due to the chosen research method, is in a central role, when it comes
to conducting this. Its assessment involves the specified requirements, how the criteria in
Figure 1 and the steps in Figure 2 were followed, and what answers can be extract for the
research questions. The answers to the research questions are provided. In addition, some

ideas of possible usages this thesis may have in the future are covered.

5.1 Assessing the research process

All the created Rust programming exercises and CodeGrade automated evaluations ended up
functioning properly in every single case. This indicates that the last two steps of Figure 2,
where corrections and re-evaluations were made, always resulted in the manifestation of a
functioning exercise, bundled with a valid automated review. The created solutions, working
as the test assignments in CodeGrade, managed to pass every single test. The tests were
considered adequate which indicates both the exercises and the CodeGrade evaluations fit
together well. This indicates that the content is technically functional. Students can submit
their own assignments and expect the tests to adequately grade the submissions in a way that

is both fair and does not require manual intervention from course personnel.

The research is deemed to have been conducted in a way that aligns with the defined criteria.
On top of that, the steps that were agreed upon for the creation of the artifact were followed.
They were also used in order to develop individual Rust programming exercises and Code-
Grade tests. In every single case, a problem was both defined and understood. This set a
foundation for what the solution would require. Exercises, CodeGrade evaluations and the
artifact as a whole were made to solve the defined problems. Each of them was then con-
stantly evaluated and, if necessary, corrected re-evaluated until they were considered com-
plete. During the research process, only one proposed solution was discarded before being

evaluated. This resulted in a new solution being obtained by following a new approach.

Each Rust programming exercise, at the point of evaluation, had a CodeGrade evaluation
created for testing the exercise. The programming tasks were also evaluated based on their
relevance in terms of learning and presence within the course. There were instances that
resulted in either corrections to a test or an exercise. For instance, an occurrence of a task
being structured in a way that made the creation of a Rust test file for it challenging was

noticed. As a consequence, it was deemed that the issue was in the exercise itself. After

24



making the exercise test-friendly, and creating the tests, it was deemed that the correction
was complete. The re-evaluation resulted in the solution being approved. There were also
multiple instances of programming exercises failing to pass evaluations because the programs
not being able to end by themselves. Being able to end a program was considered essential
for testing inputs and outputs, and thus such corrections were deemed necessary. Following
the procedures in Figure 2 was ultimately helpful in ensuring the parts that form the artifact

are functional.

5.2 Answering the research questions

This section answers the two research questions that have been defined. They are the follow-
ing: How can Rust programs be tested and inspected automatically with CodeGrade? How
to make programming exercises with Rust? Due to the influence of the steps shown in Fig-
ure 2, both of the research questions will be handled individually until the point where an
approximate solution in the respective contexts has been obtained. Due to both the programs
and automated assessments requiring each other when they are being evaluated, both of the

research questions are being answered simultaneously when covering the final steps.

In the case of CodeGrade evaluations, the defined problem for each of the individual assess-
ments was this: a Rust programming exercise has an approximate solution and CodeGrade
tests must be made for it while fulfilling a set of defined requirements. Due to this, a pre-
requisite is that an exercise exists in a form where it can function as a model for testing the
automated evaluations that work approximately, but require reviews themselves. In order to
obtain a solution, the CodeGrade evaluation environment was prepared. A thing that had to
be noted is the fact that CodeGrade has no specific tools for creating evaluations for Rust
code. This is why, for instance, the required dependencies had to be installed with shell
scripts. This was often done in the Setup Phase because of the amount of time it saves when
running the evaluation. The Test Phase can cover the parts that are to be evaluated through

the creation of IO tests and, if deemed necessary, Rust test scripts.

As for the second research question, an answer that covers how Rust programming exercises
can be created was extracted. The problem for each individual exercise was defined based
on what things they were to cover and teach. An example of a defined exercise problem is a
scenario where a western duel game has to be created by creating a thread that simulates the
opponent. A specific input has to be given within a given time in order to win the duel. If this
condition is not met, the opponent wins and the program ends. An approximate solution was
obtained when the exercise was ready to be automatically evaluated. The automated reviews
and the proposed exercise solutions were, through evaluations, used to find flaws and mis-

matches in each other. These issues were then corrected and more evaluations commenced.
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This iteration occurred until the bundle forms a valid programming exercise that can guar-
antee meaningful evaluations. The weekly model used for the creation was also taken into
account. It resulted in the exercises being put in different sets, forcing them to revolve around
a limited pool of topics. This was considered essential to ensure the exercises concentrate on

relevant things.

Based on the artifact creation process, the first thing an exercise needs is a problem that has
to be solved. The problem was then solved, after which the automated evaluations were
made. While the CodeGrade automated evaluations are not a strict requirement for making
exercises, they provided valuable insight into various cases where exercises needed minor
corrections. If there was a case where Rust programming exercises were to be made without
CodeGrade evaluations to validate them, an alternative method for testing and reviewing

them should be considered.

By following the procedures in Figure 2 individual Rust programming exercises can be suc-
cessfully created. Only one approximate solution had to be discarded, but a new one was
by following the procedure. The iteration between corrections and re-evaluations always re-
sulted in a programming exercise being formed, with valid CodeGrade evaluations ready.
In order to ensure an individual solution also aligns with the goals on a large scale, it must
meet the set requirements. For example, a Rust programming exercise that covers irrelevant
things, despite having proper automated evaluations, is not an adequate solution. It would

simply not provide educational value.

5.3 Constraints and the future

The artifact was evaluated largely by measuring how valid the Rust programming exercises
are. Because they were deemed valid, the artifact was as well. The artifact is the end result of
a research that follows DSRM, fulfills the criteria in Figure 1 and was done with an approach
formed by the procedures in Figure 2. It provides relevant solutions by both successfully
answering the research questions in this thesis and moving things in the right direction by
providing a collection of exercises for an upcoming Rust programming course in LUT uni-

versity.

Despite being considered valid with the available artifact evaluation methods, no student
groups were available for testing the artifact. Instead, the evaluation was done by the person
in charge of creating the artifact. As a result, the review was conducted from a limited point
of view. This leaves the artifact more prone to issues in the future, despite the end result that

has been considered positive.
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When it comes to the future, this thesis provides an artifact that is in a key role when cre-
ating a Rust programming course. As this indicates a huge chunk of practical material is
ready, one of the things left to consider is the course environment. Are there any in-person
study opportunities that affect whether the course is entirely remote? Further ensuring stu-
dent engagement around the created Rust programming exercises, bundled with CodeGrade
evaluations, is another thing that could be considered, if its maximization is desired. [19]
This could compliment the created exercises by using the elevated engagement to fuel their

effectiveness in education.

Despite all the exercises and automated evaluations being ready, other aspects like potential
lectures should be considered before making a Rust programming course. Not only that, a
group evaluation could provide valuable insight into the artifact, as it would provide new

points of view, especially from those with less initial knowledge about it.
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6 CONCLUSIONS

This thesis researched how to develop Rust programming exercises, and implement auto-
mated evaluations for them with the CodeGrade Automated Assessment Tool. The thesis
utilized Design-Science Research Methodology as its research methodology. Steps and cri-
teria were selected, and followed, in order to help assure the research would be done in a way

that both aligns with the chosen research methodology and leads to a desirable end result.

The research was done in order to help fill the void that is the absence of a Rust programming
course in Lappeenranta-Lahti University of Technology LUT. A rapid rise in popularity, an
adaptation by various large companies and various key security features play a part in fuelling
the rise of Rust as an essential programming language in areas like systems programming.
The research thus plays a part in helping ensure programmers are better prepared for the

future, where software written in Rust is projected to have a massive impact.

The end result of the research is an artifact, consisting of the created Rust programming ex-
ercises and the CodeGrade automated review implementations. Five sets of programming
exercises were created, each representing one week, as the exercises are meant to be intro-
duced weekly. This means that there are Rust programming exercises for five weeks, each
with automated evaluation implementations that are ready to evaluate any solution submitted
by a student.

The research results indicate that there are approaches and patterns that can be followed to
adequately create both Rust programming exercises and automated evaluations. This can
be done by following the procedures used for the research. In practice, this means defining
problems, attempting to solve them and then reviewing, testing and correcting a well-regarded
solution until it is valid. The procedure always resulted in a working solution, on various
scales. It provided a clear path to follow, and resulted in the creation of a proper artifact. Not
only that, utilizing the procedure in individual Rust programming exercises always resulted

in the creation of both valid model solutions and functioning CodeGrade evaluations.

When it comes to the future, the results could be used as a key part of a Rust programming
course. The practical side of the course would already have a valid implementation. Despite
the thesis having an overall positive end result, the artifact could be evaluated by a group, as

it had to be done by the researcher due to constraints.
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