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This paper presents a digital platform for emerging artists to publish and sell their work.
Created using React, Java Spring and PostgreSQL, the system implements basic
functionality, including user registration, publication of illustrations with advanced filtering
and social functions (likes) developed using the methodology of Design Science Research
(DSR).

The work progresses systematically from problem analysis and technology selection to
architectural design and implementation. A distinctive contribution is the assessment system,
structured as a test plan with criteria covering usability, functionality, performance, and
educational compliance. Based on the principles of DSR, this plan provides a roadmap to
test the effectiveness of the platform when implemented in real-world settings, emphasizing

not only technical reliability, but also value for aspiring artists.



The thesis successfully proves the technical feasibility of creating an art selling platform and
highlights the potential of this bridge the gap between emerging artists and the art market. It
provides insight into the architecture of software, the integration of modern technologies,

and the practical challenges of creating platforms adapted for creative industries.



SYMBOLS AND ABBREVIATIONS

Abbreviations

ER Entity Relationship

INF First Normalization Form

2NF Second Normalization Form

3NF Third Normalization Form

FD Functional Dependency

CSRF Cross-site request forgery

DSR Design science research

RDBMS Relational database management system
SQL Structured Query Language

JS JavaScript

VS Visual Studio

JSON JavaScript Object Notation

FD Functional dependency

CORS Cross-Origin Resource Sharing
JWT JSON Web Token

DTO Data Transfer Object

JPA Java Persistence API

API Application Programming Interface
CRUD Create, Read, Update, Delete

HTTP Hypertext Transfer Protocol



REST Representational State Transfer

CSS Cascading Style Sheets
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1 Introduction

The Internet has revolutionized the art world by providing global access to exhibitions,
auctions, and online galleries. Although there are platforms for buying and selling works of
art, it is often difficult for aspiring artists to stand out and launch their careers. This paper
examines the development of an online platform specifically designed to support aspiring
artists and art students when entering the digital art market. Offering customized
opportunities, the platform is designed to help newcomers understand the problems of online

sales and establish their presence in the art community.

1.1 Background

Art has always been an integral part of humanity. From ancient times to the present day,
people have always been interested in art. The advent of the Internet has changed art, it has
made it possible to have access to works of art, moreover, to publish them online, to buy and
sell works from anywhere in the world. Anyone can find out which exhibitions are currently
taking place, which paintings are being sold at which auctions, and in general, find out the

history and author of each painting.

Indeed, today there are many online galleries that allow you to buy and sell works from
various fields of art. And, according to statistics, it is in demand. According to Grand View
Research (Grand View Research, 2023), the global online art market was estimated at $9.18
billion in 2022. According to their own statistics, the difference between local and foreign
customers will decrease, which means that users will strive to get acquainted with unique

and diverse works.

Everyone has access to such online platforms, and whether or not to publish their work online
depends only on the desire and motivation of the authors. In addition, the number of authors
IS growing every year. Today, there are a huge number of different art schools that produce
aspiring authors from completely different fields of art. Sooner or later, each of them faces
the question of where to start their career. Undoubtedly, online galleries provide certain
programs for beginners, but it is quite easy to drown in them and get lost among a huge

variety of others. This paper will be devoted to solving this problem. About the development



of an online platform aimed at aspiring authors and students who want to become part of the

art community and test how online purchases and sales will help them.

1.2 Analogies

Saatchi Art is a platform that provides a wide range of opportunities for artists and collectors.
It is a leader in this field. It can offer the user an intuitive interface for publishing works,
advanced search filters by category, style and price, as well as a personal account for tracking
sales and managing the artist's profile.

Another analogue is Artsy. Here you can find works from thousands of galleries, auction
houses and museums around the world. In the arsenal of the recommendation platform based

on user preferences and exclusive online auctions.

DeviantArt stands out as one of the largest platforms for publishing digital works of art and
graphics. The system allows you to monetize content by selling prints and original works,
as well as participate in thematic contests and community challenges.

1.3 Research Objectives

The main goal of this work is to develop and create a full-fledged digital platform that will
provide users with the opportunity to publish their works of art, as well as to purchase and

sell them.

To implement such a platform, both front-end and back-end tools will be used. The Java

Spring Framework and JavaScript React will be used for the work.

The functionality that the project will have should contain such key elements as: publishing
and content management, search and filtering, user profiles, social interaction, and

administration tools.

1.4 Limitations

The project contains several restrictions that must be specified in advance, as they play a key
role in the entire project. These limitations primarily show that the focus is on development,

not on public release.



This means that the main purpose of the work is to create the technical basis of the platform,
rather than its public deployment. The platform will be a demonstration of how such a system
should look, what key functions it should contain, and most importantly, how it is

implemented.
Performance Limitations

The platform will be designed to work with a limited amount of data and interact with a
small number of users. This means that the platform is not designed to handle a lot of traffic.

Limited user and data support

The project does not involve the introduction of complex mechanisms for scaling or
managing large amounts of data. Elements such as distributed databases and highly available

server configurations will not be a priority.
Limited functionality

The implementation of the functionality will focus on key features such as user registration,
artwork publishing, basic transaction modeling, and content management.

It also means that the payment system will not function, and a mock-up of the payment
system will be used to show the entire cycle of customer interaction with the platform.

1.5 Structure of Thesis

Chapter 1 examines the difficulties emerging artists encounter in the digital art market and
justifies the development of a specialized platform to assist them. It covers the project's
background, evaluates existing solutions, outlines research objectives, and discusses the

solution's scope and constraints.

Chapter 2 examines the development tools used in this work, explaining the rationale behind

their selection. It covers backend, frontend, and database technologies in dedicated sections.

Chapter 3 outlines the key requirements for the platform, divided into functional, non-
functional, and technical aspects. Functional requirements define core functions such as user
profiles, content management, and transaction modeling, while non-functional requirements

focus on usability, security, and scalability.



Chapter 4 describes in detail the client-server architecture of the system. The section contains
functional analysis, use case diagrams, and an ER diagram illustrating key components such

as user profiles, product management, and order processing.

Chapter 5 details the methodology employed in this work, utilizing Design Science Research
(DSR) to systematically develop and validate problem-solving artifacts. This approach

ensures rigorous creation and evaluation of practical solutions for the platform.

Chapter 6 is devoted to the backend code, as well as how the theoretical aspects mentioned
in the previous chapters are implemented in practice. It presents key aspects of backend

development, as well as databases and how they work and interact.

Chapter 7 is devoted to the solutions of the frontend part of the work. The chapter examines
and demonstrates the platform pages, API interaction, and implementation of front-end

security.

Chapter 8 is devoted to evaluating the effectiveness of the project based on the chosen
methodology. It discusses key aspects that will be analyzed after further development and

implementation of the platform.

Chapter 9 presents the conclusions derived from this work, along with future prospects for
implementing and improving the platform. It also includes the author's reflections on the

project and the tools used during development.



2 Development tools

This section describes the technologies used to create the platform, including solutions for
the backend (Java Spring, Maven, Spring Security, JWT), interface (JavaScript, React), and
databases (PostgreSQL). Each tool was selected for its efficiency, scalability, and
compliance with the project objectives. The server side uses Spring Boot for fast
development, while React supports a dynamic interface. PostgreSQL provides reliable data

management. Integrated development environments simplify the workflow even more.

2.1 Backend Technologies and Tools

This section will be dedicated to the methods and tools used in writing the backend of the
platform project. It contains information about such important tools as Maven, Java Spring,
Spring Security, JWT token, as well as which IDE | use them in and why.

2.1.1 About Maven

Maven was chosen to develop Java Spring and React platforms because of its ability to
effectively manage dependencies and automate the build process. With Maven, platform
dependencies such as Spring Boot and Spring Data JPA are handled automatically, reducing
the need for manual tracking and version control. File pom.xml provides a clear, declarative

configuration that defines how a project is built, and which libraries are used.

Maven from Apache is an open-source solution. This is standards-based project management
framework which gives users features to simplify projects, their building, testing and
reporting. Maven is very popular and nowadays become one of the most widely used open-

source software programs in enterprises (Balaji, 2019).

2.1.2 About Java Spring

In this work, Java for the backend and its library will be used. Java was not chosen by chance;
it is well suited for this kind of development. Java has many advantages, for example, it has

a huge amount of supporting literature, text and video guides.



This programming language that has the Spring framework. It is used to create microservices
and web applications. Spring provides an optimized modular approach to building

applications using Java.

Spring Boot is an open-source framework designed to simplify and accelerate the
development of Java applications, especially for web applications and microservices.
Created as an extension of the Java Spring framework, it eliminates most of the complexities
associated with Java development by offering pre-configured templates, dependency
injections, and tools that comply with the "configuration agreement™ principle (Spring Boot,
2025). By reducing manual configuration and speeding up configuration, Spring Boot
improves performance. It uses features such as modular microservices architecture, fault
tolerance, and API integration, making it popular with developers building scalable, secure,
and supported applications across a variety of industries.

The framework is highly flexible and offers a wide range of modules for developing both
standalone and server-side enterprise applications. It enables developers to utilize
Dependency Injection, Inversion of Control, and templates for handling repetitive code,

simplifying both development and testing processes (Jog & Jog, 2023).

2.1.3 Spring Security

In this work, the Spring Security framework will be used to work with application security
from the server side. This tool will be used to provide authentication, authorization, as well
as to create basic server protection against various common vulnerabilities in Java
applications. It is a fairly powerful platform that nevertheless integrates seamlessly into the
Spring Framework, moreover, ensuring compliance with security rules at several levels,

including HTTP requests, method execution, and user authentication.

Spring Security is a specialized framework designed to offer comprehensive security
services for Java applications in a flexible and developer-friendly manner. It follows the
established best practices of the Spring Framework and aims to secure all layers of an
application. Additionally, it provides a wide range of configuration options, making it both

highly adaptable and powerful (Nardone & Scarioni, 2024).



2.1.4 About IntelliJ IDEA

IntelliJ IDEA is an intelligent workspace for developers designed to simplify and speed up
writing, debugging and code management. With features such as intelligent code suggestions,
error detection, and built-in testing and version control tools, it simplifies software

development, especially for Java projects (IntelliJ IDEA, 2025).

It contains many advantages that will be very useful when developing the backend. IntelliJ
is able to analyze the code, thereby immediately identifying errors, and it is able to
understand the context of the code and provide recommendations. It also comes with an
extensive library of plugins, allowing you to extend the functionality to support additional

languages, frameworks, and tools (Simplilearn, 2024).

2.1.5 JSON Web Token

Working with the JWT token affects both parts of the application — both the server and the
client, however, due to the fact that all configuration and maintenance of the token will take
place on the server side, the token will be considered with exclusively server-side elements.
The token will be used as an effective and secure alternative for authentication using user
data.

Token authentication provides many benefits, including minimizing the need to send
confidential credentials with each request. This approach increases security and efficiency,
making it a reliable method of authenticating clients and protecting confidential information

in web and mobile applications (Haldar M., 2023).

2.2 Frontend Technologies

JavaScript will be used to work with the code on the client side. This programming language
is very popular (97% of all websites now use JavaScript on the frontend) (Ankita K, 2024),
has several convenient libraries, as well as guides on them. JavaScript is a flexible, high—
level programming language that is commonly used to add interactivity and dynamic
features to websites. As a core web development technology, along with HTML and CSS, it
allows developers to create engaging user interfaces through animations, form validation,
and real-time content updates without reloading pages. Compatibility with all major

browsers makes it the main interface development tool.



JavaScript's ecosystem is rich with libraries and frameworks like React, Angular, and Vue.js,
which simplify complex tasks and speed up development. It also integrates seamlessly with

APIs, allowing developers to fetch and manipulate data dynamically.

2.2.1 About React

React is a widely used JavaScript library for creating user interfaces that follows a
component—based architecture that breaks down the user interface into reusable
components. It uses Virtual DOM — a lightweight version of the actual DOM — to optimize
rendering and component updates, resulting in fast and responsive applications. React boasts
a rich ecosystem, including tools such as React Router for navigation, Redux for state
management, and React Native for mobile app development. This ecosystem optimizes

development and provides effective solutions to common problems (React, 2025).

React's component-based architecture, Virtual DOM optimization, JS syntax, and extensive
ecosystem make it an excellent choice for creating dynamic and reusable user interfaces.
Mastering the basics of React provides a solid foundation for exploring its advanced features
and capabilities (Adekola O., 2023).

JavaScript's widespread adoption has led to the development of numerous frameworks and
libraries, including jQuery, React, Vue.js, and Svelte. While this rich ecosystem offers
developers multiple approaches to solving problems, it can also create a steep learning curve
for newcomers, as similar functionality can be implemented in various ways (Simpson,
2023).

2.2.2 Visual Studio Code

Visual Studio Code (VS Code) is a free, lightweight, and highly customizable code editor
developed by Microsoft. It is fast and versatile, and supports multiple programming
languages, extensions, and debugging tools. Its features like IntelliSense, Git integration,
and a vibrant extension marketplace make it popular among developers worldwide (Visual
Studio Code, 2025).



2.3 Database Technologies

PostgreSQL, often called Postgres, is a powerful, open-source relational database
management system (RDBMS). Renowned for its reliability, scalability, and feature-rich
architecture, it supports advanced data types, SQL standards, and extensibility. Ideal for web,
mobile, and enterprise applications, PostgreSQL is a favourite for managing complex

datasets efficiently.

As a relational database, PostgreSQL provides many features for use. It supports complex
queries, ACID-compliant transactions, indexes of various types, as well as advanced JSON

capabilities, making it a versatile tool for developing modern applications.

Considering PostgreSQL, it is impossible not to notice many of its positive aspects from the
point of view of application development. Firstly, PostgreSQL is very accessible, it can be
extended from Java, this tool can be run on a huge number of operating systems, and
PostgreSQL is very adaptive and user-friendly, and it will be very convenient to work with

documentation (Ferrari & Pirozzi, 2020).



3 Requirements

Table 1 shows the main requirements for the platform being developed, divided into three

categories: functional, non-functional, and technical. Functional requirements describe the

main features of the system that are necessary for its full operation. Non-functional

requirements relate to system characteristics that affect usability, security, and performance.

The technical requirements describe the technologies and architectural solutions used.

Table 1 Requirements table.

Category

Requirement

Details

Functional

User Registration and
Profiles

Users can create accounts and set up personal profiles,
displaying their artworks and transaction history.

Content Publishing

and Management

Artists can upload and publish their artworks with

metadata.

Search and Filtering

Search by category, style, artist name, and price, with

advanced filtering options.

Social Interaction

Features like likes, comments, and sharing of artworks;

optional thematic challenges.

Transaction System

Simulation

Simulate purchases with a mock payment gateway and

basic checkout functionality.

Non-Functional

Performance and

Designed for limited users and data, not for high-traffic

Scalability scenarios.
. Intuitive and user-friendly interface for navigation and
Usability
content management.
] Basic user authentication and role-based access control;
Security

protection against unauthorized data access.

Platform Limitations

No real-time auctions or advanced payment systems;

excludes high availability configurations.




Technical

Frontend

Development

Built with React for responsive and user-friendly design.

Backend Development

Java Spring Framework for business logic and data
management with RESTful APIs.

PostgreSQL database for user information, artwork

Database .

metadata, and transactions.
Mock Payment Simulated payment gateway for demonstrating transaction
System workflows.

Focused on showcasing technical feasibility without
Deployment

public release.

Documentation

System architecture and development process
documentation provided for clarity.




4 System Design and Architecture

The System Design and Architecture section describes in detail the client-server architecture
of the platform, in which the Java Spring server part processes business logic, and the React
interface manages user interactions. It also provides basic functionality such as user
authentication and product management, which are supported by an ER diagram that defines
the database structure and entity relationships. Together, these elements create a scalable and

secure foundation for the digital art market.

4.1 Overall Architecture

The server part presented in Figure 1 will be written in Java Spring and will become the
main component of the system responsible for business logic, processing requests from the
client side and interacting with the database. It implements a REST API for exchanging data
with the client, supporting GET, POST, PUT and DELETE methods, which allows
operations with products, users and orders. To work with the database, Spring Data JPA is
used, which provides convenient interaction with PostgreSQL, including storing data about
users, products, orders and their relationships. The security system is built using Spring
Security and JWT(JSON Web Token) to protect the API and differentiate access to resources

depending on user roles.

The business logic of the server side covers user registration and authorization, product and
order management, as well as integration with external services such as payment systems
and email notifications. The project structure includes several layers: controllers for
processing requests, services for implementing logic, repositories for working with the
database, and models for describing entities. Special attention is paid to error handling and

logging, which ensures system stability and debugging convenience.

The client part will be written in React and will be an interface for user interaction with the
platform. It will provide access to the system's functionality via a web browser, providing a
user-friendly, intuitive and responsive design. The client part will interact with the server via
the REST API, sending requests to receive data (for example, a list of products or
information about orders) and transfer data (for example, new orders or profile updates). For

the convenience of users, the client side will use modern technologies such as React Router



for navigation, Redux or Context API for managing the application state and a library of

components for creating a user interface.

P Request

Process Req

A Z— REST API >
der Request HTTP Requ
vy l
Figure 1. Client-Server relation.
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Figure 2. System Function Structure diagram.
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In this case, Figure 2 presents a System Function Structure diagram showing the
functionality of a system for selling works of art. It is worth clarifying that in the future the
works of art will be called Products, since this name is short, understandable and corresponds

to the platform primarily for sales.

4.2.1 Functionality

User login and registration functions. As with any similar application, the user will be able
to interact with the platform through account (or profile). To register, users will need to enter
their details, and to log in, they will need a password and a username, which each will have

a unique one.

There will be several product-related functions. First of all, these are basic functions, such
as creating or modifying a work of art. As well as functions dedicated to the purchase and

sale of works. Another feature is the implementation of “likes" on the platform.

There are not many functions in the catalog, but they are all useful for user convenience.

This is how the functions of the search bar and filters should be presented here.

In the profile, the user should be able to edit their own data, publish their own profile picture,

and also have access to purchase and sale orders.

The functions dedicated to the shopping cart include switching to payment, as well as

deleting works from the shopping cart.

4.2.2 Functionality of the platform administration

Firstly, admins can change user information, first and last name, email and username.
Similarly, they have the option to delete the user and products, which they can also change

at their discretion.

An especially important function will also be the transfer of rights and roles to the user, thus
increasing the base of administrators. It is worth noting that the administrator is not a user

and should not be able to publish work or generally work with the platform in this way.



4.3 Use Case Diagrams

&
/ enter student
/ program
edit Profile
image

manage Cart

View Cataloque

Figure 3. Use Case Diagram.

The figure above shows an approximate User Function Use Case Diagram (Figure 3). It
shows the events that the user will be able to perform for the full functioning of the platform.

Let us look at the possibilities in more detail. Actions are divided into events that are possible
without registration and possible only after user registration. Events available without
registration include browsing the catalog, with all its possible methods, such as search,
filtering, and so on. The user can also view individual product pages (via the catalog or the

main page).

After registration (which refers to the methods available before it), the user has a lot of
different opportunities and interactions. First, the user can interact directly with products,

create it, buy and sell. The user gets their own profile that user can interact with. As indicated



in the figure, clients can change the image of their account, as well as join the student

program. The user also can interact with shopping cart and with orders inside it.

As for the admin's use cases, before performing any administrative functions, you must first
register and log in. To become an administrator, another administrator must grant the
appropriate rights, and only after that it becomes possible to edit and delete users and

products.

4.4 ER Diagram

Here on a Figure 4 is an ER diagram for the relationship between entities. As reader can see,
there are 4 main entities here — users, shopping cart, orders and products, as well as 4
additional entities — images, colours, categories and themes. These additional entities are
created primarily to support the essence of products, but the essence of images also works

with the essence of the user, where stores user’s profile image.

@ categoryld
eolors @ @

(@) (b) (©)

imageld E
carts
image_data

(d) (e)

categories




message

productld

(f) (@)

=3
s
(h)

Figure 4 ER Diagram: (a) Colors entity (b) Themes entity (c) Categories entity (d) Images
entity (e) Carts entity (f) Orders entity (g) Products entity (h) ER Diagram.

This diagram shows the process of objects interacting with each other, representing the
corresponding functions and relationships. The user entity has several dependencies: a one-
to-one relationship with a shopping cart, since each user can have only one shopping cart; a
relationship with orders, since a user can act as both a buyer and a seller, which forms a one-
to-many relationship; a relationship with products, where if the user is the creator, artist adds
the product to the system and if user buys, then client’s relationship with the product is
determined through the order; as well as a link to a profile picture, where each user can be

assigned one image.



The essence of the product also has several key relationships. One product can be ordered
by different users, and one order can contain multiple products, which forms a many-to-
many relationship. A product is also associated with attributes such as color, category, and
theme, which can relate to multiple products simultaneously, forming a many-to-many
relationship. The product image, unlike the other attributes, refers to only one product, which

creates a one-to-one relationship.

The rest of the relationships between entities have already been touched upon in explaining
the interactions described above. A deep understanding and analysis of these relationships

will help in the future when designing a database and writing Java code.



5 Methodology

The methodology of Design Science Research (DSR) is used in this work. DSR is a
methodology aimed at developing and evaluating artifacts designed to solve specific
problems and improve the environment in which they are applied (vom Brocke, 2020). As
part of this research, DSR is being used to develop a digital platform aimed at emerging

artists and students.

In the context of this work, it is important to emphasize that DSR is not limited only to the
creation of applied solutions but also includes the development of a theoretical
understanding of the environment under study through the design process itself. The
methodology of design science research is especially effective in conditions when traditional
methods are insufficient for the analysis of complex educational or sociotechnical systems.
One of the central elements of the DSR is an iterative cycle in which the design and
evaluation of an artifact (in this case, a digital platform) is accompanied by constant
reflection and theoretical reflection. This approach allows not only to improve the technical
solution, but also to generate new knowledge about the processes of user interaction with
the system, which makes DSR a particularly valuable tool in developing digital products for

specific audiences, such as aspiring artists (Carstensen & Bernhard, 2019).

The DSR methodology includes several key stages, and in this paper each of them is

implemented as follows:
Problem identification and motivation

As stated in the introduction, the problem lies in the lack of convenient and accessible
platforms specifically aimed at novice authors who want to present their work in the online
space and explore the mechanism of online sales. Modern galleries provide many
opportunities, but it can be difficult for beginners to stand out from a large number of works.

This became the main motivation for the development of a specialized platform.
Defining the goals of the solution

The main objectives of the project were formulated in the research objectives section. The
goal is to create a digital platform that will allow users to publish, sell and buy works of art.

The Java Spring Framework and JavaScript React have been selected for the implementation



of this project, as well as key functional elements such as content management, search and

filtering, user profiles and interaction tools.
Design and Development

As part of the research, the detailed design and development stages of the platform have
already been completed. Development is focused on building the technical foundation of the
platform, rather than fully deploying it. During the work, special attention is paid to the
architecture of the system, the choice of technologies and security, which will be discussed

in detail in the relevant sections.
Demonstration

The developed platform is undergoing testing and demonstration of its capabilities. This
includes publishing artwork, modeling underlying transactions, and user interaction. For
clarity, screenshots of the interface and the process of interacting with the system are

presented in the work.
Evaluation

The evaluation of the platform is based on a comparison of the stated requirements with the
result. Since the work is focused on development rather than full-scale deployment, detailed
quantification with metrics is not performed. However, it analyzes how well the initial
requirements are met, such as user registration, content publishing, and basic operations

modeling.



6 Backend Development

The database must have an entity for the users of the system. This table should contain
relevant information about the user. User ID, personal information including name and
password. The password must be encrypted. This table should also have links to other
entities specific to users, such as shopping cart, orders, and user profile picture.

Another significant object in the database should be the essence of the products. It should
contain information about the product, as well as several links. The owner, those who liked
this product, as well as the entities necessary to simplify the complexity of the database, but
necessary to fully identify the object. These entities in this case are the themes that the

product, categories, and colors correspond to.

Now that we understand which entities are necessary for the platform to work, we also need
to define the connections between them. Each user must have exactly one basket of goods
belonging to them. This relationship should be one-to-one. The user also needs to have a list
of products they like that they can view, such a relationship is many-to-many, since different
products can be associated with one user, just as several users can select the same product.
The user must also have a link to the products. It is necessary to communicate with the
products that the user sells (only the product model will have a link in the code, this is done

solely for practical reasons).

As for the essence of products, it should also have several connections. First, the co-owner
connection. Such a connection should be many-to-one, since one person can sell (be the
author of) different works. Other links are related to the product structure itself, such as

themes (and the overlap between them and the product), categories, and colors.

The other important item is the orders, which connect several other entities. They contain

links to the users who created these orders and to the products that are part of the orders.

Also, the architecture of the database was made in such a way as to comply with the
normalization of the Boyce-Codd Normal Form. This is because in cases where the table is
not fragmented well enough, various problems arise. When a database is structured as one
large table, this often leads to significant data redundancy and increased search time for even
a small subset of records. In addition, updates become slower and more resource-intensive,

and deletions can inadvertently delete valuable information (Toby T, 2006).



To avoid all this, and at the same time have a visually understandable database, all those
links that were mentioned above will be subject to certain additions. However, it is necessary

to first specify what database normalization is and how it occurs.

Normalization is the process of organization in a database. In the process, data that takes up
too much disk space is restructured. Happens process of organizing the attributes of the
database to reduce or eliminate data redundancy. Normalization generally involves splitting
a table into multiple ones which must be linked each time a query is made requiring data
from the split tables (Kartik, 2025).

The database structure developed for this system follows the principles of Boyce-Codd
normal form (BCNF), ensuring an efficient, consistent, and maintainable design. By
applying normalization techniques, the scheme eliminates redundancy, minimizes the risk
of anomalies during data updates or deletions, and improves overall system performance.
Following BCNF and proper normalization practices, the database structure is robust and
well-prepared to handle future scalability, complexity, and growth, providing a stable
foundation for the system's business logic. This design also ensures that operations such as
querying, updating, and deleting data can be performed efficiently, maintaining system
functionality and improving the user experience. Thus, the database structure works
efficiently based on the principles of BCNF and normalization, fulfilling all the necessary
requirements for a reliable, high-performance system.

6.1 Class diagram

This schema (Figure 5) is presented through pgAdmin 4 and demonstrates the database
structure organized according to the BCNF Normal Form (Boyce-Codd Normal Form). This
form of normalization is at an advanced level and eliminates the remaining anomalies that
may occur even after conversion to 3NF (Third Normal Form). Although 3NF eliminates
most data redundancy issues, it does not guarantee that all dependencies that can lead to
update, insert, and delete anomalies are missing. BCNF solves these problems by making it

a stricter version of 3NF.
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Figure 5. Relation diagram based on BCNF.

A table is considered to be in BCNF if for each nontrivial functional dependency (FD) X —
A, the defining attribute X is a superkey. This means that each left-hand side of a functional
dependency must be a superkey, which eliminates transitive dependencies and eliminates
anomalies that remain in 3NF. The main difference between BCNF and 3NF is that 3NF
allows functional dependencies, where the dependent attribute is a prime attribute (part of a
key candidate), while BCNF excludes such dependencies, guaranteeing a higher level of data
integrity (Toby T, 2006).

This scheme uses various entities and the relationships between them. The Users table
contains information about users, including username, email, password, name, last_name,
creation_date, is_artist, is_student, university, role, and also has a foreign keys cart_id
referring to the Carts table and image_id referring to Images. The Products table contains
data about products (title, description, location, date, price, currency, size, orientation,
is_available) and includes the foreign keys user_id, which links the product to its creator in

Users, as well as the image_id, which indicates the product image.

The Orders table contains information about purchases, including buyer id, seller_id,
product_id, order_date, price, message, and connects buyers and sellers through links to the
Users and Products tables. Carts are a shopping cart and contain a cart_id and a user_id

referring to the user. Since a cart can contain several products, the relationship between Carts



and Products is implemented through an intermediate Cart-Products table, which uses a

composite primary key (cart_id, product_id).

The Categories table contains the id and name, and the relationship between products and
categories is carried out through the Products-Categories table, which has a composite
primary key (product_id, category_id). Similarly, the Themes table contains the id and name,
and the relationship between products and themes is established through Products-Themes.
The Colors table also contains the id and name, and the relationship between products and
colors is stored in Products-Colors.

The Images table is used to store images and contains id, name, type, and image_data, and
is also associated with Users (profile images) and Products (product images). Users-
Favorites implements the favorites mechanism, allowing users to add products to the

favorites list, and is a table of relationships between Users and Products.

6.2 Initialization and Basic Setup

The initialization and basic setup of the project will be done in Spring Initializr, as indicated
by Felipe Gutierrez (Gutierrez, 2024). However, the default settings will be modified to fit

the project’s requirements, as shown in the image below in Figure 6.

Project Language
O Gradle - Groovy ® Java O Kotin O Groovy
O Gradle -Kotin @ Maven

Spring Boot
O 34.0(SNAPSHOT) O 340(RC1) O 33.6(SNAPSHOT) @ 335
O 3212 (SNAPSHOT) O 32.11

Project Metadata

Group com.jabp
Artifact  jabp_server
Name jabp server
Description  JABP server part

Package name com.jabp jabp_server

Packaging @ Jar O War

Java O23 @21 O17

Figure 6. Initialization.



As shown in Figure 6, the project is built with Maven. The artifact will be named jabp_server,
and the group will be com.jabp for convenience. The other settings will be configured

automatically once the artifact is defined. Java version 21 has been selected.

6.3 Project Structure

Project v

v [Cjabp_server

> O

Figure 7. Structure of Server side.

The project structure is described in Figure 7. Globally, the project is divided into three

directories:
src/main/java: This directory holds the complete source code for the application.

src/main/resources:  This directory contains critical resources, including the

application.properties file, which is essential for configuring various settings.



src/test/java: This directory includes all unit and integration tests, ensuring the project
functions correctly as intended. Also, there is the pom.xml file is a critical component of a
Java project managed by Maven. It defines project dependencies, build configurations,

plugins and other project information.

6.4 Code

There is no need to explain every line of code in the work. However, in this case, when it
comes to a folder such as configuration folder, precise explanations are necessary, since it is
here that the configuration of the server side, CORS and security will be determined. CORS
(Cross-Origin Resource Sharing) is a security mechanism that allows a server to control

which sources (domain, protocol, port) can access its resources.

6.4.1 CorsConfig.java

7y
(d

@Configuration
public class CorsConfig ({
@Bean
public CorsConfigurationSource corsConfigurationSource () {
CorsConfiguration configuration = new CorsConfiguration():

configuration.setAllowedOrigins (Arrays.aslist("http://localhost:5173"));
configuration.setBAllowedMethods (Arrays.asList ("GET", "POST",

"PUT", "DELETE")):
configuration.setAllowedHeaders (Arrays.asList ("Authorization”,

"Content-Type", "X-Requested-With")}):
configuration.setAllowCredentials (true); // Enable credentials

UrlBasedCorsConfigurationSource source = new

UrlBasedCorsConfigurationSource ()
source.registerCorsConfiguration("/**", configuration);
return source;

H

Figure 8. CorsConfig file.

This file is responsible for the configuration class in the Spring Boot application used to

configure Cross-Origin Resource Sharing rules. These rules define how resources on the



server can be shared with requests from various sources (domains, protocols, or ports). The

configuration options code is presented in Figure 8.
Detailed explanation:

Annotation @Configuration — indicates that the class contains component definitions for the

application context.

Annotation @Bean — Spring creates an instance of a class with this annotation and will use
it in the context of the application. This means that the CorsConfigurationSource will be

provided with CORS settings management.

First, the class determines the available sources that will have access to the server. In this

case, it is “http://localhost:5173” — the address of the project's frontend.
It also indicates which HTTP methods are available for requests.

After that, it determines the allowed headers in requests and allows the sending of credentials

(cookies or HTTP authentication).
Then it links the CORS settings to all endpoints (/**) in the application.

Thus, this file allows you to restrict the server from unwanted requests from outside the
front-end part of the application and, for greater security, to specify exactly which requests

can access the server in principle.

6.4.2 JwtFilter.java

This file is already large, and therefore only critical actions will be shown. This is the
implementation of JWT (JSON Web Token) based filter for user authentication in Spring
Security. It inherits the Once Per Request Filter, which ensures that the filter is executed for
each HTTP request.

First, the JWT token is extracted from a cookie named jwtToken and its validity is

determined as presented in Figure 9. If the token meets all the requirements, the user logs in.

To understand how security works, it is also necessary to explain what the JWT token is and

what is specifically needed for this project.



The JWT token consists of Header, Payload, and Signature as three distinct parts. The header
and payload are the first encoded to Base 64 and then concatenated by a period. Finally, the
result as algorithmically signed to produce the final token in the form of

header.payload.signature (Jog & Jog, 2023).

Cookie[] cookies = request.getCookies():
if (coockies !'= null) {
for (Cookie cookie : cookies) /|
if ("jwtToken".equals (cookie.getName())) {

token = cookie.getValue():
logger.info ("JWT Token found in cookie: " + token):
username = jwtService.extractUsername (token):
break:

if (jwtService.validateToken (token, userDetails)) {
UsernamePasswordAuthenticationToken authToken =
new UsernamePasswordAuthenticationToken (userDetails, null,
userDetails.getAuthorities())
authToken.setDetails (new
WebAuthenticationDetailsSource () .buildDetails (request)):

SecurityContextHolder.getContext () .setAuthentication (authToken)
logger.info ("Authentication successful for user: " + username);

Figure 9. Work with cookies.

There are several advantages why the JWT token was chosen, which is stored in HttpOnly
cookies for the security of the application. One of the main advantages is protection against
XSS attacks (Cross-Site Scripting). When the token is stored in localStorage or
sessionStorage, it is accessible via JavaScript, which means that an attacker can get it if
introduces malicious code. However, HttpOnly cookies are not available for JavaScript,
which significantly reduces the risk of token theft via XSS.

Another advantage is the automatic sending of a token with each request. The browser itself
adds cookies to HTTP requests to the server if they belong to the same domain. This
simplifies authentication, as the client does not need to manually add the token to the

Authorization header.



6.4.3 SecurityConfig.java

This file is responsible for the security configuration in Spring Security. It sets up
authentication and authorization mechanisms and implements security filters to protect the

API. Let us look at the key points.

@Bean
public SecurityFilterChain securityFilterChain (HttpSecurity http) throws
Exception {

return http.csrf(customizer -> customizer.disable())
.cors (Customizer.withDefaults())
.authorizeHttpRequests (request -> request
.requestMatchers ("login", "register",
"products/search", "products/**", "users/byProduct/**", "logout",
"products/favorites") .permitAll ()
.anyRequest () .authenticated())
.sessionManagement (session ->
session.sessionCreationPolicy(SessionCreationPolicy.STATELESS) )
.addFilterBefore (jwtFilter,
UsernamePasswordAuthenticationFilter.class)
Louild()
}

Figure 10. SecurityFilterChain file.

SecurityFilterChain in Figure 10 is a class for configuring a filter chain. Firstly, CSRF or
Cross-Site Request Forgery - web security attack in which an attacker tricks an authenticated
user into unknowingly sending a maliciously crafted request to a vulnerable application
(Pauli & White, 2013), is disabled — it is not needed when the application is running without
sessions, which are disabled here. Instead of sessions, JWT tokens, which are provide
stateless microservices security by digitally signing user identification data and permissions,
eliminating the need for server-side session storage and ensuring authentication integrity in
distributed systems (Heffelfinger, 2022), will be used, which will be used to work between

the client and the server and will be needed to authenticate users for all requests.

There is also an Authentication Manager class that Spring Security needs to perform

authentication.

There is also an authentication Provider class, the functionality of which is to install a

password encoder and include it in the AuthenticationProvider.



6.5 Model folder

~ [23 model

Figure 11. Model folder.

This folder(Figure 11) contains all the models that are used by the server and that are stored
in the database. All the models here are very similar to each other, so one class of the same
type will be considered — User.java, which contains the same functionality as the others. The

only exception to this is the Image class, which is used for working with and storing photos.

6.5.1 User.java

This class represents the user model in the system and is the entity for the database. It is

annotated using JPA, which allows you to interact with the database via Spring Data JPA.
@Entity - annotates the class as a JPA entity that will be mapped to a table in the database.

@Getter and @Setter - used to automatically generate getters and setters for all fields of a

class using the Lombok library.

@Id and @GeneratedValue(strategy = GenerationType.IDENTITY) - The id field is an
entity identifier, and its value is generated automatically when a new record is added to the

table. In this case, a strategy for auto-generating values is used (for example, auto-increment).

The class contains a variable id that is unique for each user, an E-mail, names, data about
the date the user was created, and other defining elements, such as whether the user is a

student.

Let us analyze the relationships between entities. These relationships will be slightly

different for each class.



@OneToOne(cascade = CascadeType.ALL, fetch = FetchType.LAZY) is a one-to-one

relationship with the Cart entity. This means that each user can have one shopping cart.

@ManyToMany(cascade = {CascadeType.PERSIST, CascadeType.MERGE}) is a many-
to-many relationship with the Product entity. This means that a user can have many products
in their favorites, and at the same time, many users can add the same products to their

favorites.

@Jsonlgnore and @JsonBackReference- These annotations are used to prevent endless

serialization cycles when converting an object to JSON.

There are more connections for the user class, but they only repeat the logic of those already
explained.

6.5.2 Image.java
The only feature of this class is the way it stores images.
private byte[] imageData;

As part of working with images, there will be several more classes that will work with images

inside the database and when working with queries.

6.6 DTO folder and mapper folder

In the context of the Spring architecture or other web applications, the DTO folder is needed
to work and store classes that represent the data needed to work between application layers,
for example, my UserController in Figure 12, when working with objects inside requests,
receives a DTOUser in code above from the client, which contains data that can be filled in

and to control the user.

Only inside the request processing, the DTOUser is converted to a regular User using the
UserMapper. This is done because the User has data (id etc.) that cannot be determined from
the server side. It works the same way, for example, when the server does not want to give
confidential information to the client. A class like DTONoPasswordUser is returned to the
client when wants to get information about an authorized user, but getting a password would

be risky and dangerous.



public class DTOUser {
private Long Id:
private String username;
private String password:
private String email;:
private String name;
private String lastName:
private Date creationDate;
private Boolean isArtist:

Figure 12. DTOUser values.

dLomponent

public class CategoryMapper {
public Category dtoCategoryToCategory (DTOCategory dtoCategory) |
Category category = new Category():
category.setlName (dtoCategory.getName () ) 7
return category:

}

public DTOCategory categoryToDTOCategory (Category category) |
DTOCategory dtoCategory = new DTOCategory():
dtoCategory.setName (category.getlName () ) ;
return dtoCategory:

Figure 13. CategoryMapper class.

Mapper classes like in Figure 13 are needed to transform some classes into others in order

to avoid the non-synchronous existence of conflicting data.

6.7 Repo folder

The repo folder contains interfaces that are responsible for interacting with the database via
JPA (Java Persistence API). Repositories are part of the Data Layer and are used to perform

CRUD (Create, Read, Update, Delete) operations on entities in the database.

Repositories are interfaces that automatically implement methods. The necessary methods
can be declared, and their implementation (if the method does not have a complex
implementation and its name explains how it works) is implemented by Spring Data JPA
itself.

So, for example, | have the OrderRepo interface(Figure 14). Let us take a closer look at it.



dRepository

public interface OrderRepo extends JpaRepository<Order, Long> {
Page<Order> findOrdersByBuyerld(Long userld, Pageable pageable);
Page<Order> findOrdersBySellerId(Long userld, Pageable pageable);

Page<Order> findOrdersByProductId(Long productId, Pageable pageable):

Figure 14. OrderRepo interface

The @Repository annotation is part of Spring and tells Spring that this interface is a
repository for working with a database. It also activates exception handling and transaction

handling for this component.

The repository extends the JpaRepository interface, which provides all the standard CRUD
operations for the Order entity. Then there are new methods that are necessary for the

program, for example, findOrdersBySellerld, which finds orders by seller.

It is necessary to specify how Spring Data JPA works. In this case, Spring implements the
repository interfaces on its own, it is only necessary to specify the input parameters correctly.
Moreover, if one of the parameters is Pageable or Page, and the method should also return
Page, then the method will return such an object. This is done in order not to get all the
parameters at once, but to return them only gradually, as needed. Pagination is necessary in
order not to download all the data at the same time, which can lead to long delays and an
increased load on the server. The rest of the repositories work in the same way, each unique

object has its own repository for working with the database.

6.8 Controller folder

Controllers which stored in controller folder in Figure 15 in Java Spring are components
responsible for processing HTTP requests and routing them to the appropriate application
logic. Controllers are linked to the REST architecture through the @RestController

annotation, which combines @Controller and @ResponseBody to simplify writing a



RESTful API. Let us look at how controllers work using the example of the UserController

class. It fully covers the tools that are used in all other controller classes.

v [2] controller

Figure 15. Controller folder.

It should also be noted that controllers are created for all classes with which the user interacts

(meaning that the user will need to view the data of this class or some of its elements).

6.8.1 UserController

We now take a look at the important UserController class in Figure 16 and how it works

from the controller's point of view, which annotations are used and why.

@RestController

public class UserController {

@Autowired

private JWTService jwtService:

@Autowired

private UserService userService;

@Autowired

private ProductService productService;

private static final Logger logger =
LoggerFactory.getLlogger (UserController.class) ;

private BCryptPasswordEncoder encoder = new
BCryptPasswordEncoder (12} ;

Figure 16. UserController class example.

@RestController is necessary to indicate that the class is a REST controller, and its methods
return data directly in the HTTP response. For example, JSON objects.



Let us move on to the variables. Several service class variables are declared via the
@Autowired annotation. They serve to separate responsibilities between the controller,
which is the logic of working with applications, and between the service class, where the
main logic takes place, for example, working with a database. @Autowired is needed in
order to link the two classes so that Spring automatically creates a dependency object (in this

case, a service class) and passes it to the desired component (controller).

Another variable creates a logger, which monitors the operation of the application and
records events that help diagnose and delay the application. In general, loggers are used
uniformly and constantly throughout the application, and they are mentioned and explained

only here.

Let us move on to the methods that are used in the UserController. This controller was
created to allow the user to use a specific api (in this case, the controller has a default path,
since in the logic of this application, the user will primarily want to have data about
himself).An example of the modified api can be seen in the ProductController class (Figure
17), where all endpoints will have /products at the beginning of the path.

:n;;:eéziaﬁp;ig("fproducts")
public class ProductController {..}

dPostMapping ("/register")

public Boolean register (@RequestBody DTOUser dtoUser) {
logger.info ("REGISTER") ;
logger.info(dtoUser.toString())
return userService.registerUser (dtoUser, encoder):

Figure 17. PostMapper register method.

The first controller method is the user registration method in Figure 17. The method is an
implementation of the POST request (this is announced by the @PostMapping annotation).
The request body requires a user not of the User class, but of the DTOUser class. This is
created for the reason that some user data cannot be determined during registration for
various reasons, for example, according to the logic of the application, the user will be able
to establish himself as a student only after registration separately. It is the same with the id,
which is inconvenient to determine on the client side, and therefore easier to provide it with

the server. Next, the registerUser method in the UserService will be called, which will create



a user in the database and return a Boolean value, which means that everything has changed,
or vice versa, a failure has occurred, and the user has failed to be added. You can also visually
see the operation of the logger. In this case, it simply notifies the developer that the client

was able to reach the server with request and it is being processed.

There are also very similar getUserData methods so that the client can monitor the user's
status. To do this, an object of the DTONoPasswordUser class is returned in order not to

specify a password in the request, which is considered unsafe.

@PostMapping ("/login™)
public ResponseEntity<?> login((lRegquestBody LoginData loginData,
HttpServletResponse response) |

logger.info ("LOGIN")

String token = userService.verify(loginData):

Cookie cookie = new Cookie("jwtToken", token):
cookie.setHttpOnly (true);

cookie.setPath("/"):

cookie.setMaxAge (60 * 60);
cookie.setSecure (true) ;

response.addCookie (cookie) ;
return ResponseEntity.ok().build():

Figure 18. Login PostMapping implementation.

An important method is the user login. It implements the POST/login request (Figure 18),
which is responsible for the user authentication process and the creation of a JWT token for
subsequent interaction with the system. The method accepts two parameters: a LoginData
object through the request body, which contains a username and password annotated as
@RequestBody, and an HttpServletResponse object provided by the container for generating
an HTTP response.

After receiving the credentials, the UserService method is called verify(), which verifies the
correctness of the entered wusername and password. To do this,
AuthenticationManager.authenticate() is used with the
UsernamePasswordAuthenticationToken containing the transmitted data. If the verification
is successful (isAuthenticated() returns true), the jwtService creates a JWT token based on



the user's name, which is returned to the method. In case of unsuccessful authentication, the

string "Fail." is returned.

The JWT token is added to the HTTP-only cookie created in the controller. The cookie has
HttpOnly and Secure attributes, which prevents access to the token via JavaScript and
ensures that it is transmitted only over HTTPS. The lifetime of the token is also set using
setMaxAge(60 * 60), which corresponds to one hour. The cookie is added to the HTTP
response, and the client receives a successful response via ResponseEntity.ok().

This implementation provides a high level of security through the use of JWT and token
protection via cookies, as well as supporting scalability and ease of use. The client does not
need to take care of storing the token, as it is automatically transferred to the cookie. This
approach is a classic example of a RESTful API for user authentication using Spring Security
and JWT.

The remaining methods are needed for logging out of the system, as well as for processing
a request when it is necessary to find a job owner (they are called products on the server).

There is also a method to check if a user has liked a certain product.

6.9 Service folder

Java Spring service classes are used to encapsulate the business logic of an application,
separating it from controllers and other layers. This helps to follow the principles of clean

architecture and makes the code more structured, maintainable, and easier to test.

Services are defined using the @Service annotation, which marks a class as a component of
a service in Spring. This allows Spring to register a class as a Spring component, making it

available for embedding dependencies in other parts of the application.

Let us look at such structures inside the application using the example of the UserService

class, which has already been used in the UserController.

The UserService class in the Spring application handles critical business logic related to
users. Using the @Service annotation, it allows Spring to automatically manage its lifecycle
and handle dependency injection. Many of its methods are annotated with @Transactional,
which ensures that database operations are performed within a transaction, thereby

maintaining data integrity. The service is responsible for various tasks such as user



registration, authentication, profile management, and other operations such as processing
user images and student status. This provides seamless user-related data management

experience while maintaining the reliability and transactionality of the application.

public Boolean registerUser (DTOUser dtoUser, BCryptPasswordEncoder

encoder) {
dtoUser.setPassword (encoder.encode (dtoUser.getPassword()) ) :
User user = UserMapper.dtoUserToUser(dtoUser):

try {
register (user):

} catch (Exception e) {
return false:

}

return true;

Figure 19. registerUser method example

The registerUser in Figure 19 method takes the user's DTO representation, hashes user’s
password using BCryptPasswordEncoder, and converts the data into a User entity object.
Then the register method is called, which creates a cart for the user and stores it in the
database. The verify method authenticates the user using AuthenticationManager and, if
authentication is successful, generates a JWT token. This allows the user to log in and access
protected resources. The getUserDataByToken method extracts the username from the JWT
token, and then returns its data as a DTO, excluding password information.

In addition, the service has methods for working with images and student status (Figure 20).
The setimage method downloads the image via the Image Service, stores it in a database,
and binds it to the user. The joinStudentProgram method updates the user's information by
marking him as a student and adding information about the university. The logout method
terminates the user's session by removing the JWT token from the cookie and disabling the
current session. Also, the getAllUsers and save methods implement standard CRUD

operations, allowing you to get all users and save changes to the database.

The verify method in the User Service class in Figure 21 is responsible for user
authentication. It accepts a Login Data object that contains the username and password and

uses the Authentication Manager to verify this data.



@Transactional

public wvoid setImage (MultipartFile imageFile, HttpServletRequest request)
throws IOException {

String token = jwtService.getTokenFromCookies (request):;

User user = getUserByUsername (jwtService.extractUsername (token)):
Image image = imageService.uploadImage (imageFile):;

user.setImage (image) ;

save (user)

(a)

@Transactional
public ResponseEntity<?> joinStudentProgram (HttpServletRequest request,
String university) {

String token = jwtService.getTokenFromCookies (request):

User user = getUserByUsername (jwtService.extractUsername (token)):;

user.setIsStudent (true);
user.setUniversity (university):

save (user) ;
return ResponseEntity.ok().build():

(b)

Figure 20. Examples of work with student program and images: (a) Work with Images (b)
Work with Student program.

public String verify(LoginData loginData) {
Authentication authentication =
authenticationManager.authenticate (
new
UsernamePasswordAuthenticationToken (loginData.getUsername (),
loginData.getPassword())
)i
return authentication.isAuthenticated() ?
jwtService.generateToken (loginData.getUsername ()) : "Fail.";

}

Figure 21. Verify function.

When the method is called, it creates a UsernamePasswordAuthenticationToken object that
encapsulates the username and password. This object is passed to

AuthenticationManager.authenticate(), which performs the authentication process. |If



authentication is successful (that is, the entered data matches those stored in the system), the
method returns a JWT token, which is generated using the jwtService
service.generateToken(). The token is used for subsequent requests to identify the user and
grant him access to protected resources. If authentication failed (for example, an incorrect
username or password), the method returns the string "Fail", which means an unsuccessful

login attempt.

6.10 Backend Development Conclusion

Backend development using Spring allows you to create powerful, scalable, and supported
applications thanks to the rich set of tools and annotations provided by the framework.
During the development process, we managed to work out the key components of the Spring

architecture, including controllers, services, models, and repositories.

Controllers provide HTTP request processing, routing, and user interaction, while services
contain business logic that processes data and operations with repositories. Models (DTOs
and entities) are used to exchange data between application layers, providing a clear data

structure. Repositories, in turn, interact with the database by performing CRUD operations.

Also, thanks to the use of annotations like @Service, @Controller, @Repository, and
@Transactional, it is possible to maintain a clean architecture and separation of
responsibilities between application layers. Important aspects of development are security,
error handling, and transactionality, which are effectively implemented using Spring

Security, Spring Data, and other tools.

Thus, Spring provides all the necessary components to create a full-fledged backend,
including query processing, data management, security, and scalability, which significantly

speeds up and simplifies the development process.



7 Frontend Development

To explain the work from the front-end, it is necessary to first give an idea of its structure.

V' SIC
> api
> assets
> components
> pages

App.jsx

Js constants.js

index.css

main.jsx

Figure 22. Structure of src folder.

Figure 22 shows the structure of the project. It is a standard approach for organizing files
and folders in a React application.

The src/ folder is the main folder with the source code of the application. All the components

are in it.

The api/ folder was created for organizing interaction with the server. Here are the files that

are responsible for implementing the queries.

The assets/ folder is needed to store static files such as images. Now, the application needs
only one static image — this is the user's picture (the user is free to change it, this is done to

easily find the profile and also to separate users not only by name, but also graphically).
The components folder is used for storing components of many sizes and complexity.

The pages/ folder is created for full-fledged application pages - that is, files that React

associates with separate independent pages.

There are also files responsible for storing global variables and the App.jsx file, the main
component that is the entry point to the application.



7.1 Function Implementation

The functionality necessary for the client to collaborate with the server is implemented in
the api folder. So, there are all the methods that work with different queries. This folder
contains several files, the file responsible for collaborating with user endpoints, as well as

with queries related to the shopping cart, orders, products and the current user.

The api folder contains the files needed to work with the server. This allows the creation of
a centralized module (folder) for working with requests. Consider one of the files inside this

folder for working with user data.

export const login async (username, password) => {

try {
const response = await axios.post( ${API_URL}/login , {

"username":username,
"password":password,

3 A

withCredentials: true

s

return response;

} catch (error) {
console.error('Error during login:', error);
throw error;

}
1;

Figure 23. Login implementation.

This is one of the many methods within it. This method in Figure 23 is responsible for the
user's login to the server. This is a POST request that will be sent to the address
"${API_URL}/login’, where API_URL is the address of the server side of the application,

and the link itself is declared in the global variables file constants.js.

The request body is the username and password of the user, which is quite common in
models created for registration. The withCredentials: true condition has also been announced,

which means that the browser will include data such as cookies and authorization headers in



the request. This is necessary in order to transfer the cookie containing the JWT token to the

Server.

The server's response is recorded in response, and in case of an error, a corresponding

notification appears in the console.

Also, to illustrate the work of the JWT token, consider the work of the getUserData method.

export const getUserData = async () => {

try {
const response = await axios.get( ${API_URL}/get™, {
withCredentials: true,

s

return response.data;

} catch (error) {
console.error('Error fetching user data:', error);
throw error;

}
};

Figure 24. Work with requests inside getUserData.

In this case, on the presented code in Figure 24, it is clearly visible that the body does not
contain any user data. However, the request will still be processed, and moreover, the user's
personal data (user’s work) will be received in response. This is related to withCredentials.
Cookies will be sent to the server, where the server logic will figure out what is inside the
token, whose token it is, and when it expires.

Another important example of a working request method is the uploadUserlmage method
like in Figure 25. As a result, an image should be sent. The function accepts an image file
(imageFile) and sends it to the server using an HTTP POST request via the Axios library. It
uses the multipart/form-data format, which is specifically designed for file transfer. First, a
FormData object is created, which is intended for file transfer. If the image file is transferred,
it is added to the FormData with the key 'image’. Next, a POST request is sent to the server
endpoint ${API_URL}/image, where the FormData is used as the request body.



export const uploadUserImage = async (imageFile) => {

try {
const formData = new FormData();

if (imageFile) {
formData.append('image', imageFile);

}

const response = await axios.post( ${API_URL}/image , formData, {
headers: {
'Content-Type': 'multipart/form-data’,

}s

withCredentials: true,

s

return response.data;

} catch (error) {
console.error('Error uploading image:', error);
throw error;

}
1

Figure 25. uploadUserlmage method.

The Content-Type header is set to multipart/form-data so that the server understands that a
file is being sent in the request. The withCredentials: true parameter tells the browser to send
authentication data, such as cookies, along with the request, which is important for
authorization. If the request is successful, the function returns data from the server response
(for example, the URL of the uploaded file). In case of an error, it is logged to the console
and then thrown further so that the calling code can react, for example, to show an error

message.

7.2 Components

The client side contains many components, but there are several that define important
functionality that must be accessible from other components. This components are Footer,
Header and AuthContext. The Header component displays the top navigation bar, including
links and is visible across all pages. The Footer component contains copyright information,
additional links, and remains consistent at the bottom of every page. The Auth Context



manages user authentication state, providing login/logout functionality and user data to other

components.

7.2.1 AuthContext

This file is responsible for user authorization on the client.

useEffect(() => {
const verifyUser = async () => {

try {
const result = await checkConnection();

setIsAuthenticated(result);
} catch (error) {
setIsAuthenticated(false);
} finally {
setlLoading(false);
}
s

verifyUser();

Y I[Ds

Figure 26. useEffect implementation example.

Using the above useEffect in Figure 26, which is triggered once when the component is
mounted, calling checkConnection to check the user authentication status. Depending on the
result, isAuthenticated is set to true or false, and loading is set to false after the process is

completed, regardless of success or failure.

Passes the AuthContext Provider values to isAuthenticated, loading, login user, and logout
user to each component that consumes the context via useAuth(). The login user and logout

user functions allow you to manually update the authentication status.

7.2.2 Header, Footer and User.jsx

The implementation of Header and Footer is nothing new, just like in many similar

applications, they are implemented as components and are added to the main application in



the <Header/> and <Footer/> formats. However, the <Header/> uses the <User/>

implementation of User.jsx, where you can see how an authorized user is handled.

This example in Figure 27 uses the isAuthenticated structure, which will be present very
often in future files. This block of code is an implementation of the author's useAuth hook
described above and you can clearly see how to work with it. In this case, it is responsible
for the operation of the Header part and is responsible for showing the link to the user's

profile page.

const { isAuthenticated, loading } = useAuth();
if (loading) {
return <Loading /»>;

}

return (
<>
{isAuthenticated ? (
<1li className={styles.profile}><a href="/profile">My Profile</a></1li>
)
<>
<li className={styles.signin}><a href="/signup”>Sign Up</a></1li>
<li className={styles.login}><a href="/login">Log In</a></li>
</>

)}

</>

)5

Figure 27. IsAuthenticated structure.

7.3 Constants

In the implementation, various global variables will be mentioned and touched upon in
further code examples. They are in the constants.js file and among them there will be fairly
simple variables responsible for filters — categoriesList, sizesList, and so on, as well as
variables necessary for the correct operation of determining compliance with password, mail,

and username requirements, for example:

const PWD_REGEX = /A(2=.*[a-z])(?=.*[A-Z])(?=.*[0-9]) (?=*[ @#$%]) {8,24}/



7.4 Pages

7.4.1 Main page and page structure

The main page contains many elements that are important to the user (Figure 28). Firstly,
there are links to all the pages of the platform: the catalog, login and registration, as well as
colorfully showing some of the works available for sale. From this page, the user can go to
all the necessary pages. Moreover, since the user has not yet logged in using their data, they
will see registration and login buttons. Users will also not be able to work with certain

functions on some pages, for example, on a specific product page, user will not be able to

add a product to favorites, and so on.

raacts pes . This latom,
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sy vd tcabicn of st cratsmaen

Figure 28. Frontend App Main page.



Also, using the example of the main page, you can consider the structure of all pages in
general. Each page has a Header and Footer. The Header just includes the navigation bar,

and the Footer contains information About.

Following the example of successful analogues, blocks of popularity and a special student
program have been added to the page, it was created separately and dominates the page.
Moreover, the pictures of the works of the participants of the student program are replaced
at the back. These privileges are supposed to attract student users. Moreover, the products
are arranged for a reason, but according to the number of “likes” — the number of people
who are interested in the work. Thus, the most popular works will get even more attention,

increasing the chance of being bought and making room for the next works.

const fetchProducts = async () => {
setLoading(true);

try {
const productsJson = await getFavoritedProducts();

const productsList = productslson.content;
setFavProducts(productsList);
} catch (err) {
setError(err);
} finally {
setLoading(false);

}
1

Figure 29. fetchProducts async method.

The fetch Products function is (Figure 29) asynchronous and is used to load a list of favorite
products. First, it sets the loading flag (setLoading(true)) to indicate that the data is being
loaded. Then, in the try block, the getFavoritedProducts() function is called, which returns a
JSON object with the goods. The contents of this object (productsJson.content) are saved in

the setFavProducts(productsL.ist) state.

If an error occurs when loading data, it is intercepted in the catch block, and the error is
passed to setError(err). In any case, regardless of the result, in the final block, the loading

flag is reset (setLoading(false)) so that the interface can be updated.



{loading ? (
<Loading />
PR
<>
<div classMame={styles.main}>
<div classlame={styles.background}>
{studentProducts &%
studentProducts.map((product, index) => (
<div
key={product.id}
className={"${styles.backgroundItem} ${currentIndex === index ?
styles.active : "'}7}
>
<img
src={"data:image/jpeg;basebd,${product.imageData}" }
alt={product.title}
classllame={styles.backgroundImage}
/>
<div classhame={styles.author}>
{product.author}
<Sdive
< fdiv>
)}
</div>
<div classhame={styles.homeIntro}>
<div classhame={styles.underTitle}>
Welcome to the JABP - a unigque platform dedicated to offering hand-
made student work!
The pertect solution for those seeking original, creative, and
carefully crafted academic
resources.
</div>
<fdiv>
<fdiv>

Figure 30. Example of Loading component usage.

This code in Figure 30 conditionally displays the Loading component if the data is loaded
(when loading is true). Otherwise (when loading is false) the markup with the goods is
rendered. The main structure includes a div with classes from styles, containing a

background and a list of products (student Products).

If student Products exist, map() is called, which creates the list items. Each product is
represented by a div containing an image (from product.image Data, encoded in Base64) and
the author's name (product.author). The active element (when currentindex is equal to index)

gets an additional active style.



{studentProducts ?
<div className={styles.productContainer}>
<div className={styles.popularProducts}>
<div className={styles.recTitle}>Student Program:</div>
<div className={styles.reclist}>
{studentProducts.map((product) =>
<ProductCard key={product.id} product={product} />

i
<Sdive
<fdiv>»
< fdiv>
) (
x>

)}

Figure 31. Work with products of student.

This code (Figure 31) checks for data in student Products. If the data exists (studentProducts ),
a container with products is rendered (div with styles.productContainer). Inside it is a section
of popular products (styles.popularProducts), which includes the heading "Student

Program:" and a list of products (styles.recList).

Each product is displayed using the <ProductCard /> component, to which the product is
passed through the passes. If studentProducts is missing (false value), an empty fragment is

rendered (<></>), meaning nothing is displayed.

7.4.2 Registration

On the registration page presented in Figure 32, the user can register using their data that has
not yet been used on the site (that is, there cannot be two accounts with the same email

address).

The user needs to enter their username, which will also be unique for each user. Your first
and last name, they will be displayed in the authorship of the painting. You also need to enter
your email address, and enter your password twice, where the second time is a verification
one. The password has its limitations, it must be at least eight characters long, contain
uppercase and lowercase letters, a number and a special character. The user will see a
notification about an incorrect password format until they enter the required password. After

a successful registration, the user will be redirected to the login page.



Register

Username

Name

Lastname

Email

Password

Confirm Password

Figure 32. Register window.

This code in Figure 33 is a React component for entering a username in the registration or
login form. It uses FontAwesome to display check and error icons and manages the state of

the field using useState and useRef hooks.

When entering data in the <input> field, the user's status is updated via the onChange handler.
validName checks whether the user's name meets the specified criteria: length from 4 to 24
characters, beginning with a letter, acceptable characters — letters, numbers, underscores and
hyphens. If the entered name is correct, a checkmark icon is displayed next to the field,

otherwise a red cross.

Additionally, focus control (onFocus, onBlur) is implemented, in which a text prompt with
rules appears or hides. Using the aria-invalid and aria-describedby attributes improves
accessibility by helping users with special needs. Styles are set via styles, providing a
convenient visual experience. As a result, the component is intuitive, user-friendly, and

provides clear feedback to the user.



{/* Username */}
<label htmlFor="username” classhame={styles.label}>»
Username:
<span className={validName ? styles.valid : styles.hide}>
<FontAwesomeIcon icon={faCheck} />
</span>
<span className={validlName || 'user ? styles.hide : styles.invalid}>
<FontAwesomeIcon icon={faTimes} />
</span>
</label>
<input
type="text"
id="username”
ref={userRef}
autoComplete="off"
onChange={(e) =» setUser(e.target.value)}
required
aria-invalid={validName ? "false" : "true"}
aria-describedby="uidnote"
onFocus={() =» setUserFocus(true)}
onBlur={() =» setUserFocus(false)}
classhame={styles.inputText}
/>
<p id="uidnote" className={userFocus && user && !validMName ?
styles.instructions : styles.offscreen}>
<FontAwesomeIlcon icon={falnfoCircle} />
4 to 24 characters. <br />
Must begin with a letter. <br />
Letters, numbers, underscores, hyphens allowed.
</p>

Figure 33. Work with username in React.

This code (Figure 34) is a handler for the handleSubmit registration form in React, which
validates the entered data, sends a request to the server, and handles errors. First,
e.preventDefault(); is called to prevent the page from reloading when submitting the form.
Then the entered username, password, and email are validated using the regular expressions
USER_REGEX, PWD_REGEX, and EML_REGEX. If at least one of the fields does not

meet the requirements, an error message "Invalid Entry" is set, and the function is terminated.

If the validation is passed, the user's first and last name are output to the console, after which
the asynchronous register function (user, password, email, first and last names) is called,
which sends data to the server. If the server has successfully registered the user and returned
true, it redirects to the login page using navigate("/login™). Otherwise, a failed registration

message is displayed in the console.



const handleSubmit = async (e) =» {
e.preventDefault();
const vl = USER_REGEX.test(user);
const v2 = PWD_REGEX.test(password);

const v3 = EML REGEX.test(email);

if (tvl |] w2 || tv3) {
setErrMsg("Invalid Entry™);
return;

¥

try {

console.log("First Name:™, firstName);
console.log("Last Name:", lastName);

const response = await register(user, password, email, firstName,
lasthame);

if (response === true) {

navigate("/login"});

} else {

console.log("Registration failed, please check your credentials.™};

¥

setSuccess(true);
1 catch (err) {
if (!err?.response) {
setErrMsg("No server response™);
} else if (err.response?.status === 4089) {

setErrMsg("User taken™);
} else {
setErrMsg("Register error");

}

errRef.current.focus();

h
1

Figure 34. handleSubmit implementation.

If an error occurs during the request, the code handles possible scenarios. If the server is not
responding, the "No server response” message is set. If the server returns the 409 status, it
means that the username is already occupied, and "User taken™ is displayed. In all other cases,
"Register error" is output. After that, the focus is set to the error field so that the user can see

the message immediately.

This handler makes the registration process convenient and secure by providing data

validation before sending, server error handling, and user-friendly feedback.



7.4.3 Login

Login

Username:

Password:

Figure 35. Login window.

Here in Figure 35, the user will need to enter their username and password for logging in.

Similarly, the requirement for a password that the user sees remains.

7.4.4 Catalogue

Student Program About Sign Up Login

- Home Catalogue Cart

Styles
Al Styles Search Sotby  Date
Painting
Textyle
Sculpture

Vintage

Colors
All Colors Forest ART ONE
Author. Forest Foreston Author: Arti Stogg
Red $100 $55

Gray CITY Example ONE
Author- Ati Stogg Author- Alexandes Ivanov.

$12 $90




Figure 36. Catalogue page.

An unauthorized user can also use the catalog which presented in Figure 36.

The user can sort the works to varying degrees, by color, by category, and by topic. This
allows buyers or collectors to determine exactly what type of artwork they would like to
purchase. The platform also contains a fully functional search engine that searches by title,
description, and author name. From the point of view of implementation, the logic of the

search function is performed exclusively on the backend.

All the pages are quite similar to each other, so to understand the code and how it works, it

will be enough to look at the Catalogue.jsx file in Figure 37, located in the src/pages/ folder.

function Catalogue() {
const [filters, setFilters] = useState({
countries: [],
categories: [],
search: "",
colors: [],
themes: [],
date: 'decrease’,

3N

const [products, setProducts] = useState([]);

const [loading, setloading] = useState(true);
error, setError] = useState(null);

latestPage, setlatestPage] = useState(0);

const

Lo B B B

const

Figure 37. Catalogue component with values.

Initially, the variables required for the entire page are declared, in this case these are filters,

products, loading, error, latestPage(code presented above).

And if their names are clear, what the loading and error variables do and are responsible for
(one for detecting loading from the server or page, and the second for detecting errors). Then
the functionality of the remaining variables needs to be explained in more detail.

For example, the filters variable contains a specific set of parameters that the user defines (it
contains code for defining various filters by type handleCategorySelection and others). After



the user has decided on how the products should be filtered and which query the search string
should contain (if it was used at all), the query containing all the selected filters will be sent

to the server to receive certain products.

const products]son = await getProductsByTen(latestPage, filters);
console.log(productslson?.content)

const productslist = productslson.content;
setProducts(productslist);

Figure 38. Work with getProductsByTen.

The method of accessing the server to receive products on code above in Figure 38. The
variable of products contains an array of all available products (which have already been
downloaded from the server). For example, initially, each page will contain ten works of art,
but when you click the “Load more” button, an additional amount will be added until all the
products are viewed. This variable allows you to quickly move between products using a
loop.

- Home  Catalogue  Cart  StudentProgram  About  SignUp  Login

Styles
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Grayscale
Themes

Al Themes

Figure 39. Catalogue page.

An example (Figure 39) of using filters is that the user entered the theme — nature, the color

— blue, and entered “boat” into the search bar.



Another important variable is the latestPage, it stores the numeric value of the last page,
which means that the request is created in such a way that you need to specify which page

you want to get a certain number of pages from.

<div className={styles.main}>

<div classlame={styles.leftBlock}>

<div className={styles.leftTitle}>Filters</div>
<Selector
selectorlame={"Styles"}
selectedEntities={filters.categories}
onEntityChange={handleCategorySelection}
entities={categorieslist}

/>

<Selector
selectorName={"Colors™}
selectedEntities={filters.colors}
onEntityChange={handleColorSelection}
entities={colorsList}

>

<Selector
selectorName={"Themes™}
selectedEntities={filters.themes}
onEntityChange={handleThemeSelection}
entities={themeslist}

S

<div className={styles.buttonBlock}>
<button classhame={styles.submitButton} onClick={Find}>»
Find
</button>

<fdiv>

<fdiv>

Figure 40. Work with filters.

The presented code in Figure 40 snippet shows how the components necessary for the user
to filter work. It provides a user interface that contains different "Styles”, "Colors™ and
"Themes". Each filter is implemented through a reusable Selector component that accepts
props, including selectorName, selectedEntities, onEntityChange, and entities. In this way,
it is possible to provide modularity and flexibility, and in case of expansion of functionality,

adding new conditions will be fast and effective.



The "Find" button handles the onClick event, calling a function that applies the selected
filters and updates the displayed content. Using CSS Modules provides scoped styling,

preventing style conflicts between components and simplifying code maintenance.

<div className={styles.rightBlock}>
<div className={styles.sortContainer}:
<div classlame={styles.searchContainer}>
<input
type="text"
className={styles.searchInput}
placeholder="5%earch...”
value={filters.search}
onChange={handleSearchChange}
/>
<div className={styles.buttonBlock}>
<button classhame={styles.submitButton} onClick={Find}>
Find
</button>»
<fdiv>
</div>
<div classlame={styles.sortContainer}>
<label classhame={styles.sortLabel}>Sort by:</label>
<select classlame={styles.sortSelect}>
<option value="date">»Date</option>
<option value="date-desc">Date (descending)«</option>
<option value="price">Price</option>
<option value="price-desc"»Price (descending)«</option>
</select>
<fdiv>

Figure 41. User interface implementation.

The code example corresponding to the right side of the catalog's user interface is now shown
in Figure 41. You can see that this part is represented by the search bar and date filtering. In
the current implementation of the platform, the user has access to a fully functioning search

bar, but due to temporary restrictions, date sorting is not implemented.

As for the presented code, it can be seen that elements are used that include a text field for
searching with a placeholder and state binding via value and onChange, which provides
dynamic updating of the value when entering. The "Find" button calls a function that applies

the selected filters and entered search parameters.



7.4.5 Product Page

Each product has its own page like in Figure 42. It contains all the information that interested
clients need. There is a function to put in the basket and add to your favorite (in the form of
a heart in a circle). Information about the type of work is also presented, below you can see
that the author considers this work to be “Nature”, as well as to works dominated by blue
and black. It is in the interest of the creators to specify the exact topics and class of work, so

that it would be more convenient for potential buyers.

Boat Three

2024-11-01

Artist Artistov

Just another ocean three. v

987 EU

Figure 42. Page of the product.

7.4.6 Profile

Users need a profile(Figure 43) to monitor their activity. It is here that you can see the
paintings that the author sells, the paintings that users liked, as well as the orders that made.
As you can see from the image, all these functions are available in the profile. It is possible

to navigate between “Profile", “My Works", “Favorites", “Orders", “Sold Works".



- Home Catalogue Cart Student Program

Profile My Works Favorites Orders

Profile Information

Artist Username: Artist
art@art.art Email: art@art.art
Name: Artist
Last name: Artistov
You are in the student program. Account creation: 12.11.2024, 18:03:29

School of Arts of Lahti

Figure 43. Main Profile page.

useEffect(() =» {
const fetchData = async () =» {
try {
if (isAuthenticated) {
const userData = await getUserData();
setUserData(userData);
setImgSrc{userData.imageData ?
“data:image/jpeg;base6d,${userData.imageData}l” : null);
I else {
navigate("/login™);
¥
} catch (err) {
setError( 'Failed to retrieve user data.');
} finally {
setlsloading(false);
¥
¥

fetchData();
}, [isAuthenticated, navigate]);

Figure 44. Example of getUserData method implementation.

About My Profile

Sold Works

To get user data, including a profile picture, a getUserData request is made in Figure 44,

which includes the necessary data. This is also where the image is converted to the desired

format. The user's data is updated in a timely manner due to the [isAuthenticated, navigate]

condition in the specified useEffect.



My Works

Want to add new work?

+

Boat One Boat Two Boat Three Forest
Author: Artist Artistov Author: Artist Artistov Author: Artist Artistov Author: Artist Artistov
$123 $456 $89

Forest Two Forest Three
Author: Artist Arfistov Author: Artist Artistov
$89 $889

Figure 45. List of users works.

“My Works” in Figure 45 contains all the works ever created by the author, regardless of
whether they were bought by someone or not.

Title: Date: Themes:
J Abstract
Af.MM.TTTT
O Figurative
Upload main image of your work (.png only): o OPortrai
Price: O Landscape
Buibepute chaiin | daiin He BbIGpaH 0 (O Nature
Choose File Dcity
No file selected Currency: O still life
[Select currency [ Human
Description: O Animal
Size:
[ Select size Colors:
O Red
Orientation: O Black
[ Select orientation O White
O Yellow
City: Categories: O Brown
O Painting O Gray
O Textyle OBlue
O sculpture i
Country: Ovi P OPink
Vintage O Purple
O Modern O Cyan

Figure 46. Window for adding new product.



If the user wants to add another image to the platform, user needs to click on the “+” button,

and a new window will appear (Figure 46) with all the options.

Sold Works
Favorites Completed Orders
Date: 14.11.2024
All your favorites works. No orders found. Total: $89.00
Forest
Description: Just another forest.
+ Message:
Date: 15.11.2024
Total: $123.00
Boat One

Figure 47. Other pages of the user profile.

The other profile functions look similar. This Figure 47 shows your favorite works — they
look and work exactly the same as “My Works". And “Completed Orders” "Sold Works"
that display orders — where the user is a buyer or seller. You can also see the messages that
the customer left in the orders (in the case of ”Completed Orders” these will be messages
left by the current user).

7.4.6.1 Cart

- Return to catalogue -

Products in Cart

Product Cheque

1D: 43

Title: Example

Description: Another painting
Location: Tula, USA

Date: 2024-10-09

Price: 78 CNY

Size: large

Orientation: other

User: 13

Categories:

Themes: Human, Abstract, Figurative, City, Still life
Colors: Red, Pink, Blue, Black

Preview:




Figure 48. Cart.

If the user has decided on a purchase, then after the product is put in the cart (Figure 48), the

user will be able to buy it (or them, the cart may contain several works).

This page also has “Remove” buttons under each product in the cart and “Checkout” at the

very bottom to proceed to the final stage of payment.

7.4.7 Payment

Checkout

City

ZIP Code
Card Number
MMAYY

VY

Add a message for the seller

Message
5Sag

Submit Order

Figure 49. Payment form.

One of the limitations of this project is that its goals did not include working with payment
systems, so the entire payment process is rather a mock-up, a fiction showing the global

operation of the platform.



Knowing this, you can discuss the last stage of buying a work — payment(Figure 49). The
user needs to enter their personal data, which hypothetically would have to be processed by

a third-party payment system.

The user can also leave a comment (message) to the author of the work. It can be any wishes,
suggestions or something else. The author will see this message exactly when looks at the

receipt — a perfect sale.

7.4.8 Admin Page

As with any platform that involves a large number of different users, this platform should be
able to edit the data published on it.

The administration function is implemented on the platform for such work. Administrators

can edit users, their work, or delete them altogether.

The above Figure 50 shows the interface of the admin panel. This panel appears instead of
the profile button in the Header. The administrator is a static user and cannot change his or

her own data or the data of other administrators.

Admin Panel

Users

( Admin Admin
\ / Username: admin
— Email: admin@admin.com

Role: ADMIN

-
, Alexander lvanov
Username: alexander
Email: foraaivanov@gmail.com

Role: USER

Give Admin Role

{ Forest Foreston
§ Username: Forest
Email: for@est.com

Role: USER

Give Admin Role

Figure 50. Admin page.



Products

r
Forest
Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore magna aliqua.
Price: 100 EU

Ia = || Title:

ART ONE

Price:
55

Description:
Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo
consequat.

Save Cancel

Figure 51. Admin can edit products.

Similarly, with products (Figure 51), they can be edited and, in extreme cases, deleted.



8 Evaluation plan

The primary goal of the evaluation is to determine how well the developed prototype
supports its intended use a digital platform for emerging artists to display and sell artworks.
In line with DSR principles (Carstensen & Bernhard, 2019), the evaluation should provide
insights not only into whether the platform works, but also why it works or doesn’t,

informing both practical improvements and theoretical understanding.

As part of the evaluation, a table (Table 2) has been developed that will allow us to fully and
effectively evaluate the project in the future and how it meets the requirements.

Table 2. Evaluation Table

Evaluation Criteria Sub-Criteria Evaluation Methods
- User Interface Clarity - Heuristic Evaluation
Usability - Navigation Intuitiveness - Comparative Analysis
- User Testing Sessions
- Content Management - Requirements Checklist
Functionality ) - Task-Based User Testing
-Search & Filter
- Transaction Simulation - Unit Testing
- Load Speed - React Profiler
Performance - Backend Load Testing (e.g.,
- Interface Responsiveness JMeter)
- Development Time - Developer Reflection Log
Development Efficiency Code Quality Tools (
Maintainahili - Code Quality Tools (e.g.,
Maintainability linters, SonarQube)
- Accessibility for Beginners - User Interviews
Educational Alignment - -
- Support Features (e.g., - LCC Modeling of Interaction
bonuses) Paths

Usability

In this case, usability evaluation will follow the approach of Carstensen and Bernhard, based
on video observation of users and practical epistemologies. Usability assessment should not

be limited to checklists alone. As part of this evaluation, users will be asked to complete key



tasks (such as publishing artworks, browsing the catalog, using filters) while thinking aloud.
Observation and interviews will help identify gaps in understanding and user difficulties —
which can be represented as “islands of understanding” and the connections between them,

according to the Learning of a Complex Concept (LCC) model.
Functionality

Each platform function will be tested for compliance with predefined requirements. The test
scenarios will simulate real user actions — such as registration, uploading artworks, and
completing a purchase — to ensure that the system fulfills its core objectives. Both

automated and manual tests will be used for this purpose.
Performance

Although performance is considered beyond the primary scope of this project and listed
under exceptions, it directly affects user satisfaction. Basic tools such as React Profiler,
Spring Actuator, and JMeter will be used to identify bottlenecks. Measuring server response
times and conducting limited stress testing will help determine areas that need improvement

in the future.
Development Efficiency

Development actions should also be evaluated. Analyzing the challenges encountered during
development will contribute to the iterative improvement of the project and support well-
informed decisions for its further evolution. Reflection on the selected technologies,

difficulties faced, and time expenditures will also be highly relevant.
Educational Alignment

The platform is specifically targeted at student or beginner-level creators. Interviews with
novice users, as well as observation of their first experience with the system, will help

determine how effectively the platform supports users in entering the digital art market.



9 Conclusions

This thesis was dedicated to the development of a platform for the sale of works of art. To
develop the backend part, tools such as Java Spring for writing the server side of the REST
API, Spring Security for configuring the security configuration, and Maven for working with
libraries were used. JavaScript and React were used to develop the front-end. PostgreSQL
was used to work with the database. The result of the development was an application that
meets the requirements of many similar platforms. Users can register, post works, and buy
and sell them. The platform has a working catalog with a system of various filters for the
convenience of user search. The project encourages the presence of beginner-level students
and authors in the system, for this purpose a special program has been created that provides

bonuses for such users.

As for the user interface, the platform is quite similar in appearance to its counterparts, which
praises new users who already have experience with such platforms to work on it simply and
efficiently. Each part of the functionality on the client side is simple and user-friendly, each

element of each page is visible and intuitive.

9.1 Reflection on Technology Selection

Looking back at the technology stack, | can say that the instrumental decisions made were
largely consistent with the project goals. Java Spring and Spring Security have provided
reliable ways to implement a secure and scalable backend. However, it is worth noting that
Spring was quite difficult to implement, and the process of working with the Java object-
oriented approach required a lot of time. Despite this, the huge amount of available
documentation and community support helped to effectively solve most of the problems, and
the time devoted to implementation paid off quickly with further development. React was a
good choice for the interface, as it allowed for modular architecture based on components.
This allowed us to build a flexible and adaptive system. PostgreSQL has also proven itself
well and provided powerful support for relational data processing. If this project were to be

started again, the same stack would most likely be used.



9.2 Future Work

When we talk about the possible future of the project, it seems to have quite a lot of potential.
Although the current work has affected and accomplished a lot of work, many functions can
be worked on and further developed. For example, the development of a student platform or
linking a project to social networks, creating the opportunity to have an inter-user chat, all
this, with proper development, will attract many new users. It is also necessary to implement
tools that were only partially blocked or were not affected at all. Thus, better user
identification, the addition of mobile phones, as well as linking to a real payment system
brought the project closer to a high-quality completion. The further development of the
platform is seen not only in breadth - more users, more content, but also in depth — with

deeper and more effective options for existing ones.
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