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Initially known for cryptocurrency applications, blockchain technology is now used in
diverse areas such as finance, supply chain, healthcare, and digital identity. This thesis
examines how the European Union (EU) has governed and promoted blockchain through
efforts like the Markets in Crypto-Assets Regulation (MiCA) and the European Blockchain
Services Infrastructure (EBSI), assessing their influence on broader adoption. Practical use
cases demonstrate efficiency gains and trust enhancement—e.g., streamlined logistics,
secure patient record management, and instantaneous cross-border payments—yet also
reveal challenges surrounding regulatory ambiguities, interoperability issues, and limited
public awareness. The EU's strategy aims to find a middle ground between promoting
innovation and safeguarding consumers. Regulations like EBSI help clarify legal
responsibilities but may inadvertently restrict some of blockchain's more revolutionary
potential. Pilot programs and regulatory sandboxes illustrate the EU's pragmatic strategy of
testing decentralized solutions in controlled settings, thus mitigating risks before scaling
up. Looking forward, this research suggests collaboration among policymakers, industry
experts, academics, and investments in skill-building initiatives. So, by creating a clear
legal framework and enhancing digital literacy, blockchain technology can become a great
asset for both the public and private sectors. This transformation can support the EU's
vision of delivering transparent and inclusive digital services.



ACKNOWLEDGEMENTS

I want to thank my supervisor, Professor Kari Smolander, for his guidance, support, and
encouragement throughout my research journey. His advice has been invaluable in

completing this thesis.

I am grateful to my wife, Ayesha, for her love, patience, and constant support. Thank you
for understanding my commitment and giving me the time and space to focus on this thesis
work. | am also grateful to my mother, Farhat, and my father, Arif, for always supporting

me throughout my academic journey.

To my sons, Ismail and Haroon, your joy and energy have been my biggest motivation.

Thank you for your understanding and for brightening my days.

Lastly, | appreciate everyone who helped me with feedback, ideas, and encouragement.



ABBREVIATIONS
Al
AML
DApps
DAO
DeFi
DIF
DLT
DORA
DSCSA
EBSI
EBP
EHR
EIT
elDAS
ESMA
ESSIF
EU
FinTech
FTTF
GDPR
GL

HIPAA

Artificial Intelligence

Anti-Money Laundering

Decentralized Applications

Decentralized Autonomous Organization
Decentralized Finance

European Digital Identity Framework
Distributed Ledger Technology

Digital Operational Resilience Act

Drug Supply Chain Security Act

European Blockchain Services Infrastructure
European Blockchain Partnership

Electronic Health Record

European Institute of Innovation and Technology
Electronic Identification, Authentication, and Trust Services
European Securities and Markets Authority
European Self-Sovereign Identity Framework
European Union

Financial Technology

Internal Task Force on Financial Technology
General Data Protection Regulation

Grey Literature

Health Insurance Portability and Accountability Act



HITECH

HITE+EHR

IBM

INATBA

MiCA

P2pP

PoS

Pow

SSI

UNGCP

Health Information Technology for Economic and Clinical
Health

Healthcare Information Technology for Electronic Health

Records

International Business Machines Corporation

International Association for Trusted Blockchain Applications
Markets in Crypto-assets Regulation

Peer-to-Peer

Proof of Stake

Proof of Work

Self-Sovereign Identity

United Nations Guidelines for Consumer Protection



Vi

Table of contents

Abstract

(Acknowledgements)

(Symbols and abbreviations)

1

[T oo [0 Tox 1 o] [PPSR 1
1.1 Problem STAtEMENT..........coviiiieceee et 1
1.2 RESEAICN ODJECLIVES........iiiiiiiiiieiieie e 2
1.3 RESEAICH QUESTIONS......cviiiiiiiiieciie ittt et eb e e be e sbae s be e be e re e sreeenns 3
1.4 SCOPE OF the STUAY ....c.veiieece e 3

1.4.1 Delimitation and Practical Relevance...........ccccoveriiiiiieinnie e 4
1.5 SEruCtUre Of the TRESIS .....oiieeee e 4

=2 T03 (0 (011 o SO S 6
2.1 Blockchain TeChnolOgy .........coveiiiiiiic e 6
2.2 Characteristics of BIOCKCh@IN ..........ccoooviiiiiiie e 7

2.2.1  DeCentraliZation ..........cceiieieeiesie ittt nne e 7

2.2.2  IMMUEADITITY .....cviiiiii e 8

2.2.3  TransparenCy and TIUSE .......c.coiiiiiiieii et sre e 8

2.2.4  SECUIILY ..vieiieeee ettt bbbttt bbbttt b ettt b et bbb 8

2.2.5  SMAI CONACES. ...c.uiiiiieiie ittt sb e et 9
2.3 The Decentralized Nature of BIOCKChaIN...........ccocoiiiiiiiiiiiiicees s 10
2.4 Types of BIOCKCNAIN .........cooiiiiiic s 10
2.5 Challenges of Blockchain Acceptance at the Governmental Level in the EU ....12

2.5.1 Decentralized Governance and Regulatory Challenges..........cccccocevvinininnnnne 12

2.5.2  Socio-Political ImMpPlICAtIONS...........coovveiiiiii s 13

2.5.3 Governance Models and Interoperability ISSUES............cccovvviieiieiiic i, 13

2.5.4 Resistance to Change and Lack of AWareness .........ccccevveveervereseesneneeseenens 14
2.6 Implications for Government Adoption of Blockchain ... 14

2.7  Situating This Research within EXisting Literature...........c.ccccoovereinicnerninnnenns 16



vii

3 MEthOTOIOGY..... .o 18
3.1 RESEAICH DESION ...t 18
3.2 Data COIECTION ... 18

3.2.1 Selection of SECONTArY SOUICES. ........ccviiiieieiieiesie s 18
3.2.2 INCIUSION CHILEIIA ...veevii e 20
3.3 Data ANAIYSIS .....viivieiie et rs 20
34 Researcher Position and RefIEXIVItY ..o 21
35 LIMITALIONS .ttt bbb 21

4 Real-World Use Cases and Adoption of Blockchain Technology ...........cccccvvvvrinnnne. 22
4.1 Blockchain in Supply Chain Management ... 22
4.2 Blockchain in HEalthCare..........ccooevviiiiiicee s 24
4.3 BIocKChain in FINANCE ......coiiiiicee e s 26
4.4 Blockchain in Digital Identity..........cooviiiiiiiiie s 28
4.5 Cross-Sector Implementation Challenges...........ccooviiiiiiiiiiiiei e 31

5 Timeline of Blockchain Adoption in the European Union (2013-2023)...........c......... 34
5.1 European Parliament’s Recognition of Blockchain (2016) ...........cccceevvevieenee. 34
5.2 Next step towards adoption and Public Consultations (2017) .........c.ccocevvrvrinne. 35
53 Establishment of Key Blockchain Initiatives (2018) ..........ccocvveveieieninenien 36
5.4 Digital Finance Package and a Unified Approach (2020) .........cccccceevveieevieinnenne. 37
55 The facilitation of EBSI and ESSIF (2019) .......cccooveiieiiieieeee e 37
5.6 Proposal for a European Digital Identity Framework (2021) ........cccocevvvvinnnnee 38
5.7 Legislative Progress and Technological Advancements (2022)...........ccccceevruenne. 39
5.8 MiCA and continuous undertakings (2023).........ccccccvivieieereiie e 39
5.9 Systematic Evaluation of EU Blockchain Initiatives.............cccccooveiveiciieieennnn 42

6  Analysis of the European Union's Blockchain Adoption Strategies...........cc.ccoevvvenee. 44
6.1 Framing the Core Tension: Decentralization vs. Control ............ccccccoeevvereenenn. 44
6.2 Governance Dilemmas: Who Is in Charge, and When? ...........cccccoeeiiiieciieenne, 45

6.2.1  Accountability and Crisis Management..........cccovveiieiiievie e 45
6.2.2  Public vs. Private GOVEIMANCE ..........ccuerveieiiesieeieeieseesie e e eee e e nae e neas 46
6.3 Regulatory Tools: Innovation-Enabling or Innovation-Blocking?..................... 48
6.3.1 MICA: Balancing Consumer Protection with Market Growth ....................... 48
6.3.2 GDPR and the “Right to Be Forgotten™..........c.ccoovviiiiiiiiiiiiiiieee 49

6.4 Impact on Public Administration and Service DeliVEry .........cccocevveninienininnnns 50



8

viii

6.4.1 Transparency and Trust in GOVErnmMent SErViCeS........ccoocvvvrreereseeseereeseenens 51
6.4.2  SOCIO-Political ACCEPIANCE .......ccvveieceieie e 52
6.5 The Future of EU Blockchain POICY .........ccoeiveiiiii i 53
6.5.1 A Likely Path: Hybrid GOVEINanCe ...........ccccueiirieieniiinieieiee e 53
6.5.2 Tighter Rules for Consumer ProteCtions ...........ccoceovririniinienenene e 53
6.5.3 EU as a Global Trendsetter—or a Cautious FOIHOWEr? ...........cccooeviviiiiinnne 54
6.5.4  Socio-Political RamifiCations ...........ccociiiiiiiiiiie e 54
Discussion and FULUIe DIFECTIONS.........cuiiiirieieieie et 55
7.1 Revisiting Key Themes in EU Blockchain Adoption..........ccceceieiiieiciennnnen 55
7.1.1 Governance Tensions and Decentralization ............cccocevevieiinniesieneene e 55
7.1.2  Socio-Technical COMPIEXItIES.......c.ccvveieeiieiie i 56
7.2 Policy and Regulatory OULIOOK............ccccveiieiiiiiccecce e 56
7.2.1 Refining the Existing Legal Framework............ccccocoviiiniininiiicienc s 57
7.2.2 Harmonizing Data Protection and Immutability..........ccccooeiiiiiniiiins 57
7.3 Integration into Public Administration and Services...........ccoceviveveiieeieereceene. 58
7.3.1 Practical Use Cases vS. AMDitious PilOtS .........cccoeriiiiiiiniininieienc s 58
7.3.2  Cross-Border Collaboration............ccocevvereieeieeiesie e 59
7.4 Broader Socio-Political CoNSIAerations...........cccovverereeneeresieseene e see e 59
7.4.1 Trust, Equity, and Digital INCIUSION.............cccoiviiiiieeeece e 59
7.4.2 Shaping a European Digital 1dentity.............cccooveviiiiiiiiiieic e 60
7.5 The Road Ahead: Strategic ReCOmmMEeNdations ............cccvevereereeiesieesesrieseeneens 60
7.5.1 Adopt a Gradual, Iterative Srategy .........cccerrerereriresesieieese e 61
7.5.2  Strengthen Education and Skills Development .............ccccooeviviieiiccicce e, 61
7.5.3 Promote a Flexible Legal Framework ............ccccoceviiiieeie i 62
7.5.4  Facilitate Interoperability and Collaboration.............ccccvvviiiiiiieniiciine 62
7.5.5 Balance Decentralization with Public OVersight...........c.ccooevviiiiiieiiiine 63
7.6 LIMITAEIONS .ttt ns 64
7.6.1 Data Availability and POSItiVE BIaS...........cccovvviiiieiiiiic e 64
7.6.2 Evolving Regulatory LandSCape:.........ccoveerieierienienieiises s 64
7.6.3 Technological Adoption and Implementation Challenges.............c.ccoccvininene 65
(000 004 (013 [0 LSO 66

RO BN S ..ttt ettt ettt n e s e nnnnnnnnn 68



Figures

Figure 1: High-Level EU Blockchain Roadmap (2016-2023)

Tables

Table 1: Key characteristics of Blockchain technology

Table 2: Representative Themes and Findings in Blockchain Literature
Table 3: Cross-Sector Blockchain Implementation Challenges

Table 4: Key EU Blockchain Initiatives Evaluated Across Core Metrics



1 Introduction

Blockchain technology first came to global prominence in 2008 when Satoshi Nakamoto
published the Bitcoin whitepaper, introducing the world to a new form of digital currency
(Nakamoto, 2008). While blockchain is most often associated with cryptocurrencies, its
capabilities extend beyond digital money. At its core, a blockchain is a decentralized digital
ledger that securely records transactions across a network of computers. This mechanism
makes it extremely difficult to alter records retroactively because each change would require
consensus from the network. By eliminating the need for a central authority, blockchain

greatly reduces the risk of fraud or tampering with data.

Over the past decade, blockchain has begun to deliver value across various sectors, including
those critical to public welfare (such as healthcare and digital identity) and economic
efficiency (finance and supply chain). For instance, in supply chain management, IBM’s
Food Trust platform uses blockchain to enhance food traceability and safety by recording
the provenance of products (Kamath, 2018). In the realm of digital identity, Estonia’s e-
Residency program employs blockchain to provide secure digital identities to people
worldwide, enabling them to access government and business services remotely. These
examples show that blockchain technology can improve transparency, security, and

efficiency in diverse contexts, far beyond its cryptocurrency origins.

Even though blockchain has made progress, it is still hard for many people and businesses
to use it fully. Many people still think blockchain is only for cryptocurrency, making them
miss its other useful benefits. Also, technical problems and unclear rules make it harder to
use blockchain in different areas. In the European Union, leaders are trying to use blockchain
well while protecting people’s data and ensuring people can trust it. Due to these concerns,
the rules and regulations, and the governance structures in the EU play an important role in

shaping how blockchain develops and is used in real-world scenarios.

1.1 Problem Statement

Blockchain offers transparency, security, immutability, and decentralization in ways few

other technologies can. However, its worldwide adoption has faced setbacks due to



misunderstandings and practical difficulties. Many organizations and individuals still think
of blockchain mainly in terms of cryptocurrencies, often overlooking its potential in other
important areas. As noted above, a large majority of people who have heard of blockchain
do not really understand it beyond its cryptocurrency use (Tajammul Pangarkar, 2024).
Additionally, introducing blockchain into existing institutional and technical frameworks is
difficult. Challenges like achieving scalability, ensuring interoperability between systems,
and meeting regulatory requirements (particularly in regions with stringent data protection

laws such as the EU) make widespread implementation complicated.

Policymakers and industry leaders, therefore, find themselves trying to balance the
promotion of innovation with the enforcement of legal and regulatory requirements when
expanding the use of blockchain. This needs to satisfy both innovation and compliance often
means adoption happens cautiously. In the EU, this cautious approach does protect
consumers and uphold standards, but it can also slow down the development and scaling of
blockchain innovations. This thesis addresses these issues by examining how such
challenges can be navigated. It also looks at ways to unlock blockchain's full potential, using
concrete examples of where the technology is already delivering value. By concentrating on
the EU region, the thesis situates the problem in a jurisdiction known for both its support of

blockchain innovation and its strong regulatory frameworks.

1.2 Research Objectives

1. Explore Real-World Use Cases of Blockchain

This thesis aims to explore how blockchain technology has grown beyond just an
abstract or niche idea into something actively used in different industries today. It
will discuss real-world examples from areas such as finance, supply chain
management, healthcare, and digital identity. Through these case studies, the thesis
will show clearly how blockchain can help make these sectors more secure,

transparent, and efficient.
2. Analyze the EU's Role in Blockchain Adoption

The second objective of this research is to understand how the European Union's

policies, regulations, and initiatives either support or limit the adoption of blockchain



technology. While doing this, the thesis will look closely at specific cases such as the
European Blockchain Services Infrastructure (EBSI) and the European Self-
Sovereign Identity Framework (ESSIF) and, along with other relevant EU programs.
This will help to see clearly how these policies influence the direction the blockchain
technology takes within EU.

1.3 Research Questions

Research Question (RQ1): How has blockchain technology progressed from conceptual

ideals to concrete implementations across different sectors?

Research Question (RQ2): How has the European Union adopted and integrated
blockchain technology, and which strategies have most effectively supported its

implementation?

1.4 Scope of the Study

This thesis aims to show how blockchain technology can effectively solve real-world
problems, while also exploring how governance approaches within the European Union
affect the speed and extent of its adoption. The study will not cover the technical details or
cryptography behind blockchain. Instead, it focuses on real examples, practical uses, and

relevant EU policies.

Specifically, the study investigates four industries: finance, supply chain, healthcare, and
digital identity. In each area, the study highlights cases to understand the benefits blockchain
brings and the practical challenges organizations encounter when implementing it. The study
reviews EU policy documents, pilot projects, and strategic programs to analyze how these
either encourage innovation or hold it back.

Geographically, the primary attention of the study is on EU member states, though the study
might occasionally use global examples to provide broader context. This study is
intentionally designed to combine practical industry examples with policy analysis, giving a

balanced picture of blockchain’s development and adoption in the European Union.



1.4.1 Delimitation and Practical Relevance

This thesis focuses on the European Union (EU) and the four main industry areas—finance,
supply chain, healthcare, and the digital identity. The EU region is selected because it has
unique governance structures, well-established regulatory frameworks like MiICA and
GDPR, and proactive blockchain initiatives such as EBSI and ESSIF. Focusing on the EU
region allows the thesis to explore how a region with strict regulations manages the tension

between decentralization and the protection of consumer interests.

Moreover, the chosen industries are also particularly relevant because they directly impact
both public welfare (healthcare, digital identity) and economic performance (finance, supply
chain). The thesis acknowledges that other areas, apart from those focused on in this
research, may also be useful to study and could provide important lessons. However, they
fall outside the parameters of this study—this focus allows for a thorough examination of
blockchain in detail and a clear interpretation of its real-world implications within the unique

regulatory environment of the EU.

The findings of this research are intended to benefit policymakers by highlighting practical
successes and challenges, thus allowing them to refine governance strategies. Additionally,
industry professionals could use this research to better align their blockchain solutions with
EU regulations. Lastly, the study contributes to academic discussions by examining the
interaction between decentralized technologies and strict legal requirements. Although some
of the insights might apply beyond the EU, limiting the research specifically to this region
ensures a focused and thorough investigation into the complex relationship between

blockchain technology, policies, and real-world implementation.

1.5 Structure of the Thesis

This thesis begins with an introduction, which outlines the origins and relevance of
blockchain technology. Next, the background chapter explores the key aspects of
blockchain, focusing on the characteristics of the blockchain technology, such as
decentralization, immutability, and transparency, and then it highlights how these features
contribute to its transformative capabilities. After that, the methodology chapter shows how

the research is done by highlighting research design, data collection methods, and analysis



techniques that are used in this thesis. Next, the real-world use cases chapter shows how
blockchain has been operationalized across various sectors. It focuses on some specific
applications in supply chain management, healthcare, finance, and digital identity. By doing
so, the chapter highlights the benefits and also the hurdles that are encountered in each
scenario of the application. Following that, the timeline of blockchain adoption in the
European Union charts the evolution of blockchain policy and practice within the EU. The
analysis of the European Union’s blockchain adoption strategies chapter then investigates
the implications of these developments, examining the tensions between decentralization
and control, as well as how governance and regulations either enhance or restrain the
innovation. In the discussion and future directions chapter, the overall findings from earlier
chapters are revisited to highlight the ongoing policy debates, sociotechnical complexities,
and how the EU might address challenges like regulatory uncertainty. Finally, the
conclusions chapter synthesizes the main findings, and it highlights the significance of
balanced regulation, and also articulates how the EU’s approach can simultaneously protect

consumer rights and also encourage technological innovation within the European region.



2 Background

This chapter will discuss the nature of blockchain technology, starting with its fundamental
characteristics and properties of blockchain. It will also include different types of
blockchain, including public, private, consortium, and polycentric. It will introduce and
discuss the real-world use cases of blockchain technology in various sectors, including
supply chain, healthcare, finance, and Digital Identity. It will introduce the challenges that
are being faced in the European Union (EU) regarding blockchain Adoption.

2.1 Blockchain Technology

Blockchain technology was first introduced by Satoshi Nakamoto in 2008 through the
Bitcoin whitepaper. Blockchain is a decentralized, distributed ledger system that has
revolutionized how digital transactions are recorded and verified (Nakamoto, 2008). It
operates as a peer-to-peer network, recording transactions in blocks and linked in a chain. It
ensures that once a transaction is added, it cannot be altered without the network consensus
(Crosby, 2016). Blockchain eliminates the need for intermediaries, thereby reducing the
risks associated with centralized systems, such as fraud and single points of failure (Tripathi,
2023).

The architecture of blockchain is built on cryptographic principles that guarantee each
transaction is secure, transparent, and verifiable by all participants in the network. Each
block in the chain contains a cryptographic hash of the previous block, a timestamp, and the
transaction data. This structure means that any attempt to change information in one block
would require changing all subsequent blocks, an almost impossible feat without controlling
most of the network's computing power. Currently, more than 22,000 distinct
cryptocurrencies and tokens are recorded across various exchanges and platforms (Coinweb,
2024), illustrating the extensive expansion of blockchain-based systems. This transparency
and the decentralized verification process enhance trust among users, since all transactions
are visible and independently auditable in real time. As a result, blockchain is seen as an
ideal solution for industries that require high levels of security and accountability, such as

finance, healthcare, and supply chain management. Moreover, the ability of blockchain to



operate without a central authority has led to its adoption in various sectors, where it is used

to enhance efficiency, reduce costs, and provide secure, immutable records (Tripathi, 2023).

Despite these above-mentioned advantages, blockchain technology presents challenges,
particularly regarding scalability and governance. The decentralized nature that underpins
its security and transparency also complicates decision-making processes and requires a
consensus among network participants for any updates or changes, which can be time-
consuming (Abdul, 2024). Nonetheless, as blockchain continues to evolve, its potential to
disrupt traditional systems and create more secure, transparent, and efficient processes is

increasingly being recognized across various industries (El Koshiry et al., 2023).

2.2 Characteristics of Blockchain

Blockchain technology, a revolutionary digital innovation, operates as a decentralized,
distributed ledger system within a peer-to-peer network. This foundational characteristic
underpins its transformative potential across various industries, enabling secure, transparent,
and tamper-proof transaction records. The key features of blockchain distinguishing it from
traditional centralized systems include decentralization, immutability, transparency, and
enhanced security (Sfetcu, 2024). These characteristics collectively contribute to the

robustness and reliability of blockchain as a digital infrastructure, as mentioned in Table 1.

2.2.1 Decentralization

Decentralization is a fundamental aspect of blockchain technology. Unlike traditional
systems that rely on a central authority to manage and verify transactions, a blockchain
operates on a distributed network of nodes. Each node maintains a copy of the entire ledger,
and transactions are validated through consensus mechanisms involving these nodes. This
decentralized approach eliminates single points of failure and enhances the system’s
resilience against attacks. In such a trustless environment, participants can transact directly
without needing to trust an intermediary (Nakamoto, 2008). The removal of central
gatekeepers shifts trust to the system’s code and consensus rules, which has profound

implications for governance and accountability, as discussed later in this thesis.



2.2.2 Immutability

Immutability means that once data is recorded on a blockchain, it cannot be altered or deleted
without network agreement. This is achieved through cryptographic hashing: each block
contains a hash of the previous block along with its own transactions. If any content in a
prior block were changed, it would invalidate the hashes of all subsequent blocks, signaling
tampering (Tripathi et al., 2023). In practice, altering a blockchain record would require
overwhelming the network’s consensus, which is extraordinarily difficult. Immutability is
particularly valuable for maintaining the integrity of records in sectors like finance and law,

where an auditable trail of transactions or documents is crucial (Nakamoto, 2008).

2.2.3 Transparency and Trust

Transparency is a key attribute of many blockchain networks (especially public ones), as all
participants can access and verify the transaction data. This openness can raise the level of
trust among users because data recorded on the blockchain is visible and independently
verifiable by anyone (Rijal & Saranani, 2023). In contrast to centralized systems—where
trust is placed in third-party intermediaries or authorities—blockchain enables “trustless”
transactions that are validated by the network’s consensus protocol rather than by a central
arbiter. This characteristic is especially beneficial in applications requiring high
accountability, such as supply chain tracking or public records management, where

stakeholders need a shared source of truth (Ibrahimy et al., 2023).

2.2.4 Security

Blockchain’s security arises from its cryptographic and distributed nature. Transactions are
encrypted and linked to previous transactions, forming a chain that is exceedingly difficult
to alter without detection. Additionally, blockchain networks use consensus algorithms to
validate new blocks, which protect the network from malicious actors attempting to rewrite
history or inject false transactions. The combination of encryption, decentralization, and
consensus mechanisms makes blockchain networks highly resistant to fraud, hacking, and

other cyber threats (Dong et al., 2023). However, it should be noted that security also



depends on proper implementation; vulnerabilities in smart contracts or poor key

management can introduce risks despite the underlying blockchain’s robustness.

2.2.5 Smart Contracts

Smart contracts are self-executing programs stored on the blockchain that automatically
execute when predefined conditions are met. They allow complex transactions or business
logic to run without the need for a central mediator. For example, a smart contract can be
programmed to release payment once a shipment is confirmed delivered, streamlining
processes and reducing the need for trust between parties. Smart contracts are widely used
in decentralized finance (DeFi) platforms, supply chain automation, and many other areas.
While powerful, they also introduce new considerations such as the need for careful coding
(since code is law on the blockchain) and the difficulty of modifying a contract once
deployed (Mik, 2017). Smart contracts illustrate blockchain’s potential to not just record

transactions but also to enforce agreements transparently.

Table 1: Key characteristics of Blockchain technology (Zheng et al., 2017)

Characteristic Description

Decentralization Distributed network with no single point of control;

transactions are verified by consensus among nodes.

Immutability Ensure data, once recorded, cannot be altered without network

consensus, achieved through cryptographic hashing.

Transparency and Trust | All participants can access and verify transaction data, develop

trust and enabling independent audits.

Security Consensus algorithms encrypt and validate transactions,

strongly resisting fraud and cyber-attacks.

Smart Contracts Self-executing contracts that automatically enforce the terms of

an agreement, reducing the need for intermediaries.
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2.3 The Decentralized Nature of Blockchain

Blockchain's decentralized nature not only provides technical benefits but also raises new
governance considerations. In a decentralized network, no single entity is in charge, which
challenges traditional notions of control and responsibility. This polycentric governance
model (with multiple independent actors) prompts questions about how rules are enforced
and conflicts resolved. Some scholars have asked whether state or central authorities remain
as necessary in a blockchain-driven world, or if blockchain networks themselves can assume
some governance functions (Atzori, 2017). For example, in a public blockchain like Bitcoin,
the community of node operators and developers collectively decide on protocol upgrades
or changes—this is a very different process from top-down decision-making in conventional

systems.

This decentralized paradigm can lead to tension with existing legal and regulatory
frameworks, which often assume the presence of identifiable, centralized entities to hold
accountable. Without a clear central operator, enforcing regulations (such as anti-money
laundering laws or data protection mandates) becomes more complex. We will explore in
later chapters how the EU is addressing this issue by trying to graft traditional governance
and accountability structures onto decentralized systems, a theme central to understanding

blockchain adoption in the EU context (Heo & Yi, 2023).

2.4 Types of Blockchain

Blockchain can be categorized into various types, each with distinct governance and

operational models that affect how they are used in different sectors.

1. Public Blockchains: These are open networks with no single owner, such as Bitcoin
or Ethereum. Anyone can join the network, validate transactions, or read the
blockchain data. Public blockchains rely on consensus mechanisms like Proof of
Work or Proof of Stake and are generally decentralized to a high degree. They
prioritize openness and censorship-resistance but often face scalability issues and
may consume significant resources (Aggarwal & Kumar, 2021). Public blockchains
pose particular challenges for regulators because of their lack of a central authority

and pseudonymous participants.
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2. Private Blockchains: A private blockchain is controlled by a single organization or
a defined group. Participation is restricted — only invited or approved entities can
validate blocks or even view the ledger. Private blockchains, sometimes called
enterprise blockchains, sacrifice some decentralization in exchange for greater
control, higher transaction throughput, and privacy. They are used within companies
or between trusted partners for applications like internal record-keeping or supply
chain coordination. Because they have identifiable operators, private blockchains can
more easily comply with regulations, but they also reintroduce a degree of centralized

trust (Dong et al., 2023).

3. Consortium Blockchains: Consortium blockchains (or federated blockchains) are a
hybrid model where the network is controlled by a group of organizations rather than
a single entity or the general public (Dib et al., 2018). For example, a consortium of
banks might operate a shared blockchain for inter-bank payments. These blockchains
are permissioned (not open to everyone), but no single party has exclusive control.
They aim to achieve a balance by sharing control among stakeholders while keeping
the network restricted to known participants. Consortium blockchains can improve
trust and data sharing among the members of an industry consortium and are
increasingly common in sectors like trade finance and supply chain, where multiple

organizations benefit from a shared ledger.

4. Polycentric Governance in Blockchain: This concept, relevant to blockchain types,
refers to a system where multiple governing bodies coexist and make decisions
within a network. In the blockchain context, even a public blockchain can exhibit
polycentric governance through the interactions of core developers,
miners/validators, users, and sometimes affiliated legal entities (De Filippi, 2024).
Consortium blockchains explicitly implement a polycentric model by design.
Understanding the type of blockchain in use is important for our analysis, since the
EU’s strategies for adoption may differ for public permissionless networks versus

private or consortium networks that operate within regulated environments.
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2.5 Challenges of Blockchain Acceptance at the Governmental Level in the EU

Blockchain technology has transformative potential, but it faces significant hurdles in
achieving widespread acceptance at the governmental level, particularly within the European
Union (EU). These challenges stem primarily from the decentralized nature of blockchain,
which conflicts with the traditionally centralized governance structures. Blockchain is great
because it enhances security, transparency, and efficiency by eliminating the need for third-
party intermediaries through decentralized consensus. However, for governmental adoption,
challenges like regulatory uncertainty, lack of standardized governance frameworks, and
concerns about control and scalability hinder its implementation. Governments struggle to
balance blockchain’s decentralization with the need for centralized oversight to ensure

compliance and manage risks (Allessie, 2019).

2.5.1 Decentralized Governance and Regulatory Challenges

A decentralized blockchain by design conflicts with traditional centralized governance. EU
laws and regulations typically assume identifiable actors who can be held accountable
(Zachariadis et al., 2020). With blockchain, it can be unclear who is responsible for the
network’s operation or for errors and malfeasance that occur on it. For example, if fraudulent
activities occur on a public blockchain platform, there isn’t a single company or person that
regulators can easily target. This raises questions around liability and compliance. How do
you enforce GDPR’s data privacy requirements or financial reporting standards on a

distributed network of nodes possibly scattered across many countries?

The EU has begun to address these issues through new regulations like MiCA (for crypto-
assets) and the DLT Pilot Regime (for market infrastructures), which we will discuss in
detail. However, there is an inherent tension between the top-down approach of regulation
and the bottom-up, decentralized nature of blockchain innovation. Regulatory clarity is
needed to protect consumers and financial stability (European Parliament, 2016), but overly
strict rules might push truly decentralized projects out of regulated jurisdictions. This
delicate balance between enabling decentralized innovation and maintaining regulatory

oversight is a recurring theme and a core challenge that the EU is navigating.
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2.5.2 Socio-Political Implications

Blockchain’s introduction can have broad socio-political implications. It promises to
decentralize control, which may empower individuals and reduce the dominance of large,
centralized institutions. While this is often seen as positive (more democratization of
services), it can also be perceived as a threat to established institutions and national
sovereignty. Governments might be cautious about blockchain-based systems that operate
beyond their direct control or that enable forms of transactions (like cryptocurrency

payments) outside traditional banking oversight.

There is also the question of trust in new technology. Ironically, while blockchain is designed
to create trust in a trustless system, the general public and officials must first trust the
blockchain solutions themselves. Incidents like cryptocurrency scams or volatile token
markets can create skepticism, making government officials or citizens hesitant to embrace
blockchain in critical public systems. The EU, with its emphasis on stability and consumer
protection, is particularly sensitive to these issues. Public opinion and political acceptance
are crucial: if blockchain solutions are seen as undermining legal order or economic stability,

there will be resistance to their adoption.

2.5.3 Governance Models and Interoperability Issues

Adopting blockchain in a governmental context often means integrating it with existing
systems. Different blockchain platforms are sometimes incompatible with one another,
leading to fragmentation. For governments, interoperability—both between different
blockchain networks and between blockchain and legacy databases—is vital. A lack of
standardization can hinder the scaling of blockchain solutions across the EU. For example,
one country’s customs agency might use a certain blockchain system for trade
documentation, while another country uses a different system; if these don’t communicate,

the goal of seamless cross-border services is defeated.

Furthermore, the governance model of a blockchain (who has influence over updates and
rules) can become a point of contention. In a consortium blockchain project spanning
multiple EU countries or agencies, disagreements might arise over control and decision

rights. Establishing clear governance frameworks for joint blockchain initiatives is necessary
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but can be challenging when multiple sovereign entities are involved. The European
Blockchain Partnership (EBP), which we will see in the timeline, is one effort to create a
cooperative governance model for blockchain infrastructure among EU countries, and it

wrestles with exactly these issues of interoperability and shared control.

2.5.4 Resistance to Change and Lack of Awareness

Finally, a practical challenge is the inertia in large organizations and the lack of awareness
or understanding of blockchain among decision-makers and the public. Government
agencies often rely on legacy IT systems and have established processes. Moving to a
blockchain-based system may require significant retraining, process re-engineering, and
upfront investment. There can be internal resistance from stakeholders who are comfortable
with the status quo or who fear that automation (like smart contracts) could make parts of

their jobs redundant.

As noted earlier, many people still primarily associate blockchain with volatile
cryptocurrencies and may not be aware of its other applications. This limited understanding
can lead to skepticism or fear (for instance, concerns that blockchain is mostly used for illicit
activities or is too complex to be safe). Overcoming this requires education and
demonstration of real benefits. The EU has funded pilot projects and observatories to
increase knowledge, but the pace of change in attitudes can be slow. Any strategy for
adoption must therefore include efforts to raise awareness, build trust in the technology, and

highlight successful use cases to gradually erode resistance to change.

2.6 Implications for Government Adoption of Blockchain

The decentralized nature of blockchain presents both opportunities and challenges for its
adoption at the government level. On one hand, decentralization offers a way to enhance
transparency, reduce corruption, and improve the security of public records and transactions.
For example, blockchain could create tamper-proof voting systems, transparent land
registries, and secure identity management systems (Atzori, 2017). These applications could
revolutionize how governments manage and secure public data, potentially leading to more

efficient and trustworthy public services.
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However, the same decentralization that offers these benefits also poses significant
challenges for government adoption. Governments are accustomed to centralized control
over public records and services, and the shift to a decentralized model requires a
fundamental change in governance structures and regulatory frameworks. The lack of a
central authority in blockchain systems can make it difficult for governments to enforce
regulations, manage compliance, and resolve disputes (Atzori, 2017). Additionally, the
transparency of blockchain, while beneficial in many contexts, can also raise privacy
concerns, particularly when sensitive information such as personal data or government

records is involved (Mougayar, 2016).

While blockchain technology offers the potential for a more personalized, decentralized form
of governance, this vision is not without its significant challenges. Advocates like Swan
(2015) argue that blockchain can revolutionize government services by allowing individuals
to opt in and out of systems, offering a tailored governance model. Creating a "blockchain
nation" where citizens can select their governance services through decentralized apps
presents an exciting alternative to traditional bureaucratic models. However, despite these
possibilities, critical issues arise when relying solely on decentralized blockchain-based
governance systems, particularly concerning governance control, security, accessibility, and

accountability.

Firstly, not everyone is technologically savvy enough to navigate such a system. While
blockchain-based systems provide granular control to the user, the complexity of
understanding blockchain technology, managing smart contracts, and engaging in
decentralized governance requires a high level of digital literacy. As Swan (2015) suggests,
governance services could be as individualized as a Starbucks order, but not everyone may
be equipped to handle these options effectively. The average citizen may struggle with
setting up and maintaining secure access to their digital identity, leading to a reliance on
intermediaries, which ironically reintroduces centralization and exposes users to

exploitation.

Secondly, data loss and mishaps in blockchain systems can be catastrophic due to the
immutability of records. Once data is written onto the blockchain, it is permanent. While this
is a strength in many contexts, it also means that errors cannot be easily corrected. For
instance, if someone loses access to their private keys (required to interact with blockchain

services), they could permanently lose access to their land deeds, identification documents,



16

or any other legal records stored on the blockchain. Though slower and more centralized,
traditional systems offer built-in mechanisms for correcting mistakes, recovering lost
documents, or handling disputes through centralized oversight, which are absent in a purely

decentralized system (Atzori, 2017).

Additionally, blockchain governance lacks effective dispute-resolution mechanisms.
Although blockchain can automate many processes through smart contracts, it falls short
when dealing with nuanced legal issues that require interpretation and judgment. The use of
decentralized arbitration systems, as proposed by Swan (2015), may not be suitable for
complex legal disputes, especially when dealing with sensitive matters like inheritance, land
ownership, or corporate law. Without centralized oversight, blockchain-based governance
systems risk inconsistent application of laws, unequal access to justice, and limited

accountability.

Another major issue is security. While blockchain is secure due to its decentralized and
cryptographic nature, it is not immune to cyberattacks. In decentralized systems, hackers can
exploit vulnerabilities in smart contracts or launch "51% attacks" where a group of miners
controls more than half of the network's computing power, enabling them to manipulate
transactions or rewrite parts of the blockchain (hacken.io; Aggarwal, 2021). Governments
provide oversight and centralized security measures, which may offer a more reliable and
secure environment for citizens who depend on the integrity of their legal documents and

personal data.

Lastly, the lack of regulatory frameworks poses another significant challenge. Blockchain
governance systems operate in a regulatory grey area, meaning that while they may be
efficient, they also lack the legal recognition and protections governments provide.
Centralized governance, conversely, ensures that citizens' rights are protected under the rule
of law, and there are established mechanisms for enforcing contracts, handling disputes, and

protecting consumers from fraud (Bendhr, 2020).

2.7 Situating This Research within Existing Literature

To better illustrate the academic and policy landscape, Table 2 provides an overview of key
themes in prior blockchain research:
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Table 2: Representative Themes and Findings in Blockchain Literature

Theme Representative Studies Key Findings

Blockchain Filippi & Hassan (2018), | Highlight policy, decentralization, and
Governance Atzori (2017) institutional power shifts

Technical Nakamoto (2008), Crosby etal. | Emphasize cryptographic foundations and
Frameworks (2016) consensus algorithms

EU Policy and | ESMA (2017), EC Press | Stress need for consumer protection, legal
Regulation Releases, MiCA texts certainty, and harmonization

Building on these perspectives, scholars have debated whether stricter oversight (e.g.,
through regulations such as MiCA) can inadvertently suppress innovation (Atzori, 2017), or
whether it enhances long-term growth by establishing market trust (European Commission,
2020). Notably, conflicting findings exist regarding the ideal level of decentralization—
some argue for robust autonomy to maximize blockchain’s transformative impact (Swan,
2015), while others stress that complete decentralization challenges legal frameworks like

GDPR (Nofer et al., 2017).

Despite an expanding body of work, there remains a notable gap on how the EU’s multi-
layered governance structures specifically facilitate or constrain real-world blockchain use
cases in finance, supply chain, healthcare, and digital identity. Much of the existing research
tends to isolate either the technical or policy dimensions. Therefore, this thesis aims to bridge
these angles by examining the intersection of regulatory decisions (e.g., MiCA, EBSI) and
the practical deployment of blockchain across critical sectors. By doing so, this study
illuminates the unique governance style that characterizes the EU’s approach—an aspect

often overlooked in purely technical or purely regulatory analyses.
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3 Methodology

This chapter details the research design, data collection methods, and analysis techniques
used in this thesis. By outlining how various secondary sources—ranging from EU policy
documents to academic articles and real-world case studies—were compiled and interpreted,
The study aims to ensure both credibility and reliability in the final findings. In addition,
potential limitations are acknowledged, so readers can contextualize the results and

conclusions that follow.

3.1 Research Design

Given the complexity of blockchain technology and the European Union’s (EU) multifaceted
role in shaping its adoption, this study employs a qualitative, exploratory design. Such an
approach enables a deeper understanding of policy texts, industry implementations, and the
contextual factors—social, legal, and economic—that influence how blockchain is regulated
and integrated. Instead of testing a fixed hypothesis, the thesis strives to interpret how pivotal
EU initiatives (e.g., MiCA, EBSI) intersect with blockchain applications in finance, supply

chain, healthcare, and digital identity.

3.2 Data Collection

3.2.1 Selection of Secondary Sources

To capture the evolving landscape of blockchain adoption across the EU, the thesis collected

and reviewed a diverse range of secondary materials:
1. Official EU Policy Documents and Press Releases

o Examples: Markets in Crypto-Assets Regulation (MiCA), the Digital

Finance Package, and announcements from the European Commission.

o Selection Rationale: These documents provide firsthand insight into the

EU’s regulatory objectives, legal frameworks, and ongoing initiatives. They



19

reflect official positions and the strategic direction endorsed by EU

institutions.

2. Academic and Peer-Reviewed Articles

o

Examples: Research on blockchain governance (Atzori, 2017; Filippi &
Hassan, 2018), seminal technical overviews (Nakamoto, 2008; Crosby et al.,

2016), and studies assessing EU policy impacts.

Selection Rationale: Peer-reviewed scholarship contributes theoretical
depth and critical analyses that often challenge or refine the narratives found

in official documentation. This helps maintain a balanced perspective.

3. Grey Literature and Reports

(o]

Examples: Publications from the European Blockchain Observatory and
Forum, reports issued by the European Securities and Markets Authority

(ESMA), and technical whitepapers circulated by blockchain consortia.

Selection Rationale: Although not always peer-reviewed, these sources
highlight practical challenges, emerging trends, and pilot projects in ways
formal policy texts may not. They offer real-time observations of ongoing

trials and collaborations.

4. Case Studies

O

o

Examples: IBM Food Trust, TradeLens, MediLedger, and Estonia’s e-

Residency program.

Selection Rationale: Examining concrete implementations uncovers the
practical realities of blockchain adoption—such as deployment hurdles,
operational efficiencies, and impact on stakeholders—thus bridging

theoretical discourse with real-world outcomes.
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3.2.2 Inclusion Criteria

Time Frame (2013-2023): The study focused on documents and analyses published
during this period to encompass the EU’s early engagement with blockchain through

its most recent regulatory measures (e.g., MiCA).

Topical Relevance: Each source had to address blockchain governance, EU
regulatory actions, or implementations in at least one of the four focal domains:

finance, supply chain, healthcare, and digital identity.

Credibility: Priority is given to official materials (e.g., EU legislative texts, press
releases) and peer-reviewed scholarship. Whenever possible, the study included
industry pilot programs that provided verifiable data on outcomes, ensuring a

grounded view of blockchain’s current use.

So, by selecting sources that meet these criteria, the thesis aimed to construct a cohesive yet

comprehensive dataset that captures multiple dimensions of blockchain in the EU context.

3.3 Data Analysis

After assembling the source materials, the study carried out a qualitative content analysis in

two main steps:

1.

Initial Coding:

The study began by closely reading each document to identify recurring themes
relevant to blockchain regulation in the EU. These ranged from “regulatory
frameworks” and “technical scalability” to “privacy and GDPR” and “pilot
implementation.” During this stage, open coding—tagging passages with short

labels—to capture the essence of each theme.
Thematic Synthesis:

Building on the initial coding, the thesis clustered these themes into broader
categories that reflected how the EU frames and implements blockchain technology.
Through iterative coding and memo-taking, key topics such as “decentralization vs.

control” and “innovation vs. consumer protection” consistently emerged. These
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patterns directly informed the structure of subsequent chapters (Analysis,
Discussion), ensuring that the thesis addresses the most salient issues identified in
the data.

3.4 Researcher Position and Reflexivity

While examining policy and industry documents within a European Union context, both

cultural and legal perspectives might influence the interpretations. To maintain reflexivity

the study juxtaposed official EU statements against academic critiques to check for

inconsistencies or implicit biases. Engaging with both supportive and critical viewpoints

allowed me to calibrate the analysis, achieving a more balanced assessment of the strategies

the EU employs to govern blockchain technology.

3.5 Limitations

Reliance on Secondary Data:

Much of the material used in this thesis—official policy texts, scholarly publications,
and industry reports—tends to portray blockchain initiatives in a favorable light.
Especially in pilot phases, negative outcomes or operational inefficiencies may not

be thoroughly documented or disclosed.
Evolving Regulatory Landscape:

Given the rapid pace at which blockchain regulations develop, any 2023 snapshot
risks becoming outdated as new legislative proposals or technological milestones

appear. This thesis represents a temporal perspective rather than a fixed situation.
Contextual Variations:

The EU is not monolithic; member states differ widely in technological capacity,
legal traditions, and economic conditions. Consequently, generalizations about “EU
adoption” must be read with caution, as Estonia’s advanced digital infrastructure, for

instance, may not mirror that of other states.
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4 Real-World Use Cases and Adoption of Blockchain Technology

Blockchain technology has transcended its origins in cryptocurrency to become a
transformative tool across various industries. Its decentralized, transparent, and secure nature
has led to its adoption in supply chain management, healthcare, finance, and digital identity
sectors. These real-world use cases demonstrate that blockchain is not just a theoretical

concept but a practical solution addressing critical challenges in these industries.

4.1 Blockchain in Supply Chain Management

Supply chain management involves multiple parties, extensive documentation, and the
transfer of goods across regions—making it ripe for blockchain solutions that enhance
transparency and efficiency. Blockchains are used to create immutable records of product

provenance, track shipments, and automate supply chain finance.

One of the global challenges in supply chains is the lack of real-time visibility and trust
among parties. Traditional supply chains often suffer from inefficiencies due to
intermediaries, paper-based processes, and information silos. Blockchain addresses these
pain points by providing a shared, tamper-proof ledger accessible to all relevant
stakeholders. This can significantly reduce the time and cost associated with tracking goods

and reconciling records among suppliers, manufacturers, logistics providers, and retailers.

A widely cited example is IBM’s Food Trust platform, which uses a blockchain to trace food
products from farm to store. By recording each step a food item takes in the supply chain
onto a blockchain, participants can quickly identify sources of contamination or verify
claims about organic or fair-trade practices (Kamath, 2018). The platform has demonstrated
that tracing a product’s origin, which once took days or weeks when relying on paper trails,

can be done in a matter of seconds using blockchain.

Another major initiative is TradeLens, developed by IBM and shipping giant Maersk, aimed
at digitizing global shipping logistics. TradeLens allows multiple parties in a supply chain
(from port operators to customs authorities to freight forwarders) to share information on a

blockchain platform. This reduces the enormous amount of paperwork and manual checks
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that bog down international trade. By digitizing documents like bills of lading and
automating workflows, TradeLens speeds up transactions and improves data accuracy and
transparency in the shipping process (Jensen et al., 2019). For instance, if a container is
delayed, all parties are notified via the blockchain in real time, allowing for quicker
responses. As of the latest reports, TradeLens has seen participation from dozens of ports
and carriers worldwide, though it also faced challenges in persuading competitors to join a
platform partially operated by Maersk (a dynamic demonstrating both the promise and

hurdles of consortium blockchains).

In practice, the global supply chain faces several fundamental challenges that blockchain can

help mitigate:

e High Administrative Costs: Handling and processing trade documents can
contribute significantly (estimates suggest over 20%) to the cost of moving goods.
By automating document exchange and reducing duplication of data entry,
blockchain can cut these administrative costs.

e Unpredictability of Shipments: Uncertainty in delivery times is common due to
complex logistics. For example, approximately 30% of container shipments arrive
more than a day late (Jensen et al., 2019). Blockchain alone doesn’t prevent delays,
but by improving information flow (e.g., through real-time tracking events recorded
on the blockchain), it allows supply chain managers to react more effectively to
delays and plan around them.

¢ Fraud and Counterfeiting: High-value goods can be counterfeited or diverted. An
immutable blockchain trail of a product’s journey makes it easier to verify
authenticity. For example, diamond supply blockchains (like De Beers’ Tracr) ensure
that each diamond’s record—from mine to jeweler—is on a ledger, tackling the issue

of conflict diamonds by transparently showing provenance.

An example addressing authenticity and compliance is MediLedger, a blockchain project in
the pharmaceutical supply chain. MedilLedger was created to help track prescription
medicines and ensure compliance with the U.S. Drug Supply Chain Security Act (DSCSA).
It uses blockchain to verify the chain-of-custody for drugs, preventing counterfeit or
unauthorized products from entering the market. Through a decentralized network,
pharmaceutical manufacturers, distributors, and dispensers can confirm that each transaction

of a drug package is legitimate. Techniques like zero-knowledge proofs are used within
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MediLedger to maintain participant privacy while still confirming information on-chain
(Gaynor et al., 2024). By doing so, sensitive business information remains confidential, yet
patients and regulators get assurance of drug authenticity and safety. MediLedger’s early
trials have shown that blockchain can indeed streamline recall processes and improve trust

in pharmaceutical supply lines.

In summary, supply chain use cases demonstrate tangible benefits of blockchain: improved
traceability, faster dispute resolution, reduced paperwork, and greater trust among parties.
However, implementing these solutions is not without challenges. Integration with legacy
systems, the need for all stakeholders to adopt the new system, and standardizing data
formats are significant hurdles. Moreover, as these examples show, many supply chain
blockchains are permissioned consortia, which require building governance structures and
agreements among major industry players — a process as much about negotiation and trust-
building as it is about technology. These points will be revisited when considering cross-

sector implementation challenges (Section 4.5).

4.2 Blockchain in Healthcare

The healthcare sector deals with highly sensitive data and requires coordination among
various entities (patients, providers, insurers, regulators). Blockchain’s ability to provide
secure, immutable records and enable controlled data sharing makes it valuable for
healthcare applications, particularly in managing patient records and ensuring the integrity

of health data.

A critical issue in healthcare is the fragmentation of patient information across different
hospitals, clinics, and systems. Patients often lack easy access to their own medical records,
and when they do move between providers, records might not transfer seamlessly, leading
to repeated tests or gaps in information. Blockchain can serve as a unifying layer to facilitate
interoperability of Electronic Health Records (EHRs) across different systems. By storing
pointers or hashes of health records on a blockchain, healthcare providers can verify the
existence and integrity of records and request access when authorized. Patients, on the other

hand, can be empowered with a single view and control over who gets to see their data.
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One significant application is the MedRec system (an early prototype from MIT), which uses
blockchain to manage medical record access. In MedRec, a blockchain is used to log every
access to a patient’s data with a smart contract that manages permissions. Patients and
providers (and potentially researchers) act as nodes in this network. When a patient and a
clinic agree to share records, a smart contract logs this permission, and any retrieval of those
records is recorded on the blockchain for auditability. The result is that patients and doctors
can securely share medical information while maintaining a comprehensive audit trail of
who accessed what and when. Such a system not only enhances data security but also the
efficiency of patient care by ensuring all healthcare providers have access to the same up-to-

date information (Rijal & Saranani, 2023).

Security and privacy regulations, like the Health Insurance Portability and Accountability
Act (HIPAA) in the US or GDPR in the EU, impose strict requirements on medical data
handling. Blockchain, when appropriately designed (for example, not storing raw personal
health data on-chain, but rather references and encrypted data), can help ensure compliance.
It can enforce consent management and demonstrate accountability through its immutable

log of access.

Another promising area is using blockchain for pharmaceutical supply chains and clinical
trials. Earlier, MediLedger was mentioned for supply chain integrity of drugs. Similarly, in
clinical trials, blockchain can record trial data (like patient consent, trial results, and adverse
events) in a tamper-proof way. This enhances the transparency and credibility of trial
outcomes and ensures that patient consent forms are immutable and traceable (an area of

increasing focus given historical issues with data falsification in research).

One real-world pilot in Europe is the use of blockchain for COVID-19 vaccine certificates
and tracking. The European Union explored blockchain or distributed ledger technology to
securely manage vaccination records and certificates. A distributed system was attractive
because it could allow cross-border verification of vaccine certificates without needing to
trust a single country’s database. In such a system, each certificate’s key details (e.g., issuer,
recipient, vaccine type, date) could be hashed and recorded on a ledger accessible by all EU
member states. This way, a border officer in one country could verify a certificate issued in
another by comparing it against the ledger, all while the personal data remains with the

certificate holder (Heo & Yi, 2023). While the final EU vaccine passport solution didn’t fully
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rely on blockchain, these trials demonstrated the potential use of the technology for public

health credentialing.

Despite these benefits, healthcare blockchain projects face challenges. Privacy is paramount:
even storing hashed health data requires caution, as future computing advances (or poor
practices) could risk re-identification. Through approaches like storing only pointers and
keeping actual health data off-chain in secure data stores, projects mitigate this risk.
Additionally, getting healthcare providers to adopt new IT solutions is notoriously slow due
to regulatory compliance and resource constraints. Many healthcare blockchains thus start

as consortia of a few institutions to prove the concept before broader rollout.

In conclusion, blockchain in healthcare aims to empower patients with control over their
records, ensure data integrity and security, and improve data sharing among authorized
parties. The technology can enhance trust in health data and processes (for example, by
proving a drug’s provenance or a record’s accuracy), which ultimately contributes to better
healthcare outcomes and system efficiency. As of this writing, many healthcare blockchain
initiatives are still in pilot or early phases, making healthcare a fertile ground for further

innovation and study.

4.3 Blockchain in Finance

The finance sector was one of the first to feel blockchain’s impact, given that the
technology’s first application was Bitcoin — a decentralized digital currency. Beyond
cryptocurrencies, blockchain (often referred to in finance as distributed ledger technology,
DLT) is being applied to payment systems, trading and settlement of securities, and new

financial instruments like decentralized finance (DeF1) products.

A major promise of blockchain in finance is disintermediation: reducing the need for central
clearinghouses, custodians, or brokers by enabling peer-to-peer transactions that are
recorded and settled on a shared ledger. This can cut transaction times from days to minutes
and potentially lower costs by removing layers of fees. For instance, cross-border payments
traditionally pass through multiple banks and can take several days with significant fees.
Blockchain-based payment networks (like Ripple’s XRP Ledger or Stellar) allow near real-

time cross-border transactions with minimal fees by using digital assets and a network of
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validating nodes to clear transactions (Arner et al., 2020). Ripple’s network, for example,
has been used by banks and fintech firms to facilitate instant cross-border remittances,
illustrating blockchain’s capacity to disrupt traditional SWIFT transfers (though its degree
of decentralization and regulatory compliance has been under scrutiny, as evidenced by legal

challenges in the US).

Another active area is trade finance. Projects like we.trade (a consortium of European banks)
created a blockchain platform for open account trade transactions. Small and medium
businesses can use it to get more trust when trading with new partners, because the platform
provides a guarantee (from participating banks) that payments will occur once conditions
(like delivery confirmation) are met. Smart contracts execute these conditional payments
automatically. By having all parties (buyers, sellers, and their banks) on a shared ledger, the
process eliminates paperwork like letters of credit and reduces the time to finalize a trade
deal, which normally can be lengthy. We.trade completed a number of live transactions
among member banks and demonstrated the efficiency gains possible, although scaling it

and getting broader adoption remain as next steps.

One of the most transformative applications in finance is in securities trading and post-trade
processes. On traditional stock exchanges, when you buy a stock, the trade is executed in
milliseconds, but the settlement (actual exchange of the asset for payment) takes two or more
days (“T+2 settlement”). During that time, there’s credit risk (one party might default) and
capital is tied up. Blockchain can enable near-instant settlement by using tokens that
represent securities and cash on a shared ledger, so that delivery vs. payment can happen
atomically (Zachariadis et al., 2020). The DLT Pilot Regime introduced by the EU in 2022
(discussed in Chapter 5) is specifically designed to allow market infrastructures to
experiment with trading and settling stocks or bonds on blockchains under a controlled
environment. Early experiments and platforms (like the Australian Securities Exchange’s
now-paused project to replace its CHESS settlement system with a DLT-based system, or
Switzerland’s SDX digital exchange that is operational for certain digital assets) have shown
the feasibility of blockchain in improving the efficiency and transparency of capital markets,
although they also highlighted challenges such as throughput limitations and integration with

legal frameworks that assume traditional ledgers.

Decentralized Finance (DeFi) represents a more radical application: using blockchain

(mostly public blockchains like Ethereum) to recreate financial services—lending,
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borrowing, trading, insurance—in a decentralized way through smart contracts, without
traditional financial intermediaries. In DeFi platforms, users can lend their cryptocurrencies
to others and earn interest, or trade assets on decentralized exchanges, all governed by code
(smart contracts) rather than companies. While DeFi is largely outside the regulated realm
and thus riskier (as evidenced by notable hacks and project failures), it has proven the
concept of autonomous financial products and has spurred traditional institutions to consider
how they might leverage similar technologies (Tripathi et al., 2023). Some banks are
exploring “enterprise DeFi” — using the underlying concepts of automated market making or

liquidity pools within permissioned environments that comply with regulations.

Blockchain in finance, especially on the cryptocurrency side, also forced regulators to clarify
rules. The EU’s MiCA regulation (Markets in Crypto-assets) is a response to the proliferation
of crypto-financial activities, aiming to provide a consistent regulatory framework. MiCA,
and similar efforts globally, highlight that while blockchain enables new financial
paradigms, it must coexist with objectives of financial stability and consumer protection

(European Commission, 2020).

In summary, the adoption of blockchain in finance ranges from incremental improvements
(faster settlement, streamlined processes within existing institutions) to potentially
transformative new systems (central bank digital currencies and global stablecoins, or open
decentralized financial networks). Financial institutions are among the most invested in
blockchain R&D, and the EU has recognized this with sandbox initiatives and targeted
legislation. A key theme that emerges (and will be discussed further) is the balancing act
between harnessing blockchain’s efficiency and innovation benefits and ensuring that
regulatory goals (like preventing fraud, money laundering, and systemic risk) are met — an

especially delicate matter in the financial sector.

4.4 Blockchain in Digital ldentity

Digital identity is a critical foundation for digital services. Traditional digital identity
systems are often centralized (for example, a government maintains a registry of citizens, or
big tech companies allow single sign-on through their platforms), which can raise concerns

about privacy, security (as large honeypots for hackers), and user control. Blockchain offers



29

anew model known as Self-Sovereign Identity (SSI), where individuals have greater control

over their own identity credentials.

In an SSI model, identity data (such as attestations of one’s name, date of birth,
qualifications, etc.) can be stored in an identity wallet controlled by the user. These
attestations are issued by trusted parties (like governments, universities, or employers) and
can be digitally signed. A blockchain is used as a ledger to anchor these credentials or to
manage the public keys that verify the attestations, thus ensuring they are tamper-proof and
globally verifiable (European Blockchain Partnership, 2021). With SSI, a person can decide
what specific information to share for a given purpose without exposing all their personal
data. For instance, to prove one is of age to buy alcohol, an SSI system could allow the user
to share a verifiable credential of “Over 18” rather than revealing full name and birthdate as

in a traditional ID check.

Estonia’s e-Residency program, launched in 2014, is an example of a government-driven
digital identity solution that incorporates blockchain principles. E-residents receive a digital
ID card that allows them to access Estonian government services remotely. While the core
of'e-Residency is based on Estonia’s X-Road data exchange layer (not a blockchain), Estonia
has experimented with blockchain (specifically KSI blockchain) to secure data in its systems,
ensuring that any changes to data in state registries are time-stamped and chained so that
tampering can be detected. This provides a high level of integrity for digital identity records
(Press Release, 2016).

The European Self-Sovereign Identity Framework (ESSIF), part of the broader European
Blockchain Services Infrastructure (EBSI) initiative, is a concrete step towards EU-wide
digital identity on blockchain. ESSIF envisions EU citizens and organizations having wallets
that contain credentials (like national IDs, diplomas, or business registrations) issued by
various authorities but ultimately controlled by the user. Blockchain comes into play as the
trust anchor: it can hold the decentralized identifiers (DIDs) and public keys associated with
each identity, and potentially record audit trails of credential issuances and revocations.
Because the ledger is distributed across European nodes, no single member state exclusively
controls the data, aligning with the EU’s aim for a federated yet unified digital market

(European Commission, 2021b).
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One compelling use case for blockchain-based digital identity is electronic voting. Although
not yet widely adopted due to security concerns, the idea is that a blockchain can ensure the
transparency and immutability of voting records. In 2018, West Virginia in the US conducted
a small-scale blockchain-based mobile voting pilot for overseas military voters. Each vote
was recorded on a blockchain to create an immutable ballot record. Meanwhile, in Europe,
there’s interest in how SSI could enable secure e-voting by verifying voter identities while
keeping ballots anonymous (Tan et al., 2020). The challenge of course is to ensure voting
privacy and prevent coercion, which requires careful cryptographic design beyond just the

blockchain ledger.

Digital identity intersects with many other areas: opening bank accounts (Know Your
Customer processes), accessing health records (as discussed), signing contracts, etc. The
European Digital Identity (EUDI) Wallet initiative, announced in 2021, reflects a strategic
push to give all Europeans a single digital identity that they can use anywhere in the EU,
ideally under their own control rather than that of private identity providers (European
Commission, 2021b). Blockchain and SSI principles are among the technologies being
considered for implementing this vision. If successful, it would spur blockchain adoption
because many public and private services would then interact with blockchain-anchored

credentials regularly.

However, implementing blockchain-based identity at a large-scale faces obstacles. There’s
the need for common standards (many groups like W3C are working on standards for DIDs
and verifiable credentials). There’s also the bootstrapping problem: people need to obtain
verifiable credentials from authoritative issuers in the first place—so governments and
institutions must be on board to provide these digital attestations. Additionally, ensuring the
security of user-controlled wallets is paramount; if individuals are to control their identity
keys, they must manage them safely (losing an identity key, akin to losing a private key for
a cryptocurrency wallet, could be very problematic, so backup and recovery mechanisms

must be in place).

Despite these challenges, blockchain-based digital identity holds promise for enhancing
privacy, reducing identity fraud, and giving people greater agency over their personal data.
It also aligns with European values on data protection (GDPR), by minimizing data exposure

and empowering users. The coming years, particularly with EBSI and ESSIF pilots, will
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likely show whether this approach can be scaled effectively in a multi-national context like

the EU.

4.5 Cross-Sector Implementation Challenges

The foregoing sections have illustrated that blockchain technology can provide numerous

benefits across different industries. However, they also hint at several common challenges

that implementers face, regardless of sector. This section summarizes the key cross-sector

implementation challenges and provides a quick reference Table 3 highlighting how these

manifests in each domain:

Interoperability: Many blockchain solutions need to integrate with existing systems
or other blockchain networks. Whether it’s a supply chain platform needing to
interface with port databases, or a healthcare identity needing recognition across
borders, interoperability is crucial. Lack of standardization can hinder broad adoption

if each solution remains in its silo.

Scalability: Public blockchains like Ethereum have faced well-known scalability
issues (limited transactions per second, high fees at peak usage). While many
enterprise use cases use permissioned blockchains that scale better, throughput and
latency are still concerns for high-volume environments like financial markets or
national identity systems. Ensuring that blockchain-based systems can handle the
load and perform quickly is a technical challenge being actively worked on (through

new consensus algorithms, sharding, layer-2 solutions, etc.).

Governance and Legal Recognition: When processes move to blockchain, there
must be clarity on governance: who runs the nodes, who can issue or revoke data on
the ledger, and how disputes are resolved. Consortium blockchains require formal
agreements among participants. Moreover, outputs of blockchain processes (like a
diploma credential or a land registry entry) need legal recognition. If a court or
regulator doesn’t accept a blockchain record as valid, its utility is undermined. Thus,
legal frameworks (such as the EU’s efforts to legally recognize electronic ledgers

and signatures) need to evolve in tandem.
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e Privacy and Data Protection: Industries handling personal data have to ensure
GDPR compliance (in the EU context). Blockchains are append-only and transparent
to participants, which is at odds with the “right to be forgotten” and data
minimization principles. Solutions involve off-chain storage and on-chain
references, encryption techniques, and permissions. Nevertheless, designing systems
that offer privacy by design while retaining the verifiability of blockchain is complex.
Techniques like zero-knowledge proofs are promising in this regard, as they allow
verification of facts (e.g., “person is an adult’’) without revealing underlying personal

data (Nofer et al., 2017; European Blockchain Observatory and Forum, 2022).

e Change Management and Adoption: Introducing blockchain often means altering
established workflows and IT systems. Organizations might resist change due to
costs, uncertainty, or simply inertia. Training and clear demonstrations of value are
needed to persuade stakeholders to invest in new blockchain systems. For example,
small suppliers might be hesitant to use a new platform for trade finance unless they

clearly see faster payments or easier credit as a result.

e Security: While blockchain protocols, themselves can be highly secure, the
surrounding ecosystem (smart contract code, user wallets, key management) can
introduce vulnerabilities. Hacks and exploits in DeFi platforms underscore that one
weak link (like a bug in a smart contract) can lead to major failures. Enterprises thus

have to enforce rigorous testing and perhaps conservative usage

Although the preceding sections have detailed the advantages and existing use cases of
blockchain in finance, supply chain, healthcare, and digital identity, each sector still faces
distinct technical and regulatory hurdles. Table 3 below summarizes these challenges—
ranging from interoperability issues to strict compliance requirements—so readers can

quickly identify how each domain’s unique conditions affect broader blockchain adoption.
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Table 3: Cross-Sector Blockchain Implementation Challenges

Primary Technical

Major Regulatory

Sector Challenges Obstacles Adoption Readiness
High transaction Co_mpllance under Moderate-High — Strong
- . MiCA, AML/KYC .
. throughput; integration S FinTech ecosystem but
Finance . . . regulations; strict .
with legacy financial ! stringent rules can slow
oversight by ESMA ; .
systems . innovation
and national regulators
Real-time tracking at Complex cross-border | Moderate — Promising
Supply scale; data shipping laws; need for | pilots (e.g., TradeLens),
Chain standardization among product authenticity but broad-scale integration
diverse stakeholders and certification remains cautious
GDPR compliance for
EHR interoperability: pat!ent privacy; Low—Moderate — Privacy
) national frameworks concerns and slower
Healthcare | secure handling of NS
. - (e.g., HIPAA) institutional processes
sensitive medical data . . . X
complicate cross-border | hinder rapid adoption
data sharing
User-centric credential Aligning with data Growing — ESSIF and
- ) s protection (GDPR) and | similar initiatives show
Digital management; combining elDAS requirements; otential, but public
Identity blockchain with national g ’ P ’ P

ID systems

establishing trust across
multiple jurisdictions

awareness and digital
literacy are still limited
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5 Timeline of Blockchain Adoption in the European Union (2013
2023)

Over the past decade, the European Union has taken significant steps to adopt blockchain
technology. This chapter outlines key milestones in the EU’s journey toward integrating
blockchain across multiple sectors, highlighting how policy initiatives and practical projects
evolved year by year. It provides an overview of the EU’s approach, including early
recognitions, stakeholder consultations, and the launch of major collaborative efforts,
leading up to comprehensive regulatory frameworks and pilot programs. Originally
recognized as the technology underpinning cryptocurrencies, blockchain has since matured
into a broader tool for innovation in finance, supply chain, public services, and more.
Throughout these years, the EU has strategically regulated and supported blockchain to align
with its goals of creating a connected Digital Single Market while upholding security and

trust.

5.1 European Parliament’s Recognition of Blockchain (2016)

Blockchain began garnering official attention in the EU around the mid-2010s. A pivotal
early moment came in May 2016, when the European Parliament passed a resolution on
virtual currencies and distributed ledger technologies (European Parliament, 2016). This
resolution acknowledged the transformative potential of blockchain (referred to as
distributed ledger technology, DLT) beyond digital currencies, and it called for a
proportionate regulatory approach that would not stifle innovation. It was one of the first
instances where the EU’s highest political body formally recognized blockchain’s promise

and urged the European Commission and member states to monitor its development closely.

As a result, the Parliament called on the European Commission to create a dedicated body
to monitor blockchain technology’s evolution, ensuring the EU could track its impacts across
industries. In line with this request, the European Commission in November 2016 launched
an internal Task Force on Financial Technology (FTTF) to assess and harness innovations
like blockchain. This task force — co-chaired by DG FISMA and DG CONNECT - signalled
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the Commission’s acknowledgement of FinTech’s growing influence and laid a policy

groundwork for upcoming blockchain initiatives (Fintechlawblog.com, 2022).

In early 2016, the European Parliament started to recognize blockchain technology in its
official capacity. A year earlier in May, the parliament of the Republic of Austria passed a
resolution affirming Blockchain as a revolutionary technology across the financial sectors
and other sectors. In the resolution, the EU insisted on the active approach to the creation of
the legislative framework for the industries based on the blockchain technology, while
maintaining Europe’s leadership in the level of technological development. Many of you
already know that the EU policy of belief in blockchain as one of the essential drivers of

Europe’s digital future has changed.

In this regard, the EU started several study and working group projects to investigate
blockchain and its regulation. For instance, the European Securities and Markets Authority
(ESMA) also engaged in research to assess the impacts of: DLT in the financial sector. This
was the time when the rudimentary policy structures that sought to regulate the growth of

innovation while at the same time promoting the growth of same were formed.

5.2 Next step towards adoption and Public Consultations (2017)

The year 2017 was also more active in terms of involvement in blockchain technologies. The
European Securities and Markets Authority (ESMA) released its report in February 2017
outlining the opportunity and threat associated with Distributed Ledger Technology (DLT)
for the securities markets. On the one hand, the report described how blockchain was
beneficial, through the perspectives of increasing efficiency and reducing costs; on the other,

it cautioned about potential risks and the need for regulatory clarity (Europa.eu, 2024).

In March 2017, the European Commission opened for a call for input on FinTech including
as to how technologies such as blockchain are disrupting financial services (Interoperable
Europe Portal, 2024). This consultation involved stakeholders from industry, government,
NGOs, and academia, and its findings highlighted great interest in blockchain’s use
alongside concerns about regulatory fragmentation, data protection, and the scalability of

blockchain networks across jurisdictions.
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After synthesizing the consultation feedback, the European Commission began preparing a
broad strategic roadmap to develop the EU blockchain market. This resulted in a FinTech
Action Plan (unveiled in March 2018) mapping out steps to boost research and innovation,
encourage Member State partnerships, and address legal and ethical considerations for
emerging technologies like blockchain (Eumonitor.eu, 2016). The Action Plan underscored
the EU’s intent to enhance innovation (including blockchain applications) in a safe and

secure manner, anticipating many of the regulatory measures that would follow.

5.3 Establishment of Key Blockchain Initiatives (2018)

Building on the prior groundwork, 2018 saw the launch of major EU blockchain initiatives.
On February 1, 2018, the European Commission—with support from the European
Parliament—Ilaunched the EU Blockchain Observatory and Forum to monitor blockchain
developments, promote European blockchain actors, and facilitate stakeholder engagement
(Shaping Europe’s digital future, 2018). This body serves as a knowledge hub, disseminating
information and enhancing collaboration among EU Member States on blockchain trends
and use cases. By April 2018, 22 European countries had signed a Declaration to form the
European Blockchain Partnership (EBP) (Ruane, 2018). Through the EBP, the EU pursued
a consortium-based governance strategy to accelerate blockchain adoption via cooperation
among member states. EBP became a vehicle for sharing expertise in technical and
regulatory matters and for preparing EU-wide blockchain applications across the Digital
Single Market. One outgrowth of the EBP was the vision for a cross-border infrastructure:
the European Blockchain Services Infrastructure (EBSI). By pooling resources under a
common partnership, the EU signaled its emphasis on coordinated infrastructure—crucial to
ensuring blockchain solutions are interoperable and legally compliant across diverse national
contexts. The EBSI initiative exemplifies how the EU began to institutionalize blockchain
adoption by funding shared projects, setting technical standards, and providing governance

rules for cross-border services (CryptoNinjas, 2024).
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5.4 Digital Finance Package and a Unified Approach (2020)

On September 24, 2020, the European Commission brought into force the Digital Finance
Package to provide a legal structure for digital financial innovations, including blockchain.
As part of the package, the following measures were included, Markets in Crypto-assets
Regulation (MiCA) which proposes a legal framework on crypto-assets among other aspects.
MICA is focused on enhancing consumer protection and financial stability as well as

facilitating the markets’ innovation.

Another part of the package is the Pilot Regime for DLT Market Structures which provides
for a testing of blockchain technology in respect of the trading and the settlement of financial
instruments. It also comprises the Digital Operational Resilience Act (DORA) which
strengthens cyber security and operating resilience of financial services taking into
consideration the advanced technologies such as the blockchain.

The integration of blockchain into digital identity systems was marked a tremendous
achievement in 2021 by the proposal for a European Digital ldentity Framework. This
initiative is related to the eIDAS regulation and aims at creating the citizens’ and businesses’
digital identity wallet in the EU. It is a blockchain and other secure technology based digital
wallet that enables people to store and use their identification credentials electronically
within EU for safe control of public and private services.

Digital Finance Package, a strategic plan improving the situation with digital finance in
Europe. The package also covers measures related to the technology’s adoption across
specific sectors like digital payments and capital markets and decentralized finance. The
objective is to find the right legal framework in the face of which innovative activity would

be natural.

5.5 The facilitation of EBSI and ESSIF (2019)

As a part of the EU’s wider digital strategy, the EU has started working on the European
Blockchain Services Infrastructure (EBSI) starting 2019. It is a development of the EBSI to
establish several nodes of the blockchain throughout Europe to enable safeguarded, cross-

border services. Coupled with it, there are several proposed use cases such as including
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notarization services (providing proof of authenticity and data integrity), diploma
certification (cross-border verification of educational credentials), trusted data sharing, and

the use of blockchain for digital identity solutions.

Launched together with EBSI is the European Self-Sovereign Identity Framework, or
ESSIF. This framework aims at the deployment of Self-Sovereign Identity SSI in the EU
based on which residents of EU will be able to regain control over their ID data rather than
giving it to centralized powers. The purpose is to let the citizens have a sense of greater
control, especially for the information that is being shared with a view to achieving better

secured and private results.

Probably the most significant turning point in the European Union’s approach to blockchain
was achieved in 2019 by the adoption of the European Blockchain Services Infrastructure.
EBSI was introduced as a project of the European Blockchain Partnership (EBP) of 29
countries, the entire EU member states with several EEA countries. EBSI strives to provide
cross-border predominantly digital services with the help of blockchain technology to
increase the reliability and confidentiality of such services as notary services, diplomas, and
ID.

EBSI was complemented by the European Self-Sovereign Identity Framework (ESSIF) that
helps EU citizens to control their digital identities based on the blockchain solution. ESSIF
works together with other EU initiatives that include identity verification and authentication
and enhancing citizen’s control over their personal data. This system also complies with the
EU’s regard to data privacy as provided in the General Data Protection Regulation (GDPR),
to ensure that block chain solutions uphold privacy in the course of offering superior

security.

5.6 Proposal for a European Digital Identity Framework (2021)

In June 2021, the European Commission unveiled a new European Digital Identity plan that
involves the deployment of a digital wallet to those in the European Union. This wallet will
enable users to authenticate themselves as well as share electronic documents between them

securely across the EU with control over data.
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This initiative is very connected to blockchain and ESSIF is under a constant construction
process at the moment. The DIF described above could build upon blockchain forms of
technologies to improve the privacy paradigm, security, and personalized ownership of

personal details.

5.7 Legislative Progress and Technological Advancements (2022)

The year 2022 recorded further maturation of the EU’s blockchain regulatory environment.
The DLT Pilot Regime Regulation (EU) 2022/858 was adopted on May 30, 2022,
(Eumonitor.eu, 2022), creating a sandbox for market infrastructures to trade and settle
financial instruments using DLT. This pilot regime allows financial market participants to
experiment with blockchain in a controlled environment, temporarily exempted from certain
traditional financial rules, with the aim of spurring innovation in trading, clearing, and
settlement. At the same time, EBSI and ESSIF continued to progress through pilot projects.
Member States and partners ran cross-border trials of various use cases, and the EU
Blockchain Observatory and Forum published reports with recommendations on emerging
issues (e.g. interoperability standards, regulatory guidance for new applications). These
efforts in 2022 reflected a balance of innovation and oversight — encouraging practical trials
of blockchain (through the pilot regime and sandbox approaches) while studying their

outcomes to inform future policy.

5.8 MICA and continuous undertakings (2023)

In 2023, the EU’s regulatory efforts culminated in the finalization of MiCA. The Council of
the European Union officially adopted the Markets in Crypto-assets Regulation on May 16,
2023, making the EU the first major jurisdiction with a comprehensive crypto-asset rulebook
(Reuters Staff, 2023).

MIiCA provides clear legal guidelines for crypto-asset issuers and service providers across
all member states, increases protection for consumers of digital assets, and upholds market
integrity by addressing risks like fraud and money laundering. This regulatory milestone is
expected to bring much-needed certainty to the European crypto and blockchain industry,

potentially serving as a model internationally.
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Alongside MICA, the EU’s practical blockchain initiatives continued. By 2023, the EBSI
network was expanding, with more nodes and higher demand for its services among member
states. ESSIF pilots contributed to digitizing identity solutions, aligning with the anticipated
European Digital Identity framework. The EU also began exploring sustainability and
scalability in blockchain, working with industry on energy-efficient blockchain technologies
and stronger security features. Notably, EU-funded programs (such as Horizon Europe) have
persisted in supporting blockchain research, development, and startups, to ensure Europe
remains at the forefront of blockchain innovation. In summary, the EU’s blockchain timeline
from 2013 to 2023 shows an evolution from early recognition and cautious exploration to a
more confident deployment of pilot projects and a robust regulatory framework.

The Figure 1 shows a simplified timeline depicting major EU blockchain milestones and
regulatory advancements, including the formation of the EU Blockchain Partnership (EBP),
the launch of the European Blockchain Services Infrastructure (EBSI), the Digital Finance

Package, and the endorsement of MiCA.
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Figure 1. High-Level EU Blockchain Roadmap (2016-2023)
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To convey a more structured approach, a concise framework is compiled (see Table 4)
comparing the key European blockchain initiatives—EBSI, ESSIF, MiCA, and the DLT

Pilot Regime—against several success metrics: regulatory clarity, scalability, consumer

protection, and ethical considerations (including privacy, data ethics, and inclusivity).

Table 4: Key EU Blockchain Initiatives Evaluated Across Core Metrics

Ethical &
T Regulatory - Consumer . Overall
Initiative . Scalability . Societal
Clarity Protection X . Assessment
Considerations
Moderate; . Some pilot-level .
formal EU Promising, . Partially
Focus on cross- | privacy L
support but | but node ) successful; still
EBSI . . border trust safeguards; ; .
ongoing expansion services; partial. | limited public at pilot stage in
technical still limited. P ' P many MS.
- awareness.
guidelines.
Aligned Earlv-phase Significant S(?rr:)gnomg;
with GDPR inte yraption Emphasizes potential for user concg tual
ESSIF & eIDAS &g user-centric ID | empowerment P
. with member . framework but
but still management. but requires
- states. L not fully rolled
evolving. digital literacy. out
High: N/A (targets Comprehensive RegEIatgsh - Mostlyf .
clarifies assets & consumer market behavior; | successful in
. - safeguards, less direct focus | standardizing
MiCA crypto-asset | providers, not . L . )
b . though on inclusivity EU-wide rules;
definitions | entire . T
& licensing. | networks) poteptlglly for non-expert final impact
’ ' restrictive. users. TBD.
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Clear pilot | Trials reveal strong on data . _
. Protects ethics in Experimental;
DLT SCope; decent - . .
. participants controlled informative but
Pilot enhances performance, . . . .
. “ . within sandbox | settings, but remains a time-
Regime legal “safe but limited X J .
” environment. real-world limited pilot.
space. scale. .
expansion
uncertain.
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Critical Assessment of Success and Limitations

o EBSI & ESSIF: While they signal the EU’s commitment to cross-border digital
services, they also face challenges in scalability and user awareness. In some member
states, uptake remains modest, highlighting the need for additional funding and local

government support.

e MICA: Offers considerable regulatory clarity, yet critics argue it may limit more
disruptive blockchain projects by imposing strict compliance requirements. Its full
impact is contingent on how effectively member states implement and enforce its

provisions.

o DLT Pilot Regime: Encourages innovation by providing a regulatory sandbox but
has so far been restricted to specific test scenarios. The extent to which it can be

scaled in real-world applications remains to be seen.
Ethical and Societal Dimensions

Responsible research also requires addressing data ethics, privacy, and inclusivity. While
initiatives like ESSIF incorporate self-sovereign identity principles, effective public
outreach and digital literacy are crucial if citizens are to benefit fully from these systems.
Likewise, MiICA’s comprehensive coverage of crypto assets can enhance consumer
protection, but it may inadvertently stifle smaller innovators without the resources to
navigate new legal complexities. By comparing each initiative against these broader social
implications—rather than purely technical or economic metrics—we gain a clearer picture
of how well the EU’s blockchain strategy aligns with principles of transparency, equity, and

long-term sustainability.
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6 Analysis of the European Union's Blockchain Adoption

Strategies

This chapter examines how the European Union (EU) approaches blockchain technology
from an operational and governance perspective. Unlike earlier sections, which focused on
describing policies and projects, this chapter provides an analysis of the underlying tensions,
motives, and political choices shaping the EU’s actions. It looks beyond simple facts to
consider why the EU might prefer certain regulatory paths, how these approaches affect
stakeholders, and what this means for the broader goal of harnessing blockchain’s

transformative potential.

6.1 Framing the Core Tension: Decentralization vs. Control

A central theme across previous chapters is the conflict between blockchain’s decentralized
ethos and the EU’s established models of control. Blockchain’s promise lies in reducing
intermediaries, increasing transparency, and empowering participants to transact without
top-down oversight. But the EU’s regulatory traditions—especially in finance, data
protection, and consumer rights—emphasize centralized accountability and clear lines of
responsibility (Atzori, 2017; Tan et al., 2022).

One could argue that the EU is both excited by blockchain’s potential and wary of its
disruptive capacity. On one hand, it wants to remain globally competitive, encouraging
projects like the European Blockchain Services Infrastructure (EBSI) to reinforce its digital
sovereignty. On the other hand, it fears that radical decentralization could undercut its ability
to protect consumers and enforce rules, particularly under frameworks like the General Data
Protection Regulation (GDPR).

This tension reflects not just a legal issue but also a cultural and ideological one. While many
blockchain advocates see decentralization as inherently positive, EU institutions place high
value on structured governance, public oversight, and social welfare standards. The real
question is whether these two worldviews can be reconciled within a single policy

environment.
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6.2 Governance Dilemmas: Who Is in Charge, and When?

Blockchain’s decentralized networks raise a basic governance dilemma: who is in charge
when things go wrong? In traditional centralized systems, there are clear answers — a bank,
a government agency, or a company’s IT department can step in to fix errors, reverse
fraudulent transactions, or shut down compromised systems. With blockchain, decision-
making is purposely dispersed among numerous independent nodes and stakeholders. This
decentralization increases transparency and resilience (no single point of failure), but it
complicates coordination during emergencies or disputes. For EU regulators and institutions,
used to having identifiable counterparts (e.g., a company CEO or a national regulator) to

hold accountable, this diffuse structure is unsettling.

As the EU experiments with blockchain through various pilot programs, a critical question
it faces is how to inject safeguards and accountability without nullifying the benefits of
decentralization. For instance, the DLT Pilot Regime in financial services (discussed earlier)
is not just about testing technical performance; it is also about probing the governance of
decentralized finance. The EU is essentially asking: how far can we go with decentralized
models before we encounter unacceptable systemic risks? This approach can be seen as a
balancing act. The EU desires the efficiency gains and innovation of autonomous blockchain
systems, but it does not want to relive scenarios like the 2008 financial crisis, where lack of

clear oversight and responsibility led to massive public harm.

6.2.1 Accountability and Crisis Management

One frequent concern in discussions about blockchain governance is accountability. If no
one “owns” or centrally controls the system, who is to blame when errors occur, or fraud
happens? Prior chapters noted that blockchain solutions, especially in finance, face
challenges of “disruptive governance.” For example, a smart contract might malfunction and
lock up funds, or a rapid market shock might propagate through decentralized platforms that
have no circuit-breakers. In a traditional market, a central authority (like a stock exchange
or central bank) could intervene; in a pure blockchain scenario, there may be no
straightforward mechanism or single authority to do so. As noted by Zachariadis et al.
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(2020), this can lead to situations where responsibility is diffuse just when coordinated action

is most needed.

The EU’s cautious approach, such as implementing pilot regimes, seems designed to explore
the limits of decentralization in a controlled way. These pilots function as a kind of crisis
simulation: they allow regulators to observe what happens when a decentralized network
faces stress. Subjectively, one could interpret the EU’s approach as an attempt to have it both
ways — to enjoy the fruits of decentralization (resilience, innovation, user empowerment)
while still keeping a backstop for crisis moments. Yet there is an inherent contradiction in
wanting both “freely innovating” decentralized projects and “robust control” during
emergencies. The resolution of this contradiction is not obvious. Some technologists propose
in-built solutions like algorithmic circuit-breakers, emergency multi-signature protocols, or
on-chain governance tokens that could vote on interventions. The EU is keenly interested in
whether such internal governance features of blockchain can satisfy the need for oversight
(Zachariadis et al., 2020). If they can, the EU may feel more comfortable allowing wider
blockchain deployment; if they cannot, the EU may insist on external controls or hybrid
models that reintroduce some central authority for emergency situations.

The unfolding dialogue is essentially testing blockchain’s capacity to self-regulate. Should
the pilots and experiments demonstrate that decentralized networks can indeed manage
certain crises autonomously (for instance, automatically pausing under anomalous
conditions or rapidly reaching consensus on protocol changes to fix a bug), then regulators
might step back and allow more autonomy. On the other hand, if those experiments show
that without traditional oversight things quickly become chaotic or unsafe, we can expect
stricter regulations or a push for “permissioned” blockchains where known entities are in
charge. The outcome will significantly shape how blockchain is implemented in domains

that are critical to public interest.

6.2.2 Public vs. Private Governance

Another dimension of the EU’s blockchain strategy is the balance between public-sector
leadership and private-sector innovation. The EU’s own initiatives, like EBSI and ESSIF,

indicate that European public authorities want to build or influence core blockchain
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infrastructures directly — presumably to ensure they align with EU legal frameworks and
public policy goals (European Commission, 2021). On the other hand, much of the
blockchain innovation globally has come from the private sector and open-source
communities, who often operate on different motivations such as profit, efficiency, or

ideological commitments to decentralization.

In practical terms, we see the EU supporting both public and private blockchain endeavours,
but their trajectories can differ. For example, EBSI (public) is about government services
using blockchain for things like notarization and credential verification. In contrast, a
private-sector project like TradeLens (the shipping logistics blockchain co-developed by
Maersk and IBM) was driven by industry to increase efficiency in supply chain data sharing
(Master Thesis 1.0.docx). Similarly, the MediLedger network in the pharmaceutical sector
emerged from companies aiming to improve drug supply-chain transparency and security
without necessarily waiting for a government mandate (Gaynor et al., 2024). These private
consortia leverage blockchain mainly for operational gains — to reduce paperwork, prevent

counterfeits, or streamline transactions — rather than to fulfill a public governance agenda.

From a broader viewpoint, this dual-track approach could lead to fragmented ecosystems if
not carefully managed. If government-led platforms (like EBSI) and industry-led platforms
(like those in finance or logistics) develop in isolation, Europe might end up with siloed
blockchains that cannot communicate with each other. The EU is aware of this risk:
interoperability has been a recurring theme in its blockchain reports and strategy documents.
Ideally, private solutions should be able to interface with public ones; for instance, a
company’s supply chain blockchain might need to exchange data with a customs agency’s
blockchain system. If they use completely different standards or if trust frameworks are

incompatible, the real-world utility of these systems will remain limited.

Interoperability thus becomes key to avoiding fragmentation. The European Blockchain
Partnership (EBP) could be instrumental here by bringing together public and private
stakeholders to agree on common standards (APl protocols, data formats, governance
principles). Already, the EU’s support for initiatives like the International Association for
Trusted Blockchain Applications (INATBA) — which convenes actors from government,
industry, and academia — shows an effort to build bridges between sectors. The outcome of

these efforts will significantly influence whether Europe’s blockchain landscape in the future
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is a patchwork of isolated networks or a network of networks where public and private
blockchains can seamlessly interact. The EU’s dual strategy of investing in both public and
private realms makes sense (each can drive innovation in different areas), but it requires

careful orchestration to ensure they complement rather than impede each other.

6.3 Regulatory Tools: Innovation-Enabling or Innovation-Blocking?

Regulatory frameworks across the EU play a pivotal role in either catalysing or constraining
blockchain’s potential. On one side, clear rule can encourage legitimate businesses to enter
the space by providing legal certainty. On the other, stringent or ambiguous standards may
deter startups and decentralized projects that do not fit neatly into traditional definitions of
service providers. The European Union is thus grappling with how best to adapt
regulations—such as those for crypto-assets and data privacy—to accommodate innovative
models without sacrificing consumer protection or the market stability it has long

championed.

6.3.1 MiCA: Balancing Consumer Protection with Market Growth

MiCA exemplifies the EU’s regulatory harmonization strategy: it offers legal certainty to
blockchain innovators while ensuring consumer safeguards—factors that directly influence
how and why blockchain is adopted at scale. By clarifying licensing requirements for crypto-
asset service providers, MiCA encourages legitimate market development and helps
standardize blockchain-based financial products across member states. This alignment of
consumer protection with market growth is central to the EU’s broader blockchain adoption

model, shaping both the scope and pace of technology integration.

Subjectively, one might argue that MiCA represents the EU’s hallmark approach: it wants
to encourage digital finance but only if it can fold these innovations into its established
regulatory culture. While this enhances trust—by reducing scams and ensuring stable
markets—it might sacrifice some of blockchain’s disruptive edge. It also raises guestions
about how decentralized autonomous organizations (DAOs) fit into these frameworks, given

that MiCA assumes service providers can be identified and regulated.
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6.3.2 GDPR and the “Right to Be Forgotten”

One of the most intriguing clashes between emerging technology and existing regulation in
the EU context is the conflict between blockchain’s immutability and the EU’s General Data
Protection Regulation (GDPR), particularly its provision known as the “right to be
forgotten.” GDPR grants individuals the right to have their personal data erased under certain
conditions. Blockchain, by design, creates an immutable ledger — once data is recorded on a
public blockchain, it is extremely difficult (if not practically impossible) to remove or alter.
This sets up a direct tension: How can an immutable blockchain comply with a law that

sometimes requires data deletion?

Researchers and technologists have proposed various technical workarounds to reconcile
this issue. One common approach is to avoid putting personal data on-chain in the first place.
Instead, one might put a hash (a cryptographic fingerprint) of the data on-chain, with the
actual personal data stored off-chain in a traditional database. If a deletion is required, the
off-chain data can be erased, and the on-chain hash (which is meaningless without the data)
Is essentially inert. Another approach is to use privacy-enhancing techniques like zero-
knowledge proofs, where one can prove something about data (e.g., that a user is over 18)
without revealing the data itself. These strategies aim to keep blockchain’s benefits

(integrity, transparency of certain operations) while avoiding a direct GDPR violation.

Despite these clever solutions, legal uncertainties remain. For instance, even if only a hash
of personal data is on-chain, some argue that under certain circumstances a hash might still
be considered personal data (if it can be linked back to an individual with additional
information). Additionally, if thousands of nodes have a copy of the blockchain, who is the
“data controller” responsible under GDPR? The decentralized nature complicates the
assignment of legal responsibility. Nofer et al. (2017) highlighted this fundamental issue:
the very premise of blockchain (permanent records spread across many nodes) clashes with
GDPR’s premise (giving individuals control, including erasure, over data held by
identifiable controllers).

The EU’s stance here is a test of whether it will make technology bend to law or law bend
to technology. So far, the messaging has been that technology must comply with existing
privacy laws — GDPR is often touted as a gold standard that the EU would like the world to



50

follow. This means blockchain applications in Europe have had to design themselves around
GDPR. We have seen a rise in permissioned or private blockchains for certain applications
so that a known entity can ensure GDPR compliance, or innovative identity management

systems that allow deletion of personal links.

One could argue that by elevating privacy to a fundamental right, the EU is effectively
forcing blockchain to adapt and evolve. Proponents of this view say that blockchain
shouldn’t get a pass on protections that apply to other databases — instead, new forms of
blockchain (or blockchain-like architectures) will likely emerge that provide verifiability and
integrity without permanently exposing personal data. In this sense, Europe’s strict privacy
regime could drive innovation in “privacy-preserving blockchain” technologies. On the
other hand, purists might insist that any compromise on immutability or openness weakens
what makes blockchain valuable in the first place. If every blockchain must have some off-
chain component or special permission structure to satisfy GDPR, are we still getting the

full benefit of the decentralized model?

The practical outcome so far has been a kind of compromise approach: many EU blockchain
projects blend on-chain and off-chain elements to stay within legal bounds. For example, a
university issuing diplomas on a blockchain might record a credential ID on-chain but store
the student’s name and diploma details in a secure database — complying with GDPR while
still using blockchain to verify authenticity. The EU is likely to continue refining guidance
on this issue. We may see more explicit regulatory or standardization work on how to achieve
GDPR compliance in blockchain (for instance, defining what constitutes acceptable data
“pruning” or encryption). Ultimately, this is a vivid example of the broader theme:
integrating blockchain into the real world means negotiating between the technical ideals of

decentralization/immutability and the legal-ethical ideals enshrined in EU law.

6.4 Impact on Public Administration and Service Delivery

In the public sector, blockchain has the potential to streamline administrative processes and
bolster citizens’ trust in government services. However, its introduction challenges
conventional bureaucratic structures and requires a cultural shift among officials and end-

users alike. If blockchain-based initiatives fail to align with existing workflows—or if they
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appear too technical or disruptive—adoption could stall. Conversely, successful pilot
projects in areas like land registries or digital identity could significantly reduce paperwork,
accelerate service delivery, and lay the groundwork for more comprehensive system

upgrades across EU member states.

6.4.1 Transparency and Trust in Government Services

One of the touted advantages of blockchain in the public sector is increased transparency,
which in turn can bolster trust in government. For instance, if a government implemented a
blockchain-based system for managing public funds or welfare distribution, every
transaction could be recorded on a ledger visible (perhaps with appropriate privacy controls)
to oversight bodies or even the public. This could significantly reduce opportunities for
corruption or misuse of funds, as any irregularities would be easier to spot, and evidence
would be hard to alter or destroy. Likewise, consider a land registry on blockchain: once a
property title transfer is recorded, it’s time-stamped and immutable, providing a clear history
of ownership and reducing the risk of fraudulent backdating or tampering by insiders.
Studies have suggested such transparency can cut red tape and administrative burdens,

making services more efficient (Balcerzak et al., 2022)

The EU sees these potential benefits and has indeed funded pilot projects to demonstrate
success stories as a way to justify broader implementation (European Commission, 2020).
For example, Estonia (an EU member known for digital government innovation) has
experimented with blockchain in its e-governance systems, and the lessons from there
influence EU-wide forums. By showing that blockchain can work in, say, inter-government
data exchanges or certificate verification, policymakers can make a stronger case for rolling
out similar solutions across the Union. There is a bit of a “seeing is believing” element:
tangible improvements (like cutting the time to process a social benefit claim from weeks to
days because multiple agencies can securely share data via blockchain) make a more

persuasive argument than theory alone.

However, a nuanced question underlies this optimism: do these blockchain systems truly
decentralize power or merely shift it? If a government blockchain is run by a consortium of

public agencies or approved private partners, power might still effectively reside in a few



52

hands (just different ones). Atzori (2017) points out the risk that we might end up replicating
old power structures “behind a veneer of decentralization.” For example, consider a
permissioned blockchain for procurement contracts: if the validating nodes are all operated
by a handful of government departments or large contractors, the system, while more
transparent, is not decentralized in the grassroots sense of the original blockchain ethos.
Those entities could, in theory, collude or maintain significant control over the network’s

rules.

This ties into the broader concept of governance tokens or control in so-called decentralized
systems. If, in a public service blockchain, certain stakeholders hold the majority of decision-
making power (say, the ability to update smart contract logic or to decide who can join the
network), then the system might distribute data storage but not governance. It becomes
crucial to design these systems in a way that ensures a distribution of control aligned with
public interest. That could involve including independent auditors or citizen representatives
in the governance of the blockchain network or using algorithms that prevent any single

party from having unchecked authority.

6.4.2 Socio-Political Acceptance

Adopting blockchain in government also requires a cultural shift. Civil servants must trust
algorithmic procedures, and citizens must grasp new digital identity systems. If neither group
is ready to adapt, large-scale blockchain initiatives will stall (El Khatib et al., 2022). In many
respects, the EU must invest not just in technology but also in education, training, and
stakeholder engagement.

Subjectively, one might argue that this human dimension is often overlooked in purely
technical discussions. Even the most robust blockchain pilot can fail if end-users see it as
complex or intrusive. The EU’s blockchain policies, then, must go beyond legal frameworks
and address the day-to-day realities of digital literacy, willingness to adopt new processes,

and trust in algorithmic governance.
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6.5 The Future of EU Blockchain Policy

Looking ahead, the EU must navigate a delicate path: preserve consumer protections and
regulatory clarity while encouraging the open, borderless innovation that makes blockchain
so appealing. Europe’s measured stance could become a global standard for ethical, well-
regulated technology adoption—or it might risk slowing progress if prospective innovators
gravitate toward regions with fewer constraints. Either way, ongoing pilot initiatives and
legislative refinements will shape how deeply blockchain weaves into the EU’s digital fabric,
highlighting whether the technology can meet Europe’s dual demands for security and

inclusivity as new use cases continue to emerge.

6.5.1 A Likely Path: Hybrid Governance

A purely decentralized EU environment seems unlikely, given the region’s legal and cultural
emphasis on oversight. More plausible is a “hybrid” approach, where key elements (e.g.,
validations, dispute resolution) remain under regulatory purview, while the underlying
architecture leverages distributed ledgers for efficiency and transparency (Zachariadis et al.,
2020). This creates a middle ground, but it may require ongoing negotiation between

regulators, developers, and end-users to define how much “decentralization” is acceptable.

6.5.2 Tighter Rules for Consumer Protections

Historically, the EU has leaned toward strong consumer protection, evident in food safety,
financial services, and data privacy. Blockchain is no different. The success of MiCA in
unifying rules for crypto-assets hints that future blockchain legislation will also revolve
around user protections, anti-fraud safeguards, and accountability measures (Benohr, 2020).
Some see this as prudent, ensuring consumer trust; others worry it might stifle open

innovation.
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6.5.3 EU as a Global Trendsetter—or a Cautious Follower?

The EU often envisions itself as a leader in ethical technology governance (e.g., GDPR’s
global influence). If blockchain matures under clear, well-enforced rules, Europe could
become a hub for “responsible” blockchain projects, attracting businesses that seek stable
legal environments. Conversely, if the EU imposes too many constraints, companies may
migrate to more permissive jurisdictions (EI Khatib et al., 2022). It remains to be seen
whether the EU’s moderate line enhances a thriving ecosystem or inadvertently pushes talent

elsewhere.

6.5.4 Socio-Political Ramifications

Finally, the socio-political dimension cannot be ignored. If blockchain-based systems
expand in public services, they could reshape civic participation, trust in government, and
personal data management. Some hope it will empower citizens, reduce bureaucracy, and
encourage direct democracy. Others argue that without careful design, blockchain might
entrench power imbalances—especially if large consortia dominate mining or validation.
Policymakers in Brussels must grapple with these questions, balancing innovation against

Europe’s broader social principles of equality and fairness (Atzori, 2017; Tan et al., 2022).

So, the EU’s relationship with blockchain is shaped by complex interplay among innovation,
regulation, and societal values. While the future path is not fully defined, the ongoing blend
of experimentation, legislation, and cultural adaptation will determine how effectively the

EU leverages blockchain’s potential to serve both economic and public interests.
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7 Discussion and Future Directions

This chapter synthesizes the main insights from earlier sections, offering a forward-looking
perspective on how the European Union (EU) might address both the opportunities and
challenges of blockchain technology. Beyond policy outlines, it aims to discuss the
underlying cultural, legal, and socio-economic factors that could influence future adoption.
By examining governance tensions, policy trajectories, administrative integration, and
broader societal implications, the following sections underscore the multifaceted nature of

blockchain’s role in Europe.

7.1 Revisiting Key Themes in EU Blockchain Adoption

Before exploring the specific tensions and complexities outlined in the following
subsections, it is worth noting that the EU’s approach to blockchain has consistently
grappled with the dual objective of enhancing innovation and maintaining oversight. This
overarching concern touches every aspect of implementation—from how regulations are
framed to how public agencies train their staff. The sections below revisit two major themes
underpinning the EU’s engagement with blockchain: the clash between decentralization and
centralized governance, and the socio-technical hurdles that can either enable or impede

meaningful adoption.

7.1.1 Governance Tensions and Decentralization

A recurring theme throughout this thesis is the friction between blockchain’s decentralized
architecture and the EU’s preference for centralized oversight. While decentralization
promises efficient, trustworthy transactions without intermediaries, the EU emphasizes
regulatory control, consumer protection, and accountability (Atzori, 2017; European
Commission, 2023). This tension often surfaces in discussions around financial regulations,

data privacy, and market stability.

In practical terms, if the EU continues to maintain tight controls—through instruments like
the Markets in Crypto-Assets Regulation (MIiCA)—it might unintentionally limit
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blockchain’s transformative potential. On the flip side, if regulators loosen restrictions too
much, the resulting lack of oversight could erode public trust and lead to instability in critical
domains such as finance or healthcare. Therefore, the EU’s challenge is to find a regulatory
sweet spot that encourages innovation while upholding core principles of fairness and

accountability.

7.1.2 Socio-Technical Complexities

Effective blockchain adoption entails more than rolling out new digital tools: it requires
cultural shifts, changes in organizational hierarchies, and new skill sets among public-sector
personnel (El Khatib et al., 2022). Government agencies must learn to rely on cryptographic
mechanisms for record-keeping rather than hierarchical approvals, while citizens need to

adapt to systems that use digital identity credentials or peer-to-peer service models.

If these socio-technical elements are overlooked, even technically sound blockchain
solutions may fall short. Training programs, pilot initiatives, and user-centric design can help
align blockchain’s technical capabilities with the practical realities of governance and public
service (Tan et al., 2022). By proactively addressing skill gaps and organizational inertia,
the EU can enhance an environment that not only tolerates but genuinely embraces

distributed innovations.

7.2 Policy and Regulatory Outlook

The development of blockchain policy in the EU emerges from a desire to balance market
competitiveness with the region’s longstanding focus on consumer welfare and data
protection. In 2016, the early recognition by the European Parliament was a strategic first
step in EU-wide adoption. On one hand, policymakers recognize blockchain’s capacity to
streamline transactions and reduce fraud; on the other, they must ensure that citizens’ rights
and financial stability are not compromised by untested or loosely regulated technologies.
As the following subsections reveal, the EU’s attempts to refine its legal and regulatory
frameworks highlight both the promise and the potential pitfalls of governing an inherently

decentralized innovation.
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7.2.1 Refining the Existing Legal Framework

Current EU policies like MIiCA and the Digital Finance Package have laid an initial
foundation for more coherent blockchain regulations (European Commission, 2022).
However, the rapid evolution of this technology—spanning decentralized autonomous
organizations (DAOs), tokenization, and more—may outpace existing legal definitions.
Most regulations assume conventional corporate structures and centralized points of contact,
whereas blockchain networks often distribute ownership and governance in unconventional

ways.

This mismatch suggests that the EU needs flexible, dynamic regulations. A regulatory
sandbox model could allow emerging projects to operate under provisional guidelines,
generating data that informs legislative updates (Zachariadis et al., 2020). Such an approach
would help the EU remain responsive to technological innovations, adjusting legal
boundaries to accommodate new use cases while preserving essential protections like anti-

fraud measures and market integrity.

7.2.2 Harmonizing Data Protection and Immutability

The principle of immutability inherent in blockchain often collides with the General Data
Protection Regulation (GDPR), especially the “right to be forgotten” (Nofer et al., 2017).
While technical workarounds—such as off-chain data storage, encryption, or zero-
knowledge proofs—can mitigate direct conflicts, these solutions may introduce new
complexities and risks. For instance, partial off-chain storage could expose data to separate
vulnerabilities, while advanced encryption methods could be misunderstood or underutilized

by end-users.

It would be beneficial for the EU to issue detailed guidelines clarifying how blockchain
projects can comply with GDPR’s erasure requirements without compromising ledger
security. Clear definitions around permissible “pruning” or data masking approaches would
give developers a roadmap, reducing legal uncertainty. By openly engaging with both
technologists and privacy advocates, the EU could establish standards that respect individual
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rights while safeguarding blockchain’s core value—namely, the reliability of an immutable

record.

7.3 Integration into Public Administration and Services

Beyond the commercial sphere, blockchain’s decentralization could also transform how
public services are delivered — from identity verification to welfare distribution. However,
government bodies must reconcile blockchain’s possibilities with legacy systems, budget
constraints, and the varied administrative cultures across member states. This section
examines both the incremental “quick win” projects that build momentum for blockchain in
government, and the more ambitious cross-border visions that aim to unify disparate national

approaches under a shared, secure infrastructure.

7.3.1 Practical Use Cases vs. Ambitious Pilots

Several blockchain pilots have already demonstrated the technology’s potential to enhance
public services, including digital identity (ESSIF) and cross-border document notarization
(EBSI) (European Commission, 2021). Yet, large-scale deployment remains challenging,
particularly in domains like healthcare record-sharing, land registries, and social welfare.
Legacy IT systems in many public institutions are not readily compatible with blockchain-
based architectures, and budgetary or bureaucratic constraints may further slow adoption.

Nevertheless, the EU can leverage smaller, targeted implementations—such as diploma
verification or supply-chain tracking for public procurement—to build trust and gather
valuable lessons (Balcerzak et al., 2022). By focusing on these “quick wins,” policymakers
can demonstrate tangible benefits, making a stronger case for gradually expanding
blockchain applications. Over time, these successes could pave the way for more ambitious

projects, as institutional knowledge and public confidence in decentralized solutions grow.
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7.3.2 Cross-Border Collaboration

Because the EU comprises diverse legal systems and administrative practices, rolling out
blockchain solutions at a pan-European scale requires overcoming varying levels of
readiness among member states. Blockchain’s promise of secure, distributed collaboration
aligns well with the EU’s broader push for frictionless digital markets (European
Commission, 2022). However, the lack of unified technical standards or clear governance

protocols can fracture these efforts.

One constructive path forward is to deepen the role of the European Blockchain Partnership
(EBP) in setting interoperability benchmarks and pooling resources. Common governance
frameworks, standardized APIs, and shared pilot funding mechanisms could reduce
duplication of effort and ensure that each member state progresses in step with the others. If
effectively managed, this collective approach would promote consistent adoption across
borders, making large-scale blockchain services a reality rather than a patchwork of localized

experiments.

7.4 Broader Socio-Political Considerations

While technical feasibility and policy alignment are vital, the success of blockchain adoption
also hinges on public acceptance, equitable access, and alignment with European values.
Even the most advanced ledger system can falter if citizens do not trust it or if it exacerbates
digital divides. The subsections below explore how issues like inclusivity and identity
management intertwine with the EU’s cultural and societal context. These considerations
suggest that practical outcomes often depend on more than just technical merits; they require

attention to ethics, education, and public perception.

7.4.1 Trust, Equity, and Digital Inclusion

Blockchain has the potential to democratize access by removing certain intermediaries, but
it may also create new gatekeepers if mining or validation power is centralized among a few

entities (Atzori, 2017). Moreover, not every citizen possesses the digital literacy or resources
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needed to participate in advanced e-services. If a public-sector blockchain solution becomes
the default platform for vital functions—such as social benefits or official registrations—

people without the necessary technology could find themselves marginalized.

To counteract these risks, the EU could embed digital inclusion measures directly into
blockchain initiatives (Atzori, 2017). This might include offering training programs,
simplifying user interfaces, and ensuring offline contingency methods. By prioritizing
accessibility from the outset, policymakers can prevent a scenario where decentralized

systems inadvertently amplify the very inequalities they were meant to solve.

7.4.2 Shaping a European Digital Identity

Projects like the European Digital Identity framework and ESSIF envision a future where
citizens enjoy greater control over their personal data (European Commission, 2021). If
blockchain underpins these systems, individuals could, in theory, manage credentials
without relying on large corporate intermediaries, thus enhancing personal autonomy. Yet,
striking a balance between user freedom and national security or fraud prevention measures

can be complex.

If successfully implemented, these digital identity initiatives could bolster Europe’s broader
vision of “digital sovereignty,” spurring further blockchain applications in areas like cross-
border healthcare, secure e-voting, or e-Residency programs. However, ongoing
collaboration among legislators, tech developers, and civil-rights advocates will be vital to
maintain public trust and address emerging risks. Only by forging consensus on data usage
policies and authentication standards can the EU ensure that its digital identity schemes both

empower individuals and respect fundamental safety considerations.

7.5 The Road Ahead: Strategic Recommendations

Looking forward, the EU faces the twin tasks of maintaining robust consumer protection
while encouraging the innovative potential of blockchain to flourish. Striking this balance
requires thoughtful regulatory strategies, targeted skill-building programs, and collaborative
frameworks that span borders and industries. The following subsections outline specific
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recommendations for policymakers, industry leaders, and civil society, underscoring how
each can contribute to a blockchain environment that is both future-ready and aligned with

European principles of fairness and security.

7.5.1 Adopt a Gradual, Iterative Strategy

A measured, step-by-step approach can help policymakers and industry players avoid the
pitfalls of rushing headlong into large-scale blockchain deployments. Rather than enforcing
rigid mandates, the EU could expand existing pilot programs and regulatory sandboxes to
thoroughly test new applications and gather real-world insights (Zachariadis et al., 2020).
By starting small and gradually scaling, stakeholders can identify unforeseen technical or
legal issues early on, reducing the chances of costly missteps later. Moreover, this iterative
model allows for adaptive policy updates, so rules can evolve alongside the technology. In
practice, this means setting up short-term, well-defined experiments—Ilike a pilot for digital
identity or secure procurement—analyzing outcomes and refining both the technology and
the regulations accordingly. This cycle of feedback not only boosts confidence among
governmental bodies but also enhances trust with citizens, who see tangible, incremental

improvements rather than abrupt system overhauls.

7.5.2 Strengthen Education and Skills Development

Building digital literacy is crucial to ensure that blockchain initiatives do not remain the
domain of a select few experts. Technical workshops, targeted funding, and academic-
industry partnerships can play a central role in upskilling civil servants, private-sector
professionals, and everyday citizens (Tan et al., 2022). For instance, an official training
program on smart contracts, cryptographic security, and distributed governance could help
public administrators better understand and manage blockchain-based services. At the same
time, communities and businesses lacking robust digital infrastructure need adequate support
to avoid being left behind. Providing grants or incentives for local educational programs can
spur grassroots engagement, making it easier for diverse demographics to adopt and trust
new blockchain solutions. In the long run, this broad-based capacity-building paves the way

for more inclusive and effective use of decentralized technologies.
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7.5.3 Promote a Flexible Legal Framework

Legislation must keep pace with technological advancements without strangling innovation
in its infancy. One way forward is to adopt principle-based or outcome-based regulation that
focuses on overarching goals—Ilike consumer protection and market integrity—rather than
rigid rules for every emerging blockchain concept (Benohr, 2020). For example, guidelines
around decentralized autonomous organizations (DAQOs) could concentrate on ensuring
transparency, accountability, and fraud prevention, rather than dictating the specific
structures these entities must take. Such an adaptable approach helps avoid the constant need
for legal overhauls each time the technology evolves. By clearly defining what constitutes
malpractice, how disputes are resolved, and how personal data is safeguarded, regulators can
provide a sense of certainty for innovators while retaining the flexibility to accommodate

future blockchain use cases—be they in finance, healthcare, or supply chain management.

7.5.4 Facilitate Interoperability and Collaboration

Even the most robust blockchain solutions risk becoming siloed if they cannot communicate
across platforms or borders. Technical interoperability — encompassing shared APIs,
compatible standards, and common communication protocols — is essential to unlock the full
potential of cross-border digital services (EU Blockchain Observatory and Forum, 2022).
The EU Blockchain Partnership (EBP) can act as a convening force in this arena by
promoting standardized frameworks and facilitating dialogue among member states, private

consortia, and international stakeholders.

Concretely, the EU might fund and coordinate the development of open standards for
blockchain (analogous to how internet standards are developed) that ensure, for example, a
supply chain blockchain used by one country’s customs authority can exchange data with a
logistics blockchain used by a private shipping consortium. Moreover, enhancing
collaborative environments — such as EU-wide hackathons, intergovernmental working
groups, or public-private pilot projects — encourages the pooling of expertise and resources.

Breakthroughs or lessons learned in one region or sector can then inform projects elsewhere.
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By actively bridging technical and organizational gaps, the EU can prevent fragmentation
and ensure that blockchain innovations work in harmony. This not only avoids wasted effort
but also reinforces the broader goals of European digital integration. For citizens and
businesses, it means a more seamless experience: a certificate or asset token generated in
one European jurisdiction could be recognized and used in another without additional hassle,

thanks to underlying blockchain interoperability.

7.5.5 Balance Decentralization with Public Oversight

The core strength of blockchain—its decentralization—can pose regulatory challenges if left
entirely unchecked. Absolute autonomy might invite consumer risks, legal grey areas, or
abuses of power by unregulated entities. Conversely, imposing rigid top-down controls can
stifle innovation, defeating the technology’s original purpose of democratizing trust (Atzori,
2017). Therefore, striking a balance means allowing blockchain networks enough freedom
to innovate and self-regulate, while maintaining a degree of public oversight to ensure
accountability, security, and fair market conditions.

Mechanisms for this middle-ground could include mandatory reporting to regulators for
certain large-scale blockchain platforms (so authorities are aware of systemic risks), periodic
audits of smart contract code for critical public systems, or the inclusion of circuit-breaker
protocols that can be triggered in emergencies (with predefined governance processes).
Another idea is delegated authority within decentralized governance models — for example,
having a multisignature arrangement where a mix of node operators and a public regulatory

representative can, in extreme cases, pause a network or fork it to address security incidents.

Such approaches aim to preserve the open nature of blockchain systems while upholding
Europe’s commitment to social welfare, consumer protection, and equitable development.
Essentially, it is about building safeguards into the design of decentralized systems. If done
transparently and with stakeholder agreement, these need not undermine blockchain’s
benefits. Instead, they can provide an extra layer of trust: users and regulators know that
there are checks and balances even in a decentralized environment. This reinforces

blockchain as a force for collective good rather than a regulatory blind spot.
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7.6 Limitations

Like any study, this research has certain limitations that must be acknowledged to properly
contextualize the findings. These limitations stem both from the nature of the available data

and the evolving landscape of blockchain policy and adoption in the EU:

7.6.1 Data Availability and Positive Bias

This thesis relied heavily on secondary data — including official EU policy documents,
industry reports, and published use case descriptions. Such sources often portray blockchain
initiatives in a favorable light, especially during pilot phases or early implementations.
Negative outcomes, setbacks, or operational inefficiencies may be underreported or not
publicly documented. The lack of access to internal project data or unpublished evaluations
means there is a risk of confirmation bias in the evidence base. In other words, the study had
to depend on information that tends to highlight successes (for instance, improved efficiency
in a pilot) while potential failures or criticisms (such as cost overruns or user pushback)
might be less visible. This imbalance in available information could paint an overly
optimistic picture of EU blockchain adoption. We mitigated this by consulting a mix of
sources (including academic critiques), but the reliance on documented case studies and

official communications remains a constraint.

7.6.2 Evolving Regulatory Landscape:

The regulatory environment for blockchain and crypto in the EU is changing rapidly. Major
policies have been proposed and approved even during the course of this research (for
example, MiCA was finalized in 2023). As a result, any “snapshot” of the situation in 2023
will inevitably become dated as new laws come into effect and existing regulations are
updated. This study captures a temporal perspective on a moving target — the findings are
tied to the policies and initiatives in place up to 2023. Future developments (e.g. changes in
MiCA’s implementation, new EU directives, or updated national strategies) could alter the
landscape significantly. The fast pace of legislative and technological change means that

some conclusions drawn now may need revisiting in a few years. In summary, the research
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faces a limitation common in technology policy analysis: the moment it is documented, the
context is already evolving. Readers should therefore interpret the results with an

understanding of this time-bound context.

7.6.3 Technological Adoption and Implementation Challenges

Many of the blockchain use cases and EU initiatives discussed were (and some still are) in
pilot or early deployment stages. There is limited long-term data on their performance and
real-world impact. This presents a challenge in assessing effectiveness — full-scale adoption
has not yet been achieved in many instances, so the ultimate outcomes remain uncertain.
Additionally, the EU comprises diverse member states with varying levels of digital
infrastructure, expertise, and economic priorities. Adoption of blockchain solutions is
uneven: what works well in a digitally advanced country (e.g. Estonia’s e-Residency
blockchain applications) may encounter hurdles in others with different legal or technical
environments. These contextual variations make it difficult to generalize findings across the
entire EU. Moreover, on the technical side, unresolved issues like interoperability between
blockchain platforms, scalability limitations (transaction throughput, energy efficiency), and
user adoption barriers (awareness and trust) continue to pose challenges. Such issues mean
that the impact of EU blockchain initiatives might fall short of expectations if they are not
addressed over time. This study, by focusing on high-level initiatives, could not delve deeply
into every technical challenge, and it assumes, to some extent, that ongoing projects will

overcome these hurdles.

In light of these limitations, the conclusions of this thesis should be viewed as indicative
rather than definitive. They highlight trends and strategies based on the best available
information, but there is room — and indeed a need — for further research. Future studies
could build on this work by conducting in-depth case analyses of specific national
implementations or by using primary data (e.g. interviews with policymakers or blockchain
project teams) to gain insight into behind-the-scenes challenges. Despite the constraints
noted above, acknowledging these limitations also underscores the dynamic nature of the
field: blockchain in the EU is a moving target, and continued observation and analysis will
be essential as the technology and its governance evolve.
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8 Conclusions

This thesis set out to explore two main research questions: first, how blockchain technology
has moved from abstract, ideology-driven ideas to real-world applications; and second, how
the European Union (EU) has integrated blockchain into its policy frameworks and practical
initiatives. In addressing these questions, the study fulfilled two objectives. It showed that
blockchain is no longer limited to cryptocurrencies but is also applied in a variety of use
cases—such as supply chain tracking, healthcare data management, and digital identity
solutions—that benefit from its transparency and security. Simultaneously, the thesis
highlighted how EU regulations and collaborative efforts like the European Blockchain
Services Infrastructure (EBSI) influence the rate and shape of blockchain adoption in

member states.

One key finding is that the EU attempts to balance two competing goals: promoting
innovation while ensuring oversight and consumer protection. On the one hand, pilot
programs and regulations like MiCA encourage legitimate blockchain projects to flourish by
clarifying legal requirements. On the other hand, strict rules can inadvertently stifle some of
the more disruptive features of blockchain, especially those that challenge traditional
governance models. In practice, a “hybrid” approach—where certain aspects remain
decentralized while others are guided by regulatory safeguards—seems to be emerging as a
feasible middle ground. This observation closely matches earlier studies that warn of
blockchain’s potential being hampered by overly rigid regulations or undefined legal

frameworks.

The research also makes a broader theoretical contribution by showing how decentralized
systems, which promise efficiency and democratization, can conflict with the centralized
decision-making structures common in European governance. On a practical level, it
provides insights for policymakers, industry leaders, and public-sector administrators. For
instance, smaller-scale pilot projects and regulatory sandboxes have been more successful
than broad, mandatory rollouts in building confidence and refining best practices. At the
societal level, issues such as digital literacy, network accessibility, and the need to protect
personal data are central to whether blockchain can truly enhance inclusive and transparent

public services.
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Despite these contributions, the study has certain limitations. The rapidly evolving nature of
blockchain technology means any snapshot of its status—even within an advanced
regulatory environment like the EU—can quickly become dated. Additionally, variations
among member states’ legal systems and economic priorities can complicate efforts to
generalize findings across the entire region. Future research might focus on comparing how
different EU countries implement specific blockchain applications, or on measuring how
well pilot projects—such as those for e-voting or digital identity—scale up over time.
Another promising avenue could involve exploring the social ramifications of blockchain
adoption in public services, especially how it impacts privacy, trust in authorities, and

equitable access.

In summary, this thesis demonstrates that blockchain’s value lies in concrete
implementations that solve real problems—such as ensuring the authenticity of supply chain
records or enabling secure digital identities—rather than in purely theoretical or speculative
projects. It also shows that although the EU’s approach, with its strong emphasis on
consumer protection, can slow adoption in some areas, it provides a more secure and
ethically grounded platform for blockchain’s future growth. By continuing to refine
regulations, invest in educational initiatives, and encourage collaborative pilot programs, the
EU can help shape blockchain technology into a reliable tool that benefits both the private

sector and the public at large.
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