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This study explores the security challenges and mitigation strategies for autonomous
vehicles (AVs) and connected autonomous vehicles (CAVs). As AV technology rapidly
evolves, which makes ensuring the safety and integrity of these systems paramount. This
study examines and aggregates peer-reviewed literature published between 2019 and 2024,
covering the cybersecurity issues, threats, and deterrent measures related to AVs and CAVs.
Through the review of literature from online databases which include ACM Digital Library,
IEEE Xplore, Scopus, and WILEY Online Library, the paper identifies key vulnerabilities

in sensor data, communication protocols, decision-making algorithms.

This research identifies data integrity manipulation, system tampering, and cyberattacks on
vehicle-to-everything (V2X) communication. It also evaluates how these vulnerabilities
affect passenger safety and the reliability of AV systems. Real-world situations also identify
some countermeasures such as advanced encryption techniques and intrusion detection
systems with threat detection based on machine learning as of crucial effectiveness. This
literature shows the use of robust hardware and software combinations to mitigate risk

control, safe network structure, and integration.



At the same time, this paper finds some of the most important areas that previous research
has missed out. A case in point is that there are no datasets for testing security solutions on
which you can rely, and very little attention has been given to threats regardless of whether
they emerge in the ecosystem of AV. Additional research in this area should take on board
both academic research and policy. Ultimately, this report underlines the need for a globally
proactive and comprehensive approach to ensure that autonomous driving systems can

withstand a challenge from the rapidly evolving security threat landscape.
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SYMBOLS AND ABBREVIATIONS

AVs Autonomous Vehicles

CAVs Connected Autonomous Vehicles
Cv Connected Vehicles

V2| Vehicle-to-Infrastructure

V2V Vehicle-to-Vehicle

LiDAR Light Detection and Ranging

LS Literature Survey
GQM Goal Question Metric
SAE Society of Automotive

LDWSs Lane Departure Warning Systems
SPAs Parking Assist Systems

RADAR Radio Detection and Ranging

DL Deep Learning

FOV Field of View

NIR Near Infrared

CMOS Complementary Metal-Oxide-Semiconductor
CCD Charge-coupled Device

IMU Inertial Measurement Unit

GPS Global Positioning System

GNSS Global Navigation Satellite System

V2X Vehicle to Everything
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1 Introduction

Autonomous vehicles (AVs) are transforming urban life by eliminating the need for human
drivers through advancements in sensors, communication, machine learning, and data
analytics. However, AV technology has yet to be fully developed and is still in its infancy.
Therefore, passengers and the safety of vehicles remain a concern (Rojas-Ruedaetal., 2020).
AVs depend on perception systems to interpret sensory data and identify road agents such
as pedestrians, cyclists, and vehicles. These systems must accurately process this
information to prevent accidents; (Arnold et al., 2019). Yet a lack of computing resources;
Limited by hardware, AVs can only adapt to simple traffic environments (Tan et al., 2018).
Though AVs are becoming more and more popular in smart cities, there have been no
comprehensive studies on safety and security in AV. The aim of this research is to fulfil this
gap by comparing state-of-the-art methods for AV development and evaluating future

research opportunities in the field.

1.1 Background

According to researchers, connected autonomous vehicles (CAVs) have emerged as a
popular topic for urban transportation systems (Gao et al., 2021). CAVs incorporate AV
technology into Connected Vehicle (CV) communication systems. This makes the vehicle
communicate with other vehicles and to the infrastructure around the vehicle (Wang et al.
2022). It is this integration that is critical for building smart, sustainable cities. Whatever
advantages they may bring, CAVs raise a lot of problems. The reason is simple. By becoming
more and more automated, vehicles in practice are only relying on sensor-based systems
while reducing human involvement(Wang et al. 2022). Although CAVs may offer safety
and efficiency benefits, their interconnectivity makes them vulnerable to cyber-attacks.
These could potentially affect other vehicles or even critical infrastructure (Wang et al.
2022).

Application, network, system levels - even Cyberattacks can occur anywhere those are not
safe from harm. (Khattak, Smith and Fontaine, 2021) These strikes can keep Vehicle-to-

Infrastructure (V21) applications from functioning, turning into disrupt the traffic or even
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causing a collision. A network-level attack disrupts Vehicle-to-Vehicle communications (
V2V), leading either to an accident or else loss of contact altogether between cars within the
same system (Webb and Ming, 2015).

Besides, insider attacks further expose the risk. (Khattak, Smith and Fontaine, 2021). With
many advantages such as cost and emissions reduction to anticipate with high levels of
automation in CAVSs; risks are increased. While researchers have pinpointed a number of
places where CAV software is vulnerable, those who work in a insecure environment for
now need to provide each other with comprehensive defensive measures and basic principles
of cooperation. There is still a lack of comprehensive knowledge about how cyber-attacks
can not only impair physical performance but also disrupt essential communications
systems, can change the decision making algorithm, or scanner is compromised and data is
totally exposed (Gao and colleagues, 2021). It is essential to ensure the safety and security
of AVs, as they depend on real-time sensor data from technology such as Light Detection
and Ranging (LIDAR) and cameras to navigate safely. Addressing security challenges
related to the communications systems, sensor integrity, decision-making algorithms, and
data privacy protection measures that will be built into future transport may be essential for

the future of self-driving cars (Gao et al., 2021).

1.2 Motivation

The motivation powering advances in AV technology rests on their potential to improve
security, mobility, and efficiency. AVs eliminate human error such as distraction and fatigue,
the cause of 94% of accidents (NHTSA). In addition, they provide more mobility for the
disabled and elderly, while freeing up structures on cars as well as reducing pollution (Van
Brummelen et al., 2018). This paper aims to identify certain potential threats to the safety of
AV cars, offer solutions for problems that threaten system integrity, and find gaps in
research. For the sake of future developments, it provides vital leads in setting safe ways for
AV safety net.
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1.3 Related work

Their 2019 study, Sheik and Maple, examines the security issues of cloud-assisted CAVSs.
For secure CAV systems, they emphasize systems need five security requirements:
confidentiality, integrity, availability, authenticity, auditability, and safety. Sheik and Maple
in their systematic literature review (SLR) concluded with a number of typical digital threats.
They particularly focus on attacks from the cyber society that the CAV interconnected with
critical infrastructure faces (Sheik and Maple, 2019). They describes the exponential
multiplication effects of networks on the amount of information coming from sensors and
actuators, which increases systems' vulnerability level. Sheik and Maple bring out the need
for advanced countermeasures to meet stringent security requirements and ensure reliable
data processing. It also points out that roadside units, edge computing, and vehicle
communications systems must be enhanced somewhat to support completely independent
cloud-assisted CAVs. Though they made a comprehensive study, however | must add that it
neglects newer research: in the meanwhile, probably researchers have proposed more
advanced techniques better than those reviewed by Sheik and Maple (2019). This thesis
builds upon those works by identifying what has appeared the latest achievements in AV

technology and filling in current research gaps.

Based on the 2022 study written by Parekh and Poddar: This tech landscape view on AVs
includes everything such as environmental detection, pedestrian recognition, path planning,
movement management, and cyber-security (Parekh et al., 2022). Technology and
regulations must be well combined so that both safety and security play their parts. Because
of this, the study pays more attention to safety-related problems than it does with security as
such. The researchers point out that the world's first limited autonomous driving level 3
vehicle is already commercially available (Parekh et al., 2022). As they see it, AV must be
the future of transportation. However, for this future, the key areas including safety

algorithms, security protocols, and path-planning ways must all be further advanced.

In his 2023 research, Alanazi aims to enhance road safety and travel efficiency by seeking
newer traffic management methodologies that incorporate automated vehicles (AVs) as well
as connected vehicles (CVs). Alanazi divides a review of papers published from 2012 to
2022 into four main sorts: rules-oriented, optimization, machine learning and hybrid

approaches. These contribute to driving objectives such as safety, efficiency, and ecological
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responsibility. Despite the rise of optimization techniques, Alanazi found in his study, rule-
based methods were ranked as second. Alanazi observed that while most papers used
simulators and mathematical studies, only a small number tested real individual automobiles
(Alanazi, 2023). This work conducts a major study of how the technologies of AV and CV
can be used to improve traffic management, which are not accessible yet. The real problem

here is that there are no real-world roads to test these strategies yet.

1.4 Addressing Security in AVs

In today's high-tech Al-powered environment, cars are being turned into machines of
Information Technology like Light Detection And Ranging (LiDAR), Radio Detection And
Ranging (RADAR), and cameras (Wang, Liu and Kato, 2018). Nevertheless, the security of
autonomous vehicles still remain a serious challenge awaiting to be solved. In other words,
the major problem consists in the incomplete knowledge of safety and security problems
faced by AVs, including their weak links and potential threats. This study reviews how these
challenges are being addressed, focusing on identifying the academic gaps, analyzing the
existing methodologies, and assessing major themes associated with safety & security in
autonomous vehicles. This survey gathers insights and could serve as a reference for
academia and industry alike. It provides policy recommendations to reduce the identified

risks and where future research should head.

A literature survey (LS) presented in this thesis was utilized to check out the recent
applications for autonomous vehicles (AVs). This is both a valuable resource for identifying
existing approaches as well as a guide to possible research avenues in the space. We
identified 90 papers and, following a pre-agreed methodology, 30 were selected for detailed
review. They are relevant for the period 2019 to 2024 and were selected, so that, through
their analysis, the current knowledge of threats in AV could be evaluated. The results
highlight how Al is already having a significant influence over AVs. The studies chosen
were put to tests like simulations or actual preliminary trials, and hands-on tests. Some
limitations were observed in these papers even though promising results were obtained. The
most common reasons for failure observed were limited data sets, little analysis of rare

events, and more inadequate verification methods.
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1.5 Outline

Chapter 2 explains the AV methods and techniques used alongside the theoretical
background. Chapter 3 develops and defines the research methodology, highlighting
reliability, validity, and ethics. Chapter 4 provides the data from the study, along with a
summary chart and descriptive text. Lastly, Chapter 5 draws conclusions from the results,
discusses the generalizability and validity of the findings, and addresses directions for future

research.

2 Theoretical Background

This chapter outlines a concise theoretical aspect of research. This chapter is divided into six
subsections. Giving a quick rundown of the many kinds of AVs and their possible advantages
is the first step in comprehending them. Sensors, LiDAR, cameras, and other essential AV
technologies are being assessed as we proceed. As we proceed, we talk about the safety
issues surrounding AVs. An analysis of the AV security concept is then provided. Next, we'll
talk about the several ways that AVs communicate. Finally, a review of mapping and

localization is conducted.

2.1 Evolution of AVs

Advances in technology have transformed traditional vehicles into intelligent machines,
offering enhanced functionality and ease of use. The foundation for these intelligent vehicles
lies in advancements in automation technology. Vehicles are some of the most used
machines in modern life, and they were traditionally in the realm of mechanical engineering
(Parekh et al., 2022). However, with the rise of 10T and embedded systems, these machines
have managed to be smarter and more innovative. AVs refers to the vehicles that drive
autonomously which are currently regarded as the pinnacle of intelligent vehicle
development. Researchers and developers are driven by the need to enhance driving safety,
address the growing population and the increasing number of vehicles, expand infrastructure,
and make transportation more efficient and convenient (Parekh et al., 2022). With a focus

on comfort and safety, they are expected to become highly desirable in the future. These
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vehicles not only sense their environment and connect to the internet, but they also navigate
autonomously, make quick decisions, ensure safety for both passengers and pedestrians, park

themselves, and follow traffic regulations (Parekh et al., 2022).

The concept of automated vehicles was first introduced by General Motors in 1939 (Faisal
etal., 2019). By the 1950s, General Motors and the Sarnoff Laboratory of Radio Corporation
of America began the initial phase of research and development (Faisal et al., 2019). From
the year of 1964 to 2003, R&D programs in Japan, Europe, and the USA focused on research
into automated buses, trucks, and other super-smart vehicle systems (Faisal et al., 2019).
Google began its fleet of AVs called Waymo, which by 2017 averaged a remarkable three
million miles of driving per mile on highways and interstates in the US (Faisal et al., 2019).
Also, Volvo launched the world's first self-driving vehicle for market tests in 2016, although
it is expected by 2021 that commercial production of these unsupervised automatic vehicles
will begin (Faisal et al., 2019). Tesla has taken significant strides in this affair, with 90
percent of these cars being able to drive themselves as of 2014, and all models now come
standard with a self-driving function (Faisal et al., 2019). By 2020, the first cars had arrived
on the market from brands like Audi, BMW, Mercedes-Benz, and Nissan (Faisal et al.,
2019).

In today's traffic environment, work from Faisal et al. (2019) has revealed that CAVs are
able to communicate with infrastructure and either exchange data or negotiate maneuvers.
While some CVs are equipped with a computer-aided system of communication between
human drivers and their cars for comprises similar in spirit to those of the CAV, others must
be manned by manual operators. In traditional driving, a human driver handles localization,
perception, planning, control, and management. AVs take over these responsibilities,
garnering information through various sensors (Faisal et al., 2019). Both individual and
business vehicles can be autonomous. Automated private family cars offer more flexibility
and convenience since several family members can make use of them at once. Yet
commercial AVs operate as buses or taxicabs, not private carriers of goods (Faisal et al.,
2019).

Autonomous Vehicles will offer several technological benefits over traditional cars,
including fuel efficiency, crash avoidance, lane keeping, automated parking, traffic sign
recognition, and pedestrian detection. These vehicles will handle core functions such as

localization, perception, planning, control, and management (Faisal et al., 2019). With
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autonomous driving technology, the future of mobility is expected to be safer, more
sustainable, and more convenient. AVs' automated driving systems (ADS) will eventually
replace human drivers for various tasks on highways and in different environments (Faisal
etal., 2019).

The Society of Automotive Engineers (SAE) has divided automated vehicle systems into six
levels, ranging from 0 to 5 (Alsalman et al., 2021). Currently, most vehicles are at Level 1,
where the human driver controls all safety-related functions, although the vehicle may assist
with basic tasks like steering or acceleration (Alsalman et al., 2021). Some vehicles, like
those from Tesla, Mercedes-Benz, BMW, and Volvo, have already reached Level 2
automation, which is available on the market. Level 3 vehicles, such as the Audi A8, are
emerging, but higher levels of automation are still under development by various automakers
(Alsalmanetal., 2021). Figure 1 summarizes the 6 levels (The Mission of SAE International

IS to advance mobility knowledge and solutions, 2024).

ey
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No Driver Occasional Partial High Full
automation assistance automation automation automation automation
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control of the driving assist some not need to conditions the intervention is
vehicle at all time, features, but the autonomous monitor the vehicle is fully required at all to
and there ae no vehicle is capability but the environment, but autonomous, with drive the vehicle.
autonomous controlled by the driver must must be able to the option of the
features. driver. remain in control. take control of driver taking
the vehicle at all control.
times.

Figure 1: The levels of automation as defined by SAE.

Autonomous Vehicles must be specifically programmed to react to different objects they
encounter, something that humans naturally do while driving. Once an AV recognizes a
situation, it needs to determine the best course of action to avoid an accident (Khan et al.,
2021). A critical question arises: if a fatal outcome is unavoidable, should the vehicle
prioritize the safety of its occupants or pedestrians? This ethical dilemma poses a significant
challenge to the widespread adoption of AV technology, as it introduces complex issues of
liability and responsibility. The rise in smartphone use, along with drunk driving and

speeding, has led to an increase in distracted driving, causing countless accidents, injuries,
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and deaths. The purpose of designing AVs is to avoid road accidents and to reduce traffic
disruptions. AVs can navigate any road infrastructure according to the study (Khan et al.,
2021).

2.2 Key Technologies in AVs

To convert a regular vehicle to an autonomous one, we need to add many modules and
components to it, such as sensors, which help in the perception of the environment around
the vehicle and for the dynamics control of the vehicle. For a fully autonomous Level 5
vehicle, where all users of the vehicle are passengers, the protocol architecture consists of
four primary steps. Step 1: The perception stage. The first stage of the method will identify
the location of vehicles and environment detection of AVs through multi-sensing.
Technologies utilized in this stage include RADAR, LiDAR, cameras, RTK, etc. These
sensors collect the data, which are processed by recognition modules (Ahangar et al., 2021).
The key components of AV are ADAF, control systems, LDWS, TSR, UOR, and a VPL
(Ahangar et al., 2021). The information is processed and the information is then integrated

and forwarded to the later stages such as the decision-making and planning stage.

The next level is decision-making and planning. The data gathered at the perception level is
sufficient to act, to plan the trajectory of the AV as well as for motion control (Ahangar et
al., 2021). Plans, predictions of actions and states, obstacle avoidance, and decision-
making comprise this process. In addition to current and historical data, decisions are
influenced by information received from the user (Ahangar et al., 2021). Contains a data

logging module to log data and capture errors

The next stage is control, which deals with the physical action of the vehicle, things like
the steering wheel, the brakes, and the throttle. These modules get orders from phases of
decision-making and planning. Next comes the body of the car, the stage chassis, where
mechanical parts e.g. the accelerator pedal, steering motors, gear motors, and brake pedals
are connected to systems controlled by a computer. The control module then sends signals
to manage all these parts (Ahangar et al., 2021).



17

Table 1: CAV operation stages (Ahangar et al., 2021).

As AVs handle more complex tasks, sensors play a crucial role in helping them perceive
their environment and make informed decisions. Autonomous vehicles work through a
diverse range of sensors such as LIDAR, cameras, radar, ultrasonic sensors, sensor fusion,
and GPS (Taraba et al., 2018).

The next sections elaborate on these key components for autonomous vehicles: Ultrasonic
Sensors, RADAR, LiDAR, Cameras, IMU, GPS, and GNSS. Together, these technologies
allow AVs to be aware of their environment, navigate appropriately, and make quick
decisions. Each element helps expand the capabilities of the cars, but they all need to be

integrated to make sure it’s all safe, accurate, and dependable during autonomous operations.
Ultrasonic Sensors:

Ultrasonic technology (e.g., short-wavelength parking sensors (Taraba et al., 2018)),
typically mounted on vehicles' bumpers, when combined with far detection systems, that
detect other cars 10 meters or even more distant, one of which can even detect the magnetic
field of the Earth as one approaches a parking space, behind him. Its working frequencies
fall above 20 kHz (Taraba et al., 2018), well above what human hearing perception is able
to accommodate. In front of a target object stands the sensor, calculating at what distance
from it that object lies by timing how long sound waves are returning to it. An ultrasonic
sensor sends out sound beams which when they encounter an obstruction are reflected back
toward the sensor. The sensor calculates the distance by measuring how long it takes for
these waves to get to the destination. With the length of the transmission signal, the amount
of error in distance measurement (Taraba et al., 2018) is caused when the signal lasts only
about twice as long as it takes to reach an object's width. These sensors, by contrast, only

detect in narrow bands over short distances.
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When multiple sensors are used at once, range errors can be quite significant. Thisis because
they can easily interfere with each other. However, these errors can often be minimized if
each sensor is assigned a unique ID code or signature to each other. This prevents the
interference from different sensors in proximity. Short-range measurements at low speeds is
best achieved by the ultrasonic sensor in a parking aid system (SPA) or a lane-departure
warning system (LDWS). In this way, they execute well within autonomous vehicles
(Ahangar etal., 2021). These sensors also perform well in dusty environments and can detect
objects regardless of the material type, including colored surfaces (Ahangar et al., 2021).
Ultrasonic sensors operate by sending out sound waves (Taraba et al., 2018). There is a
threshold set during the wave's transmission to prevent interference between the emitted
sound wave and the receiver. As the distance increases and depending on the ability of the
material reflects the sound, this threshold level gradually rises over time from the

transmission start (Taraba et al., 2018).
RADAR:

RADAR in vehicles are certain to recognize any objects around the vehicle, meaning that
any potential hazards become identifiable targets for them. These systems serve as the
driver's guardian or guide against danger situation. At the highest levels of autonomy, an
autonomous vehicle may also take over control of the vehicle's braking or other functions in
order to prevent accidents (Taraba et al., 2018). Radar systems can differentiate their relative
velocities and it can also recognize obstacles. The radar sensor functions by comparing the
distortion between the original signal transmitted and an identical frequency reflected back

after bouncing off an object (Taraba et al., 2018).

A radar sensor measures the distance to an object by using the difference between signals
transmitted and that received. To measure this distance, it must also consider the time a given
signal takes to reach its destination as well as how fast those sound waves are travel through
space. By using Doppler effect, the relative speed of detected objects in relation to a vehicle
can be observed (Taraba et al., 2018). By analyzing both the reflected wave's phase shift and
its frequency, this radar can also tell you the speed and direction of an object. Autonomous

vehicles typically use two radar frequency bands: 24 GHz and 77 GHz (Taraba et al., 2018).

Modern cars are capable of measuring the distance in the 5 to 200 meter range with different
frequency bands, including 24, 60, 77 and 79 Giga-Hertz ones (Ahangar et al., 2021). By
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comparing sent and received signals, AVs calculate the distance from objects. AV radar
systems use a matrix of micro-antennas to form lobes, which increases range resolution and
allows multiple target recognition (Ahangar et al., 2021). The Doppler shift causes variance,
therefore, mm-Wave radar which has high penetration and wider bandwidth can measure
short-range targets accurately (Ahangar et al.,2021). In conditions where object detection is
difficult such as fog or heavy rain, Mm-Wave radars are able to detect environmental factors
only such as snow, rain, and fog due to its long wavelength (Ahangar et al., 2021). An
additional fact is that mm-Wave radar can estimate relative velocity from Doppler shift
(Ahangar et al.,2021). The radars can be utilized for other AV applications ranging from
mapping to pedestrian and vehicle recognition, apart from obstacle detection.

LiDAR:

LiDAR technology helps a vehicle feel and understand its surroundings. It generates 3D
environmental maps of buildings, roads, and other vehicles using laser pulses (Li and
Ibanez-Guzman, 2020). This information is then merged with other data to ensure safe
navigation. LIDAR is used by many top-level AVs, though it's more expensive and has

moving parts.

LiDAR and cameras are often combined in practice to complement each other. While
LiDAR is good at measuring distances, and a camera is less effective in this respect and
cannot identify objects on its own (Li and Ibanez-Guzman, 2020). However, combining
precise physical and semantic data with map information significantly enhances intention
prediction (Li and Ibanez-Guzman, 2020). Although LiDAR-based perception systems have
been well-established through years of development, the rise of deep learning (DL) is
changing the landscape. There are now several computationally efficient and interpretable
LiDAR data processing methods based on models. Data-driven DL techniques have
demonstrated remarkable capabilities, particularly in providing semantic information, an

area where traditional methods have struggled (Li and Ibanez-Guzman, 2020).

LiDAR functions as a scanner to its field of view (FoV) with laser beams (Li and Ibanez-
Guzman, 2020). This can be achieved by a sophisticated system of beam steering. Near-
infrared (NIR) laser diodes emit the laser beam, which is modulated in amplitude (Li and
Ibanez-Guzman, 2020). A photo-detector captures the signal returned from the laser beam

after it reflects off objects in the environment. Fast electronics then measure the time delay
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between the transmitted and received signals, which is used to calculate the distance. The
range is determined by comparing the difference between the sensor model and the actual
sensor reading. Signal processing is used to counteract the influence of variations in the
reflected energy, taking account for any surface materials and environmental factors
encountered between transmitter and receiver. The LiDAR output represents the surrounding
scene, a 3D point cloud. The data is stored in a huge file, with color intensity files that

correspond to the reflected laser energy (Li and Ibanez-Guzman, 2020).

LiDAR is divided into two categories, one of them is laser rangefinder systems and another
one is scanning systems (Li and Ibanez-Guzman, 2020). The laser rangefinder operates using
a transmitter for its laser beam. This illuminates the target, and a photo-detector captures
reflections from different areas of impact on its surface. The photo-detector generates an
electrical signal after optical processing and photoelectric conversion. Using optical
components, the laser beam is focused and collimated onto the photo-detector. In addition,
the signal will also drive signal processing electronics which calculate distance between the

laser source and any surface reflecting it (Li and Ibanez-Guzman, 2020).

Infrared Camera

Long-range " —
front LiDA (

Ultrasonic
Sensor

Odometer
Sensor

Sensor

Cameras:

Autonomous cars typically have a camera placed behind the windshield, though they may
be located elsewhere on the car. These cameras are often equipped with CMOS or CCD
sensors (Taraba et al., 2018). For CMOS sensors, each pixel converts light into voltage
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independently, and there are many transistors near each pixel to measure and amplify the
signals. Data from the entire chip being collected makes this method cost-effective and
provides chips which are generally similar to CMOS technology (Taraba et al., 2018). The
reason these chips differ in sensor architecture is because of how they process data. In a
CMOS sensor, each pixel's charge is converted directly into an electrical signal; this can lead
to lower sensitivity (Taraba et al., 2018). In contrast, CCD sensors measure the number of
photons per pixel (Taraba et al., 2018). In order to achieve accurate color capture, CCD
cameras generally use a color filter or three-chip system. CCD sensors are more sensitive
than CMOS sensors (Taraba et al., 2018).

According to Taraba, et al. (2018), car-mounted cameras can be divided into several
categories. The most important thing is the location of the camera on the car. (Taraba et
al.2018) say traditionally autonomous vehicles have sensors both in the back and at the front
of the vehicle, however Tesla, uniquely, uses cameras on its sides to view the surrounding
environment (Taraba et al., 2018). Cameras can also be classified by color, such as black-
and-white, monochrome plus one color, or full RGB color. More distinctions are possible to
be made among mono and stereo cameras. While black-and-white cameras, which only
capture brightness levels, can secure many essential camera functions, adding color can
significantly enhance performance (Taraba et al., 2018). For example, red-sensitive pixels
enhance the recognition of traffic signs. Stereo-type cameras are particularly valuable for 3D

vision, allowing for the measurement of distances between objects.

AV cameras can be categorized based on the wavelength of the device into visible-light
optics or infrared (IR) optics (Ahangar et al., 2021). These cameras are generally designed
with CCD or CMOS sensors to take images (Ahangar et al. 2021). Depending upon the
quality of the lenses, a camera can capture images up to 250m away (Ahangar et al. 2021).
These visible light cameras are configured with three RGB wavelength bands which is
similar to the human eye’s range 400-780 nm. To perform stereoscopic vision, two visible-
light cameras with familiar focal lengths are used to create depth data (Ahangar et al., 2021).
This capability allows the RGBD camera to create a 3D representation of the vehicle's

surroundings.

Passive IR sensors can have wavelengths ranging from 780 nm to 1 mm commonly used in
IR cameras for AVs (Ahangar et al., 2021). These sensors assist with night vision action and

have supporting functions like BSD, side-view monitoring, accident recording, and object
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recognition. But, the camera's performance can be impacted in adverse conditions — snow
or fog, or shifting light conditions. These cameras can capture fine details of the texture, and
shape, and color of their surrounding area, making them powerful tools. Nonetheless, even
a single camera cannot view the entire range due to its limited field of view (Ahangar et al,

2021). To avoid this issue, AVs are outfitted with several cameras for a wider field of view.
IMU, GPS, and GNSS:

This technology can assist the AV navigates and can pin-point the correct location (Ahangar
et al., 2021). GNSS relies on satellites that circle the Earth at certain distances and intervals
to determine the location of a user. Such system monitors the AV’s location, speed, and local
time. This is accomplished by measuring the Time of Flight (TOF) between the moment the
satellite sends the signal and when it comes to it. Usually, GPS coordinates are utilized to
obtain the vehicle's location (Ahangar et al., 2021). Generally, however, the GPS accuracy
is limited averaging at best to 3 meters with a standard deviation of 1 meter. This degradation
in accuracy increases even more over urban areas resulting in errors between 20 and 100
meters (Ahangar et al., 2021).

Moreover, RTK systems are used in AVs to provide the exact position (Ahangar et al., 2021).
Also, dead reckoning (DR) and inertial positioning can provide information about the
vehicle's position as well as its direction of movement (Ahangar et al., 2021). Odometry
tracks the position of a vehicle using rotary sensors on the vehicle wheels (Ahangar et al.,
2021). In this system, the IMU fuses the data of the inertia sensor, the rotation sensor, and
the magnetic field detector, which helps the AV to detect slip and lateral movement. When
combined with other sensors, it can assist in improving sampling speed and correcting
measurement errors. IMU has no capability to observe the position errors without the GNSS,
but different methods like IMU, RADAR, UWB, GNSS, LiDAR, and cameras can be used
to fuse information together and assist AVs to minimize errors and in turn, produce a better
measurement of the position. Then, the GPS position can be further refined and validated by

incorporating DR and inertial positioning (Ahangar et al., 2021).

Every reading taken from a GNSS receiver will not depend on any other measurements, it
will provide a completely new absolute position. Some applications rely on supplemental
sensors that can provide an assumption of the initial location of the vehicle, or compensate

for accumulated errors (Perea-Strom et al., 2019). In order to determine each localization
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error, a covariance method must be applied for each GNSS obtaining as an output an error
vector. This type of method is a strong one. Factors Motivating the Accuracy of a GNSS
System The ground accuracy of GNSS is influenced by several factors which include the
signal quality of a satellite, availability of the satellite, multi-path events, atmospheric signal

distortion, and signal reflections (Perea-Strom et al. 2019).

GPS: Use the satellite constellation of 24 satellites to accurately track a freelance (Milanés
et al., 2008). This technique identifies the exact location of a vehicle with precision down to
centimeters or even less. A GPS receiver needs signals from at least four satellites in order
to deliver an accurate (X,y,z) position within 20 meters (Milanés et al. 2008). However, this
is possible to be reduced to less than two centimeters by Differential GPS (DGPS) (Milanés
et al., 2008). DGPS functions much like GPS, but it is not quite perfect. For example,
interference with the signal by obstacles such as trees, tunnels, or buildings might result in
failures of guidance and loss of information. Integrating GPS data with an inertial system

would mitigate the issue.

GPS has a higher accuracy than dead-reckoning methods, especially in open areas such as
highways. Nevertheless, GPS signals can sometimes get lost leading to two different
scenarios. The first is a brief disruption: that signal has often been lost for less than a second,
such is the case when buildings in urban areas block satellite signals (Milanés et al. 2008).
With this abrupt loss, rapid movements of the steering wheel may result in dangerous
manoeuvering. The second scenario involves a longer cut, such as when the vehicle enters a
tunnel or passes through a dense tree canopy, in which case another system takes over.
Finally, the GPS and Inertial Navigation Systems (INS for short) each have their own
advantages. By synthesizing them, vehicle navigation gains the benefits of long-term

stability free from outside disturbances.

2.3 Security Challenges in AVs

Ensuring the security of AVs is becoming increasingly challenging for several reasons. First,
their functionality is more exposed to potential attackers. Second, AVs rely on multiple
interconnected autonomous systems to operate. Third, they interact with a wide range of

other smart systems within urban traffic networks. Beyond these technical challenges, the
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principle of security by design is often understood poorly and rarely implemented in complex

autonomous systems like AVs (Chattopadhyay, Lam, and Tavva, 2020).

In any case, the extensive use of computing devices and communication channels in AVs
gives rise to significant security problems. This is because these vehicles communicate with
other AVs and themselves fraught with potential vulnerabilities. Malicious people might
then hack into the car’s system, because it is a complete computing device itself, and take
complete control over the operation or use for nefarious means. This is dangerous because
once vehicles are connected together, if one picks up malware and spreads it all over the car
network then other cars follow suit in short order (Khan et al., 2021). This sort of malware
could make for coordinated attacks, with hackers controlling AVs by means of breaches in

security or by manipulating sensor data.

Their use of public network infrastructure and exposure to the outside world means
Connected AVs are especially in danger of cyber attacks. The attack surface has many
vectors that hackers could exploit, allowing evildoers to feed harmful code into the system,
extract sensitive information, or bring a halt to operations. Such attacks can come from
outside agents, natural forces, or even someone inside the vehicle who has been
compromised. This is all directed at sabotaging the vehicle's autonomous abilities
(Chattopadhyay, Lam, and Tavva, 2020).

The academic research community has identified potential security threats to CAVS,
although no major attacks from cyber have been reported in publicly operated CAV systems
(Pham and Xiong, 2021). However, cyberattacks on autonomous vehicle systems could be
more devastating than non-automated systems. In emergencies, drivers are unable to regain
control if they have mental or physical incapabilities, and engineers may struggle to restore

compromised systems quickly (Pham and Xiong, 2021).

Several cyberattacks have been demonstrated on existing CAVs and their components,
categorized into two types: remote-access attacks and physical-access attacks (Pham and
Xiong, 2021). Remote-access attacks do not require physical modifications or attachments
to the vehicle; attackers can execute them from a distance, such as from another vehicle.
These attacks are more common than physical-access attacks due to the extensive
information exchange between CAVs and their users. CAV elements that have to interact

with the environment are particularly vulnerable to such attacks.
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Remote-access attacks frequently require sending fake data, interrupting or preventing
signals, and stealing valuable information. As they send false data, this can allow the attacker
to control how a vehicle behaves. Then, hackers may also collect sensitive information which
they will exploit at a later time and disrupt important information flows necessary for the
proper operation of the CAV (Pham and Xiong, 2021).

Physical-access types of attack can be accomplished by modifying its components or by
attaching tools directly to the electronic network that links everything together. For example,
an ECU might be reprogrammed or input data falsified by the attacker. These are attacks that
are more difficult to execute in practice. The necessary physical tampering not only changes
but also increases the odds of being caught. However, it is important to know why such
attacks were made. CAVs are generally aimed at three main objectives: to cause his
functioning to be not smooth, to take control over the functions, or to steal data. They are a
static attack that seeks to disable parts critical for autonomous driving in an effort to make
the vehicle incapable of moving on its own. These types of attacks are similar to denial-of-

service attacks on networks (Pham and Xiong, 2021).

When an attacker wants to take over, with an emergency brake switch he may instruct the
vehicle to make false turns and increase speed or even stop--in other words, he controls its
direction. Finally, when an attacker realizes that most data is held at the CAV, they steal it
to use against you in future malfeasant actions. Faced with a variety of attacks, like disabling
functionality targeted attacks have put CAV data integrity and security at risk. One major
motivation is CAV Hijacking. This includes perception spoofing, where the system is fed
false environmental inputs, and spoofing on LiIDAR, RADAR, or GPS Pseudonyms causing
the vehicle to misinterpret its location or its surroundings. Another pressing issue is CAV
Functionality Obstruction. Attackers can disrupt the operational sensors through optical
sensor (camera) disruptions, or jam signals for LIDAR, RADAR, and GPS leading to

compromised navigation and control (Pham and Xiong, 2021).

Besides, attacks such as Denial-of-Service (DoS) on the CAV network can flood the system
and render it useless. For the last one, CAV Data Theft threatens critical systems such as the
Electronic Control Unit (ECU), Controller Area Network (CAN), and data from Light
Detection and Ranging (LIDAR) sensors; this exposes sensitive vehicle information and
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even user data. These attack motivations underscore the need for CAV systems and

protection mechanisms that have security equal to their technological capabilities. Figure 3

provides an overview of these attack motivations. (Pham and Xiong, 2021)

CAV Hijacking
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Figure 3: CAV attack motivations (Adapted from Pham and Xiong, 2021).

In recent years, manufacturers gave attention to making AVs more reliable. Their main focus

has been improving the precision of data collected by those numerous sensors None the less,

the occasional incident has happened such as a fatal accident which occurred after Tesla's

Model S collided with a truck (Khan et al., 2021). Tesla, which is a well-known leader in

the AV industry, emphasizes the significance that such incidents simply cannot occur (Khan

ET al., 2021).

In order to make sure these detectors are safe, keeping them well protected against sabotage

or hacking has to be mandatory. If these tampering attempts are successful there might be

wrong information feedback and sensors will fail. This can have terrible consequences for

everyone on the roads (Khan et al., 2021) For safe navigation in self-driving automobiles,



27

an array of ultrasonic sensors, millimeter-wave (MMW) radars, onboard cameras, LiIDAR

and GPS locations need to be processed with accuracy and reliability.

The distance to an obstacle is measured by the time for those waves to bounce back off
objects and return to the sensor. Ultrasonic jamming disrupts this process, filling whatever
frequency the vehicle's sensors are operating at with continuous ultrasonic signals which
have their own power source (Khan et al., 2021).In this way, sensors might miss obstacles

and bring about accidents.

MMWs (millimeter waves) lie in the frequency spectrum between radio waves and visible
light, and MMW radars measure differences in time and frequency in wave reflections. But
these radars are susceptible to attacks (Khan et al., 2021). The jamming attack consists of an
MMW radar jammer that emits continuous signals in the same frequency band as the radars
of the vehicle. The presence of this interference elevates the noise floor and decreases the
signal-to-noise ratio dramatically. Consequently, the radar does not perceive any vehicles or
obstacles in front of it anymore as a result of ESD, which might have a visible effect on the

safety and functionality of the vehicle (Khan et al., 2021).

Autonomous vehicles are equipped with onboard cameras that gather visible light and use
optics to identify the vehicle's surroundings. These cameras are critical for the vehicle to
detect lanes, traffic signals, and road signs as well as to enhance its stopping and driving
functions. They are vulnerable to attack that seeks to disrupt them. Laser beams on the target
are projected on the camera, which blinds the sensor temporarily, making it susceptible to
attack (Khan et al., 2021).

LiDAR systems are crucial in developing operating environment identification and obstacle
detection components for autonomous vehicles. Also share where the obstacles are in the
environment, and where the vehicles are relative to those obstacles (Khan et al., 2021). But
this is such as attacks that exploit the reflected signals in LiDAR systems. The signal of the
reflected wave from an object is delivered in such a way to seem originating from another
place. It is this deception that causes the autonomous car to believe the object is located

somewhere in space other than where it appears to the human eye (Khan et al., 2021).

The geolocation of autonomous vehicles is done by GPS satellites. They rely on accurate
geographic coordinates and the identification of vehicles they receive from satellites, to

operate properly. However, attackers can abuse this system with a GPS satellite simulator.
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By cloning a satellite’s signal and broadcasting it at a higher strength than the actual GPS
satellites, the malicious device can trick the vehicle and provide false location data to the
system. This manipulation causes deception in the vehicle so that it behaves in light of the

wrong positional reality (Khan et al., 2021).

DoS attacks are particularly harmful since they deny genuine users access to networks and
their resources (Khan et al., 2021). Abusers fill the net with false messages to congest it in
that form and degrade the option and efficiency of the gadget in those attacks. Once an attack
is detected, addressing it can be a challenge in its own right because of the extent of the

disruption that it creates.

2.4 Communication Protocols and Types in AVs

The Internet of Things (IoT) is an advanced technology that has multiple different
applications. A big example of the Internet of Things is the smart infrastructure in vehicles
thanks to the data gathered from internet-connected devices. A specific subfield of 10T is the
Internet of Vehicles (loV) (Nanda et al., 2019). The loT platform is a group of connected

devices that send and receive data and information.

The Internet of Things has become a prominent technology and is being spread to aggregate
fields of diverse sensations and a countless number of services are provided as the devices
and as the services. One such network gaining prominence in the automotive arena is
Vehicular Ad Hoc Networks (VANETS), which allow vehicles to connect and interact with
other vehicles and infrastructure in the vicinity. Over time, VANETs have evolved into
loVs, and they are anticipated to eventually develop into the Internet of Autonomous
Vehicles (I0AV) in the future (Nanda et al., 2019).

VANETS (Vehicular Ad Hoc Networks) facilitate spontaneous wireless connectivity among
mobile devices and moving vehicles (Ahangar et al., 2021). Nevertheless, vehicle-attached
networks (VANETS) are additionally required to support V21 communication, apart from
V2V communication (Ahangar et al., 2021). This helps to drastically improve road safety,

as vehicles can share crucial data on their environment in hazardous scenarios.

The On-Board Units (OBUSs) used in Vanets are among the most crucial components of

Vanets, as these GPS-enabled devices are situated inside vehicles. These are able to
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exchange information with other devices and RSUs (Ahangar et al., 2021). Thus, V2X is a
communication among OBU and RSU (Ahangar et al., 2021). In the oV domain, the data
is collected from the devices via a variety of sensors either embedded in the vehicles or
RDUs. The OBU contains these sensors: GPS, accelerometers, LIDAR, proximity radar,

image sensors, and other performance and control modules (Nanda et al., 2019).

Sensing layers form the first part of a three-tier architecture. It integrates both the physical
and data link layers (Nanda et al., 2019) and acquires environmental information from
available sensors (Nanda et al., 2019). Driving patterns, outside conditions, vehicle

situations, and vehicle conditions, to name a few.

The next layer is the network layer which receives the data from the sensing layer. This is
then processed and dispatched through the application layer. Some retrieve large amounts of
information, through several networks and also transmission mediums like local area
networks (LAN), WLAN, BT, and Zigbee (Nanda et al., 2019). This layer is called the
communication layer, which does the connectivity. V2V, or vehicle-to-vehicle, which refers
to cars communicating and sharing information with each other; V2I, or vehicle-to-
infrastructure, where cars relay information that reaches infrastructure; V2P, or vehicle-to-
pedestrians, which shares information with pedestrians; and sense to sensor, or sensor-to-
sensor, which refers to the ability of any sensors to communicate with other sensors (Nanda
et al., 2019).

The application layer is the core of the architecture with data storage, processing, and
decision-making. (Nanda et al., 2019) and is a significant construct in the management of
data and enabling of new technologies including big data analytics, wireless sensor
networks, and cloud computing. We can go one step ahead with this and abstract out to the
application layer and the business layer and that gives a structured way for creating and
managing resources. It connects to the 10AV platform to manage applications via a

controlled procedure.
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Vehicular communication (VC)

I l

Vehicle to Vehicle (V2V) Vehicle to Infrastructure (V21) Vehicle to Everything (V2X)

Figure 4: Vehicular communication system.

The above-mentioned figure (Fig.4) summarizes the use of different types of Vehicular
communication systems used in AVs. Since CAVs rely on real-time exchange and decision-
making based on data, vehicle communication systems are crucial for their functionality
and safety. Vehicle-to-vehicle (V2V) communication offers a mechanism to directly talk to
each other about speed/location/road conditions to prevent crashes as well as smooth traffic
(Nanda et al., 2019).

V2l communication is defined as communication between vehicles and roadside
communication infrastructure, asking for example for a vehicle to communicate with traffic
lights, sensors, and road signs, and that enables cooperatively dynamic traffic management
and navigation. Based on the earlier context, Vehicle-to-Everything (V2X) communication
can be defined as the communication between a vehicle and all the entities around it like,
pedestrians, cyclists, and 10T devices, and thus is able to play an highest role in situational
awareness & safety (Nanda et al., 2019). Avs are using various wireless technologies to
communicate with other vehicles and network infrastructure. It is this form of V2X
communication that enables the transmission and reception of real-time data such as audio
and video. For example, in bad weather or in bad conditions where AV can instantly send

warning messages to surrounding vehicles (Nanda et al., 2019).
Mapping and Localization in ITS

An essential element of Intelligent Transportation Systems (ITS), Mapping has received
growing interest in research. One of the most used techniques is mapping the road networks
which just maps the roads of the area in which you are interested. Observing the design from
a high level, it can be used for a variety of purposes in autonomous applications ranging
from vehicle localization to map generation and navigation control. In contrast to Occupancy

Grid Maps (OGMs) which are constructed from range measurements such as LIiDAR or
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SONAR data, road networks are typically obtained from service providers such as Google
Maps or OpenStreetMap (OSM) (Ismail et al., 2019).

Map building enables intermediate applications like vehicle localization. Global Positioning
System Intelligent Transportation System Global Positioning System (GPS) is fundamental
to Intelligent Transportation System (ITS) applications. Despite this, several kinds of errors
impact the GPS data, which makes it difficult to derive accurate trajectory information. In
order to use GPS data for vehicle localization, it has to be map-matched with a road network.
Such techniques discover the true path of a vehicle taken from noisy GPS data. The
systematic map matching method is the Hidden Markov Model (HMM) and its variants
(Ismail et al., 2019). HMM uses a probability-based model of road network connectivity
information to infer plausible paths (Ismail et al., 2019). Since the route planner usually has
prior knowledge of the route that will be traveled in autonomous driving, complex HMMs

are less popular for these types of applications.

Highway localization can be categorized into three types: one is Road-Level Localization
(RLL), the second one is Ego-Lane Level Localization (ELL), and the last type is Lane-
Level Localization (LLL) (Laconte et al., 2021). (2) Real-time localization relies on digital
maps (e.g. Google, OSM, Waze) (Laconte et al., 2021). These use GNSS receivers to gather
geodetic coordinates (latitude, longitude, and altitude) (Laconte et al., 2021). Subsequently,
a Map-Matching process takes place to attach the ego-vehicle position to the correct location.
Despite being able to produce localization results with an average error of less than a meter,

there are still a lot of uncertainties.

In RLL, positioning devices are incorporated into most vehicles to assist drivers in knowing
certain aspects of their location. However, they are usually inaccurate and deliver noisy
position estimates. To handle this, a map-matching process is needed to match the position

of a vehicle with the road network indicating a map (Laconte et al., 2021).

For ELL, knowing the road of the vehicle it is traveling is not enough for some applications
for example lane keeping (Laconte et al., 2021). In order to do this safely and correctly, the
system must be aware of the lane the vehicle is on. This is conceivable with improved
localization, which fundamentally sets the longitudinal and lateral position of the vehicle in

the ego lane (Laconte et al., 2021). For example, lane change maneuvers require accurate
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data of the lateral position of a vehicle relative to adjacent lane markings to determine from

where it is safe to overtake an obstacle.

The first challenge for LLL to work properly is that an AV needs to accurately evaluate the
road environment it operates in by understanding key elements of localization so that it can
evaluate the situation properly. LLL itself broadly consists of two categories (Laconte etal.,
2021). First, it involves recognizing the ego lane, the lane in which the subject is traveling.
Then, it includes estimating the lateral position of the subject vehicle within the overall

roadway layout.

Numerous systems enable autonomous vehicles to reach this Level of Driving
Independence (LLL). An instance would be GNSS receivers being capable of placing the
ego-vehicle on the road (Laconte et al, 2021). Proprioceptive sensors such as inertial
measurement units (IMUs), can be used to overcome limitations of traditional GNSS (e.g.,
poor satellite signals, high precision dilution, signal reflection in urban environments) and

improve accuracy by compensating for said limitations (Laconte et al., 2021).

3 Methodology

The following section describes the scientific methods in detail used in this study. Section
3.1 introduces the research methodology and gives an idea of the project’s structure. It
describes the search strategy, namely the databases and search terms that were used to find
relevant articles. This section also discusses the process of separating articles through the
inclusion-exclusion criteria. It describes how the articles were finally selected, as well as
presenting the aims of the articles and which research question each article addresses.

Finally, reliability, validity, and ethical considerations are all discussed.

3.1 Literature Survey

This paper seeks to establish a knowledge base of current solutions related to AVs and
CAVs, examining their impact on safety and security and identifying unresolved issues. This
survey aims to summarize current advanced solutions in this field and supply a foundation

for future work.
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3.1.1 Planning the Review

This aims to establish the purpose for an LS, which has already been detailed (see Section
1.4), an objective and the research questions outlined for a review protocol (see Section

3.1.2), and the search strategy is explained (see Section 3.1.3).

3.1.2 Objective and Research Questions

Defining research questions is a key step in any LS, helping inform which primary studies
to be searched, and what data is to be extracted. A Goal Question Metric (GQM) method
was applied to organize this process. The GQM process starts with defining a goal which is
composed of a purpose (what do you want to achieve), an object (what do you want to
measure), and type of the issue (descriptive or analysis), and a viewpoint (who are the
consumers of the goal) (Basili and Weiss 1984). Once a goal is identified, it's refined into a

series of research questions that help us build the tools to address that goal.

The aim of this survey is to review the current status of knowledge in AVs and identify any
additional research and development activities required. This is because this topic does not
have detailed studies on the state-of-the-art solutions for threats and mitigation strategies in
the AVs. The object of this review is to assess the threats and mitigation strategies used in
autonomous vehicles. After the analysis of the answers to the following research questions,

it was evaluated whether the goal of this review was achieved.
RQ1: What types of threat detection and mitigation techniques on autonomous vehicles have
been proposed in the existing literature?

RQ2: What are the limitations of the existing threat detection and mitigation techniques?

3.1.3 Strategies Used in Search

A well-defined search strategy is essential for ensuring transparency in the research process.
This strategy specifies how and where searches are conducted. Several electronic databases
are utilized which include Scopus, IEEE Xplore, ACM Digital Library, and WILEY Online
Library. Initial exploratory searches are performed to identify relevant search terms for the

research topic. Choosing terms that effectively address the research questions during the
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selection process is crucial. Generally, simpler search strings yield better results during the

exploratory phase.

To refine search strings, the OR operator combines words within the same concept, while
the AND operator connects words from different ideas. Various combinations of terms are

tested across databases to identify which combinations produce the most accurate results.

3.1.4 Criteria for Inclusion and Exclusion

A set of inclusion and exclusion criteria is used to select primary studies for this thesis. These
criteria help ensure that only relevant and high-quality sources are considered. One inclusion
criterion is that the primary studies are limited to journal articles, particularly focusing on

threats and mitigation strategies for autonomous vehicles.

Exclusion criteria filter out studies marked as secondary research, e.g. surveys and
systematic literature reviews (SLRs), master's theses, and doctoral research, to maintain a
consistent quality standard. Conference papers, workshops, and studies unrelated to the
research questions are also excluded. Additionally, studies that are not written in English, as
well, as books and Gray literature are not considered. Studies have been selected which are
published between 2019 to 2024 and which have citations.

3.2 Review Process

This part of the survey focuses on executing the search strategy outlined during the planning
phase. The review process involves several key steps: selecting primary studies, which in
this case are restricted to journal articles, as described in Section 3.2.1, followed by

collecting data, detailed in Section 3.2.2.

3.2.1 Selection of Primary Studies

Based on the criteria for selecting electronic databases for the study, simpler search string
life (“Autonomous vehicles” OR “Connected autonomous vehicles” OR “Security threat™)

was used to find relevant papers, but this resulted in an unimaginable number of papers, so
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search strings were modified to get better results. The final search was done using the
specified search string [("security threat” OR "cybersecurity” OR "threat detection™) AND
("autonomous vehicles" OR "self-driving cars" OR "connected autonomous vehicles™)]. To
identify relevant studies, a multi-level filtering process was used. First, the titles of the
retrieved publications were reviewed based on the search strings and existing citations on
that paper and then were removed any duplicates found across different databases. Then, the
abstracts of the remaining papers were examined and removed those papers which did not

reflect the research topic.

The identifying process was performed this way: first, duplicate entries are identified and
removed. Next, we apply inclusion and exclusion criteria to filter out irrelevant articles by
reviewing their titles and abstracts. Initially, 55 studies met the basic inclusion and exclusion
criteria. To ensure the relevance of the selected studies, a thorough analysis of the remaining
primary studies was conducted. Then, a second round of inclusion and exclusion criteria was
applied, focusing specifically on articles addressing threats and mitigation strategies for
autonomous vehicles. From this refined process, 30 studies published between 2019 and

2024 are selected for inclusion in our research.

3.2.2 Collection of Data

Developing a data collection strategy is essential to the review protocol and should be
established before starting the survey review. To minimize bias and maintain consistency, a
data collection form is created. Appendix 3 provides an overview of this form. The
remaining 30 primary studies are then analyzed in detail, and relevant data are collected from

them.

Once the data is collected, the gathered information has been organized in a form. For this
survey, specific data items are extracted from each study. Appendix 1 lists the selected
studies, and their corresponding data is summarized in Appendix 3. The extracted data is

then synthesized to address the research questions effectively.
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3.3 Reliability and Validity

Validity in research refers to whether the conclusions drawn from the results are accurate
and trustworthy, meaning that the methods and data effectively support the findings. On the
other hand, reliability is the ability of a study to be replicated by others and yield the same

results. Both validity and reliability are essential to ensure high-quality research.

Several factors can impact the validity of observations. One key aspect is constructing
validity, which refers to how well the theoretical constructs in the study are understood and
interpreted by readers (Budgen and Brereton, 2006). In this report, commonly recognized
terms like AVs and CAVs are used to mitigate construct validity issues, as these terms are
widely defined and researched. However, there remains a possibility that unintended

interpretations of terms or definitions could influence the overall validity of the report.

3.4 Ethical Implications

This study does not involve interviews or surveys, therefore no sensitive data is collected,
making confidentiality and participant consent unnecessary considerations. However, there
is a potential risk related to the selection of studies. Findings from gray literature or preprints
are excluded, as only peer-reviewed studies are considered. Additionally, the study focuses
solely on research published between 2019 and 2024 and relies on four main databases and
a few other secondary databases (JAIR, MDPI, Springer Link), which may limit its scope.
These constraints could result in overlooking valuable contributions to the field. Despite
these limitations, the study's benefits are deemed more significant, as it poses no risks to

anyone's safety or health.

4 Results and Discussion

This section reports the outcome and an overview of the LS. In this section, different types

of threat detection techniques and mitigation strategies have been thoroughly discussed.
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4.1 Results

This particular section presents the findings from the review of selected papers. The first
section focuses on the types of methods and techniques that give the insights to answer the
initial research question. Following this, the limitations that were identified in these methods
to address the final research question were examined. Since this review includes only studies
published between 2019 and 2024, the selected articles are from this timeframe. Appendix
1 shows the collection of these articles, and Figure 5 illustrates the distribution of studies
over these years. A slight decline was observed in 2019, followed by a noticeable increase
in 2020. However, the studies from 2022 through 2024 are evenly distributed.

2019 2020 2021 2022 2023 2024

Figure 5: The yearly distribution of the selected studies.
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As previously mentioned, the selected studies are sourced from four primary databases:
ACM Digital Library, IEEE Xplore, Scopus, and WILEY Online Library, and a few other
secondary databases: MDPI, JAIR, and SpringerLink. Most of the studies come from IEEE
Xplore, accounting for 43.3% (13 articles). WILEY Online Library contributes the fewest,
with 3 articles (10%). Scopus provides 4 articles, making up 13.3%, while ACM Digital
Library is the second-largest contributor, with 6 articles (20%), and the rest of the articles
from secondary database searches. Figure 6 illustrates the distribution of studies by

publisher.

Publishers count on papers

Publisher

[ IEEE

— ~— [0 ACM
I Scopus
. WILEY
[ Others

WILEY

IEEE
ﬁ 43.3%
| (13)

Scopus

Figure 6: The publisher-wise distribution of selected studies.

4.2 Discussion

This section reviews the types of threat detection techniques used in the selected primary
studies. Notably, over half of these studies focus on developing security methods as well as

object recognition and positioning methods for AVs, highlighting these areas as significant
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trends in recent years. This section also discusses the migration strategies of those threats

involved in autonomous vehicles.

4.2.1 Threat Detection Techniques

Threat detection techniques in AVs encompass various domains, including object
recognition and positioning, networking and communication architectures, data integrity
verification, and intelligent data handling. For object recognition and positioning, state-of-
the-art approaches have been established, including secure features and bounding box
computation for object detection (Bi et al., 2022), adaptive multiple object detection and
tracking method with secure components (Kim et al., 2021), and the vehicle localization
system, denoted by SDMPL-VIO (Jiang etal., 2021). Moreover, linear frequency-modulated
continuous-wave photonic radar focuses on multiple mobile targets in different scenarios
(Sharma et al., 2020).

Networking & communication architectures are key for successful AV functioning. Some
example techniques are the Vehicle Infrastructure Management system which utilizes the
802.11p protocol for traffic light methodologies (Wong et al, 2022) and Hermes, a low-
latency message exchange system that utilizes multicast communication (Castiglione et al,
2020). Other works focus on the integration of multiple radio technologies within a 5G radio
network architecture to improve communication (Ansari et al., 2020) and a state-of-the-art

review of edge computing and VV2X applications for AVs (Liu et al., 2019).

Verifying the integrity of data is also essential, including methods such as semi-fragile data
hiding using 3D Quantization Index Modulation (QIM) to detect tampering in LIDAR data
(Changalvala et al., 2019). This guarantees sensory inputs are accurate and trustworthy. AV
systems heavily rely on intelligent data processing to help make effective decisions. Robust
trust frameworks for secure vehicle-to-vehicle communication [e.g., Tidal Trust
Mechanism (TTM) based on Contract Theory (Rathee et al., 2023)] have emerged. Adaptive
architectures utilizing machine learning modules for driver assistance components have been
utilized to implement the MADRaS simulator using the Proximal Policy Optimization
approach for advanced motion planning (Hsieh et al., 2022; Santara et al., 2021). Monte
Carlo simulations also allow for probabilistic forecasts of object occupancy, leading to better

decision-making under dynamic traffic conditions (Wang et al., 2019). The following
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sections explain threat detection methods such as Object recognition, positioning methods,
Communication and networking architectures, Comprehensible Data Management and

Decision Algorithms, Data structure verification, and modification detection.
Object recognition and positioning methods:

Several methods for object recognition and positioning are available (Bi et al., 2022, Kim et
al., 2021, Jiang et al., 2021, Sharma et al., 2020). The study (Bi et al., 2022) integrates
various secure computing protocols for extracting features and bounding boxes from objects
in images, while (Kim et al., 2021) discusses an Adaptive Multiple Object Detection and

Tracking system based on secure processing components (Bi et al., 2022).

An SDMPL-VIO0 system is developed for vehicle localization (Jiang et al., 2021). Another
step forward in this domain is (Sharma et al., 2020) with the development of a linear
frequency-modulated continuous-wave photonic radar that can perform simultaneous
tracking of multiple mobile targets while handling complex traffic scenarios and different

weather situations (Sharma and Kumar, 2020).
Networking and communication architectures:

Some studies (Wong et al., 2022, Castiglione et al., 2020) focus on designing new
communication paradigms to improve interactions between autonomous vehicles (AVs) and
infrastructure. (Wong et al., 2022) proposes a Vehicle Infrastructure Management based on
Roadside Units and developed with 802.11p, based on the methodologies of a virtual traffic
light (Wong et al., 2022). On the contrary (Castiglione et al., 2020) provide Hermes, a low-
latency generic message exchange system that blends the simplicity of Client-Server

communication with the efficiency of Multicast communication.

The proposed architecture (Ansari et al., 2020) combines several radio access technologies
and includes Cloud Radio Access Network capabilities to achieve privacy in connected and
autonomous vehicle networks and allow for security with 5G radio networks. Moreover,
another study proposed a secure, reliable, and privacy-preserving protocol for message
dissemination in CAV networks (Ansari et al., 2020). Another one (Liu et al., 2019)
explores Edge Computing and Vehicle-to-Everything Applications The authors review state-
of-the-art methods to edge computing system design, V2X applications, and autonomous
vehicle security, and they stress recent progress and challenges to developing edge
computing systems for ANs (Liu et al., 2019).
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Intelligent data handling and decision algorithms:

Several internal studies show adaptive reasoning and data management algorithms for
autonomous skills and vehicle security. For instance, (Rathee et al., 2023) demonstrate an
efficient and trustworthy trust mechanism in which Trust Establishment and Context
prediction among vehicles are constructed using Tidal Trust Mechanism (TTM) and
Contract Theory (CT) (Rathee et al., 2023). The vehicle-human environment initiative
integrates a predictive trust automation enablement and Advanced Driver Assistance
Modules (ADAS) with a two-layer data fusion model and two-stage system development
process (Hsieh et al., 2022). This approach employs various machine-learning methods
including Artificial Neural Networks, Support Vector Machines, and Random Forests
(Hsieh et al., 2022). MADRAaS, a motion planning simulator which can easily be interfaced
with various other modules to realize, train and test algorithms for autonomous driving is
described (Santara et al., 2021), the simulator makes extensive use of Proximal Policy

Optimization algorithm (Santara et al., 2021).

The Crossroads+ framework was proposed (Khayatian et al., 2019), which is a time-sensitive
approach to control the management of intersections: it also considers effects from network
delays and dynamics of connected and autonomous vehicles. In contrast, (Wang et al., 2019)
trained their model using Monte Carlo simulations performing prediction in a statistical
probability map of closer to real settings in terms of probabilistic occupancy of objects. It
incorporates applicable intention motion probabilities of other traffic participants which
allows it to be competent with dynamic environments demanding perceptual systems (Wang
etal., 2019).

Data integrity verification and alteration detection:

Yuan et al. (2020) and Changalvala et al. Both studies above consider the integrity of sensor
data and detecting tampering (2019). Both studies mainly concentrate on how a semi-fragile
data-hiding technique can be employed to prove the integrity of the sensor data and to detect
and localize individual tampering events in real time. They also present a three-dimensional
method of inserting a Quantization Index Modulation (QIM)-based binary watermarks into
LiDAR data (Changalvala and Malik, 2019).
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4.2.2 Threat Mitigation Strategies

That cyber threatsto AVs can be mitigated through these security strategies and approaches.
Security strategies: Use of encryption protocols and methodologies to secure data storage
and transfer methodologies. These consist of, for example, stream ciphers, which protect
authenticated encryption across devices (Volden et al., 2021), as well as revocation-based
Attribute-Based Access Control, which focuses on guaranteeing the validity of encryption
mechanisms (Zhao et al., 2021). For example, Chattopadhyay et al. (2020) proposed an
early stage socio-technical framework of AV design process to incorporate security aspects,
while Cui et al. (2019) harmonize Threat and Hazard Analysis with international standards
for improved safety. In this context, the Arrowhead Framework allows for the definition of
contract-based safety and security requirements that can precisely guide the implementer
(Passerone etal., 2019), whereas conceptual security models can help identify vulnerabilities
in AV designs, providing recommendations to minimize security risks (Zaabi et al., 2020).
This is not the only method in the cloud that enables three-factor authentication for secure
access (Jiang et al., 2020); however, the three-layer structure provides threat/mitigation in
AV system at the sensing, communication, and control layers (EI-Rewini et al., 2019) to

provide additional protection.

Frameworks and protocols aim to address specific attack vectors and are used to mitigate
cyber threats. For example, a Security Experimental Framework can effectively mitigate
trajectory privacy attacks (Al-Sheyab et al., 2024), and analyses of major cyberattacks can
give insights into its targeted assets and mitigation techniques (He et al., 2020). Replay
attacks research indicated that timestamp threshold checks can help guard against automated
replay attacks, which could target or corrupt machine learning model equations (EI-Rewini
et al., 2019). In addition, security measures designed to address edge computing issues
further secure autonomous systems (Liu et al., 2019). Security mitigation strategies are

outlined in detail in the following section.
Security strategies:

As security is one of the important components in autonomous vehicles, different security
approaches and techniques ((\Volden et al., 2021), (Zhao et al., 2021), (Zaabi et al., 2020),
(He et al., 2020), (Chattopadhyay et al., 2020), (EI-Rewini et al., 2019), (Jiang et al., 2020),

(Cui et al., 2019), (Passerone et al., 2019)) have been proposed in several studies.
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Specifically, (Volden et al., 2021) developed a new stream cipher that has better
performance edge than traditional block ciphers, and is thus valuable for ensuring efficient
authenticated encryption, particularly relevant to Secure and efficient sensor data transfer
between devices (Zhao et al., 2021). Similarly, (Zhao et al., 2021) propose a Revocation
based Attribute-based Access Control mechanism for AVs. This mechanism allows for fine-
grained access control via encryption, enabling quick revocation of access and secure
outsourcing of decryption with electronic control units. The four major algorithms are Setup,

KeyGen, Encrypt, and Decrypt (Zhao et al., 2021).

In one study (Chattopadhyay et al., 2020), AV safety requirements are used to identify
security goals and controls, with security approaches proposed using a socio-technical
perspective. If further bolstered by secure design, autonomy could yield resilient platforms
that are able to prevent certain kinds of threats (Chattopadhyay, Lam and Tavva, 2020).
Another (Cui et al., 2019) presents an aligned approach to safety and security compliance
with international standards, like 1SO 26262 and SAE J3061. The driver assistance system
levels of automation must then be reflected in characteristics of the Hazard Analysis and
Risk Assessment (HARA), and Threat Analysis and Risk Assessment (TARA) according to
the specific Design Assurance Level, which ideally would indicate that Risk Assessment
should be connected to a HARA according to the associated technical standards relevant to

that given Design Assurance level (Cui et al., 2019).

The adopted approach in the study (Passerone et al., 2019) is contract-based to specify safety
requirements that embed security support based on the Arrowhead Framework. This can be
done by stating assumptions and guarantees to separate the responsibilities among different
components, which are visible as assertions in the BCL language for pattern-based
(Passerone et al., 2019). A concept framework regarding AVs regarding critical assets,
vulnerabilities, and threats was also introduced in the literature (Zaabi et al., 2020). Finally
(Jiang et al., 2020) propose a cloud-oriented three-factor authentication scheme and CT-

AKA scheme in order to grant secure accessibility to the cloud and Avs (Jiang et al., 2020).

Major cyber-attacks on CAVs were examined and they explained the targeted assets,
available risks, and effects of each attack, in addition to mitigation methods (He, Meng and
Qu, 2020). Likewise, (EI-Rewini et al., 2019) makes a contribution in the form of a three-
layer framework depicting automotive security issues with regard to what is perceived as

increasingly serious threats to automotive security as new-generation vehicles increasingly
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interface with external infrastructure and depend more on V2X communication. The
framework consists of several layers, including a sensing layer (that includes vehicle
dynamics and environment sensors that can also be attacked), acommunication layer (which
includes both in-vehicle communication and V2X communication, whose communications
can be exposed to diverse threats), and a control layer (which supports all the autonomous
functions and these functions can be attacked via attacks on the lower layer) (EI-Rewini et
al.,2019).

4.2.3 Limitations of the Existing Techniques

This section identifies the shortcomings and open questions of the state-of-the-art methods,
from which potentially fruitful future research avenues can be derived to further improve the
safety and security of AVs. We also categorized these studies with well-defined limitations

for understanding the better approaches.
Transmission challenges:

Through the review of the selected articles, we noted limitations about transmission issues.
Specific problems associated with communication technology are mentioned in five of the
thirty studies (Ahmed et al., 2023, Zhao et al., 2021, Castiglione et al., 2020, Yuan et al.,
2020, Khayatian et al., 2019, Zheng et al., 2019). In (Ahmed et al., 2023) challenges in
dynamic Vehicle Ad-hoc Networks (VANET) environments; in (Zhao et al., 2021)
electronic control units (ECUs) security; in (Castiglione et al., 2020) communication
performance degradation in urban structures; in (Yuan et al., 2020) robustness of vehicular
ad-hoc networks (VANETS) assumption and in Khayatian et al., 2019 discrepancies in
communication due to round-trip delay (RTD) and in (Zheng et al., 2019) communication
delays assumption (Ahmed et al., 2023), (Khayatian et al., 2019), (Castiglione et al., 2020),
(Zhao et al., 2021), (Changalvala and Malik, 2019), (Zheng et al., 2019).

System restrictions:

Multiple research (Song et al., 2024 Bio et al., 2022, Kim et al., 2021, Jiang et al., 2021,
Zhao et al., 2021, Chattopadhyay et al., 2020, Changalvala et al., 2019) focus on the
limitation issues with the hardware and software used. These limitations vary from gaps in

comprehensive standards, regulations, and effective tools, methods, and techniques
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necessary for optimal testing (Song et al., 2024), computational costs and high
communication overheads noted in (Bi etal., 2022) to the performance of the PCSS network,
which impacts overall tracking performance in (Kim et al., 2021) (Song, Engstrom and
Runeson, 2024), (Chattopadhyay, Lam and Tavva, 2020), (Zhao et al., 2021).

Additionally, (Jiang et al., 2021) points out issues with time-consuming feature extraction
and the accumulation of errors, while (Chattopadhyay et al., 2020) discusses specific system
configurations that may not accurately represent different hardware setups. Finally,
(Changalvala et al., 2019) emphasizes the reliance on particular deep learning models (Jiang
etal., 2021), (Bi etal., 2022), (Changalvala and Malik, 2019), (Kim, Ha and Jo, 2021).

Lack of datasets:

We find that many current works suffer from limitations owing to too small or too
homogeneous datasets for their proposed methods. More specifically, three studies (Hsieh
et al., 2022, Jiang et al., 2021, Castiglione et al., 2020) either do not have enough data or
need data to overcome this insufficiency. The lack of such data can impede the assessment
of models and in some cases restrict the generalisability of their results. Both (Hsieh et al.,
2022) and (Jiang et al., 2021) have used generated data in their experiments and still show
promising results, however, the authors agree that more subject data is required to improve
model accuracy (Hsieh et al., 2022), (Jiang et al., 2021). On the other hand, (Castiglione et
al., 2020)'s experimental setup is restricted to a controlled environment with limited vehicles,

which may not reflect real-world circumstances.

The two studies (Wong et al., 2022 and Kim et al., 2021) address limitations concerning the
datasets employed in their research. In (Wong et al., 2022), the researchers rely on randomly
generated traffic data instead of real-world intersection data, which may not accurately
reflect actual scenarios. Meanwhile, (Kim et al., 2021) encounters limitations because the
KITTI tracking dataset lacks coverage of areas visible to the camera in front of the ego
vehicle (Wong et al., 2022), (Kim, Ha and Jo, 2021).

Solution design and development:

Solution design and development emerges as a significant limitation encountered by
researchers in their studies. Three articles (Kumaran et al., 2024, Islam et al., 2023, Volden
et al., 2021, EI-Rewini et al., 2019, Liu et al., 2019) specifically highlight challenges related

to the design and implementation of their systems. The (Islam et al., 2023) discusses the
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challenges involved in developing autonomous technologies, establishing a robust
communication backbone, and meeting the growing computational demands (Islam et al.,
2023). In (Volden et al., 2021), the researchers identify issues with the compression and
decompression processes, which negate some of the potential benefits by reducing data size
(Volden et al., 2021).

The (EI-Rewini et al., 2019) notes that certain blockchain properties are too resource-
intensive for onboard hardware, restricting its implementation to more powerful Mobile
Edge Computing Units (MECUSs) rather than Electronic Control Units (El-Rewini et al.,
2019). Finally, (Liu et al., 2019) emphasize the necessity for further studies to enhance edge
computing systems for AVs and to improve the design of runtime layers for more efficient

workload mapping (Liu et al., 2019).
Security issues and cyber threats:

Based on the results of the selected studies during the process of survey review, it is
discovered that existing works have a lot of limitations on security issues and cyber threats.
According to (Al-Sheyab et al., 2024) the Security Experimental Framework for
Autonomous Vehicles (SEFAV) is an experimental framework to investigate and address
security challenges in autonomous vehicle networks. SV aspects are present also in SEFAV's
SEFAV and data is further demonstrated for effectiveness purposes in combating Trajectory
Privacy Attack on Autonomous Driving (T-PAAD) that require adversary mechanisms to
secure AV (Al-Sheyab, Al-Shara and Al-Khaleel, 2024).

Limitation in security is explicitly stated in the studies (Cui et al., 2019, Zhao et al., 2021,
Passerone et al., 2019) Recent results (Zhao et al., 2021) demonstrate ways to misuse the
security of ECUs. One (Cui et al., 2019) requires a secure and trusted execution environment
that, if compromised, may change the outcome (Cui et al., 2019), while one (Passerone et
al., 2019) states that the proposed solution cannot ensure the protection against every attack
at the authentication process (Zhao et al., 2021), (Passerone et al., 2019).

In particular (Changalvala et al, 2019, Zhao et al, 2021, and Passerone et al, 2019) identify
security constraints. e.g., security issues of electronic control units, (Zhao et al., 2021)
According to (Cui et al., 2019), a secure and trusted execution environment is crucial for

results to be valid, and compromising this area leads to invalid results (Cui et al., 2019).
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Moreover (Zhao et al., 2021), (Passerone et al., 2019) acknowledge the proposed resolution

does not take into account every possible assault on the verification technique.

Among the thirty studies, only five (Zaabi et al., 2020, He et al., 2020, EI-Rewini etal., 2019,
Jiang et al., 2020, Liu et al., 2019) discuss several aspects of security concerns. This means
the analysis (Zaabi et al., 2020) of a specific case of cyber-attack may not cover all the types
of vulnerabilities used by separate autonomous vehicles (AVs) (Zaabi et al., 2020).
Likewise, related to the previous work, (He et al., 2020) focus more on the potential cyber-
attacks directed at the existing CAV technologies and traditional cyber threats, while it does

not consider the newer or less-known threats (He, Meng and Qu, 2020).

Another study identified vulnerabilities to replay attacks due to a lack of timestamp checks,
and the challenge of protecting machine learning and deep learning models from adversarial
attacks (EI-Rewini et al., 2019). Similarly, (Jiang et al., 2020) provide security analysis that
is mostly theoretical and ignores the imagination of possible attackers (Jiang et al., 2020).
Lastly, (Liu et al., 2019) goes back to the technical challenges of how the edge computing
systems of different vehicles share their observation and collaboration for sensing and
planning decisions; the authors realize the importance of industrial security verification
standards (Liu et al., 2019).

5 Conclusion

This research highlights how important it is to consider security when introducing
autonomous and connected autonomous vehicles as a part of modern transportation
networks. An analysis of 30 peer-reviewed studies is made to determine the top security
challenges, including weaknesses in sensor data, communication systems, and decision-
making algorithms. It is good to note that this study is a limited query of work published
between 2019 and 2024 and restricted to just four main databases, but the outputs shed light
on the state of security in AVs and CAVs. It will also focus attention on continuing to study
the development of resilient security systems to mitigate emerging threats. However, the
study broadens the current knowledge on securing autonomous vehicles so they cannot be
easily compromised. It provides practical recommendations for improving the future safety

of the Avs and reliability of these systems.
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Sense of Safety
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Kumaran et al. (2024) identify
challenges in the design and
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systems as a significant
limitation in AV research,
emphasizing the complexities
faced during the development

process.

Specifically
highlight
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related to the
design and
implementation

of their systems.

Secure and
Reliable
Routing in the
Internet of
Vehicles
Network:
AODV-RL
with BHA
Attack Defense

Ahmed et al. (2023) highlight
transmission  challenges in
dynamic Vehicle Ad-hoc
Network (VANET)
environments, emphasizing
issues associated with
communication technology in

autonomous vehicle networks.

Specifically
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associated with
communication
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These
challenges
include dynamic
Vehicle Ad-hoc
Networks
(VANET)

environments.
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Rathee et al. (2023) propose
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decision-making algorithms to
vehicle

enhance autonomous
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efficient and
reliable trust
framework in

autonomous functionality and safety. The | which trust and
vehicles study introduces a trust | context prediction

framework utilizing the Tidal [among vehicles

Trust Mechanism (TTM) and|are  established

Contract Theory (CT) to | through the Tidal

establish  reliable trust and | Trust Mechanism

context  prediction  among | (TTM) and

vehicles. Contract Theory

(CT).

Connected Islam et al. (2023) highlight the | - Discusses  the
autonomous challenges in advancing challenges
vehicles: State | autonomous technologies, involved in
of practice focusing on building a reliable developing

communication infrastructure autonomous

and  addressing increasing technologies,

computational requirements.

establishing a
robust

communication

backbone, and
meeting the
growing

computational

demands.
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and  Privacy- | bounding box extraction in | for extracting | related to the
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Object protocols. The study identifies | bounding boxes | software
Detection  for | limitations in hardware and | from objects in | utilized.
Connected software, emphasizing | images using | computational
Autonomous challenges related to | multiple  secure [ costs and high
Vehicles computational costs and high | computing communication
communication overheads. protocols. overheads.
Virtual Traffic | Wong et al. (2022) present a | Introduces a | Researchers rely
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Implementation | Management system leveraging | Infrastructure generated traffic
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actual scenarios. traffic light

methodologies
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Adaptive
Driving
Assistant
Model
(ADAM)
Advising
Drivers
Autonomous

Vehicles

for

of

Hsieh et al. (2022) propose an
adaptive autonomous driving
assistance architecture built on a
two-layer fusion model and a
two-stage development process,
incorporating predictive trust and
Advanced Driver Assistance

Modules. The approach employs

machine learning techniques
such as Artificial  Neural
Networks,  Support  Vector

Machines, and Random Forests.
Despite reporting satisfactory
results with generated data, the
highlights

related to data scarcity, which

study challenges
impact model evaluation and
generalizability, underscoring the
need for additional subject data to

improve accuracy.

Presents an
adaptive
autonomous
driving assistance
architecture,
utilizing a two-
layer fusion
model and a two-
stage
development
process based on
predictive trust in
automation  and
Advanced Driver
Assistance

Modules.

Faces

challenges due
to either a lack
of adequate data
or the need to
generate data to
compensate for

this deficiency.

Such data
scarcity  may
impede
assessing
models and
constrain  their
finding's

generalizability.
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10

Semantic Point
Cloud-based
Adaptive
Multiple Object
Detection and
Tracking  for
Autonomous

Vehicles

Kim et al. (2021) on the other
hand proposes an adaptive
Multiple Object Detection and
(MODT)

enabled by secure components

Tracking design

which aims to improve its
This
integrates the PCSS network and

performance. study
assesses its impact on overall
tracking efficiency. But the study
points out that the KITT]I tracking
data set does not fully cover all
the areas visible with the ego
vehicle's front seating camera,
which could inhibit the system's
performance in practical

circumstances.

Introduces an
adaptive Multiple
Object Detection
and Tracking
system based on
secure processing

components.

Performance of
the PCSS
network, which
impacts overall
tracking
performance.
Also,
encounters
limitations
because the
KITTI tracking
dataset  lacks
coverage of
areas visible to
the camera in
front of the ego

vehicle.
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Semi-Direct
Monocular
Visual-Inertial
Odometry
Using Point and
Line Features
for loV

Jiang et al. 2021: SDMPL-VIQ is
an improvement to existing
vehicle localization
Though

promising results with generated

systems.

the system achieves

data, it also discusses challenges
like

extraction

time-consuming  feature

and error
accumulation. The authors point
to the necessity of additional
subject data to improve the

system's accuracy and reliability.

Focuses on
developing an
SDMPL-VIO
system for
accurate vehicle

localization.

Points out issues

with time-
consuming
feature
extraction and
the

accumulation of
errors. And,
utilizing

generated data
and reports

satisfactory

results, the
authors

recognize  the
necessity  for
more  subject

data to enhance

model accuracy.
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Secure and
Efficient
Transmission
of Vision-
Based
Feedback

Control Signals

Volden et al. (2021) introduce a
new stream cipher designed to be
more efficient than traditional
block ciphers in terms of

authenticated  encryption  for
sensor data transmission. Though
the cipher improves data transfer
efficiency, the researchers write
that  the

compression  and

decompression stages in the

scheme present difficulties,
undercutting certain advantages
by restricting the reduction of

data size.

Describes a novel

stream cipher that

improves  upon
block ciphers and
allows for

efficient
authenticated

encryption, useful

for  transferring
sensor data
securely and

efficiently

between devices.

issues
the

Identify
with
compression
and

decompression

processes,
which  negate
some of the
potential
benefits by
reducing data
size.
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RFAP: A
Revocable
Fine-Grained
Access Control
Mechanism for
Autonomous

Vehicle Platoon

Zhao et al. (2021) propose a
Revocation-based attribute-
based access Control mechanism
for autonomous vehicles to
ensure precise access control
using encryption, allowing for
and

immediate revocation

authorized  decryption  using
ECUs. The mechanism consists
of four principle algorithms,
Setup, KeyGen, Encrypt, and
Decrypt. The authors note that
communication technology has

its limitations, such as data

transmission and  security
concerns with ECUs. Also,
challenges related to the

hardware and software used for
its predicament are outlined as

limitations.

Proposes a
Revocation-based
Attribute-based

Access  Control
mechanism  for
AVs. This
mechanism

ensures fine-
grained  access
control using
encryption,

allowing

immediate

revocation  and
secure outsourced
decryption via
electronic control

units.

Identified
several
limitations
related to
transmission
challenges.
Specifically
mentions issues
associated with
communication
technology.
These
challenges
include security
concerns
regarding
electronic

control units.
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14 | MADRaS Santara et al. (2021) MADRaS:
Multi  Agent | An open-source motion planning
Driving simulator for autonomous driving
Simulator algorithm development, testing,
and validation. It uses Proximal
Policy Optimization (PPO) to
optimize its performance.
15 | Photonic-Radar | Sharma et al. (2020) present a | This work

Based
Multiple-
Target
Tracking Under
Complex
Traffic-

Environments

linear frequency-modulated
continuous-wave photonic radar
that allows radar cross-section-
based tracking of multiple mobile
robustness is

traffic

targets. Its
illustrated in diverse
conditions and planetary
weather, augmenting the goals
for tracking systems that reside

on autonomous vehicles.

advances this area
by demonstrating
a linear
frequency-

modulated

continuous-wave
photonic  radar,
that enables the
radar Cross-
section tracking of
multiple  mobile
targets in crowded
traffic scenarios in
different weather

conditions.
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Cooperative
Intersection
Crossing Over
5G

Castiglione et al. (2020)
proposed Hermes, a low-latency
message exchange system that
the
Client-Server with the efficiency

of Multicast. Although the

combines simplicity  of

technology appears promising,

urban infrastructure interferes
with its functioning while sample
size  limitations lead to
speculation as the system was
tested virtually with a small

number of vehicles.

A low-latency
generalized

message exchange

system that
combines the
straightforwardne

ss of Client-
Server
communication
with the
efficiency of
Multicast

communication.

Communication
performance
degradation
caused by urban
structures.

experimental

setup is
confined to a
controlled

environment
with only a few

vehicles, which

may not
accurately
represent real-
world

conditions.
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17 | An Enhanced | Zaabi (2020) addresses critical | Presents a | Examines a
Conceptual assets, vulnerabilities, and threats | conceptual model | specific  case
Security Model | in the context of a conceptual | for AVs that | study of a cyber-
for model for autonomous vehicles. | emphasizes  key | attack,  which
Autonomous It offers a case study of a cyber- | assets, may not
Vehicles attack, detailing some of the | vulnerabilities, encompass  all

specific vulnerabilities but not | and threats. potential
necessarily accounting for the vulnerabilities
full breadth of threats faced by a across different
wide array of autonomous AVs.

vehicle systems.

18 [ Towards a | He(2020) examines the main | Significant Focuses on
Severity cybersecurity attacks against | cyberattacks  on | potential cyber-
Assessment CAVs, considering targeted | connected and | attacks in
Method for | assets, risks, and impacts, and [ autonomous relation to
Potential Cyber | suggesting measures to mitigate | vehicles (CAVS) | current
Attacks to | vulnerabilities. While the study | are identified, | connected and
Connected and | highlights  traditional ~ cyber | with an analysis of | autonomous
Autonomous threats and potential CAV [ the targeted | vehicle (CAV)
Vehicles technology-specific attacks, it |assets, potential | technologies

does not cover emerging or | risks, and impacts | and traditional
obscure threats in depth. of each attack, | cyber threats,
followed by | but it overlooks
suggested newer or less-
mitigation known threats.

methods.
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Autonomous
Vehicle:
Security
Design

by

Chattopadhyay et al. (2020)
derive AV security objectives
and controls from AV safety
requirements and advocate for a
socio-technical  approach in
which security is integrated into
the design and development life-
cycle. The goal is to strengthen
the threat by

building a secure design in from

resistance to

the ground up. But the research

has limitations in terms of

addressing a wide range of

hardware configurations.

Security
objectives and
controls are

derived from AV
safety
requirements,
proposing security
approaches within
a socio-technical

framework.

Discusses
specific system
configurations
that may not
accurately
represent
different
hardware

setups.
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Cybersecurity
challenges in
vehicular
communication

S

El-Rewini (2019) proposed a
three-layer model to analyse the
automotive security threats in
paying
attention on the vulnerabilities

modern vehicles,

of external
V2X

communication. The architecture

which arise out
connectivity and
comprises a sensing layer, a

communication layer, and a
control layer. The authors of the
that

study recognised

implementing blockchain is
challenging due to its resource-
intensive nature, restricting its
usability to MECUs rather than
ECUs. Furthermore, it highlights
vulnerabilities to replay attacks
due to lacking timestamp checks,

as well as the challenge of

securing  machine  learning
models  against  adversarial
attacks.

Introduces a
three-layer
framework to
deepen
understanding of
automotive
security threats,
especially as
modern vehicles
connect to
external
infrastructure and
rely more on V2X

communication.

Highlights
vulnerabilities
to replay attacks
stemming from
the absence of
timestamp

checks, and the

difficulty of
safeguarding
machine
learning and
deep  learning
models against
adversarial
attacks.  notes
that certain
blockchain
properties  are
too  resource-
intensive for
onboard
hardware,

restricting  its

implementation

to more
powerful
Mobile  Edge
Computing

Units rather than
Electronic

Control Units.
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Chaos-based
privacy
preserving
vehicle safety
protocol for 5G
Connected
Autonomous
Vehicle

networks

Ansari (2020) introduced a new
5G-based radio network
architecture,  which  unifies
multiple radio access

technologies along with the
Cloud Radio Access Network (C-
RAN) capabilities to improve
privacy and security in the
connected and autonomous
vehicle (CAV) networks. The
proposed solution is a cost-
effective, secure, reliable, and
privacy-preserving protocol that
can be used to disseminate

messages within CAV networks.

a 5G

network

Proposes
radio
architecture that
integrates
multiple radio
access
technologies with
Cloud Radio
Access Network
capabilities to
ensure  privacy
within connected
and autonomous
vehicle networks
while maintaining

security.
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RACE:
Reinforced
Cooperative
Autonomous
Vehicle
Collision

Avoidance

Yuan et al. (2020) concentrate in
providing integrity of the sensor
data and detect tampering in
They

data

autonomous  vehicles.

propose a semi-fragile
hiding method for the real-time
integrity verification of sensor
data and tampering localization.
This  paper
watermarks in LiDAR data in a

embeds binary
three-dimensional
Index Modulation (QIM)-based
study,

Quantization
way. The however,
highlights limitations of
respective communication

technology, including

transmission  challenges and
nodes' robustness assumptions
for vehicular ad-hoc networks

(VANETS).

Make sure that
sensor data is
what it claims to
be and that no one
is tampering with
it or inserting false
data. Both studies
focus on devising
a semi-fragile data
hiding technique
to not only verify
the  integrity of
sensor data in

real-time, but also

to detect and
localize tampering
attacks.

Specifically
mentions issues
associated with
communication
technology.
These
challenges
include
assumptions
about the
robustness  of
vehicular ad-hoc

networks.
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Unified
Biometric
Privacy
Preserving
Three-factor
Authentication
and Key
Agreement for
Cloud-assisted
Autonomous

Vehicles

Jiang et al. (2020) elucidate a
three-factor, cloud-based
authentication crudely termed
CT-AKA for augmented secure
access to autonomous vehicles
(AVs) and cloud systems. This

study not only tackles different

security  challenges but also
gives a theoretical security
analysis. It acknowledges,

however, that it offers a limited
analysis of the ingenuity and
resourcefulness of potential

attackers.

Introduces a
cloud-centric,
three-factor
authentication
method and CT-
AKA to ensure
secure access to
both the cloud and
AVs.

Presents

a

security analysis

that is primarily

theoretical
may
adequately
consider
creativity
potential

attackers.

and

not

the
of
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Crossroads+: A
Time-Aware
Approach  for
Intersection
Management of
Connected
Autonomous

Vehicles

(2019)
Crossroads+, a

Khayatian propose
time-aware
intersection management system
taking into account not only
network delays but also the
physical dynamics of connected
and automated vehicles. This
study examines RTD errors
specific  to  communication

technology and its effectiveness.

Introduces
Crossroads+, a
time-sensitive
intersection
management
approach that
considers factors
such as network
delays and the
physical dynamics
of connected and
autonomous

vehicles.

Identified
several
limitations
related to
transmission
challenges.
Specifically
mentions issues
associated with
communication
technology.
These
challenges
include
discrepancies in
communication
due to round-

trip delay.
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Design and
Analysis of
Delay-Tolerant
Intelligent
Intersection

Management

Zheng (2019)  exposed
transmission  challenges in
communication technology
related to assumptions about
communication delays that may
be detrimental to system

reliability and performance.

Identified
several
limitations
related to
transmission
challenges.
Specifically
mentions issues
associated with
communication
technology.
These
challenges
include
assumptions
about
communication

delays.
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Collaborative
Analysis

Framework of

Safety and
Security for
Autonomous
Vehicles

Cui (2019) proposes a method for
the harmonization of safety and
security in autonomous vehicles
with international standards such
as 1SO 26262 and SAE J3061.
The separation of aspects of a
system and system safety to
different DAL levels requires
that Threat Analysis and Risk
Assessment (TARA) and Hazard
Analysis and Risk Assessment
(HARA) must be mapped to each
(DAL) — each which might have
different The
study highlights the need of a

characteristics.

secure and trusted execution
environment and warns that
compromises of the execution
environment can threaten the

result reliability.

Presents a method
for aligning safety
and security with
international

standards such as
ISO 26262 and
SAE J3061.

Necessity for a
secure and
trusted
execution
environment is
highlighted, as

any compromise

in this area
could
undermine the
results.




79

27

LiDAR
Integrity

Data

Verification for
Autonomous
Vehicle

Changalvala (2019) emphasize
on the preservation of sensor data
integrity and real-time detection
of tampering. Proposed a three-
dimensional Quantization Index
Modulation(QIM)-based
with

data
hiding technique semi-
fragile properties to embed a
binary watermark in LIDAR data.
This approach allows verification
of data integrity while enabling
localization of tampering events.
This study is also specific to
some deep learning models for

implementation.

In both studies, a
semi-fragile data
hiding technique
IS presented that
verify the
integrity of the

can

sensor data in real
time and detect
and localize the

hacking events

Emphasizes the
reliance on
particular deep

learning models.
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A Methodology
for the Design
of Safety-
Compliant and
Secure
Communicatio
n of
Autonomous

Vehicles

Passerone et al. (2019) present a
contract-based  approach to
identify system safety properties
of autonomous vehicles, which
can use the  Arrowhead
Framework to address safety and
In our

dependability issues.

approach, component

responsibilities are captured

through assumptions  and
guarantees and are expressed in
the pattern-based BCL language.
The proposed solution organizes
safety requirements into three
groups but since it is not specific
to any type of attack the study
highlights that this solution does
not mitigate on all possible
attacks against the authentication

process.

Each
safety

specific

requirement is
defined using a
contract-based

technique and the

Arrowhead

Framework is
incorporated in
order to enforce

security. By
formalizing

assumptions and
guarantees as
assertions in the

pattern-based

BCL language,
both cleanly
separates the

responsibilities of
the various
components and
serves as a
specification for
the expected

interactions.

Acknowledges

that the
proposed
solution  does

not address all
possible attacks
on the
authentication

process.
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Trajectory
Planning  and
Safety
Assessment  of
Autonomous
Vehicles Based
on Motion
Prediction and
Model
Predictive

Control

Y. Wang et al. (2019) assumes a
Monte Carlo approach to predict
the probabilistic occupancy of
objects, which results in a
statistical probability map that
mimics hand representation in
the real world. The method

considers motion predictions
from other traffic participants
allowing for the efficient
handling of dynamic
environments and even the high
demands presented on perceptual
systems that autonomous vehicle

operations are subjected to.

Monte Carlo

simulations to

predict the
probabilistic
occupancy of
objects,
generating a
statistical

probability  map
that reflects real-
world  scenarios.
This method takes
into account the
motion
predictions of
other traffic
participants,
allowing it to
manage dynamic

environments

with high
demands on
perceptual
systems

effectively.
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Edge
Computing for
Autonomous
Driving:
Opportunities
and Challenges

Liu et al. (2019) delve into edge

computing and  Vehicle-to-
Everything (V2X) applications in
autonomous vehicles, providing
a comprehensive review of the
current state-of-the-art in system
designs,  applications,  and
security initiatives. This study
demonstrates the evolution of
edge computing architecture and
the challenges involved in
creation of runtime layers that
maps workloads. It also solves
some technical challenges in

collaborative sensing  and
planning of edge computing
systems bounded in vehicles. To
improve the system and bolster
the assurance for edge computing
in autonomous driving, the
authors mentioned that future
research work in this area is
greatly necessary, along with
for

verification standards

industrial security.

Delves into edge
computing  and
Vehicle-to-
Everything
applications. The
authors  review
cutting-edge
approaches to
edge computing
system  designs,
V2X applications,
and the security of
autonomous
vehicles,
highlighting
recent
advancements and
the challenges
faced in
developing edge
computing

systems for AVs.

Emphasizes the

need for further

research to
enhance  edge
computing

architecture for
autonomous

driving and to

improve the
design of
runtime layers
for more
efficient
workload
mapping.




