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This bachelor thesis aims to improve the quality of code testing system used in the
Fundamentals of Programming for international programs course. The thesis also describes
CodeGrade and Semgrep, and what they offer. Design-science research is used as the main
research methodology for this study. The effectiveness of this study is evaluated based on
student feedback conducted at the end of the course.

According to the course and CodeGrade feedback, most students agree to go along with the
new code-structure test. The students agreed that CodeGrade was helpful for their studies,
but the feedback provided by it was sometimes unclear. This thesis also discovered that the
provided feedback causes some difficulty for students who do not have much experience in
programming or are unfamiliar with CodeGrade.

In the future, the set of tests and feedback should be reviewed and refined to improve
students’ attitude towards using this automatic testing system. In addition, it should be
considered to reduce the rigidity of 1/O tests so that it will be more student-friendly.
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1 Introduction

In Lahti, since 2021, LUT University has offered one mandatory programming course in
English, the course Introduction to Programming which was later renamed to Fundamentals
of Programming for international programs, with students from various backgrounds,
including Software Engineering and Energy Systems Engineering. This course gives
students basic knowledge about programming and helps them to have a strong foundation in
these core principles of basic programming so that they can easily learn other programming
languages. With more than 3000 submissions per week, the use of automatic grading tools

(AGTSs) is compulsory, and CodeGrade is the AGT selected to be used in this course.

For the past three years, the requirements for quality and completion of CodeGrade have
been constantly discussed, but no further development has been carried out. At the end of
this course in the year of 2024, we conducted a survey asking students about how they feel
about CodeGrade and things related to it such as the tests and returning feedback. Among
349 responses, there is 40% of students believe that the “error messages” (feedback) from
CodeGrade should be more detailed while 35% of them agree that the feedback (messages)
should be clearer. Space/Punctuation sensity and partial credit in the chart refers to feedback
from students suggesting that the grading system of CodeGrade should award partial points
for partially correct solutions. Because, currently, many students noted that CodeGrade gives
zero score for submissions that do not match the exact expected output, even if the logic or
structure is mostly correct. The feedback (messages) given by CodeGrade and the harshness
in grading - were major factors that diminished students’ learning motivation. However, in
2024, with the rapid rise of artificial intelligence (Al) and the increasing complexity of users,
a new testing system for CodeGrade was researched and implemented to address long-

standing issues.

1.1 Research objectives

This thesis focuses on developing a new testing system using CodeGrade and Semgrep for
the Fundamentals of Programming for international programs (FPIP) course. The feedback

given by CodeGrade also needs to be modified with the help of Semgrep to provide clear
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and detailed instructions for students so that they can have better learning experience in this
course. Tests should be of medium difficulty and should cover the material taught in each

week's lesson.
The main research questions for this research are:
e How to improve the quality of testing system in CodeGrade using Semgrep?

e How to create tests that are accessible to students, but still ensure that they help

students to practice the provided knowledge?
e How to use this new testing system to enhance the learning quality of students?

The research method used in this research is design-science research methodology. More

details about this methodology will be provided in Section 3.

1.2 Structure of the thesis

This thesis consists of 5 sections. Section 1 is the introduction of the thesis. It includes a
short summary of the content, as well as the reasons for conducting this work. The objectives
of the thesis, as well as the research questions, are also mentioned in this section.

Section 2 provides more detailed information about the background. It briefly mentions the
history of formation, development, and use of AGTSs in the field of education on computer
courses from the early times to the present. It also analyzes the advantages and disadvantages
from the perspective of the FPIP course. The structure of this course is also provided. In

addition, the testing systems used in the 2022 and 2023 courses are mentioned.

Section 3 explains more about CodeGrade tests and their integration into the FPIP course’s
Moodle. The features and structures of Semgrep tests, which have been used in the course,
are also discussed. Besides, how a test is created is presented as well. Finally, the design-
science research methodology is introduced.

Section 4 introduces most of the tests created for usage in weekly tasks and project work for
the FPIP course. The rationale for each test being created will be provided and their
functionality will be briefly introduced. Section 5 discusses the results of the new testing

system, how students responded to it, and how it compares to the old system in terms of



improvements and remaining problems. It also covers the limits of this research and suggests

areas for future work.



2. Background

This chapter covers automated testing/grading tools and why they are commonly used in
grading student programming assignments. In addition, based on the data collected over the
2 years the course was taught, the advantages and disadvantages of this testing system are
also briefly analyzed. It also provides the main reasons for choosing CodeGrade as a tool to
support grading student assignments. Finally, the structure of Fundamentals of Programming

for international programs course is introduced.

2.1 Automated grading tools

According to Gupta & Dubey [10], AGTs is a computational system designed to evaluate,
assess, and provide feedback on students’ submissions. The grading process is based on
predefined criteria, for example, preset test cases, validating outputs, coding style, and
plagiarism analysis, and so on. Similarly, Douce et al. [8] describe AGTs as “a test-based
automated assessment program that facilitate a large-scale grading by executing student code

against expected behaviors, in order to ensuring objectivity in evaluation”.

Research on them began in the 1960s, when computer science educators sought a solution
to reduce the workload for teachers and increase the accuracy and efficiency of grading
programming assignments for students. Douce et al. [8] mentioned that during this very first
era of AGTs which were from 1960s to 1980s, those testing systems were simple, as the
grader program would run against a student program, then expected output (the output
provided by the grader) and actual output (the output generated by student program) were
compared together. The result was just either “wrong” or “true”, and students would receive
feedback directly from their teachers as these systems did not feature feedback mechanisms.
Moreover, according to Bitzer et al. [4], the first computer-assisted instruction systems, one
of the very first computer-based education systems that featured simple grading automation,
were developed to help teachers in grading, with programmed logic for automated teaching

operations PLATO being one of the earliest implementations.

The 1990s-2000s marked a shift from standalone grading system to web-based AGTs and
their integration into Learning Management Systems (LMS). The emergence of input and
output (1/0) testing frameworks, such as Web-CAT or RoBoProf, allowed students to submit
10



their assignments online for automated grading [14]. Due to the expansion of LMS, for
example, BlackBoard or Moodle, the first AGTs have been embedded within university

course management systems.

During the period from 2000s to 2010s, a few of those systems were equipped with a
graphical user interface as well as the ability to give scores corresponding to the number of
completed tests, and the scores were also transferred directly to a pre-installed database [8].
Rutanen [20] also mentions that during this time, there are support tools created to help
teachers create automated grading tools without having to build everything from scratch.

From 2010s to the present, the world has witnessed Al-powered AGTSs that utilize machine
learning, deep learning and natural language generating for enhanced feedback. Keuning et
al. [16] stated that modern AGTs go beyond simple input-output checks and analyze
programming style, code structure, and even the logical flow of the programs. The
introduction of techniques such as measuring the similarity between codes has grown
widespread [1]. These tools have grown in importance as the use of Al in programming
(ChatGPT, Copilot, and so on) has increased, requiring them to create more complex
plagiarism detection and semantic evaluation algorithms. According to Luan, H. et al. [18],
AGTs now incorporate LMS-based code similarity methods and automatic assessment tools

that detect solutions generated by Al.

2.2 Advantages of automated grading tools

According to Ullah et al. [22], one of the biggest benefits that automatic grading tools bring
is that they save a huge amount of time for teachers as well as those involved in teaching.
With the help of AGTS, the process of grading students’ submissions is much more
convenient and faster since the students can submit their solutions to AGT systems, and

receive instant feedback for their programs.

Because AGTs have saved a lot of time and effort for teachers and teaching assistants (TAS),
that amount of time can be used to improve the quality of the course, and TAs can spend
more time answering students' questions, as well as helping students overcome difficulties
in the learning process [9]. Because the nature of the tests in the AGT systems always

requires detailed requirements descriptions, and without having to participate in the process
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of manually grading students’ submissions, responsible teachers can spend more time on
developing exercises, as well as providing detailed and necessary instructions for students
during the test. This helps increase the work efficiency of not only teachers, but also helps

students avoid unnecessary trouble in the process of completing the exercises [23].

Pieterse [23] mentioned that AGT systems today can process multiple student submissions
at once, and students often receive feedback within seconds. This is good to students’
learning, as they quickly receive feedback on their submissions, and can understand where
their mistakes are, so they can quickly correct them and resubmit their work. Similarly,
Kenuning et al. [16] found that immediate feedback improves student engagement and
reduces misconceptions in programming education. Moreover, quick responses in
assignment’s feedback can help students iteratively improve their program, reinforcing a

learning-by-doing approach.

According to Ala-Mutka [2], AGTs eliminate bias in grading by ensuring that all students
are assessed objectively based on predefined evaluation criteria. When grading large
numbers of submissions, this system can also help to reduce human error, ensuring that
students are graded fairly and consistently. As students know that the grading process is
objective and standardized, this helps to reduce disputes over grades [19]. With the help of
AGT systems, scalability for large courses is possible, this will help teachers to manage large
volumes of submissions without requiring additional staff, increasing grading time or

sacrificing grading quality.

Currently, the FPIS course is using an AGT system called CodeGrade, details of which will
be discussed in the following section of the thesis. CodeGrade also provides the ability to
process multiple submissions at once, as well as return the results of the submissions within
seconds. Being able to process multiple student requests at once means that students do not
necessarily have to interact directly with the teacher but can completely handle their own
assignments. This aspect is ideal for the FPIS course when there are so many students, and
engaging with teachers can take a long time. Sometimes, it is also unneeded, especially if

they just require a tiny adjustment for the problem they are experiencing [9], [23].
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2.3 Disadvantages of automated grading tools

Along with the advantages that AGT systems bring to users, they also come with certain
limitations. According to Pieterse [23], one of the most obvious disadvantages of these
systems is that they require a certain amount of knowledge from their developers, as well as
they have to plan several steps ahead before actually starting to create the tests. AGT systems
usually work on an input and output check, meaning that it needs to be given a certain output,
and when the student submits their code, it runs the code, tests the functionality, and the test
is considered passed if the student's program produces the same output as the output that is
pre-defined in the test. This also means that when teachers set a question, they must think
about the outputs that the exercise can produce, and then choose the most suitable one for
their assignment. This requires them to always calculate and analyze the exercise they have

just created from many different perspectives, before deciding on the appropriate output.

AGT systems typically require several different setup steps before they can be used in a
course [23]. For CodeGrade, most of the setup steps have to be done manually, including
creating the exercises, thinking about and selecting appropriate outputs, checking the outputs
for reasonableness, setting up the tests in CodeGrade with different inputs and different
outputs, testing the system with different submissions to check for errors, and finally
publishing the tests to students at a certain time so they can submit them. Additionally, if
students discover errors during the submission process, the error checking and correction
must be done manually. This can, sometimes, be very time-consuming and labor-intensive

if there is any reason why the tests fail.

In addition, the use of AGTSs also requires students to have a certain amount of knowledge
before interacting with the system. This has caused a decrease in students’ motivation to
learn new things, as well as caused negative reactions to the system [5]. This can be
overcome during the early stages of the course, TAs must show new students how to interact
with the AGT system and equip them with some basic knowledge before they can actually
work with the system. However, according to Cheng at al. [5], for students who already have
programming knowledge, interacting with the system can definitely help increase their

motivation to learn.

Keuning et al. [16] stated that AGTs are strong in syntax-based evaluation, but they will
struggle to evaluate the creative problem-solving approaches. lhantola et al. [13] also
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mentioned that complex, innovative, or alternative solutions may be penalized or rejected if
they do not conform to predefined patterns. On the other hand, AGTs often use rigid
evaluation criteria, students usually find it annoying that they would lose (mostly all) points
if the correct solutions do not match predefined test cases. This leads to a situation where
the teachers have to manually configure test cases which are time-consuming, and they must

account for multiple valid solutions.

Lack of personalized feedback is also a major problem. This is because AGTs often provide
generic error messages rather than detailed explanations, and they usually struggle to
understand the root cause of mistakes, leading to frustration. Similarly, Nguyen et al. [19]
and Keuning et al. [16] emphasized that automated feedback alone is insufficient and must
be complemented with human explanations. There is a possibility that the Al-based system
could do this, but at the moment, with a system based on I/O-tests and Semgrep, this would

be impossible to manually give personalized feedback to students.

2.4 Fundamentals of Programming for international programs course

This is one of the first courses that freshmen will usually take in the first semester of the
school year. Therefore, preparing exercises effectively and appropriately for first-year
students is a core element during the planning process. The exercises and accompanying
tests should be of moderate difficulty and should be accessible to students, avoiding the

situation where new students are overwhelmed in the early stages of the course.

The main purpose of this course is to teach students basic things about programming. The
target audience of the course is first-year students, who mostly have no knowledge about
programming. They will learn the most basic things from the beginning, and over time, the
amount of knowledge and exercises will gradually increase as well as their complexity and
difficulty. In this course, they have weekly exercises for 14 weeks. Each week is having
typically 5 exercises tasks, and there are 20 points available that students can collect by
presenting their solutions in the weekly exercise sessions during the first period (from the
beginning of September until the end of October), or submitting their solutions for that
weekly programming tasks to CodeGrade during the second period (from the beginning of
November until the end of December). There are 280 points available in total, and one needs
to have 140 points to get the exercise grade 1. Exercises are graded and the grade is taking
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part of the final grade of the course by weight 0.25, the project work also weighs 0.25 while

the final exam weighs 0.5.

Since this is an introductory course for beginners, there are no prerequisites, and students
only need to have a personal computer running a stable operating system. From the very first
day, TAs will guide them through installing Python IDLE and related packages, as well as

provide them with any necessary assistance when needed.

In addition, the goal of this course is that when students complete the course, they will have
a basic understanding of programming. This includes the definition of programming in
general, how to use the Python programming language for simple tasks, etc. They will have
a solid enough foundation to continue learning and researching more complex programming

languages such as C, C++, Java, JavaScript, and so on.

With a large number of over 600 students, the course is held simultaneously at both the main
campuses of Lahti and Lappeenranta. The teaching material is given in slides and videos,
followed by exercises. The reason for this is that there are students from Lahti, Lappeenranta,
Kouvola, Mikkeli and some students have not even arrived to Finland at the time the course
started. However, the course does include some 90-minute classroom lectures (physical
lecture sessions), which are organized in both Lahti and Lappeenranta. Students can join
these in-person lecture sessions to learn about some practical aspects related to studying in
this course. This kind of session is held four times at the beginning of the course, one time
when the project work starts (at the end of the first period), and finally, one last time when
the exam starts and the teaching ends (at the end of the second period). Students are also
assigned weekly assignments and are required to submit their work to CodeGrade or present

their solutions for certain exercises.

At the end of the course, students will have to complete a personal project, which requires
students to master the knowledge that has been taught as well as apply that knowledge well
into their work, usually, students will have about a month to complete this project. After
completing the project, students must return their work to CodeGrade so that it can be
checked with preliminary tests before the TAs can grade their work. The preliminary test
was used for the first time in this course. It is a set of about 15 different code-structure tests,
and it is mainly designed to look for advanced structures for example lambda, enum,

collections, and so on. By observing a lot of AI’s created solutions for this project, teaching
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staff believe that the use of these structures indicates that the work is being done with the
help of Al. Besides, because this is the Fundamental of Programming course, the goal is to
let students learn the most basic concepts of programming, so the use of those complex
structures is prohibited. If the work does not pass the preliminary test, students can modify
their solutions and then resubmit their work to CodeGrade again, they can do it as many
times as they need if the deadline is not yet due. Their work will be rejected by the TAs if

those submissions do not pass the preliminary tests after the deadline is passed.

After the deadline, TAs will only grade those submissions that passed the preliminary test,
for those submissions that did not pass the test, they will have to wait until the second round
for submission to be opened. The work is graded based on a list of 25 bullet items, it is
possible to obtain 0-4 points in each item. These items are the key requirements for each
function in the project work, and based on whether the work meets these requirements, TAs
can give corresponding points. The total score of each project work will be converted based
on a pre-provided scale, for example if the total project points is greater than or equal to 90,
the student will receive graded 5 for the project work, similarly if the project points is greater
than or equal to 80, the student will receive graded 4. However, if the total project score is
less than 50, the student will be graded 0, and the work will be rejected. For students whose
work was rejected in the first round or who have no valid reason for submitting late, they
will have two more chances, called the second round and the third round for submitting their
projects. Everything will be similar to the first round, except they will only have one week
to revise their work and resubmit it to CodeGrade to run preliminary check, and the

maximum grade for the second round is 3 while that of for the third round is 1.

Finally, before the end of the course, students will have to complete a final exam, also known
as an "Electronic exam", they will have to do it in an "Exam room", which is completely
disconnected from the outside world, and is closely monitored by surveillance cameras and
the sound will be recorded. In the final Exam, we are using the EXAM system which is an
electronic exam software for higher education developed and used by a consortium of
Finnish Universities and Universities of Applied Sciences. In this course, in order to pass
the course, a student need to have three grades: Exercises grade, grade for Project work, and
grade for the final Exam. The final grade that students will see in their Sisu systems is

calculated using the formula of CourseGrade = 0.25 * ExerciseGrade + 0.25 * ProjectGrade
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+ 0.5 * ExamGrade, the obtained CourseGrade average is rounded to the closest integer and

half is rounded upwards.

The process of arranging and preparing teaching materials, exercises and test cases for
CodeGrade must also be done carefully to avoid too much knowledge being crammed into
for a short period of time, as well as pushing the difficulty level too high. The structure of
the course is built gradually, new knowledge will be taught based on old knowledge, and in
the new week's exercises, the knowledge of the previous week will sometimes be integrated
in order to help students remember what they have learned. With this approach, the basic
knowledge is divided equally among the weeks, from the first weeks until the end of the

course.

2.5 The old testing system

For the past two years, 2022 and 2023, CodeGrade has been used as a reliable AGT system
to run and grade student code. At that time, the test system was simply several 1/0O tests, with
pre-prepared results. When students submitted their work, the system would run the code

and compare whether the student's output was the same as the pre-set output.

The advantage of this method was that it did not take too much time to set up the tests, and
the setup would be simpler. Students also did not spend too much time passing the tests
because their difficulty was not too high. However, the downside of this system is that since
there are no other types of tests except 1/O tests, students can easily pass these tests by using
a series of print statements to print the output that the system needs, without having actually
programmed to answer the requirements of the assignment. The problem is that then the
quality of the answers will be extremely bad, as the “inside” of functions can be completely
empty or wrong supporting “wrong learning” purposes. For instance, there can be situations
in which there are no parameters given to functions, but all data is “passed” as global
variables. Using the 1/O tests, students could write solutions in which the correct “output”
was printed inside the function in the desired form, so that when CodeGrade runs the
program, that “preset output” will be printed out and matched with the “expected output” in

CodeGrade, and the program just passed the test like that.
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The use of print statements to cheat on tests has been always rather modest. This is just a
matter of principle that our staff do not let anyone pass by cheating with that thinking which
can cause students to not learn and absorb any knowledge at all, but only focus on how to
cheat on tests and get high scores in exercises. However, they will still have to face the final
exam, when they have to use a specialized computer system, disconnected from the Internet,
as well as the space in the exam room is strictly monitored by surveillance cameras and
microphones. At that time, these students will almost not be able to pass the final exam,
leading to stagnation in their studies, and of course, they will have to participate in the course

again next year.

In 2023, with the widespread use of Al, the course recorded a large number of assignments
completed with the help of Al, the same situation happened in the course project. This is
extremely harmful to students' learning, as they do not learn the fundamental knowledge,
instead, they completely depend on Al to complete their assignments. Teaching staff aim to
solve this problem by adding classroom exercise sessions, so that students should not just
copy the assignment to Al tools and then copy the solution directly to CodeGrade. Because
in the exercise sessions, students will need to be able to present their solutions and explain
them in front of the other students, this practice would probably support them to understand
what the code does. In other words, they have to understand how the code works in order to

explain it.
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3. Research methodology

The research target of this thesis is improving the quality of CodeGrade tests using Semgrep.

And the research methodology used for this work is Design-science Research Methodology.

3.1 CodeGrade tests and their integration to the course’s Moodle

In the course Fundamentals of Programming for international programs, there are three types
of Semgrep tests and one CodeGrade built-in 1/O test that will be used frequently in every
exercise. Each of these tests is used to check different structures in students’ submissions,
but overall, they are meant to help students improve their learning quality or make sure that
they will at least learn something so that they can deal with the project work and the final

exam.

Normal code-structure test. This is a structure that is widely used in almost all tests in the
course. The main purpose of this type of test is to ensure that students apply the knowledge
taught that week to the exercises. This encourages students to study the material provided
each week, thereby being able to produce programs that not only generate the required output

but also follows special structural requirements of every single exercise.

Take an example, in week 4, students are going to learn about different types of loops. They
will be provided with knowledge and example codes about for-loop and while-loop, and of
course, their weekly assignment will involve applying different types of loops to problem-
solving and choosing the right type of loop for the needs of the problem. The question here
is, how to ensure that students will actually use the loop structure while doing the exercises,
because considering the simplicity of the exercises, for example, "Use a loop to print the
numbers from 1 to 10", they can completely use a series of print statements to print the
output that CodeGrade is looking for. The solution is the code-structure test, Semgrep will
scan the students’ submissions to see if it finds the loop-structure used in that code or not.
In case students do not have anything related to loop-structure in their code, CodeGrade will
fail their submissions and provide them with a detailed explanation about the reason why

their submissions failed and how to fix them.

Prohibited code-structure test. If a code-structure test is used to make sure that students’

submissions have the required structure in their code, then a prohibited structure test is used
19



to make sure that students will not use structures or something that is not allowed in the
course. In general, the structures that are not allowed in this course are those that are
advanced and complex in nature, or libraries or modules that can give students an advantage
in solving problems such as lambda, enumerate, etc. Using these structures completely goes
against the original intention of the course which was created to provide the most basic

knowledge of programming for first-year students.

However, the prohibited code-structure test works exactly the same as the code-structure
test, both using the same method to find patterns implemented in the YAML file. The final
message that this test will send to students will also be almost the same as the code-structure
test. The only difference with the prohibited code-structure test is that it requires students to

change the structure of the code, and not to use those banned patterns again.

With the increasing use of Al in schoolwork, prohibited code-structure tests also play a role
in reducing the number of solutions that are generated entirely by Al. Since exercises
completed by Al tend to use advanced libraries such as collections, enums, enumerates, etc.,
it is easy to collect the libraries or structures that Al often uses, then have prohibited code-
structure tests to detect these patterns. This encourages students to actively engage their

minds to complete the exercises, rather than relying solely on Al.

Hidden code-structure test. This is a special type of test that is only used when necessary.
Hidden code-structure tests are used to ensure that no cheating is done to bypass the tests. A
typical example of this is the use of a series of print statements to print the result that
CodeGrade is looking for. For some exercises, although they are complex in code-structure
and require students to combine some knowledge together to create a solution, their output
is too simple when sometimes they only contain a few lines. For example, a medium-high
difficulty exercise requires students to write a program to read and process many different
files, but the output is only how many female employees have worked for that company for
more than 10 years, so the output only is only a single line. For exercises like this, hidden
code-structure testing will be used to ensure that students will not use a single print statement
to print the required result, but instead, they will have to do something in their code to

produce the result.

As a system that provides learning experiences for students, CodeGrade works with LMS

such as Blackboard, Moodle, Canvas, and so on, to support teachers in grading and
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automating tasks that were previously done manually. When setting up exercises from
Moodle, there will be a link to CodeGrade corresponding to that exercise. All the score
obtained from CodeGrade are automatically transferred to Moodle and will be recorded in
that student's gradebook. However, there are some functions, such as setting deadlines or
publishing the test’s results, that must be done independently in CodeGrade. Because if the
deadline is set in Moodle, after the deadline, students will not be able to access that
CodeGrade’s assignment to review their work or download their old solutions anymore.
Normally, the publish date for exercises will be set in Moodle, and the deadline date will be
set in CodeGrade. So that even if the deadline has already passed, students can still review
the assignment, and of course, they will no longer be able to resubmit a new solution for it

6], [7].

3.2 Semgrep

According to Avramov [3], Semgrep is an open-source static analysis tool for quick and
reliable code scanning, in order to detect vulnerability patterns, and potential bugs in code.
Semgrep provides a series of tutorials for users, which allows them to learn about the syntax
of the tool, and it also offers pre-made rules for different structures of varying complexity
[17]. The functions that Semgrep brings can be mentioned as pattern matching, ellipsis
operator, metavariables, and equivalences. These tools are all extremely user-friendly, and
very useful if used properly when combined with CodeGrade, which will be analyzed in this
part [17] [21].

To run a Semgrep test, normally, a Semgrep file with the extension .sh is required. However,
patterns are usually kept separately in a YAML file (.yaml) or users can combine the YAML
file with the Semgrep file, to facilitate the deployment of tests using commands. In
CodeGrade, Semgrep and YAML files are used separately for ease of use of the files, as well

as easier management.

The most important part of a Semgrep test is the pattern. The program will be based on the
pre-installed pattern, then scan the code files submitted by the students, and finally flag the
files that contain the pattern it is looking for. Choosing which pattern to use, and how, is
extremely important because if the user sets the pattern incorrectly, Semgrep cannot return
the desired result. According to Lohest & Tourpe [17] and Semgrep [21], there are 6 different
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patterns that can be used to construct the rule, but only 3 of them are mainly used in the FPIP

course.

Pattern. This operator is the most common and widely used type. It simply sets a certain
code structure, and Semgrep will find and highlight the code that uses that structure. The
advantage of this pattern is that it is easy to use and takes less time to adjust. But the

disadvantage is that it is difficult to cover many different cases.

Patterns. This operator is an “improved” version of pattern. Using logical AND, it will look
for code that matches all the code structures setting up in the YAML file, before flagging
that it has found them. In general, patterns can be said to be a combination of different
pattern(s), and only when all the sub-pattern(s) are satisfied, the patterns are counted as
satisfied. Using patterns will save time when running code because it covers many different

cases, however, it requires more time when setting up.

Pattern-either. Using logical OR, this operator can match either patternl or pattern2 or even
more. It is quite useful for finding structures that are similar in function but have different
structures. The disadvantage is that the implementer must know the potential structures that

can be used and implement pattern-either appropriately, to avoid missing any structure.

According to Semgrep [21], metavariables are used to represent structures where at the time
the test is created, the variable names or contents that will be used in the code are not known.
There are several types of metavariables that users can use individually or combine them
together to create new variations. Metavariables always begin with a s sign, and can only

contain uppercase characters, _, or digits [21].

As mentioned above, in CodeGrade, each Semgrep test is running along with a YAML file.
The structure needed to be tested is stored in the YAML file, while the related running
commands and final messages to students are stored in the Semgrep file. The structure of the
YAML file will look like this:
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1 rules:

2 - id: Le8-T2-random-string-library-check
3 pattern: |

4 import random

5 message: Found!

6 severity: INFO

7 languages:

8 - python

Figure 1: Structure of a YAML file

Figure 1 describes the YAML rule syntax of Semgrep. All components must be declared
completely, if any item is missing, the test will not work. First is the rules keyword, this
marks what follows as the components of that test. Next comes the id, which is a unique
value and is used to identify the test. As shown in Figure 1, this test has the id "1.08-T2-
random-string-library-check", which means that this test is used in exercise 2 of
week 8, and it is used to check whether the student has imported the random library correctly.
The pattern is the most important part of the test, it will describe the structure that
Semgrep needs to match when scanning through the code files. There are many different

syntaxes for patterns so users can customize their test to best suit their requirements.

Message is usually sent to the user via Semgrep. They can contain reasons why Semgrep
matched or provide directions that the user can take to address and fix the error they are
encountering in the test. However, in CodeGrade, the message is sent to Semgrep as an
indication that the structure has been found, after which Semgrep provides another message
to the user. The contents and structure of the Semgrep file will be discussed in more detail
later. According to Semgrep [21], severity is used to describe how critical issues are that
a rule potentially detects. There are 3 levels used: INFO - low severity, WARNING -
medium severity, and ERROR - high severity. In CodeGrade, issues are all the same, so
INFO is used. Finally, 1anguages indicates which programming languages will be used
in the code files, so Semgrep can make necessary changes to the setup to optimize the ability

to find potential issues.

23



L BN

1  runtime=$1

2 i=2;

3 jet#; 1

4 shift 1;

5 while [ $i -1le $j 1] @

6 do

7 sg=$(semgrep --config $UPLOADED_FILES/$1.yaml --no-rewrite-rule-ids

8 --disable-version-check --timeout @ --disable-nosem $runtime > out.txt 2>&1)
9 result=$(grep -c "Found!" out.txt)

10 <43:

11 if [[ $result -ge 1 11;

12 then

13 echo "Structure *$1' has been used correctly."] 3.1

14 3 else

15 echo "Structure '$1' was not found in the code or it was not used cor‘r'ectly,’] 3.2
16 fi

17 i=$((i + 1));

18 shift 1;

19 done

Figure 2: Structure of a Semgrep file

Figure 2 illustrates the structure of a Semgrep file that contains commands used to run the
YAML file and provide the final message to students. In this part, it is going to focus into 3
important parts of the Semgrep file which have been highlighted in red color and marked

from number 1 to number 3, the other parts of the file are not necessary to be mentioned.

Mark number 1 is the YAML file, as mentioned before, each Semgrep test in CodeGrade
goes along with a YAML file, and this command is used to run that YAML file. At the end
of the command, an out . txt text file is used to store the message that is getting back from
YAML file. In the part 6.3, the message in YAML is “Found!”, so if a pattern matches, a
“Found!” message is returned from that YAML file, and will be stored in the out . txt text
file.

In mark number 2, a variable called result is created. The command $ (grep -c
"Found!" out.txt) means that it will check to see whether it has a “Found!” message
stored in the out . txt text file or not, counts the occurrences and store the number of times
that “Found!” appears in the variable result. Normally, a Semgrep file will go along with
one single YAML file only, so if the YAML file returns a message to the Semgrep file, the
number of “Found!” message will be 1, and the result variable will be assigned the value

1.
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In mark number 3, an if condition is used to check the value of result variable. If the
value of result variable is greater than or equal to 1, it indicates that the “Found!” has
been written in the out . txt text file, which means that Y AML file has matched the pattern
or the structure that we are looking for. Then the message marked as 3.1 will be printed to
students. The $1 is the name of the YAML file, the name of the YAML file will usually be
related to the pattern that it is supposed to find, so from it, students can know which structure
is being checked. If the result variable does not have the value of 1 - in this case, it usually

has the value of O - the 3.2 marked message will be printed to the students.

The main reason for using Semgrep to deliver the final messages to students but not using
the built-in message in CodeGrade is that CodeGrade does not have any option to customize
the message to students. The only message that CodeGrade can provide is “Structure

'9,

found!”, and at the moment, it is impossible to change this message to something else. We
want to improve the learning quality of students, so we believe that it is crucial to provide
clear and detailed feedback to students, so that they can address their errors and know how
to fix them. The messages or feedback in Semgrep file can be fully customized for each
different exercise, ensuring that students can have the best experience when submitting their
work, as well as get the appropriate feedback to improve their work in case they have some

issues with their submission.

3.3 Design-science research methodology

This section discusses the research methodology used in this thesis. All steps of the thesis
based on this research methodology are discussed, and the entry point for the thesis is also
covered in-depth.

Design-science research methodology (DSRM) is the research methodology used in this
thesis. This research methodology is used when aiming to solve a problem through creating
an artifact. According to Hevner et al. [11], in design-science research, an artifact refers to a
designed object or construct that is created to address a specific problem within a particular
domain. In this case, the problem is that there were some certain challenges in setting up and
operating the AGT in the previous version of the FPIP course, and the artifact is the new
testing system, including different types of tests, and customized feedback for these tests.
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Peffers et al. [15] mentioned that during the 1990s, information technology research began
exploring Design-science research methodology, establishing it as a relatively recent
research approach. According to Figure 3 below, which illustrates an overview of the
DSRM, this research methodology has six main activities: problem identification and
motivation, objective and solution definition, design and development, demonstration,
evaluation, and communication. Peffers et al. [15] also noted that DSRM also has different
entry points corresponding with different steps: problem-centered, objective-centered,

design and development-centered, and client/context-centered entry point.

Process Iteration

o 3 )
IoenTIFY > DeFme Desion & [ — EVALIATON | 2 | CoumumcATION
PROBLEM 2 OBJECTIVES OF s. DEVELOPMENT '§ < b i 2
Nominal process & MOTVATE 5 asoumon | E Find sutable | 2 ;f;;’m ol Scholarty
sequence Artifact context > e publications
Define problem & o -] efficent
What would a ~ B g
Show better artifact § Use artefact to : Herate back fo % Professional
importance accomplish? solve problem 2 design o publications
& o
@
=
DesiGN &
PROBLEM- OBJECTIVE- DeveLOPMENT- Cuent/
CENTERED CENTERED Caxensn Conrexr
INITIATION SoLuTioN INITIATION INITIATED

Possible Research Entry Points

Figure 3: Design-science Research Methodology process [15]

In order to determine the required steps of the DSRM process (Figure 3), the starting point
must be evaluated before discussing how the thesis is performed in every step of the DSRM

model.

Since the problem of this thesis is determined from the beginning, the solution is supposed
to be objective-centered. Peffers et al. [15] stated that an objective-centered solution is a
problem-solving approach that begins by identifying a specific research need, which then

guides the development of an artifact to address that need. This process typically starts with
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defining objectives based on existing challenges and desired outcomes, ensuring that the

artifact is designed to provide a meaningful and effective solution.

Based on the given definition of an objective-centered solution, the DSRM process starts
from the second step: objective and solution definition. The next section provides a concise

overview of all the methodology steps from the perspective of this thesis.

Objective and solution definition. In this thesis, the main problem is that there were some
certain challenges in setting up and operating the AGT in the previous version of the FPIP
course. This thesis aims to provide a solution by creating a new testing system with a variety
of tests and customized feedback in different exercises. This helps balance complexity and
create the variety in tests for students' assignments, ensuring that students will be able to
practice the knowledge taught each week.

We focus on the design and implementation of the tests for weekly exercises and the final
project. The design of these tests is discussed, and their structure is analyzed. It is also
investigated how the feedback is generated in such details that it can help students in
improving their learning quality and motivation. The new testing system is discussed more

in-depth in Section 4.

Design and development. The design and implementation of the artifact are predetermined,
with AGT being created before the course begins. However, the process remains iterative,
as the tests undergo continuous refinement and improvements throughout the course. Any
errors identified in the AGT are corrected as they are discovered. Additionally, student
feedback is regularly taken into account, leading to ongoing modifications to the tests when

necessary.

Demonstration. The artifact is demonstrated in real-world during the Fall semester of the
academic year of 2024 in the Fundamentals of Programming for international programs

course including the AGT for weekly exercises and the final project.

Evaluation. The artifact is evaluated at the end of the course based on course and CodeGrade
feedback. Students also provide feedback if they find bugs, or when the difficulty of weekly

exercises is too high, so adjustments can be made on time.
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In addition to continuous evaluation, a CodeGrade survey is conducted at the end of the
course. This survey allows students to provide quantitative ratings and written feedback on

the effectiveness of the AGT tools and their associated features.

Communication. This thesis serves as a means to present the findings of this work. It will
be published on an academic platform called Lutpub, ensuring accessibility to its intended

audience.
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4. Improvements

This section provides detailed information about more than 35 Semgrep tests developed in
Lahti for use in the weekly exercises and project work of the FPIP course. These tests are
based on the basic code-structure test provided by Lappeenranta site. There are three types
of tests that are analyzed in this part, namely "Code-structure tests”, "Prohibited code-

structure tests", and “Hidden code-structure tests™.

4.1 Code-structure tests

Code-structure tests are designed to be used in weekly exercises. They can be applied in a
variety of ways to ensure that students' submissions follow certain guidelines set by the

teacher.

- input-check. This test is used in the 2" week of the course, when students are just
starting to get familiar with Python. Their first assignment involves inputting some values
from the keyboard and this test is designed to ensure that students are using “input” in their
assignments.

-break-check. This test is used in the 4™ week of the course, when students have to work
with different types of loops. This test is created to ensure that students are using “break” in
their programs. A similar test is also designed to check for the usage of “continue”.

- for-1loop. This test is also used in the 4" week of the course and specially designed for
checking the for-loop structure in the students’ program.

- while-loop. This test is also administered during the 4" week of the course and is

specifically designed to assess students' understanding of the while-loop structure in their
programs.

- function-structure-check. Itis used in the 5™ week of the course, when students

learn about the function in Python. This test is designed to make sure that students have use
a correct structure for function.

- sum-func-check. This test is designed to verify the implementation of the sum function
in students' programs. It is used in week 5, where students are required to include this
function, and it must return a value to the main program. Similar tests are also conducted to
check the functionality of subtraction, multiplication, and division.

- create-matrix-func-check. It is designed to look for the create matrix

function in students’ programs in week 6 exercises. Students will need to have this function
with the exact names and parameters as mentioned in the task, as well as returning something
to the main program, otherwise, they will not pass the test.
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- print-matrix-func-check. Same as the create-matrix-func-check
above. This test is also used in the week 6 exercises to check for the function
printMatrix.

- file-open-and-close-check. Designed to be used in the 7" week of the course
where students learn about file handling. This test makes sure that students have open and
close a file correctly. This helps to prevent memory leaks, which is a common mistake, if
students forget to close the file after working with it.

- file-read-func-check. This test is created for the 71" week of the course. Students

are required to create a function to read data from a given file. Students will have to make
sure that they have closed the file properly or they will fail the test. A similar test is also
conducted to check the functionality of reading a file.

-math-and-random-1library-check. This test is used in the 8" week of the course.
Students will need to import correct libraries to their program to pass the test. During this
week, students will learn about library, so we have a variety of tests to check for different
types of libraries, for example, random, string, datetime, and so on.

- given-structure-check. Specially created for the exercise 2 of week 8. In this task,
students are provided with a pre-made structure, and they must include it into their programs
to make sure that everyone is starting with the same ground.

-try-except. This test is used frequently for weeks 8 and 9. The test is intended to ensure
that students have used error-handling in Python. It is a must especially as the programs
students are required to work on become more complex.

- indexError-function. A test that is designed to specially look for a function called
indexError. In this task, students will learn about error handling inside the function, and
this test is also looking for the t ry-except structure inside this function. Similar tests are
also conducted to check the functionality of typeError, valueError,
zeroDivisionError.

-module init. This test is designed to check forthe  init  function in students’
code. It is used in week 10, when students learn about module in Python.

4.2 Prohibited code-structure tests

Prohibited code-structure tests are tests designed to be used in the final examination of
students’ projects. These tests look for structures that teaching staff believe Al tends to use.
These structures include complex structures, advanced libraries, and so on. Moreover, these
tests also check students’ submissions to make sure that they follow the requirements.

- fileCheck AI. This test is intended to verify the presence and content of the Al
declaration file. As per the course requirements, students must submit a file explaining the
types of Al tools they used and how they were applied. However, some students either forget
to save the file or submit it empty, which can result in their project being rejected. This test
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acts as a reminder to ensure the file contains some content - otherwise, the project will not
pass the preliminary test. A similar test is also used to make sure that the Python file is not
empty.

- list comprehension. This test is used to detect the use of list comprehensions in
student programs. While this is a valid Python feature, their appearance in student projects
can indicate that students may have used Al assistance, as this structure is not covered by
any lesson in the course.

-project using all. Designed to look forall () function in submitted project. This
function is basic but not covered in the course.

-project using collections. Atestthat searches for the usage of collections
Module in Python. This module provides unnecessary complexity for student projects, and
it may confuse students further.

-project using enum. Thisis a test that was created to search for enum Module. The
project does not require the kind of structured constant grouping that enum is meant for. The
usage of it may suggest that the code is Al-generated.

- project using enumerate. It is used to check for enumerate function.
Enumerate is a powerful Python built-in, but it hides how index tracking works. For
students, manually using a loop with an index variable helps them to understand the key
programming concepts better.

-project using format. Atestis designed to look for the format method. The usage
of this method can cause unnecessary complexity for the project since it can make things
harder to follow compared to straightforward concatenation.

- project using gc. This is a test that is designed to check for gc module in student
code. The gc module is used to interact with Python’s memory management system,
specifically the garbage collector. There is nothing in the project that requires students to
manually enabling, disabling, or collecting garbage. This is a good sign that students have
used Al assistance while doing the project.

- project using global. The test is used to check for keyword global. By
declaring a variable as global, students can assign a value outside a function and then
access or modify it inside, without using a proper parameter passing method. This
undermines the learning objective of understanding how functions should receive and return
data.

- project using io. Designed to look for the usage of io module. Al tends to use it
when working with file, for example, i0.StringI0. But students are only expected to use
basic open () for file handling, so this is a sign that students got help from Al.

- project using lambda. This is a test that is used to detect 1ambda function. This
function is useful in advanced Python, but they can confuse beginners who are still learning
how to define and call regular functions using def.
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- project using logging. A testis created to look for 1ogging module. Al tends
to use this module when debugging. For showing results, print () statement is all students
need. Using logging.debug () or logging.info () will just add unnecessary
complexity and can obscure what is being shown and why.

- project using map. It is used to scan for the usage of map. Al will often combine
map () with lambda for maximum compactnest. This just increases more confusion and
makes the code harder to debug and read.

- project using match. A test that is designed to look for match in students’ codes.
It is a powerful alternative to i f-elif-else, which students are supposed to use during
the course. But match’s syntax and use cases are more complex. It supports pattern
matching, guards, and de-structing — all of which go beyond what a student is ready to
handle.

-project using os. This test scans to see if students use os module in their projects.
The os module gives access to operating system-level functionality, for example, reading
environment variables, listing files, changing directories, and so on. None of this is covered
by the FPIP course.

- project using re. Createad to search for the re module. Instead of using normal
string methods, for example, find (), split (), replace (), and so on. Students can
use re to solve string problems in one line, without learning about fundamental string skills.

-project using staticmethod. This is a test that looks for @staticmethod in
students codes. Static methods are commonly used in Al-generated code, and it is rarely
needed in a beginner project. A plain function or an instance method is more than enough
and much easier to follow.

4.3 Hidden code-structure tests

Hidden code-structure tests are used to make sure that students have done their exercises
properly. They aim to detect those situations when students try to skip the code-structure

tests.

- printing machine check. Designed to find if students are using many lines of
print statements to print out the result of the I/O test. This test is often used for exercises

that have only 1 to 2 lines of output.

- line count. This test is used as a supplementary tool to other tests, but it is sometimes
also used alone. It flags submissions with less than a certain number of lines of code. It is
used to check solutions to difficult exercises. If the solution has only a few lines of code, it

IS suspicious and needs further testing.
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5. Discussion

This chapter discusses the result of the new testing system, how well it was received by
students, as well as their improvements and existing disadvantages compared to the previous

testing system. Moreover, the limitations and future work of this research are also discussed.

5.1 The result of the new testing system

By the end of the course, we conducted a survey asking students’ opinions about CodeGrade.
We received 354 responses, and according to CodeGrade, we had 573 active students in the
course, so around 62% of students participated in this survey. With such a large number of
responses, these responses can be considered valuable for concluding the results of this
thesis. In the following figures, sometimes, we have more than one or two responses for each
question (356/354 or 355/354). These extra responses were generated during the survey
creation and could not be removed due to the anonymous setting, but they have a minimal

impact on the final results.

In this survey, students could choose from 1 - not useful at all, to 5 - very useful. Based on

this, 3 can be used as a reference number when evaluating each question.

Students thought that CodeGrade was highly useful, as seen in Figure 4. For the question
How useful did you consider CodeGrade, the majority of responses were at score 4 and 5,
37% and 39% respectively, score 3 accounted for 16% while score 1 and 2 occupied only

7% of the total responses.

How useful did you consider CodeGrade? (1 = not useful at all, 5 = very useful)

Response Average Total

1 @ 3% n

2 - 4% 16
3 - 16% 57
4 —— 37% 131
5 - 39% 139
Total responses to question 100% 356/354

Figure 4: The score distribution of the question “How useful did you consider CodeGrade?”
on the survey for CodeGrade
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5.2 The tests

In the question What kind of tests did you like in CodeGrade?, more than 60% of students
enjoyed Code-structure tests, which is a good result. This shows that the new AGT system

is beneficial for students' learning.

1/O tests received 49% which also can be considered acceptable. On the other hand, the
question What did you think that needs to be improved? shows that around 30% of students
mentioned that 1/O tests need to be improved. The reason for the mixed reactions to this type
of test can be explained by the rigidity of CodeGrade, where even a small mistake like
missing a comma can cause a student to lose all points on that task.

Hidden code-structure tests received the lowest score as only 24% of students voted for
them. This can be explained by the fact that this type of test is designed to avoid cheating by
students when submitting their programs. Because of this nature, the content of the test is

often hidden, which can make students feel uncomfortable.

What kind of tests did you like in CodeGade? (Multiple choices)
Response Average Total
1. Hidden code structure tests -— 24% 84

2. Code structure tests oamss—— 1% 216

3.1/0 tests - 49% 173
4. None - 17% 62
Total responses to question 100% 356/354

Figure 5: The score distribution for the question “What kind of tests did you like in
CodeGrade?” on the survey for CodeGrade

In the question What did you think that needs to be improved?, more than half of the
respondents said that feedback from CodeGrade when having errors needs to be improved.
In addition, the feedback provided by CodeGrade was seen too vague, especially when using
the 1/0 tests. As for the feedback on this test, usually only green and red highlights are used
to indicate that the output is missing or has extra parts. This has proven to be difficult for
some students to try to read and understand, and they need more guidance in finding errors

in their programs. The usefulness of feedback provided by the AGT system also varied
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strongly depending on the skill level of the student as well as their familiarity with
CodeGrade.

In addition, the feedback provided by Semgrep is often customized based on the
requirements of each different task. Students will often receive detailed feedback when their
Semgrep tests fail, but in general, this feedback is still preset and often cannot cover all the
cases that students are facing. Additionally, the fact that feedback cannot be displayed in the
form of stack traces, which would indicate to the user where the error is in the code, is also
something that students often complain about.

What did you think that needs to be improved? (Multiple choices)
Response Average Total
1. Hidden code structure tests -— 25% 88

2. Code structure tests - 23% 80

3.1/O tests - 20% 103
4. Feedback fromn CodeGrade when having errors — 55% 197
5. Weekly exercises - 26% 94
6. None - 12% 44
Total responses to question 100% 355/354

Figure 6: The score distribution for the question “What did you think that needs to be

improved?” on the survey for CodeGrade

5.3 Reflections on the research questions

In the introductory section, the research questions of this thesis were presented. They were
the following: How to improve the quality of testing system in CodeGrade using Semgrep?
How to create tests that are accessible to students, but still ensure that they help students to
practice the provided knowledge? How to use this new testing system to enhance the learning

quality of students? This section provides answers to these research questions.

The AGT system was implemented differently compared to the previous FPIP course.
CodeGrade was utilized both as an automatic grading tool and as a platform for assignment
submissions, while Semgrep functioned as an external tool to assist CodeGrade in evaluating

students' assignments. With a variety of tests, the system has helped create opportunities for
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students to practice the knowledge they have been taught, not only in the weekly exercises

but also in the final project

As seen in Figure 4, the majority of students found the new AGT system helpful to their
learning. In addition, in Figure 5, more than half of the students felt that they enjoyed the
Code-structure test. This shows that the application of Semgrep to CodeGrade helped
students practice the provided knowledge. Overall, based on the figures above, the AGT

system did a good job in helping to improve the quality of students' learning.

5.4 Limitations and future work

The artifact created in this thesis is a newly developed testing system, being implemented
for the first time. As a result, a direct comparison with the previous FPIP course is not
feasible. Last year, there was no specific plan to enhance the CodeGrade testing system, and
the teaching staff only conducted a general course survey, which provided limited insights
into CodeGrade's performance. The most comparable reference is the Ohjelmoinnin
perusteet (Fundamentals of Programming) course in Lappeenranta, which was conducted in
Finnish. However, significant variations in students' fields of study - some of which were

unrelated to technology - make it unsuitable for a thoughtful assessment.

For the future work, all the tests need to be reviewed and modified based on the current
needs. They also need to check to fix all the logical and spelling mistakes. It would be
beneficial if a variety of test cases were created to give teaching staff more options during

test selection.

In addition, the feedback should be clearer, as it should cover more situations that students
tend to have. It would be nice if Al can be integrated into this feedback so that it can help
students to point out the exact problem with their submissions, and suggest a few ways to
fix it. It should also be able to recognize and tell students if they are not following the

instructions provided.

As for the 1/0 tests, those tests should be made less rigid. It should have a list of situations
when output, even having a few typos or missing a comma, is acceptable. It also helps that
the feedback for this kind of test can tell students which line of the actual output is different

from the expected output.
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5.5 Conclusions

This thesis studied creating a new testing system for a basic programming course for first-
year students using CodeGrade AGT and Semgrep. This study was conducted using Design-
Science Research Methodology. The objective was to develop an advanced testing system
incorporating various types of tests while enhancing the level of detailed feedback for
individual weekly exercises. Furthermore, this thesis explores the implementation of

CodeGrade and Semgrep, along with the tools and features they provide.

The outcomes of this thesis were assessed through continuous feedback collection from
students. Additionally, a dedicated survey was conducted at the end of the course to gather
students' opinions on the AGT system and its related features. Based on the data obtained
from the survey, an advanced testing system was successfully developed. Furthermore,
CodeGrade and Semgrep demonstrated their effectiveness in this course, particularly in
terms of the functionalities they offered.

The new testing system was generally well received. However, the primary issue with the
AGT system was the inflexibility of 1/0 tests and the lack of clarity in CodeGrade's feedback.
Additionally, the study found that students with more programming experience were better
at interpreting and understanding CodeGrade's feedback compared to those with less

experience.

The thesis faced limitations due to the lack of sufficient data for directly comparing the
effectiveness of the new AGT system with the previous system used in last year’s course.
The closest candidate for this, however, was the Finnish Ohjelmoinnin perusteet

(Fundamentals of Programming) course conducted in Lappeenranta campus.

In the future, the set of tests should be thoroughly reviewed to correct any errors.
Additionally, the feedback provided by CodeGrade should be carefully analyzed and refined
to offer students more comprehensive information and support. Furthermore, reducing the

rigidity of 1/O tests should be considered to make them more accessible and student-friendly.
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